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Abstract. We introduce a general template for building garbled circuits with low commu-
nication, under the decisional composite residuosity (DCR) assumption. For the case of lay-
ered Boolean circuits, we can garble a circuit of size s with communication proportional to
O(s/loglog s) bits, plus an additive factor that is polynomial in the security parameter. For
layered arithmetic circuits with B-bounded integer computation, we obtain a similar result:
the garbled arithmetic circuit has size O(s/loglogs) - (A + log B) bits, where X is the security
parameter. These are the first constructions of general-purpose, garbled circuits with sublinear
size, without relying on heavy tools like indistinguishability obfuscation or attribute-based and
fully homomorphic encryption.

To achieve these results, our main technical tool is a new construction of a form of homomorphic
secret sharing where some of the inputs are semi-private, that is, known to one of the evaluating
parties. Through a new relinearisation technique that allows performing arbitrary additions and
multiplications on semi-private shares, we build such an HSS scheme that supports evaluating
any function of the form C(x) - C’(y), where C is any polynomially-sized circuit applied to the
semi-private input y, and C” is a restricted-multiplication (or, NC1) circuit applied to the private
input x. This significantly broadens the expressiveness of prior known HSS constructions.
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1 Introduction

Garbled circuits, introduced by Yao [Yao82|, are a cryptographic tool used to evaluate a circuit
on private inputs. Concretely, a garbling scheme consists of an algorithm Garble, which takes
a circuit C' and outputs a garbled circuit C together with some input encoding functions
K, for the i-th input. There is also an evaluation algorithm, Eval, which on input C and
the encodings Kj(x;) for some inputs z1,...,z,, produces a result y = C(zy,...,x,). For
security, it is required that the garbled circuit C and garbled inputs K;(x;) reveal nothing
about the inputs or circuit besides y, and some structural information about C.

Garbled circuits are a valuable tool in secure two-party and multi-party computation with
constant round complexity, and also enjoy usage in a range of other cryptographic applica-
tions. One limitation of most garbled circuit constructions is their bandwidth complexity.
Typically, for Boolean circuits, the garbled circuit C' has size O(\) times larger than the
number of gates in C, for security parameter A\, which introduces a large bandwidth overhead
in applications where a garbled circuit needs to be sent over a network. There has been much
effort to reduce this complexity over the years, with the state-of-the-art construction based
on symmetric cryptography being the “three halves” technique [RR21]. This obtains a size of
~ 1.5\ bits per AND gate, and zero bits per XOR gate in the circuit.

For more specialized circuits with components such as branches or lookup tables, tech-
niques such as stacked garbling [HK20, HK21b| and one-hot garbling [HK21a, HKN24| can be
used to obtain improvements over naively expressing the components in terms of XOR and
AND gates. However, these do not lead to noticeable asymptotic improvements for general,
Boolean circuits.

If garbling an arithmetic circuit instead of a Boolean circuit, approaches based on symmet-
ric cryptography are typically less efficient, with the state-of-the-art having a size of O(A\/)
bits per garbled multiplication gate of ¢-bit integers. Other approaches based on linearly
homomorphic encryption [AIK11, BLLL23] can obtain a similar or better communication
complexity. Recently, [MORS24| presented a new approach to garbling arithmetic circuits,
using techniques drawn from homomorphic secret sharing [BGI16,0SY21,RS21]|. This led to
a rate-1 arithmetic garbling scheme, where each multiplication gate can be garbled with a
cost of sending one Damgérd-Jurik ciphertext, which has size roughly the same as the maxi-
mum size of any wire value when evaluating the arithmetic circuit over the integers. Notably,
this was the first rate-1 construction relying solely on a group-theoretic (factoring-related)
assumption.

Succinct Garbled Circuits: Overcoming the Circuit Size Barrier. Several works have shown
how to construct succinct garbled circuits, where if C' is publicly known, then the size of the
garbling C can be sublinear in the size of C. This was shown to be possible under the subex-
ponential hardness of the learning with errors assumption [GKP*13] with later improvements
in [BGG™14]. In the latter construction, the size of the garbled circuit scales polynomially
with the depth of the circuit, but not its size. More recently, this dependence on the depth has
been removed by relying on LWE with an additional circular security assumption [HLL23|.
However, in addition to making strong assumptions, all of these constructions rely on complex
primitives such as fully homomorphic encryption and attribute-based encryption. So far, it
has not been known how to achieve sublinear-size garbled circuits without such machinery.

1.1 Owur Contributions

In this work, we introduce a new approach to garbling Boolean and arithmetic circuits with
sublinear size, under the decisional composite residuosity (DCR) assumption. We obtain the



following main results on the communication complexity of garbling layered circuits!.

Theorem 1. Assuming DCR, there exists a garbling scheme for layered Boolean circuits,
where the size of the garbled circuit and labels is O(s/loglogs+ m) + (n+ D + 1) - poly(X),
for a circuit with size s, depth D, n inputs and m outputs.

For arithmetic circuits, as in several prior works [BLLL23, MORS24]|, we consider a model
of bounded integer computation, where there is a known bound B € N such that, for all

supported inputs to the circuit, the magnitude of all wire values during evaluation is bounded
by B.

Theorem 2. Assuming DCR, there exists a garbling scheme for layered arithmetic circuits
supporting B-bounded integer computation, where the size of the garbled circuit and labels is
O(s/loglogs+m)(A+log B) + (n+ D + 1)poly(A,log B), for a circuit with size s, depth D,
n inputs and m outputs.

We remark that in both theorems, the dependence on the circuit depth D can be re-
moved by making an additional circular security assumption for the Damgéard-Jurik encryp-
tion scheme.

Main Tool: a Relinearisation Technique for Semi-Private Homomorphic Secret
Sharing. Like the recent work of [MORS24]|, our work builds a garbling scheme using tech-
niques from homomorphic secret sharing, and in fact, we achieve our results by introducing a
new relinearisation tool that allows to significantly expand the class of functions supported
by certain homomorphic secret sharing schemes. Concretely, we use this to build a form of
semi-private HSS scheme for two servers, where one portion of the inputs to the function
being evaluated must be known to one of the servers. Our scheme can support homomorphic
evaluation of functions of the form

C(Z) - Crm(9)

where 7 is the semi-private input known to one server, ¥ is the private input, C' is any circuit
of polynomial size, and Cyy, is a “restricted multiplication circuit”, roughly equivalent to a
log-depth circuit. Additionally, our scheme has an offiine/online property that we leverage
to build garbled circuits, where one server’s share of the semi-private input Z can be sampled
ahead of time, independently of the input .

Most classic HSS constructions [BGI16, OSY21, RS21] only support the evaluation of
functions of the form Cym(7). One exception is the work of [CMPR23|, which implicitly
builds a semi-private, offline-online HSS for functions of the form Cyn(Z) - Cym(¥), as part
of their construction of constrained pseudorandom functions. Our construction allows to
significantly expand the class of functions that can be evaluated on the semi-private input,
and we believe this result and the relinearisation technique will be useful in other applications
beyond garbling.

1.2 Related Work

In recent, prior (but independent) work, two other papers have proposed constructions of
garbled circuits with small size.

! Recall that in a layered circuit, gates can be partitioned into layers L;, such that any circuit wire goes from
a gate in some layer L; to one in the next layer L;i1.



Garbling with 1 Bit Per Gate [LWYY2/]. Liu, Wang, Yang and Yu [LWYY24] show how to
garble Boolean circuits with 1 bit per gate, using homomorphic encryption based on either
ring-LWE or NTRU, plus a KDM security assumption. Although their assumptions are very
different, under the hood, their construction appears similar to our general garbling template
when instantiated for boolean circuits, except they use a homomorphic encryption scheme
(used to homomorphically evaluate a PRG) instead of homomorphic secret sharing based on

DCR, as we do.

Partial Succinct Garbling [ILL24]. Ishai, Li, and Lin [ILL24| also provide novel techniques
for succinct garbling schemes. Like ours, their techniques are inspired by the recent work
of [MORS24] using HSS to garble arithemtic circuits, but we extend the results in different
directions. The work of [ILL24| provides a partial garbling scheme [IW14| which allows to
garble circuits of the form Cpriy(Cpub(x),y)) in a way that communication only depends on
the private circuit Cpyy (times a polynomial factor in the security parameter) and crucially
independent of the size of the public circuit Cpyp and public input . Such a notion of garbling
is clearly related to our notion of semi-private HSS: in partial garbling, some of the inputs
are known to the evaluator; in semi-private HSS, some of the inputs are known to one of
the parties. There are two significant differences, however: (1) our class of circuits is more
restricted, being Cpriv() - Cpup(y) where Cpriy is an RMS program; and (2) in HSS, the
communication cost is independent of both the public and private circuits (except perhaps a
factor related to the depth) as well as the output size. This allows HSS to have a greater level
of succinctness, so we believe this abstraction can offer advantages over presenting things
solely in terms of garbling.

As an application, both works achieve succinct garbling, but for different classes of func-
tions and with different levels of succinctness. [IL124] achieves full-succinctness but only for
limited (yet useful) classes of functions while our garbling schemes achieve limited succinct-
ness for any layered circuit.

Finally, in terms of techniques, both works rely crucially on a novel algebraic technique
for non-interactive computation of authenticated shares based on the DDLog procedure.

2 Technical Overview

Secure Computation with DDLogs. For this technical overview, let’s pretend that Enc(x) = g*
is a secure encryption of x that can be decrypted with key sk (of course, this is not a secure
encryption and cannot be decrypted — later, we actually use secure variants of the Damgard-
Jurik cryptosystem [DJ01| where the plaintext appears “in the exponent”).

Now, following Roy-Singh [RS21|, suppose two parties parties have subtractive shares
(sk) of the secret key, that is, shares (sk), and (sk); such that sk = (sk); — (sk),. There is a
distributed discrete logarithm procedure DDLog, which allows them to non-interactively com-
pute authenticated shares of z as (sk - z) = DDLog((g*)!*)) (that is, party o, for o € {0,1},
computes the share (sk - x), = DDLog((g%)®+)). Here, authenticated refers to the fact that
the shares are multiplied by the secret key of the underlying cryptosystem. Moreover, thanks
to the linear property of subtractive shares, it is also the case that if the parties have authen-
ticated shares (sk - y) of some value y then they can compute authenticated shares of xy as
(sk - zy) = DDLog((g*){k¥)). This ability to non-interactively perform multiplication between
encrypted values and secret-shared values has been used in several previous works to build
homomorphic secret sharing (HSS) [BGI16,05Y21,RS21|, constrained PRFs [CMPR23|, and
more. One apparent limitation of this technique is that it only allows to perform multiplica-
tions between encrypted values and shared values — this leads to the restricted multiplication
straight-line (RMS) model of computation, where one can perform addition between any val-
ues, but multiplications are restricted to only take one memory value input (e.g., the output



of an internal gate in authenticated secret-shared form), and an input value (a value which
was input directly by one of the parties in encrypted form). Indeed, despite several years of
progress in this area, it is unclear how to move beyond this restricted class of programs.

It is indeed very challenging to non-interactively perform multiplications of secret-shared
values. This holds even for restricted cases, for instance where one of the values is known to one
party. To be concrete, MPC protocols based on linearly-homomorphic encryption (LHE) allow
a party that knows a plaintext value y and an encrypted value Enc(z) to non-interactively
compute an encryption of Enc(zy). Note that there is no known analogue for protocols based
on secret-sharing: suppose the parties hold a secret sharing (z) and one of the two parties
know a plaintext value y. There is currently no known way to non-interactively let the parties
derive a sharing (zy).

Local Multiplication and Relinearisation of Authenticated Shares. The first and main technical
insight of our work is that it is possible to do a form of local multiplication on shared
values, followed by a “relinearisation” technique, allowing parties to non-interactively compute
authenticated shares of the result of a multiplication xy when one of the parties knows x and
Y.

Suppose the parties have shares (sk-z) and (sk-y), and party P, knows x,y. We can
view party FPp’s shares as evaluations of a linear function in the secret key, given by:

(k- @)y = po(sk) = (sk -2}, —sk-a, (sk-y)y = p,(sk) := {sk- ), — sk-y

Since P; knows x, y as well as its shares, then it knows the coefficients of the above polynomials
Pz, Dy-

Then, multiplying the polynomials, P; can compute the coefficients of the degree-two
polynomial p, - py, given by (sk-x), - (sk-y); + C - sk + xy - sk?, where C' depends on P;’s
shares and the values z, y. Meanwhile, Py can compute its evaluation of this polynomial at sk,
denoted z. Intuitively, this setup can now be seen as a special form of degree-two authenticated
secret sharing under the key (sk, skz). Indeed, so far, this observation is exactly the same as one
from recent zero-knowledge proof systems based on vector oblivious linear evaluation [DIO21,
YSWW21]. However, these ZK proof protocols all require a step of interaction, in order to
“relinearise” the shares back to degree one.

We observe that, with the help of DDLog, this relinearisation can be done entirely non-
interactively. First, subtracting P;’s constant coefficient from Fy’s evaluation, we get:

(sk-z), - (sk-y); —2=—C-sk—zy-sk? = (~C — xy - sk) - sk

Viewing the above as an authenticated sharing of —C' — zy - sk, notice that if we provide
the parties with an encryption of the inverse of the secret key Enc(skfl) = gi, they can use
DDLog to “remove” a layer of authentication, obtaining simply a sharing of —C — xy - sk.
Finally, since party 0 knows ¢, it can remove this from its share so that both parties end up
with an authenticated sharing (zy - sk) as desired.

This trick is extremely powerful, as it allows us for the first time to compute authenticated
shares of arbitrary circuits for the parts of the computation where the inputs are known to
one of the parties.

We call this kind of homomorphic secret-sharing where one of the parties knows the
plaintext values semi-private HSS. We note that there are related notions in the literature
for garbling schemes (e.g., privacy-free garbling [FNO15|, partial garbling [[W14] , etc. where
parts of or the whole input is known to one of the parties), but this is the first such notion
in the context of HSS.



Offline-Online HSS. Another key technical observation of this work is that the above trick
allows us to split the inputs to our computation into two kinds. The first is the “classic” kind,
which we refer to as the offline inputs (since they need to be known by both parties before
the computation starts). As usual, offline inputs are to be provided in encrypted form e.g.,
to input a value z into the computation the party owning x provides Enc(z) = g*.

On top of the classic offline inputs, our relinearization trick allows us to support a new
type of inputs to the computation which we call semi-private, online inputs (as they can
be defined adaptively after the computation starts). An online input is an input which is
provided directly as an authenticated secret-sharing where the plaintext value is known to
one of the parties, that is, an input = is shared as subtractive shares (sk - z). Crucially, as
online inputs are just linear sharings, they can be sampled “lazily” where party Py defines
their share just as a random value, and party P;’s share will be the necessary correction value
(together with the plaintext value, which we assume is known to Py).

Using the semi-private online inputs and the encryption Enc(sk_l) the parties can non-
interactively compute any arithmetic circuit C' on their online inputs. The result of this
computation can then be combined with a standard HSS evaluation method for restricted
multiplication circuits, obtaining shares of C(Z) - Cym(¥), where i are the (private) offline
inputs and C,, is a restricted multiplication circuit.

Awvoiding the Circular Security Assumption. One limitation of the above relinearisation tech-
nique is that it requires the parties to have an encryption of sk=*. When using Damgérd-Jurik
encryption, we are not currently able to prove security of this, so need to make an additional
“circular security” (or, key-dependent message) assumption. We also give a second relineari-
sation technique that avoids the need for an extra assumption, and is provable only based on
DCR. This technique differs slightly, in that it takes as input sharings (sk - ) and (sk’ - y)
under two independent secret keys sk, sk’, and outputs a sharing (sk - zy) under one of the
two keys. This introduces some additional challenges when constructing an offline-online HSS,
since now, for instance, when evaluating addition gates, we need to ensure that parties’ shares
of the two input values are authenticated under the same key. To make this work, we use a
“key-switching” technique where given encryptions of one key under another, the parties can
switch the key under which a memory value is authenticated. Taking care to avoid any circu-
larity issues, we define a chain of secret keys, which the parties progressively switch through
as the circuit evaluation proceeds.

A similar approach was also used for the arithmetic garbling construction of [MORS24].
However, unlike [MORS24|, we can avoid having to switch keys at every layer of the circuit,
since as long as the inputs to two multiplication gates are under different keys sk, sk’, we
don’t need to switch to a new key. The number of distinct secret keys (and hence, additional
ciphertexts) needed in our construction scales with a kind of “pebbling depth” of the circuit,
which in the worst case may equal the multiplicative depth, but can be much smaller in
general.

Masking and Sublinear-size Garbling. Using our offline-online HSS, we design a general tem-
plate for garbling circuits with high-fan-in wide-gates and constant-rate. We then instantiate
this template in different ways, to obtain our results for Boolean and arithmetic garbling.
We now give a brief overview of the Boolean instantiation, referring to section 5.2 for further
details.

The high-level idea is that for each wire in the circuit with value w € {0,1}, we want
the garbler and evaluator to obtain semi-private, authenticated shares (y) and (sk - y) of the
masked wire value y = w®r for some secret mask r known to the garbler, where the evaluator
knows y. For the circuit input wires, the garbler can already define its authenticated shares
ahead of time, thanks to the offline/online property of the HSS. Then, to evaluate a fan-in ¢



gate that computes some function f, if the masked values for the input wires are y1, ..., ys,
where y; = w; @ r;, then the parties want to evaluate the following inside HSS:

((rlv'"arfvr)v(yla'--ayf)) Hf(yl@rlv"'ayf@ré)@r (1>

Here, the 7;’s are private inputs initially chosen by the garbler, while the y;’s are semi-private,
offline/online shared values that will be known to the evaluator. During the garbling phase,
the garbler computes its authenticated shares of the gate output, namely, (sk - (f(w) @& r))o
and (f(w) @ r)o. Then, to preserve the invariant that the evaluator knows the masked value,
the garbler includes (f(w) @ r)o in the garbled circuit. This way, computation can continue
through to the end of the circuit.

One problem with this sketch is that the r; masks all need to be input into HSS as private
input values (i.e. ciphertexts), which would lead to a very high communication cost. To avoid
this, we have the garbler choose and input a key for a pseudorandom function, and derive all
the r;’s pseudorandomly by evaluating the PRF as part of the HSS computation in eq. (1).

Overall, if the HSS is sufficiently expressive to evaluate eq. (1), for each gate, then the
garbled circuit predominantly consists of a single, 1-bit wire mask for each fan-in ¢ gate. We
observe that our HSS is powerful enough to evaluate this for any gate whose function f has
a polynomially sized truth table. Since a single such truth table can be used to capture a
log log(s)-depth chunk of a fan-in-two circuit of size s, we can convert any layered, size-s cir-
cuit with fan-in two gates into a circuit with large, truth table gates of size s/ loglog s [Coul9].
Our scheme has a cost of 1 bit per truth table gate, leading to the result in Theorem 1.

To handle arithmetic circuits (Theorem 2), we generalize the above template to support
arbitrary masking functions instead of just XOR. By instantiating this with additive (statis-
tical) masking over the integers, we can build a garbling scheme where the garbler needs to
send a single integer mask in order to evaluate a polynomial of degree log(s). This leads to a
similar loglog(s) reduction in size for a general, layered arithmetic circuit of size s.

3 Preliminaries

Notation. We write Z/NZ to mean the ring of integers modulo N, and denote its additive
and multiplicative subgroups by (Z/NZ)*,(Z/NZ)*, respectively. We write [n] to denote
the set of integers {1,...,n}, and [a,b) the set {a,a + 1,...,b — 1}. We frequently refer to
subtractive shares of a secret x, which means there are shares (z), (x), such that (x), —(z), =
x, where the shares and subtraction operation are in Z, unless otherwise specified.

RSA modulus generation. Let A be a security parameter. We define RSA.Gen to be a
polynomial-time algorithm which, on input A, outputs (N, p, q), where N = pq and p, q are
both ¢-bit primes for some length parameter ¢ chosen to ensure A-bit security.

3.1 Damgéard-Jurik Cryptosystem

The Damgard-Jurik cryptosystem [DJO01| is a generalisation of the Paillier cryptosystem
[Pai99]| (which, with the notation of fig. 1, can be seen as the special case ( = 1).

Definition 3 (Decision Composite Residuosity Assumption (DCR),
[Pai99]). Let X\ be a security parameter. We say that the Decision Composite Residuosity
(DCR) problem is hard relative to modulus-sampling algorithm RSA.Gen(11) if

(N, p,q) & RSA.Gen c N (N, p,q) & RSA.Gen
N, z): ~< (N dN):
{( @) z & (Z/N2Z)* (I, 2™ mod N) z & (Z/N2Z)*

8



Theorem 4 (Damgéard-Jurik Cryptosystem [DJO01]). For any choice of the parameter
¢ > 1, the construction of fig. 1 is a CPA-secure linearly homomorphic encryption scheme if
and only if the DCR assumption holds.

— LHE Damgard-Jurik Cryptosystem [DJO1]

Requires:

— (¢ > 1 is a constant defining the plaintext size.
— Functions exp: (Z/NSZ)* — 1+ N(Z/N‘*'Z) and log: 1 + N(Z/N‘*'Z) —
(Z/NSZ)* are defined by the following expressions, as in [RS21]:

¢ k ¢ N)k—1gh
Nz T
exp(az)zz( k:!) and log(1+ Nz) :Z
k=0 k=1
DJ.KeyGen(1*): DJ.Ency ¢ (2):
1. Run (N, p,q) & RSA.Gen(1%) 1. Sample r & (Z/N¢H17)*
2. Compute p + (p—1)-(¢—1) 2. Compute ¢ + PN - exp(x)
3. Output (N, @) 3. Output ¢
DJ.Evaly ¢(c1, c2, @): DJ.Decy ¢ (c):

// Homomorph. eval. (z,y) + a -2 +y 1. Compute 1 = p~! in Z/NSZ
Compute and output c < cf' - c2 2. Compute and output x < 9 - log(c?)

Fig. 1: The Damgard-Jurik cryptosystem.

Definition 5 (KDM  Security). A public-key encryption scheme PKE =
(KeyGen, Enc, Dec), whose private-key and message spaces are denoted K and M re-

spectively, is secure in the presence of key-dependent messages with respect to function class
F C K — M (or simply F-KDM-secure) if for every p.p.t. oracle algorithm A’ it holds that:

Pr [Aogmo(l*., pk) = 1: (sk, pk) & KeyGen(l)‘)} —Pr {Aog’?s'\kﬂyl(l’\, pk) = 1: (sk, pk) & KeyGen(l)‘)” < negl(A) ,

where oracles OK Feko and (’)5@ 1 are defined as in fig. 2.

—1 Experiment IND-CPA and IND-KDM Security Game

OO, () OO, (1)
if f ¢ F return L if f ¢ F return L
else else
¢ & Encu(f(sk)) ¢ & Encp (070
return c return c

Fig. 2: Oracles used in IND-KDM security (definition 5).

9



3.2 Damgard-Jurik-ElGamal Cryptosystem

Theorem 6. Assuming DCR, Damgdrd—Jurik—ElGamal encryption fig. 3 is a public key en-
cryption scheme satisfying correctness and KDM security for affine functions of the key.

Specifically, the following properties hold:

Correctness: DJE.Dec(DJE.Encp(z)) = z, for any (sk, pk) in the support of DJE.KeyGen,

and any x € Z/NCZ.

KDM Security: Definition 9 for affine functions of the form fup : sk — a - sk + b, where

a,b e Z/NCZ.

Proof. See [BMO™25].

—1 DJE Damgard-Jurik-ElGamal Cryptosystem

Requires:

— (¢ > 1 is a parameter defining the plaintext size.
— Group isomorphism exp: (Z/NSZ)* — 1+ N(Z/N*t1Z) and its inverse log: 1 +
N(Z/NHZ) — (Z/NSZ)T, as defined as in [RS21]:

< (Nz)* < N)F=1gk
exp(z) = Z x and log(1+ Nz) = Z
k=0 k=1
DJE.Setup(1?): DJE.KeyGen(1*, pp):
1. Sample (N, p,q) & RSA.Gen(1*) @ 1. Parse pp as pp = (g, V)
2. Sample g & (Z/N<H17Z)* 2. Sample k & [0, N)
3. Output pp = (g, N) 3. Compute h < g
e — 4. Output (sk = (k,N),pk = (g,h, N
% Note that p and ¢ are unused, so N could e ( ( ) P (g ))
instead be a CRS.
DJE.Encpk(x): DJE.Decg(c = (eo,c1)):
Parse pk = (g, h, N) 1. Parse sk = (k, N)
Sample 7 < [0, N) 2. Assert ¢§-c; =1 mod N

Compute ¢y < g"
Compute ¢; < h" - exp(x)
Output ¢ = (cg, ¢1)

3. Output = < log(ck - ¢1)

ARl

Fig. 3: The Damgard-Jurik-ElGamal cryptosystem.

3.3 Distributed Discrete Logarithm

We use two distinct distributed discrete log procedures, for the Damgérd-Jurik and Damgard-
Jurik-ElGamal cryptosystems. The following two lemmas follow from [RS21, Theorem 18|,

and were also used in [MORS24].
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DDLOG Damgard-Jurik Distance Function [RS21]

DDLogy (h € Z/NST1Z):
Compute and output z + log (ﬁ) € Z/NCZ

Fig.4: |RS21|’s distributed discrete logarithm for Damgard-Jurik.

Lemma 7 (Damgard-Jurik Distributed Decryption). For all (N,p) €
Supp(DJ.KeyGen), for all exponents ¢ > 1, and for all ciphertexts ¢ € (Z/NH1Z)*
and shares (over Z) (xp)o, (xp)1 of some x € Z times o, we have

DDLog(c{*#)1) — DDLog(¢!®#°) = DJ.Decy ¢ »(c) - - mod N°.

Lemma 8 (Damgard-Jurik-ElGamal Distributed Decryption). If we have shares
over Z of (x)1 — (x)o =x and (k-x); — (k-x)o = k- x, then

DDLogN(cék'm>1c§m>1) - DDLogN(cék'z>°c§m>°) =z-y mod N¢

always holds, for every choice of plaintext size ¢ > 1, key pair (sk = (k,N),pk) €
Supp(DJE.KeyGen(1%)), plaintext y € Z/NCZ, ciphertext (co,c1) € Supp(DJE.Encpk(y)), and
scalar x € Z/NZ.

We also rely on the following, standard lemma stating that shares of some value 2 modulo
M can be lifted to valid shares over the integers, with a failure probability of |z|/M.

Lemma 9 (From e.g. [RS21, Lemma 19]). For all moduli M > 1 and all modulo M
shares (x)o, ()1 € Z/MZ of some x € Z, we have

T&E;MZ[“@I +7) mod M — ((z)p +r) mod M = a:} = max(l — E,O) .

3.4 Models of computation

Arithmetic circuits. Unless otherwise specified, we consider fan-in two arithmetic circuits
over the basis {+, x }, with a single output gate.

Definition 10 (Arithmetic circuit). An arithmetic circuit C' (over some ring R) is a
rooted, fan-in two, directed acyclic graph whose leaves are labelled by the constant 1 or
input variables, whose fan-in two internal nodes are labelled by + or x, and whose fan-in one
internal nodes are each labelled by - for some o € R.

Each node (or gate) of the circuit is associated with an n-variate polynomial (where n is
the number of distinct input variables used as labels), defined recursively according to a
topological order on the nodes of C' (i.e. in a gate-by-gate fashion):

— a constant gate, labelled 1, computes the constant polynomial 1x;

— an input gate, labelled by the *® input variable z;, computes the polynomial P; =
(X1,...,Xn) =X;

— a linear gate, labelled 4, computes the sum of the polynomials computed by its parents;

— a multiplication gate, labelled x, computes the product of the polynomials computed by
its parents;

11



— ascalar multiplication gate, labelled -, computes the product of the polynomial computed
by its parent with the constant a.

The circuit computes the polynomial P associated with its root, a.k.a. the output gate. Eval-
uating C is done by evaluating the associated polynomial function.

We also consider restricted-multiplication circuits [Bar89, Cle90, BGI16, RS21] (sometimes
called restricted multiplication straightline programs). This class of circuits is known to con-
tain LOGSPACE (which includes NC1).

Definition 11 (Restricted-multiplication circuit). A restricted-multiplication circuit is
an arithmetic circuit satisfying the following property: each node labelled x has at least one
predecessor which is a leaf (that is, each multiplication gate has at least one input wire that
is a circuit input).

Definition 12 (B-bounded circuit and C-admissible input). Let C be an n-input
arithmetic circuit over Z. An input (vector) z € Z™ is admissible for C with respect to bound
B, if the polynomial function computed by each and every gate is at most B when evaluated
on input z.

If C and/or B is clear from context, we simply say C-admissible, B-admissible, or admissible.
If C' is an unbounded arithmetic circuit, any input z is C-admissible.

We use the following (non-standard) notion of multiplicative “pebbling” depth. It may be as
large as the (standard) multiplicative depth, but is typically much smaller.

Definition 13 (Pebbling depth). Given an arithmetic ciruit, the pebbling depth of a gate
is defined recursively as follows:

— the pebbling depth of a constant or input gate is 0;

— the pebbling depth of an addition gate whose predecessors have pebbling depth ¢ and j
respectively is max(i, j);

— the pebbling depth of a scalar multiplication gate is the pebbling depth of its parent;

— the pebbling depth of a multiplication gate whose parents have pebbling depth i and j
respectively is max(i, 7, min(é, ) + 1) (in other words, if ¢ = j this is i + 1, and if ¢ # j
this is max(7, j)).

The pebbling depth of an arithmetic circuit is then defined as the pebbling depth of its output
gate.

Circuit Classes VP and RMS. We denote by VP, [B] the class of B-bounded arithmetic
circuits with n inputs and size poly(n). Similarly, we denote by RMS,[B] the class of B-
bounded, restricted multiplication arithmetic circuits with n inputs and size poly(n). When
B is clear from context, we simply write VP,, and RMS,,.

Definition 14 (Tensor Product of Circuit Classes). Let Cy and Cy be two circuit classes
over a ring R. The tensor product of Cy and Cy, denoted Co ® C1, is defined as the class of all
arithmetic circuits composed from some Fy, ..., F. € Cy and G1,...,G, € C1 in the following
way: Let Ly be the union of all input labels from all F;, and similarly Ly from all G;. Then
composed circuit has input labels

{(7,D) |7 €{0,1},1 € L;}, and computes ZF’ - Gj. (2)
=1

More specifically, the composed circuit is union of the graphs of the circuits for all F; and
G, followed by r multiplication gates and r — 1 addition gates to compute (2). The integer r
associated with this circuit is called the rank.

We write Cy ®, C1 to denote the subset of tensor product circuits with rank at most r.
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Remark 15. Note that the size of a tensor product circuit (definition 14) is lower bounded by
its rank 7. Therefore, when considering classes of circuits with sizes bounded by a polynomial,
we can assume that r is bounded by a polynomial.

4 (Semi-Private) Offline-Online HSS

In section 4.1 we provide the definitions of semi-private HSS (definition 16) and its specialisa-
tion to offline/online sharing of semi-private inputs (definition 17). In section 4.2 we construct
(fig. 6) semi-private offline-online HSS, assuming the KDM security of the Damgard-Jurik
cryptosystem, for product circuits of the form C'- Cy,, where C' is an arbitrary circuit applied
to the semi-private inputs (known to one party), and Cyp, is a restricted-multiplication circuit
applied to the private inputs. In section 4.3, we present an alternative construction (fig. 9)
that assumes only DCR, but achieving a weaker notion of compactness.

4.1 Definition

In HSS with setup, a setup algorithm is used to generate a secret key, used to share any
input, in conjunction with a pair of evaluation keys, which can be used to evaluate a function
of the shared inputs, obtaining a subtractive sharing of the output. Importantly, each input
can be shared independently (as long as they are generated with respect to the same secret
key) and need not be batched.

Below, we generalize the standard notion of HSS to allow for a special type of semi-private
wnput sharing algorithm, which outputs a pair of shares of an input y such that only party
0’s shares are guaranteed to hide y. In addition, we support the usual private input sharing
algorithm, where each share (individually) reveals no information about the input. Each of
the functions supported by the homomorphic evaluation algorithm take inputs partitioned
into two sets: a set of npr, private inputs, and a set of ns priy semi-private inputs.

Definition 16 (Semi-Private HSS). Let R = R(A) be a ring and npiv, Nspriv =
poly(A). A (two-party) semi-private HSS scheme (with setup) supporting a class of
computations C C (R"iv x R"'sriv — R) is a tuple of p.p.t. algorithms HSS =
(HSS.Setup, HSS.Sharepyiy, HSS.Shareg iy, HSS.Eval) with the following syntax and properties:

— HSS.Setup(1?) : On input the security parameter 1%, the setup algorithm Setup outputs
a secret key sk and a pair of evaluation keys (ekg, eky).

— HSS.Sharepriv(l/\,sk,x) : On input the security parameter 1%, secret key sk and a pri-
vate input « € R, the input sharing algorithm Sharey, outputs a pair of input shares
(2@ M),

- HSS.Shares_p,iv(lA,sk,y) : On input the security parameter 17, secret key sk and a semi-
private input y € R, the semi-private input sharing algorithm Shareg ., outputs a pair
of input shares (y(©,y™M).

— HSS.Eval(o, ek, (x(U))nP“V (y.(g))?i;”“,C) : On input a party index o, an evaluation key

% i=17\Jq
ek, , a vector of npr, private input shares (xl(a))?:p”f , a vector of ng priy semi-private input
shares (ygo))?;'i’”v, and a supported evaluation circuit C' € C, the homomorphic evaluation

algorithm Eval returns an output share y, € R.

It should satisfy the following properties (where the experiments are detailed in fig. 5):

— Correctness. For any sufficiently large A € N, for any circuit C' € C, any C-admissible
inputs ((zi)iefnya]> (Vi)iclng ) € R x RMspiv,

Pr [y = C((xi)ie[npriv}? (yi)ie[ns_priv}): Yy <$; EXp'c-IosrrS(l)\? (xi)ie[np,iv}7 (yi)ie[ns_p,iv})

> 1—negl(\) .
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— Security. For every o € {0, 1}, there exists a p.p.t. algorithm Sim, (a simulator), such
that for any C-admissible inputs ((z;)iefn,» (Yi)icfne ) € R X R, the output of
the experiments Realg|Ss and Ide:snl?SS (fig. 5) are computationally indistinguishable.

Exp'c—'osrrs/ EXpaHlii—corr(IA7 (xi)ie["priv]’ (yi)ie[’ﬂs_pyiv]) :

(sk, (eko, ek1)) < Setup(1*)
) xil)) & Sharepi, (1%, sk, ;)

for i € [nspriv], (yl@)7 yl(l)) & Shareg piv (17, sk, 1)

zo & Eval/AuthEval(0, eko, (x(.o))::"'il", (y(O))?;"", C);

7 (3

21 & Eval/AuthEval(1, eky, (z{")" (y{) =0 0

% =1 @

for i € [npv], (z

return z < 21 — 2o

Real’5 (1) : IdealS5(17) -

(sk, (eko, ek1)) & HSS.Setup(1*) if o =0 then

for i € [npiv] do return Simo (1%, npriv, Ns-priv)
(axgo)7 mgl)) & Sharepiy (17, sk, z;) else

. A
return Simi (1%, npriv, Ns-priv,

for i S [ns-priv} do
(Ui)ielng o)

(y£0)7 yz(l)) (i Shares»priv(l/\7 Sk7 yl)

i€ [npriv] ( EU> )ie [Ms-priv] )

return (ek,, (z{”)

Fig.5: Experiments for correctness, authenticated correctness and security in semi-private
HSS

In our garbling application, we additionally require a linearity property of the semi-private
input sharing algorithm. In particular, we require that the first party’s share of a semi-private
input y should be generated uniformly and independently of the input; the second party’s
input share can later be derived as a subtractive share of y - f(sk), where f is some function
that maps the secret key to a (vector of) elements of the underlying ring.

Together with this, we define an authenticated evaluation property, which requires a special
form of homomorphic evaluation algorithm that produces subtractive shares of the output z,
as well as z - f(sk).

Definition 17 (Additional Properties of Semi-Private HSS).

— Linear, offline/online sharing of semi-private inputs. Let R = Z/M7Z for some
modulus M. We say the semi-private input sharing algorithm HSS.Shareg i, is of-
fline/online if it can be decomposed into two p.p.t. algorithms HSS.Shareg priv and
HSS.Shareg s priv, parameterized by a dimension d > 2 and efficiently computable de-
terministic function f : ¥ — (Z/MZ)%, such that:

) HSS.Shareoys_pr;\,(l’\), on input the security parameter, outputs a uniformly random
share (0 & (Z/MZ)?

. HSS.ShareLs_p,iv(l’\,sk,y(o),y), on input the secret key sk, share y(©) and input v,
computes and outputs the share y) « (y, f(sk) - y 4+ 3©)).

e HSS.Shares piy(17, sk, y) generates its output (y©, M) in the natural way, by first
sampling y(© & Shareo,s_priv(l)‘), and then y1) « ShareLs_priV(l)‘,sk,y).

— Authenticated evaluation. Furthermore, for a semi-private HSS scheme with linear
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offline-online sharing, we say that it admits authenticated evaluation, if there exists an
algorithm AuthEval with the same syntax as HSS.Eval, such that:

Pr|z= (17 f(Sk)) : C( (xi)ie[np,ivb z <i Exp:lusti-corr( 1)\7 (xi)ié[npriv]’
(Yi)icing o] ) (Yi)i€lng o))
<1 — negl(A)

where Expt>? is defined in fig. 5.

auth-corr

4.2 Semi-private construction from KDM-security of Damgard-Jurik
Before describing the HSS construction, we introduce our core relinearisation technique.

Core Lemma 1 (Relinearisation, Damgéard-Jurik variant). For all (N,p) €
Supp(DJ.KeyGen), ciny € Supp(DJ.Ency (! mod N¢)), and (z,y) € Z2, if

1. {p-x)1,{p-x)o denote shares over Z of ¢ - x (meaning they are integers satisfying

(p-a)1 —{p-x)o = pr)
2. {¢-y)1, (¢ - y)o denote shares over Z of ¢ -y

then (¢ - 2y)1— (@ - 2y)o = @-xy mod NS, where (¢ - xy)1 and (¢ - xy)o are defined as follows:
(g xy)1 + ~DDLog (er," ¥ ) 4 (x- {o - yh1 +y - (0 )
<§0 . $y>0 — —DDLOg C.<SO‘1’>O‘<SD'Z/>O

nv

Proof. Consider the following algebraic identity:

(p-z)o-(p-y)o={p -2 —p-2) - (p-yh —¢-y)
=¢?ayt+o-(—z-le-yh—y (e )+ {0 2 (p-yh
After reorganising terms, we get that (¢ -x), - (¢-¥y), is an authenticated share over Z of
—pray+ (- (o -y +y-(p-2)):
(pra)i-(p-yh —(p-z)o-(p-vo=¢ (—p-azy+ (@ (- y1+y-(p z)))

Therefore, by Lemma 7,

DDLog (Cﬁeo-fr>1'<<p~y>1) — DDLog (C§w~x>o'<w~y>o>
= (DJ.Dec(ciny) - ) [~ -y + (x- (¢ - y)1 +y - (¢ - x)1)] mod N¢
=1 mod N¢

It follows that

(~DDLog (cff™ W) + (@ (o yhi +y- (o 2))
_ (—DDLog (C<¢-I>0'<@'y>0)> = ¢ - 2y mod N¢

inv

O]
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HSS Semi-private Offline-Online HSS

— (KDM-secure Damgard-Jurik variant)

Requires:

— DJ = (DJ.KeyGen, DJ.Enc, DJ.Dec) is the Damgard-Jurik cryptosystem of fig. 1.
— DDLog is the algorithm of fig. 4.
— (PRFN ¢st0) (N ¢ st 0)ens 18 an epre-secure family of pseudorandom functions such

that PRFN,C,s,t,A3 {0, 1})‘ X [S +t] — Z/NCZ.
HSS.Setup(1*) :

(N, ) & DJ.KeyGen(1*)

Ciny &= DJ.Ency (¢! mod N¢)

shoo < [0,N] // (- 1)o (over Z)

sho,1 <= @ -14shig // (@ 1) (over Z)

kpre & {0, 1}>‘

sk <— (¢, N), ekg < (N, cinv, kprr, sh1,0), and ek; = (N, Ciny, kprF, Sh1 1)
Output (sk, (eko, eky))

HSS.Sharepiy (17, sk, ) :

I

1. Parse sk = (¢, N)
2. Cpriv & DJ.Ency ()
3. Output (ac(o) 2 ) < (Cpriv, Cpriv)

priv’ *priv

HSS.Shareo,s_p,;\,(l)‘, sk) :

1. shg & Z/NSZ // (¢ y)o (over Z/NZ)
2. Output ) « shg

HSS.Share; s priv (1%, sk, y, st) :

1. Parse sk = (¢, N)
2. shy < (¢ -y +y @) mod N¢ // (p- 1)1 (over Z/NCZ)

3. Output y™) « (y,sh;)

HSS.EVQ'(O’, eko" (xl(o))ie[npriv}’ (yi(o-))ie[ns—l)riv]’ c- Crm) :

C' is a B-bounded arithmetic circuit, C\n, is a B’-bounded restricted-multiplication

arithmetic circuit

1. Parse eko' = (N, Cinv, kZpRF,Shlyg)

2. Fori=1,...,ngpriv, parse yl.(a) as
o) = J Woshia) ifo =1
! shio ifo=0

First, evaluate C' on semi-private inputs
3. Parse C' as a sequence of gates g1, go, . . . s 9|C)s where g1, ... s Ong priy AT€ the input gates.
4. For i = nepiv + 1,...]C|:

Invariant: sh; , stores (¢ - Pi(y)), (over Z), where P; is the polynomial computed

up to gate g;
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If g; is the constant gate 1,

Shl’p — ShO,a <\,9 : ]>rr

If g; is an addition gate, whose parents are g;, and g;,:
shi,s <= shi, o +ship o (¢ Fi(§))y < (¢ (Pip, + Pig) (%)),

— If g; is a multiplication gate, whose parents are g;, and g;,:

h'L o’ hz o .
—DDLog (¢ 27T 4 Py () - ship o 4+ Pig(7) -shiy,o ifo=1

Shi7o- — ShiL a'Shi o .
—DDLog (¢,,)*” ™ ife=0

shio < shi s + PRF(kprF, i) mod N¢ (- Pi(9)y = (o (P, Pig)(®),
If g; is a scalar multiplication gate -,, whose parent is g;:

shi o < a-sh;, (p-a-Pi(y)), + a-{o-Pi¥)),

Shm_o. now stores (¢ - C()),
5. For i € [npriv], parse xl(o) as ciphertext ¢;
Next, evaluate Cyy on the private inputs &
6. Parse Cim, as a sequence of gates g}, g5, . .. ,g|’ Coml-
7. Fori=1,...,|Cm|:
Invariant: sh|c|; » stores (o - C(9) - P;(¥)),, where P; is the polynomial computed
up to gate ¢,
— If ¢} is the constant 1:

Sh\C|+i,cr « Sh|C|,0' //<‘rj ’ CY(J) ’ 1>n’
— If g/ is the j*® input gate:

sh‘c,ﬂg < DDLog ((c;)*"cle) + PRF(kpge, |C| + ) mod N¢
¢ CY) - z5),

— If g; is an addition gate, whose parents are g;, and g;

shicl4io < Shic|vin,o +5hCl4ig,o
<79 : C(ﬁ) : (P’/?L + P/?/\’,)("P»g

If ¢ is a scalar multiplication gate o, whose parent is g;-:

shic|+ig < @~ Shicl4jo )
/(- C(Y) - a- Pi(T)), < a-{p-C(y) - F(T)),
— If ¢/ is a multiplication gate, whose parents are giL and giR, and ggL is the jth
input:
Shii0 ¢ DDLog (( ¢ Merine ) + PRF (kpre, |C] + ) mod N¢
(o CW) - ;- Pip(2)),
Sh‘( |+|Ceml,o stores <"‘ (( ) -Urm(7)>ﬁ
8. z» < DDLog ((c,nv)Shlc\HCrm\ ff) +PRF(kpRp, |C|+|Crm|) mod N¢ // (C(]) - Com (7)),
9. Output z,
HSS.AuthEval(o, eko, (217 )it (U7 )icine s C - Crm) -

1. Perform steps 1-8 of Eval

2. Z < (20, Sh(C14ICmlie) /(1 0) - C) - Cim (7)),
3. Output z,
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Fig. 6: Semi-private offline-online HSS from KDM-security of the Damgard-Jurik encryption
scheme.

Theorem 18 (Semi-private offline-online HSS for RMS ® VP from KDM-security
of Damgéard-Jurik). Let \ be a security parameter. Let ( > 2, and assume the KDM-
security of the Damgadrd-Jurik cryptosystem with parameter ¢ with respect to the function
class (p, N) + o1, let {pcr denote the bit-length of the corresponding RSA modulus. For
every € > 0, every input sizes Npriv, Nspriv € N*, and every bound B < 2(4*1*5)'£DCR/2, the
construction of fig. 6 is a semi-private HSS scheme (definition 16) with linear offline/online
sharing and authenticated evaluation (definition 17), supporting the class RMS ®1 VP
(definition 14).

MNs-priv Npriv

The proof is deferred to appendix A.1.

Remark 19 (Supporting Rank-r Tensoring). As described, the HSS construction of fig. 6
supports evaluating circuits of the form C - Cy, for C € VP[B] and Cm € RMS[B], i.e.,
circuits in RMS[B]®1 VP[B] as the first inputs go to Cyy. This easily extends to evaluating any
(higher-rank) circuit in the tensor product class RMS[B] ® VP[B]. Any such circuit computes
>oi_y Fi-Gi, where F; € VP, G, € RMS, so we can evaluate each product separately and then
sum up the r sets of shares to obtain the result.

4.3 (Weakly succinct) semi-private construction from DCR

In this section, we present our second HSS construction, which avoids the KDM security
assumption.

4.3.1 Relinearisation, without a circular security assumption. We first present a
variant of the relinearisation technique, which avoids the need for the key-dependent en-
cryption of ¢!, Unlike our previous method, which multiplies two authenticated sharings
(k-x),(k-y) to obtain a new sharing (k- xy) under the same key, this method is slightly
more restrictive: it starts with sharings (ki - ), (k2 - ), for independent secret keys ki, k2,
and outputs a new sharing (ks - zy).

Core Lemma 2 (Relinearisation, Damgard-Jurik-ElGamal variant). For all N,(,z,y € Z,
g € (Z/NCZ)*, and ky, ke € [0, N), if

1. (k1 -x)1, (k1 - x)o denote shares over Z of ki - x (meaning they are integers satisfying
<]€1 : £L‘>1 - <k‘1 . ZL‘>0 = ]{311‘)
2. (ko -y)1, (ka2 -y)o denote shares over Z of ko -y

ko

. R Coo Co1 g ‘ g

3. ¢ is the matrix =

<010 011> (gkl ‘gklk"’ . exp(k2)>

then (ko - 2y)1 — (ko - xy)o = ko - y mod NS, where (ks - xy)1 and (ks - 2y)o are defined as
follows:

(s ay)r - DDLog (cffery 29 e oh bz

(ky - wy)o « DDLog C(;O<k1~z>o<k2~y>0)
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Proof. Consider the following algebraic identity:
=(k1-z)1-(k2-y)o—(k1-x)o-(k2-y)o
N —

k1k2'$y2k1-$-<k2-y>1— k‘l-l"<]{32-y>0
=ki-x-(ka-yp—  (ki-a)-(k2-y)o (k2o (k2 y)o
:(kl'$>1'(k2'y‘>r1—k2~y'<k1'$>1
=ki-a- (k2 -y — (k-a)- (ke yh + ke -y - (k) 4 (k- 2o - (k2 - 9o

It follows that

Y = ghk2 ey exp(ky - zy)

b T e e ey

After reorganising terms,

zy —x(ka- —y{k1-x)1 —(k1-x)1(ka- —(k1-z)o (k2"
exp(ks - 7y) = [61?1;010< 2y)1601y< 1 >1COO< 1@)1( 22/)1] /COO< 1-z)olk2y)o,

We get then get the desired result by [RS21, Theorem 18]. O

Regarding security, note that we need to give out the matrix ¢, which contains
(g,9", g"2, g"1*2 . exp(ks)). While this can be seen as a kind of ElGamal encryption of ks,
where ko is also the randomness in the ciphertext, we observe that this is indistinguishable
from an encryption of a random value, via an argument similar to that used for proving
hardness of the extended-DDH assumption under DCR [HO12|. We prove the following in
section A.2.2.

Lemma 20. Let N & RSA.Gen(1%), g & (Z/NH'Z)*, 2,y & [0,N) and r & [0, N¢).
Then, the distributions

(N,g,9%, 9%, - exp(y)) and  (N,g,9%,9%, 9" - exp(r))

are computationally indistinguishable under the DCR assumption.

4.3.2 Key-switching. Since the circular-secure relinearisation technique changes the un-
derlying key, our HSS construction also needs a key-switching mechanism, to ensure that
shares input to an addition gate are encoded under the same key.

The KeySwitch algorithm, in fig. 7, uses public group elements h = g~ o= gkk/ -exp(k’) to
convert a sharing (k' - z) into (k- z), using DDLog. RecKeySwitch, shown in fig. 8, uses the
same method with a chain of keys k;, to iteratively convert the input sharing (k; - z) into
(kq - ). Regarding security, notice that starting with the key k1, we can apply Lemma 20 to
replace the exp term in ¢; = ¢g"*2 . exp(ko) with exp(r) for a random r. In general, in the
i-th step of the proof, we will simulate g¥-1%i using g%, and gFi+1¥+2 exp(k;,2) using gh*1,
and replace exp(k;;2) with a random element. We give the complete argument in the security
proof of the HSS construction, shown in the next section.

k

—!{ Algorithm Key-Switching

KeySwitchy - ((x),, (k - ), h, ¢, 7): where h = g%, ¢ = g"¥ . exp(K)

1. Compute (k' - x), < DDLog(c!®sh* %)) + 7 mod N¢
2. Output (K’ - z)

Fig. 7: Key-switching algorithm.
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—1{ Algorithm Recursive Key-Switching

RecKeySwitchN7<(<x)o, (k1-x),.d, (hi)ie[d]7 (Cz‘)ie[dq]a (ri)ie[dfl]) :

where h; = ¢7% and ¢; = gFikit ~exp(kit1)
1. Fori=1,...,d —1:
<$>gh<ki'$>a

Compute (ki1 - ), < DDLog(c; '“h;},"'?) + r; mod N¢
2. Output (kg - ),

Fig. 8: Recursive key-switching algorithm.

Lemma 21 (Correctness of key-switching). Let ( > 1. For all x € Z, (g,N) €
Supp(DJE.Setup), k, k' € [0,N), if (x)1 and (x)o are shares of x over Z, (k- x); and (k- x)¢
are shares of k - x over Z, then

|z
N1

Pr [(y), — W)=k 2] >1-
r&2/NCZ
where (y), < KeySwitch((z),, (k - x)U,g_kl,gk"‘/ exp(k'),r), for o € {0,1}.
Moreover, for all x € Z, (g, N) € Supp(DJE.Setup), d € N, (ki)icn,q € [0, N, if (x)1 and
(x)o are shares of x over Z, (ki - x)1 and (k1 - x)o are shares of k - x over Z, then

(d—1)-|z|
Pr W), — W =ka 2] >1 - —L—
n,...,rdflﬁ—z/zv@*z[ ' 0 ) N¢-L
; <3§‘> ) <k : $> 7d, (g_ki)ie[d]a >
" = RecKeySwitch it oxpl, : € {0,1}.
where <y>a echeyswitc N,C<(gk1kz+1 eXp(ki))ie[d—l]a(n)ie[d_u for o €{0,1}

Proof. Let x € Z, (g, N) € Supp(DJE.Setup), k, k" € [0, N), and (z)1, (x)o, (k- )1, (k- z)o €
Z such that (z); — (z)o =z and (k-x); — (k- x)g =k -x .

Defining h + ¢~ % and ¢ « ¢"¥ - exp(K'), @ pEan je@opthzlo — cophs — exp(k - z). It
follows by [RS21, theorem 18] that DDLog(c(®) h**)1) — DDLog(c{®0h{k#)0) = k' 2 mod N¥€.
Finally, by Lemma 9, we indeed get

Pr KeySwitchy ((x)1, (k- z)1, g, g exp(k'),7)
r&z/NCz,

. Lt ’ |.%'
- KeySW|tChN,C(<$>Oa <k ’ 1’)0,9 ¥ 7gkk exp(k:'), 7ﬁ) =K -z >1- NC‘_I : (3)
Let = € Z, (9,N) € Supp(DJESetup), d € N, (ki)icnag € 0, N)4  and
()1, (z)o, (k- x)1, (k- x)o € Z such that (x); — (z)p = x and (k-x); — (k- 2z)o = k -z . For
i € [d], define h; < g% and for i € [d — 1], define ¢; < gFiFi+1 exp(kiy1) .

For i € [d —1] and o € {0,1}, let (kix1-x), € Z be defined recursively as (ki1 -x),
DDLog((¢;) %) (h;)ki+12)5) 4 1, mod N€. For i € [d], consider the random variables
r1,...,7n all ii.d. uniform in Z/NSZ consider the event E;: “(k; - x)1 — (ki -x)g = k; - 2.
By the first part of this lemma (eq. (3)), Vi € [2,d], Pr[E;|E;—1] > 1 — |z|/N¢~1. Note that
Pr[Ei] = 1 by assumption, and that Pr[Ey] > Pr[E4g A Eq—1] = Pr[Ej|Eq_1] - Pr[Eq—1] >
o > ([T, Pr[E| Eia]) - Pr[Ey] > (1 — || /N1 > 1 — (d — 1)]z|/NCL. Since Ejy is
exactly the event whose probability we wished to lower bound, this concludes the proof. [
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4.3.3 HSS construction. During homomorphic evaluation of the semi-private part of
the circuit, our HSS construction uses key-switching to align secret keys of the input wire
shares. Due to this, the size of the evaluation keys, ek,, scales linearly with the circuit’s
pebbling depth. One other difference is that with this version, we can only achieve the regular
evaluation procedure HSS.Eval, and not the authenticated evaluation HSS.AuthEval. This
makes it slightly more difficult to use in our garbling construction.

— HSS Semi-private Offline-Online HSS (Damgérd-Jurik-ElGamal variant)

Requires:

— DJE = (DJE.KeyGen, DJE.Enc, DJE.Dec) is the Damgard-Jurik-ElGamal cryptosys-
tem of fig. 3.

— DDLog is the algorithm of fig. 4.

— D is the pebbling depth (definition 13) of the online circuit

— (PRFN,C,S,t,)\)(N,(,s,t,)\)eN5 is an eprp-secure family of pseudorandom functions such

that PRFy ¢ ssx: ([s] x [D] x {0, 1) U [s]U ([s+t+1,s+1] x {0,1}) — Z/NCZ.
HSS.Setup(1?) :

(9, N) & DJE.Setup(1*)

For i € [0, D], (sk; = (ki, N), pk; = (g, hi, N)) & DJE.KeyGen(1*, pp)
For i € [0, D), set ¢; < gFiki+1 - exp(kiy1)

shi’%‘h & Z/NSZ /] (ko -1)o (over Z/NCZ)

sh3“f" < (ko + sh3'eM) mod NS // (kg - 1)1 (over Z/N°7)

kprr & {O, 1})‘

For o € {0,1}, eky <+ (N, g, ()2, (c;) 25", sh3"", kprr)

sk < (g, (ki)2,, N)

Output (sk, (eko, ek1))

HSS.Sharepri\,(lA,sk,x) :

Parse sk = (g, (k;)2, N), and compute pkp < (g, hp, N)
c& DJE.Encyi, ()

uth & DJE.Encpk, (kp - 2)

For o € {0,1}, set 2(?) « (¢, c2uth)

Output (@, (1)

HSS.Shareo,s_pr;\,(l)‘, sk) :

1. Parse sk = (g, (ki)2, N)
2. Shg_”;:i‘wo & Z/NCZ /) (ko -y)o (over Z/NCZ)

3. Set y(0) shi_”;:i‘v’o and st « shg‘_“pt,?\ho

4. Output (y@,st)
HSS.ShareLs_p,;\,(l)‘, sk, y, st) :

1. Parse sk = (g, (ki)2, N)
2. sh2th |« (ko -y +st) mod NS // (ko y)1 (over Z/NCZ)
3. Output y(l) — (y, Sh:-u,atrl?v,l)

© 0N T W=

AREER O

HSS.Eval(0, ek (21 )icmnls (4 icinepu)s (Cs Crm)) -
C'is a B-bounded arithmetic circuit, and Cymy is a B’-bounded restricted-multiplication

arithmetic circuit.
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. Parse ek, < (N, g, (hi)2,, (ci)ﬁgl,shif‘;h, kpRrF)
(@)

. Parse y: ’ as

(o) {(Shs—priv,i,h Sh:_upt:i]\,,i,l, y) fo=1

L auth .
(ShS-P"iVﬂﬁO? Shs—priv,i,(]) ifo=0

. Parse C as a sequence of gates g1,92,...,9|c|-
. Fori=1,...|C|:
Invariant: sh?f(',th stores (kq, - P;(¥)), (over Z), where P; is the polynomial computed
by gate g; and d; is the pebbling depth of g;
— If g; is the constant gate 1,
Sh?’l;.th < ShBUth <A'() . 1>

1,0 o

— If g; is the j* input gate,

auth auth .
Shi,a A Shs—priv,j,a <k(] ’ ‘[/.J>(r

— If g; is an addition gate at pebbling depth d;, whose parents are g;, (at pebbling
depth dy) and g;,, (at pebbling depth d;,):

auth,d;
Shi,L,a

+ RecKeySwitchy ( shi, q,sh3"0, d; — d;, ,

11,0
((hi)ields, ai)» (¢5)jelds, di—1>
(PRF(kprr, (4,,0))) jeld; , ,d;—1])

<k’(, : Pi,‘(!7)>a

sh?fgi;di < RecKeySwitchy +( shiR,U,shﬁgfg,di —dip,
(ha)ieds , i) (le)je[diR,di—l}a
(PRF(kprr, (4, 4, 1)))j€[diL,di—1])

(Ko, - Pip(9)),

auth auth,d; auth,d;
shic" < ship . +ship,

(ke, - Pi(9)), = (ke - (Pi, + Pig)(9)),

— If g; is a multiplication gate at pebbling depth d;, whose parents are g;, (at
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pebbling depth dr) and g;,, (at pebbling depth d;,,):

Sh PiL (:’7) If o=1

e 0 If o = 0
P.(y) Ifo=1
hi. . JPiR(y) o
0 Ifo=0
hf”LH:Td it + RecKeySwitchy ((sh;, o, shthg, di — di, —
(h )]G[dZL, d;—1]» ( )_]6 ZL,d —2]»
(PRF(kPRFa(Z ]7 )) je ’L’ —1])
sh? « RecKeySwitchy ¢ (shiz,o, sh2™, d; — dy,,
(hj)jelds ,di)s (€3)jeldsy, -—1],
(PRF(kprr, (i,4,1)))jeld; , di—1])
(ka; - Pip(9)),
(
—DDLog < (cq,—1) @) Pip(®) ifo=1
(hi)Fiz @) shi gt
s auth,d; —1
sh3uth — (higr) on @iz
auth,d; —1 auth,d;
g shipi® shigp)
hauth ,d;—1 Shauth,di .
—DDLog | g ""i10 i,R,0 ifo=0
\
Shiuath — Sh?’uath + PRF(k‘pRF, Z) mod N°¢

(ka, - Pi(§)) o = (ka; - (Pip Pig) (7))
— If g; is a scalar multiplication gate -,, whose parent is g;:

sh24th < o - shauth (kq; - - Pi(9)), o (ka, - Pi(9)),

shf('ﬂt‘hﬁ stores (kp - C(¥)),
Now, evaluate C\,, on private inputs

5. For i € [npriy], parse a:E ’) (sh;“tg, ; (Cz(), cip),cuth = (ci‘(‘)th,cfﬁth))
6. Parse Cyy, as a sequence of gates g1, gb, - . ,g| Coml’
7. Fori=1,...,|Cwml|:
Invariant:  sho|4;,  stores  (C(y) - P(%)), and sha(”vt‘im stores

(kp - C(9) - Pi(Zpriv)),, where P; is the polynomial computed by gate g;
— If ¢} is the constant 1:

Cy) ifo=1 o
sh i < C y) - 1 s
O+, 0 ifazo//< (v)-1)
shigif; , « shieih, //{kp - C@) 1), « (kp - C(®)),

— If g} is the j*® input gate:

auth

sh|¢|+4,0 < DDLog ((Cj,o) Clo (¢ )sh\cm) + PRF e (|C| + 7, 0) mod N¢
(CW) - z5),

shi, , < DDLog (( auth)Sh\Cl ) + PRF(kprg, (|C] +,1)) mod N¢
<]~.‘1) ((l/) .,/]>(T
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— If g; is an addition gate, whose parents are g;, and g;

shicl4ie < shic|vip,o +ShiC4ig.o
<(hf(!7) (P, +hP,rr,,>(-?)>q )
t t t
shich oo < ShicitiL.o T 5N in o
(kp - C(Y) - (P, + Pip)(Z))

ag

— If ¢ is a scalar multiplication gate -o, whose parent is g}:

sh|C| 44,0 < @ shiC|4j,0

//<(L(!7) o P,j(f»ﬂ —a-(Cy) - Pj(2)),
aut aut!

shiciLie < - shigiy, o

//{kp - C(Y) - o+ P(T)), < - (kp - C() - P;(T)),
— If g{ is a multiplication gate, whose parents are g; and g;., and g; is the gt
input:
auth
shi¢|+i,c < DDLog <(Cj,o)5h‘c‘+"R’”(Cj,l)Sh‘c‘”R’U)
+PRF e (|C| + 4,0) mod N¢
<(v(17> ’ P'l'/f(f»n .
aut
shth ; , < DDLog <(C§f’()th)5h'c'“"""“(03,”1th>5h‘c‘+”""’>
+PRFy. (|C] +1,1) mod N¢
<]‘iD : ('(17> : R1.<T>>n

8. yo SN o /) (C() - Con(@)),
9. Output y,

Fig.9: Semi-private offline-online HSS from KDM-security of the Damgard-Jurik encryption
scheme.

Theorem 22 (Semi-private offline-online HSS for RMS ® VP from DCR). Let
A be a security parameter and assume the DCR assumption with Apcr-bit RSA modu-
lus. For every ( > 1, every ¢ = <,u(1),2 every input sizes Npriv, Nspriv. € N*, and every
bound B < 206=1=€)2ocr/2 " the construction of fig. 6 is a semi-private offline-online HSS
scheme (definition 16) with linear online-input shares (definition 17), supporting the class

RMS,, .., ®1 VPy ., (definition 14).

As in the previous construction (see remark 19), this also extends to support evaluating the
tensor product class RMS ® VP, beyond the rank 1 products in RMS ®1 VP.

5 Sublinear-Size Garbled Circuits

Our garbling constructions are designed to garble some class of circuits consisting of higher
fan-in gates (which we call wide-gates), with constant rate, i.e., a constant size of plaintext
values for every gate. Since layered fan-in 2 circuits can be written as smaller wide-gate
circuits, with size sublinear in the size of the fan-in 2 circuit, this implies sublinear garbling
for fan-in 2 circuits.

2 ¢ could be chosen as a constant, provided (1 — 275*0R)D were still negligible, where D is the pebbling
depth of the circuit applied to the online inputs.
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We base our constant rate garbling schemes on semi-private HSS with offline/online sharing.
At a high level, they work as follows: The garbler chooses masks for every wire in the circuit,
and gives the evaluator semi-private shares of its masked inputs. These masks and masked
values work similarly to the “permute bits’ and “color bits” of point-permute garbling, and
ensure that the masked values do not leak anything about the plaintext computation. Each
(masked) wide-gate is garbled using semi-private HSS, allowing the evaluator to learn its
masked output given its masked inputs. This garbled gate also outputs semi-private shares
of the masked output, so that the evaluator can evaluate further gates.

In section 5.1 we discuss our requirements on the class of wide-gates. In section 5.2 we present
our full construction of garbling of wide-gate circuits. Finally, section 5.3 presents two suitable
classes of wide-gates — boolean truth tables and arithmetic multivatiate polynomials — and
applies them to fan-in two garbling of boolean and bounded arithmetic circuits.

5.1 Wide-gates and Masking Schemes

Definition 23 (Wide-gates). Let X be the plaintext space. A class of wide-gates over X is
a class of functions G C Uz(Xé — X)), possibly with multiple different arities £.

The inputs and outputs of every wide-gate in our garbling scheme must be masked, so that
semi-private shares do not leak anything important. We define masking schemes as essentially
one-time pads for the plaintext wire values.

Definition 24 (Masking Scheme). Let X be a security parameter, and let
(Ka)aen, (X)) ren, (Va)aen be infinite families of finite sets. A masking scheme (w.r.t.
(Kx)aen, (X2)ren, (Pa)aen) is a pair of p.p.t. algorithms (Mask, UnMask) with the follow-
g syntax and properties.

— Mask takes as input the security parameter 1*, a mask k € K, and a plaintext value x € X,
and outputs a masked value y € J; when convenient, we may use Masky(x) as shorthand
for Mask(1*, k, ).

— UnMask takes as input the security parameter 1*, a masking key k € IC, and a masked value

y € Y, and outputs a plaintext value x € X; when convenient, we may use UnMaskg(y)
as shorthand for UnMask (1, k, y).
— Correctness. There exists a negligible function negl such that

Vz € X\, Pr[UnMasky(Maskg(z)) = 2] > 1 — negl()\) .

— One-Time Privacy. There exists a PPT simulator Sim such that for all x € Xy, the
following distributions are computationally indistinguishable:

[y < Sim(1Y)] and [y < Masky(z) | k & K]

Next, while evaluating each gate we must be able to unmask, evaluate some gate, then mask
its output, all inside semi-private HSS. We formalize this by saying that the masking scheme
and wide-gate class must be admissible for the circuit class supported by the HSS.

Definition 25. A pair of a masking scheme (Mask,UnMask) and a class G of wide-gates is
admissible for a circuit class € if, for all g € G, the function

(k1,... ke, k' y1, ..., ye) — Masky (g(UnMasky, (y1), ..., UnMasky, (ye))

1sin % . Additionally, a triplet of masking scheme, wide-gate class, and pseudorandom function
F is admissible for € if, for all i1,. .., i,7" € Dom(Fy),

(k) Yt - )ye) = MaSka(i’) (g(UnMaSka(’il)(yl)) ceey UnMaSka(ig)(yf)))

15 in E .
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We need this stronger version of admissibility because we need to compress the masking keys
using a pseudorandom function, similarly to hybrid encryption. However, for the circuit class
RMS ® VP supported by our offline-online HSS constructions, there’s no difference.

Lemma 26. Let F be a pseudorandom function in NC', and let ((Mask, UnMask), G) be ad-
dmissible for RMS @ VP. Then ((Mask,UnMask), G, F') is admissible for RMS @ VP.

Proof. The only difference between the two notions of admissibility is setting the mask keys
k; to be PRF evaluations Fj,(i;). This is local to just the RMS side of the tensor product.
Since F is in NC!, it can be evaluated by an RMS program of size poly(A). One can compose
two RMS programs, with the size being at most the product of the two original sizes, so after
composing with F' the RMS side of the tensor product will still be in RMS. O

5.2 General Template for Rate-1 Garbling from Offline-Online HSS

Definition 27. A garbling scheme AGC for a class of n-input m-output arithmetic functions
C C(Z™)%" and bounded input set B C Z" is a label group L together with p.p.t. algorithms:

- (C, (Ki)ign)) < Garble(C): garble a circuit C € C to get a garbled circuit C € {0,1}* and
input wire label encoding functions K; : Z — L for all i € [n]. Every K; must be an affine
Sfunction.

— (Yj)jeim) < Eval(C, (Li)iem)): evaluate a garbled circuit C on input wire labels L; € L to
get outputs y; € Z.

Correctness. AGC is e-correct if for all C € C and (z;);ep)t € B,

5 (C, (Ky)iepn) < Garble(C)
Pr [EvaI(C’, (Li)iepn)) #z C(@1,- .., 2n) ‘ G[J]Li « Ko <e
Privacy. AGC is private if there exists a p.p.t. simulator Sim such that for all C € C and
(z:i)ien) € B, the following distributions are indistinguishable.

(C, (Ki)icpn) < Garble(C)

{((Lz’)z‘e[n]’a): Li + K;(x;)

} S (S(Cy): y  Ca)} .

5.2.1 From semi-private HSS. In this section, we provide a general template for rate-1
garbling schemes, given a masking scheme and a semi-private HSS (with linear, offline /online
sharing of semi-private inputs and authenticated evaluation) that is expressive enough to
capture “unmask, evaluating a single gate, then re-mask”.

Our garbling scheme works by having the evaluator iteratively compute a masked repre-
sentation Maskpg,, (w) of each wire w. The garbled circuit will then contain the mask of the
output wire, allowing the evaluator to retrieve its desired output.

We use semi-private homomorphic sharing, where the masked wires are the semi-private
inputs and the masks are the private inputs, in order to allow the evaluator to go from
masked representations of the input wires of a gate to a masked representation of its output
wire. Moreover, the additional properties we require of the HSS scheme (namely linear,
offline/online sharing of the semi-private inputs and authenticated evaluation) will guarantee
a form of “self reducibility” which will guarantee each gate’s output wire is ready to be used
as an input wire to the next gate.
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At a high level, a semi-private HSS scheme satisfies linear, offline/online sharing of the
semi-private inputs if the first share of a semi-private input y consists of (sk - )¢ while the
second share consists of (y, (sk - y)1). After performing authenticated evaluation, the parties
hold (f(z,y)), and (sk- f(x,y)), (where x is some private input). If the first party sends
(f(x,y))o to the second, they now hold (sk- f(z,y))o and (f(z,y), (sk- f(z,y))1). These
values are now almost consistent with the sharing of a semi-private input, except there is no
guarantee that the (sk- f(z,y)), are sampled uniformly at random. However, all is well if
garbler and evaluator offset these shares by a pseudorandom value.3

Combining all of the above ideas yields a garbling scheme, but which is not rate-1:

1. The garbler initially performs the HSS setup, samples the masks for each of the wires,
shares the masks (treated as private inputs), samples their offline shares of the masked in-
puts (treated as public inputs), and samples the PRF key used for share re-randomisation.

2. The garbler then proceeds gate by gate to compute (Maskg,, (w))o and (sk - Maskg,, (w))o
for each wire w of the circuit. Specifically, if gate f takes as input the wires
w1, ..., wp and produces as output the wire w, then the garbler can convert private-
input shares of Ri,...,R;, R (the masks of the ¢ inputs to the gate as well as that
of its output) and semi-private-input shares of Maskg,, (w1),...,Maskg,, (we) into
(Maskg,, (w))o, (sk - Maskg,, (w))o by homomorphically evaluating

(X)), X), (Vi) )+~ Maskx(f(UnMaskx, (Y1), ..., UnMaskx,(Y7))) .
N e N —

Private Inputs Semi-private
Inputs

3. The garbled circuit is then comprised of the PRF key, the second party’s HSS evaluation
key, (Maskpg,, (w))o and the second party’s private-input-shares of R,, for each wire w,
and the masks for the output wires.

4. An input label for input z is computed as (Maskg, (x), (sk - Maskg, (z))1).

5. At evaluation time, the evaluator proceeds gate-by-gate, computing (Maskg,, (w)); and
(sk - Maskpg,, (w))1 analogously to the garbler, and then using (Maskg,, (w))o (which is part
of the garbled circuit) to reconstruct Maskg,, (w).

6. Finally, having computed Maskp, (w) for the output wire w, the evaluator uses R,, (which
is part of the garbled circuit) to retrieve the output value.

The first observation towards making this scheme rate-1 is that the garbled circuit need not
contain (Maskpg, (w))o, only (Maskg, (w))o mod |Y|, where Maskp, (w) € Y outputs in an
interval [0, |)]). If the masking scheme is rate-1 then this value is only about as large as the
wire value. The second observation is that if all the masks are generated using a PRF F' to be
evaluated inside the HSS, the garbled circuit only needs to contain the private-input-shares
of the bits of the PRF key, not the private-input-shares of each mask. This means the HSS
scheme now needs to support the following evaluation:

(X, X), (V)i ) = Masky (F(UnMaskpy, . )(V2),
Private Inputs Semi-private sy

Inputs
put Unl\/IaSkFX x, (i )(YE))>

where 1, ...,i, are the indices of the gate’s input wires. This is what admissibility (defini-
tion 25) guarantees.

3 Garbler and evaluator can know the PRF key: in the reduction to PRF security, the adversary is the next
call to HSS.AuthEval.
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— Arithmetic Garbling AGC from HSS (for wide-gate circuits)

Requires:

— Bound S on the circuit size.
— A semi-private HSS with modulus M linear, offline/online sharing of semi-private
inputs, and supporting authenticated evaluation.
— An admissible triplet for the HSS’s circuit class, consisting of:
1. A class G of gates over X.
2. A masking scheme (K, X', Y, Mask, UnMask), where the space ) of masked values
is an integer interval [0, |)]).
3. A pseudorandom function F: {0,1}* x [S] — K.
— A pseudorandom function PRF: {0,1}* x [S] — Z/MZ.

The Garbling Scheme (gate-by-gate description):

Initialisation (performed by the garbler).

kpre < {0, 1}

(sk, (eko, ek;)) & HSS.Setup(1*)

F=(ry,...,ry) & {0,1}*

For j € [A], (r](-o),rj(-l)) & HSS.Sharepiy (17, sk, ;)
5. For each i € [n], w® & HSS.Shareq s priv(1*, sk)

)

Ll

HSS circuits (computed by both parties).
Garbling the itP gate f € G, whose input wires are indexed i1,...,%,.

1. Let C; be the circuit (in the circuit class of HSS) evaluating the function
9 (F7 Yi, - .- 7y€) = MaSkF;.(i) (f(UnMaSkF;(i1)(y1)7 s UnMaSkF;.(ig) (yZ)))

2. (y*, &") & HSS.AuthEval(0, eko, (") ;e (0 jeia, Ci)

i i J j
3w (usgm + PRF(kpRF,z')> mod M
Garbler output. The garbler outputs the garbled circuit, comprised of kpgrf, €ki, r(-l)

J
for j € [\, ygo) — (yz(o) mod |))|) for each of the gates (indexed by i), and R; := Fx(j)

for each output gate index j.

Label generation. For each i € |[n], given input x;, compute the label
(yz-,wz(l)) & HSS.ShareLs_priv(l’\,sk,wz@), Mask () (i)

Evaluating the i*" gate f € G, whose input wires are indexed i1,...,%.

1. Parse the garbled circuit as (kpgrf, eki, (r](»l))je[)\], (@EO))i, (Rj);)
2. Define C}; as at garbling time.

3. (yV, @My & HSS.AuthEval(1, ek;, (r{"); s w)iem, Ci
. (yz y W; )<_ -Aut Va( , € 1,(7“] )]E[A}’(yzwwlj )je[f}’ z)
4. y; < (" = 7%) mod |V

5

w? @M + PRF (kpge, i) mod M

Evaluator output. For each output gate index j, output UnMaskp; (y5) -
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Fig. 10: Template for (arithmetic or boolean) garbled circuits from semi-private HSS with
linear offline/online sharing of semi-private inputs and supporting authenticated evaluation.

Theorem 28 (Template for (arithmetic or boolean) garbled circuits from semi-
private HSS with linear offline /online sharing of semi-private inputs and support-
ing authenticated evaluation). Let G be a set of wide-gates over X', (Mask, UnMask) be
a masking scheme with plaintext space X and masked value space Y = [0,]Y|), and F be a
PREF. If this triplet is admissible for some circuit class for which we have a semi-private HSS
scheme with linear, offline/online sharing of semi-private inputs and supporting authenticated
evaluation, then the construction of fig. 10 is an arithmetic garbling scheme for G wide-gate
circuits. For a size s wide-gate circuit with n inputs and m outputs, the size of the garbled
circuit and labels is slog(|YV|) + mlog(|K|) + (n + 1)poly(N).

Proof.

— Strong correctness. Let us prove a stronger notion of correctness, namely that with all
but negligible probability the following invariants are maintained for every wire:

A “y; = Maskp.;y(w;)"  (for i > n only)
Bi: “wgl) — wgo) = sk - Maskp_(;y (w;)" (for i > 1)

First observe that Vi € [n], Pr[B;] = 1 by definition of Shareq s priy and Share; g priy. Now,
assume towards a contradiction that there is a non-negligible probability that there exists
a wire index i > n such that (y; # Maskp,;(w;)) V (wZ(l) - w@(o) # sk - Maskp..;y (w;)).
By a union bound, because there are only polynomially many wires, there exists a wire
index i > n such that (y; # Maskp.;)(w;)) V (wgl) - wl@) # sk - Maskg ;) (w;)) with
non-negligible probability (indeed 1/poly < Pr[U;(—A; V =B;)] < >, Pr[—A; V =B;]). Let
1* be the smallest such index. It follows from its minimality that there exists a negligible
function ¢ and a non-negligible function § such that Pr[n_;'(4; N B;)] > 1 — ¢ and
Pr[(=Ajx V = Bi+)] > 0. Let 41, ..., be the indices of the wires which are inputs to gate
i*. With all but negligible probability, Vj € [E},’J)S) - ﬁjg)) = wl(jl) — wg)) = sk - w;; and

yi; = Maskp, ;) (wi)).

Consider the following variant of the PRF security game for PRF: (1) the challenger sam-
ples kpre, (2) the adversary gets the PRF evaluation on inputs [¢* — 1] ~\ {i1,... iz}, (3)
the challenger samples b & {0, 1}, and sends to the adversary (PRF(kpgg, ij))jeg ifb =0,
and random values instead if b = 1, (4) the adversary output &’ and wins if b = ¥'. Clearly,
any p.p.t. adversary must have at most negligible advantage in this game, by PRF security.

Now, consider the following adversarial strategy: (1) run the garbler’s initialisation for
the Garbled circuit (which includes sampling sk), with the exception of sampling kpgrg,
(2) garble the circuit up to gate i*, using the PRF queries on inputs [i* — 1]~ {d1,...,i¢}
for all gates except the the inputs to the i*-th, (3) receive the challenge (Y1,...,Ys),
(4) output the boolean value of (y; = Maskp,¢;)(w;)) A (IDZ(*I) - 1[}1(9) = sk - w;«). Observe
that if b = 1 (i.e. the challenges Ry,..., Ry are uniformly random) then this adversary
must output 1 with all but negligible probability by correctness of AuthEval. Least it
constitute an efficient distinguisher, it must therefore also output 1 with all but negligible
probability conditioned on b = 0. This means that Pr[—A; V —B;] is negligible, which is a
contradiction.

— Privacy. We must show that the evaluator’s view can be simulated using only the circuit
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and its output. We present a hybrid argument starting from the real garbled circuit and
wire labels. The final hybrid will be independent of the inputs x;, depending only on the
circuit C' and its outputs z;, so we can make it be the simulator.

‘H1. This is the real world. The evaluator sees the garbled circuit: kprg, ek, 7“(-1) for j € [\,

J
yﬁo) — (yi(o) mod |Y|), and R; := Fp(j) for each output gate index j. The evaluator

also see its wire labels: (y;, Z( )) < HSS.Share; ¢ priv(1 ,sk,wZ( ), Mask () (7))
Ho. By strong correctness, with all but negligible probability every masked wire y; com-

puted by the evaluator will be correct. Le., y; = Maskp.;)(w;) for all i, where w; is

(1) (0)

the plaintext value on the wire. Now, y; is calculated from shares y;  and ¥,

=0) (1)
mod |V

, SO we

rewrite the garbled gates 7; ’ in terms ?f Yi %]

Yi < (yz

7% « (™ — i) mod |V

‘Hs. Notice that the garbler’s HSS evaluation key ekq is no longer used, since we replaced

the garbler’s computation of @EO). Also, the HSS secret key sk is only used to run

HSS.Share,i, and HSS.Shareg priy. Therefore, the semi-private security of HSS against

party 1 implies that we can simulate ek;, and the shares 7“](-1) El))
the semi-private inputs y; = Maskg,_(;) (7).

H,. Since we are now using the HSS simulator, the key 7= (rq1,...,7)) of F is only used
to evaluate F'. Therefore, we can replace Fir by a uniformly random function R from
[S] — K. This is indistinguishable by the PRF security of F.

Hs. The evaluator’s view is now being generated using only the masked values y; =
Mask ;) (w;) of every wire in the circuit. Note that for non-output wires, each R(i) is
used exactly once.? For non-output wires 4, use the one-time privacy (definition 24) of
the masking scheme to replace Maskp;) (w;) by a simulation independent of w;. The
adversary’s view now only depends on the values of the circuit outputs, so this hybrid

is a valid simulator for garbled circuit privacy. O

and (y;,w; ) from just

5.2.2 From semi-private HSS with linear offline/online shares.

Definition 29. Additionally, a triplet of masking scheme, wide-gate class, and pseudoran-
dom function F is authentication admissible for € if, for alliy,...,ip,i" € Dom(Fy),

(k? S Y1y yf) =S MaSka(i’) (g(UnMaSka(il)(yl)a s UnMaSka(ig) (yE)))
is i C .

Remark 30. Similarly to Lemma 26, for our supported HSS circuit class RMS ® VP, authen-
tication admissibility is equivalent to admissibility.

— Arithmetic Garbling AGC from HSS (for wide-gate circuits)

Requires:

— Bound S on the circuit size.

— A semi-private HSS with modulus M linear, offline/online sharing of semi-private
inputs.

— An admissible (and authentication admissible) triplet for the HSS’s circuit class,

* Recall that for output wires R(j) is also sent to the evaluator to alow it unmask the output.
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consisting of:
1. A class G of gates over X.
2. A masking scheme (K, X', Y, Mask, UnMask), where the space ) of masked values
is an integer interval [0, |)]).
3. A pseudorandom function F: {0,1}* x [S] — K.
— A pseudorandom function PRF: {0,1}* x [S] — Z/MZ.

The Garbling Scheme (gate-by-gate description):
We assume that the wires of the circuit (whose depth is D) are ordered in some fixed
topological order such that the n input wires are indexed 1,...,n.

Initialisation (performed by the garbler).

kprr & {O, 1})‘

For d € [0, D], (skq, (eko 4, k1 4)) < HSS.Setup(1*)

F=(ry,...,ry) & {0, 13}

For d € [0, D] and j € [A], (r), 7)) & HSS.Sharep, (1%, skq, ;)

For d € [1, D], (S((io), S&l)) & HSS.Sharepr;\,(l)‘, skq—1,skq) // Key-switching gadget
For each i € [n], wEO) & HSS.ShareO,S_priv(l’\,sko) (sko - Mask g ;) (wi))o

Let Cx be the a circuit for the function (s,y) — s-y.

For each i € [n], for d =1,...,D:

wl®) & (HSS.Eval(0, ekoa—1, 5", w")_;,Cia) + PRF(kpge, (i,d))) mod M

PN Ot W=

Garbling the i*? gate f at depth d, whose input wires are indexed i1, ... ,%s.
1. Let C;, C; be the circuits (in the circuit class of HSS) for the functions
9i(7,y1, - -+, ye) = Maskp) (f(UnMaskp; ) (1), - - -, UnMaskp,) (ye)))
9i(7, 8,51, ye) = 8- gi(Fy Y1, -+, )

2. ) & HSS.Eval(0, eko.q, (T](‘,ch)je[)\], (ng(_”)d)jem’ci) (Mask sy (w3))o
3. Ford =d,...,D:
0 0 0 0 ~
w§7d)' <$_(HSS-EV3|(07 eko, a1, ((T](',cg’—l)jE[)\bSEi/))a (ng’)d/_l)je[ﬂ, Cy)
+ PRF(kerF, (7, d’))) mod M (kg - Mask (5 (w;))o
Garbler output. The garbler outputs the garbled circuit, comprised of kprr, ek; 4 for

d € [0, D], 'r](-l) for j € [A], s((il) for d € [1, D], yl(o) — (yi(o) mod |Y]) for each of the gates
(indexed by 7), and R; = F(j) for each output gate index j.

Label generation. For each i € |[n], given input z; € [0,])|), compute
yi < Maskp)(z;) and wEl) & HSS.ShareLS_priv(l’\,sko,wlgo),MaskFF(i)(:ni)), and
(1))

)

output the label (y;, w

Evaluating the it input. Ford=1,...,D:
wz(,g <i (HSSEvaI(la ekl,d—b St(jl)v (yiv wl(id)fl)a 6id) + PRF(kPRﬁ (27 d))) mod M

Evaluating the it" gate f, whose input wires are indexed i1,..., .
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Define C; and @ as at garbling time.
yt & HSS.Eval(1, ek a, (1) en)s (Ui wi i) el C)  (Mask ) (1)),

yi — (" =79 mod |V

Ford =d,...,D:

W o

wll) & (HSS.Eval(1,ekia 1, () )jepys 50 (s w0l 1)y Co)
+ PRF (kprer, (4, d’))> mod M/ (sky - Maskp. ;) (w:));

Evaluator output. For each output gate index j, output UnMaskg, (y;) -

Fig.11: Template for (arithmetic or boolean) garbled circuits from semi-private HSS with
linear offline/online sharing of semi-private inputs.

Theorem 31 (Template for (arithmetic or boolean) garbled circuits from semi-
private HSS). Let G be a set of wide-gates over X, (Mask, UnMask) be a masking scheme
with plaintext space X and masked value space Y = [0,|)|), and F be a PRF. If this triplet
is admissible (and multiplication admissible) for some circuit class for which we have a semi-
private HSS scheme with linear, offline/online sharing of semi-private inputs, then the con-
struction of fig. 11 is an arithmetic garbling scheme for G wide-gate circuits. For a size s,
depth D wide-gate circuit with n inputs and m outputs, the size of the garbled circuit and
labels is slog(|Y|) + mlog(|K]) + (n+ D + 1)poly(A).

Proof.

— Strong correctness. Let us prove a stronger notion of correctness, namely that with all

but negligible probability the following invariants are maintained for every wire w; (whose
depth is denoted d;):

Ait “y,- = MaskFF(i) (wi)” (VZ > 1)

By “wlh) —w'’) = sky - Maskp () (w;)” (¥i > 1,¥d' € [d;, D))

The proof is completely analogous to that of theorem 28. For all i € [n], Pr[4;] = 1
by definition of y; +— Maskp.(;)(2;), and for all d’ € [d;, D] Pr[B; #] = 1 by definition of
Shareq s priv and Shareq s priv. Assume towards a contradiction that there is a non-negligible
probability that there exists a wire index ¢ > n such that (—A4;) V vg:di(ﬁBi,d’)' By
a union bound, because there are only polynomially many wires, there exists a wire
index ¢ > n such that (—A4;) vV \/g:di(ﬁBz}d’) with non-negligible probability. Let ¢*
be the smallest such index. It follows from its minimality that there exists a negligible

function € and a non-negligible function § such that Pr [/\1;_11 (Az- A /\gf: d; BM’)] <eg

and Pr [—|AZ’* \% \/52 dox —Bj» | > 0. By essentially the same reduction to PRF security as
(1) _ ~(0) _

used in the proof of strong correctness of theorem 28, because Vj € [{],w, ; — 0, ; = skq, -

Maskg,.(i;) (wi,), it follows that (yff),wﬁ}di*) - (yl(?),zb(o) ) = (1,5kq,. ) - Maskpix) (wix)

i* i
(and in turn A« A By« ., ) with all but negligible probability. Similarly, by PRF security,
for every d' € [dy«, D — 1], if /\je[ﬁ](AJ' A Bj ) then with all but negligible probability
Ajx ANBj» g41. By combining all of these polynomially many hybrids, (ﬂAz‘)VVC?:di (=Bi.a)

is negligible, which constitutes a contradiction.
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— Security. We must show that the evaluator’s view can be simulated using only the circuit
and its output. We present a hybrid argument starting from the real garbled circuit and
wire labels, with the goal of removing all dependence on the circuit inputs z; from the
view. The final hybrid will become the simulator.

H1. This is the real world. The evaluator sees the garbled circuit: kprr, ek;q for d €
[0, D], 7“](.1) for j € [A], 8&1) for d € [1, D], yﬁo) — (yi(o) mod |Y|), and R; = Fr(j)
for each output gate index j. The evaluator also see its wire labels: (yi,wgl ) &
HSS.Sharel,S_pri\,(l’\, sko, wgo), Mask () (7))

‘Ho. By strong correctness, with all but negligible probability every masked wire y; satisfies

computed by the evaluator satisfies y; = MaskFF(i)(wi) for all i, where w; is the

plaintext value on the wire. Similarly to the proof of theorem 28, use strong correctness
(0) (1)

7 7

in terms of y; and y

yi — (Y = 79) mod |V

to rewrite each garbled gates

72« (™ — i) mod |V

After this change, none of the garbler’s HSS evaluation keys ekg 4 are used.

Hs. Perform a sequence of hybrids 7-[(3) . ,HgD +1 with ’Hg = Ho being the previous hybrid.
In the change from HY to ’Hg“, replace ek ¢ and all calls to HSS.Sharepriv(lA, sk, .- )
or HSS.Shares_pri\,(lA7 skg, ...) with their simulations from the semi-private secu-
rity of HSS against party 1. These shares include HSS.Sharepri\,(lk, skq,7j) and

HSS.Sharepr;\,(l)‘,skd,sde) (for d < D). For d = 0, these shares also include
HSS.ShareLS_pri\,(lk, sko, w(o), Maskg.(;) (x;)), and because these shares are semi-private

their simulation will still {)e based on y; = Maskg,(; ().

We now argue that the change from ’Hg to ’Hg“ is indistinguishable. In ’Hg, the key
skq is only used to generate shares, since the share s&l) of sky under key sky;_1 was
replaced with a simulation in the ”Hg_l. Therefore, we can apply the semi-private
security of HSS to sky, which takes us to ’Hg“.

Hy. The last two changes are the same as in theorem 28: replace Fi» by a random function,
and then use one-time privacy of the masking scheme to replace non-output y; with
simulations. They work exactly as in theorem 28 After these changes, the distribution
depends only on the output values of the garbled circuit, so it is a valid simulator. [

5.3 Instantiating the Template and Applications to Sublinear-Size Garbling

The garbling schemes in section 5.2 are parameterized by a class of wide-gates and a masking
scheme. In any instantiation, the wide-gate class and masking scheme must be admissible;
that is, the function that unmasks, evaluates, then remasks must be in RMS ® VP.

Due to space constraints we only state the main theorems here, and defer the details to
Appendix B.

Boolean Garbling For the Boolean case, putting Section together with theorems 18, 22, 28
and 31, we get rate 1 garbling for truth-table circuits.

Theorem 32. Assuming either DCR or KDM-security of Damgdrd-Jurik, there exists a gar-
bling scheme for boolean truth table wide-gate circuits. The size of the garbled circuit and labels
is s+m+ (n+ D +1)-poly(A) for DCR, or s+ m+ (n+ 1) - poly(\) for KDM-security, if
the truth table circuit has size s, depth D, n inputs, and m outputs.
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This result can also be applied to fan-in 2 layered boolean circuits. loglog(s)-depth fan-in 2
circuits have at most log(s) inputs, and so can be represented in truth tables of size poly(s).
Deep, but layered boolean circuits can then be chopped into chunks of depth loglog(s), and
each bit of output of each chunk can be represented as a truth table. Therefore, m-output
layered boolean circuits with size s can equivalently be written as fan-in loglog(s) boolean
truth table circuits of size n + m + s/ loglog(s) [Coul9).

Theorem 33. Assuming either DCR or KDM-security of Damgdrd-Jurik, there exists a sub-
linear communication garbling scheme for layered boolean circuits. The size of the garbled
circuit and labels is O(s/loglog(s)+m)+ (n+D+1)-poly(X) for DCR, or O(s/loglog(s)+
m)+ (n+1) - poly(\) for KDM-security, if the boolean circuit has size s, depth D, n inputs,
and m outputs.

Arithmetic Garbling. For the arithmetic case, putting together Section with theorems 18,
22, 28 and 31, we get rate 1 arithmetic garbling for B-bounded arithmetic circuits with
multivariate polynomial gates, if log(B) = w(B).

Theorem 34. Assuming either DCR or KDM-security of Damgérd-Jurik, there ezists a gar-
bling scheme for B-bounded arithmetic circuits with multivariate polynomial wide-gates of
logarithmic degree and polynomial number of terms. The size of the garbled circuit and labels
is (s + m)(A +1logB + 2) + (n+ D + 1) - poly(\,log B) for DCR, or (s +m)(\ + log B +
2) 4+ (n+1) - poly(\,log B) for KDM-security, if the wide-gate circuit has size s, depth D, n
inputs, and m outputs.

And again, we can use a standard technique to convert to sublinear communication garbling
of fan-in 2 layered arithmetic circuits.

Theorem 35. Assuming either DCR or KDM-security of Damgard-Jurik, there exists a sub-
linear communication garbling scheme for B-bounded layered arithmetic circuits. The size of
the garbled circuit and labels is O((s/loglog(s) +m)(A+log B))+ (n+ D+1) - poly(X,log B)
for DCR, or O((s/loglog(s) +m)(A+1log B)) + (n+ 1) - poly(A,log B) for KDM-security, if
the arithmetic circuit has size s, depth D, n inputs, and m outputs.

Proof. By [Coul9|, any fan-in 2 layered arithmetic circuit can be divided into layers of depth
loglog(s), giving an equivalent wide-gate circuit of size O(s/loglog(s) + n + m). Each gate
of this circuit evaluates a multivariate polynomial of degree at most 2!°81o8(s) — log(s) and
at most 2l08los(s) — log(s) variables. By stars-and-bars counting, this polynomial has at most

(21(1)(;%(;))) < s% monomials. Therefore, gates of this circuit can be evaluated by the garbling
scheme of theorem 34. ]
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—Supplementary material—

A Offline-Online HSS Proofs

A.1 From KDM-security of Damgéard-Jurik

In this section, we prove theorem 18, to show that fig. 6 is a Semi-Private HSS scheme (defini-
tion 16) with linear offline/online sharing of semi-private inputs and supporting authenticated
evaluation (definition 17). We prove each property of the semi-private HSS scheme separately.

A.1.1 Correctness and authenticated correctness. Let A € N be a security param-
eter, B < 2(C=1=¢)-Xpcr/2 5 bound, let C' be an ngpriy-input circuit over Z, let Cyy be a
restricted-multiplication npry-input circuit over Z, let (ws—priV,i)z‘e[ns_p,iv] and (xpriv,i)ie[npriv] be
B-admissible inputs for C' and C\,, respectively.

Let us prove that correctness (definition 16) holds with probability at least p-(1—N"%) —epgrr
and that authenticated correctness (definition 17) holds with probability at least p — epre,
where

p = 1- (nS—priv + 2npriv + ‘CX| + |C;<|) : N_E

(with |Cx| and |C% | denoting the number of multiplication gates in C' and Ciy, respectively)
and epgr is tied to the security of PRF.

The proof boils down to showing that all of the comments in the pseudocode of fig. 6 are
invariants holding with all but negligible probability.

Idealised PRF. For simplicity, we first consider an idealised version of the HSS scheme
of fig. 6 where PRF is replaced with a truly random function (i.e. the evaluation keys
contain the same polynomial-size random string—because PRF has a polynomial-sized
domain—instead of the short PRF key). We will later remove this restriction by a reduction
to the security of PRF.

Consider the following random variables: (where shic|yc,,,0 and shic|4|c,,|,1 are random
variables implicitly defined by Eval)

Ys. pr|v 7 Sharel,s-pfiv( )\7 Sk7 Ys-priv,is St) .z <$— 21— 20
20 <_ Eva|(07 Eko, (x(O) ‘)?:prilva (y(O) )ns priv ClD z (i 21 — 20

priv,i S-priv,i

1. (sk (ekg,ekl)) & Setup(11); 6. 21 & Eval(1, ek, (xgii)\,’i)?:p”f, (yggrivz)ns o (C, Crm))
2. ( pnvz, pnvz) & Sharepr;\,(l)‘,sk, Tpriv,i) 7. Zo (2'075h\0|+|0,m|,0)

3. ygogrm  Shareg s priv(1 A, sk) 8. 21 « (517Sh\0|+|c,m|,1)

4. 9

5.

Priz = (1,¢) - C(Ys-priv) - Crm(Zoriv)] > 1 — negl(\) then we will have proven both cor-
rectness and authenticated correctness.

Observe that if we show that Prlz = C(¥spriv) - Com(Zpriv)] = 1 — negl(\) and
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Consider the following events:

Ecorr: “Decy(Ciny) = o ' mod N¢”

Ecorrj: “Decy(cj) = Tpriv,; mod N7 (for j € [npriv])

Ey: “shg,1 — shoo = ¢ - 17

E;: “shi,1 —shio = ¢ Yspriv,i” (for i € [nspriv])

E;: “shi1 —shio = ¢ - Pi(Yspriv)” (for i € [nspriv + 1, |C])
Ei: “shigipin = shicvio = ¢ - Cl¥spriv) - Qi(Tpriv)” (for i € [|Crml])

where for i € [ns priy + 1,|C|], P is the polynomial computed by the i*® gate of C, while for
i € [|Crm|], Q; is the polynomial computed by the it gate of Cip.

Lemma 36. Pr[Ey =1 .
Lemma 36 follows immediately from the definition of shg; and shgg.
Lemma 37. Vi € [nepriv], Pr[E;] > 1 - N7° .

Proof of lemma Lemma 37. By definition of the sh; 1 and sh; g (i € [ns.priv]), the following
relation holds with probability 1:

Vi e [ns_pri\,], Shi,l — Shi,o = @ Tspriv,i mod ]\7C

Because the offline and the online inputs are all B-admissible, and because p-B < N-B =
NS¢ << N€, we get the desired results by invoking Lemma 9 (in particular because the
sh;o for i € [ngpriv] are sampled uniformly at random from Z/N°Z). O

Lemma 38. Let i € [nspiv + 1,|C|]. If gi (the ith gate of C) is the constant gate, then

Proof of Lemma 38. If g; is the constant gate 1 then by definition E; = Ey so Pr[FE;] =1
by Lemma 36. O

Lemma 39. Let i € [nspiv + 1,|C|]. If gi (the i gate of C) is the j** input gate, then

Proof of Lemma 39. If g; is the j* input then by definition E; = E;. By Lemma 37,
Pr[E;] # 0 so Pr[E;|E;] = 1 (because any non-impossible event is certain when condi-
tioned on itself). O

Lemma 40. Let i € [nspiv + 1,|C|]. If g; (the " gate of C) is an addition whose parents
are giL and giR, th@n PI‘[EZ|E E: ] =1.

i, IR

I Proof of Lemma 40. 1If g; is an addition gate, whose parents we denote ig and iy, then,
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conditioned on F;; and Ej,:

shi,1 —shio = (shig,1 +shi, 1) — (shizo0 4 shi, o)
= (shiy,1 —shi, 0) + (shig,1 = shiz0)
=p- Py (gs—priV) +¢- Pip (ys—PriV)
= ¢ - Pi(Ys-priv)

Therefore Pr[E;|E;, , E; ] = 1. O

La

Lemma 41. Let i € [nspiv + 1,|C|]. If gi (the i gate of C) is a scalar multiplication gate
whose parent is g;, then Pr[E;|E;l =1 .

Proof of Lemma 41. If g; is the scalar multiplication -, with predecessor g;, then,
conditioned on Ej:

shj1 —sh; o = a-sh;1 —a-sh;o
= - (shj1 —shjo)
=0 Pj(gS-priV)
=p- Pi(gs-priv)

Therefore Pr[E;|E;] = 1. O

Lemma 42. Leti € [ngpiv+1,|C]. If gi (thei™ gate of C) is a multiplication whose parents
are gi, and g, then Pr[E; ]EZUEZR?ECO”] >1-—N—¢ .

Proof of Lemma 42. Let i € [nepriv + 1,|C|] such that g; is a multiplication gate whose
two operands are g;, and g¢;, (with ir,ip < 7). Denote P;, and P;, the polynomials
computed by g;;, and g;, respectively. By core lemma 1, conditioned on F;,, Fj;,, and
Ecorr:

shi, 1-shi . .
( DDLog < iz SR 1) + P;; (Ys-priv) - Shig1 + Pip (Zpriv) - shiy, 1)

( DDLog< hi0Shig.0 )) Py (ifs.priv) mod N©
<

We conclude, by Lemma 9 (because ¢ - Pi(Yspriv) N - B < N¢9), that
Pr[Ei|E;, , Biyyy Ecorr] > 1 — N7°. 0

1L 1R

Lemma 43. Leti € [|Crm|]. If g} (thei™ gate of Cim) is a constant gate then Pr[E/|Ejc|] = 1

Proof of Lemma 43. 1f g} is the constant gate 1, then by definition E| = Ec| so

Lemma 44. Leti € HC’rmH If ¢! (the i gate of Cim) is an addition whose parents are 9,
and g; , then Pr[Ej|E] [ E] |=1.

’LL7 ’LR

I Proof of Lemma 44. 1If ¢} is an addition gate, whose parents are indexed ig and iz,
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then, conditioned on E; and EZ{R:

shic|4i,1 = shic|+i0 = (Shio|4ig,1 +Shicriz,1) = (Shio|4ig,0 + Shic+iz.0)
= (shic|tig,1 = shic|tip.0) + (Shic|tin1 = shicltig,0)
= ¢ C(Us-priv) - Qo1+ip (Toriv) + ¢ CUs-priv) - Q|| 4ip (Toriv)
= ¢ C(Yspriv) - Qi(Zpriv)

Therefore Pr[E]|E! | E! | =1. O

1,7 TR

Lemma 45. Let i € [|Cu|]. If gi (the i gate of Cym) is a scalar multiplication gate whose
parent is g}, then Pr[E[|E] =1 .

Proof of Lemma 45. If g} is the scalar multiplication -, with predecessor gé-, then,
conditioned on E;

shicjia = shjopio = @ shiopn — a-shigpgo
= a- (shic|4j,1 = shic|+50)
=a- - C(Yspriv) - Qj(Zpriv)
= ¢ C(Yspriv) - Qi(Toriv)

Therefore Pr[E]|E}] = 1. O

Lemma 46. Let i € [|Cm|]. If g, (the i gate of Cym) is the j™ input gate, then
Pr[E{|Ec), Bpriv,j] > 1— N7 .

Proof of Lemma 46. 1f g, is the ™ input gate Tpriv,j and we condition on Ejc, then by
Lemma 7

DDLog ((cj)Sh\C\’l) — DDLog ((cj)Sh\Clvo) = DJ.Decy¢.,(¢j) - CFspriv) - ¢ mod N©
If we further condition on iy j, then
DDLog ((cj)shlmvl) — DDLog ((cj)shwcw70> = ¢ Cfspriv) - Tpriv; mod N©

Finally, because C(¥spriv) * Tpriv.,j < N -B? < N¢—¢, (still conditioned on Eic| and Epy ;)
E! holds with probability at least 1 — N~¢ by Lemma 9. O

Lemma 47. Leti € [|Ciml|]. If g} (the i gate of Cim) is a multiplication gate whose parents
are the j% input gate and Gip, then PI"[E”EZ{R, Ecorrjl >1—-N"°.

Proof of Lemma 47. If g/ is the multiplication of the 7' input gate zpy j and gate G s

then, conditioning on E! . by Lemma 7

1R’

DDLog ((Cj)5h|C|+iR,1) — DDLog ((Cj)Sh‘C|+iRv0)
= DJ'DeCNvC»‘P(Cj) ’ C(gs-priV) ’ QiR (fpriv) 2 mod ]\fC

If we further condition on Fcq j, then

DDLog <(Cj)5h‘c|+iR7l> — DDLog ((Cj)Sh‘CHiR’O) =@ C’(g’s-priv) : Qi(fpriv) mod N°
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Finally, because C(Js-priv) * Qi(Zpriv) < N - B2 < N¢—¢, (still conditioned on E\¢|+iy, and
Eqriv,j) E; holds with probability at least 1 — N~° by Lemma 9. O

Lemma 48. Authenticated correctness with an idealised PRF (i.e. the event “g = ¢ -
C(Ys-priv) - Cem(Zpriv) ") holds with probability at least 1 — (nspriv + npriv + |Cx| +|C%]) - N7¢,
where |Cx| and |C’,| are the number of multiplication gates in C' and Chy respectively.

Proof of Lemma 48. To  simplify  notations, ~we rename/order the events

Ecorra (Ecorr,j)je[npriv], (Ei)i€[0,|0|]7 (E;)ZGHCrmH as Al, N ’Anpriv+\c|+|crm|+2:
1. Al = Ecorr 3. FOI'j € [07 |CH’ Ans—priv+2+j = _EJ‘7
2. For j € [npriv]; Aj+1 = Ecorrj 4. For j € [|Cml], Ans-priv+2+|0\+j = E;

Observe that

PrlE 1 =PrlA, . 1101+(Crm|+2]
> P [nnPFIV+IC|+‘CI’m‘+2A]
I’IV+ C + Crm +2
=1 - Pr{Uzy OO

=1 - Pef oy O A A )]

=

riv+C+C +2
=1-7 (CPHCml [Azﬂﬂlgm Aj

Let us now upper bound each of the Pr[4; N Mi<j<; Aj], which in turn allows us to lower

bound Pr[E"C -

1. Pr[A;] = Pr[Econ] = 0 by perfect correct of the Damgérd-Jurik encryption scheme.
2. Fori € [2,nprv+1], Pr[Aiﬂﬂlng A;] < Pr[A;] = Pr[Ecorr,i—1] = 0 by perfect correct
of the Damgérd-Jurik encryption scheme.
3. Pr[A, ,+2N ﬂl<]<npr|v+2 Aj] < Pr[A,, 2] = Pr[Eo] = 0 by Lemma 36.
4. For i € [npriv+3, Npriv+Nspriv+2], Pr[Eﬁﬂlng. Aj] < Pr[A)] = Pr[Ej 2] < N°°
by Lemma 37.
5. Fori € [npriv + Ns-priv + 3, Npriv + Ns-priv + ‘C’ + 2]7
— If Gi—ngpi—npn—2 18 the constant gate, then Pr[A; N (o, 4] < Pr[4;] =

Pr[E;in, u—npi—2] = 0 by Lemma 38.

— If Gi—ng pu—npu—2 is the j™ input gate, then Pr[4; N Mi<kei Akl < Pr[4; N0
Anpriv+]+2] - :PI‘[‘EZ*TLs—priv*nprivf2 N E ] - Pr[Ezfns—privfnpriv72|E ] [ES—prIV,j] O
by Lemma 39.

— It gi—ngp—npy—2 18 an addition gate whose parents are g;; and g,
then Prl:AZ m m1<]<l ] S Pr[A ﬂ Ans pr|v+2+iL ﬂ Ans-priv+2+iR] =
:Pr[Ei_ns—priv_nprlv_2 m EZL m EZR:I - Pr{EZ Mg prlv_nprlv_2| 'LL7 ] : Pr[EiL m ElR] S
Pr[Ei_ns_priv_npriv_g\E,L, E;.] = 0 by Lemma 40.

— It gi—ng piy—nps—2 18 a scalar multiplication gate whose parent is g;, then
PrlA; 0 Mg Akl < Pr[di 0 Ani245] = Pr[Bing —npe—2 N Ej] =

PrF o2l Fj] - P[] < Pr{Fp o a]5] = 0 by Lemma 41.

— If gi—ngpiy—npy—2 18 a multiplication gate whose parents are g;, and g;,, then
Pr{A;Nyjos A < PrlAi0 Ay 24iy, N Ang 2+ N AL = PrEing i —nps—210

EiL N EiR N Ecorr] = Pr[Ez Ne. pr,vfnp,iV72|E'LLa E; Ecorr] PI[E N E N Ecorr] =

TR
Pr[Ein, piy—npi—2|Eip s Bigs Ecorr] < N7° by Lemma 42.
6. For i € [ns—priv + Npriv + |C’ + 3, N priv + TNpriv + |C| + |C;1’ + 2]> L
-Ifg , . _|0]-2 is the constant gate, then Pr[A; N ﬂ1<j<i Aj] < Pr[4] =
s-priv priv >
Pr[E/_ ] = 0 by Lemma 43.

1= Ns_priv —Npriv — |C| -2
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-Ifg , jc]—2 18 an addition gate whose parents are g; and g;_, then
s-priv priv 3

Pr[A N ﬂl§]<l .7] S PT[E N Ans-priv+npriv+‘cl+2+iL n Ans pr|v+npriv+‘c|+2+iR]
Pr[E!_ NE;, NE |=Pr[E_ E; |- Pr[E; N

1—Ns_priv —Mpriv — |C‘ 2’ i’

1—Ns_priv —Npriv — |C| -2
/ /
E] ]<Pr[EZ e v — o —|C— 2| i ZR] = 0 by Lemma 44.
- If g g ore—Toriy— | C| =2 is an scalar multiplication gate whose parent is g;,

then Pr[A; N (Nj<pe; Akl < Pr[4; N Aj] = Pr[E/_ e vt C1—2 (1 E]

Pr[E]_ nsfpriv_npriv_|cl_2’E] Pr[E’] < Pr[E]_, T |C|_2‘Ei] = 0 by Lemma 45.
—If g e v —Tiore—|C]—2 is the ;%™ input gate, then Pr[A; N Mi<k<i Akl
Pr[Az N Ans_p,iv+npr;v+\0|+27Aj-l—l:Al] = PI‘[E{ N E|C| N Ecorr,j N Ecorr] =
Pr[EZ{|E|C|7 Ecorr,ja Ecorr]'Pr[E|C|mEcorr,j mEcorr] < PT[EZ/"E|C\7 Ecorr,ja Ecorr] < N~®
by Lemma 46.

a If gZ Ts-priv —Tlpriv — ‘C‘ -2 - o
4™ input and gi,, then Pr[4; N N4 < Pr{d; 0 Ajp N

j4'”fs-priv“l‘npriv"l‘iR“!‘2 m Al] = Pr[E’L Ns_ privfnprivf|C\72’ n ECOFF,j m Ey{R m ECOI’I’] -
PT[E‘ corr,jaEZRaEcorr] : Pr[Ecorr,j N EZ/'R N Ecorr] <

1 —Ns-priv
Pr[E; Ecore] < N7¢ by Lemma 47.

1—Ns-priv

is a multiplication gate whose parents are the

corr,j» E@

R?
By combining all of the above, Pr[E] Com |] > 1 — (Nspriv + Npriv + |Cx| + |C%]) - N—€.@
Because EICrmI coincides with authenticated correctness, this concludes the proof. O

% This bound is obtained by making the assumption that there are no duplicate input gates, i.e. that
there are at most nspriv input gates in C' and at most npriy in Crm.

Lemma 49. Correctness with an idealised PRF (i.e. the event “y = C(Ys-priv) - Cerm(Zpriv)”)
holds with probability at least (1 — N7%) - (1 — (ns.priv + npriv + |Cx | +|C%]) - N7%), where |Cx]|
and |Cl| are the number of multiplication gates in C' and Cyy respectively.

Proof of Lemma 49. By Lemma 9, Pr[“y = C(
B2

rlv) rm (fpriv)”‘E(CrmP Ecorr] Z 1-N—°
(using the fact that C'(%s-priv) -+ Crm (Zpriv) < N¢—¢

_»S
< N&T).
Pr[y = C(ﬁs—pﬁV) - Crm (fpriv)”] > Prly

= Pr[‘y

C(?js—priv) ’ Cfrm(fi}privy7 E\/C B corr}
C Z,

Because Pr[ Ecore] = 0 by perfect correctness of the Damgérd-Jurik encryption scheme,
and Pr[E] |Crm |] > 1 — (Ngpriv + Npriv +|Cx | +[C%L|) - N~¢ by Lemma 48, Pr[“y = C(¥s-priv) -
Crm(Zpriv)”] = (1 = N7%) - 1 — (nspriv + npriv + |Cx | + |C%|) - N~¢, which concludes the
proof. O

Real PRF. We now no longer assume that PRF is instantiated as a truly random function.
Consider the adversary which, tasked with distinguishing outputs of PRF and a random
oracle, runs the “HSS correctness experiment” and outputs 1 if and only if correctness holds.
By security of PRF, the advantage of this adversary can be at most eprg, and since we have
already established that correctness (respectively authenticated correctness) in the ideal world
holds with probability at least p- (1 — N~¢) (respectively p), where

p = (1 - N_8)|CX| : (1 — Ns-priv * N™¢— 5corr) — Npriv ° N7 - (1 - N_8)|C;|+npriv )
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it follows that correctness (respectively authenticated correctness) in the real world holds
with probability at least p- (1 — N~%) — eprp (respectively p — eprg).

A.1.2 Security against party o = 0. We need to simulate the view of party ¢ = 0
using just the numbers npriy, nspriv. We present a hybrid argument, in which the last world
the view of party 0 will depend only on these values. This last hybrid world becomes the
simulation.

H1. This is the real world. The adversary sees ekg <= (I, Ciny, kPRF,Sh10), 20

0) ;

Sharepriy) for i € [npiy], and y; ° (output by Shareq s_priv) for @ € ngpriy. Notice that the

only thing in the adversary’s view that depends on private information that the simulator

(0)

7

(output by

will not know are the Damgard-Jurik ciphertexts x
Ho. Notice that the only part of the adversary’s view that ¢ is used for is cjy &
DJ.Ency (¢! mod N€). Replace this with ¢, & DJ.Ency(0). This is indistinguishable
assuming KDM security of Damgard-Jurik.
Hs. Now that the secret key ¢ is unused, we can simulate the encryptions l‘go) & DJ.Ency(x)
as encryptions of zero 2 & DJ.Ency(x). This is indistinguishable by CPA security of

i

Damgérd-Jurik (which is implied by KDM security). The adversary’s view is now being
simulated using only the number of inputs, npry and ng priy-

A.1.3 Security against party o = 1. We need to simulate the view of party o = 1
using just the numbers npiy, Ms priv Of shares, and the values of the semi-private shares y;. We
present a hybrid argument, in which the last world the view of party 1 will depend only on
these values. This last hybrid world becomes the simulation.

H1. This is the real world. The adversary sees ek; = (N, ¢iny, kprr,shi1), l‘gl) (

1)

7

Ha. Instead of sampling sh; & Z/NCZ and setting shi1 < (¢ - yi + sh; o) mod N¢, sample
sh; 1 & Z/N 7. This is an identical distribution because sh; o is unused.

Hsz. Make a similar change to shy ;. Instead of sampling shy o & [0, N] and setting shi1 <
@ +sh o, sample shy 1 & [N,2N] (and shy ; is unused). This shifts the distribution of sh; ;
from uniform on [, N + ¢] to uniform on [N, 2N]. Therefore, this change has statistical
distance of

output by

Sharepyiy) for @ € [npriy], and y; ' = (yi,sh; 1) (output by Share; ¢ priy) for @ € ng priy.

N—¢ N-(pg—p—q+1 ~1
o _N-(e=p=q+l) _pra-l_ .,y -4
N+1 N +1 N +1

where p and ¢ are the factors of the semi-prime IV, each of size roughly N 3.

H4. Notice that ¢ is now used in only one place: ¢iny < DJ.Ency (! mod N¢). Instead sample
Cinv & DJ.Ency (0). This is indistinguishable assuming KDM security of Damgard-Jurik.

Hs. Replace the encryptions 1:1(1) & DJ.Ency(z) with encryptions of zero xgl) & DJ.Ency(0).
This is indistinguishable by CPA security of Damgard-Jurik (which is implied by KDM
security). The adversary’s view now only depends on the semi-private inputs y;, so this
hybrid is a valid simulator for the HSS security game.

A.2 From DCR

In this section, we prove theorem 22. That is, we show that fig. 9 is a Semi-Private HSS
scheme (definition 16) with linear offline/online sharing of semi-private inputs. We prove
each property of the Offline-Online HSS separately.
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A.2.1 Correctness. Let A € N be a security parameter and B < 2((-1-2)docr/2 5

bound, let C' be an ng_priy-input circuit over Z of pebbling depth D, let Ciy, be a restricted-

multiplication npyy-input circuit over Z, let (yS-priwi)ie[ns-priv} and (%riv,i)z‘e[npriv] be B-admissible

inputs for C' and Cy, respectively.

Let us prove that correctness (definition 16) holds with all but negligible probability. The

proof boils down to showing that all of the comments in the pseudocode of fig. 9 (e.g
auth

shyS e and sha‘”th 1 are substractive shares of ko - Yspriv Over Z/NCZ”) are 1nvar1ants

holding with all but neghglble probability.

Idealised PRF. For simplicity, we first consider an idealised version of the HSS scheme
of fig. 9 where PRF is replaced with a truly random function (i.e. the evaluation keys
contain the same polynomial-size random string—because PRF has a polynomial-sized
domain—instead of the short PRF key). We will later remove this restriction by a reduction
to the security of PRF.

Consider the following random variables: (where ShTCu‘tlilcrm\ o and Shngi‘Crm‘ | are random
variables implicitly defined by Eval)

Npriv 0 Ns-priv
L (sk, (eko, ) <$i Setup(1%); 5. yo < Eval(0, eko, (2 )2, (U )i, C);
2. (xpriv,w xpnv Z) Sharepriv(l ’ Sk7 xpriv,i); 6 $ Eval(1. ek (1) \mpriv (1) Ts-priv C C
3. xi—griv i < Shareg s-prlv(l)\v Sk); P YL bva ( L (xpriv,i)izl ’ (ys—priv Z) ( rm))a
4. l’g_lgriv,i Sharel,s-priv( )\7 sk, Ys-priv,i» St); 7.y & Rec(y07 yl)

Observe that if we show that Pr[y = C(¥spriv) - Crm(Zpriv)] > 1 — negl()) then we will have
proven correctness.

Further consider all the random variables introduced by Eval (we identify the algorithmic
variables and the corresponding random variables), and consider the following events:

Fegt: « hauth . Shauth k

Esl:)trt]v i MShauptr}:v i,1 Shauprlv 3,0 — k() ’ ys—priv,i” (fOI' (S [ns-PriV])
E2uth: “sh2{™ — sh2t™ = kg, - Pi(Ye-priv)” (for i € [|C]))
Ez/ “Sh|C|+z‘,1 - Sh\CH—i,O = C’(g's—priv) : Qi(fpriv)” (fOI‘ 1€ HCrmH)
Efpun: “shiEfh = shitihi o = kg - CFpriv) - Qi Tprv)” (for i € [|Crm]])

where for i € [nspiv], P; is the polynomial computed by the i*' gate of C' (and whose
pebbling depth we denote d;), while for i € [npy], Q; is the polynomial computed by the ith
gate of Cym (and whose pebbling depth we denote d).

Let C4 C [|C|] denote the set of indices of the addition gates of C' (i.e. i € Cy iff g; is an
addition). For all i € C;. we consider the events ElKE and EZKIS%

KS. «g auth,d; auth,d; __ ’
Ei,L hz L1 hz L0 = ka, - Py}, (Ys-priv)

auth,d; auth,d; —
BIG: 5sh?yh — s = ki, - i (focpre)”

where 77, and ig are the indices of the parents of gate g;, and F;, P;, , P;,, are the polynomials
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computed by gates g;, g, , gip (recall that d; denotes the pebbling depth of gate g;).

Let Cx C [|C]] denote the set of indices of the multiplication gates of C' (i.e. i € Cy iff g; is
a multiplication). For all i € Cx we consider the events EX? and EX3

KS . auth,d; —1 auth,d;—1 -
Eir: “Shi,L,l - Shz‘7L70 v =k Py (ys—priv)”
KS . «_j.auth,d; auth,d; _ N .

E R shi g —shigo” = ka, * Pip(Ys-priv)

where 77, and i are the indices of the parents of gate g;, and F;, P;, , P;, are the polynomials
computed by gates g;, gi, , gi, (recall that d; denotes the pebbling depth of gate g;).

Lemma 50. Pr[E| =1 .

Lemma 36 follows immediately from the definition of shgf’fh and sth’lth.

Lemma 51. Vi € [ngpriy], Pr[E2Y ] >1 - N~ .

S-priv,i
Proof of Lemma 51. By definition of the Sh:-uptr}?v,i,l (i € [nspriv]) the following relation
holds with probability 1:

Vi € [Nspriv], shauth ~_ ghauth ko + Ys-priv,i mod N¢

s-priv,i, 1 s-priv,i,0 —

Because the offline inputs are all B-admissible, and because ky-B-B < N-B = N¢¢ <
< N¢, we get the desired results by invoking Lemma 9 (because the sh?_“;r?m,o » Shpriv,5,05

and Sh;mﬁj,o are sampled uniformly at random from Z/N¢Z). O
Lemma 52. Leti € [|C|]. If g; (the i*" gate of C) is the constant gate then Pr[E3™H] =1 .

Proof of Lemma 52. If g; is the constant gate 1, then by definition Ef”th = FEeg so
Pr[E2'th] = 1 by Lemma 50. O

Lemma 53. Leti € [|C|]. If g; (the i gate of C) is the j™ input then Pr[E2\th|Fauth ] —1 .

S-priv,j
Proof of Lemma 53. If g; is the j* input gate Ys-priv,j, then by definition E;’“th = E:-l:)tr?v,j

S0 Pr[Ef“th|E§_L:)tr?V ;] = 1 because any event is certain when conditioned on itself. O

Lemma 54. Leti € [|C|]. If g; (the i gate of C) is a scalar multiplication with parent g;,
then Pr[Ef”th|E;-’“th] =1.

Proof of Lemma 4. If g; is the scalar multiplication -, with predecessor g;, note that by
definition of the pebbling depth g; and g; have the same pebbling depth d;. Therefore,
conditioned on Ej:

auth auth __ auth auth
Shi,l - Shi,O = - Shj,l — Q- Shj70
_ auth auth
= Q- (Shj,l - Shj70 )

=«- kdi : Pj(gjs-priv)
= ka, - P;(Ys-priv)

Therefore Pr[Ef“th|E]a-”th] =1 -

Lemma 55. For all i € C4, if the parents of (the addition) g; are g;;, and gip,
Pr[EfR|EM™ > 1 — (d; — diy)) - N™° and Pr[EG|E2™]) > 1 — (di — diy) - N™° (where
ir, and ir are the indices of the parents of multiplication g;, and d;,d;, ,d;, are the pebbling
depths of gi, 9iy,» Gir)-
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Proof of Lemma 55. Let ¢ € C, and let if, and iy be the indices of the parents of addition
gi. Let d;,d;, ,d;, be the pebbling depths of g;, gi; , gip. By definition, sh;, 1 —sh;, o =
Py, (Yspriv) and sh;, 1 — shi,.0 = Pij (Ys-priv), 50, by Lemma 21:

Pr [sh?ﬁfi”di — sh? Py (Fepr)| EfL”th} >1—(d;j—d;,) N~

Pr [shfl:f;"d" — sh2uthidi _ PiR(gS_privnE;;th} >1—(di—d;,) - N°.

O
Lemma 56. For alli € Cy, Pr[E™"|EfG EfG) =1
Proof of Lemma 56. Let ¢ € C,. If E’Z'fg and EEI% then
sh?f™ — sl = (shf ™ + shf ™) — (shi ™ +sh o)
th,d; th,d; th,d; th,d;
= (shi, 1 = shig™) + (shy 1 = shio ™)
= kdi - P (gs—priv) + k;di - P (gs—priv)
= kdi . P’L (gs—priv)
O

Lemma 57. For all i € Cx, Pr[EfF|E2™] > 1 — (di — d;;, — 1) - N~° and Pr[EfG|E2™] >
1 —(di —diy,) - N™¢ (where if, and ir are the indices of the parents of multiplication g;, and
d;,di; ,d;, are the pebbling depths of g, gi, , Gir )-

Proof of Lemma 57. By definition, sh;, 1 — sh;, o0 = P, (Yspriv) and sh;, 1 — shjo0 =
P, (Ys-priv), 50, by Lemma 21:

Pr [sh2 1 — shi ™ = ki, Pog (o) | EZ™ | > 1= (di = di) - N7

Lemma 58. For alli € Cx, Pr[Ei|Ef?, EfR, Ecorl > 1 - N°% .

Proof of Lemma 58. Let i € [|C|] such that g; is a multiplication gate whose two operands
are g;, and g;, (with iz,ir < 1i). Denote P;, and P;, the polynomials computed by g;,
and g;, respectively. By core lemma 1, conditioned on EiKLS, Ez!f‘, and Feorr:

auth,d;

|: _ DDLOg ((Cdil)PiL (st-priv)'PiR (gs—priv) + (hl)PzL (?js-priv)'Shi’RJ

auth,d; —1 auth,d; —1

N auth,d;
+ (hi+1)PiR(ys_pri")IShiyL,l + giShi,L,l 'Shz’,R,lz>:|

auth,d; —1 auth,d;

— [—DDLog (g_ShivL’O shi,R,0 >] = kg, - Pi(Jspriv) mod N¢

We conclude, by Lemma 9 (because kg, - Pij(Yspriv) < N - B < N¢—¢), that
Pr [E;|EXS,EXS Eco| > 1— N7¢. O

1, P R

Lemma 59. Leti € [|Coml|]. If g; (the i gate of Cim) is the constant gate 1, then Pr[E!] =1
and Pr[Eg’auth|E‘C|] =1.
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Lemma 59 follows immediately from the definitions of shiciyi1, shic|4io Sh%ﬂi,h and

auth
hic 40

Lemma 60. Let i € [|Ciml]- If i (the i gate of Cim) is the addition of gates g9;, and g;_,
then Pr[El|E! |E! | =1 and Pr[E] E! =1.

i) zR auth’ i1, ,auth? iR,auth]

Proof of Lemma 60. Conditioned on FE; and E_,

shicl4i,1 = shicj+i0 = (Shicj4ip 1 + shio4in,1) — (Shicl+ir,0 + 5h|Cl+in,0)
(shic|siz,1 = shioj+iz.,0) + (Shic|vig,1 — Shic|vig.0)

C(ys-pr|v> : PzL (37pr|v) + C(ﬁs-priv) ' PiR (ffpriv)
C(ys—priv) : (PZL + PiR)(xpriv)
C(ﬂs—priv) : Pi(-i:priv)

and therefore Pr[E}|E] | 'LR] =1.

Similarly, conditioned on E! i1, auth and EZR auth

auth auth hau th auth
shigif; 1 — shigih; o = (sh Cltir1 +s |C\+1R 1) — (shigh, o+ Sh|C|+zR 0)

(Shf(lf“t|+zL 17 hrcu*T+z 0) (Shrct\img hT(lj’TﬂR, )
=kp - C(ys pnv) : PzL (xpnv) +kp - C(st—priv) : PZR(.’L‘p,—,V)
= kD ) C(?js-priv) : (PZL + PiR)(fpriv)
=kp- C(:’js—priv) : Pi(fpriv)

1. O

and therefore Pr[E;}

auth| ir,,auth? zR,auth}

Lemma 61. Let i € [|Cem|]. If ¢, (the i'" gate of Cym) is a scalar multiplication gate with
parent gj, then Pr[E’\E’] =1 and Pr[E] h\E;] =1.

i,aut

Proof of Lemma 61. Conditioned on £’

shic|4i,1 = shicj4io = (a shicj+4,1) — (@ shici1j0)
a - (shici45,1 = shic|44.0)

a - C(ys prlv) : P](-Tprlv)

C(ys—prlv) (- Pj)(fpriV)

= C(gjs—priv) : Pi(fpriv)

and therefore Pr[E]|E; , ZR] =1
Similarly, conditioned on E’. ' auths

ShTCu’Tii,l - Shfgt\iz‘,o = ( ShTE’TZ—] 1) — (o 5h|35t|1j,0)
= a- (shigfl i — shiefh )
=a- kD C'(ys-prlv) : Pj (fpriv)
=kp - C(gS—priV) (o Pj)(fpriV)
= kD . C(gs-priv) . R(fpriv)

1. O

and therefore Pr [EZ’

aut‘ ]auth]

Lemma 62. Leti € [|Crml]. If g, (the it gate of Cym) is the j™ input gate, then Pr[E{|Eic|] >
1 —N7¢ and Pr[E] | Ejc)] 21— N"° .
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Proof of Lemma 62. By Lemma 8, conditioned on Ejc,

auth auth auth auth
sh sh sh sh?

DDLog((c;,¢""") - (¢;1"")) — DDLog((e;0 ") - (¢;1°"*)) = C(Fspriv) - Tpriv,j mod [N]

and
DDLog(((c3") ™) - (e *7e))
~ DDLog({(c aUth)Sh‘C' 0) - ((C?,ulth)sh%ﬂo)) = kp - C(Jpriv) - Tprivj mod [N¢]

Because C(¥spriv) * Tprivjs kD * C(Jspriv) - Tprivj < N - B2 < NS¢, the desired results
therefore follow from Lemma 9. OJ

Lemma 63. Let i € [|Cyml]. If g. (the i™" gate of Cim) is a multz’plicatz’on of the j™ input
gate and gate g;, then Pr[E{|E}, Eic|yi,] > 1= N7° and Pr[E] i, |E, Elojyig] 21— N7° .

Proof of Lemma 63. By Lemma 8, conditioned on E|c|1p,

auth auth auth sh? auth

h
DDLog((c; " ") (cj,l‘c'“’* *))—DDLog((c; ‘C‘“RO) (34" %°)) = Cipriv) P (Zoriv) mod [N¥]

and
DDLog(((34) i) - (e e
auth auth
- DDLOg((( auth) chiR’O) : ((C?:Jlth)ShchiR,O)) = kD . C(?js-priv) . Pz’R (fpriv) mod [NC]

Because C(Uspriv) - Pip(Zoriv), kD - C(Us-priv) - Pig(Zpriv) < N - B? < N¢—¢ the desired

results therefore follow from Lemma 9. OJ

Lemma 64. Correctness with an idealised PRF (i.e. the event “y = C(Ys-priv) - Crm(Zpriv)”)
holds with all but negligible probability.

Proof of Lemma 64. The proof is completely analogous to
that of Lemma 48. We first rename/order the events
th th th th / / !
EcstaEsaL:)nv 10~ Esal:)nv Ns-priv’ Eiu Efcu'\ ElvEl ,authy * *° ’E\Crm\’E|Crm|,auth as
Al’ e Ans-prlv+‘c|+2|0rm|+1
Tis-pri-+|C|+2] Crm| +1
PriEl, >1- > PriA;n [ Aj]
i=1 1<5<i

Note that:

— Ifi=1, Pr[A;N Mi<j<i 4j] is negligible by Lemma 50.

— If2<i<nepiv+1, Pri4; N ﬂ1§j<i A;] is negligible by Lemma 51.

— If 24 ngpriv+1 <n < 24 ngpriy +|C|, Pr[A;N ﬂ1§j<i A;] is negligible by Lemmata 52
to 58 (the precise lemmata to be invoked depend on the nature of the i*h gate of C).

— If 24 ng priv + [Cl+1 < n < 2+ ng priy + |C| + 2|Crml, Pr[4; N ﬂ1§j<i A;] is negligible
by Lemmata 59 to 63 (the precise lemmata to be invoked depend on the nature of
the i*" gate of Cym).

Therefore there is a negligible function negl such that Pr[FE/ fe auth] = 1 — negl. O
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Real PRF. We now no longer assume that PRF is instantiated as a truly random function.
Consider the adversary which, tasked with distinguishing outputs of PRF and a random
oracle, runs the “HSS correctness experiment” and outputs 1 if and only if correctness holds.
By security of PRF, the advantage of this adversary can be at most eprg, and since we have
already established that correctness (respectively authenticated correctness) in the ideal world
holds with probability at least p - (1 — N~¢) (respectively p), where p = 1 — negl, it follows
that correctness (respectively authenticated correctness) in the real world holds with all but
negligible probability.

A.2.2 Key-switching security.

Lemma 20. Let N & RSA.Gen(1%), g & (Z/NH'Z)*, 2,y & [0,N) and r & [0, N¢).
Then, the distributions

(N.g,9%,9", 9" -exp(y))  and  (N,g,9% 9", 9" - exp(r))
are computationally indistinguishable under the DCR assumption.

Proof. We give a hybrid proof, starting from the real distribution (N, g, g%, ¢¥, ¢*¥ - exp(y)).

Hi. Let gy = qu. Use DCR to replace g with gy in the distribution. ®

Ho. Sample z & [0,2*N¢+1) instead of x & [0, N). This is indistinguishable because x is
only used in the exponent of gn, which has order dividing ¢, and both distributions have
z mod ¢ statistically indistinguishable from uniform. 2 ¢~ [0, N) can be divided into z €
[0, ¢), where x mod ¢ is uniform, and x € [¢, N), which has negligible probability % <

p—;\r,q =O(N _%) Here, p and ¢ are the prime factors of N, which are roughly of order N 3

Similarly, z < [0,2 X N<*1) can be divided into z € [0, 2 N¢H! — (22 N+ mod ¢)), where
x mod ¢ is uniform, and x € [2*N¢T! — (2*N¢*H! mod ), 2 A N¢+1), which has negligible
probability less than 5337 < 27,

Hs. Set gy = gV ‘ exp(l). By DCR, both distributions for gy are indistinguishable from
uniform.

Hy. Let d = (o~ ! mod N¢), and replace x with z —d. This has statistical distance ZM\;% <

27%¢Pa  We can then simplify using
_ _ ¢ .
a5 = gkon" = gi (9" exn(1) ™ = g§ exp(—d) = g§ exp(-1),
since gV has order dividing ¢ | d, and d = 1 mod N€. Therefore, g](\g,c_d)y -exp(y) =

gx - exp(—y) - exp(y) = g/ . The distribution is now (N, gn, g% exp(—1), g%, 957 )-

Hs. Use DCR to set gy back to gNC.

He. Sample y & [0,2 NSt instead of y & [0, N). This is indistinguishable by the same
argument as Ha.

H~. Use DCR to again set gy to gNC exp(1).

Hs. Replace z by = + d, and simplify using g}”{,‘kd = gx exp(1l). This is statistically indistin-
guishable, same as H4. The distribution is now (N, gn, gk 9% 95 exp(y))-

Hg. DCR to again set gy back to ch. We're essentially back at H1, except that x and y are
now sampled uniformly from [0,2* N¢*+1) instead of [0, N).

5 While this is only directly DCR when ¢ = 1, the assumption is equivalent to a version where ¢ is any
poly(A). [DJO1]
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Hio.

Hit-

Hio.

y is used in two places: in the exponent of g%, and in exp(y). The former only depends
on y mod ¢, while the latter only depends on y mod N€. Since y mod ¢ N¢ has statistical

. ¢ . .
distance at most #AZH < 27 from uniform, we can use CRT to replace y with two

variables: y < [0, ¢) used for g%, and r & N¢ used for exp(r). The distribution is now
(N, 9N, 9% 9> 9N exp(7))-

Replace = & [0,2 N¢*t1) and y & [0,¢) by z,y & [0, N). This is indistinguishable by a
similar argument to H;.

Use DCR to change replace gy with g. We are now at the random distribution. O

A.2.3 Security against party o = 0. We need to simulate the view of party o = 0
using just the numbers npriyv, Nspriv. We present a sequnece of hybrids, starting from the real
world, and ending in world where the view of party 0 will depend only on these values. This
last world becomes the simulation.

Hi.

Ho.

This is the real world. The adversary sees ekg < (N, g, (hi)2,, (c;) 25}, shff‘oth, kpRre), xgo)

(output by Sharepy) for i € [npny], and ygo) (output by Shareq s_priv) for ¢ € nepriv. Note

that HSS.Shareg s nriy is not provided y; as an input, so the only thing that depends on
0) _ ( auth
c

B 21> Cont), S0 this is what we must show can

private information is the ciphertexts x
be simulated.

Perform a sequence of hybrids H ..., HP. Let HY = H; be the real world and let
Hy = HP. In the change from Hi to Hi'', we replace ¢; < gFiki+1 . exp(kiy1) with
¢; < gFFi1 - exp(ri1), where 741 & [0, N¢). Finally, in HLY = Hs we have set every
i = ghikiet - exp(rigy).

We show for all i that the change from H) to ’Héﬂ is indistinguishable, by reduction
to Lemma 20. Let A = ¢*, B = ¢¥,C = g™V exp(y) in the challenge from Lemma 20.
Set ¢; < C, h; = A, and h;y; = B. Sample all k; for j ¢ {i,7 + 1} as normal, and
compute h; as normal. Also compute ¢; for j ¢ [i — 1,7+ 1] as normal, using rj;1 when
J < i. Finally, we have to compute ¢;—; and c¢;y1, which depend on the challenge keys
x = k; and y = k;11. We can compute these just given A and B: ¢;_1 = Aki-1 exp(r;)
and c¢;11 = B¥+2 exp(k; o). These are the only places where k; and k;,1 are used in the
adversary’s view. Therefore, a distinguisher for H} and ’H’;rl implies a distinguisher for
the real and random distributions in Lemma 20.

. Now, the only use of kp in the adversry view is to compute the public keys hp = ¢FP

and cp_; = ¢gFP-1*Pexp(rp), and to compute the private share ciphertexts cg‘;th &

DJE.Encpk, (kp-z;). Note that hp is a standard Damgard-Jurik-ElGamal public key, while

¢p—1 can be computed from hp, kp_1, and exp(rp). Therefore, we can use KDM security

auth

(theorem 6) to replace ¢3! &£ DJ E.Encpk,, (kp - x) with encryptions of uniformly random

plaintexts. Simultainously, we replace ¢, &£ DJ E.Encpk,, (z;) with more encryptions of a
random plaintexts.

The distribution is now independent of all private inputs x;, and indeed of everything the
HSS security simulator is not given. Therefore, we can view the adversary’s view in this
hybrid as the simulator.

A.2.4 Semi-private security against party o = 1. We need to simulate the view of
party o = 1 using just the numbers npriy, 7s.priv, and the values of the semi-private shares y;.
We present a sequnece of hybrids, starting from the real world, and ending in world where
the view of party 1 will depend only on these values. This last world becomes the simulation.

H;.

This is the real world. The adversary sees ekq < (N, g, (hi)2,, ()25}, sh??lth, kpRre), xgl)
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(output by Sharepy,) for i € [ngy], and ygl) = (yi,sh:_“pt:\,ml) (output by Share; ¢ priy) for

1€ Tspriv -
Hz. Instead of sampling Sh:—u;:;v,i,o & ZJNCZ in HSS.Shareg s priv and setting shg_“;:i‘vjm) —

(ko - yi + sh2uth . ) mod N¢ in HSS.Share; ¢ priy, sample shg_”;,}i‘\,,i,l & ZJNCZ and set

s-priv,i,0
Shg—u;:;v,i,O) — (ko -yi + sh:_”;r?\,,w) mod N¢ . This is an identical distribution.

‘Hsz. Make a similar change to sh‘ff‘é‘h and sh‘ff‘fh. Instead of sampling shif’&h & ZJNCZ and
setting sh?:’fh — (ko + shit’(}h) mod N¢, sample shit’fh & 7Z/NCZ and set sh?:’(}h — (—ko +
sh?t‘gh) mod N¢. Again, this is an identical distribution.

H4. Notice that the adversary’s view (other than y;) is essentially the same as it would if
party o = 0 were corrupted instead. That is, the real distribution for eky is the same as
the previous hybrid’s distribution for ek, the private input ciphertexts are equal always
(xgo) = a:z(-l)), and the real distribution for shg priy ;0 is the same as the previous hybrid’s
distribution for shg pry ;1. Therefore, we can replace all of these by a simulation that
depends on only 7y and ne_priv, by security against o = 0 proven in the previous section.
Putting these together with the semi-private inputs y; revealed to the simulator, this gives
a simulation of the ¢ = 1 adversary’s view.

B Deferred Material on Masking

We now present two instantiations of admissible masking schemes for our garbling scheme.

B.0.1 Boolean Truth Tables First, we consider arbitrary boolean gates with ¢ =
O(log(s)) inputs, i.e., truth tables of size poly(s). We now show that a simple XOR masking
scheme is admissible with these wide-gates.

K=x=Y={0,1} Maski(z) =k ® x UnMaski(y) =k Sy (4)

Lemma 65. The XOR masking scheme (eq. (4)) and size poly(s) boolean truth tables are
admissible for RMS ® VP.

Proof. Need to be able to evaluate a masked version of any arbitrary truth table T'[x1, ...,z
on ¢ = O(log(s)) bits. That is, we need to write

(kla"'akZak/ayl7°"ayf)}_)T[kl@ylu"wkf@yg]@k/

as an RMS ® VP circuit over Z:

261

Z Fz’(k‘l, ey k‘g, k/)Gi(yl, N ,yg).
=0

We do this by setting
F, =Tk ®i1,..., ke Dig ®K Gi=(1®irdy) - (1Dig®yp),

where (i1, ...,14¢) are the bits of the ¢-bit integer i. That is, F; computes the masked truth
table on input y = 4, while G; computes 1 if x = ¢ and 0 otherwise. Here, we have used that
any truth table on logarithmically many inputs can be evaluated by a polynomial-sized RMS
program. ]
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B.0.2 Multivariate Polynomials Next, we consider rate-1 garbling of arithmetic circuits
with plaintext values in some bounded subset [—B, B] of Z, a la [MORS24]. Since both the
HSS and arithmetic circuit are defined over Z, we use additive masking over Z.

K = [B,B+2B(2* — 1)]
X =[-B,B| Masky(z) =z + k (5)
Y =[0,2B2] UnMask(y) =y — k

Because Z is infinite, we have to make the set of masks K much wider than the set of plaintext
values X, and even then we only get statistical privacy. Note that while the masked values

are bigger than the unmasked ones, the rate lologQ(B) approaches 1 if logy = w(A).

g2 (B)+A

Lemma 66. Additive masking (eq. (5)) is a one-time private masking scheme (definition 24).

Proof. Let the simulator sample y - ). For all = € [-B, B], the only time when y is more
likely to be sampled as y & Y than as y < Masky(z) is when y ¢ K 4 x. Therefore, the
statistical distance from the simulation is

2B2*+1-2B(2*-1)—-1 2B

= <27
2B2X + 1 2B2* +1

Priy¢ K+zx]=
yﬁy

O]

Next, we must show admissibility together with a class of wide-gates. Following [Coul9,
BCM23], we choose our wide-gate class to be log(s)-degree multivariate polynomials that can
be written explicitly with poly(s) monomials.

Lemma 67. Additive masking, together with the class of gates that can evaluate any polyno-
mial p with degree log(s) and poly(s) monomials, is admissible for RMS @ VP. That is,

(kl,...,k‘g,]{,,yl,...,yg)b—)T[yl—k‘l,...,yg—kg]—i-k/

can be written as an RMS ® VP circuit
I
ZFi(kh ey kf? kl)Gi(ylv o 7yf)
i=1

for some circuits F;, G, and r = poly(s).

Proof. Because in the end we get to sum over polynomially many terms, we only need to
prove the case where p is a single monomial z;, x;, - - Lo ).6 Setting Ti; = UnMask,, (yl])
J

s

and expanding, we get

i e — AR o L—tiog(s) . o ti1 .., tlog(s)
LirTig " Lijog(s) — Z (ki) 70 (i) T -y Yirog(s) "
t1,..y tlog(s)e{ovl}

This is a sum of 2'°8() = poly(s) terms, and each is a product of a monomial in k and a
monomial in y. Therefore, p can be written as an RMS ® VP circuit. O

5 With the indices allowed to repeat.
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