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Abstract

The Internet of Things (IoT) is composed of interconnected devices that exchange data over a network,
enabling applications in healthcare, transportation, and smart environments. As IoT ecosystems ex-
pand, ensuring security and privacy remains a critical challenge. Many IoT devices rely on wireless
networks for data transmission, making them vulnerable to eavesdropping, tracking, and tampering.
This highlights the need for robust authentication mechanisms. To address these concerns, numerous
authentication protocols have been proposed. However, many fail to ensure adequate security against
both passive and active attacks. In this research, we introduce LAPWN, a lightweight protocol for
user—server communication, specifically designed for constrained environments, ensuring a balance
between security and efficiency. The proposed protocol is implemented as a fully functional Python
application, demonstrating its practical usability and evaluating its efficiency in real-world scenarios.
To validate its security, we perform both informal and formal analyses, utilizing Scyther, ProVerif, and
the Real-or-Random (RoR) model. The results confirm that LAPWN provides a secure, lightweight,
and efficient authentication solution with low computational and communication overhead. Further-
more, performance evaluations show that it surpasses existing authentication protocols, making it a

highly effective solution for secure user—server interactions in constrained environments.

1. Introduction

The Internet of Things (IoT) has been widely adopted in
smart cities, transportation, home automation, and particu-
larly healthcare, where it plays a crucial role in enabling in-
telligent services. In modern healthcare infrastructures, IoT
devices—often connected via wireless networks—facilitate
secure real-time communication between users (e.g., patients
or medical staff) and remote servers (e.g., hospital databases
or telemedicine platforms). This interaction enables remote

access to medical data, patient monitoring, and efficient health-

care service management Sadhukhan et al. (2021).
However, since these interactions often occur over open or
semi-secure wireless channels, they pose significant security
risks. Robust user—server authentication mechanisms are es-
sential to protect patient privacy and ensure the integrity of
transmitted data. Without adequate authentication, adver-
saries can impersonate users or servers, manipulate health
records, or intercept sensitive medical information, leading
to severe security and privacy breaches Chen et al. (2019).
A well-designed user—server authentication protocol must
address several key security challenges. It should enable
mutual authentication, ensuring that both the user and the
server verify each other’s legitimacy before exchanging sen-
sitive information. Additionally, the protocol must incor-
porate anonymity and untraceability to prevent adversaries
from linking authentication attempts to specific users. Se-
cure session key establishment is also crucial for ensuring
confidentiality and data integrity during transmission. Fur-
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thermore, authentication schemes must be resilient against
various attack vectors, including impersonation, replay, and
man-in-the-middle attacks Suganthi et al. (2020), especially
in wireless and resource-constrained IoT environments.
Numerous authentication mechanisms have been proposed
for IoT-based user—server communication in healthcare sce-
narios. However, many fail to efficiently establish user—server
authentication while minimizing computational and commu-
nication overhead. Existing solutions often introduce ex-
cessive processing costs—making them unsuitable for low-
power or bandwidth-limited devices—or lack essential se-
curity properties such as anonymity, forward secrecy, and
resistance to known cyber threats.

To address these limitations, this research introduces LAPWN,
a lightweight and efficient user—server authentication pro-
tocol for wireless IoT systems. The proposed scheme en-
sures secure communication while reducing computational
and communication overhead. It facilitates a challenge-response
procedure that establishes mutual trust between the user and
the server. Additionally, it enables secure session key agree-
ment, ensuring that transmitted medical (or similarly sensi-
tive) data remains confidential and tamper-proof while pre-
venting adversaries from linking authentication requests to
specific users. The protocol also supports a secure password
update phase, allowing legitimate users to modify their cre-
dentials without compromising security.

To ensure the security of our proposed authentication pro-
tocol, we leverage the Real-or-Random (RoR) proof model,
which provides a rigorous framework for assessing the proto-
col’s robustness against cyber threats. Furthermore, we per-
form comprehensive formal security analyses using Scyther
and ProVerif, demonstrating the protocol’s resilience against

Page 1 of 21



various authentication-based attacks. Finally, a Python-based
implementation is developed to assess its real-world perfor-
mance in loT-driven healthcare scenarios. The results show
that LAPWN maintains a strong balance between security,
computational efficiency, and low communication cost, mak-
ing it a highly effective solution for ensuring secure authen-
tication in resource-constrained, wireless IoT environments.
By addressing the shortcomings of existing solutions, this
protocol contributes to the advancement of secure authenti-
cation mechanisms in modern IoT-based healthcare applica-
tions.

1.1. Motivation and Contributions

In modern smart environments such as healthcare systems,
secure data transmission is crucial to maintaining the in-
tegrity and confidentiality of sensitive information. User au-
thentication plays a fundamental role in ensuring that only
legitimate users can access protected resources. In IoT-driven
medical applications, patient data is frequently exchanged
between users and healthcare servers—often over wireless or
public networks—making it susceptible to various security
threats. To mitigate these risks, an efficient and lightweight
authentication mechanism is essential. This research intro-
duces a novel user—server authentication protocol designed
specifically for securing IoT-based healthcare applications,
though it can also be applied to other resource-constrained
or wireless environments.

1. We propose a lightweight authentication scheme for
IoT-based healthcare environments, ensuring strong se-
curity guarantees with minimal computational and com-
munication overhead. This makes it highly suitable
for resource-constrained systems.

2. We conduct a comprehensive security evaluation of
the proposed scheme, utilizing both theoretical and
automated security analyses. Formal validation is per-
formed using tools such as Scyther and ProVerif, while
additional assessments are conducted based on the Real-
or-Random (RoR) model. These analyses confirm that

the protocol effectively mitigates various security threats,

including identity spoofing, replay attacks, and unau-
thorized access attempts.

3. We develop a practical implementation of the authen-
tication protocol using Python 3.9, demonstrating its
real-world applicability. This implementation serves
as a proof of concept, showcasing its feasibility in IoT-
driven healthcare systems and other environments with
similar constraints.

4. We perform a detailed performance evaluation, com-
paring the proposed protocol against existing state-
of-the-art authentication schemes. The results indi-
cate that our protocol maintains an optimal balance
between security and efficiency, making it a viable so-
lution for lightweight authentication in modern IoT-
based applications.

By addressing existing authentication challenges in IoT-driven
healthcare applications, this research contributes to the de-

velopment of secure, efficient, and scalable authentication
mechanisms for modern smart environments.

1.2. Paper Organization

The organization of this paper is as follows: Section 2 pro-
vides an overview of related research, discussing existing au-
thentication approaches and their limitations. Section 3 out-
lines the architecture of the health monitoring system, high-
lighting its security challenges and essential requirements.
The proposed user—server authentication protocol, LAPWN,
is introduced in Section 4, detailing its design principles and
security objectives.

A comprehensive security evaluation of LAPWN is conducted
in Section 5, encompassing both theoretical analysis and for-
mal verification using automated tools. Section 6 presents
the implementation details of the proposed scheme, includ-
ing its development in Python 3.9 and its applicability to
real-world healthcare IoT environments. In Section 7, the
performance of LAPWN is analyzed and compared with ex-
isting authentication mechanisms to assess its efficiency and
security improvements. Finally, Section 8 wraps up the pa-
per by examining the protocol’s limitations and suggesting
possible avenues for future research.

2. Related Work

Inrecent years, numerous authentication protocols have been
introduced to enhance security in IoT-based healthcare en-
vironments. These schemes primarily focus on lightweight
cryptographic mechanisms, elliptic curve cryptography (ECC),
and privacy-preserving techniques for secure authentication.
Table 1 provides a concise overview of key contributions in
this field. However, despite ongoing advancements, many
existing authentication mechanisms have been found vulner-
able to security breaches, including identity impersonation,
replay attacks, session key disclosure, and privacy violations.
Several authentication schemes have been proposed for health-
care IoT applications, yet many fail to provide robust security
guarantees. For instance, Kumar et al. (2019) introduced a
cloud-assisted authentication scheme for telemedicine infor-
mation systems (TMIS), claiming resistance against privacy
and security threats. However, subsequent research by Ku-
mar et al. (2019) identified weaknesses, including suscepti-
bility to impersonation attacks and privacy breaches. Simi-
larly, Zheng et al. (2018) presented an authentication model
applicable to smart campus networks, incorporating TMIS.
However, later research by Safkhani and Vasilakos (2019)
demonstrated that their scheme was vulnerable to imperson-
ation and replay attacks.

The security of home automation and IoT-based smart grid
authentication has also been investigated. For example, Xi-
ang and Zheng (2020) proposed a situation-aware authenti-
cation protocol for device authentication within smart home
networks and smart grids. However, Oh et al. (2021) re-
vealed multiple vulnerabilities in this scheme, including sus-
ceptibility to stolen device attacks, impersonation threats,
and session key leakage, making it unsuitable for practical
deployment. Additionally, Shuai et al. (2019) introduced
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an ECC-based anonymous authentication method for smart
home environments. While this approach aimed to preserve
user privacy, further evaluation revealed security gaps, in-
cluding the potential for adversaries to track user identities.

et al. (2022) introduced a lightweight authentication scheme
optimized for resource-constrained healthcare systems. Sim-
ilarly, Jia et al. (2022) developed a blockchain-enhanced au-
thentication model for healthcare applications, addressing

Wearable medical devices and healthcare authentication schemes privacy and security concerns. However, both protocols ex-

have also been widely studied. Gupta et al. (2019) intro-
duced a lightweight authentication scheme for wearable sen-
sor devices, but it was later demonstrated by Hajian et al.
(2020) that the protocol suffered from critical vulnerabilities,
including privileged insider threats, de-synchronization is-
sues, and compromised sensing devices. Similarly, Xu et al.
(2019) designed an authentication protocol claimed to be re-
silient against various attacks. However, Alzahrani et al.
(2021) later proved that the scheme was vulnerable to key
compromise, replay, and impersonation attacks.

In the field of ultra-lightweight cryptography, Wang et al.
(2022) and Chander and Gopalakrishnan (2022) proposed
highly efficient authentication mechanisms. However, Ser-
vati et al. (2022) demonstrated that the protocol introduced
by Wang et al. (2022) was susceptible to secret disclosure
and de-synchronization attacks. Additionally, Aghili et al.

(2019a) suggested a SecLAP protocol using lightweight rotation-

based operations, but Safkhani et al. (2020) later identified
traceability and secret value leakage vulnerabilities within
this model.

ECC-based authentication protocols have been extensively
examined for IoT security. Gabsi et al. (2021) proposed an
ECC-based authentication model for IoT applications, which
was initially deemed secure. However, subsequent research
by Arslan and Bingol (2022) uncovered several vulnerabili-
ties, including traceability issues, forward and backward se-
crecy contradictions, and tag anonymity violations.
Another notable ECC-based authentication scheme was pro-
posed by Huang (2024), focusing on three-factor authenti-
cation for wireless sensor networks (WSNs). This method
aimed to enhance both security and computational efficiency
in resource-limited environments. Additionally, Kumar et al.
(2024) introduced the 2F-MASK-VSS, a two-factor authenti-
cation system designed to improve security in video surveil-
lance systems. Meanwhile, Rani and Tripathi (2024) devel-
oped a blockchain-based authentication mechanism for se-

hibited security limitations, as Jegadeesan et al. (2022) failed
to prevent user traceability, while Jia et al. (2022) was shown
to allow extraction of critical security parameters.

Recent authentication frameworks have focused on address-
ing these shortcomings by integrating enhanced cryptographic
techniques. Wang and Liu (2022) introduced the RC2PAS

protocol, designed to improve authentication security in resource-

constrained networks. Meanwhile, Pu et al. (2022) devel-
oped a lightweight authentication model specifically for wire-
less body area networks, ensuring high security while main-
taining computational efficiency. Additionally, Shariq et al.
(2021) and Khan et al. (2023a) proposed authentication solu-
tions tailored for RFID and constrained IoT systems, yet Hos-
seinzadeh et al. (2024) later demonstrated their susceptibility
to secret disclosure vulnerabilities. Furthermore, Hossein-
zadeh et al. (2024) introduced an improved authentication
scheme that effectively mitigates these security risks.
Authentication in medical IoT environments remains a sig-
nificant research focus. A recently proposed authentication
protocol introduced by Servati et al. (2025) enhances secu-
rity while maintaining computational efficiency. Through
extensive formal security analyses using the Real-or-Random
(RoR) model, Scyther, and ProVerif, the study demonstrated
that the protocol mitigates various security threats while en-
suring a lightweight structure suitable for healthcare appli-
cations.

In summary, while numerous authentication mechanisms have
been proposed to secure IoT-driven healthcare environments,
many remain susceptible to critical vulnerabilities. Emerg-
ing cryptographic techniques, including ECC, blockchain in-
tegration, and multi-factor authentication, have contributed
to improvements in authentication security. However, fur-
ther advancements are required to develop protocols that bal-

ance security, computational efficiency, and scalability—particularly

in user—server architectures operating over wireless networks
or resource-constrained IoT systems, where session key es-

cure health data sharing across hospitals, leveraging blockchain’s tablishment and lightweight operations are crucial for prac-

decentralized properties for better access control and data in-
tegrity.

Advancements in key management and authentication effi-
ciency for IoT-based WSNs were also explored by Chatterjee
etal. (2023), who presented an ECC-based model to enhance

security and computational efficiency. In parallel, Wang et al.

(2024) proposed a dual-layered authentication framework in-
tegrating ECC with blockchain for secure IoT device identi-
fication, ensuring both scalability and security resilience. In
the healthcare sector, Khan et al. (2023b) introduced a ro-
bust authentication scheme for e-healthcare systems, aiming
to strengthen data protection and privacy in patient health
record exchanges.

Several lightweight and blockchain-based authentication frame-

works have also been proposed. For instance, Jegadeesan

ticality.

Moreover, most existing solutions primarily focus on either
improving cryptographic strength or reducing overhead, yet
few thoroughly address the need for robust anonymity and
resilience against offline password guessing. Thus, there is
a pressing need for a new lightweight user—server authenti-
cation protocol that offers strong security features (e.g., for-
ward secrecy, replay prevention, and impersonation resis-
tance) while minimizing computational and communication
costs. In the next sections, we propose such a protocol and il-
lustrate how it meets these requirements through formal and
informal security analyses, as well as performance evalua-
tions.
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Table 1
Survey of Recent Research in Secure Authentication

References Types Weaknesses Year

Li et al. (2018) Lightweight De-synchronization attack 2018

Chandrakar and Om (2018) ECC-based (S)ffllng—password guessing attack, 2018

poofing attack

Zheng et al. (2018) RFID Fn‘fsfrzoant::;ﬁ ttack 2018
Session key disclosure,

Xiang and Zheng (2020) Lightweight Stolen smart card attack, 2020
Impersonation attacks

Oh et al. (2021) Lightweight - 2021
Privileged-insider attack,

Gupta et al. (2019) Lightweight Compromised sensing devices, 2019
De-synchronization attack
Key compromise attack,

Xu et al. (2019) Lightweight Replay attack, 2019
Impersonation attack

Alzahrani et al. (2021) Lightweight - 2021

Wang et al. (2022) Ultra- SDecret d|5C|0_5ur§ attack, 2022

. . e-synchronization attack
lightweight
Aghili et al. (2019a) Lightweight | raceability attack, 2019

Secret value disclosure
Violation of tag anonymity,
Gabsi et al. (2021) ECC-based Traceability attack, 2021
Forward and backward
Replay attack,
Challa et al. (2018) ECC-based DoS attack, 2018
Forgery attack
Denial of Service attack,

Amin et al. (2018) ECC-based Message tampering attack 2018
Tracking attack,
Sureshkumar et al. (2019) ECC-based De-synchronization vulnerability, 2019
Integrity inconsistency
Saeed et al. (2018) Lightweight Forged certificateless signature attack 2018
Jia et al. (2022) Lightweight Privacy concerns 2022
Yang et al. (2022) ECC-based - 2022
Servati and Safkhani (2023) ECC-based - 2023
Hosseinzadeh et al. (2024) Lightweight - 2024
Huang (2024) ECC-based - 2024
Wang et al. (2024) ECC-based - 2024
Servati et al. (2025) ECC-based - 2025
3. System Architecture and Security diagnostics, and remote healthcare services.
Considerations The authentication process involves two primary entities: the

user (patients, doctors, or healthcare personnel) and the server
This section provides an overview of the architecture and (healthcare providers, cloud storage, or medical service plat-
operational flow of user-server authentication in IoT-driven  f5rmg). The user must authenticate with the healthcare server
healthcare environments. In modern healthcare systems, med-  pefore requesting or modifying any medical information. Se-
ical datais continuously collected, processed, and exchanged  cyre authentication ensures that only legitimate users with
between users and medical servers. Patients, healthcare providersy,lid credentials can access confidential patient data while

and institutions rely on secure user-server interactions to en- - preventing unauthorized access attempts. The authentica-
sure authorized access to critical health information while tion server verifies user credentials, issues secure session to-

preserving data integrity and confidentiality. As shown in  yens and facilitates encrypted data exchanges between au-
Figure 3, patient records, including vital signs such as heart  (henicated parties.

rate, blood pressure, and body temperature, are frequently However, direct communication between users and medi-
transmitted between authenticated users and remote medi-  ca] servers over public or semi-secure networks introduces

cal servers, facilitating real-time patient monitoring, clinical significant security and privacy risks. Unauthorized access,
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identity spoofing, session hijacking, and data manipulation
attacks threaten patient confidentiality and the accuracy of
medical records. Ensuring mutual authentication between
users and healthcare servers is critical to preventing adver-
saries from intercepting, modifying, or forging transmitted
medical data. Additionally, session key leakage during au-
thentication must be prevented to avoid unauthorized de-
cryption of sensitive healthcare communications.

Many healthcare systems employ cloud-based data storage,
providing long-term accessibility for authorized personnel.
While cloud platforms enhance scalability and remote ac-
cess, they also introduce vulnerabilities such as unautho-
rized data retrieval, session hijacking, and eavesdropping at-
tacks. Traditional authentication mechanisms often fail to
adequately mitigate these risks, highlighting the need for a
lightweight yet robust authentication protocol that guaran-
tees data confidentiality, integrity, and access control.

To address these security concerns, we propose a new au-
thentication protocol designed to establish a secure frame-
work for user-server authentication in IoI-based healthcare
environments. The proposed scheme ensures mutual authen-
tication between users and remote medical servers, verify-
ing the legitimacy of both entities before granting access
to sensitive medical records. Additionally, a secure session
key establishment mechanism is integrated, ensuring that en-
crypted communications remain confidential and resistant to
interception attacks.

The key security features of the proposed authentication pro-
tocol include:

e Mutual Authentication: Both the user and the server
verify each other’s authenticity before initiating com-
munication.

e Anonymity and Untraceability: The authentication
mechanism prevents adversaries from linking authen-
tication requests to specific users.

e Session Key Establishment: A secure cryptographic
session key is generated for each authenticated ses-
sion, ensuring data confidentiality and integrity.

e Resistance Against Attacks: The protocol mitigates
identity spoofing, replay attacks, session hijacking, man-
in-the-middle attacks, and eavesdropping threats.

o Lightweight Computation: Optimized cryptographic
operations minimize processing overhead, making the
protocol suitable for resource-constrained IoT devices
in healthcare environments.

By integrating formal security validation techniques and an
optimized authentication structure, the proposed protocol en-
sures that patient data remains protected across various health-
care settings, including hospitals, telemedicine platforms,
and remote patient monitoring systems.

4. Proposed Protocol: LAPWN

The proposed authentication protocol consists of multiple
phases, ensuring secure communication and data integrity

between users and the authentication server. The following
sections outline these phases in detail.

4.1. Initialization Phase

During this phase, the system administrator (S A) initializes
and configures each component of the authentication frame-
work, guaranteeing that every registered user is assigned a
distinct credential, which is securely maintained on the au-
thentication server. Unlike authentication schemes based on
elliptic curve cryptography (ECC), the proposed protocol re-
lies on a cryptographically robust, collision-resistant one-
way hash function to ensure secure authentication.

A collision-resistant one-way hash function is a determinis-
tic mapping, represented as H : 0,1 — 0, 1¥, which trans-
forms an input of arbitrary length x € 0, 1 into a fixed-size
output of k bits. Its security is based on the assumption that
an adversary A has an extremely low probability of success-
fully identifying two distinct messages, m and n, that pro-
duce the same hash value, i.e., H(m) = H(n), thereby mak-
ing hash collisions computationally infeasible.

The advantage of an adversary A in breaking the hash func-
tion is defined as:

AdVEN(t) = Pr [(m.n) €g A m# n, Him) = H(n)] (1)

where A selects a pair (m, n) and computes the probability of
finding a collision within polynomial execution time ¢. The
security assumption states that:

AdVRh() <€ )
where € > 0 is an insignificant probability, ensuring that the
likelihood of successfully breaking the hash function within
time ¢ remains negligible Das et al. (2018).

During the initialization phase, the system administrator (S A)
assigns unique credentials to each user and hashes sensitive
identifiers before storing them on the authentication server.
This ensures that even if an attacker gains unauthorized ac-
cess to stored credentials, the irreversibility of the hash func-
tion prevents them from reconstructing the original authen-
tication data.

To enhance security, the system employs salting and iter-
ative hashing techniques, ensuring that even identical user
credentials result in distinct hash values, thereby mitigating
precomputed attacks such as rainbow table attacks.

The notations used throughout this paper are defined in Ta-
ble 2, outlining key parameters in the authentication scheme.

4.2. User Enrollment Phase

The user enrollment phase ensures a secure registration pro-
cess between the user and the authentication server, main-
taining data confidentiality and integrity. The process fol-
lows these steps:

1. The user selects an identifier I D; and a password PW;,
then generates a secret key K; € F,. Using these
values, the user computes the hashed representations
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Figure 1: Medical Wireless Sensor Networks (MWSN): Structural

as HID; = h(K;||ID;) and HPW,; = h(K;||PW),).
The computed values, { HI D;, H PW,}, are securely
transmitted to the authentication server over a protected
communication channel.

. Upon receiving the enrollment request, the authenti-
cation server generates a system-specific secret key
K; € F, and computes RID; = h(HID; & K;) and
SB; = h(HPW,;® K;). It then derives additional au-
thentication parameters: A; = RI D;®h(H PW;||TC,,),
B, = SB, ® h(HID,;||TC,), C; h(K;|ITC,),
and D; = C; @ h(HID;||ITC,;). The server com-
putes the user’s unique session identifier as US'N; =
h(HID;||K;). The server securely stores USN; in
its database for future authentication and transmits the
values {A;, B;, D;} back to the user.

. Upon receiving these parameters, the user reconstructs
the required values as RI D! = A; ® h(H PW}||TC,;)
and SB] = B; ® h(HID;||ITC,;). Using these val-
ues, the user derives the final authentication token as
UF;, = h(RID/||SB/||K;). The user then securely
stores authentication-related data, including
{A;, B;, D;,UF,}, ensuring that future authentication
attempts remain secure.

The overall process of user enrollment is summarized in Al-
gorithm 1.

4.3. Login Phase
In this phase, the user initiates the login process by entering
their identifier I D;, password PW, and secret key K; into

Sensors

Overview.

Algorithm 1 User Enrollment Phase
1: Step 1: User Registration
User selects an identifier I D; and password PW;
User generates a secret key K; € F,
Computes HID; = h(K;||ID;)
Computes H PW; = h(K;||PW,)
Securely transmits (H I D;, H PW;) to the authentica-
tion server
Step 2: Server Processing
8: Authentication server selects a secret key K; € F,
9: Computes RID; = h(HID; & K;)
10: Computes SB; = h(H PW; @ K )
11: Derives authentication parameters:
122 A, = RID, ® h(HPW,||TC,;)
133 B, =SB, ®h(HID,|TC,)
4 C = h(K;|ITC,)
15 D;=C;,®h(HID;||TC,;)
16: Computes unique session
h(HID;||K;) and stores it
Securely transmits (A;, B;, D;) to the user
Step 3: User Stores Enrollment Data
Upon receiving data from the server, the user verifies
parameters:
Computes RID] = A; @ h(H PW,||ITC,)
Computes SB] = B; ® h(HID;||TC,,;)
Computes U F; = h(RID!||SB!||K;)
23: Securely stores {A;, B;, D;, U F;} in their device

AN AT

S

identifier USN;

17:
18:
19:

20:
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Table 2
Overview of Notations and Parameters

Symbol Description

U, User node

S, Server node

1D, User's unique identifier

PW, User-selected password

K, User-generated secret key

K, Server-generated secret key

Sk Secret key computed between entities

H() Cryptographic hash function (256 or 160 bits)
TC, Timestamp used during user enrollment

TS, Timestamp used for message authentication
AT Time threshold for replay attack prevention
(4} Bitwise XOR operation

[l Concatenation operation

A System administrator

r, Random nonce generated by user

r, Random nonce generated by server

USN, Unique session identifier assigned to the user
Skey Session key established between user and server

the system. The login process consists of the following steps:

1. Hashing User Credentials: The user first computes
the hashed representations of their identity and pass-
wordas HID; = h(K;||1D;)and HPW, = h(K;||PW)).

2. Deriving Session Parameters: The user then derives
the session parameters by computing RI1 D} = h(H I D;®
K;)® A; and SB] = h(HPW,; ® K;) ® B,.

3. Generating Authentication Verification Token: The
user generates the authentication verification token as
UF! = h(RID;| SB[ K)).

4. Verification: To verify the correctness of the authen-
tication process, the user compares the computed value
U F; with the previously stored authentication value
U F,. If they match, the authentication phase success-
fully begins.

4.4. Authentication Phase

After successful login verification, the user proceeds to the
authentication phase. The authentication process consists of
the following steps:

1. User Initiates Authentication: The user generates a
random secret r, and includes a timestamp 7'.S to pre-
vent replay attacks. The user then computes C;* =
D; ® h(HID,||ITC,) and M} = r, & h(C!||TS)).
Additionally, the user derives M, = I D,®h(r,||TS)
and M3 = h(ID;||r,||T'Sy). The user then transmits
(M, M,, M5, TS)) to the server.

2. Server Verifies the Request: Upon receiving the au-
thentication request, the server verifies the time syn-
chronization by checking |T'S; —7'S7| < AT. If valid,

the server computes CI./ = h(K;|ITC,;) and extracts

ry=M; ® h(Ci/ ITS7). It then reconstructs the user
identifier as I D} = M, @ h(r;||TS,) and computes
the session identifier US N = h(I D}||K ).

3. Server Confirms Authentication: To confirm the re-
quest, the server verifies that M3* = h(ID;||r;|ITSy).
If this holds, authentication is approved, and the server
proceeds to generate a random secret rg € F,. The
server also records timestamp 7'.S, and computes M, =
ry @ h(ID?||C||TS,) and the session key Skey, =
h(rgl|r}). Finally, the server generates a confirma-
tion message M5 = h(ID;‘HSKeyS IIT'S,) and trans-
mits (M, M5, T.S,) to the user.

4. User Verifies the Server’s Response: Upon receiv-
ing the server’s response, the user checks the time syn-
chronization by verifying |T'S, — T'S]| < AT. The
user then extracts r; = My, @ h(ID;||C||TS,) and
derives the session key as Sg,, = h(r{|lr,). The
user then confirms authentication by ensuring MJ =
h(ID;||Skey ITS5). If M; = M, authentication is
successfully completed, ensuring that Sg,,, = Sk, -

This process establishes mutual authentication and session
key agreement, securing further communication between the
user and the server. The complete authentication flow is il-
lustrated in Figure 2.

4.5. Update and Change Password Phase
In this phase, the user initiates a password change request
by providing their credentials, including the identifier I D;,
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password PW;, and secret key K;. The password update pro-
cess follows these steps:

1. User Verification: The system first verifies the user’s

identity by computing H I D; = h(K;||I D;) and H PW; =

h(K;||PW;). Then, the system derives session param-

etersas RID; = h(HID;®K;)and SB; = h(H PW;®

K;). The authentication verification token is gener-
ated as UF* = h(RID||SB?| K;). The computed
value U F;" is compared with the stored authentication
token U F;. If they match, the user is successfully au-
thenticated and proceeds to update their credentials.
2. User Chooses New Credentials: After successful au-
thentication, the user selects a new identifier D;’ew
or a new password PW/". The system updates the

stored credentials by computing H I D" = h(K;||1 D{") .

and H PW/" = h(K;||[PW/"").

3. Updating the Authentication Parameters: The sys-
tem derives the updated authentication parameters as
RID!*" = h(HID!*" & K;) ® A; and SB*" =
h(HPW/"" & K;) ® B,.

4. Finalizing the Update: The user computes the new

authentication token as U F"*" = h(RI D}*"°||S B/**’||K,).

The updated values ensure the security and integrity of
the authentication process, completing the password
change phase.

The complete procedure for updating the password in the
proposed protocol is outlined in Algorithm 2.

5. Security Evaluation

5.1. Formal and Informal Security Assessment

To comprehensively evaluate the security of the proposed
protocol, both formal and informal verification methods are
employed. These approaches are widely recognized in cryp-
tographic protocol analysis, ensuring the robustness and re-

silience of authentication mechanisms against potential threats.

For manual verification, well-established analytical models
such as the Real-or-Random (RoR) model, GNY logic, and
BAN logic are commonly used. These models provide a the-
oretical foundation for validating essential security proper-
ties, including mutual authentication, session key secrecy,
and resistance to common cryptographic attacks.

In addition to manual analysis, automated verification tools
offer a rigorous security assessment by simulating poten-
tial attack scenarios. In this study, we employ Scyther and
ProVerif, two well-known formal verification tools, to sys-
tematically analyze the security properties of the proposed
authentication scheme. The Scyther tool is utilized in two

configurations: the standard model and the compromise model,

allowing for a comprehensive assessment of protocol secu-
rity under different adversarial conditions.

Furthermore, the RoR model is adopted as a widely accepted
manual approach for formal security validation, providing an
additional layer of theoretical proof for the protocol’s secu-
rity guarantees. By integrating these analytical techniques,

Algorithm 2 Password Update Process in the Proposed Pro-

tocol

Data: User credentials ( I D;, PW,, K; )

Result: Successfully updated password

1: Step 1: User Authentication
2: U, enters their identifier I D;, password PW;, and secret

key K;.

The system computes:
HID; = h(K;||I D),
RID; = h(HID; ® K;),
UF! = h(RID{|SB}|K))

if UF" == UF, then
Step 2: User Chooses New Credentials
U; selects a new identifier ID/*’ or password

PI/]’/inew.

The system computes:

HPW,; = h(K;|| PW,)
SB* = h(HPW,; ®K,)

R A A

11 HID!" = h(K;||[ID!*")

12: HPW" = h(K;||PW/")

13 RID*" = h(HID;““ & K;) ® A,

14: SB“" = h(HPW" ® K;) ® B;

15: UF"" = h(RID;*"||SB*"|| K})

16:  The system updates stored credentials with the new
values.

17:  Return: Password update successful.

18: else

19:  Step 3: Authentication Failure
20:  The session is terminated.

21:  Return: Password update failed.
22: end if

we demonstrate that the proposed protocol effectively miti-
gates various attacks, including impersonation, replay, man-
in-the-middle (MITM), and offline password guessing at-
tacks, while maintaining efficiency in computational and com-
munication overhead.

The combined use of formal verification tools and theoreti-
cal models ensures a robust and well-founded security eval-
uation, reinforcing the reliability of the proposed authenti-
cation mechanism in real-world applications.

5.2. Informal Security Analysis

The proposed authentication protocol is designed with a ro-
bust security framework to withstand various types of at-
tacks that commonly target authentication schemes. This
section presents an informal security analysis by evaluating
potential attack vectors and demonstrating the protocol’s re-
silience.

5.2.1. User Impersonation Attack

In the proposed scheme, messages M, M,, and M5 are
transmitted over a public channel, which an adversary A
could potentially intercept. However, A cannot fabricate
valid authentication messages without knowledge of the se-
cret random value r,, which is securely embedded in the
cryptographic operations. Since r, remains undisclosed, an
adversary cannot generate valid authentication requests, ef-
fectively preventing user impersonation attacks.
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Server

Inputs IDj, PW; and K;

HID; = h(K;||lIDy)

HPW; = h(K;||PW})

RID; = A; ® h(HPW;||TCyi)

SB; = Bi @ h(HID{||TCy;)
UF{ = h(RID; |ISB{|IK:)

Checks Ufy = Uf;
Generates:r, € Fq
Record: TS,

C{ = D; @ h(HID{||ITCyi)
My =7, @ h(C{ITSy)

M, =1ID; @ h(rullTS1)
M3 = h(ID;||rulITS; )

_
Ml,Mz,M3,T51

Checks: |TS, — TS;| < AT

TS* = M4 @ h(lDl”Cl*”TSZ) M4 M5 TSZ

SKey_u = h(rs*”ru)

M = h(ID;||Skey, || TS2)
Verifies Mg = M5

Thus, SKey_u = SKey_s

Checks: |TS, — TS;| < AT
¢/ = h(KjIITCui)

ry =My @ h(C] IITS; )
ID{ =M, ® h(r; ITS1)
USN; = h(ID{|Ikj)

M3 = h(ID{ |l ITS1)
Checks M3 = M,
Generates 75 € F,

Record: TS,

M, =1, @ h(UD;|IGIITSz)

SKey_s = h(rg||ry)

M5 = h(lDi*”SKey_s”TSZ)

Figure 2: Proposed Lightweight Authentication Protocol

5.2.2. Denial-of-Service (DoS) Attack

A common DoS attack strategy involves overwhelming the
server .S y with numerous fraudulent authentication requests,
consuming computational resources and disrupting services.
In the proposed protocol, an adversary A must construct a
valid login message without knowing the correct credentials
{ID;, PW;}. The protocol enforces strong cryptographic
checks, making it infeasible for an attacker to generate valid
authentication requests, thereby mitigating the risk of DoS
attacks.

5.2.3. Stolen Device Attack

If an adversary A gains access to the server information S'i
of user U;, they may obtain stored values { 4;, B;, D;, UF[.* }.
However, due to the one-way nature of the cryptographic
hash function A(-), it is computationally infeasible to extract
the user’s credentials {ID;, PW;} or the server’s secret key
K;. Consequently, even with physical access to the device,
an attacker cannot successfully impersonate the user.
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5.2.4. Replay Attack

The proposed protocol prevents replay attacks by incorporat-
ing session-specific nonces and timestamps into messages
M, through Ms. These time-dependent elements ensure
that each authentication session is unique. Any attempt to
reuse previously intercepted messages is detected and re-
jected by the protocol, preventing adversaries from exploit-
ing replayed authentication requests.

5.2.5. Man-in-the-Middle (MITM) Attack

In a MITM attack, an adversary attempts to intercept and
manipulate communication between two parties. However,
in the proposed protocol, authentication messages are cryp-
tographically linked to secret values that the adversary does
not possess. For example, when U; sends { M|, M,, M3, TS
the server verifies M. ; using K s which remains unknown to
A. Since A cannot alter these values without detection, the
protocol ensures message integrity and prevents MITM at-
tacks.

——

5.2.6. Session-Specific Temporary Information Attack
To protect against session-specific information attacks, the
protocol employs fresh nonces r, and r in each session. The
session key is derived as sy, = h(r||r,), ensuring that even
if an adversary obtains temporary secrets from one session,
they cannot compute the session key for subsequent com-
munications. This guarantees that past and future sessions
remain cryptographically isolated.

5.2.7. Offline Identity/Password Guessing Attack

The protocol is resilient against offline guessing attacks, even
in scenarios where an adversary gains access to stored pa-
rameters { A;, B;, D;, UFI,* }. To perform a successful guess-
ing attack, A must correctly guess both I D; and PW;, which
are cryptographically linked to K;. Since the probability of
guessing these values simultaneously is negligible, the pro-
tocol effectively resists offline credential guessing attempts.

5.2.8. Online Identity/Password Guessing Attack
The proposed scheme protects against online guessing at-

tacks by ensuring that publicly transmitted messages { M|, M,

do not directly expose password-dependent values. For in-
stance, in M, = I D; @ h(r,||T'S;), the identifier I D; is con-
cealed using a nonce. This cryptographic masking prevents
an adversary from isolating and brute-forcing the user’s iden-
tity or password, safeguarding against online guessing threats.

5.2.9. Mutual Authentication

The protocol achieves mutual authentication by verifying both
user and server identities. When U; sends the login message
M3, the server authenticates the user by checking the valid-
ity of M. ; Conversely, the server authenticates itself to the
user through the verification of M5 and M., ensuring that
both parties confirm each other’s legitimacy before further
communication.

5.2.10. Forward Secrecy

The proposed protocol ensures forward secrecy, meaning that
even if the server’s secret key K; is compromised, previous
session keys remain secure. Since the session key is derived
as Syey = h(r;||r,) using ephemeral values that change in ev-
ery session, past communications are protected from future
key disclosures.

5.2.11. User Anonymity

User anonymity is preserved by ensuring that the user’s iden-
tifier I D; is not transmitted in plaintext during authentica-
tion. Instead, I D; is cryptographically embedded within se-
cure exchanges, preventing adversaries from tracking users
based on intercepted authentication messages { M|, M,, M3 }.
This ensures user privacy and prevents identity-based track-
ing.

Thus, from this informal analysis, we see that the proposed
protocol mitigates major threats such as impersonation, re-
play, MITM, DoS, and password guessing, thereby provid-
ing a robust security architecture for user—server interactions

5.3. Formal security assessment

5.4. Formal Security Analysis Using Scyther
Conducting a formal security analysis is essential for vali-
dating the robustness of cryptographic protocols. One of the
most widely utilized tools for such evaluations is Scyther,
which enables rigorous formal verification based on the well-
established Dolev-Yao threat model Dolev and Yao (1983).
This tool systematically explores protocol executions, iden-
tifying potential security violations by modeling interactions
between protocol participants within an adversarial environ-
ment.

Scyther employs the Security Protocol Description Language
(SPDL) to define roles, exchanged messages, and security
assertions. By simulating all possible execution paths, it
evaluates compliance with predefined security objectives. If
vulnerabilities exist, Scyther generates attack traces, visu-
ally demonstrating how an adversary could exploit protocol
weaknesses. The tool verifies critical security properties, in-

N&ll}lding:

e Secrecy: Ensuring that sensitive data remains pro-
tected against adversaries.

o Authentication: Verifying that only legitimate enti-
ties participate in the communication.

e Message Integrity: Preventing unauthorized alterations
to transmitted messages.

The Scyther framework operates under standard cryptographic
assumptions, treating cryptographic primitives as black-box
functions while ensuring message integrity. It models proto-
cols as structured role-based interactions, where entities ex-
change messages according to a predefined logic. This sym-
bolic approach enables comprehensive security verification
against various attack scenarios.
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In this study, Scyther was employed to evaluate the proposed
authentication protocol, ensuring its resilience against adver-
sarial threats. The protocol was modeled with two primary
entities—the user and the server—representing key interac-
tions in the authentication process. The security claims ver-
ified in this analysis include data confidentiality, mutual au-
thentication, and resistance to replay and impersonation at-
tacks.

To further strengthen the evaluation, two variants of Scyther
were utilized:

e Standard Scyther: Analyzes the protocol under con-
ventional adversarial assumptions.

o Compromise Scyther: Introduces extended adversar-
ial capabilities, allowing attackers to compromise long-
term keys, perform key-reveal attacks, and manipulate
partial protocol executions.

The results confirmed that the proposed protocol remains se-
cure even under enhanced adversarial conditions. Figures 3
and 4 depict the configuration settings for both the compro-
mise and standard modes in Scyther, emphasizing the en-
hanced attack capabilities enabled in the compromise model.
The security assessment of the proposed protocol under com-
promise mode, particularly evaluating its resilience against
Post-Compromise Forward Secrecy (PFC) and Session Key
Reveal attacks, is illustrated in Figures 5 and 6, respectively.
In contrast, the security validation results obtained using the
standard mode of Scyther are presented in Figure 7.

The findings from this formal evaluation confirm that the
proposed protocol maintains strong security guarantees, ef-
fectively mitigating threats such as replay attacks, key com-
promise impersonation, and session key disclosure while en-
suring secure mutual authentication between the communi-
cating entities.

5.4.1. Security Verification Using ProVerif

To rigorously assess the security of the proposed authenti-
cation protocol, we employed ProVerif, a widely used auto-
mated verification tool for cryptographic protocols. ProVerif
is particularly suitable for security analysis due to its ability
to symbolically model cryptographic mechanisms, includ-
ing hash functions, encryption schemes, and key exchange
protocols. The tool systematically examines critical secu-
rity properties such as confidentiality, integrity, and mutual
authentication under adversarial conditions.

In the verification process, the enrollment phase was mod-
eled over secure channels to ensure the confidentiality of
long-term credentials, while the authentication and key agree-
ment phases were simulated over public channels, reflecting
real-world attack scenarios. ProVerif’s adversarial model,
based on the Dolev-Yao threat model, assumes an active at-
tacker with full control over public communication links, en-
abling a rigorous security assessment.

The ProVerif analysis primarily focused on validating core
security properties, including mutual authentication, session
key secrecy, and resistance to impersonation attacks. The

verification results, as shown in Figure 8, confirm that the
proposed protocol meets these essential security requirements.
The verification summary highlights that the authentication
scheme effectively upholds fundamental security objectives:

1. Confidentiality of Weak Secrets: The protocol en-
sures that critical identifiers and session-related se-
crets remain protected. The verification output in Fig-
ure 8 confirms that sensitive parameters such as I D;,
PW,, k;, r,,and r; remain uncompromised. This guar-
antees that adversaries cannot extract or manipulate
these values, preserving data secrecy.

2. Prevention of Unauthorized Access: The results con-
firm that the authentication mechanism effectively mit-
igates unauthorized access attempts. Queries such as
not attacker(urul!1 = v]) and not attacker(srs[T2_1
= v, A6_1 = v_1, A2_2 = v_2, 11 = v_3]) indicate that
the protocol prevents adversaries from gaining control
over sensitive authentication values. This strengthens
its resilience against replay and key-compromise at-
tacks.

3. Injection and Event-Based Security Guarantees: The
security verification also validates the integrity of user-
server interactions. The queries inj-event(endUserA)
==> inj-event(beginUserA) and inj-event(endServer)
==> inj-event(beginServer) confirm that authentica-
tion is correctly enforced, preventing adversarial inter-
ference during session initiation and completion. This
ensures that each authentication session executes se-
curely without interception or manipulation.

Based on these findings, the proposed authentication proto-
col ensures robust security guarantees, preventing identity
theft, replay attacks, and unauthorized key disclosure. The
ProVerif verification results provide strong evidence that the
protocol upholds essential cryptographic security principles,
offering secure entity authentication, confidentiality, and re-
sistance to active adversarial threats.

5.4.2. Formal Security Analysis Using the RoR Model

The Real-Or-Random (RoR) model serves as a fundamen-
tal security framework for assessing whether an adversary
A can effectively distinguish between an actual session key
and a randomly generated one. This evaluation measures the
protocol’s resilience against session key disclosure and key-
compromise impersonation attacks.

The core concept behind RoR security is that, within a well-
designed protocol, even an adversary with substantial com-
putational power should have no advantage in differentiating
a real session key from a random one beyond a probability
close to % If an adversary can reliably exceed this threshold,
the protocol is deemed insecure.

5.4.3. RoR Model
The proposed protocol consists of two main entities: the user
(U;), and the authentication server (.S;). We define H‘L’[_ and

Hg,j to represent the instances of U; and .S participating in
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Long-term Key Reveal
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Others (DY)
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aftercorrect (WPFS)
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Find best attack «

Figure 3: Configuration Panel of Scyther (Compromise-0.9.2 Version)

the protocol execution. An adversary .4 is assumed to have
access to the following cryptographic queries:

by. :
o Execute(IT¢ > IT s, ): The adversary A passively eaves-

drops on the communication between U; and .S, cap-
turing all exchanged messages.

e Send(II}, , M): The adversary A actively injects mes-

sage M to a session instance of U; and observes the
corresponding response.

e Hash(String): The adversary .A computes the hash
of any given string using the protocol’s cryptographic
hash function.

e Corrupt(U; or S;): The adversary .A compromises
either a user or a server and obtains all stored crypto-

graphic material, including long-term secrets and session-

specific values.

e Test(Il}, ): A challenge query where A attempts to

distinguish between a real session key and a randomly
generated value.

The adversary’s goal is to determine whether it received a
real session key or a random string. The probability of a
successful attack is denoted as Ad UE{‘”OCO].

5.4.4. Security Theorem

Theorem 1: Under the assumption that the hash function
H (-) is collision-resistant and that the random values r, and
r, are independently chosen for each session, the probability
that an adversary A can break the session key secrecy of the
proposed protocol is bounded by:

2
A dvl-;rotocol < 9p + 4s
2t-1 |D|

3
<= 3

where:

e g, denotes the number of hash function queries made
by A.

e g, represents the total number of session instances ex-
ecuted.

e |H| refers to the size of the hash function’s output
space.

e | D| denotes the dictionary size for password guessing
attacks.

e ¢ is the bit-length of user-specific authentication cre-
dentials (e.g., password-derived values).

This bound indicates that the adversary’s advantage remains
negligible if g, and g, are constrained within practical limits
and if sufficiently strong cryptographic hash functions are
used.
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Scyther results : verify x

Claim Status Comments
userandserver User userandserver,User Secretru Ok No attacks within bounc
userandserver,User1 Nisynch Ok Mo attacks within bounc
userandserver,User2 Alive Ok No attacks within bounc
userandserver,User3 Weakagree Ok No attacks within bounc
Server userandserver,Server Secretrs Ok Mo attacks within bounc
userandserver,Server1  Nisynch Ok No attacks within bounc
userandserver,Server2  Alive Ok No attacks within bounc
userandserver,Server3 Weakagree Ok Mo attacks within bounc

Done.

Figure 5: Comprehensive Security Assessment of the LAPWN Authentication Protocol
Using Scyther Compromise Mode with the "After PFC" Configuration)

5.4.5. Game-Based Security Proof

The security proof follows a sequence of indistinguishable
games GM;(i = 0,1,2,3), where the probability of an ad-
versary’s success is denoted as Pr[Succh"].

o G M, (Initial Guessing Game): The adversary A at-

tempts to guess the session key .S’k without interacting o

with the protocol. The probability of success in this
scenario is purely random:

AdvProveeel = 12 prSuccM0) - 1 4)

o G M, (Passive Attack): The adversary eavesdrops on

authentication messages M, M,, M5, M4, M5. How-
ever, since Sk = h(r,||r,) depends on fresh random
values, A cannot reconstruct it. Therefore:

M,

PrSuce™ ] = PriSuce$™] (5)
G M, (Active Attack): The adversary actively injects
messages into the protocol, attempting to modify au-
thentication exchanges. However, since cryptographic
hash functions ensure the integrity of exchanged val-
ues, the probability of success is upper-bounded by:
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Scyther results : verify x

Claim

userandserver User userandserver,User
userandserver,User1
userandserver,User2
userandserver,User3
Server userandserver,Server
userandserver,Server1

userandserver,Server2

userandserver,Server3
Done.

Figure 6: Thorough Security Validation of the Proposed Authentication Scheme Using
Scyther Compromise Mode Under the “Session Key Reveal” Configuration

Status Comments
Secretru ok No attacks within bounc
Nisynch ok Mo attacks within bounc
Alive ok No attacks within bounc
Weakagree ok No attacks within bounc
Secretrs ok No attacks within bounc
Nisynch ok No attacks within bounc
Alive ok No attacks within bounc
Weakagree ok Mo attacks within bounc

Scyther results : verify X

Claim

userandserver User userandserver,User
userandserver,User1
userandserver,User2
userandserver,User3
Server userandserver,Server
userandserver,Server1

userandserver,Server2

userandserver,Server3
Done.

Status Comments
Secretru ok No attacks within boung
Nisynch ok Mo attacks within boung
Alive ok No attacks within boung
Weakagree ok Mo attacks within boung
Secretrs ok No attacks within boung
Nisynch ok Mo attacks within boung
Alive ok No attacks within boung
Weakagree ok No attacks within bound

Figure 7: Security assessment of the proposed authentication protocol through the stan-
dard version of the Scyther tool

2

4qp
TH] (6)

Pr[SucciMz] - Pr[SucciMl] <
e GM; (Compromise Attack): If .4 compromises a
user’s device, it gains access to stored parameters
{A;, B;, D;, U F,}. However, breaking the session key
secrecy requires inverting the hash function, which is
infeasible. The probability of success is thus:

4s

GM; GM,
Pr[SuccA 11— Pr[SuccA 1< D] @)
Finally, the overall adversary advantage is given by:
q a,
Ad pFrotocol < s + _h 8
A~ = 2p) T TH] ©

Since this probability remains negligible under practical se-
curity parameters, we conclude that the proposed protocol
achieves session key secrecy and is resistant to adversarial
attacks under the RoR model.

6. Implementation of the Proposed
Authentication Protocol

This section presents a detailed implementation of the
proposed authentication protocol, designed to establish se-
cure authentication between a user and a database server.
The protocol has been implemented in Python 3.9, utilizing
cryptographic techniques to enhance security and efficiency.
The system operates within a graphical user interface (GUI),
facilitating seamless interaction for user registration, authen-
tication, and secure communication.

Figure 9 illustrates the development environment within the
Thonny IDE, where the implementation has been deployed.
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Verification summary:

¢ Weak secret ID1 is true.
e  Weak secret PW1 is true.
e  Weak secret ki is true.

¢  Weak secret ru is true.

¢  Weak secret rs is true.

e Query inj-event(endUserA) === inj-event(beginUserA) is true.
¢ Query inj-event(endServer) == inj-event(beginServer) is true.

Figure 8: Security validation of the proposed authentication scheme via ProVerif analysis

The GUI allows users to register and authenticate securely,
ensuring a user-friendly experience.

Figure ?? illustrates the user registration process, where users
enter their login credentials. The system processes this in-
formation through cryptographic hashing and key derivation
functions to generate secure authentication parameters be-
fore storing them in the database. This ensures resistance
against offline attacks and unauthorized access. Figure 11
showcases the login process, requiring users to provide valid
authentication credentials. The system retrieves the stored
authentication parameters and verifies them against the input
data. If authentication is successful, the system proceeds to
establish a secure session between the user and the database
server.

Figure 12 illustrates the authentication mechanism, where
a challenge-response protocol verifies the user’s legitimacy
and ensures mutual authentication with the database server.
A session key, derived through cryptographic operations, se-
cures subsequent communications, while timestamps miti-
gate replay attacks by maintaining the freshness and validity
of authentication messages. Additionally, Figure 12 depicts
the secure data exchange process between the authenticated
user and the server, where the established session key guar-
antees data confidentiality and integrity, protecting against
eavesdropping and tampering.

Table 3 provides an overview of the authentication process,
detailing cryptographic transformations at each stage. It also
highlights securely stored parameters, such as hashed user
credentials and authentication keys, which enhance the ro-
bustness of the authentication mechanism.

To further enhance security, stronger password hashing tech-
niques such as PBKDF2, bcrypt, or Argon2 can be incor-
porated, significantly increasing resistance to brute-force at-
tacks and ensuring the protection of stored credentials against
potential threats.

7. Assessment and comparison

7.1. Security and Performance Evaluation:
Comparative Analysis of the Proposed
Authentication Protocol

This section presents a comprehensive comparison between

the proposed authentication protocol and other recently de-

veloped schemes. The evaluation considers multiple critical
aspects, including security robustness, communication over-
head, computational efficiency, and storage requirements.
By assessing these factors, we aim to highlight the protocol’s
strengths and its suitability for resource-constrained environ-
ments.

In terms of communication efficiency, the study evaluates
the number of exchanged messages required to complete au-
thentication and session establishment. A lower commu-
nication overhead is particularly beneficial for IoT environ-
ments where bandwidth is limited.

Computational efficiency is analyzed based on the crypto-
graphic operations involved in authentication, including hash-
ing, XOR operations, and modular arithmetic. Protocols that
minimize computational complexity are more suitable for
devices with constrained processing power.

The results of this comparative analysis provide valuable in-
sights into the trade-offs between security and performance,
demonstrating the effectiveness of the proposed protocol in
achieving a balance between robust protection and compu-
tational feasibility.

7.2. Evaluating Security Robustness: The
Proposed Authentication Protocol vs.
Contemporary Authentication Methods

We perform a comprehensive security assessment of the
proposed authentication protocol in comparison to several

previously developed schemes, including those presented in Aghili

et al. (2019b); Li et al. (2019); Fotouhi et al. (2020); Am-
intoosi et al. (2022); Fariss et al. (2022); Wu et al. (2023);
Ali and Ahmed (2024). Our findings demonstrate that the
proposed scheme successfully counteracts numerous secu-
rity threats, such as replay attacks, privilege escalation, ses-
sion key leakage, traceability risks, forward secrecy viola-
tions, and de-synchronization threats. Conversely, the afore-
mentioned authentication mechanisms remain susceptible to
these vulnerabilities. A detailed security evaluation is out-
lined in Table 4, which highlights the superior resilience of
the proposed protocol when juxtaposed with other contem-
porary authentication models.

Page 15 of 21



File Edit View Run Tools Help
D& O+ o™

key exchanged between entities Server Response.py

import tkinter as tk

from tkinter import messagebox
import hashlib

import random

import sqlite3

import time

def h(data):
return hashlib.sha256(data.encode()).hexdigest()

def setup_databases():

for db_name in ['users_dbl.db', 'users_db2.db',

conn = sqlite3.connect(db_name)
cursor = conn.cursor()
cursor.execute(' "’
CREATE TABLE IF NOT EXISTS users (
username TEXT PRIMARY KEY,
HID_i TEXT,
HPWi TEXT,

Shell
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User Authentication

Username:

Password:

'users_db3.db"]:

Figure 9: User-Server Secure Authentication and Session Establishment in Thonny IDE
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import random
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import time
def h(data):
return hashlib.sha256(data.encode()).hexdigest()

def setup_databases():

for db_name in ['users_dbl.db', 'users_db2.db",

conn = sqlite3.connect(db_name)
cursor = conn.cursor()
cursor.execute('""
CREATE TABLE IF NOT EXISTS users (
username TEXT PRIMARY KEY,
HID_i TEXT,
HPWi TEXT,

Shell

>>>

[DEBUG] User test registered successfully in Database 1.

‘users_db3.db"]:

Figure 10: Visual Overview of User Registration in the Developed Authentication System

7.3. Comparison of Communication and
Computational Overhead

Performance Evaluation. Based on the findings in Servati
et al. (2025), the approximate execution times for the hash
function (T}, ;) and encryption/decryption operations (7, /4)
are 3ms and 3.7 ms, respectively. As detailed in Table 5,
our proposed authentication protocol incurs a total compu-
tational overhead of 207, (i.e., 60 ms when T}, = 3 ms).
A comparative assessment of this computational efficiency
relative to other authentication mechanisms is provided in
Table 6, with the results visualized in Figure 13.

Additionally, we evaluate the communication overhead by
measuring the total number of bits exchanged during the au-
thentication process. As outlined in Table 5, the protocol’s

communication cost comprises 128 bits for identity trans-
mission, 32 bits for timestamp validation, 128 bits for en-
cryption/decryption, 256 bits for random values, and 256
bits for hash function outputs. A comparative analysis of
our scheme’s communication overhead, presented in Table 7
and visualized in Figure 14, demonstrates that the proposed
authentication scheme achieves a balanced trade-off between
security guarantees and communication efficiency compared
to existing protocols.

8. Conclusion

This research introduces a robust authentication mechanism
designed to establish secure communication between a user
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Password:
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for db_name in [
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cursor.execute("’
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username 1

HID_i TEX15

¢ Authentication Successful
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3.db']:

HPWi TEXT,

Shell
LUBDUG] LUYLLL SUCCESSLUL:

[DEBUG] Client sent Ml: 84213d5c81lae36d83d9%27948bce2dc5611369fd9b682e1e801e438d2b1598a7c, M2: Tec4b%db4b203ccfd02
edcf0fb22216bab7b01757a159134bd956d514ce7bdde, M3: 31led4abf984ac89b769b0eebdc970c39b52a5f2661£9ef49a77bc0fd4albfsf

d0, TsS1: 1739311305.5382493

[DEBUG] Server responded with M4: 94dcdd7b70d957eal70ec03f5e3fac6fc6e9118cc3d55e9534cc37c9ch4d624b, MS5: 152341la%e

669€242483b£fd3097cb6ceb20d96391c5adfe9e59667£066166bc40, TS2:

1739311313.6074846

[DEBUG] Shared key established: e27c54d%e14e2089e402cl0b6béefc6b4l3fb7celdld26caddedaallsfo6cfel

Figure 12: Visualization of the Session Key Generation Process Between User and Server

and a server in a database-driven environment. The pro-
posed protocol ensures mutual authentication, enabling both
entities to validate each other’s identity before engaging in
a secure session. Additionally, a session key is dynamically
generated to safeguard subsequent interactions, preserving
data confidentiality and integrity. The implementation, de-
veloped in Python 3.9, leverages cryptographic techniques to
mitigate unauthorized access and security threats effectively.
To rigorously evaluate the protocol’s security, formal valida-
tion was conducted using the Real-or-Random (RoR) model.
Furthermore, automated security verification was performed
through ProVerif and Scyther to assess its resilience against
various attack scenarios. The analysis confirms that the pro-

posed authentication scheme successfully mitigates critical
security threats, including impersonation, replay, and key
compromise impersonation attacks, while demonstrating im-
proved performance in terms of computational efficiency,
communication overhead, and security robustness compared
to existing authentication mechanisms.

While the proposed protocol exhibits strong security proper-
ties, certain challenges remain, particularly in terms of scala-
bility and interoperability with existing database infrastruc-
tures. To further validate its effectiveness, the system was
implemented and tested under controlled conditions, assess-
ing its practical feasibility and operational performance. This
authentication protocol is particularly suitable for environ-
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Table 3
Execution Details of the Implemented Authentication Protocol

Parameter Hexadecimal Value

1D, 0x75736572313233 (hex for "user123")

PW, 0x70617373776f7264313233 (hex for "password123")

K, 0x6b6579313233 (hex for "key123")

HID, 0x9a8f4b2c76e0d1c854a67f9b3e25d8a1f4c2e5h7d6a3e9dco0f7b4d8a2c5e3f b0
HPW, 0xb1c4d7e8a9f23b65e4c1f0a7d95e3b2c4d7aledc6f8b3e2d5c7a9f04e1b2d3c
K; 0x6b65796a313233 (hex for "keyj123")

RID, 0xc8a5f4d2b6e3c1d7a9f8e2b3d5c7ale9dfOb4d8a2c5e7bod3a9f 1c4ebb2d8a7fo
SB; 0xd3b2abe7f0c4d8b9f1c7e5a3d2b6f8e1c9d4adb7e3c5a8f2dIblebcOf4a7d8e3b5
A, 0xf4d2a9b7e3c5a8f1c7d5e2b6f0a3d9c1b8e7c4a5f2d3b0e9c6a7f1d8b2e4c9a5f3
B, 0xb7c5a8f2d9e1b3d6adf4c7e5a9b2d8e3c1fRa7b5e2c9d3a6f1b4edc8d7a5f2b9e6
C, 0xe9d3b0a5f2c8b7e4a6d9c1foOb2d8e3c5a7f1d6b4e@c9a8f3d2bselc7a9fod8bbe2
D, 0xa5f1d8b3e6c9a7f2d4b0e9c8abf3d2b5eTc7a9f@d8b6edc1adf2d5h3edc8a7f1d6
USN, 0xc4b8f1d7a5e2b9d6c1foa3dBe5b2c7a9f4d3boe7c6a8f2d5h1e9c0a7f3d4bbel
UF, 0xd9b5a7f2c8e1b3d6adf4c7e5a9b2d8e3c1foa7b5e2c9d3a6f 1bdedc8d7a5f2b9e6
T, 0x74696d657374616d705f313233 (hex for "timestamp 123")

T, 0x74696d657374616d705f313234 (hex for "timestamp 124")

Sk 0xf1b7abe2c8d9b3e6c1fRa7d5b2edc9abf3d8b0e7c5a9f2d4bTe9coadf3d7b6elcd
Sk* 0xf1b7a5e2c8d9b3ebelfoa7d5b2e4c9abf3d8boe7c5a9f 2d4b1e9coasf3d7b6elc4 Verification?

True (Sk* = Sk)

Table 4
Security Comparison of the Proposed Protocol with Recent Authentication Schemes
Protocols A, A, A, Ay As Ag A,
Aghili et al. (2019b) v X v v X v v
Li et al. (2019) v X v/ X 4 v v
Fotouhi et al. (2020) v v X X v v X
Amintoosi et al. (2022) X v v 4 v 4 X
Fariss et al. (2022) v X v/ 4 4 X X
Wu et al. (2023) X v X X X v v
Ali and Ahmed (2024) v v X 4 4 4 v
LAPWN v v v v v v v
A,: Protection against replay attacks; A,: Defense against privileged insider threats;
A;: Prevention of session key disclosure; A,: Ensuring user untraceability;
As: Resistance to spoofing attacks; Aq: Guaranteeing forward secrecy;
A;: Mitigation of de-synchronization attacks;
v: Strong security feature  X: Lacks security feature
ments requiring high security, such as user-server authen- nisms, and enhanced cryptographic functions for improved
tication in medical record management, e-government ser- resilience. Additionally, further evaluations will be conducted
vices, and online banking systems. Future research will fo- in various real-world computing environments to assess us-
cus on integrating the protocol with advanced security tech- ability, efficiency, and security under diverse operational con-
nologies, such as blockchain for decentralized authentica- ditions, ensuring its adaptability to broader applications.
tion, artificial intelligence (AI) for adaptive security mecha-
Table 5
Notation and Metrics for Evaluating Computational and Communication Overhead
Symbol Definition Execution Data Transmission
Time Size
T, Processing duration required for performing  3ms 256 bits
a cryptographic hash function
Toya Time taken to execute both encryption and  3.7ms 128 bits
decryption operations
T,. Size of the timestamp utilized in message ex- - 32 bits
changes
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Table 6
Computational Cost Comparison of the Proposed Authentication Protocol with Recent
Schemes (in Milliseconds)

Protocols Overall Computational Cost for .S, and U, in ms

Aghili et al. (2019b) 27+3m)T, + 1T, = 176 ms where m = 10 is the number of sensors
Li et al. (2019) 20T, +4T,, + Ty = 157.4 ms

Fotouhi et al. (2020) 32T, = 102 ms

Amintoosi et al. (2022) 22T, = 66 ms

Wu et al. (2023) 24T, =72 ms

Gowda et al. (2024) 25T, =75 ms

Ali and Ahmed (2024) 19T, =57 ms

LAPWN 20T, = 60 ms

Computation cost
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Figure 13: A Comprehensive Comparison of the Total Computational Overhead of the
Proposed Authentication Protocol with Recent Authentication Schemes
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