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Abstract. The impossible boomerang attack is a very powerful attack, and the existing results show
that it is more effective than the impossible differential attack in the related-key scenario. However,
in the current key recovery process, the details of a block cipher are ignored, only fixed keys are pre-
guessed, and the time complexity of the early abort technique is roughly estimated. These limitations
are obstacles to the broader application of impossible boomerang attack. In this paper, we propose the
pre-sieving technique, partial pre-guess key technique and precise complexity evaluation technique. For
the pre-sieving technique, we capitalize on the specific features of both the linear layer and the nonlinear
layer to expeditiously filter out the impossible quartets at the earliest possible stage. Regarding the
partial pre-guess key technique, we are able to selectively determine the keys that require guessing
according to our requirements. Moreover, the precise complexity evaluation technique empowers us to
explicitly compute the complexity associated with each step of the attack.

We integrate these techniques and utilize them to launch an attack on ARADI, which is a low-latency
block cipher proposed by the NSA (National Security Agency) in 2024 for the purpose of memory
encryption. Eventually, we achieve the first full-round attack with a data complexity of 2*%°, a time
complexity of 225481 and a memory complexity of 22521, None of the previous key recovery methods
have been able to attain such an outcome, thereby demonstrating the high efficacy of our new technique.

Keywords: ARADI- Impossible boomerang attack - Pre-sieving technique - Partial pre-guess key
technique - Precise complexity evaluation technique

1 Introduction

The impossible boomerang attack (IBA) is a universal key recovery cryptanalysis method for block ciphers,
which was first introduced and extended to related-key scenarios by Lu in [Lu,Lull]. It has effectively
targeted 6-round AES-128, 7-round AES-192/AES-256 [DRO02] in single-key settings, and 8-round AES-192,
9-round AES-256 in related-key settings.

The basic idea of an impossible boomerang distinguisher (IBD), the core of IBAs, can be best elucidated
through a boomerang distinguisher with a probability of 0. Specifically, for a block cipher FE,4, given two input
differences «, o’ and two output differences 8, 3, if no pair of plaintexts (z1,22) can satisfy the following
conditions:

Ed($1) 5) Ed(Z‘Q) = 6, Ed(l‘1 &) CK) ® Ed(x2 S¥ 0/) = 6/a

then (a, ') - (8, 5’) forms an IBD of E,. For the construction of IBDs, the initial method was proposed by
Lu [Lu], which decomposes a block cipher E; into two sub-ciphers Ey and E; (Eq = E; o Ep). Specifically,

(o, ') = (8,0') holds if for Vv,7,d,d such that « Lo, v, o Lo, v, B B, 5 and B8 ST o', it follows
that v @ v @ § ® & # 0. However, this method overlooks the dependence between the two sub-ciphers as
highlighted by Murphy [Murll], which could hinder the discovery of longer IBDs. With the advancement
of boomerang attacks, Dunkelman et al. [DKS10,DKS14], introduced the sandwich framework, dividing the
block cipher E,; into three parts: E; o E,, o Ey, as illustrated in Fig. 1. To evaluate the probability of the
boomerang distinguisher on F,,, new tables such as the Boomerang Connectivity Table (BCT) [CHP*18],
Double Boomerang Connectivity Table (DBCT) [WP19,DDV20] and others [BHL'20] were proposed for
S-box based block ciphers. Building on the concepts of BCT and DBCT, two papers [BCLT24,ZWT24]
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Fig. 1. The IBD and its extended IBA.

proposed new methods for constructing IBDs, including SAT/SMT-based approaches [BL23,WWS23] and
CP-based approaches [HSE23] to search for IBDs.

To launch the IBA given an IBD, an attacker can extend ry rounds before the IBD and 7y rounds after the
IBD, as shown in Fig. 1. Two primary key recovery methods have been identified: the impossible differential
style (IDS) and the boomerang style (BS) [Lull,BCL*24,ZWT24]. In IDS, the attacker constructs a set of
quartets that satisfy the two input differences and two output differences of the IBD. Subsequently, the early
abort technique [LKKDO08a] is employed to eliminate incorrect key guesses. In BS, the attacker first guesses all
necessary keys in the first r;, rounds (resp. the last 7 rounds) to build the quartets that satisfy the two input
differences and two output differences of the IBD. Then, the early abort technique [LKKDO08a] is employed
to discard incorrect keys in the last 7 rounds (resp. the first 7, rounds). Additionally, the IBAs were initially
launched manually for AES [Lull], while recent studies have utilized automatic methods [BCLT24,ZWT24],
leading to new results for block ciphers such as SKINNY [BJK'16] and SKINNYee [NSS22].

Compared with the differential attack of block ciphers, the research and application of IBA remain
relatively insufficient, especially in the key recovery process, where several limitations persist.

- Ignore the details of a block cipher. In current key recovery methods, if a difference a can affect [
bits through the inverse of a function F', then all 2/ —1 differences that are active on at least one of those
bits are considered to be able to propagate to this difference through F'. This undoubtedly increases the
number of impossible quartets, leading to an increase in the complexity of the attack.

- Only pre-guess fixed keys. In the impossible differential style, the attacker does not pre-guess the keys,
and in boomerang style, the attacker pre-guesses the keys in the first 7, rounds or the last 7 rounds.
These two styles may have high complexity in different steps, which may lead to the overall attack being
unavailable.

- Roughly estimate the time complexity of the early abort technique. Currently, all key recovery
methods will use an approximate formula to estimate the complexity. There are two problems here. One
is that if the time complexity of the early abort technique dominates the overall complexity, the result
obtained by using the approximation formula is not necessarily the optimal one. The other is that even
if we use the approximation formula to obtain the optimal solution, we still have to manually derive the
specific key recovery process so as to give the detailed attack steps, which is undoubtedly complicated
and boring.

Our contributions. In this paper, we focus on automated key recovery of IBA. In order to break through
the limitations of current automated algorithms, we propose three new techniques as follows.

- Pre-sieving technique. In this technique, we utilize the details of the linear layer and the nonlinear
layer to obtain the set of possible differences as accurately as possible, and then filter out the impossible
quartets as early as possible.



- Partial pre-guess key technique. In this technique, we define the forward dependency graph of known
variables and backward dependency graph of known variables. Using these two graph, we can divide the
key blocks that can be guessed separately, thus achieving partial guessed keys. That is, we can choose
the key blocks in the first r, rounds of the distinguisher and the last r; rounds of the distinguisher for
pre-guessing according to one’s own needs.

- Precise complexity evaluation technique. In this technique, we define the forward dependency graph
of key recovery and backward dependency graph of key recovery. According to these two diagrams, the
early abort technique can be clearly described step by step, which allows us to clearly calculate the
complexity of each step of the attack. By exhaustively searching for all given distinguishers, we can
automatically provide the optimal key recovery strategy as well as the detailed process of the attack.

Finally, we integrate the above techniques together and present a new automated key recovery technique for
IBA.
As a result, we implement the IBA on the block cipher ARADI.

- Distinguishers. By carefully studying the key schedule of ARADI, we found 3-round related-key dif-
ferentials with a probability of 1. Utilizing two such differentials and according to the BCT, we found
11-round IBDs.

- Key recovery. We add 2 rounds before and 3 rounds after the 11-round distinguisher. Then, we use our
new key recovery method to launch the full-round attack. Finally, we get an optimal attack with the data
complexity is 2128, the time complexity is 22°4#! and the memory complexity is 22°2-14_ which means we
break the block cipher totally. This implies that the block cipher is completely broken. To the best of
our knowledge, this constitutes the first full-round attack. Moreover, even by leveraging the impossible
differential style and the boomerang style IBA, a full-round break remains unattainable. This indicates
that our new method is highly effective.

Outline. We introduce the notations and related work in Section 2. The new key recovery techniques are
presented in Section 3. In Section 4, we detail the full-round attack for the block cipher ARADI. In Section
5, we conclude this paper.

2 Preliminaries

Our key recovery method is applicable to S-box based block ciphers. To provide a clearer description, we use
the SPN block cipher as an illustrative example and present the following notations accordingly.

2.1 Notations

Let E denote an n-bit SPN block cipher and has a key size of m bits. One encryption round of F is illustrated
in Fig. 2, which consists of three fundamental operations:

- SL: The S-box layer, wherein ¢ parallel g-bit S-boxes are employed, introducing non-linearity to the cipher
- LL: The linear layer, which adopts a global linear transformation, further enhancing the diffusion.
- AKLjr: The key addition layer, where the round key k" in round r is XORed with the internal state.

The following notations are used hereafter.

- Zy : The set {0,1,...,n—1}.

o B: The input difference o can propagate to the output difference 8 through the function F.
- K;,i=0,1,2,3: The keys of E in the related-key setting.

- T;,2=0,1,2,3: The plaintext-ciphertext sets encrypted by K;.

- IX],i=0,1,2,3 : The internal state of £ under K; before the key addition layer in round r.
- IY",i=0,1,2,3 : The internal state of £ under K; before the S-box layer in round r.
- 1Z7,1=0,1,2,3 : The internal state of E under K; before the linear map in round r.
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Fig. 2. One round of SPN structure block cipher.

- IK],i=0,1,2,3 : The round key in round r under K;.

- AX§,, AX3s : Differences in the upper trail of the IBD, i.e. AX[, = IX{ & IX] and AX, = IX] S 1X7.
Analogous notations apply for IY, IZ, and I K.

- VX{,, VX, : Differences in the lower trail of the IBD, i.e. VX7, = X7 ® X3 and VX3 = X ® X35.
Analogous notations apply for IY, IZ, and IK.

- ./\/J’-”(B) : The number of input differences that can propagate to the output difference S for the j-th S-box
in round 7.

- N;(oz) : The number of output differences that can propagate to the input difference « for the j-th S-box
in round 7.

The notations of an IBA according to Fig. 1 are details as follows:

- «a,d (resp. B, 5): The input (resp. output) differences of the IBD.

- Qin,din (resp. Loty dout): 2in (resp. 2,4:) denotes the set of plaintext (resp. ciphertext) differences that
may lead to the input (resp. output) difference a (resp. ) of the IBD, where d;;, = logs|2;n| (resp.
dout = l092|90ut|)~

- Pin (r€SP. Pout): Pin (resp. pout) denotes the probability of reaching the input (resp. output) difference «
(resp. ) of the IBD from the plaintext (resp. ciphertext) difference in £2;,, (resp. 2put).

- K, (resp. Kout): The key bits involved in the IBA in Ej (resp. Ef).

- N7, J": NI denotes the number of active S-boxes in round r, and J" = {47, ..., jh-_1 } denotes the indices
of the active S-boxes in round r. ‘

- 027, ph,: £27 denotes the set of input difference that may lead to the input difference o of the IBD in
round r when considering the details of S-boxes, and p}, represents the probability of reaching o from
the difference within 27 , for 0 <r <r, — 1.

m?

2.2 The definitions about IBDs
The original definition of IBD is defined as follows.

Definition 1 (IBD). Given a block cipher E : Fy x FY* — FL under four keys K; € Fy*, i =0,1,2,3, if for
four state differences a, ', B, " and three key differences ko, k1, k2, any pair of plaintexts (x1,x2) cannot
satisfy

EKl (1'1) D EK2 (1’2) = ﬂ’ EKo(zl D a) @ EKs (x2 @ O/) = 6/ (1)

then (a, o/, B, ') is called an realted-key IBD (RK-IBD) of E under the key differences ko, k1, k2, where
(Ko, K1, Ks,K3) = (K, K ® k0, K ® k1, K & ko). Particularly, (o, o', 8,8") is called an IBD of E under K
ZfK == Ko = K1 = K2 = K3 m Eq. (1)



Currently, existing techniques [BCL*24,ZWT24] for constructing an IBD involve the utilization of various
tables, such as BCT [CHP*18] and DBCT [WP19,DDV20]. They are defined as follows and outlined in Fig. 3.

Definition 2 (BCT). Let S be a permutation of ¥y, and A;,V, € F2. The BCT of S is a two-dimensional
table defined by:

BCT(A;,V,) ={x €Fy| S7H(S(x) ©V,) ® S (S(x @ A;) ®V,) = A;}.

Definition 3 (DBCT). Let S be a permutation of ¥y, and A;, A,,V;,V, € Fy. The DBCT of S is a
two-dimensional table defined by:

DBCT(A;,V,) = > UBCT(A;, Ay, Vi) - LBCT(A,,V:,V,),

AO,Vi
where the UBCT and LBCT of S are three-dimensional tables defined as
UBCT(A’LvAO)V’L)_#{xG]F ( ( ) )EBS (S(x@Al)@Vl):Az ’
' B . ( ) @ S(x 69 Vi) =V,
18018, 9.9 =#{ = < S 0 g0 e v - 4, )

Fig. 3. The illustrations of BCT and DBCT.

As 1llu5trated in Fig. 1, for a block cipher E; = FEj o E,,, o Ey, if for Vv,4’,6,d" such that « Eo, 7,

o 2o — .8 —> d and S’ % 8, (v,7') cannot propagate to (d,¢’) through E,, according to the BCT or

DBCT, then (a, &) = (8, 5").
We now formally describe the automatic search methods of (RK-)IBDs named as sat model, introduced
in [BCL124,ZWT24] in a more unified way.

I. Identify the S-boxes with known and non-zero (KD) input-output differences.

i. Set the flags. Categorize the differences of S-boxes into four types: zero difference (ZD), known and
non-zero difference (KD), any non-zero difference (ND), and any difference (AD). Partition the difference
of the internal states into blocks based on the size of the S-box. Set two flags for each block: flag fd
to signify the type of the difference, and flag fv to signify the specific difference value if fd = KD.

ii. Build the propagation rule. For the operations in SPN block ciphers, the flags propagate as follows.
- S-box: Let fd; and fd, be the types of input and output differences. Then,

ZD, fd; = 7D,
fd, = { ND, fd; = KD or ND,

AD, otherwise.



- XOR: Let fd;, and fd;, be the types of two input differences of XOR, and fd, be the type of
output difference. Then,

ZD, (fd;,, fdi,) = (ZD,ZD),
KD, (fd;,, fd;;) = (ZD,KD) or (KD, ZD),
ND, (fd;,, fd;,) = (ZD,ND) or (ND, ZD)

AD, otherwise.

fdo:

For other linear transformations, their propagation rules can be derived based on XOR operations.
Additionally, fv adjusts in accordance with the changes of fd.

iii. Detect the positions of S-box. Utilize the MILP method [ZWT24] or CP method [BCL*24] to model
the forward propagation of the flag of the input difference over r rounds under the flag of the key
difference, and also the backward propagation of the flag of the output difference over r rounds under
the flag of the key difference. Find a solution where there exists a target S-box for which both the
input and output differences are non-zero and known.

II. Check for contradictions according to the BCT. If a solution is identified, assign specific values to the
input difference and output difference (and key difference in the related-key setting). Subsequently, derive
the specific values of the input and output differences for the target S-box. If these specific values do not
align with the possible input and output values in the BCT, an RK-IBD is confirmed.

Within this model, there is no need to pre-specify the differences in input, output and key. Each solution
is associated with a set of flags that may generate an (RK-)IBD. Contradictions can be verified post-model
solving. Consequently, this approach remains effective in searching for (RK-)IBDs even when the weights of
the input, output, and key differences are high.

2.3 Key recovery process of IBAs

As depicted in Fig. 1, given an rg-round IBD of Ey, attackers add r, rounds before and r; rounds after the
IBD to launch an (ry, + r4 + ry) rounds IBA. Similar as that in [BCL*24,ZWT24], the two input differences
and the two output differences of the IBD are set equal hereafter, i.e. & = o/ and 3 = 3. Besides, we focus
on the related-key setting with

(Ko, K1, Ko, K3) = (Ko, Ko & AK, Ko & VK & AK, Ko & VK). (2)

The single-key setting can be derived analogously by setting AK = VK = 0. Consequently, the sets of
plaintext and ciphertext differences leading to « and j are identical, i.e., £2;, = 2}, and 2, = 2/,
Without loss of generality, we assume that the queries are directed to the encryption oracle. Similarly, these
queries can also be submitted to the decryption oracle.

Subsequently, we provide an overview of the state-of-the-art automatic key recovery techniques for IBA
proposed in [BCL124,ZWT24|, named Impossible Differential Style (IDS) and Boomerang Style (BS).

Before introducing the two key-recovery attack styles, we recall the early abort technique used in both.

Early abort technique [LKKDO8b]. Depending on the round function, instead of guessing all of the
required round key bits K;, U K, at once, attackers can partially check if a plaintext or ciphertext pair
produces the expected difference of the distinguisher by guessing fractions of them step by step, discarding
invalid pairs after each guess. This reduces the attack’s computational workload.

Impossible Differential Style

-IDS.1: Get plaintext-ciphertext pairs. Construct 2° plaintext structures, each containing 2%~ plaintexts
activated at d;, fixed bits. Query the ciphertexts corresponding to the 25t%» plaintexts under four
related keys as specified in Eq. (2). In total, D = 22+s+din plaintext-ciphertext pairs are required.

-IDS.2: Produce quartets.



-IDS.2a: Construct plaintext pairs within each plaintext structure, and derive P pairs of ((Py,Cy),
(Py,C4)) under (Ko, K1) and P pairs of ((P3,Cs), (P, C2)) under (K2, K3), where P = 25F2din,

-IDS.2b: Construct a hash table Hy that lists the pairs of ((Py,Co), (P1,C1)), indexed by the two
(n—dout) bits of the ciphertexts not belonging to 2,,¢. For each ((Ps, Cs), (Pa, C3)), lookup the hash
table Hy using the two (n — dyyt) bits of C3 and Cy to find the corresponding ((Py, Co), (P1, C1)).
On average, Q = 22(52din)=2(n=dout) quartets of ((Py,Co), (P1,C4), (P2, C2), (Ps,C3)) are derived,
where (Py, P1) and (P, P3) have differences in §2;,, and (Cy,C3) and (C7,Cs) have differences in
Qout-

-IDS.3: Astsume that the keys in K, are recovered first, , followed by the keys in K.
-IDS.3a: Adopt the early abort technique to recovery the K;, by the Q quartets.

-IDS.3b: Adopt the early abort technique to recovery the K,,; by the remaining quartets.
-IDS.4: Perform an exhaustive search on the remaining keys.

Complexity. The date complexity is DC;pg = 22+5T%» For the time complexity 7Crps, it consists of the

following five parts, i.e., TCijps =D +2P + Q+ A+ E&:

Cost of data generation: D = 22+s+din,

Cost of building pairs: 2P, where P = 25+2din

— Cost of producing quartets: Q = 22(s+2din)=2(n—dous)

Cost of adopting the early abort technique to recovery keys: The time complexity of this step is estimated

as A = (Qx p2,p2,,; x 2K inUEout ) wwhere O, represents the ratio of the cost for one partial encryption

to the full encryption.

— Cost of final exhaustive search: If such a quartet indeed leads to the input and output differences of the
IBD, which occurs with a probability of p?,p?2,;, it is able to discard a key. Thus, the probability of a key
being retained is p = (1 —p?,p2,,)<. The time complexity of this step is & = p- 21K = 21K1(1 —p2 12 1<

The memory complexity is determined by the cost of storing the data, pairs, quartets and remaining keys:
MCips =D+ 2P + Q + K, where K = 2/KinUKoul,

Boomerang Style

-BS.1: This step is identical to Step IDS.1 of the impossible differential style.
-BS.2: Guess all the key candidates Kj;,:
-BS.2a: For each plaintext structure, partially encrypt Py to the beginning of the IBD under ky, XOR

the resulting state with «, and then decrypt it to produce the plaintext P; under k;. Get their
corresponding ciphertexts (Cp,C;) by consulting table T;, i € {0,1}. Consequently, 2°T%in pairs
((Py, Co), (Py,C1)) are derived. Consequently, 2% pairs ((P3, C3), (P2, C3)) are constructed.

-BS.2b: This step is identical to Step IDS.2b of the impossible differential style. On average, Q =
22(stdin)=2(n=dout) quartets of ((Py, Co), (P1,C1), (P2, Ca), (Ps,C3)) are derived, where (P, P;) and
(P2, P3) have differences in §2;,, and (Cy, C3) and (C,Ca) have differences in (254;.

-BS.2c: Adopt the early abort technique to recovery the K for the Q quartets.
-BS.3: Perform an exhaustive search on the remaining keys.

Complexity. The date complexity is DCpg = 22+5*din For the time complexity TCrps, it consists of the
following five parts, i.e., TCips =D+P' + Q + A+ E&:

— Cost of data generation: D = 22+s+din,

Cost of building pairs: P’ = 2/Kinl x 2P x 2|E|/|E|, where P = 25Fdin,

— Cost of producing quartets: Q' = 2/Kinl x Q = 2lKin|+2(s+din)=2(n—dour)

Cost of adopting the early abort technique to recovery keys : A = 2/%inl x (Q x Q‘KOW/KM‘_ch’m)C'jE7

where C, is the ratio of the cost for one partial encryption to the full encryption.

— Cost of final exhaustive search: If such a quartet indeed leads to the input and output differences of the
IBD, which occurs with a probability of p2,,, it is able to discard a key. Thus, the probability of a key
being retained is p = (1 — p2,;)<. The time complexity of this step is & = p - 215! = 2lKI(1 — p2 ).

The memory complexity is determined by the cost of storing the data, pairs, quartets and remaining keys:
MCps =D+ 2P + Q+ K, where K = 215U Kou| 1,

! We summarize some general details for deriving the common parameters used in both IDS and BS key recovery:



3 New Technologies Facilitating IBAs

In this section, we introduce the pre-sieving technique, the partial pre-guess key technique, and the precise
complexity evaluation technique to optimize the key recovery in IBAZ2.

3.1 Pre-sieving technique

The core of our pre-sieving technique lies in determining the possible propagation difference set as precisely
as possible based on the details of nonlinear layers, thereby enabling the early elimination of impossible
quartets. For an SPN block cipher E, given an r4-round IBD («, a, 8, 3), 7, rounds before and 7, rounds
after the IBD are added to launch an (r, + rq + ry) rounds IBA. The pre-sieving technique can be applied
to the first r, rounds when queries are directed towards the encryption oracle as detailed subsequently. It is
also applicable to the last ry rounds for decryption queries.

Let ¢" = (¢},...,¢5_1) and n" = (nj,...,n]_,) denote the input and output differences of the S-box
layer in round 7, respectively. With truncated differential propagation rules, the indexes J” and the number
N] of active S-boxes in round r within Ej are derived based on the given a and round key differences.
For determining (2;,,, current key recovery methods consider a nonzero output difference of a ¢-bit S-box as
potentially propagated from any one of the 2¢ — 1 nonzero input differences. Thereby |§2;,,| = 2% @, However,
these methods fail to account for the details of the S-box, which can further reduce [§2;,].

Consequently, we propose the pre-sieving technique. For instance, when 7, = 1, the optimized plaintext
difference set 29 is derived according to the DDT of S-boxes with |29 | = [] e N? (1), where 7° is
determined by a. Given that N7 (n9) < 29, it follows that [£2)), | < [£2,]. This implies that the differences in
2:in /29, cannot propagate to a, and thus can be initially disregarded to prevent the unnecessary addition
of impossible quartets. Furthermore, when r, > 1, the set of differences (2, that might lead to a at round
7 is derived by back-propagating each difference in 2 * ! through one round of E under the corresponding
round key difference, for 0 < r < r, — 2. Similarly, .Q;bl_l is derived as in the case when r, = 1.

To evaluate the feasibility of the attack, it is necessary to estimate the attack complexity, which hinges on
determining the value of |29 |. As described above, we iteratively compute 27, to a computable intermediate
set 27" where 0 < 7y, <1, — 1. When bm = 0, [£29 | is derived; otherwise, we need further estimate (25 ,

which exceeds the current computing capacity. For S-boxes over Fy, at most 297! differences can propagate
to a given output difference. Therefore, we amplify ./\/']T(n;) to2¢ ' forall j € J  and 0 < r < 74y, — L.

Consequently, |29 | is estimated as [2]°™ | H:b:"gfl (Hjeﬂ 2‘1_1) , which is upper bounded by 2Va"4.

Next, we prove that p{ , the probability of reaching the differences o from the difference within 29 . is
171025, -

Theorem 1. Let E;* denote the ry-round encryption function under the round keys k = (k°,...,k™~1),
and 29 be the set of plaintext differences that back-propagate the difference o through ry, rounds under
the key difference Ak = (AKY, ..., Ak™~1) using the pre-sieving technique. For a plaintext pair (xq,r1) €
{(z,2 @ p)|p e 29,}, the probability that E;" (x0) & E’y (1) = a is 1/[620,|.

Proof. We prove this theorem using the recursive method.

- The positions of the d;, (resp. dout) activated bits in the plaintext (resp. ciphertext) are determined by the truncated
differential back-propagation (resp. propagation) from the input difference « (resp. output difference 8) of the
IBD based on the round key differences.

- The probabilities p;n and poy: are usually analyzed specifically based on the filtering conditions. For the fixed input
and output difference of IBD, p;, and pou: are usually equal to 1/[§2:,| and 1/|264¢|, respectively.

- (% is usually estimated as the number of nonlinear operations in the partial encryption, divided by the number of
nonlinear operations in the full-round encryption, such as the ratio of the numbers of S-boxes for an SPN block
cipher.

2 For the sake of simplicity, we consider the scenario where o = o/ and 8 = 3’. However, these technology are equally
applicable the scenario where they are not equal.



Case 1, = 1: For a ¢-bit bijective S-box S and a given output difference v, let & denote the set of input
differences that can propagate to the output difference v and N = |U|. Since |{(z,z & p)|S(z & k) &
Seopdk)=v,uecU} =2and [{(z,z @ p)|lr € Fi u e U} = N24, it follows that for V(zo,z1) €
{(z,z & p)|lz € Fi,u € U} and a given k € Fi, the probability that S(zo ® k) & S(z1 @& k) = v is
29/(N29) = 1/N. When 7}, = 1, similarly for the S-box layer, p? = 1/(ITje 0 NP (n9)) = 1/1620, .

Case 1, > 2: Assume that for a state pair (zo,21) € {(z,2 ® p)|p € 2},} in round 1, the probability that
EpNao) @ Epiap(z1) = ais pl, = 1/|2} |. For each n° € 02}, there are [1c 0 N} (n)) possible
plaintext pairs in 29 that may propagate to n°, but only one pair can reach the n° according to the
analysis in the case r, = 1. Since the pairs cannot satisfy two different values of n° simultaneously, a total
of |2},| plaintext pairs in 29 can reach the state difference in 2} . Based on the conditional probability
formula, pY, = [©21,1/1925,11/] x 21| = 1/]29,].
We illustrate the application of the pre-sieving technique using the example of IDS key recovery. The

subsequent part details only the steps that differ from those outlined in Section 2.3.

IDS.2’: Produce quartets.

-IDS.2a: Construct plaintext pairs. Compute (27, (0 < r < 1, — 1) by back-propagating « based on the
key differences. For 25%din plaintexts, construct P = [029 |25Fdin pairs (Py, Cy, P1,C1) and P pairs
(P, Co, P3,C3). Insert (Py,Co, P1,Ch) into a hash table Hy which is indexed by n — dyy: bits of Cy
and n — dyy; bits of Cy. For each (Py,Cy, P3,C3), search the hash table Hy to find the corresponding
(Py, Cy, P1,C1). On average, we can find |29 [2(stdin=2(n=dout)) — |0 |9s+din+2(doui=n) (P Cy, Py, C})
corresponding to each (P, Ca, P3, C3). Eventually, we obtain Q@ = |20 [225Fdintstdint2(doui=n) — |0 |2925+2din+2dous =21
quartets that possess differences in Q?n and 2,y:-

-IDS.3a’: Rather than applying the traditional early abort technique to recover the Kj;, for the Q quartets,
we adopt the following steps to recover the keys.

-IDS.3a’.1: At round 0, let n° and 1® be the output differences of the S-box layer in round 0, which
are derived from o and the corresponding key differences. Then, there are |2} |? possible values for
(n°,n'°). For each value of (11°,7/°), there are ([T, jo N7 (19)N7 (1)) 226 F2din +2doue =2 quartets that
might propagate to it. For these quartets and for each j € JY, we guess the 29 possible keys I Kg,j
and then filter the quartets successively according to the output differences (77;-), 77;»0). Eventually, for

each guessed key, |02}, [2225F2din+2doue=2n quartets remain.

-IDS.3a’.2 - IDS.3a’.(rp — 1): At round 7 (r > 1), let " and 1" be the output differences of the
S-box layer in round r, which are derived from « and the corresponding key differences. Then, under
each guessed key, there are |£277!|2 possible values for (n”,7'"). Under each guessed key and for each
value of (1", /"), there are (TT;c;» N (0N (]))22¢F2%int2dows =27 quartets that might propagate
to it. For these quartets and for each j € J", we guess the 29 possible keys IKj ; as well as the
necessary unguessed keys in rounds 0 — (r — 1), and then filter the quartets successively according
to the output differences (n7,7]"). Finally, for each guessed key, | Q7 29254 2din+2dow =20 quartets
remain.

-IDS.3a’.r,: At round r, — 1, let 77>~ and 1’"*~! be the output differences of the S-box layer in round
7, — 1, which are derived from « and the corresponding key differences. Then, the values of " and
7'" are uniquely determined by the input difference of the distinguisher a. Under each guessed key,
there are ([ ;¢ r—2 NP e N (e 1)) 22e+2din 4 2dou =2 quiartets that might propagate to
it. For these quartets and for each j € J™ 1, we guess the 27 possible keys I K, g,”jfl and the necessary
unguessed keys in rounds 0— (1, —2), and then filter the quartets successively according to the output

differences (n;b_l, ;-”’_1). Eventually, for each guessed key, 22512din+2dous =27 quartets remain.

— 22+s+d

Complezity. The data complexity is DCrpg: in . Regarding the time complexity, it comprises five

components:

— Cost of data generation: D = 22+s+din,
— Cost of building pairs: 2P, where P = |29 |25+din,



— Cost of producing quartets: Q = |29 |222s+2din+2dou=2n,

— Cost of recovering keys: The time complexity of this step is rather intricate, and thus we will conduct
an in-depth discussion hereinafter.

— Cost of final exhaustive search: After the step IDS.3a’, there remain Q' = 225+2din+2dout=2n qyartets.
Since the last r¢-round employs the early abort technique to recover keys, the probability for a given
quartet to discard a key is 272¢ut. Hence, the probability of not discarding a key is:

p= (1 _ 2*2Cout)Q'.
Therefore, the time complexity of this step is p - 2% = 2% (1 — 2*26“”)@.

The memory complexity will be determined by the cost of storing the data, pairs, quartets and remaining
keys: MCrpg =D + 2P + Q + K, where K = 21KinUKout|,

Now, let’s discuss the cost of recovering keys. To begin with, for general S-boxes, we present the following
observation.

Observation 1 For an S-box with a size of s bits, given two output differences vy and vy, let Uy and Uy be
the sets of input differences that are capable of propagating to the output differences vo and vy, respectively.
Also, let Ny = [Up| and N1 = |Uy|. Then, it holds that NoN7 > 29.

Lemma 1. For the step IDS.5a’.1, its time complezity is mainly determined by T} = \Q}n\QQq(HjeJo NP ()N ()22 +2din
where CJIEJ represents the ratio of the cost for two S-box operations to the full encryption.

Proof. Let J° = {;4§,...,7%0_,}. For each of the |£2},|? values of (n°,7'°), we have

Ty, = (29" II N7 GRING ()22 2 F2dom =200l (0 <4 < NG = 1).

VISUAAR U NN

Based on the observation, it follows that Tii > Tii 41 for 0 <4 < NJ — 2 with respect to any fixed values
of (n°, 7). In other words, for each (1”,7°), the time complexity is mainly determined by T} ;. Hence, the
time complexity of step IDS.3a’.1 is predominantly determined by 7.

Lemma 2. For the step IDS.3a’.(r 4+ 1) within the range from IDS.3a’.2 to IDS.3a’.(ry, — 1), its time com-
plexity is upper-bounded by

T =| Q;JlPQqQNK%,ﬁNKil( H NI (n5) J\/jr(ng,r))22s+2dm+2dm—2nc¢m’
jeJr

where C/EJ denotes the ratio of the cost for two S-box operations to the full encryption, NK;O represents the
number of bits of the keys that have already been guessed in the previous (r — 1) rounds, and NK,},1 stands
for the number of bits of the keys that need to be guessed for round r in the previous (r — 1) rounds.

Proof. Let J" = {j{,...,jNr_1}- Consider an extreme case in which, for each key guess at round r, we are

required to guess the NKrl’1 bits of keys in the previous (r — 1) rounds as well. Then, for 0 < < N7 —1, we
have

Trl,z — (29)i+12NKi,0+NKi,1< H ./V'jr(77;)'/\[;”(n;r))22s+2din,+2dom—2nC/E)1.
JEIN{GE I 1}

Based on the observation, it follows that Trl, ;> T} for 0 <@ < N — 2 with respect to any fixed values
of (n",n'"). In other words, for each (1",7'"), the time complexity is mainly determined by T;,. Hence, the
time complexity of step IDS.3a’.(r + 1) is upper-bounded by T'!.
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Lemma 3. For the step IDS.3a’.ry, let NKlrl’O denote the number of bits of the keys that have already

T
been guessed in the previous (ry — 2) rounds, and let Kll -1 Tepresent the keys that need to be additionally
].

guessed in the previous (ry, — 2) rounds for the ji*~'-th S-box at round rp —1 (0 < i < NI*~1). Then, the
time complexity of this step is bounded by

NPT
T, = > T _
rp—1 Tb*Lj:b 1
1=0
where
i p—1 -1 p—1/ rrp—1 ; -
Trlb—l,i — (2q)1+12NK( H N’;b (n;b )A/';b (njm ))22s+2dm+2dout 2nC/E,1

. a . —1 . —1
FISAC RN TS

and NK = NK} 1 o+ |U._, K} o

Lemma 3 is rather intuitive, and thus we will not provide a separate proof for it. It should be noted
that only a bound for step IDS.3a’.r, is presented here. Adopting another key recovery order might lead to
a tightened value of T}, _;1. The way to conduct the key recovery in step IDS.3a’.r, and step IDS.3b so as
to obtain the globally optimal time complexity will be discussed in the subsequent section. Eventually, we
arrive at the following theorem.

Theorem 2. The time cost of recovering keys by means of the pre-sieve technique is estimated as follows:

Tl,—l
T! — Z Til + olKinl (Q/ > 2|Kuut/Kin|72Cout)C/E'7
=0

where Q' = 225+2dint2dows=2n qnq O stands for the ratio of the cost for one partial encryption to the full
encryption.

Proof. Once the step IDS.3a’ is completed, there are Q' quartets remaining, and |Kj;,| bits of keys have
already been guessed at this point. Subsequently, in accordance with the estimation approach for the time
complexity of the early abort technique, the time complexity for recovering K,y is given by 2/Kinl x (Q' x
Q‘Kwt/Kf""%O“f)CjE. By combining this result with Lemma 1 through Lemma 3, we have thereby proven
our theorem.

Undoubtedly, we can also choose to recover the keys of the last 7y rounds first. In such case, we will have
guessed |K,y| bits of the keys, and the number of remaining quartets is Q" = |29 |2225+2din =27 which is
reduced by a factor of 22%ut for the first r, rounds. All things considered, we obtain the following results.

Corollary 1. If the keys of the last vy rounds are recovered first, the time cost for recovering keys using the
pre-sieve technique is estimated to be

rp—1
(2\K01Lt|*2dout) Z Til 4 (Q x 2|K0ut‘7260ut)C/E"
i=0
where Q = |29 |222s+2din+2dows =2 qnq O represents the ratio of the cost for one partial encryption to the

full encryption.
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3.2 Partial pre-guess key technique

In the impossible differential style key recovery, the attacker does not make any pre-guesses regarding the
keys. Meanwhile, in the boomerang style key recovery, the attacker pre-guesses all of the Kj;, or K,u:. In
other words, within the existing key recovery methods, the attacker either refrains from making any pre-
guesses or is compelled to guess the entire key of either Kj;, or K. This situation naturally gives rise
to two issues. On the one hand, if we choose to guess all of Kj;,, for the majority of items related to the
attack complexity in the boomerang-style key recovery, it becomes necessary to multiply them by the value
of 2/Kinl Consequently, if the value of |Kj,| is excessively large, the overall complexity might surpass the
maximum complexity that the attack can tolerate. In such a scenario, we can only pre-guess values that are
less than 2/%i»!. On the other hand, aside from pre-guessing K, if we are also able to guess a portion of
K4, then the value of d,,; will decrease. As a result, the overall complexity may also be lowered. In this
situation, pre-guessing values greater than 2/%i»| proves to be more advantageous for reducing the overall
complexity of the attack. Therefore, being able to select the pre-guessed keys in a flexible manner would be
highly beneficial for conducting the attack. To achieve this objective, we propose the partial pre-guess key
technique.

Regarding the states, differences, and keys, we partition them into blocks based on the size of the S-box.
Specifically, assuming that the S-box layer consists of ¢ S-boxes, we define X} = (Ingj, IX5,, AXG AXZTM)7

?{}7 = (IYor,j’H)/?’rvijYoﬁ,j’AY&%J)’ Zj = (124 5,125 3, AZgy s Ay ), and K = (1K 5, IKT 5, T 5, TG )
0<j<t—1).

Given the input difference « of the distinguishers along with the key differences, we are able to back-
propagate them for r, rounds. Consequently, we can define the flag of X7 in the following manner:

0, if AXg; ; and AX3, ; are inactive,
fXG =<1, if AXg, ; and AXJ; ; are active and known,
2, if AXg, ; and AXJ; ; are unknown.

In the same format, we define Y7, fZ7, and fKj. Subsequently, we define a type of directed graph for the
key recovery during the first r, rounds.

Definition 4. The key recovery graph of the first ry rounds, denoted as Gy, is a directed graph. For r =
ry — 1,...,0, its vertices and edges are defined as follows.

- LL: For0<j<t-—1,if X;‘H s a vertex or, although X;H s not a vertex, there exists Z;, with fZ; = 2
that influences X;'H, then add X;'H and all such Z;, that influence X;'H as vertices to the graph. Also,
add edges directed from each Z! to X;H,

- SL: For 0 < j < t—1, 4 Z7 is a vertex or fZ; = 1, then add Z; and Y} as vertices to the graph.
Additionally, add an edge directed from Y% to Z7.

- AKLy,: For 0 < j <t —1, if Y} is a vertex, then add X} as a vertex to the graph. Also, add an edge
directed from X7 to Y7, and this edge is named as K7.

In the graph Gy, certain vertices and edges possess special characteristics, which we define as follows.

Definition 5. For the graph G, and its subgraphs, a vertex that does mot direct edges to other vertices is
referred to as a sink vertex. Conversely, vertices that are not pointed to by other vertices are called source
vertices. Additionally, the edge K7 is termed the associated key.

Undoubtedly, the source vertices are Xg (j € J), where J denotes the set of indices for which Xg functions
as a source vertex within G, or its subgraphs. Given that the differences of the sink vertices are known, we
can establish a relationship that encompasses all the source vertices influencing a specific sink vertex and
then utilize this relationship to filter the keys. In other words, a sink vertex represents a particular condition.
To facilitate independent guessing of the keys, we introduce the concept of independent subgraphs, which is
defined as follows.

12



Definition 6. A subgraph Gys is referred to as a basic subgraph of Gy if Gys contains a source vertex along
with all the vertices and edges of Gy, that have an influence on this source vertex. A subgraph Gy, is called an
independent subgraph of Gy if it is composed of basic subgraphs and if, given the values of IXSJ- and IXSJ
as well as the associated key of Gy; (j € J), where J is the set of indices for which X?- serves as a source
vertex within Gy;, the values of IX?J and IXS’J» can be determined.

For an independent subgraph G, for all vertices Zi € Gpi (0 < j <t—1)and for each X'+t (0 <u <t—1)
that influences Z7, if X! is not a vertex of Gy;, then fX ' < 1. Otherwise, we would encounter unknown
differences when attempting to recover I.X ?J and [ XSJ.. Moreover, the independent subgraph Gp; has the
following property.

Property 1. The independent subgraph Gp; contains at least one source vertex in the form of Z7 or Y
0<r<r-1,0<j<t-1).

Proof. Suppose that all the source vertices of Gy; are X; (0<r<r-—1,0<j<t—1). Let ro denote the
maximum value of r such that X;g (0<rg<r—1,0<jo<t—1)is asource vertex. Then, there exists
a Zmo~! with fZro=1 =2 (0 < u <t — 1) that influences X7 Since fZre—t = 2, there exists at least one
non-source vertex Xﬁ’ (0 < j1 < t—1) within Gp; that influences Zzo’l. Consequently, the source vertex that
is influenced by X;f is also a source vertex of G;. However, this source vertex cannot be X; 0<r<r,—1,

0 < j <t—1), because g is the maximum value of 7 for which X;g is a source vertex. Hence, the property
holds.

Based on Property 1, we can construct the independent subgraphs G; for all source vertices in the form
of Z or Y7 (0<r<r—10<j<t-—1). Specifically, for each source vertex, we examine whether
the corresponding basic subgraph is an independent subgraph. If it is, we retain it. If not, according to
our previous analysis, there exist values of r and j such that there exists X% that is not a vertex of the
independent subgraph Gy;. In such a case, we simply merge the basic subgraph that contains X7 with Gy,
and continue this process analogously until an independent subgraph is formed.

Analogously, for the last 7, rounds, we define X; = (IX7 ,, IX§ ;, AX{y ., AX§y ), Y = (IVY;, IY] ;, AYY, ., AV ),
and Z; = (127,12 ;, AZ, ;, AZgs ;). Given the output difference 3 of the distinguisher along with the
key differences, we can propagate them for r rounds in the forward direction. Consequently, we can define

the flag of X; in the following manner:

0, if AX{, ; and AXgs ; are inactive,
fX; =41, if AX{,; and AXg; ; are active and known,
2, if AXT, ; and AXgs ; are unknown.

In the same format, we define fY;, fzg, and fK;. Subsequently, we define a type of directed graph for the
key recovery during the last r; rounds.

Definition 7. The key recovery graph of the last ry rounds, denoted as Gy, is a directed graph. For r =
Ty +7Td,...,Tp +7q + 1y, its vertices and edges are defined as follows.

- AKLy : For0 < j<t—1,if X; is a vertex, then add Y; as a vertex to the graph. Also, add an edge
directed from Y; to X;, and this edge is named as K;

- SL: For0 < j<t-—1,if Yg s a vertex or fY; = 1, then add ZZ and Y; as vertices to the graph.
Additionally, add an edge directed from Z; to Y;.

- LL: For0<j<t—1, ifZ; is a vertex or, although Z; s not a vertex, there exists X:}H with fXZH =2
that influences Z;, then add Z; and all such X:}H that influence Z; as vertices to the graph. Also, add

edges directed from each XZH to Z;.

13



The definitions of sink vertex, source vertex, and associated key for the key recovery graph G, are also
applicable to Gy. Similarly, the definitions of basic subgraphs and independent subgraphs are analogous.

Definition 8. A subgraph G is called a basic subgraph of Gy if Gys contains a source vertex along with
all the vertices and edges of Gy that have an influence on this source vertex. A subgraph Gy; is called an
independent subgraph of Gy if it is composed of basic subgraphs and if, given the values of IY”H‘#” and

Iylrb_+rd+rf T o tratry
3J

as well as the associated key of Gy; (j € J), where J is the set of indices for which Y;

+rat +rat
serves as a source vertex within Gpi, the values of IV, " and IYy 5 """ can be determined.

For an independent subgraph Gy, for all vertices X;H € G5 (0 < j <t—1) and for each ZZ (0<u<t-1)

that influences X , if Z,, is not a vertex of G;, then fZ. < 1. Otherwise, we would encounter unknown
differences when attemptlng to recover IV, ; and T YO Moreover, the independent subgraph Gy; has a
property similar to that of the independent subgraph gbz, which provides a method for constructing the
independent subgraph Gy;.

Property 2. The independent subgraph Gy; contains at least one source vertex in the form of X7 or Y7
0<r<mn—-1,0<j<t-1).

For a block cipher, we can calculate all the independent subgraphs of the key recovery graph of the first
rp rounds Gy and the key recovery graph of the last ry rounds Gy. The associated keys of these graphs can
be pre-guessed. Assume that we choose to pre-guess the associated keys of I, independent subgraphs Gy, ;,
(0 <y < Iy — 1) and Iy independent subgraphs Gy;;, (0 < iy < Iy — 1). Before presenting the attack in
detail, we introduce the following new notations.

- Apin, dpin: Apin represents the set of the part of plaintext differences that is involved in Gp;;, (0 < 4 <
Iy — 1), and dpin = logy |Apinl.

- Avin,drin: Arin represents the set of the part of plaintext differences that is not involved in Gy, 5, (0 <
iy <lp— 1), and dys, = logy |Avinl-

- Apout; dpout: Apour represents the set of the part of ciphertext differences that is involved in Gy; i, (0 <
iy <ly —1), and dpour = logy | Apout|-

- Avouts drout: Arour represents the set of the part of ciphertext differences that is not involved in Gy; ;,
(0 < Zf < lf - 1)a and dyous = 10g2 ‘Arout‘-

- Kpin, Kpout: the associated keys involved in Gy, (0 <1y <1 — 1) and Gy i, (0 <ip <1lp—1).

= Krin7 Krout: Krin = in/Kpina and Krout = Kout/Kpout~

= Crin, Crout: 27 °im and 27 ¢eut denote the probabilities of reaching the distinguisher differences o and
from differences in A,;, and A4+ under the values of Ap;y, and Ay, respectively.

Take the boomerang style key recovery as an example. The overall improved attack process is detailed
as follows. The overall improved attack can be divided into four steps: BS.1’, BS.2’, and BS.3’. The step
BS.1’ and BS.3’ are the same as BS.1 and BS.3 of the boomerang style. The step IDS.2’ is detailed as
follows.

-BS.2%: Guess all the keys Kpin U Kpout:

-BS.2a’: For all possible values of (IX{;,IX{ ;) in the source vertex X} of Gy s, (0 < iy < Iy — 1),
obtain the corresponding (IX? T IXSJ) and store them in the table PT. Similarly, for all possible
values of (IYTHT‘#” IYOT;JrrdHf) in the source vertex Y;b“d“f of Grii; (0 <iy <ly—1), obtain
the corresponding (I Y;;JFWJFW i Y;Z”fr” ) and store them in the table CT.

-BS.3b’: Under the 2519~ plaintexts, for the index j where Xg is the source vertex of Q{ffi’ (0<i<lp—1),
look up PT to obtain the value of (IX?]7

enumerate all values of difference. Finally, we can construct P = 25T rint2drin pairg,

I Xg,j). For the remaining positions of active differences,
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-BS.3¢’: Store (IX9, 1Yy "7 1X0, 1y "7 into a hash table Hy indexed by n — |2, bits
of Cp and n — |£24y:| bits of C; and indexed by the index j where Y;ﬁrdwf is the source vertex
of Gk (0 < i <y — 1). For each (IX9, 1V, "™ 1X9,1v;*"""7) look up the hash table Hy
to find the corresponding (1X9, IYOT””-F”,IX?, IY{bH”rf). For the index j where Y;”+Td+rf is
the source vertex of g’;g (0<i< ly — 1), look up the table CT to obtain the possible value of
(IY{;T”H’",IYofzwd'i'Tf). On average, we can find 25Fpint2drin=Q2(n—dout)+2dpous) (P Cy, Py, C1)
corresponding to each (Py, Ca, P3, C3). Finally, we obtain Q = 25+ dpint2drintstdpint2drin=(2(n=dout) +2dpout) —
92(stdpin+2drin)+2(dout —dpour—1) quartets that have differences in £2;,, and Q2.

-BS.4c’: Adopt the early abort technique to recover the remaining keys K,;, and K, for the Q
quartets.

Complezity. The data complexity is DCgg = 22t5+din  For the time complexity, it consists of five parts:

Cost of data generation: D = 22+s+din,

Cost of building pairs: 2/KrinUEpoutl 5 2P x O7. where P = 25+dpint2drin and C%, is the cost of the partial
encryption and decryption of building pairs.

— Cost of producing quartets: 2/5pinUKpoutl 5 Q.

Cost of adopting the early abort technique to recover keys: The time complexity of this step is estimated
to be 21KpinUKpoutl 5 (Q x 21KrinUKrout|=2(crinterout) )OI where CY; is the ratio of the cost for one partial
encryption to the full encryption.

Cost of final exhaustive search: Let N; be the number of active S-boxes at round r that are not in the
independent graph. In the early abort technique, the probability that the difference A,;, propagates to
Q18 prin = QS'NbI/QS'N!? X oee X 1/25'1\71:1)_1 = 25Ny = 9—drin, Analogously, it holds pyou: = 2~ %°ut. Thus,

_o(2s+2d;, —2n)
b= (1 - (prinprout)Q) 2 x 2k,

Q — =2 harefore, the cost of this step is p- 2% = e
The memory complexity will be determined by the cost of storing the data, pairs, quartets and remaining
keys: MCpg =D + 2P + Q + K, where K = 2/KinUKout|,

3.3 Precise complexity evaluation technique

Currently, automated methods enable the automatic search for the optimal key recovery strategy by mod-
eling each step of the attack. Specifically, the attacker employs an approximate formula to assess the time
complexity of the early abort technique. However, there are two issues. Firstly, if the time complexity of the
early abort technique preponderates over the overall complexity, the outcome obtained using the approxima-
tion formula may not necessarily be the optimal one. Secondly, even if the approximation formula is utilized
to derive the optimal solution, it is still necessary to manually deduce the specific key recovery process in
order to present the detailed attack steps, which is undeniably complex and tedious.

First, we combine the pre-sieving technique with the partial pre-guess key technique and provide a unified
account of the key recovery attack. It should be noted that the impossible differential style and boomerang
style key recovery attacks are particular instances of our attack. The configuration of the attack is detailed
as follows.

- Pre-guessed key K,;,. Compute all the independent subgraphs of the directed graphs for key recovery
in the first 7, rounds. Then, select the associated keys of I, independent subgraphs Gy, ;, (0 < i <[ —1)
as Kpin.

- Pre-guessed set K. Calculate all the independent subgraphs of the directed graphs of the key recovery
in the last ry rounds. Subsequently, choose the associated keys of I; independent subgraphs Gy;;, (0 <
ip <lf — 1) as Kpin.

- With/without the pre-sieving technique in the first r, rounds. Let {27, denote the set of differences
at round r that are obtained by propagating from the differences o and the key difference and are not
involved in Gz, (0 <ip <1, —1), and let d2. = log, |20, |. Let N{ be the number of active S-boxes

in
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at round r that are not in the independent graph and J; = {jg, ... ,jj\,brfl} be the index of the active

S-boxes. If the early abort technique with the pre-sieving technique is used in the first r, rounds, we

pre-calculate the set of difference 2%, . Otherwise, this set 2%, traverses all possible values of d.;, bits.

In the absence of the pre-sieving technique during the first r, rounds, the key recovery attack is essentially
the improved boomerang style key recovery attack. Therefore, in this context, we will only elaborate on the
key recovery attack that incorporates the pre-sieving technique within the first r, rounds.

-1: This step is identical to step IDS.1 of the impossible differential style.
-2: Guess all the keys Kpin, U Kpous:

-2a: This step is the same as step BS.2a’ of the improved boomerang style.

-2b: Under the 25t%in plaintexts, for the index j of the source vertex Xg of Guii, (0<1ip <l —1), we
look up PT to obtain the value of (IX ?’ gl Xg, j). For the remaining positions of active differences, we
traverse all possible values of the difference of 29, .
28+d0 +din

Eventually, we can construct P = |29, [25+din =

rin airs.

-2c: Insert (IX?, IY P X0 1y into a hash table Hy which is indexed by 7 — [, bits
of Cy and n — [£2,,¢| bits of C; and also indexed by the index j where Y;””“f is the source vertex
of Gk (0 < i < Iy — 1). For each (IX9, IV, ™" 1X9,1vy*""*™"7) look up the hash table Hy
to find the corresponding (IX0, IYy* ¥ 1X0 Ty**"4¥"7) When the index j where Y;””Jﬂf

is the source vertex of Q’;”z (0 <14 <ly—1), we look up the table C'T to get the possible value of

0 R _
(IY1T‘1;+Td+7‘f’IYOT;+Td+’I"f). On average, we can find 98+d) i Fdin—(2(n—dout)+2dpout) (Py, Co, P1,C}) cor-

responding to each (Py, Cy, P, C3). Finally, we obtain Q = 25+ drintdintstdy;, +2din—(2(n—dout) +2dpour) —
92(s+d7i, Fdin)+2(dout=dpour—n) quartets that have differences in 2;, and 2,,¢.
-2d: Recover the keys K.,.;, and K, o, Assume that the keys in K,;, are recovered first, and then the
keys in K4+ are recovered.
-2d.1: At round 0, let ° and 7'° be the output difference of the S - box layer in round 0 and be
derived from « and the corresponding key differences. Then there are |2, |? possible values
of (n°,n’°). For each value of (n°,7%), there are (e NP (NP ()22 +2din +2dous =2dpous=2n
quartets that may propagate to it. For those quartets and each j € J?, we guess the 2° possible
keys I Kg’ ; and filter the quartets according to the output difference (n?, 77}0) in turn. Finally, for
each guessed key, |21, [2225+2din+2dout=2dpout=2n quartets remain.
-2d.2 - 2d.(rp, — 1) : At round 7 (r > 1), let " and 1" be the output difference of the S - box layer
in round 7 and be derived from a and the corresponding key differences. Then there are |£27;"!|2
possible values of (n",n'") under each guessed key. Under each guessed key, for each value of
(n",m'"), there are (HjerT N'jr(U?)Aff(U;‘T))QZHMWJFMO“72d1"”“*2" quartets that may propagate
to it. For those quartets and each j € Jy, we guess the 2% possible keys I K ; and the necessary
unguessed keys in round 0 — (r — 1), and filter the quartets according to the output difference
(nf,m7") in turn. Finally, for each guessed key, | QF1|2925+2din+2dous =2dpout =21 quartets remain.
-2d.7, : At round r, — 1, let n™* ! and "1 be the output difference of the S - box layer in round
ry, — 1 and be derived from a and the corresponding key differences. Then the values of " and
7" are uniquely determined by the input difference of the IBD. Under each guessed key, there

are (Hjngbfl ./V'jrb_l(T);b_l)./\/';b_l(T);Tb_l))22”2[11'"*2‘10”72%0”*2" quartets that may propagate

to it. For those quartets and each j € Jl:rl, we guess the 2° possible keys IK&’{l and the
necessary unguessed keys in round 0 — (r, — 2), and filter the quartets according to the output
difference (77?_1777;”_1) in turn. Finally, for each guessed key, Q' = 225F2din+2dout—2dpous—2n
quartets remain.

-2d.(rp + 1) : Adopt the early abort technique to recover the remaining keys Ko, for the Q'
quartets.

-3: Exhaustively search for the remaining keys.

16



Complezity. The date complexity is DC = 2275+ For the time complexity, it consists of five parts:

— Cost of data generation: D = 22+s+din,
Cost of building pairs: 2/KrinUKpoutl 5 2P x O}, where P = 25Fdintdrin and C}, is the cost of the partial
encryption and decryption of building pairs.

Cost of producing quartets: 2/5pinUKpoutl . Q.

— Cost of recovering keys: Unlike the traditional methods that use estimation, we will present a method
below to directly obtain the detailed key recovery steps, and then obtain the globally optimal time
complexity.

— Cost of final exhaustive search: the cost of this step is p - 2*, where p = (1 — 2’261“””)@ =

_92s+2di, —2n

The memory complexity will be determined by the cost of storing the data, pairs, quartets and remaining
keys: MC =D+ 2P + Q + K, where K = 2/KinUKoul,

The complexity of the other steps is very clear. Thus, we put forward the method for obtaining the
time complexity associated with recovering keys, and then obtain an accurate representation of the overall
complexity. Similar to the proof of Lemma 1-Lemma 3, we have the following results.

rin

Lemma 4. Regarding step 2d.1, its time complezity is mainly determined by T? = |2} \QQQ(HjGJS NP (NP ()22 +2din+
where CJ/EJ represents the ratio of the cost for two S-box operations to the cost of a full encryption.

Lemma 5. For the step 2d.r between 2d.2 and 2d.(ry, — 1), its time complexity is bounded by

T2 = |Q:;;L1|22<12NK3.0+NKE,1( H er(njr)/\/f(n;r))22s+2dm+2dm,t—2dpm,t—2nC/E717
jegr

where 0}3,1 is the ratio of the cost for two S-box operations to the full encryption, NK,Q.,O s the number of
bits of the keys that has been guessed in the prior (r — 1) rounds already, and NKf,l is the number of bits of
the keys that need to guessed for round r in the prior (r — 1) rounds.

Lemma 6. For the step 2d.ry, let NKfrl’O is the number of bits of the keys that has been guessed in the
prior (rp, —2) rounds already, and Kf -1 05 the set of keys that need to addition guessed in the prior (1, —2)
J

g

rounds for the jI*~'-th S-box at round r, — 1 (5! € Jbrb_l,O <i< Nb”’_1 —1). For a given key recovery

order jir(f_l, ... ,j:b:b{l , the time complexity of this step is
Nb —1
rp—1
NPT -1
2 _ Z 2
T’rb - T’fb—l,iu7
u=0
where T2 _, ;= (29)"F2NE(T] _ vyor gt g N’_Tb—l(nr_b—l)/\/'_rb—l(n/_rb—l))22s+2dm+2dom—2dpout—2ncbl
b—1,%4 JEJ, /{]'io ,...,Ji“_l} J J J J )

and NK = NK7, 1o+ Uj_o K7 .

In the final 7§ rounds, we employ the early abort technique to recover the remaining keys K. Recall
that, based on the key recovery graph of the last 7y rounds G, each sink vertex represents a condition.
According to the early abort technique, there are cout/q (2¢)-bit conditions. Specifically, for each sink
vertex v, let C7 be the set of source vertices that affect v, and K7 be the set of corresponding keys. Then, we
can establish a relationship among C{f , K{f and the differences of v. Such a relationship is, in fact, a (2¢)-bit
condition. To obtain all ¢,.u:/q (2¢)-bit conditions, we can iterate through all sink vertices v. If not all keys
in K, have been guessed, then we set a condition and mark all keys in K,, as guessed. To determine the time
complexity, we have the following lemma.

Lemma 7. For the step 2d.(ry, + 1), let Nbi,o is the number of bits of the keys that has been guessed in
the prior vy steps already, vo, ..., v, ../q—1 ore the sink vertexes that derive the Crout/q (2q)-bit, and K{i be
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the set of the associated keys of v;(0 < i < ¢rout/q —1). For a given key recovery order io, ... i, /q—1, the
time complezity of this step is

Crout/q_l
2 2
T7"b+1 = Z Trb+17iu7
u=0
where T2, = Q/(2-)"2%, where NK = NK?, o+ | UtLo K7, |.

Taking into account Lemma 4-Lemma 7, the overall time complexity of key recovery can be summarized
as follows.

Theorem 3. Let j;)b_l, . ,j;b:b{l be the key recovery order of step ry and io,...,ic,,,,/q—1 e the key
N 1

b
recovery order of step T, + 1. In the case of using the pre-sieve technique and the keys in K.;, are recovered
first, the time cost of recovery keys is T? = Z:S{l T?, where the time complexity T?(1 < i < r, + 1) and
other notations are defined as Lemma 4-Lemma 7.

Undoubtedly, we can also choose to recover the keys of the last r¢ rounds first. In such case, we will have
guessed |K,,¢| bits of the keys, and the number of remaining quartets is Q" = |20, |2225+2din=2n " which is

rin

reduced by a factor of 22%ut for the first 7, rounds. All things considered, we obtain the following results.
Corollary 2. Let jfob_l, e ’jirzi:blfl,l be the key recovery order of step ry and io, ... ,ic,,,,/q—1 be the key

b
recovery order of step ry + 1. In the case of using the pre-sieve technique and the keys in K.yt are recovered
first, the time cost of recovery keys is T3 = Z::lrl T}, where T} | = ZC”“t/q_l T3 4, with T3\, =

T u=0
f
Q(Q—Zq)u2|le |} and Tvi3 — (2|K0ut|—2dout)7';2(1 <i< Tb)-

Certainly, when we don’t use the pre-sieve technique, we will obtain (¢in + Crout)/q (2¢)-bit conditions
for (¢rin + Crout)/q source vertices.

Corollary 3. Let K} be the set of corresponding keys that on the path from plaintexts or ciphertexts to the
vertices v, and i, ..., i(c ;. +crou)/q—1 b€ the key recovery order. Then the time cost of recovery keys is

(crintcrout)/q—1
= ) T,
u=0
u 4
where T} = Q(272q)u2‘ul:°K”l .

Based on the previous discussion, we have furnished an accurate depiction of the complexity of the entire
attack. This enables us to automatically search for the optimal key recovery strategy. It should be noted that
the time complexity of key recovery is one component of the overall time complexity. Thus, if for a particular
given key recovery order, the time complexity of key recovery does not surpass the time complexity of other
steps, then the overall complexity is not strongly correlated with this specific item. Consequently, it can
also be inferred that this key recovery order exhibits a globally optimal time complexity. Therefore, we can
employ the greedy algorithm to recover the keys. That is, in each step, we select the keys that demand the
fewest guesses for recovery. If the final time complexity of key recovery indeed does not exceed the time
complexity of other steps, then the key recovery order is considered optimal.

When the final time complexity of key recovery exceed the time complexity of other steps, we need to
utilize optimization methods to search for the optimal key recovery strategy.

4 The Full-round Related-key Impossible Boomerang Attack on ARADI

In this section, we first propose the 11-round RK-IBDs. Then, we add 2 rounds before the distinguisher and
3 rounds after the distinguishers to launch the 16 rounds IBA.
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4.1 Specification of the block cipher ARADI

The block cipher ARADI is a low-latency block cipher, which is based on Toffoli gates and has a 128-bit
block size and a 256-bit key size [BGGT23]. The overall encryption function is defined as follows:

E =T, 0 (A157Tg,;) 0 -+ 0 (AemTy, ) o (A17Thy ) © (AoTThy)-
Where,

- m: m is the S-box layer, it uses 32 identical 4-bit S-boxes in parallel.
- A4,.(0 <r <15): A, is the r-th linear map, and the indices of the A, are reduced modulo four.
- 7, (0 < r < 15): 73, is the key addition layer, the 128-bit round key k, is XORed with the internal state.

One round of ARADI is shown in Figure
The internal state at r-th step of the key schedule of ARADI is represented by an array of eight 32-bit
words (K§, K7,...,KT), and

[ KyIKT|K3IIKS, 7 mod 2 =0,
"\ KGI KK ||ES, rmod 2 = 1.

In each step, K7 || K7 and KJ || K7 are processed through a 64-bit linear transformation My, while K73 || K73
and K} || K7 undergo a 64-bit linear transformation M;. This is followed by a word-level permutation P, pnoq 2,
where Py = (1,2)(5,6) and P; = (1,4)(3,6). The linear transformations My and M; operate on the 32-bit
inputs (a,b) as follows:

Mo((a,5)) = (Skala) ® b, S (6) ® Shy(a) 1)

My((a,b)) = (S32(a) &b, S55(0) @ Sis(a) B ) ,

where SJ, donates the left circular shift j-bit on a 32-bit word.

4.2 The 11 rounds RK-IBDs of ARADI

To enable the addition of as many rounds as possible before and after the distinguisher, we expect the weights
of the input and output differences of the distinguisher to be as small as possible. Therefore, by adopting
the same concept in [BCL124,7], we propose a more concise way to obtain the RK-IBDs.

- Define the flag of difference. Partition the difference into blocks according to the size of the S-box, for a
given difference, the flag of the difference is defined as fs with 0 < fs < 29, where 0 < fs <27 —1
represents the real values of the difference of this S-box and fs = 29 represents unknown differences.

- Define the propagation rule of the flag of difference through each operation.

- S-box: Let fsg and fs; be the types of input and output differences. Then,

07 fSO = 07
fs1=
2q,f80 > 0.

- Xor: Let fsg and fs; be the two types of two input differences of Xor, and fsy be the type of output
differences. Then,

2%, otherwise.

fs _{fSOEBfSLfSOSQS_LfﬁSQS—L
y =

For other linear transformations, its propagation rules can be derived according to Xor, and it will
not be elaborated here.
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- Detect the RK-IBDs. For the input difference «, output difference 3, the master key difference AK in the
upper trail, and the master key difference VK in the lower trail, propagate these differences for r rounds
in the forward and backward directions respectively using a Python or C program. Subsequently, detect
the S-box where the flag of the input difference fsg < 2° — 1 and the output difference fsy < 2° —1. It
should be noted that, in this scenario, the flag of the difference is the difference value. Therefore, we can
examine the BCT to ascertain whether ((«, o), (8,8)) is an r-round RK-IBD under the key difference
(AK,VK) or not.

Although in [BCL'24] the difference is divided into four types, the types of any non-zero difference
and any difference essentially play the same role. As a result, they can be combined into a single category.
Moreover, the propagation rules of our method are identical to those of the original method. Consequently,
our method is simply a simplified rendition of the original one. Its advantage lies in the fact that it does not
depend on a third-party solver and can be implemented both quickly and concisely.

\ Y o --¥----- --=--
r+1 r+1 r+1 r+1 |1 r+1 r4+1
A EE S i C e T

L

\ \ ) il e S ¥ - -

1
r+3 r+3 ~r+3 r+3 |1 r+3 r+3 r+3 r+3 |
|I<0 | |I(V1 | |K2 | |K3 |I |}<4 | |I<5 | |]<6 | |K7 |
1

Fig. 4. One type of 3-round key difference of ARADI
We use our method to search for the RK-IBDs of ARADI. Firstly, it has been found that there exist
3-round probability-1 related-key differentials in ARADI.
Theorem 4. For Vrk € F32, let Ak™ be the key difference at round r. Then Ak™ = (Mo, A1, Ao, A3), Ak™HL =
Akr+2 = 0, and A]CTJFS = (wg,O,wl,O) fO?” r mod 2 = 0, where (X(),O) = M0(>\0,>\1), (Xl,O) = Ml()\2,>\3)

(0, k) = Mo(xo0,X1), and (wo,w1) = Moy(k,0). Meanwhile, the difference of the master key AK be got by
calculating (Mo, A1, A2, A3,0,0,0,0) r rounds in the backward direction.

Proof. As shown in Figure 4, let Ki” = K, then this theorem holds.
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Y

Fig. 5. One type of 3-round key difference of ARADI

Let Az"™ be the difference at round r before the operation key addition, and Ay” be the difference at
round r after the operation key addition, then Az"™ = AkE"™ = 0 — 0 — Ay™+2? = AE™? is an 3-round
related-key differential with probability of 1 under the master key difference Amk.

Similarly, according to Figure 5, we can construct another type of 3-round related-key differential with
probability of 1. We only detail the key differences here.

Theorem 5. For Vi € F32, let Ak" be the key difference at round r. Then Ak™ = (Ao, A1, A2, A3), Ak"™ 1 =
AK™2 =0, and AK™3 = (0,wp,0,wq) for 7 mod 2 = 0, where (xo,x1) = M1(0,k), (wo,w1) = Mi(x,0),
and (Ao, A1) = Mo(0,wp), (A2, A\3) = M1(0,w). Meanwhile, the difference of the master key Amk be got by
calculating (Ao, A1, A2, A3,0,0,0,0) r rounds in the backward direction.

With the 3-round related-key differential with probability of 1, we can construct the IBD as follows.

Construction. Let (o, @core) be an 3-round related-key differential with probability of 1 under the master
key difference AK form round ry to ro + 3, and (Beore, ) be an 3-round related-key differential with proba-
bility of 1 under the master key difference VK form round 7 — 3 to r; (rg mod 2 =0, (r; —3) mod 2 = 0),
if ((Qcores Qcore)y (Beore, Beore)) is an (r; — rg — 6)-round IBD under the master key difference (AK,VK),
then ((a, @), (B, 8)) is an (r; — rg)-round IBD from round rg to round r; under the master key difference
(AK,VK). Note that, for either of the two construction methods of the 3-round related-key differential with
probability of 1, the values of a, acore and AK is fully determined by a 32-bit value «,,, and the values of
B, Beore and VK is fully determined by another 32-bit value (,. Therefore, we we can search for IBD within
given ranges of a,, and [3,.
Result. We set g = 2 and r; = 13, with «,, and 3, each having only 1 bit activated. The overall search space
amounts to 32 x 32 x 4 = 2'2. By employing our search method, we obtain 97 11-round RK-IBDs within
258.06 seconds. One of these RK-IBDs is presented as follows and is utilized to implement our subsequent
attacks.
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Theorem 6. Let a be a 32-dimensional tuple with ag = 8, a5 = 1, aig = 2, ez = 4 and 0 otherwise, and
B be a 32-dimensional tuple with By = 10 and 0 otherwise. Then ((o, ), (B, 8)) is an 11-round IBD from
round 2 to round 13.

Proof. We prove this theorem by contradiction. Let ccore be a 32-dimensional tuple with agore,0 = 10 and 0
otherwise, and fBeore be a 32-dimensional tuple with Beore,0 = 8, Beore,15 = 1, Beore,16 = 2, Beore,23 = 4 and
0 otherwise. As shown in Figure 6, (o, @core) and (Beore, 8) both are 3-round related-key differential with
probability of 1. By propagating the acyre 3 rounds in forward direction, and B.ore 2 rounds in backward
direction. Then, in the 13-th S-box at round 8, it holds BCT'(4,2) # 0. However, according to the property
of S-box, it holds BCT'(4,2) = 0. This is a contradiction.

4.3 Full-round Related-key Impossible Boomerang Attack on ARADI

We add 2 round before and 3 round after the 97 11-round RK-IBDs, and attempt to utilize our novel technique
to identify a full-round attack of ARADI. That is, the sum of the data complexity, time complexity and
memory complexity is less than 2256, Finally, a full-round attack based on the distinguisher in Theorem 6 is
detected. In this full-round attack, we pre-guess 12-bit key in K, and 8-bit key in K,,;, apply the pre-sieving
technique in the first r, rounds, and adopt the greedy algorithm to recover the keys. The overview of the
full-round attack is shown in Figure 7 and Figure 8. In the last 3 rounds, we exchange the operation 7, and
A;—1(i = 14,15,16). Before we launch an attack, we introduce some notations.

Notation 1 For determined differences AKY, = AKY;, AK}, = AKL; and AZLY, = AZL,, define

Sy, = {e|AZy, = €}

Sx, = {010 = e ® AKj), e € Sy, },

Sz, = {AA = 40(0),0 € Sx, },

Sy, = {o|A N o, where \i = 0,1 € I ={7,12,13},Xj = X;,j € Z3a/I, and )\ € Sz,},
Sx, = {w|lw=0® AK{,,0 € Sy, }.

Let |S| donate the size of the set S, then
1820 = 1Sx, | = 8w, | = [T N} (AZgy ),
jeJ
where J = {0,9,10, 15, 16,17, 23,26, 27}. And
‘Sxol = ‘SY0| = Z H-/\[]Q(ryj)a

’YGSZO jed

where J = {0,2,3,4,5,8,9,10,11,15,16, 17, 18, 21, 22, 23, 24, 26, 27, 28, 29, 30}. For the block cipher ARADI,
and the fixed differences AKY,, AK},, AZY, = AZL,, we obtain |Sx, | ~ 28007 by exhaustive search.
Data Collection.

- Data generation. For all 2" plaintexts P, we get the corresponding ciphertexts (Cp, C1, C2,C3) under
four keys (K, K @ AK, K ® AK ® VK, K ® VK). Then, we guess K&f’} and K&gg, and partial decrypt
the ciphertexts to obtain W; = A;5(C;)(0 < 4 < 3), and

STY W, @ Kl6),j€J=1{7,29
‘/Zj:{ ( ,j@ 'L,])?Je {a }7 (OSZS?))

Wi j € Zsz/J,

Finally, for each guessed key, we create four tables T; = {(P, V;)|P € F32}(0 < i < 3).
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- Pair generation. For j € Zso, let I X&j and 1 ng traverse through all possible values.
- For j =1,6,14,19,20, 25,31, we set IX?J- = IXg’j and IXS_J- = Ingj.
- For j = 7,12,13, we guess I K{ ; and calculate

IX?; =SN(SUXY,; @ IKQ ;) ® AZy ;) @ IKQ ; & AKo
IXSJ = 5*1((5(1X§7j ® IKg,j ® VKo ;) ®AZy; ) @ Ingj ® AKo; ® VKo j.

- For the remained position j and all differences w,w’ € Sx,, we set IX?J = IXg,j ® w; and IXQOJ. =
X3 ;B wj.

Finally, we guess 12-bit keys, and for each key, we get 2"|Sx,| = 220897 pairs (X§, X?) and 2"|Sx,| =

2208.07 pairs (X9, X9).

- Quartets generation. For each guessed keys K%, 1Kj%, I1KQ;, 1K§ 5, and IK§ 3, we adopt the
following method to construct quartets. For all 2"|SXO| pairs (IX0,1X?), we get the corresponding
(Vo, V1) by lookup table Ty and Tj. Then, we insert those values to a hash table Hy index by the j-th
(j € J) column of V; and the j-th (j € J) column of Vi, where J = Z35/{0,1,4,7,10, 11, 21, 25,28, 29, 31}.
For each 2"|Sy,| pairs (IX3,I1XY), we get the corresponding (Va, V3) by lookup table T» and T3, and
lookup the hash table Hy to find the corresponding (IX§, Vo, IX?,V;) such that

4,5 =1,
VE],j @ V3’j = Vl,j () ‘/Q,j = 2,.7 — 297
0,5 € Z32/{0,1,4,7,10,11,21,25,28,29,31}.

Finally, we get Q = |Sx,|? - 22drout = 223214 quartets, where d,ou; = 4 x 9 = 36.

Guess-and-Filter. For each 20-bit keys IK367, IK§%, IK§ 7, IK8712, and IK8713, we make use of the @
quartets to eliminate wrong key bits, and then exhaust the remaining key bits to recover the full key.

1. Guess the keys of the active difference in the first round. For € € Sy, and € € Sy,, (e,¢)
correspond to [T;c jo NP (Aj)ND (X)) - 22¢revt quartets, where A = Ag(e ® AKgy), X' = Ao(€' @ AKg,;) and
J%=10,2,3,4,5,8,9,10,11,15,16,17, 18,
21,22,23,24, 26,27, 28,29, 30}. Let

J JO JOl JOO/{JSO} J02 JOl/{ng},

J021 JOQO/{JOQO} J022 J021/{J021}:®.

Then, for ¢ 6 {1,2,...,22}, we repeat the following steps to recover the keys.
- Li(p=JY ) Guess 2* possible values of IK§ ,, partially encrypt (IX¢ ,,IX} IX§  IXJ ) one S-
box, then use the known difference (A, Aj,) to filter the quartets. There are about [ ;¢ jo.i-1 N (AHNT(X)-
22drout - (1/(NPNHNY (X)) = TLieso.s N7 (1)ND (7)) - 22¢revt remaining quartets. The time com-

plexity of this step is

IT MYOHANDN) - 22w x (24)F x 4/(32 - 16) = 2132 drow 4 T ND(X)NT (X)),

jEeJ0i—1 jEJOi—1

Finally, for each possible (¢, €’') and IKg ,(p € J°), there remain 2**«* quartets. Since we have [, 1
pairs (e,€'), where J' = {0,9,10,15,16,17,23,26,27}. Thus, for each IK{ ,(p € J°), there remain
22drout [Les W} (AZg, ;))? quartets.
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2. Guess the remained keys in the first two rounds. Let

={0,9,10,15,16,17,23,26,27}, P, = {0,5, 24},
1'={9,10,15,16,17,23,26,27}, P, = {10,15, 18},
2 =19,15,16,17,23,26,27}, P, = {4,15,23},

3 =19,16,17,23,26,27}, Ps = {2,16,21},

1 =19,17,23,26,27}, Py = {3,17,22},

> =19,23,26,27}, Ps = {9,23,28},
={9,26,27}, Ps = {13,16,27},

" =1{9,26}.

Then, for i € {1,2,...,7} and J' = {0,10,15,16,17,23,27}, we repeat the following steps to recover
the keys.
- 2.i(qg = J} |): Guess 2* possible values of TK} > Dartially encrypt (IX{,,IX] ,IX;  IX3 ) one S-

box, then use the known difference (AZj, ,, AZj, ,) to filter the quartets. There are about 22¢rout [T N} (AZg,
(1/(AZ5, ;)?) = 22drout Hjejl,i(./\fjl(AZ(}Lj))2 remaining quartets. The time complexity of this step
is
2108 X 22d7‘out H (A/'Jl (AZ(%LJ))ZL X (24)1 X 2/(32 . 16) — 2100+2d7~uut+4i H (-/\[JI(AZOILJ))2
jeJl‘i_l jeJl,q‘,—l
After that, we adopt the following two steps to recover the keys.
- 2.8: Guess 2% possible values of K 1,,IKj o, partially encrypt (IXQ,,, IX?,,,1X9,,,1X5 ;) and
(IX§,, IX] ,,1X; ,,1X3,)(p =9,17) one S-box, then use the known difference (AZg, 9, AZj; o) to
filter the quartets. There are about 22%out T, _ 1, - (N} (AZG, ;))*(1/(AZg; )%) = 224ront (NG (AZG) o6))?
remaining quartets. The time complexity of this step is

2196 x 92row TT (N (AZG, ;)7 x 2° x 8/(32 - 16) = 2!38+2drewe TT (N](AZg, 1))
GjeJuT jeJut

- 2.9: Guess 2% possible values of IKO 31,IK0 26, partially encrypt (IXO 31,IX{) 31,IX2 31,IX3 31) and
(IX§,, IX{,, 1X5,,IX3 ) (p = 12,26) one S-box, then use the known difference (AZ01 265 AZm 26)

1,p»
to filter the quartets. There are about 2%%rout (NG (AZ) 56))? - (1/(AZg 96)%) = 92drous remaining
quartets. The time complexity of this step is

214 x 220rent (N (AZpy )7 X 2° X 8/(32 - 16) = 2102wt (NG (AZg 96))%.

3. Guess the keys in the last three rounds.

- 3.1: Guess 2% possible values of IKO 0> IKO 2% partlally encrypt (IX&GI;,IX%GI;,IX%(Z,IX%FI;) one S-box
(p = 0,28), then use the known difference (VX3 0, VX33 o) to filter the quartets. There are about

22drout=8 remaining quartets. The time complexity of this step is 2152 x 22drout x 28 x 8/(32 - 16) =
9154+2d,our

- 3.2: Guess 2* possible values of IK&%D partially encrypt (1X3%,,1X1%,,1X1%,,1X}%,) one S-box,
then use the known difference (VX12 21, VXG5 '51) to filter the quartets. There are about 22dreut—16

remaining quartets. The time complexity of this step is 2192 x 22drout=8 » 28 » 24 » 4/(32 . 16) =
914942drout

- 3.3: Guess 28 possible values of IK&E{ and IK&%, partially encrypt (IX&g,IX}g,IX}g,IX}g) one
S-box (p = 4,11), then use the known difference (VX12 2 VX33 ,) to filter the quartets. There are

about 22¢rout=24 remaining quartets. The time complexity of this step is 2152 x 22drout =16 912
28 % 8/(32-16) = 2150+ 2drout,
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3.4: Guess 2* possible values of IK&%/S, pa{rtially en/crypt (IX&g,IX%g,IX%g,IX%g) one S-box (p =
25), then use the known difference (VX 15 55, VX{3 55) to filter the quartets. There are about 22drout—32
remaining quartets. The time complexity of this step is 2152 x 22drout=24 920 5 24 » 4/(32.16) =
91454-2drout

- 3.5: Guess 28 possible values of IK&G{ and IK&?{O, partiz/mlly encry,pt (IX(%g,IXllg,IXllg,IXllg) one
S-box (p = 1,0), then use the known difference (VX1{5,,, VX33 ,) to filter the quartets. There are
about 22¢rout=40 remaining quartets. The time complexity of this step is 2152 x 22drout =32 y 924
28 x 8/(32-16) = 2146+ 2drour,

3.6: Guess 2% possible values of TK35;, pa/rtially en/crypt (IX$0, IX{9 1X1% 1X19) one S-box (p =
31), then use the known difference (VX135 5, VX{3 5, ) to filter the quartets. There are about 22rout =48
remaining quartets. The time complexity of this step is 2152 x 22drout=40 5 232 5 24 % 4/(32-16) =
21414’2drout'

- 3.7: Guess 26716 possible values of IKég (p = 8,14,19,24) and IK&E’[; (p = 1,7,24,28), partially
encrypt (IX¢, I1X18 IX10 IX{0) one S-box (p = 8,14,19,24), and (IX{, IX{5, 1X1% IX{5)
one S-box (p =1,7,24,28), then use the known difference (VX%Q‘:QS, VX&;}:%) to filter the quartets.
There are about 22wt =56 remaining quartets. The time complexity of this step is 2152 x 22drout =48
236 x 232 % 32/(32 - 16) = 2!68F2drour,

3.8: Guess 2874 possible values of III{&‘; (p = 2, 23), and I{(&i, (p = 11), partially encrypt (IX45,, 1X15,, 1X]%, IX]%)
one S-box (p = 2,23), and (IX§°,1X]% IX{5 IX{°) one S-box (p = 11), then use the known dif-
ference (VX141,, VX{41,) to filter the quartets. There are about 224rou+=64 remaining quartets. The
time complexity of this step is 2152 x 22drout=56 » 268 » 912 % 12/(32 . 16) ~r 2171+ 2drour,

- 3.9: Guess 2* possible values of IK{% (p = 1), partially encrypt (IX3%, IX{4, 1X34 1X11) one S-

box (p = 1), then use the known difference (VY}}), VY()) to filter the quartets. There are about

22drout=72 remaining quartets. The time complexity of this step is 2152 x 22drout =64 5 280 x 24 5 4 /(32.
16) — 916542drous

After above process, there remains 22°¢ /e ~ 225456 keys, we can exhaustively search for these remaining
keys.

Complexity. This attack use the full-codebook, thus the data complexity is 2'3°.

Cost of data generation: we guess 28 keys for 2128 under four keys and store those plaintexts-ciphertexts.
The time complexity is 2128 x 28 x 4 x 8/(32-16) = 234, and the memory complexity is 2128 x 28 x 4 x 2 =
2139.

Cost of pair generation: we guess 22 keys for 228, then we lookup table to construct the pairs store them.
The time complexity is 2128 x 212 x 12/(32-16) +2!2 x 2 x 2"|Sx, | ~ 222107 and the memory complexity
is 212 x 2 x 2"|Sx, | = 222107,

Cost of pair generation: for 22° guessed keys and 2"|Sx,| pairs (X3, X{), we lookup the 22dreut="|Sy |
pairs (X9, X?). The time complexity and memory complexity are both 220 x |Sx,|? - 22drout = 2252.14,

Cost of Step 1 in Guess-and-Filter: Since /\/jo(fyj) > 4, the time complexity of 1.¢ decreases successively
as the value of i increases. Thus, the time complexity and memory complexity are both 213+2drout x
(ZAeszo erszo [Tc 00 A/;O()\j)/\/‘JO(A;)) = 213+ 2drour| Sy |2 = 924514,

Cost of Step 2 in Guess-and-Filter: The time complexity of 2.i decreases successively as the value of i(
{1,2,...,7}) increases. Thus, the time complexity and memory complexity are both 2100+2drout [Tieso N} (AZ, ) =
22182 For step 2.8, the time complexity and memory complexity are both 2138+2drout HjeJ1=7 (./\/'J1 (AZ&LJ-))2 =

2222'?:. For step 2.9, the time complexity and memory complexity are both 2146+2drout (AL (AZ(}L%))2 =
29958,

Cost of Step 3 in Guess-and-Filter: The time complexity and memory complexity are both 2171 +2drout —
2243_

Cost of exhaustively search: the time complexity is 2254-56
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All in all, the data complexity is 2'39, the time complexity is 2254-56 4- 2262.14 — 9254.81 a5 the memory

complexity is

2252.14 + 2236 — 2252.14. Since 2128 + 2254.81 + 2252414 _ 2255.02 < 22567 We can Irecovery the key

within the complexity is less than exhaustive keys.

5 Conclusion

In this paper, we propose the pre-sieving technique, partial pre-guess key technique and precise complexity
evaluation technique to improve the key recovery of impossible boomerang attack. As a result, we apply
those techniques to the block cipher ARADI, and propose the first full-round attack on ARADI.
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Fig. 6. The core of 11-round IBD.
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