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Abstract—Internet of Medical Things (Io0MT) has gained sig-
nificant research focus in both academic and medical institutions.
Nevertheless, the sensitive data involved in IoMT raises concerns
regarding user validation and data privacy. To address these
concerns, certificateless signcryption (CLSC) has emerged as
a promising solution, offering authenticity, confidentiality, and
unforgeability. Unfortunately, most existing CLSC schemes are
impractical for IoMT due to their heavy computational and
storage requirements. Additionally, these schemes are vulnerable
to quantum computing attacks. Therefore, research focusing on
designing an efficient post-quantum CLSC scheme is still far-
reaching. In this work, we propose PQ-CLSC, a novel post-
quantum CLSC scheme that ensures quantum safety for IoMT.
Our proposed design facilitates secure transmission of medical
data between physicians and patients, effectively validating user
legitimacy and minimizing the risk of private information leak-
age. To achieve this, we leverage lattice sampling algorithms and
hash functions to generate the particial secret key and then
employ the sign-then-encrypt method to obtain the ciphertext.
We also formally and prove the security of our design, includ-
ing indistinguishability against chosen-ciphertext attacks (IND-
CCA2) and existential unforgeability against chosen-message
attacks (EU-CMA) security. Finally, through comprehensive per-
formance evaluation, our signcryption overhead is only 30%-55 %
compared to prior arts, while our computation overhead is just
around 45% of other existing schemes. The evaluation results
demonstrate that our solution is practical and efficient.

Index Terms—Certificateless Signcryption, Internet of Medical
Things, Information Security, Applied Cryptography.

I. INTRODUCTION

HE Internet of Medical Things, a new concept emerging

from the combination of medical sensor devices and the
Internet of Things, providing patients with diverse and flexible
treatment options [1], [2]. A traditional [oMT scenario consists
of three types of entities, including patients, medical moni-
toring devices, and doctors [3], [4]. The medical monitoring
device worn by the patient transmits data from various body
indicators via the Internet to the hospital for storage. Doctors
can access the patient’s medical health data by accessing the
database of patient records, and then use Artificial Intelligence
algorithms to analyze the patient’s data, point out possible
conditions, provide remote treatment, prescribe potential med-
ications, and make near real-time decisions for the patient.
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As the patient recovers, the doctor can also remotely ask the
patient for advice and precautions to prevent the disease.

IoMT provides patients with convenient and reliable health-
care services, enabling them to prevent or treat diseases
remotely and in a timely manner [5]. However, the data trans-
mission mode of IoMT can be intercepted or even tampered
with by an adversary during the communication process of the
patient’s medical information data, resulting in the leakage of
a large amount of sensitive information such as the patient’s
personal data [6]. This could lead to doctors making incorrect
diagnoses of patients’ conditions. For example, if an adversary
tampers with the data of medical monitoring devices and sends
some worsened physical indicators to the hospital, the doctor
may think that the patient’s condition has worsened after
the analysis and make a wrong diagnosis, thus affecting the
patient’s health [7]. Therefore, it is significant and challenging
to transmit and protect medical data securely.

Numerous scholars have adopted digital signatures [8], [9]
and public key encryption [10] to secure data transmissions
between medical monitoring devices and users for user au-
thentication and personal information protection. However,
combining these cryptographic primitives in one scheme will
significantly increase the computational and storage overhead,
which is impractical for IoMT scenarios. Zheng [11] pro-
posed an innovative primitive, namely signcryption, which
can perform both encryption and signature operations. It not
only satisfies the authenticity and confidentiality requirements
but is also more effective than the ‘sign then encrypt’ or
‘encrypt then sign’ methodologies. The classical construction
of CLSC protocols mainly includes two main categories,
which are identity-based public key cryptography (IB-PKC)
and public key infrastructure (PKI). Nevertheless, PKI-based
CLSC schemes require a Certificate Authority (CA) to dis-
tribute a large number of certificates to users, resulting in
complex management and high storage overhead. In addition,
IB-PKC-based primitives face key escrow issues, where the
key generation center (KGC) can arbitrarily decrypt the user’s
message and forge its signature, leading to security risks.

To overcome the problems mentioned above, Al-Riyami et
al. [12] presented a certificate-less public key cryptography
(CL-PKC) primitive. Unlike IBC, it introduces the semi-honest
KGC with its master secret key, which is only responsible
for generating part secret key of users. In 2008, Barbosa et
al. [13] formalized the concept of CLSC based on bilinear
pairing. In this protocol, a user’s secret key consists of a secret
key value of its own choice and a partial secret key. Since
then, numerous novel CLSC schemes were proposed [14]-
[17]. However, these schemes either require significant com-



putational overhead or fail to provide data confidentiality in
IoMT scenarios. Besides, most of the schemes are vulnerable
to quantum attacks, which are insecure in the near future.

A. Motivation

IoMT provides patients with more reliable and convenient
healthcare services, enabling them to receive treatment from
doctors promptly. However, there are substantial security and
privacy challenges when transmitting medical data in IoMT
(e.g. It may be tampered with by malicious adversaries, and
personal sensitive information of patients may be leaked). This
phenomenon will result in a bottleneck for the development
of IoMT. Therefore, how to protect the confidentiality and
integrity of medical data while ensuring quantum-safety in
IoMT is far-reaching.

In our design, we have to consider the practicality, effi-
ciency, and security at a high level. To get around these, we
aim to design a signcrption primitive that performs the roles of
public key encryption and digital signature at the same time.
In addition, we also need to involve lattice basis algorithms
to resist quantum attacks. Moreover, to simplify the com-
plexity of key management and deployment, a certificateless
framework is promising since it avoids certificate management
problems in public key infrastructure (PKI). As for security
requirements, we should guarantee the confidentiality and
unforgeability of the medical data, be able to resist quantum
attacks and satisfy the properties of IND-CCA2 and UF-CMA.

B. Our Contribution
We summarize the fourfold contribution to this work below.

« We propose a novel efficient post-quantum certificateless
signcryption scheme, namely PQ-CLSC, to achieve a
secure medical data transmission between monitoring
devices and users (patients and physicians) in the IoMT
scenarios. It serves to validate the legitimacy of users
and mitigate the risk of private information leakage. To
the best of our knowledge, this is the first quantum-safe
certificateless signcryption protocol for [oMT.

e The proposed scheme combines lattice-based certificate-
less signature and public key encryption into a single
primitive. It offers several security advantages, including
confidentiality, unforgeability, and authenticity of trans-
mitted data under two type (Type I and Type II) attacks.

e Our scheme has been proven to satisfy IND-CCA2 and
EU-CMA security in the random oracle model (ROM).
Through rigorous security analysis, we demonstrate that
the IND-CCA2 and EU-CMA security of our PQ-CLSC
primitive can be reduced to the hardness of LWE and
SIS, respectively. By conducting a comprehensive se-
curity comparison, our scheme successfully fulfills the
desired properties of IND-CCA2, UF-CMA, and quantum
resistance simultaneously, surpassing the capabilities of
existing schemes.

o Through comprehensive experiments, we have deter-
mined that the signcryption and unsigncryption overheads
of our PQ-CLSC scheme are 21.067 ms and 10.567 ms,
respectively, resulting in a total computation overhead

of 31.634 ms. Comparative analysis with other sign-
cryption protocols [18]-[24] reveals that our PQ-CLSC
scheme outperforms the overhead of all other lattice-
based schemes. It is worth noting that our signcryption
and unsigncryption overheads are only 0.30 to 0.55 times
and 0.28 to 1.0 times compared to the other schemes,
respectively. Our computation overhead is just 0.31 to
0.64 times of existing lattice-based signcryption schemes.

C. Technical Overview

Traditional lattice-based signcryption schemes adopt the
encrypt-then-sign approach [25], [26]. However, it not works
for the certificateless signcryption. In this way, our intuition
is to leverage a hash function H; and SampleD technique
into the partial secret key algorithm to compute psk,. Next,
each user selects a secret value s; and combines it with psk;
to obtain its secret key SK;. In addition, most existing sign-
cryption primitives utilized the SamplePre algorithm, resulting
in tremendous computational burden [20]-[24]. Therefore, we
avoid it for the sake of reducing the computational overhead
of signcryption. Finally, we adopt a sign-then-encrypt method-
ology to construct the ciphertext.

In the Setup algorithm, we set a gadget matrix G =
IL,@gl, g =[1,2,---,2",k = [logg] — 1 and utilize
two universal hash functions H; : {0,1}* x {0,1}* — Z7
and Hy : 22" x {0,1}* — {-1,0, 1}*. The KGC obtains the
master public key and master secret key (A, T) by invoking
TrapGen algorithm.

As for the Partial secret key Extract algorithm, a medical
device or doctor will extract the partial secret key psk; of
user ID;. The KGC calculates u; by using a hash function
H1(ID;). The partial secret key psk; € Zg is computed by
SampleD algorithm.

In the KeyGen algorithm, a secret key SK; consists of a
random value s; and a partial secret key psk,;. We calculate
the public key as PK; = (m;|M,") € Z;”X(H_"), where M,
is random selected and m; = M;r X + 2v; mod gq.

For the Signcrypt algorithm, we compute the ciphertext
as ¢ = (u1|p2|p). In particular, gy = Myr + sig, pe =
ATw + 2e; and p = (2vy +m + (w, Hi(IDg, IDy)) +
(my, 7)) mod ¢, which can be calculated by a signature sig,
a user’s 1D, a user public key PKy;, a user secret key SKg
and random elements r, w, es.

D. Outline of this paper

Section II provides literature reviews to show the recent
works. Then, we introduce the preliminary in Section IIIL
After that, our system models, syntax, and security models are
illustrated in Section IV. We elaborate on the proposed PQ-
CLSC primitive in detail in Section V. In Sections VI and VII,
we illustrate the security analysis as well as the comprehensive
performance evaluation, respectively. Eventually, we conclude
this paper.

II. RELATED WORKS

A. Signcryption

Signcryption primitives can play the roles of public key
encryption and digital signature at the same time, ensuring



the confidentiality and integrity of data transmission. Its com-
munication overhead is lower than that of the signing-then-
encrypting scheme. It was originally proposed by Zheng et al.
[11], which can perform signing and encryption algorithms in
a single logical step. Malone-Lee et al. presented an Identity-
based Signcryption scheme in 2002 [27], in which the public
key may be any string. In 2005, Chen et al. formalized
a more efficient Identity-based signcryption scheme in the
random oracle model [28]. Subsequently, in 2008, Barbosa et
al. [13] proposed the first certificateless signcryption scheme
with bilinear pairing, providing forward secrecy and non-
repudiation. Liu et al. then showed a novel secure certifi-
cateless signcryption scheme in a standard model [29], which
is vulnerable to public key replacement attacks. The certifi-
cateless signcryption in paper [30] satisfies the requirements
of unforgeability and confidentiality. In 2013, Yan et al. [31]
gave a lattice-based signcryption scheme in a standard model
resisting quantum computing attacks. Since then, numerous
scholars have focused on designing certificateless signcryption
primitives with quantum safety [32]-[34].

B. Internet of Medical Things

IoMT is a combination of medical sensor devices and
the ToT [35]. It offers patients more convenient and reliable
healthcare services, enabling them to seek treatment for their
diseases more promptly. However, during the communication
and transmission of healthcare data, it may be maliciously
tampered with by adversaries, or patients’ private data and
personal data may be leaked [36]. Therefore, we require the
help of cryptographic techniques to ensure the confidentiality
and integrity of medical data transmission, the signcryption
primitive is a promising candidate. In 2021, Zhang et al. [37]
proposed the idea of utilizing the certificateless signcryption
scheme to protect data in IoMT. The low computational and
communication overhead of their scheme meets the demands
of healthcare data transformation. However, at present, re-
search on practical schemes for protecting healthcare data in
the IoMT using signcryption primitive is scarce.

III. PRELIMINARIES

This sector introduces several fundamental knowledge, in-
cluding the notations utilized in this paper, definitions, and
properties regarding Lattice, LWE hardness, SIS hardness,
trapdoor algorithms, and leftover hash lemma. Table I explains
the acronym and description used in this paper.

Definition 1 (Lattice): [38] Given n linearly independent
vectors by, ba, -+, b, € R™, an m-dimensional lattice A
can be represented as

We say B = {by,ba,--- ,b,} C R™*" is a basis of A.
Definition 2 (Discrete Gaussian distribution): Given a
positive parameter ¢ € RT, a center ¢ € Z™ and any x € Z™,

we say that D, . = z”’chg for Vx € A is the discrete Gaussian

TABLE I
NOMENCLATURE
Acronym Description
A security parameter
q prime number
B error distribution parameter
s Gaussian parameter
o discrete Gaussian distribution parameter
D discrete normal distribution
Hi, Ho hash functions
pp public parameter
(mpk, msk) master public-secret key pair
D; user’s identity
S, U signcrypt/unsigncrypt users set
{S,U} all users set
IDg,IDy signerypt/unsignerypt user
psk; partial secret key of user 1D;
(PK;,SK;) public-secret key pair of user ID;

m medical message
U1, 2, 1 ciphertext elements
sig, sig’ signature of ciphertext element f1
c final ciphertext of medical message m
QkG,QpPsk,QPKR,Qsv query times
O%‘jt, Oﬁ;t, Olist oracle lists
; simulation algorithms to solve problems
two-type adversaries
challenger

Ar/Arr
C

2
distribution over A: p, c(x) = exp(—w%

center and po c(A) = >, cp Po,c(X).
Definition 3 (Learning With Errors, LWE): [39] Given a
positive integer n, o € (0,1), a prime g = ¢(n) > 2, where

$ on .
aq > 2+/n, and a secret s < Zy, we define:

), where c is a

(1) LWE distribution: Uniformly select a matrix A &
Zy*™, and sample e < Wy, output (A,ATs +e) ¢
anm X Zm.

q q

(2) Uniform distribution: Uniformly select a matrix A <i
Zy*™ and a vector x & Zy', output (A, x) € Z3*™ x 7.

Lemma 1: Given a vector X < Dz~ , and the inequalities
Ix|| < syv/n and |x| < swy/logn hold with overwhelming
probability if s > w+/logn.

Definition 4 (Short Integer Solution, SIS): [38] Given a
positive integer ¢, a random matrix A € ngm, m random
vectors a; € Zy, and a real number 3 (g > ), find a non-zero
integer vector z € Z™ of norm ||z|| < § s.t.

m

Az:Zaszi:OEZ’ql. )

Lemma 2: Informally speaking, we say Dy, abbreviated as
DI when ¢ = 0. Given a vector x < DI, it has ||x] <
20+/m with overwhelming probability. Given a real number
A > 0, and a vector g € Z™. We have

m

(x)
Prjx < D' : 2=~
Dyt (%)

1

<em?t¥]> 127100 (3

where o = 9(||g]|) and the probability distribution of D7 is

02 m
Phe(x) = e~ 072 (2m0%) 7%

“4)

Theorem 1 (TrapGen): [40] Given several parameters
n,m,q € Z, this PPT algorithm publishes A € Zp*™
and Tpo € ZJ™™, where Tp is a basis of Aj(A) s.t.



{A : (A, Ta) « TrapGen(n,m,q)} is statistically close
to uniform and || Ta || = O(v/nlogq).

Theorem 2 (SampleD): [41] Assume B is a basis of a lattice
A with dimension n. Given a parameter s > 0, and a center
c € R"”, this PPT algorithm outputs a vector v = v, where

Vfc:Z(zifci)bi. %)
i€[n]

Definition 5 (Leftover Hash Lemma): [42] A simplified
version of the leftover hash lemma includes two-universal
functions F' = {f : X — Y}. Given two vectors x1,X2(Xx1 #
Xg), it always satisfies:

Pr (f(x1) = f(x2)) =

f<F

1
Yl
Specifically, given a finite addition group Z, any integer
m > 1, and a matrix A € ngm, the function F' = {fa :
{0,1}™ — Zy;x = fa(x) = Ax} is two-universal.

(6)

IV. PROBLEM FORMULATION
A. System Models

As elaborated in Fig. 1, an IoMT system normally involves
five entities, namely, medical monitoring device (MMD),
Gateway, key generation center (KGC), Physician, and medical
cloud server (MCS).

« MMD: MMD is a device that is used to surveil various
health indicators of a patient and is usually carried by
the patient, e.g. Stethoscope holder, Sphygmomanometer,
Continuous positive airway pressure, etc.

« Gateway: In an IoMT scenario, the gateway indicates a
transfer center, linking the MMD data to the Gateway
router through short-range radio transceivers. It acts as a
communication bond between the MMD and a physician
or MCS.

+ KGC: KGC is the core infrastructure for public parameter
and master public-secret key pairs generation. In addition,
it also maintains to calculate the partial secret keys for
MMD-embedded patients and physicians.

o Physician: Physician normally refers to the doctor-in-
charge or rehabilitation therapist with the responsibility to
communicate with the patients through Gateway and also
exchange medical information from MCS. There exists a
corresponding relationship between a signcrypt ciphertext
stored in MCS and the private information of patients.
Physicians can obtain the corresponding ciphertext from
MCS according to patients’ public information.

« MCS: MCS is a cloud server and it takes charge of
medical data storage. After uploading the data to the MCS
by MMD, a physician will diagnose the patient.

B. Formal Definitions of PQ-CLSC

A general PQ-CLSC scheme incorporates five PPT
algorithms, Setup, Partial secret key Extract, KeyGen,
Signerypt, and Unsignerypt. We specify the formal defini-
tions of each algorithm below.

1) (pp, (mpk,msk)) < Setup(n,A) : Given a system

parameter n and a security parameter A, this algorithm

will be executed by KGC and output a public parameter
pp and a master public-secret key pair (mpk, msk).

2) psk; < Partial secret key Extract(ID;,pp): Given
a user with identity I D; and a public parameter pp, this
algorithm will return the user’s partial secret key psk;.

3) (PK;,SK;) < KeyGen(ID;,pp) : Given a user with
identity I D, and a public parameter pp, this algorithm
calculates a secret key value s; as intermediate and
publishes a public-secret key pair (PK;, SK;) for I1D,.

4) ¢ « Signerypt(pp, m,IDg,IDy,SKg, PKy) : Given
a public parameter pp, a medical message m, a signcrypt
user [ Dg with its secret key SKg, and an unsigncrypt
user I Dy with its public key PKy, this algorithm
outputs a ciphertext c.

5) m or L« Unsignerypt(pp,c,[Dg, PKg,IDy,SKy):
Given a public parameter pp, a ciphertext c, a signcrypt
user [ Dg with its public key PKg, and an unsigncrypt
user I Dy with its secret key SKys, this algorithm pub-
lishes m or L according to a judgment condition.

C. Security Models

There are two security prerequisites for a secure PQ-CLSC
scheme, that is, confidentiality and unforgeability. Addition-
ally, we need to consider two different types of malicious
attackers (Type-I: A; and Type-II: A;;) interactive with one
challenger C when designing the cryptographic primitive.

1) Security prerequisites

o Confidentiality: A secure PQ-CLSC primitive requires
to satisfy IND-CCAZ2, describing through several inter-
active games between A; or Aj; together with C.

o Unforgeability: A requirement for a secure PQ-CLSC
primitive is to achieve EU-CMA, depicted through
several interactive games between A or Aj; together
with C. For further information about these security
properties, please refer to references [43], [44].

2) Two types of adversaries

o Type-I adversaries: A PPT adversary .4; has the ability
to modify a user’s public key P K; but without learning
any knowledge about the master secret key msk.

o Type-II adversaries: A PPT adversary .A;; masters the
master secret key msk but doesn’t have the ability to
modify a user’s public key PK;.

V. CONSTRUCTION OF OUR DESIGN

In this sector, we first illustrate the concrete construction of
PQ-CLSC scheme, which can resist two types of adversary
attacks and also satisfies IND-CCA2 and EU-CMA in a
quantum-safe setting. Then, we give the parameter selections
and the correctness analysis.

A. Initialization Phase

The KGC initializes the whole system by executing the
Setup algorithm with the system parameter n and security
parameter A as input, then this algorithm processes the fol-
lowing procedures to generate a public parameter pp and a
master public-secret key pair (mpk, msk).
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Fig. 1. The System Model of Our Proposed PQ-CLSC Scheme.

1) The KGC initially calls ¢ « poly(n), where ¢ is a prime
number. Then, KGC chooses o & {0, 1} randomly.

2) The KGC also defines ©® = 2 - n([logq]) and m =
O(nlogq) is a positive number. After that, it calculates
the error distribution parameter B = ¢ - a - w(y/log n).

3) The KGC sets gadget matrix G := I, @ g', g’ =
[1,2,---,2%], k = [logq] — 1.

4) The KGC selects two universal hash functions:

Hy - {0,1}" x {0,1}" — Zg; (7
Hy: 22" x {0,1}* — {-1,0,1}". ®)

5) Moreover, the KGC executes the TrapGen(n, O, ¢) algo-
rithm to calculate A € Z2*®© and its basis T € Z*©.

6) In addition to this, KGC calculates a discrete Gaussian
distribution d = 4 - w(+/logn) and defines o as the
discrete Gaussian distribution parameter.

7) After that, the KGC defines master public key mpk := A,
master secret key msk := T, and p as the lattice sampling
parameter.

8) Ultimately, it returns a public parameter pp =
{A,\,d,p, Hy, Hy} and a master public-secret key pair
(mpk, msk).

B. User Registration Phase

In the user registration phase, it contains two procedures
to generate the public and secret keys for the patient. An
medical entity (medical device or physician) firstly calculates
and sends the partial secret key psk; to the user with identity
ID;. Subsequently, the user calculates the public-secret key
pair (PK;, SK;) by itself.

1) Generating the partial secret key: We hereby describe
the first procedure to calculate the partial secret key. After
takes a public parameter pp, and a user’s identity ID; as

input, a medical entity extracts the partial secret key psk; of
user ID; through the following Partial secret key Extract
algorithm.

1) There are two user sets in the proposed scheme,
namely the signcrypt users set and the unsigncrypt users
set. We first define the signcrypt users set as S :=
{51, 82, -, 8¢}, where £ is the total number of signcrypt
users, ¢ € [1,4], and s; € {0,1}*. Then, we define the

unsignerypt users set U := {uj,us, - ,us}, where
is the total number of unsigncrypt users, ¢ € [1, x|, and
U; € {0, 1}*

2) The KGC calculates u;, = Hy(ID;), where ID; €
{S,U} = {s1,82, - ,8¢,u1,us, - ,us} denotes the
general user.

3) The KGC parses A through A = [A|G — A|T]. After
that, the KGC calls the SampleD(A, T, u;,p) algorithm
to obtain the partial secret key psk, of user I.D;, where
psk; € Z9.

4) Ultimately, the KGC sends psk; to the user ID; via a
secure private channel.

2) Generating the public-secret key: Now, we move to the
second to obtain the public key and secret key of the user.
The user firstly takes a public parameter pp together with
its identity /D, as input to perform the KeyGen algorithm.
After that, it calculates the public-secret key pair (PK;, SK;)
corresponding to ID; according to the following steps.

1) The user ID; chooses a secret value s; & Dy 4o €

Zq randomly and denotes its secret key as SK; =
(si, psk;) € Z" x Z°.
2) After that, the user ID; chooses a matrix M; <i ngm

$ m
and a vector v; < DZ7 o

3) This algorithm calculates

S Z;” at random.

mi:MquLQvi mod q € Z", 9)



where vector x < D” and ||x|| < 20y/m.
4) Then, this algorithm calculates PK; = (m;|M]) €

Zr ) a5 a public key of user ID;.

C. Ciphertext Generation Phase

In this phase, a signcrypt user I Dg takes a public parameter
pp, a medical message m together with its secret key SKg
and the public key PKy of an unsigncrypt user I Dy; as input.
Then, the signcrypt user performs the following Signcrypt
algorithm to generate the ciphertext ¢ and returns it to the
unsigncrypt user.

1) Initially, a signcrypt user [ Dg randomly chooses four
vectors r & {0,1}™, w & Dy jos€1 & Dy 4, and
$
€9 DZ,qa-
2) Then, this user chooses €; & D! € 7! e & D! e 7!,
and €5 & D! € 7! randomly, and also defines a vector

€1
€= |es| € 7.
€3
3) In addition, the user I Dg calculates a vector

A A 0
gH2(|:O My MU:| €7m)7

and a vector t = SKgg + ¢ € Z3..
4) Moreover, I Dg calculates a signature sig’ =t + g,

q

(10)

sig = sig’ - (0,0, ,fj)—r € Zy, (11)
. . . D3 (t)
with probability Prob > mm(m, 1).

5) Then, this signcrypt user I Dg calculates three ciphertext
elements as below.

p1 = Myr + sig € Zy, (12)

pa = ATw +2ey € Zg, (13)

uw= 2vy+m+(w, Hi(IDg,IDy))+{my,r)) mod q.
(14)

6) Ultimately, I Dg defines and transmits the final ciphertext
¢ = (u1|p2|p) to IDy.

D. Ciphertext Decryption Phase

The unsignerypt user [ Dy takes a a public parameter pp,
a ciphertext c together with its secret key SKy and the
public key PKg of the signcrypt user I Dg as input. Then,
the unsigncrypt user performs the following Unsignerypt
algorithm to decrypt the ciphertext ¢ and thereby obtain the
medical message m.

1) An unsigncrypt user I Dy first calculates

m = [,LL - <M17 SU> - <M27pSkU>]q mod 2. (15)

2) After that, the I Dy calculates

¢ :HQ([‘S‘ I\?S 0 }t_ [Hl(IDS,IDU)] ¢.m).

Ms PKg
(16)
and verifies if the two following conditions hold:
It]| < 20V3l and g’ = g. (17)

3) If the verification passes, /Dy will accept the medical
message m; Otherwise, I Dy will output L, namely as
the wrong medical message.

E. Parameters Setting

To enable the proposed scheme correctly and securely, we
need to set several parameters as follows. For the security
concern, we set [ > 5nloggq. Then, considering the Gaussian
parameter and discrete Gaussian distribution parameter, we
need to make sure s > | T|lw(yv/Iogn) and o0 < asA\V6l.
We also need to set the lattice sampling parameter p =

7(sv(T)2 + 1), where sv(T) is the singular value of T.

F. Correctness

We analyze the correctness of the proposed PQ-CLSC
scheme through the following two steps.

1) Step 1: As for the unsigncrypt user I Dy, it has

m = [:u - <,[L1,SU> - </J“27pSkU>]q mod 27 (18)
when |e; + v — psk]; - ey] < 1.
Proof |
B — </’L175U> - <.u27pSkU>
= (2vy +m +(w,H1(IDg,IDy))+ (19)

<mU7r>) - <N17SU> - <,u'27pSkU> mod q
= 2(e; + vir — psky, - e2) +mmod ¢.

If (e; + vir — psky; - es) < 4 holds, then we have
2(ey +vir — pskf -e) < 4. Therefore, it has

m = (g — (p1,80) — (p2, psky)], mod 2 (20)

2) Step 2: Our proposed Signerypt algorithm is statistically
indistinguishable from the distribution D! according to

the Lemma 1. In this way, we obtain ||t|| < 20v/3] with
DSZ (t)

probability Prob > min(m, 1) and the equations
as below. '
A A 0], [H(Ds IDy)
0 Mg Mg PKg
_[A A 0], [H(Ds,IDy)
~ |0 Mg Mg mg/M% |8
(A A 0 | A A 0
“lo My wmyltT {0 My MU} SKue
(A A 0 ]
- _0 MU MU_ (t 7SKUg)
(A A 0
“l0 My My|€
(21)

VI. SECURITY ANALYSIS

We analyze the security of the PQ-CLSC scheme with
regard to confidentiality and unforgeability in this section.
Our scheme satisfies IND-CCA2 and EU-CMA in a quantum
setting under a random oracle model.



A. Confidentiality of PQ-CLSC

Theorem 3: If there exists a Type-1 adversary A; who
has the ability to break IND-CCA2 of the proposed PQ-
CLSC scheme with a non-negligible advantage Advpw g in
probability-polynomial time, then there exists an algorithm 3;
can solve the LWE hardness within Qo+ Qpsx +Qprrkr+
Qsv query time, where Qi a, Qpsk, Qprirr, Qsv means A;
can perform key generation query, partial secret key query,
public key replace query, and secret value query, respectively.
Proof  Suppose there exists a challenger C who can perform
the algorithm B;. We finished the security analysis through
three games as below.

Game 0: We simulate a real security game for an adversary
A between a challenger C. Given a system parameter 7,
C initially executes (pp, (mpk, msk)) <— Setup(n, A). Then,
C sends pp to A; and keeps the master secret key msk
secret. In this way, .A; knows nothing about the msk. In
addition, the challenger C maintains three lists (’)l’“ (’)l“t
and (9%% to record H; oracle, Hy oracle, and pubhc key
oracle, respectively. These lists are initialized empty.

e Query 1 phase: The adversary A; performs several
queries and the challenger C will respond the correspond-
ing messages to A; as the following paragraphs.

1) H; Query: After obtained the H; query of user ID;
from adversary .Aj, the challenger C looks up the
Ol}ﬁt and returns the corresponding value Hashl1 to
A; if this query (ID;,Hashj) has already in the

O”St Otherwise, C selects Hash; & Zq randomly
and inserts (ID;, Hash}) into the Olwlt

2) Hs Query: Aj firstly issues the Hs query of med-
ical message m, then C answers the corresponding
value Hash? to A; if this query (A, Mg,e, m) has

already in the O%**; Otherwise, C selects Hash® < b
{—1,0,1}"* and inserts (A, Mg, €, m) into the Ot

3) Public key request Query: After receiving the public
key extract query of user ID; from A;, C checks
whether it exists PK; € O“St If it holds, C will
give PK; to Aj; Otherwise, C will calculate and give
PK; + (m;|M]) € me(1+n to Az, and also insert
(ID;, *, %, 8;, m;, Ml,vl) into the O}SL.

4) Partial secret key extract Query: After obtaining the
partial secret key extract query of user ID; from
adversary Aj, the challenger C executes psk; <
Partial secret key Extract(ID;,pp). After that, C
sends the psk; to A; and then inserts (ID;, *, psk;)
into the QL.

5) Public key replace Query: A; selects and sends a
novel public key PK! to C. Then, C retrieves the
public key oracle list O“St and updates PK; to PK]
corresponding to the [ D,

6) Secret key extract Query: After getting a query of
user ID; from adversary Aj;, C checks whether
(ID;, PK;) € OUst. If it holds and PK; has not
been replaced, C executes SK; + KeyGen(ID;, pp)
for ID;. Then, C gives the SK; to A; and inserts
(ID;, SK;) into the O%5L. Otherwise, C aborts it.

7) Signerypt Query: To begin with, C chooses S’ &
{1,2,---,[q]} at random. In addition, A; chooses
IDg, 1Dy, and m as the signcrypt user’s identity,
unsigncrypt user’s identity, and a medical message, re-
spectively. When acquiring a signcrypt query from Ay,
C verifies IDg Sy Dg:. If it holds, C processes and
sends ¢ « Signerypt(pp, m,IDg,IDy,SKg, PKy)
to A;j. Otherwise, C performs the following operations:

— C initially selects ¢ & 73 and My & zZy<m.
— Furthermore, C calculates

A A
g= H2( |:0 MU ]-\/(-[)U:| e,m), (22)

and inserts (A, My, ¢, g) into O%SF

— Moreover, C calculates the signature sig’ = t+g =
SKsg +e+g, 1 = Myr+sig, g = ATw +
2ey, and u = (2vy + m+ (w, Hy(IDg,IDy)) +
(my,r)) mod ¢ accordingly.

— Ultimately, C calculates the ciphertext ¢ =
(u1|p2|p) and sends it to Aj.

8) Unsigncrypt Query: At the beginning, Ay selects I Dg,
IDy, and m as the signcrypt user’s identity, unsign-
crypt user’s identity, and a medical message, respec-
tively. When acqu1r1ng a signcrypt query from A;, C
verifies IDg = IDg, where §' & {1,2,--,Tq]}-
If it holds, C «calls and returns m or 1<
Unsignerypt(pp, ¢, IDs, PKg,IDy,SKy) to Ay
Otherwise, C manipulates the following steps: (1) C
firstly calculates g’ as

A A 0 H\(IDs, IDy)
HQ({O Mg MS] - [ PKg ).
(23)
(2) After that, C calculates

m = [u— (u1,su) — (u2, psky)], mod 2 (24)

(3) Finally, C verifies g’ 2 g. If the equation holds, C
publishes m to Aj; Otherwise, C publishes | to Aj.
« Challenge phase: The adversary A7 chooses two different
medical messages with same length (mg,mq) corre-
sponding to the signcrypt user /.D§ and unsigncrypt user
1Dy;. In the current query, A7 is not permitted to obtain
SK; of IDg;. At this time, we suppose that C has finished
the H; Query, Public key request Query, Partial secret key
extract Query, and Secret key extract Query. C responds to
the challenge query according to the following methods.
D) If ID}, # ID/S, C will fail this game.
€1
2) Otherwise, C defines a vector €* = |ey| € Z3!, where
€
[ is a positive number s.t. [ > 5nlog q3and then selects
b {0,1} at random. After that, C computes several
equations as below.

A A 0
f— H “my), (25
g 2(|:0 MU MU:| € mb) ( )
sig* =t* +g* = SKgg* + " + g*, (26)



sig* = sig’™ - (0,0, -+, [%])Tv @7

ui = Myr + sig* (23)

1y =ATw+2e} (29)

w=2vy +mp + (w, Hi1(IDg,IDf;))+ (30)

(my,r)) mod g.

Ultimately, C sends the challenge ciphertext ¢* =
(w3|p3|p*) to A; and inserts ¢* to Ot
This is the end of Query 1.

o Query 2 phase: In this query, the adversary A can access
almost exactly the same queries as in Query 1 except
that A; is forbidden to access the Partial Secret key
extract Query and Secret key extract Query with inputting
(IDf,pp) and (IDY%,IDy;), respectively. Besides, Aj
is also forbidden to access the Unsigncrypt Query by
inputting c*.

o Guess phase: Finally, A; outputs a guess b'. Then, C
verifies if b’ 2z b. If it holds, C will output a solution of
the LWE hardness; Otherwise, C will output L.

We define Advf';‘e\o()\) as the advantage of A; wins the

Game 0 -
Game 1: This game is identical to Game 0, except for
psk; in the partial secret key extract Query. Concretely,

C chooses psk; & Dze p.w(1ogn) randomly and then
computes w; = Apsk;. If u; ¢ O, C defines
H\(ID;) = ug; If u; € OF, C recalculates psk; <
Partial secret key Extract(/D;,pp).
We define AdvG™ '()) as the advantage of A; wins the
Game 1. -

As for A7, Game 1 and Game 0 are statistically indistin-
guishable due to the property of the lattice sampling algorithm.
Consequently, we obtain:

|AdvS™ 1)) — AdvS™eO())] < megl(d).  (31)

Game 2: This game is identical to G?n?l, except changing
the calculation method of master public key mpk := A. More
concretely, we specify the process as follows.

o Setup phase: To begin with, C executes pp <
Setup(n, \) to achieve the randomness for A. Then, C
sends the public parameter pp to A;.

o Query phase: In Gaﬂle\Z, Ay can nearly access the same
queries as in the Game 0, excepting two queries.

1) Partial  secret key  extract Query:  After
obtaining  the  partial secret key  extract
query of wuser ID; from A;, C executes
psk; <« Partial secret key Extract(ID;,pp)

and also obtains u, = H;(ID;). After that, C sends
the psk; to A and then inserts (ID;,u;, psk;) into

the Okst.
2) Public key replace  Query: C  replaces
PK; = (ID’i7uiapSkiaSKSgamiaMivvi) to

PKZI - (IDiauivaki7*7mi7Mi7*)'

o Challenge phase: The adversary A; selects and also
sends two different medical message mg, m; and two

users (1D, 1Dy;) to C. Then, C performs the following

operations to reply Aj.

- If ID}; = IDg:, C has acquired one of the two items
((IDj;,u*, %, %, %,%,%) or (ID{;,u*,*, SKgg, mg,
M’,v’)), which means the public key PK p;, has
been replaced and has not been replaced, respectively.

x If PK; Dy, has been replaced, C verifies the vali-
dation of PK Dy, as below.
- If it passes the verification, C updates PK Dy
to PK[D/ = (m[D/ |M}rD, ) After that, C
S s s

chooses ¢ & Zy+! and ¢ € {0,1}™ at random.
In addition, C sends two items (mf,, MY, ,¢)

and (mly,, MY, (¢ "mly, |MY,<)) to
A;. We say that PKip, is valid
if A; can distinguish (ml,, MY, €)
and (mly, M, (¢ Tml, |MY/<)) with

overwhelming probability.
- Otherwise, C aborts the game.

x If PKyp Dy, has not been replaced, C chooses
e & Zpt't and ¢ & {0,1}™ randomly.
After that, C sends two items (mf,, MYy, ¢)
and (mly,, MY, (s Tml, |MYc)) to A;. We say
that PK; DY is valid if A; can distinguish
(ml,, My, €) and (mf,, M, (¢"ml [Mgs))
with overwhelming probability.
Finally, C returns the challenge ciphertext ¢* =
(i, ps, 1) = (0, wus, MTw + 2vy) to Aj.
- If ID{; # IDg, C terminates this game and returns L
to Aj.
 Guess phase: Ultimately, .A; outputs a guess b’. Then, C
verifies if b’ 2z b. If it holds, C will output a solution of
the LWE har/d@ss; Otherwise, C will output L.
We define AdvG™™ 2()) as the advantage of A; wins the
Game2. -
As for A7, Game 2 and Game 1 are statistically indistin-
guishable according to Theorem 1. Thus, we have:

| AdvSEme 2(\) — AdvS™e())] < negl()).  (32)
In summary, we say
P 1
AdULWE — |Ad’US’{;me 2()\) — 5‘
< |AdGm () — A () 1+ 33
AdUT™ () — AdE (V)] < negl(M).
O

Theorem 4: If there exists a Type-Il adversary A;; who
has the ability to break IND-CCA2 of the proposed PQ-
CLSC scheme with a non-negligible advantage Adv}, p in
probability-polynomial time, then there exists an algorithm
B can solve the LWE hardness within Qg + Qpsk + Qsv
query time, where Qi ¢, Qpsk, @sy means Ay can perform
key generation query, partial secret key query, and secret value
query, respectively.

Proof  Suppose there exists a challenger C who can perform
the algorithm B,. We finished the security analysis below.



o Setup phase: One  challenger C  executes
(pp, (mpk, msk)) < Setup(n, ). Then C transmits pp
and msk to Ajj.

« Query phase: In this phase, A;; can access almost exactly
the same queries as in the former theorem except the
following. Public key request Query: After obtaining
this query of user ID; from Aj;, C checks whether

ID; = IDg. If it holds, C will update M;p_, = M*

and mrp, = m*; Otherwise, C randomly chooses
$ $ $
M, & ZQX’”, v, & D%’fqa, and SK;g < D%,qa'

After that, C computes m; = 2v; + MI SK;g mod q.
Eventually, C inserts (I D;, m;, M;, v;) into the Oﬁit and
then returns (ID;, m;, M;) to the adversary Aj;.

o Challenge phase: .A;; chooses and sends two different
medical messages with same length (mg,mq) corre-
sponding to the signcrypt user /D¢ and unsigncrypt user
IDy; to C. Then, C verifies if 1Dy, 2 IDg .

1) If the equation holds, C will terminate the challenge
query and return L;
2) Otherwise, C accesses the list (’)?Iﬁt and then executes
psk;p_, ¢ Partial secret key Extract(/Ds,pp).
C also calculates Hashy, = H,(IDs/). Eventually, C
calculates and transmits the challenge ciphertext ¢* =
(wilpslp*) = (W', whus, MTw + 2vp) to Apy.
o Guess: Ultimately, A;; outputs a guess b'. Then, C

{A A 0 }t* B [Hl(IDg,ID[*])] o

0 My My PKy- a
_[A A 0], [HUDsIDy) ¢
0 My My PKy-

We obtain that M(t* — t’ + psk; (g’ — g*)) = 0, where
t* < 20V3l, t' < 20V3l, g < X\ and g* < A
Consequently, we can say that

t*_t/ k !/ _ *
+pS4U(g 8) _ o\V2l 1 20V30

is satisfied with overwhelming probability.

Therefore, the probability to solve the SIS hardness is
Advgrs = Adva, - (1 —27«0°87)) gince the probability
of t* —t/+psky (g —g*) = 0 is less than (1—2-«(08n))
due to the nature of lattice sampling algorithm [40].

O
Theorem 6: If there exists a Type-1I adversary .4;; who has
the ability to break EU-CMA of the PQ-CLSC primitive within
a non-negligible advantage Adv;¢ in probability-polynomial
time, then there exists an algorithm B, can solve the SIS
hardness with probability Advl;q = Adva,,-(1—27«en)),
Proof  Suppose there exists a challenger C who can perform
the algorithm B4 and an adversary A;; can counterfeit a
ciphertext. We finished the security analysis below.
« Setup phase: A challenger C performs

verifies if b’ 2 b. If it holds, C will output a solution
of the LWE hardness; Otherwise, C will output L. The
probability Adv} ,  for this theorem is analogous to the
former.

B. Unforgeability of PQ-CLSC H

Theorem 5: 1f there exists a Type-1 adversary A; who has
the ability to break EU-CMA of PQ-CLSC primitive within
a non-negligible advantage Advgrg in probability-polynomial
time, then there exists an algorithm B3 can solve the SIS
hardness with probability Advsrs = Adva, - (1 —2-«08n)),
Proof  Assume that there exists a challenger C who can
perform the algorithm 53 and an adversary A; can counterfeit
a ciphertext. We finished the security analysis below.

o Setup phase: A challenger C performs
(pp, (mpk, msk)) < Setup(n,)). Then C sends
pp to Ar and keeps msk in secret. In this way, Aj
knows nothing about the msk. Moreover, the challenger
C maintains three lists O%f, O}, and O3t to record
H, oracle, H, oracle, and public key oracle, respectively.
These lists are initialized empty at the beginning.

o Query phase: The adversary A; can access several
queries and the challenger C then replies the correspond-
ing response to A;. The query regulations are identical
to Query 1 in Theorem 4.

» Forge phase: A; forges and delivers c¢* = (pf|u3|p*)
of the challenge signcrypt user and unsigncrypt user
(ID%,IDf;) to C. We say that C succeeds when the
challenge ciphertext is valid. Furthermore, A; forges
¢ = (p1|p2|p) of the challenge signcrypt user and
unsignerypt user (I D%, I1D};). Accordingly, we have:

*

(pp, (mpk,msk)) <+ Setup(n,\). Then C sends
pp to Aj; and keeps msk in secret. In this way, Aj
knows nothing about the msk. Besides, the challenger C
maintains three lists O%%f, 045, and OU%3t, which are
identical to the former theorem.
Query phase: The adversary Aj;; can access several
queries and the challenger C then replies the correspond-
ing response to Ajr;. The query regulations are the same
as the Query phase in Theorem 5.
Forge phase: Aj; forges and delivers c¢* = (u}|us|p*)
of the challenge signcrypt user and unsigncrypt user
(ID%,IDf;) to C. We say that C succeeds when the
challenge ciphertext is not L. Moreover, A;; can also
forges ¢ = (u1|pz2|p) of the challenge signcrypt user and
unsignerypt user (IDY%,1Dj;) [45]. Thus, we have the
following equalities:

{A A 0 } & [Hl(IDj‘g,ID(*])] «

0 My My| — PKy- &
_ [A A 0 ]t’— [Hl(ID;«,ID[*])] o
0 My My PKy-

We acquire that M (t* —t' + psky (g’ —g*)) = 0, where
t* < 2031, t' <2031, g’ <\, and g* < \. Hence,

t*_t/ k !/ _ £
+pS4U(g 8) _ o\l 1 2030

is satisfied with overwhelming probability.

To conclude, the probability of solving the SIS hardness is
Advly; g = Adva,-(1—27<0°87)) since the probability of
t* —t’+psk; (g —g*) = 0 is lower than (1 —2-«(°8n))
due to the nature of lattice sampling algorithm [40].

(35)

O



TABLE II
SYMBOLS AND DESCRIPTION OF PERFORMANCE EVALUATION

TABLE IV
COMPARISON OF COMMUNICATION OVERHEAD

Symbols  Description Schemes Ciphertext Length
Tomul The time of vector multiplication operation. Li et al. [20] n + 6nlog? q
Tyadd The time of vector additive operation. Zhang et al. [21] 796 + 36n2 log® ¢
Tsmul The t?me of sca}lIar multipli.cation on bilinear pairing group. Yan et al. [22] kmn? log? q
Tpair The time of pairing operation. ' Sun et al. [23] 2mk2nlog? q
gpi s glle time 0? pre;ilrrllagf.: samphng algomhm. Yang et al. [24] 2m2nlog? ¢

minv e time of modular inversion operation. Our Scheme 2kn log?
Thip The time of hash-to-point operation.
|Gpair|  The length of elements in bilinear pairing group. o . . o
|Z:] The length of elements in |Z7]. five existing mechanisms [20]-[24] in Table V. By combining
|m| The size of messages. this analysis with the information in Table III, we can de-
Il The security parameter. termine that the pre-image sample algorithm has the highest
lq] The large prime. . .
|k| The integer. time overhead. However, in our scheme, we have successfully
Il The number large to 5nlog q. avoided it to minimize the time overhead. Specifically, the

TABLE III
RUNNING TIMES OF OPERATIONS

Operation Execution Time
Tomul 5.183 (ms)
Tvadd 0.067 (ms)
Tsmul 1.541 (ms)
Tpair 4.156 (ms)
Tpis 33.281 (ms)
Trninw 0.003 (ms)
Thip 3.739 (ms)

VII. PERFORMANCE EVALUATION AND COMPARISON
WITH PRIOR ARTS

In this sector, we perform a comparative analysis of our
scheme with other existing signcryption schemes [18]-[24]
regarding both computational overhead and communication
overhead!. Specifically, all simulation experiments through the
MATLAB operating platform were conducted in a Win 10
system environment with a processor of AMD Ryzen 7 5800H
with Radeon Graphics at 3.20 GHz and running memory of
16.0 GB. In general, in Table II, all the symbols used in
our efficiency analysis are given along with their specific
meanings. The running time of the seven operations involved
in our compared schemes is shown in Table III.

A. Communication Overhead Comparison

For the communication overhead, we focus on comparing
the length of ciphertext. Table IV shows the theoretical value
of ciphertext length computation in our scheme and five
other existing schemes [20]-[24]. It is easy to notice that
the ciphertext length in our scheme is 2knlog? g, which is
significantly lower than the other lattice-based signcryption
schemes [20]-[24].

B. Computational Overhead Comparison

For the comparative analysis of computational overhead, we
present the theoretical computational values of signcryption
and unsigncryption overhead for our primitive and the other

I'We omit the overhead comparison of schemes [18] and [19] since these
schemes are not resistant to quantum attacks (shown in Table VI).

signeryption overhead in our scheme consists of four vector
multiplication operations and five vector additive operations,
while the unsigncryption overhead includes two vector multi-
plication operations and three vector additive operations. By
referring to both Table III and Table V, we can conclude that
the time overhead of our protocol is significantly lower than
that of all the lattice-based schemes [20]-[24].
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TABLE V
COMPARISON OF COMPUTATIONAL OVERHEAD

Schemes

Signeryption Overhead

Unsigncryption Overhead

Li et al. [20]
Zhang et al. [21]
Yan et al. [22]
Sun et al. [23]
Yang et al. [24]
Our Scheme

Tpis + Tvmul
Tpis + 2T‘v'mul
Tpis + 5Tvadd + 3Tvmul
Tpis + 4Tvadd + 5Tvmul
Tpis + 4Tvadd + 7T’umul
5T’uadd + 4Tvmul

2Ty mul

2Tvmul
7Tvadd + 7Tvmul
AT yadd + 6Tvmul
3T’vadd + 6T’Umul
3T’vadd + 2Tvmul

TABLE VI
COMPARISON OF SECURITY PROPERTIES

Schemes IND-CCA2 UF-CMA Quantum Resistance Practicality
Yu et al. [18] X X X v
Chen et al. [19] v v X v
Li et al. [20] v v v X
Zhang et al. [21] v v v X
Yan et al. [22] X X v X
Sun et al. [23] v v v X
Yang et al. [24] v v v X
Our Scheme v v v v
120 Especially, the calculation of the unsigncryption cost can also
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Fig. 4. Approximate Running Time Comparison of Computation Overhead.

Through the MALTAB experimental platform, we con-
ducted simulation experiments for our scheme and the other
five signcryption protocols [20]-[24] to further comprehen-
sively demonstrate the comparison analysis findings in terms
of computational overhead. The signcryption overheads of our
scheme and other schemes [20]-[24] are shown in Fig. 2.
Combining Table III and Table V, we can calculate that the
signcryption overhead of our scheme is 5X Ty qqq+4 X Tymul =
5x0.06744 x 5.183 = 21.067(ms). From Fig. 2, we observe
that the signcryption overhead of our scheme is considerably
lower than five existing lattice-based signcryption schemes
[20]-[24]. In particular, our signcryption overhead is between
0.30 to 0.55 times of them [20]-[24].

The comparison of unsigncryption overhead is depicted
in Fig. 3. In particular, the unsigncryption overhead of our
scheme is essentially the same as schemes [20] and [21].
While the unsigncryption overheads of schemes [22], [23] and
[24] are obviously higher than schemes [20], [21] and ours.

show similar results to the above simulation experiments. The
overheads of schemes [20], [21] and our scheme are calculated
as 2 X Ty = 2 x 5.183 = 10.366(ms),2 X Tymur =
2 x 5.183 = 10.366(ms), and 3 X Tyaad + 2 X Tymu =
3% 0.067 42 x 5.183 = 10.567(ms), respectively. Compared
with other lattice-based schemes [20]-[24], the overhead of
our scheme is 0.28 to 1 times that of existing schemes.

A comparative analysis of the overall computational over-
head is shown in Fig. 4. Concretely, for our scheme, the
computational overhead is 5 X T',qqq+4 X Tymul +3 X Tyada +
2 X Tymur = 5 x 0.067 + 4 x 5.183 + 3 x 0.067 + 2 x
5.183 = 31.634(ms). Consequently, incorporating theoretical
value calculations and simulation experiments, it is clear that
the computational overhead of our scheme is marginally lower
than other lattice-based signcrytion schemes [22]-[24] and
noticeably lower than schemes [20], [21]. In summary, the
computational overhead of our scheme is dramatically lower
than the other five lattice-based signcryption schemes, being
0.31 to 0.64 times that of their schemes [20]-[24].

C. Security Comparison

As far as the security of the scheme is concerned, we mainly
consider the four components IND-CCA2, UF-CMA, quantum
resistance, and practicality. Seen from Table VI, we find that
only scheme [18] and scheme [22] fail to meet the security
requirements of IND-CCA2 and UF-CMA. For the property of
Quantum Resistance, all comparison schemes, except scheme
[18] and scheme [19], are capable of resisting quantum attacks.
Except for our scheme, all schemes with quantum resistance
security are impractical. In summary, our scheme guarantees
practicality while fulfilling the fullest security requirements.



VIII. CONCLUSION

In this paper, we propose a new post-quantum certificateless
signcryption primitive, called PQ-CLSC. It enables medical
data transmission safely in the IoMT while resistant to the
quantum computing attacks. We begin by presenting the
system models and security models. After that, we illustrate
our designed mechanism in detail. The proposed PQ-CLSC
undergoes rigorous security analysis, demonstrating its satis-
faction with IND-CCA2 and EU-CMA security in a quantum
setting. We also conduct extensive experimental evaluations
and comparisons, which reveal the efficiency of our protocol.
These results highlight the superior practicality of our scheme
compared to most state-of-the-art protocols.
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