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Abstract. We consider constructions that combine outputs of a single
permutation 7 : {0,1}" — {0,1}" using a public function. These are
popular constructions for achieving security beyond the birthday bound
when implementing a pseudorandom function using a block cipher (i.e., a
pseudorandom permutation). One of the best-known constructions (de-
noted SXoP[2,n]) XORs the outputs of 2 domain-separated calls to .
Modeling 7 as a uniformly chosen permutation, several previous works
proved a tight information-theoretic indistinguishability bound for SXoP[2, n|
of about ¢/2", where g is the number of queries. On the other hand, tight
bounds are unknown for the generalized variant (denoted SXoP[r,n])
which XORs the outputs of r > 2 domain-separated calls to a uniform
permutation.

In this paper, we obtain two results. Our first result improves the known
bounds for SXoP[r,n] for all (constant) r > 3 (assuming ¢ < O(2"/r) is
not too large) in both the single-user and multi-user settings. In particu-
lar, for ¢ = 3, our bound is about \/ﬁqmax/QQ'S" (where w is the number
of users and gmax is the maximal number of queries per user), improving
the best-known previous result by a factor of at least 2".

For odd r, our bounds are tight for ¢ > 2*/2, as they match known
attacks. For even r, we prove that our single-user bounds are tight by
providing matching attacks.

Our second and main result is divided into two parts. First, we devise
a family of constructions that output n bits by efficiently combining
outputs of 2 calls to a permutation on {0,1}", and achieve multi-user se-
curity of about v/Ugmax/2""". Then, inspired by the CENC construction
of Iwata [FSE’06], we further extend this family to output 2n bits by
efficiently combining outputs of 3 calls to a permutation on {0,1}". The
extended construction has similar multi-user security of \/ﬂqmax / 2157,
The new single-user (u = 1) bounds of ¢/2'*" for both families should
be contrasted with the previously best-known bounds of ¢/2", obtained
by the comparable constructions of SXoP[2,n] and CENC.

All of our bounds are proved by Fourier analysis, extending the provable
security toolkit in this domain in multiple ways.

1 Introduction

Efficient implementations of pseudorandom functions today typically use block
ciphers, which are pseudorandom permutations that only achieve security up to



the birthday bound of ¢ = 2"/2 queries (where n is the block length). Since the
security of many cryptosystems (such as encryption modes, MAC algorithms
and authenticated encryption schemes) is based on pseudorandom functions,
beyond-birthday bound security has become a popular research area, initiated
in papers by Bellare, Krovetz, and Rogaway [2], and by Hall, Wagner, Kelsey,
and Schneier [16].

1.1 XORing Permutation Outputs

One of the best-known constructions for achieving security beyond the birthday
bound XORs the outputs of 2 permutations calls. This constructions has two
main variants. The first variant, denoted XoP[2,n] (XOR of Permutations), uses
two permutations my,m : {0,1}™ +— {0,1}" to define XoP[2,n]x, x, : {0,1}" —
{0,1}™ by XoP[2,n]x, r, (1) = m1(¢) @ m2(i). In practice, m; and mo are imple-
mented using a block cipher, instantiated with independent keys. The second
variant, denoted SXoP[2,n], uses 2 domain-separated calls to a single permu-
tation 7 : {0,1}" +— {0,1}" to define SXoP[2,n], : {0,1}"~! ~ {0,1}" by
SXoP[2,n].(i) = w(0|¢) @ m(1]|¢) (where || denotes concatenation). As in the
first variant, 7w is implemented using a block cipher. However, in information-
theoretic security proofs, the block ciphers in both variants are replaced by
idealized random permutations.

The second variant is more efficient in the sense that it only requires a single
key. Yet, the advantage of the first variant is that it achieves better concrete
security in idealized models.

Generalizations. Natural generalizations of the above variants XOR the out-
puts r > 2 permutations calls. The aim of these generalizations is to obtain even
better security bounds.

In this paper, we are mainly interested in a generalization of the second
variant, denoted SXoP[r,n|. It uses r > 2 domain-separated calls to a single
permutation 7 : {0,1}"* ~ {0,1}" to define SXoP[r,n], : {0,1}7 Moerl
{0,1}™ by SXoP[r,n]. (i) = 7(0]]s) ® w(1|i) @ ... ® w(r — 1]|7).

Previous results. Both variants have been analyzed in the idealized model
by numerous papers in both the single-user and multi-user settings. The first
variant (XoP) that uses independent permutations (and its generalized version)
was analyzed in [7,6,8,9,10,12,20,21,23,25]. A tight security bound for XoP and
its generalization was derived in [11] (also see [13] for XoP[2,n]), and further
extended to the multi-user setting.

Works that analyzed the second variant SXoP (and its generalization) include
[1,4,8,10,12,17,23,25]. In particular, for SXoP[2,n] a security bound of about -
was proved in [8,10,12]. This bound is tight as it is matched by a simple attack
that checks whether the element 0 is output. The bound was extended to a tight

bound in the multi-user setting (up to a logarithmic factor) in [17].



For the more general scheme SXoP[r,n] with » > 3, tight bounds are un-

known. The particular case of r = 3 was analyzed by Bhattacharya and Nandi
VUmax

in [1], deriving a bound of about Y=z

in the multi-user setting.

Remark 1. In practice, each permutation is instantiated with a keyed block ci-
pher. In such computational settings, one needs to add an additional term (or
terms) to the bounds derived above which take into account the optimal ad-
vantage in distinguishing the underlying block cipher (or block ciphers) from a
uniformly chosen permutation (or permutations).

1.2 Iwata’s PRF construction

At FSE 2006 [18], Iwata introduced CENC, which is a beyond-birthday bound
secure mode of operation, built from a PRF, Flw,n] : {O,l}”‘“"g(”"”‘*‘1ﬂ —
{0,1}*" using an underlying permutation 7 : {0,1}" — {0,1}"™ and defined as

Flw, n] (i) = (x(0[]) @ w(1[[))|[(x (0[]) @ w2[[))[] - . - [| (7 (Ol}) @ 7 (w]|4))-

Thus, F only makes w + 1 calls to 7 in order to generate wn bits of output,
whereas SXoP[2, n] makes 2w calls to 7.

When modeling 7 as an ideal permutation, [3,3,19] proved that F[w,n] has
wq

an indistinguishability advantage upper bound of about .

1.3 Owur Results

In this paper, we obtain two results.

Result 1 - analysis of SXoP[r, n]. We improve known bounds for SXoP[r, n]
for all (constant) r > 3 (assuming ¢ < O(2"/r) is not too large).
For odd r, we derive a bound of about L5 is the single-user setting and

% in the multi-user setting. In particular, for ¢ = 3, our bound %

improves the best-known previous one of [4] by a factor of at least 2. Our
bounds for odd r are tight up to a constant factor (for ¢ > 2"/2), as they match
attacks published by Patarin [24,26]. This includes the multi-user setting, where
our bounds are matched by the simple generalization of the attacks of Patarin,
which applies the single-user attack independently to each user and outputs a
majority vote over the answers.

For even r, we prove a bound of about 2n—‘1/2 in the single-user setting and an
/U Gmax uqmax>

2n(r/2-1/2) ) gnr/2
in the multi-user setting. Furthermore, we prove that our single-user bounds are
tight by providing matching attacks, which improve the ones of [24,26].

Interestingly, our results show (for example) that SXoP[3,n] (with a tight
bound of 5% ) is provably more secure than SXoP[4,n] (with a tight bound of
5%7). More generally, for odd 7 > 3, SXoP[r,n] (with a bound of &Lssy) is
provably more secure than SXoP[2r — 2,n] (with a bound of ;). Similar
results hold in the multi-user setting.

additional (slightly more complicated) bound of about min(



Result 2 - definition and analysis of LXoP[L,n] and LXoP[L, 2, n].

LXoP/L,n]. We propose a family of constructions that output n bits by publicly

combining outputs of 2 calls to a single permutation on {0,1}", and achieve

multi-user security of about ‘/261‘_1;‘1?" (as long as gmax < O(2™) is not too large).

Hence, these constructions are provably secure up to u = 0(2™) users for gmax >
2(2"™). Our (single-user) bound of 5% improves upon the best previous bound
of 5% for a construction with similar parameters (obtained for SXoP[2, n]).

Our family of constructions is parameterized by a public linear orthomor-
phism, which is an invertible linear transformation L : {0,1}"™ — {0,1}" with
the property that L'(z) = x @ L(z) is itself a permutation. The construction
is denoted by LXoP[L,n| and defined as LXoP[L, n]. (i) = 7(0]]7) & L(w(1||7)),
where i € {0,1}"71.

It is easy to show that our bound @?;;‘,‘"‘ is tight assuming ¢ > 2"/ by
similar attacks to the ones of [24,26]. Note that the bound we obtain is of the
same order as the tight bound for XoP[2, n].

Importantly, there are many linear orthomorphisms L : {0,1}" — {0,1}"
with the desired properties which are very simple and easy to implement. One
example is L(z(),2()) = (22 2V @2?)), where 2, 2() € {0,1}"/2. Another
example that may be more efficient to implement in hardware is L(z) = (z >>>
1) ® (21,0,...,0), i.e., cyclically rotate x by 1 bit to the right and XOR the first
bit of z (denoted z1) to the first bit of the result. Yet another example is doubling
in the field Fan. More details about linear orthomorphisms over F4 can be found
in [15].

Intuitively, the main reason that such constructions have a high security level
is that (unlike SXoP[2,n]), every element generated by LXoP[L, n] is marginally
uniform in {0,1}". Indeed, let z € {0,1}" be such an element and write it as
x =y @ L(z), where y,z € {0,1}" are drawn uniformly without replacement.
Then, fixing any a € {0,1}", the equality = a is equivalent to y & L(z) = a. If
y,z € {0,1}™ were drawn uniformly and independently, then since L is invertible,
the equation y ® L(z) = a would have exactly 2™ solutions. However, since y, z
are drawn uniformly without replacement, we subtract the solutions that satisfy
y = z, and as L is an orthomorphism, the equation y @ L(y) = a has exactly
one solution. Consequently, for any a € {0,1}", the equation y & L(z) = a has
exactly 2" — 1 solutions, namely, * = y @ L(%) is uniformly distributed.

We remark that the use of linear orthomorphisms in cryptography (and par-
ticularly in the design of block ciphers) is not new. See [5] and references therein
for examples. Hence, the main novelty of this work with respect to the LXoP[L, n]
family (and its generalization below) is in the security proof, rather than the ac-
tual design.

LXoP/L,2,n]. After analyzing LXoP[L, n|, we extend the construction to obtain
better efficiency by outputting 2n bits via 3 calls to the underlying permutation.
Specifically, we define LXoP[L,2,n] : {0,1}"~% — {0,1}*" as

LXoP[L, 2, nl (i) = (x(0l[) @ L((1[|9))) | (w(1]]2) & L(7(2[|4))) -



We prove that LXoP[L,2,n] offers similar security to LXoP[L,n] in both the
single-user and multi-user settings, given that L is a linear orthomorphism. Com-
pared to Iwata’s PRF [18], F[2,n], the indistinguishability bound is improved
from about 5% to 53l (in the single-user setting), while having comparable
parameters.

LXoP[L,w,n|. One can further extend LXoP to output wn bits via w + 1 per-
mutation calls, similarly to Iwata’s PRF. Specifically, define

LXoP[L, w,n] (i) = (x(0[])) @ L(w (L) || .. [| (r(w = 1][) ® L(x(wl]]d))),

where i € {0, 1}"‘rl°g(w+1ﬂ. To achieve high security, we require that the iter-
ated invertible linear function L’ has no short cycles of length up to w, namely
for every x € {0,1}" such that x # 0 and 1 < j < w, z & LI(z) # 0. Such
efficient functions L are easy to build (e.g., from linear-feedback shift registers).

While it is not difficult (albeit somewhat technical) to extend our security
analysis of LXoP[L,2,n] to LXoP[L,w,n| for very small values of w > 2, the
analysis for general w is more involved and we leave it to future work.

We remark that a different variant of LXoP[L, w, n].(¢) defines the j’s output
block (for j = 1,...,w) as L’ (m(0]]i)) @ n(j||i). However, this variant seems to
be inferior to the one above in terms of both security (for large w) and efficiency,
since the computations of L7 (m(0||7)) for different values of j are more difficult
to parallelize.

1.4 Technical Overview

Similarly to the previous works [11,13,14], we prove our results by Fourier anal-
ysis. We start by elaborating on the techniques of [11,13] that are relevant to
this paper.

Previous techniques [11,13]. First, the distinguishing advantage of the ad-
versary is bounded by the statistical distance between the distribution generated
by the analyzed construction and the uniform distribution. Consider a sample
from a distribution generated by the analyzed construction, which is over F§*"
(i.e., composed of g elements in {0,1}"). The statistical distance of this distri-
bution from the uniform distribution can be bounded in the “Fourier domain”
by bounding the bias (i.e., Fourier coefficient) of each of the 29 possible masks
(i.e., linear equations over Fs) applied to the bits of the sample.

In [11,13], the task of bounding the Fourier coefficients for the distribution
function generated by the XoP construction was reduced to the task of bounding
the Fourier coefficients for the distribution generated by the underlying primi-
tive, namely, a random permutation. This reduction was based on the fact that
XORing together samples generated by independent random permutations cor-
responds to a convolution operation, which is simple multiplication in the Fourier
domain.



Considering k elements (for any 1 < k < ¢) drawn uniformly without re-
placement, the proof of [11] used bounds on two quantities of Fourier coefficients
on masks that involve all of these k elements (called level-k coefficients).

1. The maximal level-k Fourier coefficient in absolute value.
2. The level-k Fourier weight, which is equal to the sum of squares of all level-k
Fourier coefficients.

Our techniques. We would like to use a similar approach to bound the dis-
tinguishing advantage of the adversary against the SXoP and LXoP construc-
tions. However, unlike the XoP construction, these do not involve XORing to-
gether independent permutations. Therefore, the step that reduces the analysis
to bounding the Fourier coefficients of a random permutation via convolution is
not applicable anymore.

Nevertheless, we prove that the Fourier coefficients of the distribution gen-
erated by the SXoP and LXoP constructions are, in fact, structured subsets of
the Fourier coefficients of a random permutation.

For example, denote by = € {0,1}" a single element of a sample generated
by SXoP[2,n]. Consider a mask involving a single element o € {0,1}" # 0
(i.e., a mask of level 1), and assume we wish to analyze the bias of the linear
equation aj1x1 @ ... ® apx,. Since z is generated by SXoP[2,n], we can write
x =y Pz, where y,z € {0,1}" are generated by a random permutation. The
above linear equation can therefore be written as a; (y1®21)®. .. O (Yn Dzn) =
(1y1 B ... D anyn) B (121 B ... D apzy,). The bias of this equation is exactly
the Fourier coefficient of a random permutation on the level-2 symmetric mask
(o, ) € {0,1}2".

In general, level-k Fourier coefficients of the distribution generated by SXoP|r, n)
correspond to symmetric level-(rk) Fourier coefficients of a random permutation.
One can similarly prove that level-k Fourier coefficients of the distribution gen-
erated by LXoP[L,n| correspond to level-2k Fourier coefficients of a random
permutation (with a certain structure that depends on L). A similar property
also holds for LXoP[L,2,n]. Therefore, we can use the two bounds above on
the Fourier coefficients of a random permutation to analyze the distributions
generated by the SXoP and LXoP constructions.

Framework for bounding Fourier weight of sampling without replacement on
structured subsets of masks. Unfortunately, using the general level-k bounds
naively is not sufficient to obtain tight indistinguishability bounds for the con-
structions we analyze, particularly for LXoP. Essentially, the general level-k
bound on the weight (i.e., the second bound) is tight for dense subsets of masks
that contain (a large fraction of) all level-k masks. However, the subsets we need
to analyze are structured and very sparse.

As a result, in this paper we develop a framework that allows to bound the
Fourier weight of the sampling without replacement density function (normalized
distribution function) on structured subsets of masks. The framework takes into



account the particular structure of the subset and significantly improves the
naive bounds for the constructions we analyze.

Technically, the framework uses a (known) recursive formula for calculating
the Fourier coefficient on any single mask « as a sum of Fourier coefficients on
lower-level masks, derived from «. We show how to manipulate the formula to
collectively analyze the Fourier weight of a subset of masks that have a common
structure, determined by the construction we analyze. Specifically, each recursive
call bounds the weight of an increasingly denser subset of masks, and we apply
the general bounds only at the leaves of the recursion tree, where they are closer
to being tight. The power and generality of this framework is demonstrated by
applying it to obtain tight indistinguishability bounds for all constructions we
analyze in this paper.

A notable exception to the above is the SXoP[r, n] construction with even r,
whose analysis requires an additional central technical contribution, summarized
below.

Mized L' and L£? bounds. For the SXoP|[r, n] construction with even r the above
strategy is not sufficient to obtain tight indistinguishability bounds. Essentially,
this is because of a quadratic loss of the standard Cauchy-Schwarz inequality
that bounds the statistical distance (L' distance) of the analyzed distribution
to the uniform distribution using the £2 distance. In order to overcome this loss,
we bound the statistical distance by a mixture of £! and £2 bounds using the
Fourier decomposition of the distribution (density) function. While such mixed
bounds have been used before in a hybrid argument (e.g., in [10]), we stress that
our mixed bounds are purely analytical in the sense that the “hybrids” that we
use do not necessarily correspond to actual distributions, but rather to a Fourier
decomposition of the density function.

An additional advantage of this technique is that it allows to lower bound the
statistical distance, i.e., analyze the optimal attack in the Fourier domain using
the reverse triangle inequality. Indeed, the optimal attack against the SXoP|[r, n]
construction reveals itself during the analysis of the level-1 Fourier coefficients,
and it simply corresponds to comparing the number of 0 elements in the sample
to a thereshold.

1.5 Paper Structure

The rest of this paper is organized as follows. Next, in Section 2, we describe
preliminaries. In Section 4 we prove our results regarding the SXoP construc-
tions, while in Section 5 and Section 6 we analyze the variants of the LXoP
construction.

2 Preliminaries

For a positive integer m (i.e., m € Z=2!), denote [m] = {1,2,...,m}. For
mi,me € 7Z such that m; < mag, denote [my,ma] = {mi,m1 +1,...,mz}.



For a set A, denote its size by |A|. For any integer k£ > 0 and a real number
t, define the falling factorial as () = t(t —1)...(¢t — (k — 1)). Further define
(t)o = 1.

Let n,m € Z=! such that n > m. Then, (Z)™ < (') < (£2)™,
Proposition 1. Let a,b,c,d, k € RZ°. Define the functions B(k) = (ak+b)*+4

B(k+1) alch+d) Clk+1) 1 _alck+d)_
< Co ak+b < b—a(k+1)
B = (alk+1)+b)e s = T S a1 1)) !

where the last inequality assumes b > a(k + 1).
Proof. We have

B(k+1) _ (a(k+1)+4b)cFtD+d (g(k41)+b)FHD+ (q(k41)4p)ck+e
B(k) (ak+b)oF+d = " (a(k+1)+b)FHa (ak+b)eF+d
ftd a(ck+d)
=(ak+1) +b)°(1 4+ 7&5)"" < (a(k + 1) + b)%e ak+b .

and
C(k+1) _ (b—a(k+1)"°PHtD=d  (b—qa(kt1)) “*TD "4 (b—a(kt1))“F¢
Ck) = (b—ak)—cF—4 = T O—a(ktD))—F—4  (b—ak) cF—d
ftd a(ck+d)
— 1 + 1 b—a(k
= o=atre (L + sa) T < manmee” Y.
]

Let  be an element (from an arbitrary domain) and let m € Z='. De-

fine °™ = (x,...,x) to be the sequence of m repetitions of z. For a sequence
—_——
m times
(21,...,21), define (z1,...,2x)°™ = ((21)°™, ..., (zx)°™).

Let m € ZZ!. We denote the sequence of elements (21, . .., ) by Z1_p,. Sim-
ilarly, the sequence of elements (!, ..., 2™) is denoted by z'-™. Furthermore, for
my,my € Z=", denote the sequence of myms elements (1, ..., 27", ...zl ..., 2¢"2)

1..mo
by zy 2.

Let F be a field and v € FF1**2 a matrix of elements in F. We index the
elements of v in a natural way, namely, for i € [k;], v; € F*2 is the i’th row of v
and for j € [ko], v; ; € F is its j'th entry.

For two (row) vectors v,u € F*, we denote by (u,v)r = u-vT = Dielk) Wivi
their inner product (where vT is the transpose of v and addition and multi-
plication are over F). Similarly, for matrices v,u € F¥1>**2  define (u,v)p =
Eie[kl] ui - (vi)" = Z(i,j)e[kl]x[kg] Ui, jVi,j-

In this paper, we typically deal with matrices = € F’;X", where n is considered
a parameter and k may vary. We denote N = 2.

Let L € F3*™. Denote by L the transpose of L. Further, let = € F5*". We
define L(x) € F¥*" by L(x); = z; - L for i € [k] (where we view z; as a row
vector in F%, multiplied with L).



Asymptotic notation. While all of our results are fully explicit, we some-
times use standard asymptotic notation to give intuition about the bounds we
obtain. In particular, we use the notation O,.(-) and §2,.(-) that suppress arbitrary
functions of r (as we mostly think of it as a small constant).

2.1 Probability

Definition 1 (Density function). A (probability) density function on F3*"
is a nonnegative function ¢ : F§*" — R20 satisfying B _poxn[p(x)] = 1, where
2

x € FI*™ is uniformly chosen.

We write x ~ ¢ to denote that x is a sample drawn from the associated
probability distribution, defined by Pry [z = y] = “;Sf’) for every y € F4*". In
particular, the uniform probability density function over F3*" is the constant
function 1, and we denote it by 1g4,.

Let A C F2*". We write z ~ A to denote that z is selected uniformly at

random from A.

Proposition 2 ([22], Fact 1.21). If ¢ : F3*" — R20 is a density function
and f:F&" — R, then E,,[f(z)] = B, poxnle(x) f(2)]-

Definition 2 (Statistical distance). The statistical distance between two prob-
ability density functions ¢,v : F4*" s R20 s

2.2 Fourier Analysis

We define the Fourier-Walsh expansion of functions on the Boolean cube, adapted
to our setting, and state the basic results that we will use. These results are
mostly taken from [22].

Definition 3 (Fourier expansion). Given a € F3*", define xo : F§*" —
{_171} by
Xa(T) = (_1)<a,z>F2 — H (_1)(0&i,1i>F2 _ H (—1)@is@es
i€(q] i€q],j€[n]

The set {XQ}QGFZM is an orthonormal basis for the set of functions {f | f :
F4*" + R}, with respect to the normalized inner product W( fror =
2

B, paxn [f(x)g(x)]. Hence each {f | f : F3*™ +— R} can be decomposed to

[= Z f(O‘)Xoca

a€gF*™



~

where f(a) = E[xaf], and in particular, f(O) = E[f].
Each element in {xa}, eFgxn 18 called a character. We refer to o as a mask,

~

and to f(«) as the Fourier coefficient of f on «. To distinguish the domain
of characters from the input domain we write it as F4*", and thus f(z) =
> acroxn F(@)Xa(x). For a mask o € F*" | we write

supp(a) = {i | @; # 0} and #a = [supp(«)|.

We call #a the level of a, and f(«) is a Fourier coeflicient of level #«. Through-
out the paper, we mostly use the shorter notation N'Z, = supp(«).

For integer parameters n > 1 and 0 < kg < kq, we deﬁine the sets of masks
MLy e, ={a € F5 "™ | #a = ko}, and Mk =fa € F51 ™ | #a > ko

Definition 4 (Fourier weight and maximal magnitude). For a function
f:F&" — R, we define the Fourier weight of f at level k to be

W= > fle= > )
ackIx" aeMZ, |
#a=k

The mazimal magnitude of a level-k Fourier coefficient of f is
=k N N
M™[f] = max {|f(a)|} = max {|f(a)}.
OzE]ngn aeM:k,q
#a=k
Proposition 3 ([22], Proposition 1.13 — variance). The variance of f :
F& " — R s

q

Var[f] = E[f] —E[f? = > Ffla)?=> W*[f].

aeﬂﬁg Xn k=1
a#0

Proposition 4 ([22], Exercise 1.23 — bound on statistical distance from
uniform by variance). Let ¢ : F3*" s R=9 be a density function. Then

SD(p, 14n) < %\/Var[go}.

We generalize this bound below to a combination of £! and £? distances in the
Fourier domain.

Proposition 5 (Bidirectional bounds on statistical distance from uni-
form by £ and £? distances). Let ¢ : F3*" s RZ9 be a density function.

Let S C ﬁ‘gxn be any set of masks, which does not contain the zero mask. Let

S= ﬁgx”\{s U{0}} be the complementary set of masks (not including the zero
mask). Then

— > @(a)2 < 28D(p, 14n) — B > Blaxal@)] < D Bla)2.
a€S Tt aES a€ES

10



Note that setting S = () above gives Proposition 4, hence it is indeed a general-
ization (the lower bound on SD(¢, 14,,) is this case is trivial). In general, Propo-
sition 5 can give better results than Proposition 4 in case ) | . s @(a)xa(z) has a
significant amount of cancelations due to opposite signs of the terms @(a)xa(x)
(on average over x ~ F3*™).

Proof. We have

28D(p, 1) = B p(x)—1f= E_| Y Pla)xa()l

|
X

B(a)xalz) + ) Pla)xal(e)]

2 a€cS acS

3 ) xal)| +

a€S

IN

Y Bla)xal)

E
w~IFq Xn -
2 aeS

E
IN]Fg Xn

For the upper bound, it remains to prove that E, pgxn | > acs Pla)xalz)] <
V2 aes P(a)?. Applying the Cauchy-Schwarz inequality,

B 1Y ae)ve(@) < % E D fle)va(e)?

— r~FIX™ —
a€S 2 aes

= Y @@aB) E [al@)xs@)]= [> 3a)?

< FIXT™ ~
(a,B)ESXS T2 =

where the final equality is by orthogonality of the characters.
For the lower bound, observe similarly that

28D(p, 14n) = E | Z Pla)xalz) + § :Q(Q)Xa(z”
a:~]F2 aes ae§
> E > @exa@)l- E | fa)xa()
mN]FZ aES xN]FQ aeg

X

> B 1Y e@x@l- [3 p@r.
e~Fy a€s a€S

We state an additional basic result regarding variance.

Proposition 6 ([11], Proposition 6 — Variance of independent sam-
ples). Let ¢ : FI*" s R29 be a density function. Let u > 1 be an integer
and let ** : Féqu)xn — RZ0 be the density function obtained by concatenating

u independent samples drawn from . Then,

Var[p™"] < 2u Var[y], assuming u Var[p] < &

11



2.3 Cryptographic Preliminaries

We use the standard notion of PRF security, as defined below. Let H : I x
{0,1}™ — {0,1}™2 be a family of functions and Func(m;y, ma) be the set of all
functions ¢ : {0,1}™ — {0,1}™2. Let A be an algorithm with oracle access to
a function f: {0,1}™* — {0,1}™2. The PRF advantage of A against H is

AdvPr(A) [AFKO) = 1] — Pr [A70) = 1]).

=| Pr
K~K f~Func(mi,mz)
We further define the optimal advantage
Opt2'(g) = max{Adv>'(A) | A makes q queries}.

In the multi-user setting we have u users, each with an independent instantiation
of the cryptosystem. The adversary can issue (up to) gmax queries to each user
with the goal of distinguishing the u instantiations of the cryptosystem from u
instantiations of a random function. We define the PRF advantage of A against
H in the multi-user setting as

AWEIA) =] P AT OO S )

~~~~

_ Pr [Afl()”f“() = 1”

fiyeens fu~Func(my,ms)
We further define the optimal advantage

Optz‘;prf(qmax) = max{AdvEfzprf(A) | A makes qmax queries to each user}.

Bounding the optimal advantage using Fourier analysis. In this paper
we will consider families of functions of the form H : K x {0,1}™ — {0,1}"
with the property that the output distribution is independent of the queries of
the adversary. Thus, we ignore these queries and focus on analyzing the output
distribution (density function) generated by H. Given that the adversary makes
q queries to H, we may denote the density function generated by H as @ (n,q) :
F&*" — R29.

By well-known properties of the statistical distance, the advantage of the
optimal distinguisher against H is equal to the statistical distance of ¢y from
uniform, namely,

Optgf(q) = SD(@H(mq)v 1qn)- (1)
In the multi-user setting, an adversary against H obtains a sample of (¢ H(n,q) )xu

Féq'“a"u)xn — R=0, where (@p(n,q))*" is the density function obtained by con-
catenating u independent samples drawn from g, ). Similarly to the single-
user setting,

mu-prf u
OptHl,lup (@maz) = SD((QPH(nﬂhnax))X ’1UQmaxn)' (2)

In this paper, we mostly bound the optimal advantage by bounding Var[@ gy, )]
using the following basic result.

12



Proposition 7 (Bounds on advantage using variance). Assume that the
output distribution generated by H : K x {0,1}™ — {0,1}™ is independent of the
queries of the adversary. Denote by Qi (n,q) : Fi " — R0 the density function
generated by H. Then,

T 1 / mu-prf 1
Opt?—]f(q) S 5 Var[@H(n,q)]; and Opt]—Lup (Qmaw) S ﬁ\/u Var[‘pH(n,qmax)]a

assuming u Var(Q g q...0] < %, or equivalently, ﬁ\/u Var(p g (n,gua)] < %

Proof. First, by (1) and Proposition 4,

Optgf(q) = SD(SDH(n,q)a 1qn) < %\/ Var[QOH(n,q)]'

Second, by (2), Proposition 4 and Proposition 6,

mu-prf

OptH_’u (¢maz) = SD((SDH(n,qmax))Xuv 1uqmaxn)

< %\/Var[@H(n,qmax))xu] < %\/’U Var[goH(nA’qu)].

Symmetric properties. In addition to the output distribution being indepen-
dent of the queries of the adversary, all the functions H : K x {0,1}™ — {0,1}"

we analyze in this paper are symmetric in the following sense: if z ~ ¢ (n,q),
then for every set of k distinct indices {i1,42,...,ix} C [g], (®iy,...,x;,) are
k elements that are marginally sampled from g, r), namely, (z;,,...,x;, ) ~

©H(n.k)- Therefore, for 1 <k < g, we have M:k[cpH(n}q)} = M:k[goH(nyk)] and

W:k[SOH(n,q)] = Z @H(n,q) (Q)Q = Z Z @H(n,k)(ﬂ)z

aeM, {i1,...,ix } C[q] distinct ﬁeﬁgx”
supp(B8)={i1,....ix}
= > W onm] = (W [ore.q)-

{i1,...,i } C[q] distinct

These symmetric properties are repeatedly used throughout the paper (often
without explicitly referring to them). Another result on symmetric functions
(which we do not explicitly use) is given in Appendix A.

Sampling without replacement. We define the density function of sampling
without replacement.

Definition 5 (Density function of sampling without replacement). For
positive integers n,q such that 1 < q <27, let fiy q F3 "™ s R20 be the density
function associated with the process of uniformly sampling q elements from F3
without replacement. Specifically, for x € F4™",

o () = {(%;q if i # x; for alli,j € [q] (i #j),
n,q -

0 otherwise.

Furthermore, define ji,,0 to be the constant 1.

13



The SXoP[r,n] construction. Let Perm(n) be the set of all permutations
on {0,1}™ (i.e., the set of all = : {0,1}"™ — {0,1}"). For positive integers
r,m such that r > 2, define the family of functions SXoP[r,n] : (Perm(n)) x
{0,1}n—Mogrl 1 10,1} by

SXoP[r,n|,(i) = 7(0||i) @ w(1]|i) & ... ® w(r — 1||9),

where in 7(j|)i), j € {0,1}M°871 is encoded in binary for j = 0,...,r — 1, and
|| denotes concatenation. We will be interested in bounding Optgiop[r,n} (q) as
a function of the parameters r,n,q (and deriving similar bounds in the multi-
user setting). By symmetry of the randomly chosen permutation 7, an adversary
against SXoP[r, n] obtains the XOR of r samples, each containing ¢ elements of
{0,1}", where all rq elements are chosen uniformly without replacement (re-
gardless of the actual queries).

Let 1/,(:21 : F2*™ — R=0 denote the density function of a sample generated by
the SXoP[r, n| construction.

The LXoP[L,n] and LXoP[L,2,n] constructions. Let L € F3*" be an
invertible matrix. Define the family of functions LXoP[L,n] : (Perm(n)) x
{0,1}"1 — {0,1}" by

LX0P[L, 0 (i) = 7(0]|7) & L(x(1]d)).

Moreover, define the family of functions LXoP[L, 2, n] : (Perm(n)) x {0,1}"72
{0,1}" by

LX0oP[L, 2, n] (i) = (x(0[]¢) @ L(m(1]|2))) [| (w(1l]2)  L(7(2[|))) -

We will be interested in bounding Optiiﬁopmn] (¢) and OptEioP[L’z,n] (q) as a

function of the parameters n, ¢ (and deriving similar bounds in the multi-user

setting). As in the case of SXoP[r, n], the distributions generated by LXoP[L,n|
and LXoP[L,2,n] are independent of the queries of the adversary. Let fffq) :

F& " — R20 and 57(52)# : F9**" — R20 denote the density functions of samples
generated by the LXoP[L,n] and LXoP[L, 2, n| constructions, respectively.

2.4 Fourier Properties of p,, x

We use several results about Fourier properties of p, 1, mostly taken from [11,13].

Proposition 8 ([11], Proposition 12 — Permuting elements preserves
Fourier coefficients). Let a € FE*™. Let 7w : [k] — [k] be a permutation and
define the mask a™ € @2“(" by (@™)i = () for i € [k]. Then, finx(a”™) =
ﬁn,k(a)'

Proposition 8 is repeatedly used throughout the paper (often without explicitly
referring to it).
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Proposition 9. For any o € FE<" such that Diemai # 0 we have fin (o) = 0.

Proof. Let y € F§ be arbitrary. Observe that for z € F’;X", o () = i (21 D
Yy ...,z ®y). Therefore,

fob@) = B osxa@]= B [nslnr ©3,. 02 ©9Nalen o a0)]
ity Ty
= ]I];;ch'n[un’k(xl @ Yyoo s Tk 2] y)Xa(xl S2) Yyoo s Tk S2) y)]X(@ig[k]ai)(y)
x~Fs
- ]PI?“X" (1,1 () X ()] X (@, g 00) () = Pk ()X (@, e g 0) (V)
x~Fg

If fiy, k(@) # 0, we divide both sides by fi,, 1 (c). We deduce that for every y € F3,
X(@ie[k]ai)(y) = 1, implying that @;cpra; = 0. |

The following is a recursive formula for g, ().

Proposition 10 ([13], Section 4 — recursive formula for p, ;(a)). For
parameters ky > kg > 2, let a € ]F’Q“X” with #a = ko, and define NZ, = {i €
[k1] | s A0} (NZ4| = ko). Then for any j € NZ,,

1 o

m R E 7 ®(5,1)

Fin gy (c¥) N —ko+1 Bt Fin e, (cx )s
T a\1J

where a®?) ¢ ﬁglxn (for i # j) is defined as

0 if =7,
(a@(j’i))g =4 a; D (o7 ’Lfg =1,

v if €& A{i,j}-

Note that #a®09) = ky —1if a; © aj # 0 and #a®0) = kg —2if ; @ a; =0
(ie., a; = ).

Proof. Denote ky = k. We assume that N Z, = [ko] = [k], which is possible
without loss of generality by Proposition 8.

We further assume that k; = k, as adding or removing zero elements form «
does not change fi,, ;(a). Finally, using Proposition 8 we assume without loss of
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generality that j = k. By Proposition 2,

Ink(@) = E [xa(z)]= E | E Xa(T1. k-1, )]
T~k T~ fn k—1 IkNFg\{CL‘l,...,wk,I}
_ N
— N—k+1 mwﬂEk 1[%1:? [Xa(l’l k— 179%)]]
k—1
— E E _
N—k+1 z"‘l"n,k—l[zkm«{zl ''''' mk_l}[Xa(xl..k 1, 7k)]]
_ N
=2, B, Ko @) B, o (@)
k—1
- Nflk+l ‘ xm“gkil[xa(xl..kfl,xi)]
i=
k—1
=0- NflkJrl QJNM]E)k 1[X(al..,i—l7ai@akaai+l.,,k—1)(‘/'Cluk*l)]
=1 T
k—1
_ 69 k, B (k
- 7 N—k+1 k+1 Z,Ufnk 1 ( l) T N—k+1 k+1 Z/ffnk l)
=1

where in the fifth equality we used Eg,~ry[Xa, (2k)] = E[Xa,X0] = 0, which
holds by orthogonality of characters since «y, # 0. |

Proposition 11 (Recursive bound for [i, x, («)?). For parameters ki >
ko > 2, let o € TRV with #a = ko, and define N2, = {i € [k1] | a; # 0}
(N Zu| = ko). Then for any j € NZ,,

a ko — 1 S a ()2
Hon ke (a)Q S _ 2 Hnky (Oé® 7 ) .
(N —ko+1) N EAL

Proof. By Proposition 10 and the Cauchy—Schwarz inequality,

A (@) =(xtgmr D, Pk (a®U))

iENZa\{j}

ko—1 -~ D(4,1)\2
Swhmmr D Fam(@®U0)
iENZa\(j}

Lemma 1 ([13], Lemma 4.1 — Bound on magnitude of level-t Fourier
coefficients). Let k1 > ko and 0 < kg < N/2. Then, M=o [Hn iy ] < ﬁ

ko
A slightly stronger bound was also proved in Lemma 1 of [11], but we give the
simpler proof of [13].
Proof. We may assume that kg = k1 = k, as adding and removing 0 elements
from « does not change ﬁn k(a). The proof is by induction on k.

For k = 0, we have M~ [unk]—l—\/ﬁ.
0
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Next, let o € IE?IQCX" have #a = k. For k = 1, by Proposition 9, |f, x(a)| =
L_ For k > 2, by Proposition 10 and the triangle inequality,

V&)

0<

k—1 k—1
i (0)] = | = 5= D Bin p (@) < gy 3 ffin s (@),
i=1 i=1

We have #a®*9) ¢ {k — 1,k — 2}. Assume that for m values of i € [k — 1],
#a®F) = k — 2 holds. Then, by the induction hypothesis (assuming k& < N/2),

[Fin, e ()] < 2 MT 72 ]+ K MTE T [ ]
1 k—1-m __1 k—1 1

SN—TZ-H\/ N) + Nt \/( N) S NoR4T \/( N)
k—2 k-1 k-2

_ k=1 k—2 k—3 1
T N—k+1\ N N—-1''* N—(k=3)

~—

/K k-1 k—2 k-3 1 —_ 1
=\ N2 N—k+1 N N—-1'""N—(k=3) — (N)
K

Lemma 2 ([11], Lemma 2 — Bound on level-k Fourier weight).

N o & k/2
< k< — - <[ —- .
Forl_k_Q,W [,un,k]_(N_k>

Proposition 12. Let k; > ko and 2 < kg < N/2 for k even. Let a € @glxn
have #a = ko. Assume that o; = o for all i, j € [ki1] such that o, o5 # 0 (i.e.,
i,j € NZ4). Then,

kos2ko — 1ko — 3 1
N—-1N-3"""N—(k—1)

Fin iy (@) = (=1)

Moreover,
L < i (@) € —
— n,kl — .
k(i) V()

Proof. We assume without loss of generality that ko = k1 = k. The proof is by
induction on k. By Proposition 10,

k—1
fink () = ,N_;k“ Z ﬁnyk(a@(k,z)).
i=1
For k = 2, this gives — 2/ 2(a®@V) = — Lo as #(a®®D) = 0 and hence
fin2(a®®V) =1,
For k > 2, for all i € [k—1], a®® is equal to a®®1) (up to a permutation of

the elements). Therefore, i, (o) = _Nlc—;}i-l T (@®®D) Since #(a®®1) =
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k—2, and a®®1 has all non-zero elements equal (as «), we apply the induction
hypothesis to a®*1) and deduce

1 _ (_ )k/2 k—1 k—3 1
N—(k—3) N— 1 N—3"""N—(k-1)*

fin k(@) = — gty (~1)h/2 1 ks

N=
Next, note that |, x(a)| < \/T holds by Lemma 1. It remains to prove
k

~ _ T k=1 k-3 k=1 k—2 1
\/%ank(a)‘*\/%ﬁ N=3 " N- (k i) N= (k i) \/ﬁ 2 N—(k—-1)

k k
2\ \/rﬁfé T = T

that

g |fin, k()] Indeed,

3 Framework for Bounding the Weight of 1, on
Structured Subsets

We begin with a motivating example for our framework.
Let r > 2 and k > 1 be parameters such that & is not too large compared to
N. Suppose we want to upper bound the expression

Z ﬁn,rk(a®r)2: Z ﬁn,rk(a®r)2

agRpxm aEMZ,
#a=k
where a®” = (a{",...,a}"). Since #a®" = r#a = rk, we apply Lemma 1 and

obtain

Z ﬂn,'rk(aG)r)Q < NEM=(F) [t i) < Nkﬁ' 3)
aeM, rk

Another option to bound the expression is to use Lemma 2 and deduce

> Faek@®P Y k8 =W Pl < ()

aEMZ, BEMZ i

The bounds obtained above are far from tight in general, as they make little
use of the structure of the subset of masks we sum over. In order to improve the
bound for r > 3, for every a € IF’;X” with #a = k apply Proposition 11 to a®©"
(with k1 = ko = rk and j = rk), obtaining

rk—1
Do 0P <t Y D k(@) FRY)2
aeM?, 4 aeM?z, o, i=1
rk—1 (5)
rk—1 @r ®(rk,i)\2
= (N=rk+1)2 Z Z Finri (@) ( ))-
=1 aeM??,

18



Fix i € [rk — 1]. We now analyze the term ZaeMﬁk . Tk ((@OT)BRDY2 A

crucial observation in the analysis is that since r > 3 and (a®")®("*%) changes
only indices rk and i of a®", then for any i € [rk—1], (a®7)®(%%) fully determines
a (and a®7). Indeed, since r > 3, for every ¢ € [k], ay still appears in at least
one entry of (a®")®(k) (for every i € [rk — 1]). This does not hold for r = 2
and i = 2k — 1 (as (a®?)®(k:2k=1) g independent of ay).

In other words, given i € [rk — 1] the #’th operation in Proposition 11
applied to a®” (whose outcome is (a®")®("%:)) is invertible for r» > 3. Since
#(aOm)Okd) ¢ Lrk — 1,7k — 2},

Z ﬁnmk((a@r)@(rk,i))Q < Z //Zn,rk—l(ﬂ)Q + Z ﬁn,rk—Q(ﬂF

aeMZk,k BEMZTk—l,rk—l 5€M2rk72,rk72
= W:Tkil [ﬂn,rk—l] + WZTk?Q[,Un,Tk—Q]a
where the inequality crucially uses the fact that for every i € [rk — 1], in the

(multi) set {(a®")®kD) | o € ﬁ";x" A #a = k} each mask appears only once.
This holds due to the invertibility of (a®")®("%%)  Combining with (5),

rk—1
Z ﬁn,rk(O‘@T) = (N—rk+1)2 'rk+1)2 Z Z :un k QT)@(MJ)F
ocEMlk’k =1 aeM?Z,
rk—1
< Hik}ﬂ)z Z (W= 1] + W72 [ 2]
1=1

= (Ntkrikirl )Q(Wzrk_l[un,rk—l] + Wzrk_z[ﬂn,rk—?])-

We can now use Lemma 2 to bound W="%~1 [tn,rk—1] +W=rk—2 [tn,rk—2], and ob-

2
tain a significant improvement over (4) due to the multiplication by (%) .

In general, there is no reason to stop after one application Proposition 11.
We can obtain improved bounds be applying Proposition 11 recursively to each
mask in each set {(a®)®kD) | o € FE" | #a = k} for i € [rk — 1]. The
outcome is a recursion tree and we apply Lemma 2 only at the leaves.

We now describe our framework which allows to obtain bounds on the Fourier
weight of ji,, 1 on structured subsets of masks, generalizing the above analysis.

3.1 General Framework

We consider the following initial setting.

Setting 1 Let k' > 0 be an integer parameter. Let S be a set of strings. Let
T:8— @;X" be a mapping such that the following two restrictions hold:

(a1) T is injective on the elements of S, and

(a2) there is a non-zero index subset N Z C [k'] such that for every a € S and
every £ € [K'], T(a)¢ # 0 if and only if L € NZ.
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The second restriction implies that all masks in {T(«) | @ € S} have level
#T (o) = |NZ|.
Assume that our goal is to bound Y-, . s 7in.k (T'())?. Note that Zae/\/lik . fnrk(@®7)?

is a special case with k" = rk, § = M2, ; and T(a) = T, x(a) = a®", where a
is duplicated r times (here N'Z = [rk]).

We start from the initial set of masks {T'(«) | « € S}, and invoke recursive
calls of Proposition 11, where Lemma 2 is applied only at the leaves of the
recursion tree.

Let 8 € IF’;’X" be a mask. To formally define the recursion, consider the
operation 3%0%) for j € NZ = N'Z5 and i € NZ\{j}. The formula of Propo-
sition 11 applied to B includes [N Z| — 1 such operations, where j is fixed and 1
ranges over all N Z\{j}. Thus, we call index j the primary index, while we call
each i € NZ2\{j} a secondary index.

Each recursive node v at depth d > 0 is labeled by a recursion stack, which
consists of the sequence of d secondary indices 41, ...,iq € [k’] for the recursive
calls up to this node, and a sequence of bits by,...,bq € {0,1}. For d’ € [d], bit
by specifies whether the outcome of the XOR operation at index i4 was zero or
not. The purpose of these bits is to keep track of the set N Z that evolves during
the recursion.

We will assume that there is a primary index selector, or PIS, which is an
application-dependent procedure that selects the next primary index (denoted
Ja+1) for the invocation of Proposition 11. The input to the PIS includes the
recursion stack v = (i1,...,44,b1,...,bq). Initially, the recursion stack is empty,
and thus the first primary index should be fixed. For example, for T'(a) = a©”
and we initially simply set j; = rk. We remark that the PIS also depends on the
initial parameters of Setting 1, (S,T). However, (S,T) are assumed to be fixed
and hardcoded inside the PIS.

Fixing a PIS implementation pis, we define a recursive procedure up to depth
dmax (called caleW ;s 4,....) for upper bounding the weight > g fin i (T(a))?.

max

Definition of calcW. The procedure calcW;, 4

(1) (current) recursion depth d,

(2) stack trace v = (i1,...,%4,b1,...,b4),

(3) set S,

(4) mapping T}, : S, — @;X", and

(5) set N'Z,, C [K'] such that for all a € S, T,,(a); # 0 if and only if i € N Z,,.
Initially, S,T are defined by Setting 1, and thus d = 0, v = NULL, &, = S,

T, =T and NZ, = NZ. In most (but not all) of our applications, N'Z, = [k'],

as the level of all masks T'(«) for a € § will be &'

obtains 5 parameters:

max

cach,,is’d (d, v = (7:1, e ,’L'd, bl, . ,bd),SU, TU,NZU)

max

1.k + INZ,|.
2. If d = dpax, return (Nk_vk/ )ki,/Z_
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3. j + pis(v).

4. W+ 0.
5. For all i e NZ,\{j}:
(a) Vi,0 < (il,.. id,i,bh...,bd,O), Vi1 (il,...7id7i,b1,...,bd7l).

(b) Define T, (o) = T, (a)®W) for every a € S,.
(€) Ty, o < To,, Ty, < To,-
(d) UZO(—{O&GS | Ty, ()i = 0}, Sp, — {a €S,y | Ty, ()i # 0}
( ) NZUaO HNZ \{/La]} NZ'U71 %NZ \{]}
() W =W + calcW pis g (d 4 1,030, Sv,0> Ty 00 N 2, o),
W W + calcW ps.q

6. Return (Nkki’+l)2 w.

(d + 17Ui,l’S’Ui,lﬂT'Ui,17NZ’Ui,1)'

max

Remark 2. Assume that S, T and pis are fixed. Since the output of pis only de-
pends on the recursion stack (but not on specific masks), the primary indices are
uniquely defined by the recursion stack v, even though v does not include them
explicitly. More generally, the 4 parameters d, S,,, T,,, N'Z,, of calcW are uniquely
determined by v. The only reason we explicitly include them as parameters of
calcW is to simplify its description.

Applicability of calcW. The correctness of calcW will rely on the assumption
that the two restrictions of Setting 1 hold at all nodes, as they will be crucial for
applying Lemma 2 at the leaves. Since the variable N Z,, is updated correctly,
restriction (a2) indeed holds at all nodes. However, restriction (al) may not
hold recursively, and it requires special treatment depending on the specific ap-
plication. We formalize the corresponding conditions in the following definition.

Definition 6 (Applicability of calcW). We say that calceW is applicable up
to depth dmax with parameters (S,T) and a PIS pis, if the following conditions
hold:

(b1) the pair (S,T) satisfies the restrictions of Setting 1, and

(b2) considering the recursion tree with root calceW ;s 4,... (0, (NULL),S, T, N Z)
(N'Z is defined in Setting 1): for every node v at depth at most dyax Such that
Jj =pis(v), for alli €e NZ,\{j} and o € S, T,,(«v) can be (uniquely) recovered
from T, (a) = T, (a)®WD,

Before formally analyzing calcW, we simplify the second condition of Defini-
tion 6. This simplification will be useful in applications.

Proposition 13 (Sufficient condition for applicability of calcW). Given
(8,T) and a PIS pis, assume that

(c1) the pair (S,T) satisfies the restrictions of Setting 1, and

(c2) considering the recursion tree with root calceW pis q,... (0, (NULL),S,T,N Z):
for every node v at depth at most dyax such that j = pis(v), for alli € NZ,\{j}
and a € Sy, T, (cr); can be recovered from T,,(c).

Then, calcWy s applicable up to depth dy.x with S,T and pis.

max
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Proof. Condition (b1) of Definition 6 holds by assumption. We prove condi-
tion (b2). Fix a node v of depth at most diax and let « € S,,. According to Defi-
nition 6, we need to prove that T, (c) can be recovered from T, (o) = T, (a)®U:9)
(for all ¢ € NZ,\{j}). Since only indices j and i are modified in T,(c) by
the mapping T,,, it is sufficient to prove that both T,(«); and T,(«); can be
computed from T, (a). By assumption, T,(a); can be recovered from Ty, ().
Moreover, since T, (a); = (To(a)®0)); = T,(a); @ Ty(a);, then T,(a); =
Ty, (a); @ Ty(cv); can also be recovered from T, (). Hence both conditions of
Definition 6 hold. |
The following definition will be useful in applications.

Definition 7 (Unaltered index). An index ¢’ € [k] is called unaltered at a
nodev = (i1,...,44,b1,...,bq) if ' has not been selected as primary of secondary
index. Namely, ¢! # jo and €' # iq for all d' € [d].

The definition is motivated by the simple property that if £’ is unaltered at node
v, then for any a € S,, Ty, ()er = T'(«)¢r (where T is the initial mapping at the
root). This property holds since the mappings T, at any node v only modify
the entries of the primary index j and secondary index i.

Denote by U, the set of all unaltered indices at node v. At the root node v,
U, = [K']. Since every child of any node v has one primary and one secondary
index, a node at depth d has |U,| > k' — 2d.

Analysis of calcW. We now analyze calcW, assuming it is applicable up to a
certain depth according to Definition 6.

Proposition 14 (Recursive validity of Setting 1). Assume that calcW is
applicable up to depth dy.x with parameters S, T and a PIS, pis. Then, for each
node v at depth at most dmax, (d1) T, is injective on the elements of S,, (d2)
for every a € S, and every £ € [K'], T,(a)¢ # 0 if and only if L € N Z,,.

Proof. The proof is by induction on the depth d < dp,ax of v. The two restrictions
hold at the root (d = 0) by assumption. Assume correctness up to depth d and
let v be a node of depth d. Consider a child node v;; for i € NZ,\{j} and
b € {0,1}. Recall that T, , (o) = T,,(e) = T,,(a)®U") only changes entries i, ;
of T ().

We prove (d1). Consider a, 8 € S,, , such that T, , () = T, , (3). We show
that & = B. Since calcW is applicable up to depth dpax, condition (b2) of
Definition 6 implies that T),(«) = T,(8). Indeed, if T, (o) # T,(83) but T, , (o) =
Ty, ,(B) then T, (a) cannot be uniquely recovered from Ty, , (o) = T, ().

Since T, (o) = T, (B), the induction hypothesis implies that o = 3 (as S, ,
Sy and T, is injective of S,). This proves (d1).

We prove (d2). Consider « € S, , and let £ € [k']. If £ = j, then T, , (a)¢ = 0
and ¢ ¢ N'Z,,, by definition of calcW.

Next, consider £ = 4. Then T,(a)y # 0 and £ € N'Z, by the hypothesis.
Therefore, if Ty, , (a)¢ # 0, then b = 1 and also i € N'Z,, |, while if T, , (a)¢ = 0,
then b =0 and also i ¢ NZ,, ; (by definition of calcW).

N
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Otherwise £ ¢ {i,j}. Then T, , ()¢ = Ty(a)e, so T, ()¢ # 0 if and only
if T,(a))y # 0. By the induction hypothesis, this holds if and only if £ € N'Z,,
which holds if and only if £ € N'Z,,, (by definition of calcW). This completes
the proof. |

Proposition 15 (Correctness of calcW). Assume that calcW is applicable
up to depth dmax > 0 with parameters (S,T) and a PIS, pis. Then, for every
node v with depth d < dpax such that |[N'Z,| < I,

Z Lo 2 < caleWois.a,.. (d, 0,8y, T, N Z,,).
€S,

Proof. We prove the result by induction on d < dyax (starting with d = dpax,
down to d = 0). Let k!, = |[N'Z,|. For d = dax,

—’ k/ ’
Z Hn, k’ Z ,U'n k/ =W Fo [,u'n,k;] < (vak;)kv/2
a€ES, BG]FZH
=calcWpis dpo (d, 0,84, Ty, N Z,),

where the first inequality relies on (d2) in Proposition 14, as we delete the
— |N'Z,| zero entries that are common to all T}, («) for @ € S, It further relies

on (d1) in Proposition 14, as each « € S, is mapped to a single 5 € ﬁ’;u after

removing the common zero entries. The second inequality is by Lemma 2.

For d < dpax, by reordering elements, we assume without loss of generality
that N'Z, = [k}] and pis(v) = k. Then, by Proposition 11,

Z fin g (Ty(a))? < (Nk’k/—Jlrl Z Z T ( @(k;,z))

a€ES, a€eS, i=1
k! —1
K —1 ~ 1 4) ok ,i)\2
= (N=K, D)2 E :( § L (T () & § Fim, e ( Sy )) ),
i=1 «a€S,,, €Sy, 4

where we use the fact that S,, , US,,, = S, for every i € [k, — 1]. We have

Z :un k’ @(k/ Z) Z Mn k’ m o ))2

a€Sy,; a€Sy,

< caleWpis,dpa, (d + 1,040, Sv, 05 Tvi,mNZm,o)v

where the inequality is by the induction hypothesis (relying on applicability up
to depth dax)-

Moreover, a similar inequality holds for the sum over S,, ,. Plugging these
inequalities into (6), and comparing with the return value of calcW, we deduce
Y acs, b (Ty(@))? < caleWoyis d,,, (d, v, Sy, Ty, N Z,), concluding the proof.

|
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Proposition 16. Let v be a node of depth d such that d < dmax and ki, =
INZ,| < N/8. Denote d' = dyax — d. Then,

(k")Qd/(k 2d/)k,{,/2—d’

d/
d7U78vaTv,NZv) <2 (N—k;)k,/2+d/

Calcwpisydmax (
Proof. To simplify notation, denote k = k] . The recursion tree starting from v
is of depth d’ = dpmax — d. Each leaf u contributes to the output at most

’

(k) ()52, ()
—1

where we used the fact that for each internal node w, k!, < k and thus (N’—C%W <

R < e

Initially, IN'Z,| = kI, = k. For each internal node w, for each i € NZ,,\{j},
INZy, 0| = INZy| — 2 (there are k), < k such children w; ) and ([N Z,, | =
INZ,| — 1 (there are k], < k such children w; ;).

Therefore, for every leaf u, k, € [k — d',k — 2d']. More specifically for ¢ €
{0,1,...,d'}, the number of leaf nodes u with k!, = k —2d’ + ¢ is at most k4 (dc/).
Hence, using (7), we bound

QAW pis e (40, S0y Tos N 20) < () Y ()
u leaf
dl
d y.d d’ :—2d +c k—2d +c
< () kY (D) (FERGge) k2 ®)

k_\2d' od’ k—2d + k—2d'+c)/2
< (w2t mex (RGO

Denote B(c) = (%)(kddq‘c)/? For ¢+ 1 < d’, by Proposition 1,
(k=2d'+¢)/2 | (k—2d'+c)/2
B(et1) —2d - e 1 (_k—2ddctl \1/2
Thgs Se FoaTRe TNRRAeT (GAERORel Y
k/2

<e % ka(ﬁ)l/Q 4/7( )1/2<1

where we have used the assumption that k < N/8. Thus,

omax {(FEEE) ) = max | {B(0)} = B(0)
—2d’ k—2d’ —2d’ \(k—2d’
= () " < () 0

Finally, plugging this back into (8) we deduce

calcW s g, (d,0, 80, To, N Z,) < (587 )24 27 e {B(c)}
U ’ o 9/ /k2d k d’ (k—2d")/2
<9d (ﬁ)2d (%)(k 2d")/2 _ od ((N Qk)k)/2+d/
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Lemma 3. Assume that calcW is applicable up to depth d = dpmax > 0 with
parameters (S, T) and a PIS, pis. Assume further that initially #T(a) = ko <
N/8 for all « € S. Then,

R k )2d(k‘0 _ 2d)k0/2—d ko ko/2+d
e (T(a))? < 2d( 0 < od .
O;gﬂ ko (T()” < (N — ko)k0/2+d = N — ko

Ignoring the (relatively minor) term 2¢, the improvement over the naive appli-
cation of Lemma 2 is by a factor of (Nkfoko)d This emphasizes the importance
of defining a PIS that allows applying calcW up to a large depth d.

Proof. Let N Z be that set defined in Setting 1. By Proposition 15 and Propo-
sition 16,

~ n2d o nk'/2—d
Z Hn,k'(T(a))2 < Calcwpis,d(oa (NULL)a S, T, NZ) < 2¢ (& )(N(_kk/)i(/i/)ﬂd :
a€cS

Remark 3. There are many possible variants of calcW that may give better
bounds in different settings, but are not used in this paper. We summarize a few
below.

1. Instead of fixing the maximal depth dy,ax in advance, we can continue recur-
sive calls from a node v as long as condition (c2) of Proposition 13 holds.

2. The purpose of condition (b2) of Definition 6 (or condition (c2) of Propo-
sition 13) is to assure that 7, remains injective on the elements of S, at all
nodes v. This can be assured without this condition if we partition S, into
more subsets that result in more recursive calls (with additional information
about the masks added to the recursion stack v to assure injectivity).

3. Instead of using the bound derived from Lemma 2, ( Nk_:’k/ )k;/ 2. at the leaves

with d = dpax, we can use a bound derived from Lemma 1 (or a minimum
of these bounds).

4 Indistinguishability Upper and Lower Bounds for
SXoP[r, n]

In this section, we analyze the SXoP[r, n] construction, proving the main theorem

below.

Theorem 1. Assume that rqg < N/8 and N > 2'3r. The following bounds hold

depending on r.

Odd r > 3.

q
Nr70.5

mu-prf —0.5 \/EQmax
OptSXoP[r,n],u(qmam) <2’ r Nr—0.5

S

Optprf | (q> S 27“—1,',,7‘ S

9, and
SXoP[r,n "\ NT05 )" an

o, (L), "

Nr—0.5

IN

where the second inequality also requires 2“0'57”% < %
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of 5q q
OPtEY pia, (@) < 10 O (). (10)
Even r > 4.
prf r/2 L)

OptSXoP[r,n]( ) <2T N7 /2 S OT (N’l“/2 ) and

mu-prf . r/2 V UGmax r zuqmax
OptSXo}l):’[r,n],u(qmaz) < min (7’ / N7T/2— 1/272 / Nr/2 > (11)

. v WGmax UGmax
= min <OT (N/z—l/z 0 (7))

where the first part of the second inequality (the first term inside min) also

. v/ Uqmax
requires /2 NT/Zif/Q < %

Lower bound for even r > 4.

rf 1,—7/2,(r=1)/2 q
OptIS)XoP[r,n} (q) Z 2" / ( )/ Nr/2 Z Qr (Nr/Q) : (12)

Note that for r > 4, the theorem proves matching upper and lower single-user
bounds of 6, (N,/Z) The bound for » = 2 and both bounds for odd r» > 3 are
known to be tight by previous works.

The proof relies on the following three lemmas regarding the density function

7(1 ,)C, generated by SXoP[r, n].

Lemma 4 (£' bidirectional bounds on I//\r(:,)c for even r). Assuming k <

N/4 and r is even,

S 20 (@)xa(@)] < —2

k
2 _< ® .
2r(7) TR aemz, ()
Lemma 5 (Variance and weight bounds for 1/,%) Assume that N > 100
and ¢ < N/16. Then,

q 2
= 18¢q 4q
kp, (2

Ezw 7(1) <N and Var[v); 21] <

Lemma 6 (Variance and weight bounds for 1/( ) with r > 3). Assume
that N > 2'3r rq < N/8. Then, for odd r > 3

2
q
Var[v{" } <22y NoT

For even r > 4,

2
r r r 4d q
E W=kl ) < 22ty N3 and Var[v{ )} <2r" T

Proof (of Theorem 1). We prove the inequalities of the theorem.
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Proof of (9). For r odd, by Lemma 6, Var[u,(ft)l] < 2%rplr Ngf_l . Both inequalities
then follow by Proposition 7.

Proof of inequalities for even r. For even r > 4, we have Var[m(l ()]} < 2r" NT T
by Lemma 6. Combined with Proposition 7, this proves the first multi-user in-
equality of (11).

%) on the statistical distance
from uniform for » > 4, and a similar bound for » = 2 is obtained by Lemma 5.
However, these bounds are not tight. For example, for r = 2, we obtain O (\ / %),
where the tight bound is known to be O (%)

In order to improve the bound we use Proposition 5 with

This variance bound gives a bound of O, (

S=M", ={a e FY" | #a=1}.

Thus, combining (1) in Section 2 and Proposition 5 we obtain

rf
20ptgypir,q (@) <25D( v 1gn)
or e 13
< B Y @@+ [ Y 2@z 13
x~F3 (xGMglyq O‘GMgz,q

By Lemma 4, the first term in (13) is bounded by

B @xele) < P <2l (14)
O‘EMQLQ 'r)

Proof of (10). For r = 2, by Lemma 5, the second term in (13) is bounded by

> o<y -

ae/vlg“

Therefore, using (13) with (14) and the bound on the second term above,

(@) < 244 VS <5

OptSXoP[Q n)\d N

2lg

Proof of (11). The first multi-user inequality of (11) was proved above. It remains
to prove the single-user and second multi-user inequalities.
For k > 4, we apply Lemma 6 to bound the second term in (13) by

} : A(r) @ or+1/2 P r+1/2.r 1 q
2 S 22T+1T2T N2r—2 2 / NT— 2 / r Nr/2—1 Nr/2
QEMzz,q

< 2r+1/2r7“ _ 2—5 5r+13.5 7“/2+1 _q

1 _49
(2137)r/2=1 Nv/2 — Nr/Z*

(15)

where we have used the fact that N > 253r
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Therefore, using (13) with (14) and the bound on the second term above,

f _
Optgigop[m] (Q) < TT/2 Z 5 +2 5-5r+12.5 T/2+1 N(TI/2

(1 +2—5 5r+12.5 ) < 2,,;!‘/2 NZ/Z’

r/2

=r Nr/z

where we have used the fact that for r > 4, 27597+12:5; < 1. The second part
of the multi-user bound of (11) (the second term inside min) follows from the
single-user bound above by a straightforward triangle inequality.

Proof of (12). For the other direction, by Proposition 5,

20Dt (@ =1 D P~ [ Y

aeM?Z, aeMZ, |

By Lemma 4, the first term is lower bounded as

| PN (@Xa(0)] 2 —Ps = Jem /202 g
%: 2r(Y) 7 o

Combining with the upper bound on the second term (15) we obtain
QOptgioP[r n]( ) > 3¢ —r/2 (r 1)/2 :1 _ 9—5.5r+13.5 r/2+1 Ng/z
7r/2 (r 1)/2 g . (1 o 275’5T+13‘56r/27"3/2)

>3

=3¢
> % 7/2r(7 1)/2W(1 _ %) _ e—r/ZT(r—l)/2 Nq/2
where the second inequality is based on the assumption r > 4.

Next, we prove the three lemmas.

4.1 Relation between 1/( )

and ﬁn,rk
We start by proving an elementary result that establishes the connection between

the Fourier coefficients of 1/7(17',)C and those of fis, 1.

Proposition 17 (Relation between ﬁff,)c and i, k). Foranya € @SX”,

PQ) = fin(0°7) = finri(@®").
Proof. By definition of SXoP[r,n] and Proposition 2, for any o € @2“ xn
Bie)= E [e@)]= B [a(@iyl... 090
arv’), YL i~k

= E oWl Y1) = Hnek(@).

1..
yl_,gNNn,.rk

Finally, fin rx(a°") = fin 1 (a®") holds by Proposition 8.
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4.2 Proof of Lemma 4

Proof (of Lemma 4). Let § € fF’;X" be any fixed mask with #3 = 1. Also, let
o€ @2”” be a mask with #a = 1. Observe that a°” has #(a°") = r and all its
r non-zero elements are equal. Since 7 is even, by Proposition 12, fi, rx(a°") =
fin,rk(8°7) is independent of the actual non-zero element. Therefore, applying
Proposition 17 and Proposition 12,

E [ > A(T)()xa( = E. Y fnek(@)xa(@))

ajN]FSX” aeM?, aeEM?Z,
= E Z ik (B WX (@) = [An sk (B B |3 xal®)l.
F QEAAZLk o~ aeMZ,
By Proposition 12, 1N <|finrk(B°)| < 1N .
V) &
It thus remains to prove that
F< B LD xa@l<2k (16)
Trla a€A4iLk

Note that the expression E__gkxn | D5 c . Xo (x)| is not directly related to
2 =1,k

the density functions 1/7(:,)C and L k-

For every a € IE?I;X" with #a = 1, define in(«) to be the unique index ¢ with
a; # 0. Then,

E | > Xa(x)IZMIF*{MI > 1 xa@

kXn
o aemn ~Fz aeMElkie[k]
aEMfY i= 1“/€Fn
7760
= E Z > X (@) = xolwi)| = |NZ Do) K
T~ ]F Xn ! ]Fkxn | 'Y""
1= T
WEFZ
k

I
=
=

g

=
&
I
S
|
E
I

E_|NI{i€ [} |z =0} K,
~a

where the penultimate equality is by orthogonality of the characters.
Therefore, denoting Z, = |{i € [k] | z; = 0},

B> xa@l= BN Z-H=N_E_ (74
2

kxn
z~IF
~T2 aEM™,

Observe that the random variable Z, follows a binomial distribution with num-

ber of experiments k and success probability %, and thus satisfies E[Z,] = %
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Therefore, E,[|Z, — %] = E;[|Z, — E[Z,]|]. So far, we have obtained

E | Y  xal@l=NE[Z —E[Z]|],

kXn
z~F
2 aeM?,
=1,

and by (16) it remains to prove that 3£ < E,[|Z, — E[Z,]|] < Z.

2N N
We have
k
E|Z: — E[Z:][] = Pr[Z: = 0% + ) _PrlZ, = s](s — &)
s=1
k
=2Pr[Z, =0 £& + ZPr[Zx =s|(s — &) =2Pr[Z, = 0| £ + E[Z, — E[Z,]]
s=0
=2EPr[Z, =0/ +0=25(1- L))"
Finally, (1 - &)f <landask < I, (1—-H)F>(1-%)V4> 3 |

4.3 Basic Results and Proof of Lemma 5

We prove simple bounds that are similar to (3) and (4), proved in the motivating
example of Section 3. We then use these results to prove Lemma 5.

Proposition 18 (Bound 1 on level-k Fourier weight of 1/7({()1 . Assume
that rq < N/2. Then, for even r

W] < (Z) Nk([lv) < (Z) (rk)* (7]"\];>(7"—1)k.

For odd r, Wzl[l/,(:()z] =0 and

W) < (Z)Nkl(flv) < (Z) (rk)F1 (7;>(r—1>k+1.

Proof. Applying Proposition 17 and then Lemma 1,
WH =W = () > P)?
aeM?,

() X (o < DNV ) € (DN
(XEM;‘kwk rk

(17)

When r is odd, then by Proposition 9, a®” # 0 only if 0 = @4 (a®"); =
®je[k) @i, which holds only for at most N* =1 of the masks in M C IAngn
Hence for odd r the bound is improved by a factor of V.

For the particular case of k = 1, we have ®;cy; # 0 when #a = 1, and

hence W:1[1/7(:)] =0. |

30



Proposition 19 (Bound 2 on level-k Fourier weight of 1/7(&)1) Assume
that rq < N/2. Then,

s () (s2) < () (3

We remark that Proposition 18 gives a better bound than Proposition 19 for
small values of k, while Proposition 19 is better for large values of k. However,
both are very far from being tight in general.

Proof. Applying Proposition 17 (similarly to (17) above) and then Lemma 2,

W:k[VT(:r)I] = (z) Z ﬁn,rk(Oé@T)2 < (Z) Z ﬂn’rk(B)Q
QEMgk,k ﬁGMirkkrk
= (DW= lanore] < (D) (7252

Proof (of Lemma 5). By Proposition 19, for r = 2,
q
k
=>_ ()2
k=2

)¥. Assuming k + 1 < ¢, by Proposition 1,

q

ZW:k[Vgr)z] < Z (2)(N2_’“2k)k

k=2 k=2

Denote B(k) = (Z)Qk(jvf%

2k

k 2q
B(k+1) k+1  p T N—2k= 2¢ Mt N—55 ~ 1,8/7T ~ 1
B S 2 n—armset N2 < gTpe NS 38T <3,
as ¢ < N/16. Therefore,
q q
2
> Wl < 3 Blk) < 2B(2) = 2(3) 2 v < 18()%
k=2 k=2

as N > 100. Combining with Proposition 18 that asserts Wzl[uy(f,)l] < gN -4~ <

2+, we deduce
— 2
Var[p2)] = > W] <24 +184 <24 + B4 <%,
k=1
1
as 3 < 1g- "

4.4 Application of Main Framework and Proof of Lemma 6
We apply our main framework and use it to prove Lemma 6.

Proposition 20. Assume that rq < N/8 and k > 2. Define ¢, = 0 if vk is
even and ¢, = % if rk is odd (i.e., ¢ = Tkmif‘m) Then, for any r > 3

(r—=Dk+crr

- k

Wfk (r) < q 2(7'—2)k/2+c1vk Ti )
aal <\, N —rk
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Proof. Applying Proposition 17,

WHEO = (WPl = () Y 2@ = (1) > Aner@®)
aeM’:kak D‘GMlk,k

(18)

We would like to bound ZaeMzk . fnrk(a®7)? using Lemma 3. We start by

introducing several definitions refefring\ to Setting 1 and then define the PIS,
pis. First, define, S = M2, , = {a € FA*™ | #a = k}, and T(a) = Trp(a) =
a®” = ((a1)°", ..., (ag)°") (here kg = k' = rk).

Given an index ¢ € [k], for all ¢/ € [({ — 1)r + 1,0r], T(a)p = (a®")p = au.
Thus, for a recursion node v, if ¢ € [(¢{ —1)r+1, ¢r] is unaltered by Definition 7,
then Ty, () = T(a)¢r = ay for every a € S,,. We call an index ¢ € [k] redundant
(for a node v) if at least 3 of the r indices in [(¢ — 1)r + 1, ¢r] are unaltered.

Given a recursion node v, let £ € [k] be the largest redundant index. The PIS
pis selects as primary index the largest unaltered index j € [(£ — 1)r + 1, ¢r].

Let d = dpax = f@} We first prove that there is always a redundant

index for nodes up to depth d — 1 = (%] -1

The number of unaltered indices at depth d — 1 is at least ¥’ —2(d — 1) =
rk— 2[(“72)'6] +2>rk—((r—2)k+1)+2 = 2k+1. By an averaging argument,
there exists ¢ € [k] such that [({ — 1)r + 1,¢r] contains at least [25El] = 3
unaltered indices. Namely, ¢ is redundant. This proves that pis is well-defined
up to depth d = [%1 (at the leaves of depth d we do not invoke pis).

In order to apply Lemma 3, it is sufficient to prove that the two conditions of
Proposition 13 hold. Clearly, the pair (S, T') satisfies the restrictions of Setting 1,
and condition (c1) holds.

We now prove condition (c2). Specifically, we prove that for a node v such
that j = pis(v) and a € S,,, Ty(); can be computed from T, (o) = T, (a)®U:)
(where i is a secondary index).

For a node v we select a primary index j € [rk] such that T, (a); = a4 and
since £ is redundant, T}, (o) = «y for at least 3 indices ¢ € [(¢ — 1)r + 1, 0r].
As Ty, (a) = Ty ()®U) | and T,(a)®) modifies 2 entries of T, (), then ay =
T, (), still appears at least 3—2 = 1 time in T}, («). This proves condition (c2)
as required.

(r—2)kq _ (r—2)k
5 |

Applying our framework of Lemma 3 (with d = | = 5= + ¢k,

ko = k' = rk), we obtain

Z finp (0O7)2 < 24( KL YK/24d — o(r=2)k/2ern (_rk _y(r=Dker
aeM?, o

Combining with (18) completes the proof. |

The proof of Lemma 6 uses the bounds on W:k[l/,(:()z] of Proposition 20 and
additional simple bounds to analyze several sums of weights. It essentially shows
that in all cases the lowest-level weight bound dominates the sum (except for r

odd, as for k =1, Wzl[z/,(:)] =0).
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Proof (of Lemma 6). Consider any r > 3. By Proposition 20,

W:k[y rl)z} < (Z)2(r72)k/2+crk(Nr_krk)(rfl)kjtcrk.

Write N = Mr and define
)(1"71)k+cr;c _ ( )2(7‘ 2)k/2+crk(M_k)(r 1)k+crlc

-

B (k) = ()2 =2k/2en (k.

Then, for 2 < k < g — 2 (noting that ¢, = ¢,(r42)), by Proposition 1

2((r=D)k+cri) 2((T 1_):+26Tk)(ﬁ)2(r—1)

2 r—2 k
PN M—k—2

Br(k+2) < q
Br(k) — (k+1)(k+2)

<o 2 2(r D+% +2(T lq)q k+2 4> (k+2 )2(7‘71)
k+1 (k+2)2 \M—¢q

L\')\»—A
M\»—A

_ 16/7 (o
(%)2(r 1) < %(2e49 )r 1%

<

l\'m—t

o pyp 200=D 1
<2 kLe T K

< (3)%3e

where we have used the facts k > 2, M = % > 8q and r > 3.

Therefore, using the fact that N > 213,

Z W] < zq: ) < 2B,(3) + 2B,(4)
k=

)3(7“ 1)+car +2( )22(7"—2)(Nz£r4r)4(r—1)
< 23r/274+03,,.q3(4ﬁ7)3(r 1)+03,,. + 227‘ 7q4(8ﬁ7)4(r71)

_ o7.5r—10+3c3, ,.3r—34+c3, 3 14r—19 4r—4
=2 S 3 W +2 r Ng'r'74

-9 (3) 23(7‘ 2)/2+C37.(

4

1 4 26.57”79736;%7”7“7176_%

_ 57.5r—10+3c3,,.3r—3+car 3
2 o * N (

‘We have

_ 26.5T—9—363T(%)T‘—2_C37‘Lj\?

276.5r79+2673+100T

q
Nr—1—c3,

< 26.57‘*9730%2713(7“72*6%)é _

26.5T—9—3C3r ,rr— 1—c3r

< 2—6.57"+14+100T < 2—6457"—&-19 < 17

where we have used the assumptions r > 3, r¢ < N/8 and N > 2137, Plugging

this into the previous inequality, we deduce

7.5r—9+3cs,,.3r—3+cay 3
2 3y 3 7]\,%3”% . (19)

W) <

M=

3

=~
Il

Assume that r is odd. Then, by Proposition 18, W™ [1/,(;21] = 0. Moreover, by

Proposition 18 (which gives a better bound on W=2[v. (r)] than Proposition 20)

W] < (9 @) (3)” <

2r—1_2r ¢°
2 ' weeT
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Hence by the above results and (19) (noting that c3, = 4 and recalling that
rq < N/8),

2 3
Var § :W l/ 7: < 227‘ 17,27“ N;{ -+ 27 5r—9+41.5 37" 34+0.5 N3723+0A5
2r—1,2r 5.5r—6.5 P 2.5
=2 T Ng'r 1(1+2 N'r‘gl.E)'
We have
5.5r—6.5 r—2.5 q _ 95.5r—6.5/ r \r—2.5 q 5.5r—6.50—13(r—2.5) 1 _
2 Nr—1.5 ™ 2 (N) N <2 2 8:3

275r 6.5+32.5—4 __ 275T+22<1

where we have used the assumptions r > 3, r¢ < N/8 and N > 213r. Plugging
this into the previous inequality, we deduce the claimed inequality

2
Var[l/,(lf()l] <27y

For even r > 4, by Proposition 18, W=2[1\7)] < (9)(2r)? (%)%72 = 22rp2r N;If,z.
Therefore, by the above inequality and (19) (with ¢, = 0),

2 3
ZW (7") <22r 27"N2 — +275r 9 37" 3N§1T*3

:22rr2rN2r 2(1 + 25 5r—9 rr 3N7¢“171) _ 22rr27 N27‘ 2<1 4 25 5r— Q(NY_S%%)
§227‘r27'N2 — (1+25 5r— 92—13(7‘ 3) 1 2—13) < 227",,,,2'(‘N2T 2(1+2—7 5r—9439—5— 13)
=22TT2TN2, S(1+27 75r+12) < 22r+1r2TNgf727

where we have used the assumptions r > 4, r¢ < N/8 and N > 2137,

Finally, by Proposition 18 and the above inequality (again using the assump-
tions r >4, r¢ < N/8 and N > 213r),

Var[v, ZW | < qr' iy 4 222 Ngf_2
=" (14 22T+1rTN ) < (L4 22 R (%))

S TT Ng_l (1 + 227‘-‘1-174%2—13(7‘ 2)) — TT Nr_l (1 + 2_11T+1_3+26T)

:TT%(]. + 2711’r‘+24r) S 2T

q
Nr—1-

5 Indistinguishability Bounds for LXoP[L, n]

In this section, we state and prove our main theorem regarding LXoP[L, n].
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Theorem 2. Assume that the function L'(x) = x & L(x) is a permutation on
F2. Given that N > 2'° and ¢ < N/16,

4
prf q
OPtrxop(L,n) (q) < Ni5’
and assuming % <3
_prf 6\/an X
Optin;op;[L,n],u(qmaiv) < Tf}al

The proof is based on the following lemma, proved in the remainder of this
section.

Lemma 7. Assume that the function L'(x) = x ® L(x) is a permutation on Fy.
2
Given that N > 210 and ¢ < N/16, Var| 7(1Lq)] < 6]%% .

Proof (of Theorem 2). The proof is immediate from Lemma 7 and Proposi-
tion 7. ]

5.1 Elementary results
We first establish the connection between the Fourier coefficients of 57%3 and
those of fi, 2.

L
3

m) and fi,, ). For any a € IT?’;X",

Proposition 21 (Relation between
£(L) _ o~ T _ o~ T T
fnyk(a) = Hn 2k (e, L™ (@) = fin 2k (o1, L7 (1), ..., ag, L7 (o).

Proof. By definition of LXoP[L,n] and Proposition 2, for any a € @2”"

&)= B a@l= B [l ©LED, .yt & L))

INSff,z Y1k~ Hn,2k

= E [Xa,a(y%..kvL(y%..k))}

1,2
Y1 k~Hn,2k

= LB Xarr@Wle vt p)] = fnan(e, LT (@),

1,2
Y k™~ Hn 2k

Proposition 22. Assume that the function L'(z) = x @ L(z) is a permutation
on FZ. Then, W='[¢{5)] = 0.

Proof. By Proposition 21,
— L ~
WHER =) Y & =q > finale, LT(a)?.

aeMZy aeML,

Let o € F? be non-zero. We have a® LT (o) = (L')T (). Since L is a permutation,
sois (L")T. Since (L") (0) = 0, this implies that (L") («) # 0, hence a® LT (o) #
0. By proposition 9, we deduce fi, 2(, LT (a)) = 0, implying W='| 7(11’(1)] =0. N
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5.2 Application of Main Framework and Proof of Lemma 7

We use our main framework to prove Lemma 7.

Proposition 23. Assume that the function L'(xz) = x & L(z) is a permutation
on F3, and assume that k < N/16. Define c;, = 0 if k is even and ¢, = 3
otherwise (i.e. ¢, = £29942) Then,

k+2cp _ k/2fck
w=kre(@) 4\ o3k/2+43¢;, F (k — 2c)
[fn,q] < (k‘>2 g (N_Qk):%k/2+ck ’

Proof. Based on Proposition 21,

WHEE =) > &R@?=() D fnale LT(a))?

aeM?, 4 aeM?, 4
~ T T 2 (20)
=(9) Z Fin2k (o, L7 (1), ooy o, L (ag))”
aeM? 4
We now upper bound Zae./\/lﬁk . fnok(ar, LT (ay),. .., ar, LT (ag))? using Lemma 3.

We start by introducing some definitions referring to Setting 1 and then
define the PIS pis. Define, S = M2, , = {a € F§*" | #a = k}, and T(a) =
Ti(a) = (a1, LT (), ..., o, LT () (here ko = k' = 2k).

Given a node v, we say that an index ¢ € [k] is redundant if both 2¢ — 1
and 2¢ are unaltered by Definition 7. Note that if ¢ is redundant, then for every
a€S8,, Ty(a)y_1 = ap and Ty(a)ey = LT ().

At a given recursion node v, the PIS pis will select as primary index the
largest index 2¢ — 1 such that ¢ € [k] is redundant.

Let d = dmax = [k/2]. We first prove that there is always a redundant
index for nodes up to depth d — 1 = [k/2] — 1. Indeed, every recursive call can
remove at most 2 redundant indices, and thus at depth d — 1, we have at least
k—2(d—1) =k —2[k/2] + 2 > 1 redundant indices. This proves that pis is
well-defined up to depth d = [k/2] (at the leaves of depth d we do not invoke
pis).

In order to apply Lemma 3, we prove that the two conditions of Proposi-
tion 13 hold. First, the pair (S,T) satisfies the restrictions of Setting 1, and
condition (c1) holds.

We now prove condition (c2). Namely, for a node v such that j = pis(v) and
a € S,, we prove that 7, (); can be computed from T, (o) = T, () (where
i is a secondary index).

For a node v we select as primary index j = 2¢ —1 for ¢ € [k] redundant, and
we have Ty, () = Ty(a)2r—1 = o and T (a)oe = LT ().

If i # 2¢, then

Ty, ()20 = Ty(a)oe = L™ (ay),

and we can compute L™ (T, (a)2¢) = ap = T,y(c)j. Otherwise, i = 2/, and

Ty, ()20 = Ty(a)2o—1 ® Tp()ae = e & LT () = (L) " (cxp).
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Since (L')T is an invertible linear transformation, we can compute (L")~ (T, (a)2¢) =
ay = T, (). This proves condition (c2).

Applying our framework of Lemma 3 (with d = [k/2] = k/2+ ¢y, ko = k' =
2k), we obtain

R N2d (! _og\k'/2—d
Z /’L’m?k(al? LT(al)v sy Oy LT(ak)>2 < 2d t )(N(_kk/)ifi/)2+d

aeEM?
2k5/2+ck (2k)k+2ck (k— QCk)k/z ck 23k/2+36k kk+2ck(k 2Ck)k/2 ck
(N —2k)3k/2 ey (N—2k)3k/2 ek
Combining with (20) completes the proof. [ |

The proof of Lemma 7 ubeb Proposition 23 and shows that the bound on
W=2| nq)} dominates Var[fn)q]
Proof (of Lemma 7). By Proposition 22, W= ,(LLq)] = 0. Hence, by Proposi-
tion 23,

n n
:k 3k/2+3cy, K"k (k—2¢;,)*/2 ¢k
Var ZW 5( ZW nq Z 2 /2 (N (zk)?’i’;ng '
k=2 =2
kt2c k/2
Denote B(k) = (f)23k/2+3c k (Nk (sk;‘;’jgﬂk . Noting that ¢, = cxy2 and as-

suming 2 < k < g — 2, by Proposition 1,

2(k+2€k)+2(k/2—ck) 22 (3k/2+ck)

B(k+2) 93, & k—2e, T N-2k—a (k+2)%(k+2—2ck)
Bk) = tD)(k+2) (N—2k—4)3
4dcg 6k+2
2 2+ i+ op—1 k+2 k+2—2c 4 + +14qg 1
S8gTe” kN (oo < 85¢€ 14‘“1( 10 =3
where we have used the facts k > 2, 4% < % and ¢ < N/16. Therefore,
L 3 3_ 2% 3 6_3%2
ZW €55 < _%(3(2)+B(3)) <302 w5 + 362wy
48¢> 253%¢ 2 694 q 1 ¢°
SmﬂLWSW%Jﬂ 3 ks S60% + f <24,
where we have used the assumptions that ¢ < N/16 and N > 210, ]

6 Indistinguishability Bounds for LXoP[L, 2, n]

In this section, we state and prove our main theorem regarding LXoP[L, 2, n].

Theorem 3. Assume that the function L'(x) = x & L(x) is a permutation on
F2. Given that N > 20 and ¢ < N/32,

23
prf q
OptLXoP[L 2 n]( q) < NL5’
and assuming 32fq'"a" < %,
mu-prf 32\/ﬂqmax
OptLXoP[L,z,n],u(anw) < NL5 -
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Throughout this section, we assume that L'(x) = x & L(z) is invertible.
The proof is based on the following two lemmas, proved in the remainder of
this section.

—17.(L
Lemma 8. W 1[67(1,2)711] = (]V—I)ALW
Lemma 9. Let ¢ < N/32 and N > 2'°. Then Y {_, W:k[fffz)’q] < 21;\;‘12.
Proof (of Theorem 3). By Lemma 8 and Lemma 9,
q
k‘ 4 2100 2 211 2
Varl¢ ZW n,2,q < v T e < TR
k=1

as N > 219, The result follows from Proposition 7. |

6.1 Relation between gfg r and [in 3k

We first establish a connection between the Fourier coefficients of 5( ok and
those of fi, 3.

For a = (a1,...,ar) = (a},af,...al,a}) € FE*2"  denote

t(e) = (al, LT(0?), a3 & LT (a)) ..., ak, LT (03), 0} ® LT (a})) € F3F>m,
Thus t(a;) = (o}, LT (a?),a? & LT (a})).
Proposition 24 (Relation between fnLQ)k and i, 3;). For any o € @5“",
&Lz) k(@) = T3k (t(a)).

Proof. By definition of LXoP[L,2,n] and Proposition 2, for any « € @2”2"
L
Gax@= B [xa(e)]
= LB Ixae (i @ L(yd), v @ L(yD), -y ® Lyk). vic © L(y2))]

= B [Xai__k(y%..k)XLT(ai__k)@ozf”k(y%“k’)XLT(ozf”k)(y%.k)]

,2,3
Yi..k ~YHn,3k

= fin k(e g LT (a1 ) @ of g, LT(0F 1)) = finse(t(a)).

6.2 Basic Result and Proof of Lemma 8

We prove a basic result and use it to prove Lemma 8.

For o € Fkxzn recall that #a = |{i € [k] | a; # 0}| is the size of the support
of o (over elements of F2"). On the other hand, for t(a) € @gan7 #t(a) ={i €
[3k] | t(c); # 0}|. In addition, note that for ¢ € [k], #t(«;) € {0,1,2,3}. In fact,
as proved below, #t(«;) € {0,2,3}.
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Proposition 25 (Basic properties of t(a)). For a = (at,a?) € ﬁ%” with
#a=1 (i.e, a#0), let t(a) = (at, LT(a?),a? ® LT (al)).
Then, #t(a) € {2,3}. Moreover, if #t(a) = 2, then

t(a) € {(0,L"(a?),a?), (a',0, LT (")), (o', (L*) T (ah), 0)}.

Proof. If a = 0, then t(a) = (0, LT (a?), a?), and we have o # 0 and LT (a?) #
0 (since t(a) # 0 and (L)" is a permutation). Hence, #t(a) = 2. Similarly, if
L™ (a?) = 0, then o? = 0 and #t(a) = #(a',0,L"(al)) = 2. Furthermore if
a?® LT (a') =0 then a? = LT (o) and #t(a) = #(at, (L*)T(al),0) = 2 (since
t(a) # 0 and ((L)?)7 is a permutation). |
We conclude that if #a = k, then #t(«) € [2k, 3k]. Denote #ocx = |{i € [k] |
#t(a;) = 2} and #3a = #a — #2a = |[{i € [k] | #t(o;) = 3}|. Therefore, if
#a =k and #3a = m then #t(a) = 2(k —m) + 3m = 2k + m.
Proof (of Lemma 8). By Proposition 24,

:1[57(1112) q] ( ) [57(1L2) 1] = Z gn 12, 1 =dq Z ,Ufn 3(

aech2n achk?®
#a:l #a:l

Let a = (a!,a?) € @%”, hence t(a) = (al LT(a ),a? @ LT(al)). By Proposi-
tion 9, we have [i,, 3(t())? # 0 only ifoz169LT( He 2€9LT( 1) = 0. In this case,
al @ LT (al) = a? @ LT (a?) and thus (L')T(at) = (L')T(a?). Hence, by invert-
ibility of (L), a! = a2, which implies that t(a) = (a!, LT(al),a @ LT (al)).
In particular, since LT and (L')T are invertible then #t(a) = 3.

By Proposition 10, for every o' # 0, |, 3(at, LT (a1),a! & LT(ab))| =

N%N% Since o' € F} can attain N — 1 non-zero values, we conclude that

(L) _ 4 _ 4
[§n.2.4] =4 Z Fin,3(t =q(N - 1)(N71)2(N72)2 = (Nfl)(zv—Q)""
ozElen
#a:l
||

6.3 Application of Main Framework and Proof of Lemma 9

We apply our main framework and use it to prove Lemma 9.

Proposition 26. Let 2 < k < g < N/32, and define ¢, = 0 if k is even and
cr = 5 otherwise (i.e. ¢, = £29942) Then

W= [ffng) < (2)27’€/2+30k(ﬁ)3k/2+%

Proof. By Proposition 24 and Proposition 25,

FERJ=OWTFER =) Y €22 =(1) Y Fnskt(@)

aeM?n aeM?n

=D > fins(t(a)

m=0 ae./\/lil,k
H#Hza=m
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For m € {0,...,k}, denote S®™ = {a € FE*?" | #a = k A #30 = m}. We
have shown that

WHED =S Y us(t(a) (21)

m=0 qecS(k,m)

Fix a pair (k,m). We would like to upper bound Y- . gt.m) fin3k(t())? using

Lemma 3. For this purpose, according to restriction (a2) of Setting 1, we first
need to partition the set S(*™) into subsets such that the (transformed) masks
in each subset, ¢(«), share the same non-zero entries (over Iﬁg)

We now analyze this partition of S*™). By proposition 25, every i € (k]
with #t(a;) = 2 has 3 p0851ble structures which determine which 2 of its 3
entries are non-zero over IF” For every a € S®™) there are k — m such indices
i with #t(a;) = 2. Therefore, there are (m)Sk ™ possible non-zero index sets

(with non-zero values over IAFS) Note that every such index set has size equal to
#t(a) = 2k +m for a € SE™),

Denote by Ay, the collection of these (:@) 3%=™ non-zero index sets, where
every A C [k] x [3] is of size 2k + m. We thus partition S*™) into (:1)3’“_7”
subsets, denoted {Sgk’m)}AeAkvm, each with common non-zero entries of #(«)

over I@g Concretely, a € S*™) satisfies o € S/(\k’m) if for every (i,7) € [k] x [3],
t(a;); # 0 if and only if (4, j) € A\. We have

Z Fin 35 (t Z Z Fin 35 (t . (22)

acS(k,m) )\eAk m aes/(\k ,m)

Applying Lemma 3. Fix any A € Ag,,. We now use Lemma 3 to bound
> estm finsk(t(a))?. For this purpose, let & = S)(\k’m) and define T(a) =
A

Ti(a) = t(«) for every a € S)(\k’m). In this case, k' = 3k and ko = 2k + m.

The PIS pis resembles the one defined in the proof of Proposition 23. Given
a node v, we say that an index ¢ € [k] is redundant if all 3 indices 3¢ —2,3¢ — 1
and 3¢ are unaltered by Definition 7.

At a given node v, let £ € [k] be the largest redundant index. The PIS pis
will select as primary index the smallest index in the triplet {3¢ —2,3¢ — 1,3/¢}
that is in N Z,.

The recursion is executed up to depth d = [k/2]. As in the proof of Proposi-
tion 23, a redundant index is guaranteed to exist up to depth d — 1 = [k/2] —1
and pis is well-defined.

In order to invoke Lemma 3, we prove that the two conditions of Proposi-
tion 13 hold. First, by our definition of S = Sg\k’m), the pair (S, T) defined above
satisfies the restrictions of Setting 1, and condition (c1) holds.

It remains to prove condition (c2). Specifically, for a node v such that
Jj= pzs( ) and a € S,, we prove that T, (a); can be computed from T,,(c) =
T,(a)®U) (where 7 is a secondary index).
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Note that if £ is redundant, then for every a € S,, the elements T, («)3¢—2, Tt () 30—1, Ty () 3¢
are equal to those of T'(ay) = t(c). Thus, depending on v, according to Proposi-
tion 25 we have 4 possibilities for the zero entries of T, («)s¢—2, Ty () 30—1, T () 3¢.
First, assume that #t(ag) = 3, namely t(ay) = (o}, LT (a?),a? & LT (a}))
with all 3 entries non-zero. Then the first index with value a% is selected as
primary index (j = 3¢ — 2). We need to verify that T, (a); = a} can be uniquely
recovered from T, (a)®%) regardless of the secondary index i, namely that it
can be recovered from the values of either

(1) LT (a?),a? & L™ (oy), in case ¢ ¢ {3 — 1,3/(},
2) LT (o) @ ap,a? @ LT (o}), in case i =3( —1, or
(3) L (a}),af @ L™ (a}) @ af, in case i = 3.

In case (1), o} can be recovered after computing o7 due to the invertibility of
LT In case (2), we apply LT to the second value and XOR to the first to obtain
the value of

(L) (o) & ag = (L) (o) & LT (ag) & LT () B o
=LT((L") (ag)) & (L) (o) = (L))" (o)
Since ((L')?)T is invertible, o} can be uniquely recovered. In case (3), we deduce
a? and then LT (o) & af = (L')T(a}), from which we recover o} since (L')7T is
invertible.
Second, if #t(ay) = 2, then according to Proposition 25,

t(ar) € {(0, LT (a7),a7), (az,0, LT (ap)), (e, (L*) T (ag), 0)}.

By similar calculation to the case #t(ay) = 3, one can verify that in each of the
3 cases above the first non-zero entry (the value of the primary index) can be
recovered from T, (a)®U»") regardless of the secondary index.

We conclude that the two conditions of Proposition 13 hold. Applying our
framework of Lemma 3 (with d = [k/2] = k/2 + ¢, ko = 2k + m), we obtain

Z - 2 od (ko)**(ko=2d)*0/27% _ ok/24 ¢ (2k+m)F T2k (htm—2c,)H/ 2T/ 27k
/Jn,?)k(t(a)) <2 (N—ko)F0/2¥d =2 (N—2k—m)3k/2+m/2Fey .

OéES;k'm)

We recall that [Ag.| = (5)35= and 3¢ ) (F)3k—™ = 4%, Using (21), (22)
and the inequality above we deduce

k k
WHER I= O Y Aast@)?=@Y Y Y Aus(t(@)?

m=0 qeSk.m) M=0 XAk, m g5

k
q k/2+cp, (2k-bm)F+2en (ktm—2c;,)k/2Hm/2=c;
< (k) Z |Ak,m|2 (N—2k—m)3k/2Tm/2 ey,
m=0

< (q)4k max  {2F/2Fer (2k4m) T2k (ktm)R/2tm/2 ey }

k2 me{0,1,... k} (N—2k—m)3F/2Ftm/2Fey
= (q) 95k/24ck max (2km)*+2k (kpm) R/ 2Hm /2=, !
b me{0,1,....k} (N —2k—m)3k/2Fm/2 ek
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kt2c k/24m/2—c
Denote B(m) = (%JZZ;) o Zi];;%lm/ﬂ% " Then, assuming m +1 < k < ¢ <

N/32, by Proposition 1,

k+2c,  k/24m/2—cy " 3k/24+m/24cy

B(m+1) ok + 3 N2k —m—1 E+m+1  \1/2
Blm) = €2ktm tm m (e t)
I+ew(grm, )+ N—34 1/2 1+ k4 24\1/2 T2 941/2
<e 2k+m k+m e 3q(N73q) 12 < e 29(®) /2 <est29(2) 12 <1,

where we also used the facts that £ > 2 and ¢y = 0, hence %C < =. Therefore,

1
G
=k¢(L) 5k/2+ck 5k/2+ck

(Enagl < (225 | max | B(m) < ({)2°/*7B(0)
5k/2+cy, (2B)* T2k (R)*/2 7k Th/243ck (__k__\3k/2+c
()2 [ (N—2k)3k/2Fe (2)2 /2 k(N—2k) [Fre,
|
The proof of Lemma 9 uses Proposition 26 and shows that the bound on
W=F[¢") | dominates the sum 32_, W [g(“ ].

n,2,q
Proof (of Lemma 9). Applying Proposmon 26,

q q

ZW k 7(1L2)q _Z(2)27k/2+3+3ck(N_L%)Sk/yrck.
k=2 k=2

Denote B(k) = ({)27%/2+3¢r (£)3k/2+e and note that ¢ = cg. Then, as-
suming k+2 < ¢ < N/32, and recalling that k > 2 (and ¢; = 0), by Proposition 1,

3k+2 2(3k+26 )
BU2) o _oTes kP N-akd (2 )3 < 9T S5y ke2 o (k42)
B(k) (k+1)(k+2) N—2k—4 k+1 (N—2q)°

<27%e 3+3+35 < 2744(30)7% <

1
() 2’

Therefore, using the facts that N > 20 and ¢ < N/32,

iwzk[gffgﬁq ZB < 2B(2) +2B(3) < 2(9)27(5%5)° + 2(1)2"2(5%5)°

210 21234 3 210 3q2 220q2 q 3q2 220q2 1 1 210.5q2
< N )3 + (N76)5 = N3 + N3 ﬁﬁ S N3 N3 ﬁﬁ S N3
||
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A Bounds on advantage for symmetric functions

Proposition 27 (Bounds on advantage for symmetric functions). As-
sume that the output distribution generated by H : K x {0,1}™ — {0,1}"™ is
independent of the queries of the adversary. Denote by ©r(n.q) : F§*" — R20
the density function generated by H. Moreover, assume that @y, q) is symmet-
ric in the sense that every element of the sample is marginally distributed as

(pH(n,l) . Then,

, 1|
Opt(q) < ¢SD (1) 1n) + 5 > W ek (ng)-
h—2
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Proof. Let S = M2, , = {a € FZ*" | #a = 1}. By (1) and the upper bound of
Proposition 5,

QOptI;;f(Q) =2 SD(‘PH(n,q)v 1qn)

< ]];;JX" ‘ Z @H(n,q ( | + ZW ’Q)
iy

aeEML,

It remain to prove that

Z @H(n,q ($)| < 2qSD(‘pH(n,1)71n)
aeM™?

x~]FqX"
Z1q

For o € F*" with #a = 1, define in(a) to be the unique index i with a; # 0.
By symmetry of @ (n,q), We have Qg (n,q) () = Pr(n,1)(Qin(a))- Therefore,

E | Z @H(n,q)(o‘)Xa(xﬂ = E ) | Z @H(n,l)(ain(a)) H Xa; (:177)|

o~ FL*" NV ~F3ET aeMn, i€[q)
= qX" Z @H(n 1) in(a))X(xi,,L(u) (:Czn(a))‘
z~Fy aeM?, q
q
= WIZ Y PuenBxs@l = E 1Y (0ren (@) = P (0)xo(:))]
~ETT = 1 gefn e~F T T
B#0

IA

|<PH(n () — 11 = 2¢SD(¢H(n,1), 1n)-

q
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