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Abstract. We introduce SQIPrime, a post-quantum digital signature
scheme based on the Deuring correspondence and Kani’s Lemma. Com-
pared to its predecessors that are SQISign and especially SQISignHD,
SQIPrime further expands the use of high dimensional isogenies, already
in use in the verification in SQISignHD, to both key generation and
commitment. In doing so, it no longer relies on smooth degree isogenies
(of dimension 1). SQIPrime operates with a prime number of the form
p = 2αf − 1, as opposed to SQISignHD that uses SIDH primes.
The most intriguing novelty in SQIPrime is the use of non-smooth degree
isogenies as challenge isogeny. In fact, in the SQISign family identification
scheme, the challenge isogeny is computed by the verifier, who is not
well-equipped to compute an isogeny of large non-smooth degree. To
overcome this obstacle, the verifier samples the kernel of the challenge
isogeny and the task of computing this isogeny is accomplished by the
prover. The response is modified in such a way that the verifier can check
that his challenge isogeny was correctly computed by the prover, on top
of verifying the usual response in the SQISign family.
We describe two variants of SQIPrime: SQIPrime4D which uses dimen-
sion 4 isogenies to represent the response isogeny, and SQIPrime2D which
solely uses dimension 2 isogenies to represent the response isogeny and
hence is more efficient compared to SQIPrime4D and to SQISignHD.

Keywords: Post-Quantum Cryptography · Supersingular Isogenies ·
SQISign · SQISignHD · Kani’s Lemma · SQIPrime

1 Introduction

The interest of isogeny based signature schemes is that they provide compact
post-quantum signatures. This property, which comes at the cost of a greater
computational cost, motivated their research. Among the early propositions of
isogeny based signature schemes [45,4,13, ...], was GPS [24] that specifically
relied on Deuring correspondence [18]. Its ideas were expended and improved
in 2020 by De Feo, Kohel, Leroux, Petit and Wesolowski to create the SQISign
protocol in [15]. As of today, SQISign is the only isogeny based candidate at
the NIST post-quantum cryptography standardization effort. In 2023, Dartois,
Leroux, Robert and Wesolowski proposed SQISignHD [9], a variant of SQISign
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utilising Kani’s Lemma [27] for verification. Both SQISign and SQISignHD are,
as of today, the two most compact post-quantum signatures, of respective size
177B for SQISign and 109B for SQISignHD.

Kani’s Lemma and high dimensional isogenies (originally used in [5,32,41] to
prove that SIDH [26,14] was insecure by leveraging accessible images of torsion
points) are used in SQISignHD to solve some drawbacks of SQISign as it can be
used to represent isogenies of unsmooth degree, which significantly simplifies the
signature part of SQISignHD, at the cost of a more complex verification. The
emergence of SQISignHD is part of a broader trend in Isogeny Based Cryptog-
raphy, consisting in leveraging the new capabilities enabled by Kani’s Lemma,
a trend that birthed many new cryptographic schemes such as SQISignHD [9],
FESTA and QFESTA [2,35], IS-CUBE [34], SCALLOP-HD [6], DeuringVRF
[31] or SILBE [19].

As mentioned above, the main input in SQISignHD is the use of high di-
mensional isogenies to represent the response. In SQISign, the secret key is an
isogeny τ : E0 → EA, where E0 has j−invariant 1728. The commitment is a
curve E1 obtained by computing an isogeny ψ : E0 → E1, the challenge is an
isogeny φ : E1 → E2. The response is an isogeny σ : EA → E2, which closes the
diagram (see left-hand side of Figure 1). The isogeny σ is in fact a long smooth
isogeny of degree roughly p15/4, obtained through a more efficient variant [15,16]
of the KLPT algorithm [28]. The usage of the KLPT algorithm and the fact that
the degree of the response isogeny σ is roughly p15/4 implies that one needs to
use primes with as much accessible (defined over a small extension of Fp) smooth
torsion as possible. This is one of the biggest constraints in SQISign and was
solved in SQIsignHD.

The attacks [5,32,41] on SIDH/SIKE (and any other isogeny-based protocol
revealing images of smooth order torsion points such as [17,8,22, ...]) led to a
new method for representing isogenies of generic degree [40]. In fact, an eval-
uation of an isogeny on torsion points of large (with respect to the degree of
the isogeny) smooth order is a representation of this isogeny. In SQISignHD,
from the knowledge of the endomorphism rings of the curves in play, the signer
samples a relatively short (but non-smooth) response isogeny σ and evaluates it
on torsion points of smooth order. This evaluation is then returned to the veri-
fier as the response. Since this evaluation represents the isogeny, the verifier can
efficiently check that the data received represents an isogeny σ : E1 → E2. Note
that here, the response goes from E1 to E2 while the challenge goes from EA
to E2, this change is made for a more convenient implementation. This brings
several relaxations, among which the change of the base prime p to an SIDH
prime: p = 2a3bf − 1. In SQISign, the most computationally involving part is
transforming the ideal obtained from KLPT into an isogeny, this is done dur-
ing the signing process. In SQISignHD, the signing is relatively easier since the
KLPT algorithm is avoided, but the verification is computationally involving.
In fact, in order to validate that the evaluation returned by the signer repre-
sents an isogeny σ : E1 → E2, one needs to compute and evaluate an isogeny
in higher dimension: 2, 4 or 8 in general. The smaller the dimension, the more
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efficient the computation and the evaluation are. In SQISignHD, the verification
uses dimension 4 isogenies. There is a huge efficiency gap between dimension 4
isogenies and dimension 2 isogenies [29,9,10,42]. Hence, in the quest for better
efficiency, it becomes natural to ask the following question:

Can one design a variant of SQISignHD that uses
only dimension 1 and/or dimension 2 isogenies?

Contributions. In this paper, we answer the question above in the affirmative,
by describing SQIPrime, a derivative of SQISignHD. To do so, we first extend
the usage of Kani’s Lemma to both key generation and commitment, by adapt-
ing the RandIsogImages algorithm from QFESTA [35]. Next, we modify the
challenge isogeny generation in such a way that the verifier can use non-smooth
degree isogenies, by sampling solely the kernel generator of this isogeny. The
signer/prover can then use the techniques introduced by Leroux [31] to compute
this challenge isogeny and include it in the response. As a consequence, we use
primes of the form p = 2αf −1 = 2Nq+1 where q is the degree of the challenge.
These changes induce numerous adaptations and optimizations throughout the
protocol. In order to ease the digestion of the numerous changes, we propose two
variants of SQIPrime: SQIPrime4D and SQIPrime2D.

In SQIPrime4D, we incorporate the most basic changes to SQISignHD, with-
out necessarily aiming for a better efficiency. These changes include: the usage of
an adaptation (KaniDoublePath, Section 3.1) of the RandIsogImages algo-
rithm from QFESTA [35] for key generation and commitment, and the usage of
a non-smooth degree isogeny for commitment. More precisely, let τ : E0 → EA,
ψ : E0 → E1, φ : EA → E2 and σ : E1 → E2 be the secret, commitment,
challenge and response isogenies in SQISignHD. In SQIPrime4D, τ and ψ are
generated using the KaniDoublePath algorithm. For the challenge, the ver-
ifier samples a uniformly random scalar a ∈ Zq where q is the degree of the
commitment isogeny. The scalar a defines a point C = P + [a]Q where (P,Q)
is a specified basis of EA[q]. The signer/prover uses the techniques in the Deur-
ingVRF [31] to translate C into its corresponding ideal Iφ, which is in fact the
ideal corresponding to the challenge isogeny φ : EA → E2. From here, he recov-
ers the endomorphism ring of E2, solves for a short isogeny σ : E2 → E1 (note
that this is the dual of the response in the original SQISignHD), and evaluates
κ = σ ◦ φ on the 2α-torsion points (this is illustrated in Figure 2). The evalu-
ation of κ = σ ◦ φ is then returned to the verifier as the response. The verifier
checks that the data he received represents an isogeny κ : EA → E1 of degree
qd whose kernel contains C = P + [a]Q and, q and d are co-prime. This proves
that κ factors through the challenge φ : EA → E2 whose kernel was sampled
by the verifier. The verification is performed using dimension 4 isogenies. In
SQIPrime2D, we implement further adjustments in order to use only dimension
2 isogenies.

The main obstacle when representing isogenies in dimension 2 is the need
of an auxiliary isogeny. To represent the isogeny κ := σ ◦ φ : EA → E1 of
degree qd returned in SQIPrime4D in dimension 2, we need an auxiliary isogeny
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δ : EA → Eδ of degree 2
α−qd. Hence, the goal of all the changes we will operate

from now on will be to enable an efficient computation of such an auxiliary
isogeny. The main change consists in fixing the degree of the secret isogeny τ to
q, the same degree as that of the challenge isogeny φ, and making sure that this
degree is prime. Once this is done, we sample an endomorphism γ ∈ End(E0) of
degree d(2a−dq), and compose it with the secret isogeny τ : E0 → EA to obtain
an isogeny τ ◦ γ : E0 → EA of degree dq(2a − dq). This isogeny can be seen as
the composition of two isogenies of degree dq and 2a − dq respectively. We then
use Kani’s Lemma to recover the pushforward of the isogeny of degree 2a − dq
in such a way that its domain is EA, and his codomain is some curve Eδ which
is computed at the same time. This pushforward is used as the sought auxiliary
isogeny, allowing us to have a variant SQIPrime2D which only uses dimension 2
isogenies. The SQIPrime2D identification scheme is illustrated in Figure 3.

The key generation in SQIPrime2D requires one dimension 2 isogeny com-
putation and evaluation. The signing process requires two dimension 2 isogeny
computations and evaluations, one for the commitment isogeny and another
for generating the auxiliary isogeny. The verification requires one dimension 2
isogeny computation and evaluation, bringing it up to a total of three dimen-
sion 2 isogeny computations and evaluations for the signature and verification.
Given the current efficiency gap between dimension 2 and dimension 4 isogenies,
we expect SQIprime2D to be more efficient compared to SQISignHD. We are
currently preparing a proof of concept implementation to support this claim.

In order to prove the security of SQIPrime4D and SQIPrime2D, we assume
that the codomain of an isogeny computed using the KaniDoublePath algo-
rithm is computationally indistinguishable from a random supersingular curve.
Once this assumption is made, we reduce the security of SQIPrime4D and
SQIPrime2D to the Supersingular Endomorphism problem in the RUCGDIO or
RUCODIO+AIO models respectively, models that we introduce and which are
translations of the RUDGIO model (introduced in the context of SQISignHD)
into the context of SQIPrime4D and SQIPrime2D respectively.

Related work. While this work was under finalisation, we came aware of two
other concurrent but independent projects that were trying to answer the same
open question we answer in the paper. The first project is from Nakagawa and
Onuki, named SQISign2D-East [36] and the second one is from Basso, Dar-
tois, De Feo, Leroux, Maino, Pope, Robert and Wesolowski, named SQISign2D-
West [1]. Interestingly, all three papers adopt different approaches to solving this
problem.

– Our mechanism mainly relies on the primality of the challenge isogeny φ and
on the fact that it has the same degree as our secret isogeny τ .

– The SQISign2D-East [36] mechanism uses Eichler modules [30, Definition
1.2.7] to sample endomorphisms over E0 that can also be interpreted as en-
domorphisms over EA. The auxiliary isogeny δ : EA → Eδ is then generated
using such endomorphisms on EA.
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– Finally, the SQISign2D-West [1] mechanism merges RandIsogImages with
Clapoti [37] to design a new efficient algorithm to evaluate random ideals.
This algorithm is then used to compute the auxiliary isogeny by sampling
its ideal, composing it with the commitment and challenge ideals, evaluating
the composition. Using the knowledge of the commitment and challenge
isogenies, the auxiliary isogeny is retrieved.

We therefore wholeheartedly recommend the reader to delve into these two pa-
pers (after completing ours, naturally).

Outline. The remainder of this paper is organised as follows. In Section 2, we
give a quick recall on isogenies and on the architecture of both SQISign [15,16]
and SQISignHD [9], together with a reminder of the standard algorithms in
Isogeny Based Cryptography that we use to define SQIPrime. In Section 3, we
will introduce special tools that we will need to construct both SQIPrime4D and
SQIPrime2D. In Section 4, we give the detailed construction of SQIPrime4D,
together with an analysis of its security in Section 5. Similarly, we give the
detailed specification of SQIPrime2D in Section 6, with its security analysis in
Section 7. Finally, we discuss in Section 8 how to find adequate parameters
for both SQIPrime4D and SQIPrime2D and have a word about their foreseen
efficiency.

2 Background

Throughout this paper, we denote by λ the security parameter. Let p be a prime,
Fp is the finite field of cardinality p and Fp is its algebraic closure. Let E and
E′ be elliptic curves defined over Fp.

2.1 Isogenies, Deuring correspondence and Kani’s Lemma

Below, we provide a concise overview of Isogenies, Deuring correspondence, and
Kani’s Lemma. For a more comprehensive exploration, we recommend referring
to De Feo’s notes [11] and Silverman’s book [43] for a general understanding
of elliptic curves and isogenies. For insights into the Deuring Correspondence,
Leroux’s thesis [30] is an excellent resource, while Robert’s attack on SIDH
[41,40] provides valuable details on Kani’s Lemma.

Isogenies: An isogeny ϕ : E → E′ is a surjective projective rational map
between E(Fp) and E′(Fp) that preserves the group structure. The degree of
this rational map in its x-value defines the degree of the isogeny. Consequently,
the degree of a composition of isogenies is the product of the degrees of each
individual isogeny.

Isogenies are considered up to isomorphism, where two isogenies ϕ : E → F
and ψ : E′ → F ′ are isomorphic if they are equal up to pre- and/or post-
composition by isomorphisms (isogenies of degree 1). This implies that if E
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and E′ are isomorphic, they share the same j-invariant, and both notions are
equivalent when considered in Fp.

For every isogeny ϕ : E → E′, there exists a unique dual isogeny ϕ̂ : E′ → E
such that ϕ ◦ ϕ̂ = [deg(ϕ)] and ϕ̂ ◦ ϕ = [deg(ϕ)] on the respective curves, where
[n] denotes the scalar multiplication by n.

Given a natural number n, the n-torsion group of E, denoted by E[n], is the
kernel ker([n]) of the scalar multiplication by n. It holds that E[n] ∼= Z2

n for n
co-prime to p.

An isogeny ϕ : E → E′ is said to be separable if deg(ϕ) = | ker(ϕ)|. Accord-
ing to the intuition provided by the fundamental theorem of isomorphism, any
separable isogeny is defined up to isomorphism by its kernel. This means that
ϕ : E → E′ and ψ : E → E/ ker(ϕ) are isomorphic. Additionally, for any isogeny
ϕ : E → E′, it holds that ker(ϕ) ⊂ E[deg(ϕ)].

The characterization of isogenies by their kernels allows us to define the
notion of pushforwards. Let ϕ : E → F and ψ : E → F ′ be two isogenies of
co-prime degree. The pushforward of ψ by ϕ is the isogeny ϕ∗ψ : F → E′ whose
kernel is given by ker(ϕ∗ψ) = ϕ

(
ker(ψ)

)
.

Deuring Correspondence: An endomorphism of E is an isogeny ϕ : E → E.
Among isogenies, endomorphisms have important additional properties. First,
End(E), the set of all endomorphisms of E is an integral ring of characteristic
zero, under addition and composition. An elliptic curve E defined over Fp is said
to be ordinary if End(E) is isomorphic to an order of an imaginary quadratic
field Q(

√
−d). Otherwise, E is said to be supersingular and End(E) is isomorphic

to a maximal order of the quaternion algebra Bp,∞ ramified exactly at p and
∞. An order O of Bp,∞ is a subring such that O ⊗Z Q = Bp,∞ with Bp,∞ of
the form Q+Qi+Qj+Qij such that j2 = −p, i2 depending on p and ij = −ji.
An important example is the curve E0 : y2 = x3 + x whose j-invariant is 1728.
If p = 3 mod 4, then it is supersingular and its endomorphism ring correspond
to the maximal order O0 = Z+ iZ+ i+j

2 Z+ 1+ij
2 Z with i : (x, y) → (−x,

√
−1y)

and j = π the Frobenius endomorphism.
Supersingularity is a crucial property, as it is preserved by isogenies. Further-

more, all supersingular curves are defined (up to isomorphism) over Fp2 and are
isogenous to each other. Supersingular curves and their isogenies can be repre-
sented as unoriented graphs known as supersingular isogeny graphs, denoted Gℓp,
with edges representing isogenies of prime degree ℓ up to isomorphism. These
graphs, Gℓp, are (ℓ+ 1)-regular and are in fact Ramanujan [38].

Deuring proved in [18] that there is an equivalence between supersingular
curves and maximal orders of the quaternion algebra Bp,∞. Specifically, an
isogeny ϕ between two curves E0 and E1, with End(E0) ∼= O0 and End(E1) ∼=
O1, can be represented as an integral ideal I connecting O0 and O1. Integral ide-
als are fractional ideals such that I ⊆ OL(I), whereOL(I) = {α ∈ Bp,∞ | αI ⊆ I}.
Similarly, there exists OR(I) = {α ∈ Bp,∞ | Iα ⊆ I}. All ideals can be viewed as(
OL(I),OR(I)

)
-ideals, with both OL(I) and OR(I) being maximal orders when-

ever I is integral. The norm of an ideal is defined as n(I) = gcd
({
n(α) | α ∈ I

})
.
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Let ϕ : E → E′ be an isogeny between two supersingular curves. Let OE

and OE′ be the maximal orders of Bp,∞ corresponding to End(E) and End(E′).
The kernel ideal of ϕ is defined as Iϕ =

{
α ∈ OE

∣∣ α(ker(ϕ)) = 0
}
. Conversely,

given I an (OE ,OE′)-ideal, it induces an isogeny ϕI : E → F given by ker(ϕI) =
E[I] =

{
P ∈ E

∣∣ α(P ) = 0 ∀α ∈ I
}
. The Deuring correspondence relates those

different notions as follows:

supersingular j-invariants over Fp2 maximal orders in Bp,∞

j(E) OE

ϕ ◦ ψ IψIϕ
deg(ϕ) n(Iϕ)

ϕ̂ Iϕ
ψ∗ϕ [Iψ]∗Iϕ = 1

n(Iψ)
Iψ(Iψ ∩ Iϕ)

γ ∈ End(E) OEγ

Kani’s Lemma: Lastly, an important recent concept in Isogeny-Based Cryp-
tography is Kani’s Lemma [27], particularly its application in breaking SIDH
as proposed in [5,32,41]. These works used Kani’s Lemma to embed isogenies
between elliptic curves into higher-dimensional isogenies. In this paper, we fo-
cus exclusively on principally polarized abelian varieties, omitting the detailed
notion of polarization. For readers interested in the topic of polarization, we
recommend Milne’s book [33].

The only exception in our discussion is the notation for the dual of a high-
dimensional isogeny ϕ, which we denote as ϕ̃, referring to its polarized dual.
Below, we provide Kani’s Lemma as defined in [41, Lemma 3.2].

Lemma 1. Let f : A → B, g : A → A′, f ′ : A′ → B′ and g′ : B → B′, be
polarized separable isogenies such that g′ ◦ f = f ′ ◦ g, with deg(f) = deg(f ′) and
deg(g) = deg(g′).

A B

A′ B′

f

g g ◦ f̃ g′

f ′

Then, the map F : B × A′ → A × B′ given by the matrix

(
f̃ −g̃
g′ f ′

)
is

a polarised separable isogeny with deg(F ) = deg(f) + deg(g) = D, ker(F ) ={(
f(P ),−g(P )

)∣∣ P ∈ A[D]
}
and ker(F̃ ) =

{(
− g̃(P ), f ′(P )

)∣∣ P ∈ A′[D]
}
.
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An important observation is that, given deg(F ) = d1d2, we can then write
F = F2 ◦ F1 with deg(F1) = d1 and deg(F2) = d2 such that

V

B ×A′ A×B′F

F1 F̃2

ker(F1) =
{(
f(P ), g(P )

)∣∣∣ P ∈ A[d1]
}

& ker(F̃2) =
{(
f̃(P ), g′(P )

)∣∣ P ∈ B[d2]
}

Lastly, provided that deg(f) and deg(g) are co-prime, we can also define the

kernel of F as ker(F ) =
{(

[deg(f)]P, g ◦ f̃(P )
)∣∣ P ∈ B[D]

}
. This property can

be used to split a composition of isogeny and will be utilised throughout this
paper.

2.2 Standard Algorithms

SQIPrime, even more profundly than SQISign and SQISignHD, heavenly relies
on the different efficient representations [9, Definition 1] of isogenies and more
specifically the kernel, ideal and high dimensional representations. To do so, it
uses the following standard algorithms in Isogeny Based Cryptography:

– KernelToIsogeny: Takes as input E a supersingular curve and K ∈ E[d]
and return ϕ the isogeny of degree d whose kernel is generated by K together
with E′, its codomain. To do so, it uses Vélu’s Formulas [44] and factorises
ϕ as a composition of prime degree isogenies. To be efficient, it needs for d
to be smooth.1

– CanonicalTorsionBasis: Takes as input E a supersingular curve and N an
integer such that N |(p2 − 1) and return ⟨P,Q⟩ = E[N ]. To do so, it simply
samples points at random in E(Fp2) or its quadratic twist and multiplies
it by the right cofactor. To ensure that this method is deterministic, the
sampling is performed deterministically.

– PushEndRing [9, Algorithm 8]: Takes as input OE an evaluation basis of
End(E), φ : E → F an isogeny of degree d that is efficiently computable
together with its ideal Iφ. It outputs OF a d-evaluation basis of End(F ).
An evaluation basis [9, Definition A.4.1] consist in an isomorphism between
the endomorphism ring and a maximal order such that every element of the
basis is efficiently computable [9, Definition 1.1.1].

– KernelToIdeal [9, Algorithm 9]: Takes as input OE a N -evaluation basis
of End(E) and K a generator of the kernel of an isogeny ϕ of smooth degree
d co-prime to N and return Iϕ.

– FullRepresentInteger [30, Algorithm 4]: Takes as input a number N > p
and return γ ∈ O0 an endomorphism of E0 such that γγ = N . To do so,
it uses a modification of the Cornacchia algorithm2, named the Cornac-

1 Note that this algorithm, as presented here, is not optimal. Among the important
improvements on those computations, see [14] and [3].

2 Defined in [7], the Cornacchia algorithm solves efficiently equations of the form
x2 + qy2 = N with x, y ∈ Z provided that we know the factorisation of N .
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chiaExtended [30, algorithm 1] that does not require knowledge of the
factorization of N but at the cost of some bias over the distributions of its
answers.

– EvalTorsion [9, Algorithm 11]: It takes as input OF an evaluation basis of
End(F ), ρ1 : F → E of degree d1, ρ2 : F → E′ of degree d2, both efficiently
computable isogenies together with their respective ideals I1 and I2. It also
takes as input J an (OE ,OE′)-ideal of norm N co-prime to d1 and d2. It
outputs ϕJ(P ), with P any point whose order is co-prime to d1d2.

– RandomEquivalentIdeal [30, Algorithm 6]: It takes as input a (OE ,OF )-
ideal I and returns J another (OE ,OF )-ideal such that n(J) is a “small”
prime, meaning that n(J) ≃ √

p with extremely high probability, as shown
in [30, Lemma 3.2.3 & Lemma 3.2.4].

– HDKernelToIsogeny: This is an high dimensional equivalent to Kernel-
ToIsogeny. Depending on the dimension, it can be based upon Theta series
[39,10,9], or over Kummer surfaces [42].

2.3 SQISign and SQISignHD

We previously introduced SQISign and SQISignHD as signature schemes, but a
more accurate characterization would be to regard them as identification schemes
at their core, based on Σ-protocols [25, Chapter 4]. These schemes are subse-
quently transformed into digital signature schemes using the Fiat-Samir trans-
form [20], rendering them Universally Unforgeable under Chosen Message At-
tacks (UU-CMA) secure in the Random Oracle Model (ROM). Both SQISign and
SQISignHD are Σ protocol-based identification schemes built upon the Deuring
correspondence, hence the acronym SQIS for Short Quaternion Identification
Scheme. Both protocols rely on the one endomorphism problem, a central chal-
lenge believed to be hard.

Problem 1. Let E be any supersingular curve defined over Fp2 , find a nontrivial
(α /∈ Z) endomorphism of E.

The main idea behind SQISign and SQISignHD is to prove the knowledge
of the endomorphism ring End(EA) for EA a supersingular curve. To do so,
the idea is to use the fact that knowing End(EA) enables the prover to find a
connecting isogeny between EA and any other curve E2, provided that he also
knows End(E2). The idea is then to let E2 be chosen as a challenge by the verifier
in such a way that the prover can retrieve End(E2) and respond the connecting
isogeny that can be easily verified. The main difference between SQISign and
SQISignHD consist in how this connecting isogeny is computed and represented.
The respective architecture of SQISign and SQISignHD are given in Figure 1.

SQISign: To construct σ the connecting isogeny, SQISign uses a variant of
the KLPT [28] named the SigningKLPT [15, Algorithm 5]. The ideal Iσ it
retrieves is smooth, as its norm is a large power of 2 of size O(p15/4). To be
efficiently computed, σ is represented as a composition of isogenies with rational
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E0 E1 E0 E1

EA E2 EA E2

ψ

τ φ

ψ

ττ ′ σ

σ φ

Fig. 1. Diagrams of SQISign (left) and SQISignHD (right). The prover is in blue and
the verifier is in red. Dashed isogenies are secrets.

kernel generator. Transcribing Iσ to these kernels is done efficiently using Ide-
alToIsogeny [16, Algo. 7] by setting the prime p of SQISign to be such that
2ℓT |p2 − 1 with T ≃ p5/4 and T smooth. Finding such primes is difficult and T
often has prime factors in the order of 103. Those big factors significantly slow
the signing procedure, as several T isogenies have to be computed throughout
IdealToIsogeny. On the other hand, the verification of SQISign is very effi-
cient, as it essentially consists in computing a sequence of isogenies of degree 2ℓ

from their kernels. SQISign is performed as such:

– KeyGen: Compute τ : E0 → EA together with its corresponding ideal Iτ . EA
is the public key, while τ is the secret key. EA is the domain of the response
isogeny.

– Commit: The prover computes ψ : E0 → E1 together with its corresponding
ideal Iψ. It gives ψ to the verifier.

– Challenge: The verifier then computes a challenge isogeny φ : E1 → E2 and
sends it to the prover. E2 is the codomain for the answer isogeny.

– Response: Using its knowledge of ψ, the prover uses KernelToIdeal to com-
pute Iφ. Then, using the SigningKLPT and IdealToIsogeny, the prover
constructs an isogeny σ : E2 → E1 different from φ ◦ ψ ◦ τ̂ and gives σ as a
response to the verifier.

– Verify: The verifier then checks that the received isogeny is valid using Ker-
nelToIsogeny.

SQISignHD: On the other hand, SQISignHD uses the RandomEquivalen-
tIdeal to compute σ. The response isogeny is therefore short Õ(

√
p) but not

smooth. It is then given to the verifier using high dimension representation [40].
This shift to high dimension isogenies considerably speeds up the signature part
of SQISignHD but shifts most of the expensive computation to the verification
that has to use Kani’s Lemma in dimension 4. To be efficient, SQISignHD uses
“SIDH-like” prime, that are easy to find. SQISignHD is thus performed as such:

– KeyGen: Compute τ, τ ′ : E0 → EA using DoublePath [9, Section 3.3] to-
gether with its corresponding ideal Iτ . EA is the public key, while τ is the
secret key.
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– Commit: The prover computes an isogeny ψ : E0 → E1 of odd degree with
DoublePath together with its ideal Iψ and shares E1. This curve is the
domain of the response.

– Challenge: The verifier computes a challenge isogeny φ : EA → E2 and sends
it to the prover. E2 is the codomain for the answer isogeny.

– Response: UsingRandomEquivalentIdeal, the prover constructs an isogeny
σ : E1 → E2 different from φ◦τ ◦ψ̂, evaluate it using τ ′, ψ′ and EvalTorsion
and gives this evaluation of σ as a response to the verifier.

– Verify: The verifier then checks that the received isogeny is valid using Kani’s
Lemma in dimension 4.

3 Introduced Techniques

Before jumping into SQIPrime, we detail two new techniques that we will use
to construct our variant of SQISignHD.

1. The first tool is called KaniDoublePath, a variant of DoublePath [9, Sec-
tion 3.3] that uses Kani’s Lemma to sample two (eventually non-smooth) iso-
genies between E0 and EA of co-prime degrees. This algorithm is a modifica-
tion of the RandIsogImages [35, Algorithm 2], as it additionally computes
the corresponding ideals of these isogenies. We also detail ExtKaniDou-
blePath, a variant of the former that relies on endomorphisms of greater
norm.

2. The second is a method to compute, given K a generator of the kernel of
an isogeny, the corresponding ideal even when the degree of this isogeny is
non-smooth. This method is an adaptation of the work of Leroux [31] and
it allows us to use large non-smooth degree isogenies as challenge isogeny in
SQIPrime.

3.1 KaniDoublePath

The main idea behind KaniDoublePath is, likewise to the DoublePath al-
gorithm, to construct two isogenies of co-prime degree between E0 and another
supersingular curve E. The main interest of KaniDoublePath lies in the fact
that those isogenies are not necessary smooth.

To perform the KaniDoublePath, we first use FullRepresentInteger to
find an endomorphism γ ∈ End(E0) such that deg(γ) = ℓ(N − ℓ) with ℓ, N
co-prime and N smooth. We can decompose γ as γ = ρ ◦ τ with deg τ = ℓ and
deg ρ = N − ℓ. Using Kani’s Lemma, we compute the dimension 2 isogeny F
given by the following diagram and kernel:

E E0

E0 E′

τ̂

ρ γ τ̂∗ρ

ρ∗τ̂
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ker(F ) =
{(

[ℓ](P ), γ(P )
)∣∣∣ P ∈ E0[N ]

}
We can therefore evaluate both τ and ρ̂ at any points of E0. Additionally,

we also retrieve Iτ and Iρ the ideal corresponding to τ and ρ as follows:

Iτ = O0γ +O0ℓ, Iρ =
IτO0γ

ℓ
.

The full process is summarised in Algorithm 1. In practice, if N − ℓ is not way
larger than p, it may happen that for some curve E which is ℓ-isogenous to
E0, there exists no isogeny of degree N − ℓ between E0 and E. We describe
ExtKaniDoublePath, a variation of KaniDoublePath in which the degree
of the byproduct isogeny ρ is larger, hence increasing the chances that there
exist such an isogeny between any curve E which is ℓ-isogenous to E0.

Algorithm 1 KaniDoublePath

Input: O0 an evaluation basis of End(E0) with ⟨P,Q⟩ a basis of E0[N ] and ℓ such that
gcd(ℓ,N) = 1 and ℓ(N − ℓ) > p with N smooth
Output: τ ,ρ̂ : E0 → E isogenies of respective degree ℓ and N − ℓ given as dimension
2 isogenies, together with Iτ and Iρ̂ their ideals.

1: γ ← FullRepresentInteger(O0, ℓ(N − ℓ))
2: B←

{(
[ℓ]P, γ(P )

)
,
(
[ℓ]Q, γ(Q)

)}
3: F ← HDKernelToIsogeny(E2

0 ,B)
4: Iτ ← O0γ +O0ℓ
5: Iρ̂ ← 1

ℓ
O0γIτ

6: return F, Iτ , Iρ̂ ▷ τ(−) = F (−, 0)1 and ρ̂(−) = −F (0,−)1

The concept behindExtKaniDoublePath closely resembles that of KaniDou-
blePath, albeit with a slight variation. Instead of operating with γ ∈ End(E0)
of norm ℓ(N − ℓ), ExtKaniDoublePath involves working with γ ∈ End(E0) of
norm ℓ(N ′ − ℓ)

(
N − ℓ(N ′ − ℓ)

)
, where N and N ′ are smooth. Consequently, we

have deg(ρ) = (N ′ − ℓ)
(
N − ℓ(N ′ − ℓ)

)
. Both τ and ρ̂ are computed by applying

Kani’s Lemma twice:

1. Initially, we decompose γ into γ = ρ1◦ρ2◦τ where ρ1 has degree N−ℓ(N ′−ℓ)
and ρ2 ◦ τ has degree ℓ(N ′ − ℓ), and we assess ρ2 ◦ τ over E0[N

′].

2. Subsequently, we further break down ρ2 ◦ τ of degree ℓ(N ′ − ℓ) into τ and
ρ̂2 of degree ℓ and N ′ − ℓ respectively, allowing for the computation of ρ̂ as
a composition of ρ̂1 and ρ̂2.

You may find below the commutative diagram of the ExtKaniDoublePath.
The first use of Kani’s Lemma is in blue and the second is in red.
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E0 E′
1

E

E′

E1 E0

[ρ̂2◦τ ]∗ρ1

τ̂∗ρ2

ρ2◦τ

γ

τ̂

ρ2
[ρ2]∗τ̂

ρ1

[ρ1]∗ρ̂2◦τ

Algorithm 2 ExtKaniDoublePath

Input: O0 an evaluation basis of End(E0) with ⟨P,Q⟩ a basis of E0[N ], ⟨P ′, Q′⟩ a basis
of E0[N

′] and ℓ such that gcd(ℓ,N) = gcd(ℓ,N ′) = 1 and ℓ(N ′− ℓ)(N − ℓ(N ′− ℓ)) > p
with N,N ′ smooth
Output: τ ,ρ̂ : E0 → E isogenies of respective degree ℓ and (N ′ − ℓ)(N − ℓ(N ′ − ℓ))
given as dimension 2 isogenies, together with Iτ and Iρ̂ their ideals.

1: γ ← FullRepresentInteger(O0, ℓ(N
′ − ℓ)(N − ℓ(N ′ − ℓ))

2: B1 ←
{(

[ℓ(N ′ − ℓ)]P, γ(P )
)
,
(
[ℓ(N ′ − ℓ)]Q, γ(Q)

)}
3: F1 ← HDKernelToIsogeny(E2

0 ,B1) ▷ τ ◦ ρ2(−) = F1(−, 0)1
4: Find E1 =codomain(ρ̂1).
5: B2 ←

{(
[N ′ − ℓ]P ′, τ ◦ ρ2(P ′)

)
,
(
[N ′ − ℓ]Q′, τ ◦ ρ2(Q′)

)}
6: F2 ← HDKernelToIsogeny(E0 × E1,B2)
7: Iτ ← O0γ +O0ℓ
8: Iρ̂ ← 1

ℓ
O0γIτ

9: return F, Iτ , Iρ̂ ▷ τ(−) = −F2(0,−)1 and ρ̂(−) = F2(−, 0)1 ◦ −F1(0,−)1

We will rely on the following assumptions when discussing the security of
SQIPrime.

Assumption 1. The distribution of E the codomain of τ and ρ̂, outputted
by KaniDoublePath (N,P,Q, ℓ) with ℓ a random prime smaller than

√
p is

computationally undistinguishable from the distribution of E sampled randomly
among all supersingular curves.

Assumption 2. The distribution of τ : E0 → E an isogeny given by outputted
by ExtKaniDoublePath (N,P,Q,N ′, P ′, Q′, ℓ) with ℓ a random prime of size
smaller than

√
p is computationally undistinguishable from the distribution of τ

sampled randomly among isogeny of degree ℓ and of domain E0.

3.2 KernelToIdeal for generic degree isogenies

Looking at the details of KernelToIdeal [9, Algorithm 9], we see that it makes
extensive usage of discrete logarithms over E[d], with d being the degree of the
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isogeny for which the representing ideal is being computed. To be efficient, this
method requires d being smooth. We therefore need another method for isogenies
of generic degree. The idea proposed by Leroux in [31] is to use the knowledge
of the endomorphism ring of E to construct a precomputed basis of E[d].

Definition 1. Let E be any supersingular curve. The tuple (P,Q, ι, IP ) is a
precomputed basis of E[d] if the following conditions are satisfied:

– P,Q ∈ E form a basis of E[d].
– ι ∈ End(E) and ι(P ) = Q.
– IP is the ideal corresponding to the isogeny of kernel ⟨P ⟩.

The knowledge of OE and of an evaluation basis of End(E) enables us to
efficiently construct a precomputed basis using the FindPrecomputedBasis
algorithm (Algorithm 3), proposed in [31]. Using a precomputed basis, we can

Algorithm 3 FindPrecomputedBasis

Input: OE =
(
{bi}4i=1, δ

)
an evaluation basis of E with d an integer

Output: (P,Q, ι, IP ) a precomputed basis of E[d].

1: Sample R ∈$ E[d]
2: Sample α ∈$ OE such that gcd

(
n(α), d2) = d

3: if δ−1(α)(R) = 0 do try with new R.
4: P ← δ−1(α)(R)
5: IP ← OEα+OEd
6: Sample ι ∈$ OE such that gcd(n(ι), d) = 1

7: if ed(P, δ
−1(ι)(P ))

?
= 1 do sample new ι. ▷ Ensures they are not colinear

8: return P, δ−1(ι)(P ), δ−1(ι), IP

compute ideals from a kernel generator K ∈ E[d] using the following lemma.

Lemma 2. Let (P,Q, ι, IP ) be a precomputed basis of E[d] and let K = [a]P +
[b]Q be a point in E[d]. Then the representing ideal of the isogeny ϕK : E →
E/⟨K⟩ is given by

IK = [a+ bδ(ι)]∗IP , where δ : End(E) ∼= OE .

Proof. This comes from the fact that ⟨K⟩ = ⟨[a]P + [b]Q⟩ = ⟨[a]P + [b]ι(P )⟩ =
[a + bι]⟨P ⟩, meaning that ϕK = [a + bδ(ι)]∗ϕP . We then get the desired result
through the Deuring correspondence.

We can thus compute the ideals corresponding to a kernel of generic order.
Nevertheless, the method that we presented here requires knowing OE . Most of
the time, the curve E is obtained by computing an isogeny ϕ : E0 → E. With
the knowledge of O0 and ϕ : E0 → E, one can recover OE , and hence determine
a precomputed basis of E[d] using the FindPrecomputedBasis algorithm.
Even though this is already efficient, in Corollary 1, we describe a faster and
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more convenient method to translate a kernel generator K ∈ E[d] into an ideal
knowing a precomputed basis of E0[d], ϕ : E0 → E of degree co-prime to d and
its corresponding ideal Iϕ.

Corollary 1. Let (P,Q, ι, IP ) be a precomputed basis of E0[d] and let ϕ : E0 →
E be an isogeny of degree q with corresponding ideal Iϕ such that d and q are
co-prime. Let S, T ∈ E be the respective images of P and Q by ϕ and let K =
[a]S + [b]T be a point in E[d]. Then,

IK =
[
(a+ bδ(ι))Iϕ

]
∗IP

Proof. Similarly to Lemma 2, we have that

⟨K⟩ = [q]⟨K⟩

= ϕϕ̂ ⟨[a]S + [b]T ⟩

= ϕ⟨[a]ϕ̂(S) + [b]ϕ̂(T )⟩
= ϕ⟨[aq]P + [qd]Q⟩
= ϕ⟨[a]P + [b]Q⟩
= ϕ⟨[a]P + [b]ι(P )⟩
= ϕ ◦ [a+ bι]⟨P ⟩

i.e. ϕK = [ϕ ◦ (a+ bι)]∗ϕP and thus IK = [(a+ bδ(ι))Iϕ]∗IP

It’s worth noting that [31] proposes using ϕ to directly generate a precom-
puted basis over E. Specifically, if (P,Q, ι, IP ) represents a precomputed basis
over E0[d], then

(
ϕ(P ), [deg(ϕ)]ϕ(Q), θ, [Iϕ]∗IP

)
constitutes a precomputed basis

of E[d] with θ = ϕ ◦ ι ◦ ϕ̂. The significant advantage of Corollary 1 lies in its
exclusive use of endomorphisms over E0 rather than over E. This characteristic
aligns more closely with our requirements in SQIPrime, making it better suited
for our purposes.

4 SQIPrime4D: SQIPrime in dimension 4

Now that we are familiar with the architecture behind SQISign and SQISignHD,
and that we have introduced and explained our new techniques, we can con-
struct SQIPrime. As previously stated in the introduction, SQIPrime4D fur-
ther expands the use of Kani’s Lemma to both KeyGen and Commit. Moreover,
the challenge isogeny has non-smooth degree. Only the kernel of the challenge
isogeny is sampled by the verifier. The challenge isogeny φ : EA → E2 is com-
puted by the prover, who then appends the usual response isogeny σ : E2 → E1

to it to get κ := σ ◦ φ : EA → E1. The high dimensional representation of κ is
returned to the verifier. Figure 2 isllustrates the architecture of SQIPrime4D.

The public parameters of SQIPrime4D are defined as:
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E0 E1

EA E2

ψ

τ

φ

σκ

Fig. 2. Diagram of SQIPrime4D, prover in blue and verifier in red. Dashed isogenies
are not shared.

– p a prime number of the form 2αf − 1 ≃ 22λ and such that p = 2Nq + 1,
with q ≃ 2λ. We discuss in Section 8 how to efficiently compute such primes.

– P0, Q0 a basis of E0[2
α].

– (P,Q, ι, I[N ]P ) which is almost a precomputed basis over E0[Nq]. (It is if we
use IP instead of I[N ]P but this ideal is more adapted to SQIPrime.

– β an integer such that 2β − q
√
p log(p) ≥ 0.

They are constructed using the Setup algorithm described in Algorithm 4.

Algorithm 4 SQIPrime4D.Setup

Input: 1λ

Output: pp =
(
p, α, q,N, (P0, Q0), (P,Q, ι, I[N ]P ), β

)
1: Take p a prime of the form p = 2αf − 1 ≃ 22λ such that p− 1 = 2Nq with q ≃ 2λ

prime and N co-prime to q.
2: P0, Q0 ← CanonicalTorsionBasis(E0, 2

α)
3: (P,Q, ι, IP )← FindprecomputedBasis(O0, qN)
4: Compute I[N ]P = IP +O0q
5: β ← ⌈log2(p)/2 + log2(q) + log2 log2(p)⌉
6: pp←

(
p, (P0, Q0), (P,Q, ι, I[N ]P ), β

)
7: return pp

At a high level, the subroutines of SQIPrime4D are as follows.

– KeyGen: Compute τ : E0 → EA together with its corresponding ideal Iτ
using KaniDoublePath. Additionally, compute a matrix M and use it
to mask the image through τ of a precomputed basis of degree qN , with
q ≃ 2λ.The curve EA and the masked basis form the public key, while τ , Iτ
and the matrix M form the secret key.

– Commit: The prover computes an isogeny ψ : E0 → E1 with KaniDou-
blePath together with its ideal Iψ and shares E1.
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– Challenge: The verifier samples a random scalar a ∈ Zq and returns it to the
prover. This scalar defines a point Ca = P + [a]Q where P,Q is a specified
basis of EA[q].

– Response: Using the precomputed basis over E0 and its knowledge of Iτ ,
the prover retrieves Iφ, the ideal corresponding to the challenge isogeny
φ : EA → E2 whose kernel is given by ker(φ) = ⟨Ca⟩. Using RandomE-
quivalentIdeal, he computes a short (O2,O1)-ideal Iσ corresponding to an
isogeny σ : E2 → E1, and constructs κ = σ ◦φ, evaluates it using EvalTor-
sion and sends this evaluation of κ as a response to the verifier.

– Verify: The verifier receives κ and checks using Kani’s Lemma that it is valid
by verifying that it is an isogeny from EA to E1 and that κ(Ca) = 0.

4.1 Key Generation and Commitment

Both key generation and commitment consist essentially in using KaniDou-
blePath. We take a random prime ℓ smaller than

√
p and use the KaniDou-

blePath with an endomorphism of norm ℓ(2α − ℓ) to retrieve τ in the case of
SQIPrime.KeyGen (Algorithm 5) and ψ in SQIPrime.Commit. (Algorithm
6). The only significant differences between the key and commitment generation
is that during the key generation, we additionally compute a masked basis of
EA[Nq]. To do so, we compute the image of (P,Q) through the isogeny τ and
use a random matrix M ∈ GL2(Nq) to mask the torsion points. Note that this
masking makes of R,S a random basis of EA[Nq].

Algorithm 5 SQIPrime4D.KeyGen

Input: pp =
(
p, α, q,N, (P0, Q0), (P,Q, ι, I[N ]P ), β

)
Output: sk =

(
FA, Iτ ,M

)
, pk =

(
EA, (R,S)

)
1: Sample ℓA a random prime smaller than

√
p such that ℓA ̸= q.

2: FA, Iτ , ∗ ← KaniDoublePath(2α, P0, Q0, ℓA)
3: Compute EA.
4: Sample M ∈$ GL2(Nq)
5:

(
R
S

)
←M

(
τ(P )
τ(Q)

)
▷ τ(−) = FA(−, 0)1

6: return (FA, Iτ ,M),
(
EA, (R,S)

)

Algorithm 6 SQIPrime4D.Commit

Input: pp =
(
p, α, q,N, (P0, Q0), (P,Q, ι, I[N ]P ), β

)
Output: sec =

(
F1, Iψ

)
, pub = (E1)

1: Take ℓ1 a random prime smaller than
√
p such that ℓ1 ̸= q.

2: F1, Iψ, ∗ ← KaniDoublePath(2α, P0, Q0, ℓ1)
3: Compute E1

4: return
(
F1, Iψ

)
,
(
E1

)
▷ ψ(−) = F1(−, 0)1
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4.2 Challenge and Response

Challenge As touched earlier, our challenge is significantly different from the
challenge of SQISign and SQISignHD, as the evaluation of the challenge isogeny
has been moved from the verifier to the prover. This adjustment is necessary since
the verifier lacks an efficient mean to evaluate this isogeny, as it only has access
to the kernel representation of φ, whose degree is not smooth. In idea, the prover
uses the ideal representation to construct a high dimension representation of φ
that is then sent to the verifier together with the high dimension representation
of the answer isogeny σ. Thus, instead of providing an isogeny of smooth degree,
the challenger simply sends a challenge point Ca ∈ EA[q]. This point is given as
a ∈ Zq such that Ca = [N ](R+[a]S) where R,S is the basis of EA[Nq] included
in the public key. This point is the generator of the kernel of φ : EA → E/⟨Ca⟩ =
E2. We have q ≃ 2λ possible challenge isogenies.

Response In line with SQISignHD, our objective is to compute an isogeny σ :
E2 → E1. However, the verifier lacks knowledge of E2. An initial idea might be
to provide the verifier with an HD representation of φ, allowing him to check that
the kernels match. However, this approach requires knowledge of a map between
E0 and E2 (or EA and E2), which is challenging to construct.3 Instead of sending
σ and φ separately, the idea is to send κ = σ ◦ φ and use Kani’s Lemma over κ
to prove that κ factors through φ, utilising the fact that ker(κ)∩EA[q] = ker(φ).

First, one adapts Corollary 1 to compute ICa = Iφ. Upon receiving the
challenge Chal = a, the prover finds b, c ∈ Zq such that Ca = [N ]

(
[b]τ(P ) +

[c]τ(Q)
)
. These scalars are given by

(
b
c

)
= M−1

(
1
a

)
.4 One then recovers ICa as

ICa =
[(
b+ cδ(ι)

)
Iτ
]
∗I[N ]P

He then computes the (O2,O1)-ideal ICaIτIφ and finds an equivalent short
(O2,O1)-ideal J using RandomEquivalentIdeal. The ideal J corresponds to
an isogeny σ : E2 → E1 of degree d that closes the diagram in Figure 2, with d
such that 2β − qd can be written as the sum of two square. One sufficient condi-
tion is to ask for 2β−qd = 1 mod 4 and to be prime. Following the discussion in
[9, Section 4.2] and by using the sampling method proposed in [9, Section E.2],
we expect to find a valid J after sampling O(1/λ) times.

The final response is composed of the evaluation of the isogeny κ = σ ◦ φ
on EA[2

α] and on the point C2 = [a]R− S, together with the degree d of σ. To
do so, one generates a basis of EA[2

α] using CanonicalTorsionBasis, one uses
EvalTorsion to evaluate κ on the generated basis and C2. The point κ(C2) is
used to ensure the soundness of our verification. It is important to note that C2

is such that ⟨Ca, [N ]C2⟩ = EA[q].

3 We could use the KLPT algorithm followed by the IdealToKernel algorithm, but
avoiding these algorithms was a primary motivation behind the development of
SQISignHD.

4 Using
(
b
c

)
= det(M)M−1

(
1
a

)
is also valid and simplifies the computations.
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Algorithm 7 SQIPrime4D.Response

Input: pp =
(
p, α, q,N(P0, Q0), (P,Q, ι, I[N ]P ), β

)
, sk = (FA, Iτ ,M), sec =

(F1, Iφ), chal = a.
Output: res = (T,U, V, d) with T,U ∈ E1[2

α], V ∈ E1[Nq] and d the degree of σ.

1:
(
b
c

)
← det(M)M−1

(
1
a

)
2: ICa ← [(b+ cι)Iτ ]∗I[N ]P

3: J ← RandomEquivalentIdeal(ICaIτIψ) d← n(J)
4: check if 2β − dq = 1 mod 4 and is prime. If not, go back to line 3.
5: X,Y ← CanonicalTorsionBasis(EA, 2

α)
6: C2 ← [a]R− S
7: Define τ = (FA(−, 0))1 and ψ = (F1(−, 0))1.
8: T,U, V ← EvalTorsion

(
O0, τ, Iτ , ψ, Iψ, ICaJ, qd, {X,Y,C2}

)
9: return res = (S, T, U, d)

4.3 Verification

Upon receiving T,U, V, d, we want to verify that the following statement holds:

The torsion points we received define a high dimensional representation of
an isogeny κ : EA → E1 of degree dq such that the isogeny κ factors through
φ, meaning that ker(κ)[q] = ⟨Ca⟩.

To perform this verification efficiently, we will use Kani’s Lemma with the
following diagram:

E2
A E2

1

E2
A E2

1

Σ

γ γ

Σ

where γ :=

(
a1 −a2
a2 a1

)
such that deg(γ) =

∑2
i=1 a

2
i ; Σ := diag(κ, κ). If the

parameters allow us to always have enough torsion, that is we always have dq <
2α or equivalently β = α, then F can be computed on one go and its kernel
is given by ker(F ) =

{(
Σ(P ),−γ(P )

)∣∣ P ∈ E2
A[2

β ]
}
. If the parameters do not

allow this, then we split the isogeny F into two isogenies F1 and F2 where F =
F2◦F1 and degFi = 2βi (β1+β2 = β), ker(F1) =

{(
Σ(P ),−γ(P )

)∣∣ P ∈ E2
A[2

β1 ]
}

and ker(F̃2) =
{(

− γ̃(P ), Σ(P )
)∣∣ P ∈ E2

A[2
β2 ]

}
, similarily to SQISignHD5. We

then use the following property:

Let X ∈ EA be a point of odd order, then:

5 A slight change in the prime used in SQISignHD was suggested in [21] in order to
avoid splitting the high dimensional isogeny, in the hope for a better efficiency, but
we are not aware of any implementation of this variant.



20 M. Duparc and T.B. Fouotsa

F


0
0
X
0

 =


[a1]X
[−a2]X
Y
0

 ⇐⇒ [2β2 ]F1


0
0
X
0

 = F̃2


[a1]X
[−a2]X
Y
0


We use this equivalence on the two points Ca and C2 of respective order q and
Nq.

Algorithm 8 SQIPrime4D.Verify

Input: pp =
(
p, (P0, Q0), (P,Q, ι, I[N ]P ), β

)
, pk = (EA, R, S), com = E1, chal = a, res =

(T,U, V, d)
Output: 0 or 1

1: if one of the points S, T, U is not in E1 do return 0
2: β1 ← ⌊β2 ⌋, β2 ← ⌈

β
2
⌉, k1 ← 2α−β1 , k2 ← 2α−β2

3: (a1, a2)← Cornacchia(2β − qd)
4: Compute γ and γ̃
5: Compute {Pi,j}0⩽i,j⩽2,2 a basis of E2

A[2
α] ▷ Using CanonicalTorsionBasis

6: B1 ←
{(

[k1]Σ(Pi,j), [−k1]γ(Pi,j)
)}

0⩽i,j⩽2,2
▷ Σ(Pi,j) computed using T,U

7: B2 ←
{(

[−k2]γ̃(Pi,j), [k2]Σ(Pi,j)
)}

0⩽i,j⩽2,2

8: F1 ← HDKernelToIsogeny(B1)
9: F̃2 ← HDKernelToIsogeny(B2)
10: if codomain(F1) ̸= codomain(F̃2) do return 0 ▷ Do as [9, Section F.3]
11: Ca ← [N ](R+ [a]S), C2 ← ([a]R− S)
12: b1 ← [2β2 ]F1(0, 0, Ca, 0)

?
= F̃2([a1]Ca, [−a2]Ca, 0, 0)

13: b2 ← [2β2 ]F1(0, 0, C2, 0)
?
= F̃2([a1]C2, [−a2]C2, V, 0) and [N ]U ̸= 0.

14: return b1 ∧ b2

Proposition 1. Let pp, pk, com, chal be a valid public key, commitment, and
challenge of SQIPrime4D and let P,Q be the canonical basis of EA[2

α]. Let Res
be a potential response.

SQIPrime4D.Verify(pp, pk, com, chal,Res) = 1 implies that Res = (T ,U, V , d)
is such that:

– (P,Q, T , U) is a high dimension representation of an isogeny κ : EA → E1

of degree qd.
– ker(κ) ∩ E[q] = ⟨Ca⟩.

Proof. Our proof takes inspiration from [9, Section E.5]. Indeed, if we assume
that SQIPrime.Verify(pp, pk, pub, chal,Res) = 1. Then, this means that T ,U, V
are in E1, that [N ]U ̸= 0, that F1 and F2 are well-defined, have the same
codomain and that the following equalities hold.

[2
β2 ]F1(0, 0, Ca, 0) = F̃2([a1]Ca, [−a2]C2, 0, 0) =⇒ F (0, 0, Ca, 0) = ([a1]Ca, [−a2]C2, 0, 0)

[2
β2 ]F1(0, 0, C2, 0) = F̃2([a1]Ca, [−a2]C2, V , 0) =⇒ F (0, 0, C2, 0) = ([a1]Ca, [−a2]C2, V , 0)
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From the isogeny F , using ιi and ρj the standard injections/restrictions of
product spaces, we can construct 16 elliptic curve isogenies F i,j = ρi ◦ F ◦ ιj
with 1 ≤ i, j ≤ 4 such that for all j = 1, · · · , 4:

4∑
i=1

deg(F i,j) = deg(F ) = 2β

We focus on the case when j = 3. We want to demonstrate that for i = 1, 2,
and 4, Fi,3 = [bi], with bi being a1, −a2, and 0, respectively. To achieve this, we
utilize the Cauchy interpolation theorem. By applying the triangular inequality,
we have:

For i = 1, 2, 4, deg(F i,3 − [bi]) ≤ 4 · 2β ≈ 22λ+2 log(λ)+2.

We know that F i,3 = [bi] for all points generated by ⟨Ca, C2⟩, i.e., for Nq2 ≈
23λ points. Thus, F 1,3 = [a1], F 2,3 = [−a2], and F 4,3 = 0. Using the previous
equality, we can deduce that F 3,3 is an isogeny of degree qd between EA and E1.

Furthermore, we have that F 3,3(Ca) = 0 and F 3,3([N ]C2) ̸= 0, indicating
that ker(F 3,3) ∩ EA[q] = ⟨Ca⟩, thereby proving our assertion.

5 Security analysis of SQIPrime4D

We now prove that the SQIPrime4D identification protocol described in the
Section 4 is a Σ-protocol. To do so, we have to show that SQIPrime4D has
special soundness and is Honest Verifier Zero Knowledge (HVZK). Once both
these points proven, applying the Fiat-Shamir transform [20] over SQIPrime4D
will result in a digital signature scheme that is UU-CMA in the ROM. The
extractor is constructed as follows.

Proposition 2. Let (E1, chal1, T1, U1, V1, d1) and (E1, chal2, T2, U2, V2, d2) be 2
transcripts with identical commitment E1 and chal1 ̸= chal2. There exists an ex-
tractor E that, given both transcript, can efficiently solve the one endomorphism
problem (Problem 1) over EA, i.e. find γA ∈ End(EA) a non-trivial endomor-
phism.

Proof. Our proof is very similar to [9, Proposition 17]. We can use T1, U1 to
compute a high dimension representation of κ1 = σ1 ◦φ1 and T2, U2 to compute
a high dimension representation of κ̂2 = σ̂2 ◦ φ2. Then, α = κ̂2 ◦ κ1 ∈ End(EA)
is non-scalar, as otherwise, we have that α = [χ] such that χ2 = q2d1d2 and thus
χ = qχ′. This would induce that [d2]κ1 = [χ′]κ2 and thus induces that φ1 = φ2

i.e., that chal1 = chal2, which is a contradiction.

The extractor ensures us that SQIPrime4D has special soundness. Similarly
to [9, Section 5.2], we construct the simulator under the assumption that we
have access to the following oracle.
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Definition 2. The Random Uniformly Constrained Good Degree Isogeny Ora-
cle (RUCGDIO) is an oracle that takes as input a supersingular curve E together
with P ∈ E[q] and that returns an efficient representation of κ : E → E′ of degree
qℓ with ℓ prime such that:

– E′ is uniformly distributed over all supersingular curves.
– κ is uniformly distributed among all isogenies between E and E′ such that
P ∈ ker(κ) and such that 2β − qℓ is a prime equal to 1 mod 4.

Proposition 3. Given pp, pk and chal, there exists a simulator S with access
to a RUCGDIO that simulates transcripts with a distribution that is computa-
tionally indistinguishable from the distribution of transcripts of SQIPrime, con-
ditioned to chal.

Proof. Given a ∈ Zq, we compute Ca = [N ](R + [a]S). Calling RUCGDIO
over EA and Ca, we retrieve an efficient representation of κ : EA → E1 and
use this representation to compute the points A = κ(X), B = κ(Y ), and Z =
κ([b]R− [a]S) with X,Y the canonical basis over EA[2

α].
We then simply return the following transcript (E1, a, A,B,Z,deg(κ)/q).
This transcript is computationally indistinguishable from a genuine tran-

script, as:

– Following Assumption 1, we have that a genuine E1 or one given by RUDGIO
are computationally indistinguishable.

– Following [30, Lemma 3.2.4], a genuine κ or one given by RUDGIO are
computationally indistinguishable, and so does A,B,Z, deg(κ)/q.

We now make the following assumption.

Assumption 3. The one endomorphism problem (Problem 1) remains hard
even when given access to RUCGDIO.

Indeed, by definition, RUCGDIO, when given an input P , generates a random
isogeny that factors ϕP and that is of good degree. If P is of smooth order, then
RUCGDIO is in fact equivalent to the RUGDIO oracle [9, Definition 5.2.1].
Thus, the arguments of [9, Section 5.3] also applies to RUCGDIO. It is therefore
reasonable to assume that RUCGDIO does not help to break the endomorphism
ring problem.

6 SQIPrime2D: SQIPrime in dimension 2

In this section, we describe a version of SQIPrime which uses only dimension
2 isogenies. Using dimension two isogenies allows for a more efficient scheme,
which is this time more efficient than SQISignHD itself.
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6.1 High level description

Recall the diagram for SQIPrime4D in Figure 2. In order to represent κ =
σ ◦ φ using Kani’s Lemma in dimension 2, we need to compute and evaluate an
auxiliary isogeny δ : EA → Eδ of degree 2α − dq. Since the prover knows the
endomorphism ring of EA, he could in fact compute such an isogeny by using
the KLPT algorithm, but this is not an admissible way to do it since we want
to avoid using the costly KLPT algorithm.

Instead, we will use the KaniDoublePath algorithm together with several
other techniques to generate the auxiliary isogeny of degree 2α − dq. To achieve
this goal, we will operate the following change to SQIPrime4D:

the secret isogeny τ will now be of fixed6 degree q, which is also the degree of
the challenge isogeny φ.

With that change in mind, we now sketch how one generates an auxiliary
isogeny δ : EA → Eδ of degree 2α − dq. Firstly, one samples an endomorphism
γ ∈ End(E0) of degree d(2

α − dq), and one evaluates it on the 2α-torsion. Next,
one evaluates τ ◦γ̂ on the 2α-torsion basis {P0, Q0} of E0. Write γ = γ2◦γ1 where
γ1 and γ2 have degree d and 2α−dq respectively, and let E′

0 be the codomain of
γ1. Let δ : EA → Eδ be the pushforward of γ2 through τ ◦ γ̂1. Then E0, E

′
0, EA

and Eδ are the vertices of an SIDH square where the degrees are dq and 2α−dq.
One can hence apply Kani’s Lemma to compute the isogeny δ : EA → Eδ and
evaluate it on the 2α-torsion points. This is illustrated in Figure 3.

E0 E′
0

E0 E1

Eδ EA E2

η

γ2

γ
γ1

ψ

τρ̂ κ

δ φ

σ

Fig. 3. Diagram of SQIPrime2D, prover in blue and verifier in red. Dashed isogenies
are not shared.

For SQIPrime2D, the public parameters are defined as follows:

– The base prime p is of the form p = 2αf − 1 = 2Nq + 1 ≃ 22λ, with q ≃ 2λ

prime, such that: α ≥ ⌈ log2(p)
2 + log2(q)⌉+ 1 and α ≥ ⌈2 log2(q)⌉.

– P0, Q0 is a basis of E0[2
α].

6 This already implies that the key recovery problem in SQIPrime4D and SQIPrime2D
are different, since the degree of the secret isogeny in SQIPrime4D is random and is
not public.
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– (P,Q, ι, IP ) is a precomputed basis of E0[q].

The computation of the commitment isogeny in SQIPrime2D is identical to
that of the secret isogeny in SQIPrime4D, but the key generation, the response
and the verification algorithms are modified.

6.2 SQIPrime2D Key Generation algorithm

For the secret isogeny, which is of prime degree q, we use the usual KaniDou-
blePath. Since it may happen that there are relatively few curves q-isogenous
to E0 but which are not (2α− q)-isogeny to E0, a more conservative option is to
use the ExtKaniDoublePath algorithm, which is more costly.

In SQIPrime2D, the points R and S are no longer the masked images of
points P and Q by τ (as in SQIPrime4D). Instead, they are the masked images
by ρ̂ of the points P and Q, where ρ is the second isogeny computed using
KaniDoublePath or ExtKaniDoublePath. This change is necessary since
deg(τ) = q, which is also the order of the points P and Q. We thus have that(
R
S

)
= Mρ̂

(
P
Q

)
. This time, one also includes Iρ̂ in the secret key since it is needed

when translating the kernel of the non-smooth challenge isogeny into an ideal.
With respect to the current state of the art [5,32,41,12] when it comes to

the supersingular isogeny problem with torsion point information, there is no
known algorithm that exploits the images of torsion points of non-smooth order
to weaken the supersingular isogeny problem. All known attacks require the
torsion point images to have smooth order. This means that the mask M is not
really necessary since q is prime. We hence omit this masking. In case of an
eventual breakthrough in the computation of isogenies with non-smooth torsion
point information, then restoring the mask M would thwart such an attack.

Algorithm 9 SQIPrime2D.KeyGen

Input: pp =
(
p, α, q,N, (P0, Q0), (P,Q, ι, IP )

)
Output: sk =

(
FA, Iτ , Iρ̂,M

)
, pk =

(
EA, (R,S)

)
1: FA, Iτ , Iρ̂ ← KaniDoublePath(2α, P0, Q0, q)
2: Compute EA.
3:

(
R
S

)
← ρ̂

(
P
Q

)
▷ ρ̂(−) = FA(0,−)1

4: return (FA, Iτ , Iρ̂),
(
EA, (R,S)

)

6.3 SQIPrime2D Response algorithm

Upon receiving Chal = a ∈ Zq from the verifier, the prover computes Ca =
R+ [a]S. the prover then calculates ICa , defined as

ICa =
[(
1 + aδ(ι)

)
Iρ̂
]
∗IP
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Next, the prover computes the (O2,O1)-ideal ICaIτIψ and locates another
small (O2,O1)-ideal J using the RandomEquivalentIdeal algorithm. Follow-
ing [9, Lemma 12], we are assured of the existence of such an ideal with a norm
smaller than

√
p. Additionally, we require that n(J) is odd. Notably, this condi-

tion is considerably less restrictive than that of SQIPrime4D, as approximately
half of all potential isogenies remain valid, compared to only 1/ log(p) in the
case of SQIPrime4D. Therefore, we have a high heuristic probability of find-
ing our desired J with an odd norm d smaller than 2

√
p, thereby yielding the

corresponding isogeny σ : E2 → E1.
With knowledge of d, the objective now shifts to constructing an auxiliary

isogeny δ : EA → Eδ of degree 2
α− qd. This specific mechanism lies at the heart

of SQIPrime2D and underscores the necessity for the secret isogeny τ to be
of degree q. The approach involves sampling γ ∈ End(E0), an endomorphism of
degree d(2α−qd). This is done using FullRepresentInteger. Next, we compute(
V
W

)
= τ ◦ γ̂

(
P0

Q0

)
. Given that deg(τ ◦ γ̂) = dq(2α − qd), we find ourselves in the

following scenario:

E0 E′
0

E0

Eδ E1

γ̂

η

γ2

γ̂1

τ

δ

where γ = γ2 ◦ γ1, deg(γ1) = d and deg(γ2) = (2α − qd). By applying Kani’s
Lemma, we construct F a dimension 2 isogeny defined as such

F : E0 × EA → E′
0 × Eδ F :=

(
γ̂2 −γ1 ◦ τ̂

[γ2]∗(τ ◦ γ̂1) [τ ◦ γ̂1]∗γ2

)
ker(F ) =

{(
[−qd]P, τ ◦ γ̂(P )

)∣∣ P ∈ E0[2
α]
}

We thus have constructed an efficient representation of our desired δ = [τ◦γ̂1]∗γ2.
The response to our challenge is to give the evaluation T,U of δ◦ κ̂ = δ◦ φ̂◦ σ̂

over a basis of E1[2
α] to the verifier. Additionally, we share the image V = δ(Ca)

of Ca through δ. To do the evaluation, we call CanonicalTorsionBasis over E1

to deterministically find a basis X,Y of E1[2
α], evaluate κ̂ on X and Y using the

EvalTorsion and compute δ on these images using the dimension two isogeny
F . Finally, we multiply the final points by (qd)−1 mod 2α. The prover then
sends these three points together with the curve Eδ.

6.4 SQIPrime2D Verification algorithm

The key difference between verification in SQIPrime4D and SQIPrime2D is that
the verifier receives a dimension 2 representation of κ̂ rather than κ. Efficiently
evaluating κ is thus more technical and requires a novel approach.
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Algorithm 10 SQIPrime2D.Response

Input: pp =
(
p, α, q,N, (P0, Q0), (P,Q, ι, IP )

)
, sk = (FA, Iτ , Iρ̂,M), sec = (F1, Iψ),

chal = a.
Output: res = (Eδ, T, U, V ) with T,U ∈ Eδ[2α].
1: ICa ← [(1 + aι)Iρ̂]∗IP
2: J ← RandomEquivalentIdeal(ICaIτIψ) d← n(J) ▷ resample if d even
3: X,Y ← CanonicalTorsionBasis(E1, 2

α)
4: γ ← FullRepresentInteger(O0, d(2

α − dq))
5:

(
V
W

)
= τ ◦ γ̂

(
P0
Q0

)
6: B← {([−dq]P0, V ), ([−dq]Q0,W )}
7: F ← HDKernelToIsogeny(E0 × E1,B)
8: Define τ = FA(−, 0)1 and ψ = F1(−, 0)1.
9: T1, U1 ← EvalTorsion

(
O0, τ, Iτ , ψ, Iψ, IC1J, qd, {X,Y }

)
10:

(
T
U

)
= [(qd)−1]δ

(
T1
U1

)
▷ δ(−) = F (0,−)2

11: V = δ(R+ [a]S)
12: Find Eδ =codomain(δ)
13: return res = (Eδ, T, U, V )

Upon receipt of T , U , and V , the verifier deterministically computes the basis
⟨X,Y ⟩ = E1[2

α]. Following this, the verifier uses X, Y , T , and U to compute
a basis for the kernel of the isogeny F , as derived from Kani’s Lemma over the
following diagram.

EA E1

Eδ E•

κ

δ δ ◦ κ̂ κ∗δ

δ∗κ

F : E1 × Eδ → EA × E′
δ is defined as

(
κ̂ −δ̂
κ∗δ δ∗κ

)

ker(F ) =
〈(
[qd]X, δ ◦ κ̂(X)

)
,
(
[qd]Y, δ ◦ κ̂(Y )

)〉
=

〈(
X,T

)
,
(
Y, U

)〉
Using F , he computes the point F

(
0
V

)
=

(−δ̂(V )
δ∗κ(V )

)
and checks that:

1. δ∗κ(V ) = 0.

2. δ̂(V ) = [2α − qd](R+ [a]S) = [2α](R+ [a]S).

The following proposition shows us that our verification is correct.

Proposition 4. Let pp, pk, com, chal be the public parameters, a valid public key,
a commitment, and a challenge in SQIPrime2D and let X,Y be the canonical
basis of E1[2

α]. Let Res be any possible response to the above.
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Algorithm 11 SQIPrime2D.Verify

Input: pp =
(
p, (P0, Q0), (P,Q, ι, IP )

)
, pk = (EA, R, S), com = (E1), chal = a, res =

(Eδ, T, U, V )
Output: 0 or 1

1: Check T,U, V ∈ Eδ.
2: X,Y ← CanonicalTorsionBasis(E1, 2

α)
3: B←

{(
X,T

)
,
(
Y,U

)}
4: F ← HDKernelToIsogeny(E1 × Eδ,B) ▷ If not well defined, return 0
5: if codomain κ̂ ̸= EA do return 0

6:
(
Z1
Z2

)
← F

(
0
V

)
=

(−δ̂(V )
δ∗κ(V )

)
7: b1 ← Z1

?
= [2α](R+ [a]S)

8: b2 ← Z2
?
= 0

9: return b1 ∧ b2

Then SQIPrime2D.Verify(pp, pk, com, chal,Res) = 1 ⇐⇒ Res = (Eδ, T , U, V )
is such that (X,Y, T , U) is a dim 2 representation of an isogeny κ̂ : E1 → EA
of degree dq < 2α and such that κ factors through φ, the isogeny corresponding
to the challenge chal.

Proof. Given Eδ, T , U, V , the fact that F , the (2α, 2α) isogeny whose kernel is
generated by {(X,T ), (Y, U)} is well-defined, we know that deg(F 1,1) = deg(F 2,2),
deg(F 1,2) = deg(F 2,1) and that deg(F 1,1) + deg(F 1,2) = 2α. Note that this in-
duces that both degree cannot share an odd divisor.

Thus, as F 2,2(V ) = 0, we know that q divides deg(F 2,2), meaning that it
cannot divide deg(F 1,2). We have that F 1,2(V ) = [2α](R + [a]S) implies that

[2α]F̂ 1,2(R + [a]S) = [deg(F 1,2)]V . As q and 2α deg(F 1,2) are coprime, we have

that this implies that F 2,2 ◦ F̂ 1,2(R + [a]S) = 0 = F 2,1 ◦ F̂ 1,1(R + [a]S). As

deg(F 1,2) = deg(F 2,1) is not divisible by q, then F̂ 1,1(R+[a]S) = 0. We therefore

have that F̂ 1,1 : EA → E1 is of degree dq < 2α and it factors through the isogeny
φ corresponding to the challenge chal, proving our soundness.

7 Security analysis of SQIPrime2D

Similarly to SQIPrime4D, we have to show that SQIPrime2D defines a Σ pro-
tocol. We thus have to prove that we have special soundness and are Honest
Verifier Zero Knowledge.

The proof of the special soundness of SQIPrime2D is almost identical to
the proof of Proposition 2. It is therefore omitted. Regarding HVZK, there are
several differences between SQIPrime4D and SQIPrime2D:

1. We have access to an auxiliary isogeny δ : EA → Eδ
2. Our isogeny κ is of degree qd with d no longer required to be such that

2β − qd is prime and equal to 1 mod 4.
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We therefore need to define our HVZK under new oracles, defined as such.

Definition 3. The Random Uniform Constrained Odd Degree Isogeny Oracle
(RUCODIO) is an oracle that takes as input a supersingular curve E together
with P ∈ E[q] and returns an efficient representation of an isogeny κ : E → E′

of degree qℓ such that:

– E′ is uniformly distributed.
– κ is uniformly distributed among all isogenies between E and E′ such that:

• ℓ is odd and such that qℓ ≤ 2α.
• κ is such that κ(P ) = 0.

Definition 4. The Auxiliary Isogeny Oracle (AIO) is an oracle that takes as
input a supersingular curve E together with an odd integer ℓ < 2α/q and returns
an efficient representation of an isogeny δ : E → E′′ of degree 2α − qℓ such that
it has the same distribution as the auxiliary isogeny computed in Algorithm 11.

Using RUCODIO and AIO, we can now prove our HVZK.

Proposition 5. Given pp, pk and chal, then there exists a simulator S with
access to a RUCODIO and AIO that simulates transcripts with a distribution
that is computationally indistinguishable from the distribution of transcripts of
SQIPrime2D, conditioned to chal.

Proof. Given EA, we sample a ∈ Zq and construct C = R+[a]S call RUCODIO
over EA and C, we retrieve an efficient representation of κ : EA → E1. We
compute ℓ = deg(κ)/q and call AIO over EA and d to retrieve δ : EA → Eδ. We
use this representation to compute the points T = δ ◦ κ̂(X), U = δ ◦ κ̂(Y ) and
V = δ(C) with X,Y the canonical basis over E1[2

α]. We then simply return the
following transcript (E1, a, Eδ, T, U, V ).

This transcript is computationally indistinguishable from a genuine tran-
script, as:

– A genuine E1 or one given by RUCODIO are computationally indistinguish-
able, following Assumption 1.

– Due to Definition 4, Eδ has the same distribution as the isogeny computed
during SQIPrime2D response. This also applies to the point V .

– Following [30, Lemma 3.2.4], a genuine κ or one given by RUCODIO are
computationally indistinguishable, and so does T,U .

We now make the following assumption.

Assumption 4. The one endomorphism problem (Problem 1) remains hard
even when given access to RUCODIO and AIO.

Thus, we have that, under our assumptions, SQIPrime2D is a Σ-protocol.
Note that since the degree q of the secret isogeny τ : E0 → EA is fixed, and
that the images of some non-smooth order torsion points through the byprod-
uct isogeny ρ̂ : E0 → EA are given, then the direct key recovery problem in
SQIPrime2D is the following.
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Problem 2. Let ϕ1, ϕ2 : E0 → E′ be two supersingular isogenies of degree q and
2α−q respectively, where q ≃ 2λ is a prime. Given E0, E

′ and ϕ2(E0[q]), retrieve
ϕ1 or ϕ2.

When a mask is used to hide the images of the torsion points through ϕ2
(which plays the role of ρ̂), then there is no torsion point information in the
problem, which means that in the problem above, ϕ2(E[q]) is not provided. In
practice, as previously touched in Section 6.2, all currently known algorithms
to solve Problem 2 do not exploit the torsion points ϕ2(E[q]) at all, since they
have non-smooth order. It is an open problem to know whether they are of
any importance when solving the (fixed degree) supersingular isogeny problem.
To the best of our knowledge, brute-force remains the best method to solve
Problem 2.

8 Parameters & Efficiency

As discussed in Section 4 and Section 6, the public parameters in both versions of
SQIPrime differ significantly from those used in SQISign [15,16] and SQISignHD
[9], particularly concerning their base prime numbers. This section provides a
detailed explanation on how to compute suitable baseline “SQIPrime-friendly”
primes.

8.1 Finding “SQIPrime4D-friendly” primes

We can view “SQIPrime4D-friendly” primes as a combination of the “SIDH
primes” used in SQISignHD and the stringent requirements on both p + 1 and
p − 1 seen in SQISign primes. However, in SQIPrime4D, the only condition is
that p− 1 needs to have a factor of size O(2λ).

Finding “SQIPrime4D-friendly” primes is actually easier than finding “SQISign-
friendly” primes. These primes can in fact be found by brute-force searching over
the cofactor f .

We give here below good candidates we found using this method:

– λ = 128:

p+ 1 = 2241 · 33967 ≃ 2256.05

p− 1 = 2 · 32 · 172 · 191 · 193 · 573197 · 1687435065670045993471453 · q

q = 647133889352330391744288229376113975777 ≃ 2128.92

p+ 1 = 2240 · 167 · 397 ≃ 2256.01

p− 1 = 2 · 3 · 7 · 11 · 41 · 5683514583831199 · 500402127095125861 · q

q = 2174422729538275144428922863792468335219 ≃ 2130.67
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– λ = 192:

p+ 1 = 2368 · 239 · 277 ≃ 2384.01

p− 1 = 2 · 17189 · 908874988133182642757539 · 108231408547298952549129134411 · q
q = 3 · 7 · 4803463386334137403 · 116682096886878909945888202135243873061

≃ 2192.9

– λ = 256:

p+ 1 = 2497 · 52 · 479 ≃ 2512.13

p− 1 = 2 · 2663 · 63377 · 34213446044029994491 · 88741085253833590742765934385
09502558606064045631 · q
q = 97 · 1478694620156226842060542343806847092023501415545736430515280

986935609000677 ≃ 2256.3

8.2 Finding “SQIPrime2D-friendly” primes

Similarly, finding good “SQIPrime2D-friendly” primes is also computationally
involved. This essentially comes from the fact that we need to have enough 2-
torsion points to compute the verification isogeny, meaning that we require for
α ≥ λ + log2(p)/2 =⇒ α ≥ 2λ + log2(f), which implies that p is around
2λ+2 log2(f) bit long. Furthermore, if we take p = 2αf − 1 to be a prime, then
the probability that a random prime q divides p− 1 is roughly 1/q. Given that
there are approximately 2λ(2t − 1)/λ distinct primes in the interval [2λ, 2λ+t],
the probability that there exists a prime q in [2λ, 2λ+t] that divides p − 1 is
heuristically given by:

P
[
∃q ∈

[
2λ, 2λ+t

]
such that q

∣∣∣(p− 1)
]
≥

2λ+t∑
q≥2λ

P
[
q|(p− 1)

]

≃
2λ+t∑
q≥2λ

1

q
≥

t∑
i=1

2λ+i∑
q≥2λ+i−1

1

2λ+i

≃
t∑
i=1

2λ+i

(λ+ i)

1

2λ+i
≃

t∑
i=1

1

λ+ i
≥ t

λ+ t
.

Following this computation, the probability that, for a given f , p = 2αf − 1
is prime and p−1 has a factor close to λ-bit long is about O(1/λ2).This induces
that the expected size of f is around 2 log2(λ), meaning that a “SQIPrime2D-
friendly” primes for the security level λ is of expected size 2λ + 4 log2(λ) bits.
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These additional 4 log2(λ) bits present a challenge. For λ = 128, this results in
an overhead of approximately 28 bits, which translates to an 11% increase in the
size of the base prime p.7

For λ = 128, the first “SQIPrime2D-friendly” prime we identified is denoted
as p130.

p130 + 1 = 2273 · 192 ≃ 2281.50

p130 − 1 = 2 · 3 · 5 · 59 · 191 · 2797 · 16585601 · 201574719984723380928407959307 · q130
q130 = 1733124013302036320718171822563477047667 ≃ 2130.35

To find a smaller p, it is tempting to ask for q to be non-prime, as we did
for SQIPrime4D, but this is not possible as our security would be downgraded
by an unsmooth generalisation of the Galbraith meet-in-the-middle attack [23].
However, to maintain efficiency, we may tolerate a slight reduction in the bit
length of q. We suggest the following prime.

p117 + 1 = 2247 · 79 ≃ 2253.34

p117 − 1 = 2 · 3 · 5 · 2903 · 1924673583633629 · 634009940699607211039 · q117
q117 = 168118140144706967996895604212334429 ≃ 2117.01

Searching for “SQIPrime2D-friendly” primes corresponding to security level
λ = 192 and 256 is computationally heavy. This essentially comes from the fact
that it requires to factor several numbers of about 384 and 512 bits. We will
provide primes for these security levels in a follow-up version of this paper.

8.3 Compactness of SQIPrime

Similarly to SQISign and SQISignHD, both version of SQIPrime are made into
digital signature schemes via the Fiat-Shamir transform [20]. Thoses digital
schemes are universally unforgeable under chosen message attacks (UU-CMA)
in the random oracle and RUCGDIO or RUCODIO+AIO model, assuming the
hardness of the one endomorphism problem.

Signature size In the case of SQIPrime2D, the signature takes the form
sign =

(
E1, Eδ, T, U, V

)
. It is therefore of size This signature can be slightly

compressed using methods akin to those outlined in [9, Section 6.1]. The crux of
this compression lies in representing T and U by a1, a2, a3,∈ Z2α corresponding
to their coordinates in a deterministic basis of Eδ[2

α], with the final coordinate
a4 derived using pairings and discrete logs and using d an integer of λ bits.

Employing this compression method, each component of a SQIPrime2D sig-
nature exhibits the following sizes:

7 It is important to note that this overhead scales logarithmically with λ. As λ doubles,
the overhead only increases by 4 bits, meaning that its relative cost decreases at
higher security levels.
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– E1 and Eδ are represented by its j-invariant in Fp2 , hence of size 8λ +
O(log λ).

– T and U are each represented by three integers of size α plus d of size
log(p)/2, totaling 7λ+O(log λ) bits.

– Finally, because q is non-smooth, we can not compress V , meaning that they
are represented as a point in Fp2 , hence of size 4λ+O(log λ).

Summing these sizes, a SQIPrime2D signature is 19λ + O(log λ) bits long.
Consequently, it is larger than the signature of SQISignHD, which was 13/2λ+
O(log λ) bits, and also larger than SQISign, which is at least 17/2λ + O(log λ)
bits. Nevertheless, it remains a highly compact post-quantum signature scheme.

It is noteworthy that similar compression techniques can be applied to the
SQIPrime4D signature, which is of the form (E1, T, U, V, d), resulting in a sig-
nature size of 12λ+O(log λ) bits. This difference of 7λ bits comes from the fact
that in SQIPrime2D, we have to share Eδ and because in SQIPrime4D, we split
the verification in 2 dimension 4 isogenies, therefore only requiring 2β-torsion
points, as opposed to 2α in SQIprime2D.

Scheme pk signature signature (compressed)

SQISign 64 322 177
SQISignHD 64 208 109
SQIPrime4D 192 272 240

SQIPrime2D (p117) 191 320 299

Table 1. Size (in bytes) comparison between the different SQI-protocols for public
keys and signatures in both normal and compressed form.

8.4 SQIPrime efficiency

The next phase for SQIPrime involves developing an efficient implementation of
SQIPrime2D. Building upon the advancements made in [10], as well as lever-
aging the efficient implementations of SQISign [15,16] and SQISignHD [9], we
anticipate that SQIPrime2D will demonstrate very competitive performance.

We expect that SQIPrime2D will offer key generation and signature times
akin (maybe slightly slower for the signature) to those of SQISignHD, while
maintaining verification times consistent with the initial versions of SQISign.
This intuition follows the number of (2, 2) isogenies required to perform SQIPrime2D,
as detailed in Table 2. We intend to provide more detailed performance metrics
once our implementation is finalized.
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