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Abstract. Verifiable random functions (VRF's) are pseudorandom functions where the function owner
can prove that a generated output is correct relative to a committed key. In this paper we introduce
the notion of an exponent-VRF (eVRF): a VRF that does not provide its output y explicitly,
but instead provides Y = y - G, where G is a generator of some finite cyclic group (or ¥ = ¢¥ in
multiplicative notation). We construct eVRFs from the Paillier encryption scheme and from DDH,
both in the random-oracle model. We then show that an eVRF is a powerful tool that has many
important applications in threshold cryptography. In particular, we construct (1) a one-round fully
simulatable distributed key-generation protocol (after a single two-round initialization phase), (2) a
two-round fully simulatable signing protocol for multiparty Schnorr with a deterministic variant, (3) a
two-party ECDSA protocol that has a deterministic variant, (4) a threshold Schnorr signing protocol
where the parties can later prove that they signed without being able to frame another group, and (5)
an MPC-friendly and verifiable HD-derivation. All these applications are derived from this single new
eVRF abstraction, and the resulting protocols are concretely efficient.

* Part of this work was carried out while at Coinbase.
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1 Introduction

A pseudorandom function (PRF) [41] is a keyed function F'(k,x) whose outputs are indistinguish-
able from random elements in the range of the PRF. In some applications, it is important to force
the secret-key owner to always use the same key and to generate correct outputs, which leads to
the definition of verifiable random function (VRF) [59]. A VRF associates a public verification key
vk with the secret key k, and enables the owner to output a proof 7, together with y = F(k, x),
that attests to the fact that y is correct.

In this paper, we introduce a VRF enhancement that we call an exponent VRF, or eVRF,
which is a variant of a VRF that does not provide the VRF’s output y explicitly, but rather provides
Y = y - G where G is a group generator of some finite cyclic group G, together with a proof w
that Y was computed correctly (i.e., Y was computed as y < F(k,z) and Y < y - G). The name
“exponent VRF” refers to the fact that the VRF output is provided “in the exponent.”® The notion
of an eVRF is a natural abstraction of [63,64]. Here, we define this abstraction, and present multiple
applications of it.

eVRFs are useful in settings where the discrete log problem (or DDH) is hard over the group
G, and a party needs to generate a pseudorandom value r, and send R < r - G to other parties.
If the sender generates (r, R) using an eVRF, the receiving parties can verify that R is consistent
with an initially committed key k. As a motivating example, consider a very basic setting where
two parties wish to generate a random group element R in G, where the parties hold shares rq
and ry such that (r1 + r2) - G = R, and no party knows r = ry 4+ ro. This basic building block is
used in distributed key generation, and in ECDSA and Schnorr/EdDSA signing. The naive way of
generating R is for each party P;, for i € {1,2}, to choose a random r; and send R; < r; - G to
the other party. In such a protocol, however, a cheating P» can wait to obtain R; from Pj, choose
a random 7, and send Ry < r - G — Ry back to P;. This enables P, to single handedly determine
the output R := Ry + Ro = r - G, while knowing the discrete log r of R. This attack can be
mitigated by forcing P; and P» to each provide a zero-knowledge proof of knowledge of the discrete
log together with their values Ry and Ra, respectively. A cheating P>, however, can still receive Ry
and then locally try many values 9 and set Ry < 79 -G until R = R; + R has some predetermined
structure. For example, if P, wishes the ten least significant bits of R to equal zero, then it would
need to try approximately 2' values of 5. In order to prevent such a bias, protocols employ a
commit-and-open approach: the parties first send commitments to their R; values, and open them
in the next round (for simulatability, proofs of knowledge are also included). Unfortunately, this
approach adds an extra round to the protocol.

An eVRF provides a much simpler construction for this basic building block. Suppose the
parties have already generated and shared eVRF public verification keys vk; and vk,. Then they
can choose R; and Ry as the eVRF outputs on some agreed-upon nonce, such as a counter, a
common timestamp, or a CRS. Neither party has any freedom in choosing its value R;. This means
that the first naive protocol described above becomes fully secure. In particular, each party sends
R; together with a proof that R; is the output of its eVRF. The parties then set R := R + Rs.
This way they can generate R with a single message and using only one round, and no party can
bias the output in any way, since they are already fully committed to their VRF value. Thus, an
eVRF eliminates the need for commit-and-open, which saves a communication round in threshold

5 The use of the term exponent comes from multiplicative notation where g is the group generator and Y = g¥.
However, throughout the paper we use additive notation for the group operation.



signing and key generation protocols. Put differently, one can think of the eVRF public keys vk,
and vk, as a single (offline) commit phase that can then be opened many times by evaluating the
eVRF at different inputs.

Applications. Using an eVRF, we provide the following results in threshold signing using a unified
framework; all protocols stated below are concretely efficient.

1. Two-round, fully simulatable multiparty Schnorr signing protocol. Previous two-round protocols
for generating Schnorr signatures are either proven via a game-based definition [49,63,2] or are
not concretely efficient [37]. The former protocols are not simulatable since the adversary is
able to somewhat bias the nonce, something which is not allowed in the standard simulation-
based definition. Our resulting construction is a generalization of the MuSig-DN scheme of Nick,
Ruffing, Seurin, and Wauille [63,64], discussed in Section 1.2.

2. Two-round, two-party ECDSA signing protocol with full simulatability. Previous work achieving
two-round two-party ECDSA signing did not use a standard signing functionality [31].

3. Two-round, deterministic signing protocols for multiparty Schnorr and two-party ECDSA. Pre-
vious protocols use garbled circuits and so have more rounds and are less efficient [38]. Very
recently Komlo and Goldberg [50] proposed a protocol for Schnorr signatures with similar
properties, but using very different techniques. Deterministic signing schemes are sometimes
considered preferable since they do not rely on the signing party having good randomness dur-
ing signing. Even if this is not a concern, some applications require deterministic signing and
therefore supporting this is desired.

4. A distributed key-generation protocol that requires only a single round to generate a key (after
a one-time two-round initialization phase). The recent work of Katz [47, §8] presents a protocol
with similar properties using generic tools, such a generic NIZK proof system, and is not meant
to be efficient.

5. A hierarchical-deterministic (HD) key derivation method analogous to Bitcoin’s BIP032 [75],
which also enables parties to efficiently prove that a public key was derived correctly from the
root secret. Our derivation method is MPC friendly (unlike the standard BIP032).

The multiparty (probabilistic) Schnorr and distributed key-generation protocols have threshold
variants, with the above number of rounds as long as the set of participating parties is known
at the onset. These protocols fulfill a new property that we call proof of quorum identity: the
participating parties can later prove that they are the ones who participated, but are unable to
frame another subset.

All of our protocols are UC secure [19] for static malicious adversaries and a dishonest major-
ity, and are proven under standard assumptions in the random-oracle model (and assuming the
parties have access to an agreed session id). The use of simulation-based MPC definition, like UC
security [19], has many advantages. In particular, security under composition with any protocol
is guaranteed, as well as security even when related keys are used (like when BIP032 derivation
is used) or when keys are generated with poor entropy. In such cases, the MPC protocol provides
the same level of security as a locally computed signature, which is of course optimal. Our results
provide an option to those who need two-round signing protocols, but still want to maintain full
simulatability and composition.



1.1 Constructions

In the following, we give a brief overview of our two eVRF constructions: one assuming the security
of Paillier encryption, and another assuming co-DDH holds in a relevant group. Both constructions
are set in the random-oracle model. Fix a “target group” G of order ¢ and a generator G of G.
An eVREF is a triple of PPT algorithms (KGen, Eval, Verify), where (i) KGen — (k,vk) samples the
(secret) key k and public verification key vk, (ii) Eval(k,z) — (y,Y, ) outputs a pseudorandom
Yy € Zg, its value in the exponent Y < y - G, and a proof 7, and (iii) Verify(vk,z,Y,7) — {0,1}
verifies that Y is consistent with vk and z.

Paillier-based construction. Assume for a moment that the eVRF key owner has a secret trap-
door that lets it efficiently compute discrete logarithms in the target group G. In such a case, we
could let H be a random oracle mapping arbitrary strings to uniform values in G. Then, the eVRF
evaluation would involve hashing the input z into a random group element, Y - H(z), and then
computing y < log Y. The verification procedure would simply verify that H(xz) = Y. This would
be a perfect eVRF (clearly, every party should use a different group G for which only it knows the
assumed trapdoor).

Since we have no trapdoors to enable the efficient computation of the discrete log in groups of
interest, we take a similar approach using an intermediate hard problem for which the secret-key
owner has a trapdoor. Specifically, let H be a hash function H : X’ +— [N], for some N > |G|. Now, we
could take any trapdoor permutation f on the domain [N], and have the secret key owner invert the
permutation on H(x) to get y € [N] and set Y := y-G. It would then prove that f~}(H(z))-G =Y.
The challenge with this approach is finding an efficient zero-knowledge proof for this relation. We
handle it using the additively homomorphic Paillier encryption scheme [66] (instead of a trapdoor
permutation). The key-generation algorithm outputs a Paillier public and secret key pair (sk, pk).
The evaluation algorithm Eval(sk, z) acts as follows:

1. Hash the input = into a Paillier ciphertext ct, using a hash function H: X — Z,,2, where Z,,> is
the set of Paillier ciphertexts for pk;
2. Decrypt ct using sk to get the plaintext y € [n], and set Y :=y -G in G;

3. Generate a zero-knowledge proof 7 that the Paillier decryption of ¢t € Z,2 modulo ¢ is equal
to the discrete log of Y € G base G.

The value y is pseudorandom since ct is a random ciphertext, when H is modeled as a random
oracle. Furthermore, since encryption is binding and the proof is sound, it is not possible to cheat
and provide some different Y’ # Y and prove that it is consistent with pk and z. The challenge is
to design an efficient zero-knowledge proof, which we do in Section 5.

DDH-based construction. Our second construction uses the classic DDH-based PRF [62] defined
as F(k,x) := k-H(x) € Ggs, where Gg is a finite cyclic group and H is a hash function H : X — Gs.
This PRF can be proved secure when the DDH assumption holds in Gg and H is modeled as a
random oracle. Concretely, Gg can be the group of points of an elliptic curve F defined over some
prime field F,, where ¢ is the order of our target group G. The eVRF will output F(k,z) “in the
exponent” of the target group G. To do so, we treat a non-zero point P in the group Gs = E(F,)
as a pair (zp,yp) in Fg. Now, for a given key k and input « € X the evaluation algorithm Eval(k, )
does:

1. Compute P := k- H(z) in Gs and let zp in F, be the z-coordinate of P;

2. Set Y := xp - G in the target group G;



3. Generate a zero-knowledge proof 7 that Y € G is computed correctly with respect to the input «
and a commitment to k.

Then Eval(k, z) outputs (zp,Y, 7). As described, the PRF output z, only ranges over about half
of Fy, namely the z-coordinates of points on the curve E(F,). We then show how to augment the
construction using the left over hash lemma so that the range of the PRF is all of F,. The challenge
is to design an efficient zero-knowledge proof that Y is computed correctly (which we do). Our
proof is concretely practical; we estimate that it takes only a few tens of milliseconds to generate
and verify the proof on a single thread on a modern processor.

1.2 Additional Related Work

The MuSig-DN scheme, proposed by Nick, Ruffing, Seurin, and Wuille [63,64], is an elegant two-
round Schnorr multisignature scheme. Their scheme implicitly uses the DDH-based eVRF discussed
above, but without abstracting it out as a standalone primitive. We therefore attribute the DDH-
based eVRF to Nick et al. [63,64]. The construction we present in Section 6 is simpler and more
efficient in that we avoid using quadratic extensions.

Katz [47, §8] presents a single-round distributed key-generation protocol that is structurally
similar to the one obtained from an eVRF. Their protocol uses a general NIZK proof system to
prove that a general PRF is evaluated correctly in the exponent.

Recently, Kondi, Orlandi, and Roy [51,52] gave a two-round deterministic two-party Schnorr
signing protocol. Their protocol is based on pseudorandom correlation functions (PCFs), and is
quite different from our eVRF abstraction. Interestingly, their construction also uses the decryption
of random Paillier ciphertexts. Three-round deterministic Schnorr signing can be done using ZK
proofs based on garbled circuits [38].

We note that a classic one-round distributed key-generation protocol, due to Fouque and
Stern [35], requires a quadratic number of messages and relies on a synchronous network. An-
other one-round distributed key generation protocol, due to Groth [42], makes use of pairings and
chunked encryption.

Finally, subsequent to our work, Geihs [39] proposed a lattice-based eVRF and applied it to
similar ends as ours.

Paper’s Organization

After some preliminary definitions in Section 2, we formally define exponent VRFs in Section 3.
We give two definitions: a game-based definition and an ideal-functionality based definition. The
game-based definition is useful for constructing an eVRF and is applicable in more settings, while
the simulation based definition is useful for describing and proving security of the applications.
Theorem 2 proves that the two definitions are equivalent (in a reasonable model, assuming a zero-
knowledge proof-of-knowledge of the private key). In Section 4, we present the many applications of
eVRF's and prove their security. The Paillier-based eVRF is presented in Section 5, and the DDH-
based eVRF is presented in Section 6. Our work leaves a number of important open questions for
future work described in Section 7.

2 Preliminaries

Notation. We use A € Z(>0 to denote the security parameter, and & to denote computational
indistinguishability. We write x + y to denote the assignment of the value of y to x, and x +$.5



to denote sampling an element from the set S independently and uniformly at random. Similarly,
for a randomized algorithm A4, we write y <-$.A(z) to denote that y is distributed according to
the output of A(z) (over uniformly sampled random coins). For integers n,m we use [n] for the
set {1,...,n} and use [n,m] for the set {n,n 4+ 1,...,m}. We use additive notation for the group
operation, and 0 for the group identity.

Secure computation. For our ideal-model definition of exponent VRFs and for our applications,
we prove security for the stand-alone definition of secure multiparty computation [18,40] for secu-
rity with abort (where some honest parties may have output and some may abort) and with no
honest majority. In this model, all parties send their inputs to the ideal functionality (computed
by a trusted party). The ideal functionality then sends the (ideal-model) adversary the corrupted
parties’ outputs, and the adversary then instructs the ideal functionality as to which honest parties
should receive output. We denote the set of honest parties sent by the ideal adversary to the ideal
functionality to receive output by Ogyut.

Although we prove security in the stand-alone model that guarantees security under sequential
composition only, we are really interested in UC security [19]; i.e., security under concurrent general
composition. This is achieved by all our protocols since they all have straight-line simulation (i.e.,
no rewinding). As shown in [53], this implies UC security if the protocol is perfectly secure or there
is start synchronization (meaning that all parties have their input before the protocol begins).

In all of our protocols, we consider security with abort. As such, parties can just wait to receive
a message, and “hang” if they do not (in practice, they can just abort if they wait too long, which
is also fine). This means that we don’t need to assume a synchronous network, as parties proceed
to the next round only after receiving all messages from the previous round.

3 eVRFs

In this section, we formally define the concept of an eVRF. We begin by defining a game-based
definition for the security of an eVRF. Next we define an eVRF ideal functionality. We then prove
that a simple protocol using the game-based definition, together with a zero-knowledge proof of
knowledge of the private key, securely realizes the ideal functionality. The game-based definition
will be used to argue that our eVRF constructions are secure, and the ideal functionality will be
used for constructing our applications utilizing an eVRF.

3.1 Game-based Definition

For formalizing our notion of an eVRF, we rely on the following notions of a group ensemble, set
ensemble, and domain-range ensemble:

— We say that Gt = {(G1x,G1, q\)}ren is a group ensemble if for every A € N it holds that
G,z is a cyclic group of prime order g\ with generator G\ € G ).

— We say that X = {X)}xen is a set ensemble (or subset ensemble) if X is a finite set for every
AeN

— We say that (X,)) is a domain-range ensemble if X is a set ensemble and YV = {(Gx, G, q)) } ren
is a group ensemble.

Additionally, for every two sets X and Sy we denote by Funsy, s, the set of all functions F : X\ —
Sh.



As already mentioned, our eVRF constructions are designed and analyzed in the random-oracle
model, and therefore we present the notion of an eVRF in the random-oracle model. In fact, our
notion considers two independent random oracles, H and H’, that serve different roles and are thus
treated differently by our functionality and security requirements. Specifically, the random oracle
H is used to define the pseudorandom function underlying the eVRF, while the random oracle H’
is used for generating and verifying the proofs for the outputs of the eVRF via the Fiat-Shamir
transform. The reason we need to treat these two random oracles differently is that the simulator of
the eVRF must be allowed to program the random oracle H’ for generating simulated proofs, but it
cannot be allowed to program the random oracle H that is used to define the underlying function.
This is because the simulator cannot modify the underlying function. The following definition
captures the functionality requirements of an eVRF.

Definition 1 (eVRF). Let (X,)) be a domain-range ensemble, where Y = {(Gy, G, q\) }ren. An
eVRF consists of polynomial-time non-uniform algorithms (PPGen, KGen, Eval, Verify) that satisfy
the following functionality requirements with respect to function ensembles H = {Hx}ren and
H' = {H\}ren, and a subset ensemble S = {Sx}ren:

1. The public-parameters generation algorithm PPGen is invoked as pp <$ PPGenH(lA). It is a
probabilistic algorithm, where for every A € N and H € H)y, it outputs public parameters pp.

2. The key-generation algorithm KGen is invoked as (sk,vk) <sKGen"(pp). It is a probabilistic
algorithm, where for every A € N, H € H) and public parameters pp output by PPGenH(l)‘), it
outputs a secret key sk and a public verification key vk.

3. The evaluation algorithm Eval is invoked as (y,Y,m) <$Eva pp, sk, x). It is a probabilistic
algorithm, where for every A € N, H € Hy, H' € H, x € Xy, pp produced by PPGenH(l’\), and
(sk, vk) produced by KGenH(pp), it produces a scalar y € Sy C Fy,, a group elementY =y-Gy €
Gy, and a proof m.

We denote the evaluation algorithm as a triplet Eval = (Evaly, Evaly, Prove) of algorithms, where
Eval; and Evaly are deterministic, and

|H,H'(

EvaIH’H/(pp, sk, x) = (EvallH(pp,sk,ac),Evalg(pp,sk,x), ProveH’H/(pp,sk, x))
= (y,Y,m)

(Note that Evaly and Evaly are provided with oracle access to H € Hx but are not provided with oracle access to
H’ € H)\, whereas Prove is provided with oracle access to both H € H and H' € H))

4. The verification algorithm VerifyH’H/(pp,vk,a;, Y, 7) € {0,1} is a deterministic algorithm, where
for every A € N, H € Hy, H € H\, v € X\, Y € Gy, pp produced by PPGen" (1Y), and
vk, m € {0,1}* it outputs either 0 or 1 (indicating accept or reject, respectively).

(Note that Verify is provided with oracle access to both H € Hx and H' € H})

The following two definitions capture the security requirements of an eVRF. In some cases it
will be convenient to define an eVRF whose output is pseudorandom with respect to a subset of
its range, and thus we first define the security requirements for such a subset secure eVRF, which
we then extend to a fully secure eVRF.

Definition 2 (Subset-secure eVRF). Let (X,)) be a domain-range ensemble, where Y = {(G,
G, q\) }aen- An eVRF (PPGen, KGen, Eval, Verify) is subset secure with respect to the domain-
range ensemble (X,)), function ensembles H and H', and a subset ensemble S if the following
requirements hold:



— Correctness: For every probabilistic polynomial-time non-uniform algorithm A there exists a
negligible function v(-) such that

z € X\ and
Pr Verify™H (pp, vk, 2, Y, 7) = 0 <v(A)
for all X € N, where x <$ AH’H/’E"a'H’H/(pp’Sk")(1’\, pp,vk) and (y,Y, ) <s Eval™ (pp, sk, z), and
where the probability is taken over the choices of H s H, H <s$H'\, pp < PPGenH(l)‘), (sk, vk) <3 KGenH(pp),
and over the internal randomness of A.
— Pseudorandomness: For every probabilistic polynomial-time non-uniform algorithm D there
exists a negligible function v(-) such that

‘Pr [D”vaa'prvskv') (1’\,pp,vk) - 1] —Pr [DH’F (1% pp,vk) - 1} ‘ <v()\) (1)

for all A € N, where the probability is taken over the choice of H<$H,, pp <$ PPGenH(l/\),
(sk, vk) < KGenH(pp), F <s$Funsy, s,, and over the internal randomness of D.

— Verifiability: For every probabilistic polynomial-time non-uniform algorithm A there exists a
negligible function v(-) such that

IEEX)\,)/O,YleG)\,YYO#}/l and
r o HHY , <v()
Verify™™ (pp, vk, z,Y;,m;) = 1 Vi € {0,1}

for all X € N, where (vk,z, (Yy, mo), (Y1,71)) <=$ AH’H/(lk, pp), and where the probability taken
over the choices of H<s$Hy, H' <sH), pp <$ PPGenH(lk), and over the internal randommness
of A.

— Simulatability: There exists a probabilistic polynomial-time non-uniform oracle-aided algo-
rithm Sim such that for every probabilistic polynomial-time non-uniform algorithm D there exists
a negligible function v(-) such that

‘Pr [DH,H’,Evalg(Pp,sk,'),ProveH’H,(Pp,skw) <1>‘, ppvvk> - 1]
_Pr [DH,O?(pp,vk,-),EvalE‘(pp,sk,~),0'2"(pp,sk,vk,~) <1>" pp’vk> = 1i| ’ S y()\) (2)
for all X € N, where

O1'(pp, vk, a) = Sim" (pp, vk, a)
(’)'Q"(pp,sk,vk, x) = SimH(pp,vk,gL’7 EvaIQH(pp,sk,x)) ,

and where the probability is taken over the choice of H<s$H,, H <s$H\, pp +$ PPGenH(l)‘),
(sk, vk) <= KGen" (pp), and over the internal randomness of Sim and D.

Note that, in our simulatability requirement, the simulator Sim is not explicitly provided with
the secret key sk of the eVRF. Instead, it is provided with its corresponding public verification key
vk, and should nevertheless produce indistinguishable proofs (which, therefore, leak no information
beyond the correctness of the eVRF output).

Our simulatability requirement builds on that of Chase and Lysyanskaya [23] with two mod-
ifications. First, as we consider an eVRF (as opposed to a VRF), the simulator receives only



Y =y -G € G (specifically, it does not receive y € F), and needs to provide a simulated proof
for the correctness of Y. Second, whereas Chase and Lysyanskaya considered a trapdoor-based
simulator (specifically, a simulator that produces indistinguishable public parameters and public
verifications keys that contain a trapdoor for the simulation), we consider a simulator that may
program the above-discussed random oracle H' used for generating the eVRF proofs, while the
public parameters and public verifications keys are generated honestly and are provided to the
simulator as input.

Definition 3 (Fully-secure eVRF). Let (X,)) be a domain-range ensemble, where Y = {(G,,
Gx,q)) }ren- An eVRF (PPGen, KGen, Eval, Verify) is fully secure with respect to the domain-range
ensemble (X,Y) and function ensembles H and H' if it is subset secure with respect to the domain-
range ensemble (X,)), the function ensembles H and H', and the subset ensemble S = {Fg, }ren.

For simplifying our notation, in the remainder of this paper we often omit the public-parameters
generation algorithm PPGen and the public parameters pp that it produces from the description of
an eVRF.

3.2 Ideal Definition

We now define an ideal functionality for an eVRF and prove that it is implied by the game-based
definition, together with a zero-knowledge proof of knowledge of the private key. To simplify the
notation we refer to an explicit domain/range (X', )) rather than an ensemble.

Definition 4 (eVRF functionality). Let (X,)) be as in Definition 3, where Y defines a group
G of order q with generator G. The e VRF ideal functionality for (X,)), denoted f:\(/’gl: or just
Fevrr for short, is defined as follows:

1. Upon receiving a message (init,i,*) from some P;.

(a) If P; is honest and the message is (init, 1), then receive a value sid from the (ideal) adversary,
verify that it’s unique and store (sid, 1)

(b) If P; is corrupted and the message is (init,4,sid, f) where f : X — Zg is the description of a
deterministic polynomial-time computable function, and sid has not been stored, then store
(sid, i, f)

Send (init, 7,sid) to all parties

2. Upon receiving (Eval,i,sid, x) from P;, where © € X:
(a) If (sid, i) or (sid,i, f) is not stored then ignore
(b) If P; is honest:
i. If there does not exist a stored tuple (sid,i,z,y,Y) with x, then choose a random y <S$ Zq,
compute Y <+ y - G and store (sid,i,x,y,Y)
it. Send (Eval,i,sid, z,y,Y) to party P; and (Eval,i,sid, z,Y) to all parties
(c¢) If P; is corrupted, then compute Y < f(x)- G and send (Eval,i,sid,z,Y") to all parties

We note that unlike the game-based definition, the functionality Feyrp provides no evaluation
proofs. Such a proof is not needed when all parties always receive output directly from Feyrp: a
pair (z,Y) is valid (i.e., consistent with the eVRF), only if it is output by Fevrr, and all parties
observe JFeyrr’s outputs. This definition, however, falls short for a setting where some parties
might go offline, and when they come back online they want to verify whether an input/output
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pair provided by another party is valid. A proof, as in the game-based definition, would enable
that. One can easily extend Definition 4 and the theorem below to support such a setting. To do
so, we extend Feyrr to support a history call: on input (z,Y), it answers “yes” if (z,Y’) was the
output of one of the previous Eval calls, and answers “no” otherwise. For the sake of simplicity we
do not consider this extension here.

To prove that the game-based definition implies the ideal functionality, we define a protocol
that utilizes the game-based definition, and then prove that it securely realizes Feyrp. Our protocol
requires a ZK proof of knowledge for the relation R g := {(vk, (k,r)) : KGen(1*;r) = (k,vk)}. We
denote the ideal functionality for this proof by FZ&EF ; the functionality receives (prove, i, j, vk, k, )
from P; and sends (prove,i,j,vk,1) to P; if (vk,(k,7)) € Rgr. We note that by including this
proof of knowledge, it is not possible for a party to copy an eVRF instance from another party
(practically, the identity i of the prover is just included in the hash in the proof).

The ideal functionality Feyrr needs a sid in order to distinguish different eVRF instances. In
the protocol, we use the verification key vk for this purpose and so do not require any additional sid.

The mgr protocol. For any eVRF EF = (KGen, Eval, Verify), we define the protocol mgp with
parameters (X,)) as follows:

Protocol 1 (7gr)

— Initialize:
1. Message 1 from P;: Party P; with input (init, ),
(a) (k,vk) < KGen(1*, X,))
(b) Send (init,i,vk) to all parties Py, ..., P,
(c) Send (prove,i, j, vk, k,r) to .FZEEF for all j € [n]
2. Message 2: Each party P; upon receiving (init, i,vk) from party P;
(a) If (prove,i, j, vk, 1) is received from ]:ZEEF then proceed; else ignore
(b) Send (init,i,vk) to all parties Py, ..., P,
3. Output: Upon receiving (init,i,vk) from all parties,
(a) Party P;: Output (init, i, vk, k)
(b) All other parties P; (j # i): if the same message (init,i,vk) is received from all parties
then store (init,i,vk); else ignore
— FEwvaluate:
1. Message from Pj: Party P; with input (Eval,i, vk, x),
(a) (y,Y,m) < Eval(k, z)
(b) Send (Eval,i,vk,z,Y,m) to all parties P,..., P,
2. Output:
(a) Party P;: Output (Eval,i,vk,z,y,Y)
(b) All other parties P; (j # i): Upon receiving (Eval,i,vk, z,Y, ) from P;
i. Verify that (init,i,vk) has been stored (i.e., vk is associated with P;)
ii. If Verify(vk,z, Y, ) = 0 then ignore
iii. Else, output (Eval,i,vk,z,Y")

We stress that in the two-party case, the initialize phase consists only of P; sending (init, 7, vk) to
P;, who stores it (i.e., there is no need for a second message in order to obtain consensus). We now
prove that mgp securely realizes Fovrr
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Theorem 2. Let EF = (KGen, Eval, Verify) be an exponent verifiable random function with respect
to (X,)). Then mgr securely realizes with abort Feyrp with respect to (X,)) in the .FZEEF-hybrid
model, in the presence of a static malicious adversary corrupting any number of parties.

Proof. Let Py,..., P, be the parties, let Z C [n] be the set of corrupted parties, and let A be a
real-world adversary running protocol mgr. We construct an ideal-model adversary /simulator S as
follows:

1. Initialize:

(a) Upon receiving (init,7) from Feyrp for an honest P;, the simulator S runs KGen(1*, X,))
to obtain (k,vk), and sends sid = vk to Feyrr. Next, S simulates honest party P; sending
(init, 7, vk) to all corrupted parties, and simulates fZEEF sending (prove, i, j,vk, 1) to all cor-
rupted parties. S then simulates message 2 of the initialization protocol and defines Ogyt
to be the set of honest parties who would not abort (i.e., who all received the same correct
messages from all corrupted parties). S sends Oout to Fevrr, instructing it to send output
to the honest parties in Ogyt.

(b) Upon a corrupted party receiving (init,7) for input, S obtains the message (init,,vk) sent
by A to all honest parties and the messages (prove, i, j, vk, k, ) sent to ]-"ZEEF for all j ¢ Z.
Then, S simulates the honest parties actions exactly according to the protocol, and defines
Oout to be the set of honest parties who would not abort (i.e., who all received the same
correct messages from all corrupted parties, and who received correct proofs). If Ogyt is not
empty, then S defines f(z) = Evali(k,x) where k is from the message sent by A to fZEEF ,
and sends (init,vk, i, f) to Feyrr together with Ogy, instructing it to send output to the

honest parties in Ogyt.
2. Evaluate:

(a) Upon receiving (Eval,i,vk,z,Y") from Feyrr for an honest P; (vk is the sid as generated
during initialize), the simulator S runs Sim(vk,z,Y’) to obtain 7 and simulates the honest
P; sending (Eval, i, vk, z,Y, ) to all corrupted parties for the associated vk.

(b) Upon a corrupted party receiving (Eval, i, vk, z) for input (as above, vk is the sid), S sends
(Eval,i,vk, z) to Feyrr and obtains the messages {(Eval,i,vk,x,Yj,Trj)}ﬁZ sent by A to
the honest parties P; for j ¢ Z; observe that nothing forces A to send the same message to
all parties and so we denote by (Y7, 77) denote the values received by honest Pj.7 For each
j ¢ I, S verifies that Verify(vk,z, Y7, m7) = 1. If no, it ignores the message. Else, it adds P;
to Oout, and sends Ogyt to FevRE-

We separately consider the case that P; is honest and that P; is corrupted.

Let P; be honest. Then, the simulation in the initalize phase is perfect (in the .FZEEF -hybrid
model) since S generates (k,vk) like an honest party and perfectly simulates the message from
FZﬁEF to the corrupted parties. Regarding the evaluation phase, there are two differences between
the simulation and a real execution: (a) the value Y is truly random in the ideal execution (and in
particular is independent of (k, vk) generated by S in the initialization phase) and equals Evaly (k, z)-
G in the real execution, and (b) the proof 7 is simulated in the ideal execution and is output from

Eval(k, x) in the real execution. We prove indistinguishability in three hybrid steps:

7 We consider different Y7, 7/ values but not different x values. This is because a different z is considered a different
evaluation and is treated separately.
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1. Hybrid 1: In this hybrid execution, we modify Feyrr so that upon receiving (init,7) from an
honest P; it computes KGen(1*, X', ))) to obtain (k,vk), and sends (init, i, vk) to S setting sid =
vk, instead of receiving sid from S. Furthermore, S uses vk as it received from Feyrr instead
of generating it by itself. Everything else remains the same, and in particular the evaluation is
random.

It is clear that the output distributions of this hybrid and the ideal execution are identical. The
only difference is who chooses vk, which makes no difference.

2. Hybrid 2: In this hybrid execution, we further modify Feyre so that upon receiving (Eval, i, sid, z)

from an honest P;, instead of choosing a random y, it computes y < Evali(k,z) with the k
generated after receiving (init,7). (The computation of Y < y - G is unchanged.) Everything
else remains the same as the first hybrid, including S.
The only difference between the first and second hybrid execution is how y is generated. In
order to show that this is indistinguishable, we rely on the fact that Eval; is a pseudorandom
function. Observe that it is possible to simulate both hybrid executions without ever receiving
k (in particular, because the proof 7 is simulated). Thus, if it is possible to distinguish between
hybrid 2 and hybrid 1, then it is possible to distinguish Eval; from random.

3. Hybrid 3: In this hybrid execution, we modify Feyrr so that upon receiving (Eval,i,sid, z),
instead of just sending (Eval,i,sid,z,Y’) to S, it also sends m where Eval(k,z) = (y,Y, 7). The
simulator S is the same as for hybrid 2 except that instead of computing Sim(vk, z,Y") to obtain
7, it sends the proof m received from Foyrr. Indistinguishability of hybrid 2 and hybrid 3 follows
from Definition 3 and in particular that the output of the simulator is indistinguishable from
Evals(k, z). We stress that in order to simulate these hybrids, the distinguisher needs to generate
an ideal execution where all proofs are either real or simulated, where the inputs z are chosen
dynamically by the adversary. This is achieved using the oracles given to the distinguisher in
Definition 3.

Finally, we observe that hybrid 3 is identical to a real execution. The only difference is that Feygrr
computes the honest parties’ messages according to protocol mgr instead of the parties themselves,
but this does not affect the output distribution.

We now consider the case that P; is corrupted. In this case, the simulator S perfectly detects who
will receive output and who not in terms of receiving consistent messages during initialization and
a valid proof via }'ZEEF . Furthermore, S perfectly detects who will receive output in the evaluation
phase, based on the proof 7w being valid. However, in the ideal execution, the output received by
honest parties during evaluation is always f(z) = Evaly(k, ). Thus, there can only be a difference
between the ideal and real executions if A sends a value Y’ # Evali(k,z) - G together with an
accepting proof w. This would contradict the verifiability property of (KGen, Evaly, Verify) as a
VRF. In particular, it is always possible to generate an accepting proof for Y = Evali(k,z) - G.
If A generates an accepting proof also for some Y’ # Evali(k,z) - G, then we could construct an
adversary who outputs two distinct Y, Y’ with respective accepting proofs , 7’. This completes the
proof. a

UC security. The simulator in the proof of Theorem 2 is straight line. Therefore, by [53], the
protocol is UC secure assuming start synchronization (all parties have their input before the protocol
starts). However, in both the initialize and evaluate phases, the only party with input is P; and
therefore start synchronization holds always. We therefore have:
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Corollary 1. Let EF = (KGen, Eval, Verify) be an exponent verifiable random function by Defini-
tion 3. Then mgp UC realizes Foyrp with abort in the fZEEF-hybrid model, in the presence of a static
malicious adversary corrupting any number of parties.

4 Applications

In this section, we present the many applications for eVRFs discussed in the introduction. All the
protocols we present are “fully simulatable” meaning that they securely realize the plain algorithm
functionality (e.g., Schnorr signing), as opposed to some modified functionality. All of our protocols
are concretely efficient, and are secure under standard assumptions in the random-oracle model.

The implementations below require the parties to agree on the input to the eVRF. In some
settings, the input to the eVRF can be easily derived from the common input. For deterministic
signing the input is simply the hash of the message to sign. For key generation the eVRF input key
can be the unique name of the key being generated. In other settings the parties should agree on
a common nonce (which could be a timestamp, a counter, or a CRS) to serve as the eVRF input.
Security requires the common nonce to be unique.

4.1 One-Round Simulatable Distributed Key Generation

This protocol works by defining each party’s key share to be the result of a pseudorandom function
applied to a unique nonce. In order to ensure that each party uses its committed pseudorandom
function, we use the Feyre functionality to derive each party’s key share. Intuitively, this enables
us to generate a key in a single round since the only message the parties need to send is their single
eVRF value. This suffices since each party can simply sum the public key-share values (we call
K; = k; - G a party’s public share) to obtain the final public key. The crucial difference between this
key generation and standard key generation protocols is that since each party is already committed
to its value via the Foyre (after running a single initialization step), the corrupted parties cannot
bias the output key. In particular, if a key was generated by each party simply choosing a random
k; and sending K; = k; - G to all other parties, then a single corrupted party P; can completely
determine the key by obtaining all the honest parties shares Ko,..., K, and then setting K; =
K — " , K;, where P; has chosen K = k - G where k is known to it. This trivial attack can be
prevented by having each party add a zero-knowledge proof of knowledge of the discrete log of its
K;; this would prevent P; from carrying out this attack since it cannot know the discrete log of Kj.
However, the protocol is still not simulatable since P; could bias the output. In particular, if P;
wanted the public key K to have a certain property that holds in 1/1000 keys then it can receive
K, ..., K, and then repeatedly choose random ki and compute K; = ki -G and K = Y /" | K;
until K has the required property. All of this isn’t possible with our protocol since the corrupted
parties are committed to the PRF output via Feyrr.

We remark that generating a new key requires a unique nonce. In particular, if the same nonce
is used twice then the same key will be output. This holds in both the ideal and real models, and
therefore the security of the protocol does not rely on the nonce necessarily being unique. However,
using the protocol to generate a new key does require ensuring a unique nonce (which could be a
timestamp, a counter, etc.). The practicality of having such a nonce depends on the application.

The additive DKG functionality Fyg: Let G be a group of order ¢ with generator G. The
distributed key-generation functionality Fyxg for G running with parties Py, ..., P, and corrupted
parties Z C [n] is defined as follows:
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3.
4.
d.

Wait to receive (gen, nonce) from all honest parties and (gen, nonce, k;) from all corrupted parties
P, witheiel

. If (gen, nonce, k1, ..., k,) has already been stored

— Retrieve k1,...,k,
Else
— Choose random k; <—$Zg for every j € [n] \ T
— Store (gen, nonce, k1, ..., ky)
Fori=1,...,n, compute K; = k; - G
Compute K =3 1" | K;
Fori=1,...,n, send (gen,nonce, k;, K1,...,K,, K) to P,

We are now ready to present the protocol. Let X = {0, 1}’\ and let Y = G as desired for Fyg.

Protocol 3 (Il for additive DKG)

— Initialize:

1. In parallel, each P; sends (init,i) to Feyre (for X,))
2. Wait to receive (init, j,sid;) from Feyrr for all j € [n]

— Generate (one round): upon input (gen,nonce), each party P,

e Message:
1. Send (Eval, i,sid;, nonce) to Feyrr and receive back (Eval,i,sid;, nonce, k;, K;)
e QOutput:
1. Wait to receive (Eval, j,sid;, nonce, K;) from Feyre for all parties P; (all with the correct
nonce)
2. Compute K =" | K;
3. Output (gen,nonce, k;, K1,..., Ky, K)

The rationale behind the security of the protocol has already been described above and so we
proceed directly to the proof of security.

Theorem 4. Protocol 3 securely realizes Fqg with perfect security with abort, in the presence of
a static malicious adversary corrupting up to n parties. Furthermore, after a single two-round
iatialization phase, each generation consists of a single round.

Proof. If all n parties or no parties are corrupted, then the statement is trivial (if no parties are
corrupted, then since the ideal functionality and honest parties communicate over ideal private
channels, nothing is revealed). Let A be the adversary and let Z be the set of corrupted parties
with 0 < |Z] < n. We construct a simulator S with “internal communication” to A and “external
communication” to Fyig, as follows:

— Initialize:

1. Simulate Feyrr sending {(init, j)}j¢7 to A, and receive back {sid;};¢7 as A would send to
FeVRF

2. Simulate Fevrr sending (init, j,sid;) to all parties, for all j ¢ 7

3. For all i € Z, internally receive (init, 7, sid;, f;) from A as sent to Feyrr from P;, and simulate
Fevrr sending back (init, 7, sid;) to all parties

— Generate: to simulate an execution of generate for nonce,

1. For every i € Z, compute k; = f;(nonce), where f; is as received for P; in the initialize phase
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2. Send (gen, nonce, k;) externally to Fgkg for every i € I, and receive back a set of tuples
{(gen,nonce, k;, K1, ..., Ky, K)}ier

3. Simulate Feyrr sending (Eval, j,sid;, nonce, K;) to all corrupted parties, for every j € [n]\Z

4. Define the set Ogyut of honest parties to receive output by the set of parties for which A
instructs Fevrr to provide output from all ¢ € Z

5. Send Fyig the set Oyt

6. Output whatever A outputs

The initialization phase in the simulation is identical to the real execution in the Feyrp-hybrid
model. Regarding the generate phase, in the Foyrp-hybrid model, the view of the adversary in the
ideal execution is also identical to its view in a real execution. This is because in the Foyrp model
all that it sees is the K values for the honest parties. Furthermore, these values are uniformly
distributed in the real execution by the definition of FeyrF, and uniformly distributed in the ideal
execution by the definition of Fyg. Finally, the k; values of the corrupted parties is the same, since
S sends Fykg the same values that A is committed to by the definition of Fevrr.

The round complexity statement in the theorem follows by observation that each Foyrr initial-
ization operation is two rounds and each evaluation operation is just a single round (as described
in Protocol 1), and these can all be sent in parallel. This completes the proof. O

4.2 One-Round Simulatable Threshold Distributed Key Generation

The protocol in Section 4.1 works for a set of n parties who all participate and wish to generate a
key that is additively distributed amongst themselves. This can easily be extended to a threshold
setting (and even to a more general access structure of a tree of AND, OR, and threshold gates)
by simply having each party in a quorum generate a VSS sharing of its key share defined by the
eVRF. This would work but would not be a single round only since a consensus round would be
needed to ensure that all parties receive the same sharing (a simple echo-broadcast suffices, as
shown in [26]). Fortunately, we can use the eVRF to achieve this as well, and have each party
define all the coefficients in its polynomial for Feldman VSS [33] via the eVRF. Since each party is
already committed to its values and therefore its polynomial via the eVRF, and since all parties can
verify that the eVRF output values sent are correct, there is no need for an additional consensus
round. Indeed, no party can send a value that isn’t correct. We describe the protocol for a simple
threshold only; the extension to a tree of AND, OR and threshold gates is immediate.

We describe the protocol with a quorum of ¢ + 1 online parties who generate the key for all n
parties. We stress that there is no security benefit in having all n parties generate the key, since
any quorum of ¢t + 1 parties will anyway have the entire key.

The quorum-specific threshold DKG functionality fgk’ggz Let G be a group of order ¢ with
generator G, let oy, ..., a, be fixed distinct elements in Z,, and let ¢ < n. The distributed key-
generation functionality féﬁ(’gg for G running with parties Pp,..., P,, a quorum Q C [n] of t 4+ 1
online parties, and corrupted parties Z C [n]| with |Z| <t is defined as follows:

1. Wait to receive (gen, nonce, Q) from all ¢ + 1 parties
2. If (gen, nonce, Q, p(z)) has already been stored

— Retrieve p(x)

— Store (gen, nonce, Q, p(z))

Else
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— Choose a random degree-t polynomial p(z) <—$F,[z]
— Store (gen, nonce, Q, p(z))
For j =1,...,n, compute k; = p(c; )
Let ag, ..., a; be the coefficients of p; i.e., p(x) = Zfzo a; - T
Fori=0,...,t, compute 4; = a; -G
Compute £ =p(0) and K = k-G
Fori=1,...,n, send (gen,nonce, Q, k;, Ao, ..., A, K) to P,

)

N Ot W

Observe that in the case of additive DKG, the functionality allowed each corrupted party to choose
its own share (and the honest parties’ shares were randomly chosen by the functionality). In con-
trast, here the functionality chooses all of the shares. The reason for this difference is that here
each party’s share is the sum of the shares received from all parties. Since each party is a priori
committed to its values after the initialization phase, this means that no party can influence even
its own share and so there is no need to give this extra power to the adversary.

Protocol 5 (Hgf;g for threshold DKG)

— Initialize (all n parties):
1. In parallel, each P; sends (init, i) to Feyre (for X,Y)
2. Wait to receive (init, j,sid;) from Feyre for all j € [n]
— Generate(a quorum Q of t + 1 parties): upon input (gen,nonce, Q) with a nonce and with
Q C [n] of size t + 1, each party P; with i € Q
1. Message (all parties in Q): Each party P; with i € Q,
(a) For £ = 0,...,t, send (Eval,i,sid;,nonce||Q||¢) to Fevrr and receive back a sixz tuple
(Eval, i,sid;, nonce||Q||¢, af, Af). Note that the nonce used for the evaluation includes the
identities of the t participating parties.
(b) Let pi(z) =S )_qat -’
(¢c) Compute kij = pi(ay) forj=1,...,n
(d) Send ki—j to P forj=1,...,n
2. Output (all n parties):
(a) Wait to receive {(Eval, j,sid;, nonce|| Q||¢, Aﬁ)}zzo from Feyrr for all parties P; with j €
Q (all with the correct nonce and Q)
(b) Wait to receive kj_,; for all j € Q
(¢) Verify that kj—; - G = Zfz:o(ai)g . Aﬁ, for all j € Q. Abort if any equality does not hold.
(d) Compute k; = Zjeg kjsi
(e) Compute Ay = Zjeg A? for£=0,...,t
(f) Compute K = Ay
(9) Output (gen,nonce, Q, k;, Ao, ..., A, K)

Theorem 6. Protocol 5 securely realizes f;lk’gg with perfect security with abort, in the presence
of a static malicious adversary corrupting up to t parties. Furthermore, after a single two-round
iatialization phase, each generation consists of a single round only.

Proof. The idea behind the proof is that the simulator can generate all of the corrupted parties’
values itself (using f obtained in the initialization phase of Feyrg). Then, for all but one honest
party, the simulator chooses their values at random. Finally, for a single specified honest party, its
polynomial (in the exponent; i.e., it’s A% values) are computed by subtracting all the other parties’

17



polynomials from the polynomial received from F:&;Q. This ensures that all the polynomials of the

parties add up to the random polynomial sent by ]-"gk’gg. This is identical to a real execution in the
Fevrr-hybrid model since only “public values” are revealed.

We now proceed with the proof. If no parties are corrupted, then the statement is trivial. Let A
be the adversary and let Z be the set of corrupted parties with 0 < |Z| < ¢. We construct a simulator
S with “internal communication” to A and “external communication” to fglk’gg, as follows:

— Initialize (all n parties):®
1. Simulate Feyvrr sending {(init, j)}j¢7 to A, and receive back {sid;};¢7 as A would send to
FeVRF
2. Simulate Fevrr sending (init, j,sid;) to all parties, for all j ¢ 7
3. For all i € Z, internally receive (init, 7, sid;, f;) from A as sent to Feyrr from P;, and simulate
Fevrr sending back (init, 4, sid;) to all parties
— Generate (a quorum Q of t + 1 parties): to simulate an execution of generate for nonce with

quorum Q,

1. Send (gen, nonce, Q) to f:ﬁ;g for every i € Z N Q, and receive back {(gen, nonce, Q, k;, Ay,
o 7At7K)}i€I

2. For every i € TN Q, compute af = fi(nonce||Q||¢) for £ =0, ..., t, where f; is as received for

P; in the initialize phase, and set p;(x) = Sj_, af -

For every ¢ € ZN Q, compute Af = af -G

For every i € TN Q and every j € Q\ Z, compute k;—,; = p;(a;)

Let j/ € Q\ Z be a specific honest party (since |Z| < ¢ there exists such a party)

For all j € Q\Z with j # 5/, choose a random p;(z) = 3j_, a? -z and compute A? = aﬁ -G

for £=0,...,t

For all j € Q\ Z with j # j/, and for all i € Z, compute kj_; = pj(c)

. For every i € Z, compute kj_,; = k; — Zjeg\{j’} j—i, where k; is as received from fgk’tg
(this ensures that for every corrupted party P; it holds that > jeo ki = ki)

S O W

®© N

9. For ¢ = 0,...,t, compute Aﬁ, = Ay — ZjeQ\{j’} AZ, where Ay, ..., A; are as received from
Fig

10. Simulate Fevrr sending (Eval, j,sid;, nonce|| Q||, A?) to all corrupted parties, for every j €
Q\Zand ¢ =0,...,t

11. For each j € Q\ Z and i € Z, simulate honest P; sending k;_,; as computed above to
corrupted P;

12. Define the set Qg of honest parties to receive output by the set of parties for which A
instructs Fevrr to provide output from all ¢ € Z, and for which all k;_,; values are sent from
corrupted parties to honest parties, and they are all valid (S can check validity as in the
protocol)

13. Send fgﬁgg the set Oyt

14. Output whatever A outputs

First observe that (a) for every i € T it holds that } ;.o kj—; = ki, and (b) for every j € Q\ T

and i € Z it holds that kj_;-G = > )_,(a;)’- Af. The former follows immediately from how kj_; is
chosen. Regarding the latter, this also holds trivially for all j # j’. Regarding j’, observe that k;_,;

is defined by k; — Zjez\{j’} k;_; and each Ag, is defined by Ag, = Ay — ZjeQ\{j’} Ag. Now, for all

8 The simulation of this phase is exactly as in the proof of Theorem 4.
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kj_; with j # j' we have that k;—; - G = Zzzo(ai)Z . Ag» and by the ]-";lk’; functionality definition
we have that k; - G = >0_,(a;)’ - Ag. Tt therefore follows that

t
kpsi G=ki— > kini| G=D (@) A= > > ()" Af

je\{i'} £=0 jeQ\{j'} £=0

. t
= Z(ogi)z | Ap— Z Ag = Z(ai)z : A?’v

(=0 i€V} (=0

as required. Furthermore, since fgk’gg chooses the polynomial to be random, and so do the honest
parties, the distribution over these values is identical in the real and ideal execution. Finally, the
simulation of the initialization phase is computationally indistinguishable from a real execution
(as shown in Theorem 4) with the only difference being if there is a collision in the sid, and the
simulation of the generate phase yields a distribution that is identical to the protocol (in the
Fevrr model) since the only thing that the corrupted parties sees are the A% values, and they are
committed to their AZ and k;_,; values by Fevrr.

The round complexity statement in the theorem follows by observation that each Feyrr initial-
ization operation is two rounds and each evaluation operation is just a single round (as described
in Protocol 1, and these can all be sent in parallel. This completes the proof. O

On knowing the set of generating parties Q: Protocol ng’ﬁ assumes that all parties know
(and agree upon) the set of ¢ + 1 participants Q ahead of time. This is needed to ensure that an
independent key is generated for each nonce and subset, which is needed since each party has a
different eVRF, and so different subsets would generate different keys, even for the same nonce.
The set Q is included to therefore ensure complete independence of keys generated with different
subsets. (If we only include the nonce, then it is possible that two different keys will be generated
for which the adversary knows the “difference” between them; e.g., consider a case of ¢ honest
parties running the execution twice on the same nonce, each time with a different corrupted party
who is the (£ + 1)th party.) This limitation can be removed by simply having all parties participate
in key generation, or by having a fized set of parties who generate keys, or by adding an additional
round to agree on the set of parties.

One-round threshold DKG without knowing Q ahead of time: As we have discussed, the
DKG of Section 4.2 requires the parties to know the set Q ahead of time. In practice, this is not
always a given, and the desired functionality is that after the first ¢t + 1 parties respond, the key
is generated.” This can be achieved by using a threshold eVRF, which is an eVRF for which any
authorized quorum of parties Q can compute the output Y and receive a sharing of y (where
Y = y - G). This solves the problem of knowing Q ahead of time since any t + 1 parties can
participate in computing the eVRF output, which can be used directly as the generated key. We
leave the construction of a threshold eVRF as an open question (see Section 7). However, for a
(very) small n, it is possible to achieve the desired result by simply calling }—:ﬁgg separately for
every authorized subset Q C [n] and taking the result using the Q that defines the set of ¢+ 1 parties

9 Consider the case of human participants who receive an “invite” to participate in a DKG, and who connect to run

the operation and then disconnect. It is much easier to not have to know who the parties that join are ahead of
time, and whoever the first ¢ + 1 parties are, the DKG will go through.
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who actually participated (i.e., sent first round messages). This is not efficient for a large number of
parties, but can certainly be used for thresholds of the type 2-out-of-3 (requiring 3 computations)
or 3-out-of-5 (requiring 10 computations).

4.3 The Transformation Methodology for Signing Protocols

ECDSA and Schnorr signing both involve generating a random nonce k and revealing R =k-G. In
ECDSA, the signature is (r, s), where 7 is derived from the z-value of R and s = k=1 (H(m)+7r-x)
with x being the private key and m the message to be signed. In Schnorr (using comparable
notation), the signature is (R, s) where s = k — e -  mod ¢ (or some variant of this equation) and
e=H(Q,R,m), where Q = x - G is the public key.

Many protocols that achieve full simulatability (e.g., [54,31,30] for ECDSA and [55,57] for
Schnorr) work by having each party choose a random k; and commit to R; = k; - G (sometimes
also including a zero-knowledge proof of knowledge of the discrete log) and then having the parties
decommit and define R = )" | R; as the nonce. This methodology ensures that R is uniformly
distributed (since no party can make their R; depend on the others due to the commitments). When
extractable and equivocal commitments are used this is also fully simulatable, since a simulator
can choose the honest parties’ R; values after seeing the corrupted parties values, and can therefore
make the sum equal the value R received externally in the ideal model. Stated differently, many
protocols generate R by running a simulatable distributed key generation protocol. When looked at
in this light, a natural transformation is to use our one-round DKG protocols (Protocols 3 and 5)
to generate R (applying the eVRF to the message to be signed and/or a unique nonce), with the
initialization phase being run together with the signing key generation protocol. This enables us to
collapse two rounds (commit and open) into a single round, thereby reducing the number of rounds
in the signing protocol from three to two, while still achieving full simulatability. Furthermore,
by applying the eVRF to the message to be signed only, we have that all signatures on the same
message will have the same nonce, and so deterministic signing is achieved at no additional cost.

4.4 Two-Round Simulatable Multiparty Schnorr Signing

Two-round protocols for Schnorr signing (e.g., [49]) work by having the parties exhange (the public)
nonces R; in the first round, and then shares of the signature in the second round. In order to prevent
the adversary from fully determining the nonce itself, which would render the protocol completely
insecure [8], the nonce is combined in a way that limits the adversary’s control. Despite this, the
adversary can still bias the nonce (e.g., making the third byte of R equal all zeroes), making this
protocol not simulatable. Stated differently, the Schnorr signatures generated by [49], for example,
are not computationally indistinguishable from standard locally-generated Schnorr signatures. In
contrast, signatures generated by simulatable protocols are.

In this section, we construct two-round simulatable multiparty Schnorr signing from the protocol
by [55], by replacing the commit-and-open rounds by eVRF evaluations, as described above. We be-
gin by constructing n-out-of-n deterministic signing, and then describe how to achieve probabilistic
signing and threshold signing.

Deterministic signing — goal and challenge: It is well known that the use of poor randomness
for signing in ECDSA and Schnorr can result in the private key being leaked. As a result, determin-
istic signing is sometimes preferred. In the case of local signing, it suffices for the signer to apply
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a PRF to the message and use the result as the randomness. However, in multiparty protocols,
such a strategy is completely insecure. This is because if there are two signing executions on the
same message, then the honest parties will derive the same randomness while the corrupted parties
can use different randomness. It is not hard to see that in this case, the adversary can extract the
honest parties’ private shares.

Deterministic signing with additive shares: We first consider the case where the parties hold
additive shares of the signing key, and all n-of-n parties participate in signing. We begin by defining
the signing functionality. This functionality computes the standard Schnorr signature for a set of
parties with additively shared keys. The functionality does not mandate how the key is generated,
and it works for any set of inputs held by the parties. This guarantees the same level of security
as locally computed Schnorr no matter how keys are generated (using some HD scheme, poorly
derived from passwords, or anything else).

Functionality 7 (Deterministic Schnorr Signing Fget schnorr)

Let G be a group of order q with generator G, and let H be the Schnorr hash function. Upon
receiving (Sign,m, Q, Q1, ..., Qn,x;) from all n different parties P;, functionality Fget-schnorr WOTkS
as follows:

1. Verifies that all parties sent the same (m, Q,Q1,...,Qn) , that Q = Y1 | Q; and that Q; = x;-G
for all i € [n]. If no, then it does nothing. Else, it proceeds to the next step.

2. Computes x =Y .~ x; mod q.

3. If some (m, k) is stored then retrieves k. Else, chooses a random k <$Zq and stores (m, k).

4. Computes R=Fk -G, e=H(Q||R|m) and s = k — e - x mod q.

5. Sends (m,e,s) to all parties.

Securely computing Fget-schnorr- 1he idea behind the protocol for Schnorr is simple, due to the
fact that the Schnorr signing equation is linear. Specifically, the parties use an eVRF to generate
partial nonces (k;, R;) where R; = k; - G and to share all Ry, ..., R, with all parties. Then, each
party can locally compute R = > | R;, e = H(Q||R|/m) and s; = k; — e - x; mod ¢. This implies
that > ;' ;si = k —e-xzmod g, and so (e, s) is a valid signature. The fact that the signing is
deterministic is achieved by applying the eVRF to the (hash of the) message as input. Essentially,
this is exactly the same as for the standard EdDSA signing scheme [9], except that a different
pseudorandom function is used.

Protocol 8 (Multiparty Schnorr signing — n-out-of-n parties)

— Input:
1. Group parameters: Let G be a group of order q with generator G, and let H be the Schnorr
hash function with output length N
2. Key shares: Each party P; holds (x;,Q,Q1,...,Qn) where Q; = ;-G and Y ;" 1 Q; = Q
3. eVRF shares: Each party P; holds (sk;,vky,...,vk,) where sk; is the e VRF private key as-
sociated with vk;, for an eVRF with domain {0, 1}/\/ and range G. These are generated in
parallel using Protocol 1 (mgr).
4. Message to sign: m
— The protocol:
1. Round 1: Each party P; computes (k;, R;, ;) < Eval(sk;, H(m)), and sends (R;,m;) to all
parties
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2. Round 2: Upon receiving (Rj,m;) from all parties j € [n], each P;:
(a) Proceeds if Verify(vk;, H(m), R;,7;) = 1 for all j € [n] and aborts otherwise
(b) Computes R=73""_| R;, e = H(Q||R|m) and s; = k; — x; - e mod ¢
(¢) Sends s; to all parties
3. Output: Upon receiving (s1,...,sn), each party computes s = .. s; mod q, and checks
that Verifyg(m, (s,e)) = 1. If yes, then it outputs (s, e); otherwise it aborts.

Our protocol assumes that the parties hold valid and consistent inputs, meaning that all parties
hold the same vectors (m,Q,Q1,...,Qy) and (vki,...,vk,), and in addition @ = Y I ; Q;, and
Q; = x; - G and vk; = sk; - G for every i € [n]. If this is not guaranteed from a previous protocol
execution, then each P; can simply verify that z;- G = Q; and Q = Y ;" ; Q; at the beginning of the
protocol. In addition, all parties can send hy <— H(m, Q1,...,Qn,Vky,...,Vvk,) to all other parties

in the first round, and proceed in the second round only if the same hash value h, is received from
all.

The protocol for two parties. In the specific case of two parties, and where only one party needs
to receive output, Protocol 8 can be converted into a protocol where P; sends a single message to
Py, and P» replies with a single message to P; (i.e., a single round trip), and P; can then generate
output.

Security. We prove the protocol secure in the Feyrp-hybrid model (assuming that the initialize
phase is carried out during key generation). We stress that the “perfect security” in the theorem
statement only holds in the Feyre-hybrid model, but when instantiating the protocol with a real
eVRF, the protocol is computationally secure. In addition, we remark that security holds for all
valid and consistent inputs {(z;, Q,Q1,...,Qn)}ic[n irrespective of how they are generated. In
contrast, it is crucial that the eVRF inputs are securely generated; this is reflected in the proof by
the fact that we consider the Feyrp-hybrid model.

Theorem 9. Assume that the parties hold valid and consistent inputs. Then, Protocol 8 securely
computes functionality Fdet-schnorr i1 the Fevre-hybrid model with perfect security with abort, in the
presence of a malicious static adversary controlling any subset of the parties.

Proof. The idea behind the proof of security is simple. Using the simulatability of the eVRF (as
demonstrated in the proof of Theorem 4) the simulator can force the sum of all R;’s to equal the
R value it receives in the signature from the ideal functionality Fyet-schnorr- Lhen, the values s; sent
by the honest parties in the protocol can be derived perfectly by choosing the honest R; values
carefully for all but one honest party, and using the signature for the last honest party, exactly as
in [55].

Let A be an adversary corrupting a (strict) subset of parties I C [n] of size at most n—1 (if all n
are corrupted, then the protocol is vacuously secure), and let J denote the set of honest parties (and
so TUJ = [n]). Without loss of generality, assume that 1 € J (i.e., P is an honest participant). We
are now ready to construct the simulator S, with input {(Sign,m,Q, Q1, ..., Qn, ;i) }icr, as follows:

1. S externally sends (Sign,m,Q, Q1, ..., Qn, ;) t0 Fyet-schnorr and receives back (m, e, s). S com-
putes R=s-G + e- Q. Then, S invokes A in an execution of the protocol.

2. Let f; be the stored function from the Feygre initialization phase for party P;, for every i € [n]
(as in the proof of Theorem 4, the simulator & has these functions), and let sid be the identifier.

3. For all i € I, simulator S computes k; = f;(H(m)) and R; = k; - G.
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4. For all j € J\ {1}, simulator S chooses a random s; <— Z, and sets R; = s;- G+ e - Q; (where
e is from the signature received from Fechnorr). Then, S sets Ry = R — ) .. R; — Zje]\{l} R;,
using R computed from the signature received from Fyet-schnorr-

5. S simulates Feyrr sending (Eval,sid, j, H(m), R;) to A for every j € J, using the R; values
computed in the previous step.

6. S receives (Eval,sid, i, H(m)) from A as sent to Feyrr for every i € I. S waits for all messages
to be sent.

7. S computes s; = k; — x; - e mod ¢ for every ¢ € I (S can do this since it knows the k; values for
each corrupted party from Step 3 above, and it is given the x; values of the corrupted parties
as input). Then, S computes

81:S—Zsz‘— Z sj (mod q)

i€l jEJ\{1}

using the s; values chosen above.

8. S simulates P; sending s; to all parties, for every j € J.

9. S receives {s;}ier values sent by A to the honest parties. If the sum of all of the values sent to
an honest P; is correct (computed by >, ;s; where the s; values are as above), then S adds
Pj to Ogyt.

10. S sends Ogyt t0 Fdet-schnorr 10 instruct which honest parties should receive output.

This completes the simulation. We argue that the simulation is perfect. In order to see this, we
show that the (R;,s;) values sent by the simulator to the adversary are identically distributed to
the values sent by the honest parties to the corrupted parties in a real protocol execution. In order
to see this, first note that for every j € J\ {1} the values are generated as follows:

— Real: kj €g Zg is random, R; = k; - G, and s; = kj — e - x; mod ¢
— Stmulation: 5; €r Zgq is random R =35;-G+e-Q; (we write 5; and R to differentiate from
the real)

Let k: be such that R = k: - G. We remark that the simulator S does not know k:J, but the value

is well defined. It follows that k =5j+e-x;mod q and so §; = k — e - z; mod ¢, exactly like in

a real execution. Furthermore, choosmg k: at random and computing s5; = l;:j —e-xj mod g yields

the exact same distribution as choosing §; at random and computing l%j =5;+e-z;modq.
Next, regarding (R, s1), we have that

Ri=R-> Ri— Y Rij=k-G-> kG- > kG
el jeJ\{1} iel jeJ\{1}

where k is the discrete log of R (as computed from the signature), {k;};c; are the corrupted parties’
values from the eVRF (enforced by the f; functions), and {k;} e\ (1} are the implicit values defined
above. This therefore defines k1 =k — 3 _;cr ki — >_je j\ 1) kj mod ¢. Similarly, we have

slzs—Zsi— Z sj:k:—e'x—Z(ki—e-mi)— Z (kj —e-xz;) (mod q)
il je\{1} il jeq\{1}

which holds for ¢ € I by how the simulator computes {s;};cr and for j € J \ {1} by the above
analysis. Writing k = ) ,c; ;7 ke and d = >, ; ¢ we have that

s1 = Z ke —e- Z .Z’g—Z(k‘i—e'{Ei)— Z (kj —e-x;) (mod q)

Lelug eluJ iel jeJ\{1}
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and so s = k1 — e - 1 mod ¢, as required. (We stress that S does not know these values, and in
particular it does not know the x; values of the honest parties including z1, and yet is able to
generate the correct distribution, as described above.)

Finally, since § is able to perfectly verify whether or not the corrupted parties send correct
values, since it knows all of the corrupted (k;,z;) values and so can detect if the sum over all s;
values sent by A is correct. (Note that only the sum matters for C computing a correct signature.)
Thus, the distribution over C receiving or not receiving output is exactly the same in the real and
ideal executions. O

Security under concurrent composition. As shown by [53], perfect security without rewinding
implies UC security. As such, assuming that Feyrr is implemented using a UC-secure protocol (as
in Protocol 1), we have that the protocol is UC-secure and so secure under concurrent composition.

The final result. Using any two-round distributed key generation protocol (e.g., as described
in [55]) in parallel with the two-round initialization in Protocol 1, we have the following corollary:

Corollary 2. There exists a multiparty n-of-n protocol with two rounds for each of key generation
and signing that UC computes the deterministic signing functionality Fdetschnorr With abort, in the
presence of a malicious static adversary controlling any subset of the parties.

Probabilistic signing. We can achieve two-round, probabilistic signing assuming that the parties
hold the same unique nonce'” before the protocol begins by having the parties apply the eVRF
to H(H(m),nonce). This will result in the eVRF output being (computationally) independent for
every different nonce. Practically, the nonce can be a timestamp, with the observation that if
two protocol executions use the same timestamp, then the result will just be the same and so no
harm can be done. Formally, the functionality computed here Fschnorr would either choose k «$7Z,
randomly each time (when a unique nonce is guaranteed) or would receive a nonce from all parties in
the input and would choose a new k <$Z, for every unique nonce (in which case, the functionality
works in the same way that the same nonce in different execution would yield the same result, while
different nonces would yield a different random R in the signing).

Threshold probabilistic signing. In order to achieve probabilistic threshold signing, the parties
can include the set of participating parties Q into the eVRF computation, together with H(m) and
the nonce, in the same way as in Protocol 5 for securely computing f:ﬁ;g As long as the set of
participating parties is known ahead of time (since Q needs to be input into the eVRF evaluation),
this achieves a two-round protocol. In the same way as for f;lk’gg, if n is very small then it is
possible for the parties to provide eVRF values for all possible Q subsets, and so the set of parties
need not be known ahead of time. However, this is only practical for very small n.

Proof of quorum identity. The threshold probabilistic signing protocol described above (that
works by including Q into the eVRF) has a unique property that is of independent interest.
The signature generated by the quorum of parties is a standard signature with no changes at
all. However, the quorum of parties who signed can at a later time provide a proof that they
and only they generated the signature, assuming a public record of the eVRF verifications keys.
This proof for a signature (e, s) is simply the set {(R;,m;)}ico, and it is verified by checking that

10 Not to be confused with the “nonce” R in the Schnorr signing, here we mean a unique value nonce which can be
a counter, timestamp, or anything.
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Verify(vk;, H(m), R;,m;) = 1 for all i € Q and that } ;.5 R; = R, where R = s-G +e- Q. The fact
that the proof is sound (i.e., it isn’t possible to frame another subset of parties) follows from the
fact that if a party P; did not compute Eval on this input then their (R;,7;) value is unknown,
and furthermore even if they did (at some later time) the probability that the sum of R;’s for any
given subset Q' will equal a given R is 1/¢ (in the Foyrp-hybrid model).!' Consider for example a
setting, where like in a proof of stake, there is a reward for generating a signature and a penalty
(slash) for generating a signature when you shouldn’t. In such a setting, a proof of quorum identity
provides a perfect solution. Furthermore, our protocol can enhance privacy by not revealing the
identities of who signed except when needed, or except to entities who need to see it. We stress
that the proof provided is linked to a given output signature by the sum of R;’s equalling the nonce
R of the signature itself.

Precomputation for the nonce. Functionally speaking, the parties could precompute the nonce R
before the message m is known (of course, this makes sense only for probabilistic signing). However,
security wise, such a protocol would not securely realize Fscpnore since the functionality provides a
full signature (e, s), which fully determines R = s- G + e - @, only upon receiving m. It may be
possible to define a different (non-standard) Schnorr functionality enabling this, but our protocol
has not been proven secure for precomputation.

Threshold deterministic signing. As we have mentioned, we do not achieve deterministic signing
for the threshold setting. This is because different subsets of parties compute a different R value.
In order to achieve this, we need to construct a threshold eVRF, which is left as an open question.

4.5 Two-Round Simulatable Two-Party ECDSA Signing

In a similar way to Section 4.4, we construct a two-round two-party ECDSA signing protocol by
replacing the commit-and-open phase in the protocol of [54] with an eVRF evaluation. The result
is a protocol with a single round from P; to P», and a single response from P> to P;.

Functionality 10 (Two-party deterministic ECDSA Signing Fyet-ecdsa) Let G be a group
of order q with generator G, and let H be the ECDSA hash function. Upon receiving (Sign, m, Q, z;)
from both parties Py and Ps, functionality Fyet-ecdsa WoTks as follows:

1. Verifies that both parties sent the same (m, Q) , and that (z1 + x2) - G = Q. If no, then it does
nothing. FElse, it proceeds to the next step.

Computes x = x1 + x2 mod q.

If some (m, k) is stored then retrieves k. Else, chooses a random k <$Z, and stores (m, k).
Computes R =k -G and r = v, mod q where R = (14, ry)

Computes s = k=1 - (H(m) +r - x) mod gq.

6. Sends (m,r,s) to party Py and to the ideal adversary S.'>

Gvds o e

" If t,n are very large, and so () is not much smaller than g, then given all {(R;,7;)};e(n)’s it may be possible to
find an appropriate subset (this would require solving a type of subset sum problem, which may or may not be
hard). However, if (fl) < @, then the probability that there exists any such subset is negligible.

12 We need the functionality to provide the signature to S for the case that P, is corrupted since R is revealed to Ps
during the protocol execution, but only P; receives the signature for output. Thus, we give the signature to the
adversary as well (in any case) in order to simulate.
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We have defined the functionality so that only P; receives output. It is always possible to have P;
send P, the output, if both are supposed to received the signature.

The protocol idea and differences from [54]. The protocol of [54] uses the Paillier additively
homomorphic encryption scheme to enable the parties to generate a signature. In the key generation
phase, the parties obtain x1, x2 such that = x; + z2 mod ¢ (although [54] refers to multiplicative
sharing, the protocol works for additive sharing in the same way). In addition, P; generates a
Paillier key, and sends an encryption cyey of 21 to P, together with a proof that cye, is correctly
formed.

Next in order to sign, the parties first generate R = kq - ko - G, where k; is known to party P;.
Then, given the encryption cyey of 1 and given R (and thus r), it is possible for P, to generate an
encryption of an “almost” signature. In particular, it can compute an encryption of k5 L (H(m)+r-x)
by adding 2 to x; inside ciey, and then multiplying the result by r, adding H(m), and finally
multiplying again by kg ! (since the operations inside Pailier are over the integers, it also adds p- ¢
for a random p of the appropriate size). Finally, given this ciphertext, party P; can decrypt and
multiply the result by k; ', yielding a “full” signature k=1 - (H(m) +r - z).

The main difference between our protocol here and that of [54] is that we generate ki and ko
(for R = ki - ko - G) using the eVRF. In this way, instead of doing commit-and-open, we are able to
reduce the protocol to two messages (a single message in each direction), like Protocol 8 for Schnorr
signatures. In addition, the protocol of [54] achieves only a game-based definition of security under
standard assumptions, and requires an ad-hoc assumption regarding Paillier to achieve simulation-
based security. In addition, it requires P; to refuse to run additional executions with P if it is caught
cheating in the last message. This limits the ability to run concurrent independent executions
with the same key, making some deployment scenarios difficult. (As pointed out in [58], this is
necessary since it is possible to actually extract the key one bit at a time if executions are not
halted upon cheating.) In order to avoid the requirement to halt if someone attempts to cheat,
we add a zero-knowledge proof from P, to P; (as recommended in [58]) that the ciphertext cyey is
correctly computed. We remark that this proof does not have to be a proof of knowledge. We have
implemented this proof (using Fiat-Shamir), and it takes 17ms to compute and 11ms to verify (on
a 2019 MacBook Pro with a 2.3 GHz 8-Core Intel Core 19 processor). This adds to the running
time but is not a problem for most applications.

Protocol 11 (Two-party ECDSA signing)

— Input:

1. Group parameters: Let G be a group of order q with generator G, and let H be the ECDSA
hash function with output length N

2. Key shares: Each party P; holds (x;, Q). In addition, Py holds a Paillier key (N, ¢(N)), and
Py holds cyey = Paillier-ency (x1); these are generated exactly as in [54]

3. eVRF shares: Fach party P; holds (sk;, vk;, vky) where sk; is the eVRF private key associated
with vk;, for an eVRF with domain {0, 1}/\/ and range G. These are generated in parallel
using Protocol 1 (mgrp).

— The protocol:

1. Round 1 — P; to Py: Party P1 computes (ki, R1,71) < Eval(sk;, H(m)), and sends (Ry,m1)
to party Ps

2. Round 2 — P, to Py: Upon receiving (Ry,71) from Py, party Py works as follows,

(a) Aborts if Verify(vky, H(m), Ry, m1) =0
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(b) Computes (ka, Ra,m2) < Eval(sky, H(m))

(¢c) Computes R = ky- Ry and r = r, mod q where R = (14, 1y)

(d) Chooses a random p < Zy2 and random 7 € Zy (verifying explicitly that ged(7, N) = 1),
and computes

¢ = Paillier-ency ([ky - H(m) mod q] + [k3 ' -7 mod q - (z2 + 1) + p - q)

using the Paillier homomorphic operations, including ciphertext rerandomization.

(e) Computes a proof m. that c is generated correctly, as in [58]

(f) Sends (Ra,m2,c,m) to P

3. Output: Upon receiving (Ro, ma, ¢, m¢), party Py works as follows,

(a) Aborts if Verify(vky, H(m), Ra,m3) = 0.

(b) Aborts if m. is not an accepting proof that ¢ was generated correctly.

(¢c) Computes R = ki - Ry and r = r, mod q, where R = (4, ry).

(d) Computes s' = Paillier-decy(ny(c) and s" = k7' s' mod q. (Also sets s = min{s", q — 5"}
to ensures that the signature is always the smaller of the two possible values.)

(e) Verifies that (1, s) is a valid signature on m with public key Q. If yes, outputs the signature
(r,s); otherwise, outputs abort.

Security. We now prove security of the protocol; the ideas are a combination of the proof of
Theorem 9 (for the generation of R) together with the proof of the original protocol in [54].

Theorem 12. Protocol 11 securely computes functionality Fdet-ecdsa, 0 the presence of a malicious
static adversary controlling any subset of the parties.

Proof. We separately prove security for the case of a corrupted P; and a corrupted Ps,. Let A be an
adversary who has corrupted P;; we construct a simulator S. We prove only the signing protocol, as
the key generation protocol is exactly as from [54] together with the eVRF key generation already
proven in mgp (Protocol 1). We prove security in the Feyrp-hybrid model, as in Theorem 9.

Simulating signing — corrupted P;: The idea behind the security of the signing protocol is
that a corrupted P, cannot do anything since all it does is participate in the generation of R and
then decrypts the ciphertext ¢ from P,. Thus, the prove merely requires proving that a simulator
can generate the corrupted P;’s view of the decryption of ¢, given only the signature (r,s) from

]:det—ecdsa-
1. Upon input (Sign,m, @, z1), simulator S sends (Sign,m, @, z1) t0 Fget-ecdsa and receives back a

signature (r, s) on the message m.
2. S computes the point R from the signature (r, s), using the ECDSA verification procedure.

3. Let f1 be the stored function from the Feygrr initialization phase with identifier sid (S has this
function and sid).

4. S invokes A with input (Sign, m, @, z1) and receives (Eval,sid, 1, H(m)) from A as sent to FeyRrr.

5. S computes ky = f1(H(m)), Ry = k1 -G, and Ry = k' - R.

6. S simulates Feyrr sending (Eval,sid, 2, H(m), R2) to A

7. S chooses a random p < Z,2, computes c < Paillier-ency ([k1 - s mod g] + p - q), where s is the
value from the signature received from Fyet-ecdsa,

8. & generates a simulated proof 7, that the message c is generated correctly.

9. S internally hands (¢, ;) to A.
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The only difference between the view of A in a real execution and in the simulation in the Fovrr-
hybrid model is the way that ¢ and 7. are generated. Specifically, Ro is distributed identically in
both cases due to the fact that R is randomly generated by Fyet-ecdsa i the signature generation
(once for each m) and thus k7' - R has the same distribution as kg - G.

Regarding the ciphertext ¢, in the simulation it is an encryption of the value [k; -s mod ¢]+p-q,
whereas in a real execution it is an encryption of the value s’ = ky '~ (m/+7r-(v1+x2)) +p-¢q, where
p € Zg is random (we stress that all additions here are over the integers and not modg, except
for where it is explicitly stated in the protocol description). The fact that these two distributions
of values are statistically close has been shown in the proof of security in [54].

Finally, regarding 7., this is indistinguishable by the zero-knowledge property. (Formally, one
replaces the generation of ¢ wjth an honest generation, and then the only difference is the proof.
This means that the ability to distinguish a real signing execution from a simulated one can be
translated into the ability to distinguish a real proof from a simulated one. The other messages
in the signing can be executed by the zero-knowledge distinguisher by providing it all secrets as
auxiliary input.) This completes the proof of this simulation case.

Simulating signing — corrupted P,: The simulator for the signing phase works as follows:

1. Upon input (Sign,m, @, z2), simulator S sends (Sign, m, Q, x2) t0 Fyet-ecdsa and receives back a
signature (7, s) on message m.

2. S computes the point R from the signature (r, s), using the ECDSA verification procedure.

3. Let fo be the stored function from the Feygrr initialization phase with identifier sid (S has this
function and sid).

4. S computes ky = fo(H(m)), Re = k2 - G, and Ry = k; ' - R.

5. S invokes A with input (Sign, m, @, z1) and simulates functionality Feyrr sending (Eval,sid, 1,

H(m), Ry) to A, as the message from P; to Ps.

S receives (Eval,sid, 1, H(m)) from A as sent to FeyRre.

S receives (¢, ) from A as the message to be sent from P to Pj.

8. S verifies 7., and simulates P; aborting if it is not accepting (and instructs Fyet-ecdsa t0 1Ot
provide output to P;).

9. If 7. is accepting, then S instructs Fyetecdsa t0 provide output to P; and outputs whatever A
outputs.

N

In the Feyre-hybrid model, the message seen by P» in the simulation is identical to its view in the
real execution. Furthermore, there can only be a difference in the result (whether P; outputs a valid
signature (r, s) or aborts) if 7. is an accepting proof and yet ¢ was not generated correctly. This
contradicts the soundness of the zero-knowledge proof and thus occurs with negligible probability
only. This concludes the proof. O

Security under concurrent composition. The simulator in the proof is straight-line (no rewind-
ing) assuming straight-line simulation of the zero-knowledge proofs. As such, by [53], the protocol
is UC secure assuming “start synchronization” (meaning that all parties have their input before
the protocol begins).

Extensions. Probablistic signing can be achieved in the same way as for Schnorr, by providing
an additional nonce as input. We remark that if the same nonce is used, then the same signature
is obtained and there is no negative security ramification. As such, a timestamp or the like can
be used, and this should be sufficient. Regarding precomputation of the first message as discussed
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for Schnorr, for ECDSA this is more problematic since ECDSA itself has no proof in any standard
model. As such, it is not possible to justify (in a standard model) that ECDSA remains secure
when m can be chosen after r is known.

Two-round multiparty ECDSA. We leave the question of achieving two-round multiparty
ECDSA open. Our techniques can be used to remove a round of communication of commit-and-
open in generating R. However, existing protocols require more than two rounds irrespective of
this step (the protocol of [30] has only three rounds, but their first round requires additional steps
beyond just committing to R; values).

4.6 Verifiable and MPC-Friendly Hierarchical Key Derivation

BIP032/BIP044 [75,67] hierarchical-deterministic (HD) key derivation works by deriving multiple
keys from a single root secret, utilizing a tree structure. The method includes hardened derivation
and normal derivation. A hardened derivation takes a node’s private key and path information
and applies a pseudorandom function in order to derive a pseduorandom private key for the child
node. In contrast, a normal derivation is applied to a node’s public key and public path information
only. Normal derivations enable anyone to generate new addresses that can be used, given a public
key/address. In addition, it is possible to link different keys that have been normally derived from
a single key, and delegation on normally derived keys is not possible (since given the private key
of one normally derived key, it is possible to find the private key of all of its siblings in the tree).
In contrast, hardened derivations can only be computed by the private key owner, different keys
derived via hard derivation from a single node cannot be linked, and given the private key of a
hardened derived node it is not possible to find the private key of any of its siblings in the tree.

Although BIP032 prescribes a unified method for hardened and normal derivations, any pseudo-
random function can be used in its place, and this does not affect the public method used for normal
derivation. In this section, we propose a new paradigm for hardened derivations using an eVRF
instead of a standard pseudorandom function. Concretely, hardened derivation in BIP032/BIP044
works by applying SHA512 to a node’s private key and path information, and the output is used
as the child’s private key. (The exact details of how this is carried out is not important here, but
this is the basic idea.) Instead of using this method, we propose adding an eVRF private key to
the node of the tree, and deriving descendants in the tree by applying the eVRF to the path and
taking the result as the private key. Concretely, for a given path (say, determined as in BIP044),
we define the key associated with the node for that path by computing Eval(k, path) = (z,Q, ),
and take z to be the private key and Q to be the public key.'® This guarantees that all hardened
keys are pseudorandom, and cannot be linked. In addition, given any hardened derived key, it is
not possible to find any other hardened derived key (by uniqueness of the eVRF output), and so
hardened-derived keys can be delegated. This therefore makes it a suitable replacement to BIP032
derivation. We will now explain why this is advantageous, and what feature of BIP032 is lost. (We
stress that normal derivations remain unchanged. As such, this method is indistinguishable from
standard BIP032, since hardened-derived keys are indistinguishable from random in both methods.)

Before proceeding we remark that the use of HD wallets via BIP032/BIP044 is very popular
since it enables parties to backup one seed, and to derive many keys from that seed for different
purposes.

13 We stress that this is different to BIP032 where the input to SHA512 contains private data.
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Derivation verifiability. Standard BIP032 derivation does not provide any validation that a
public key in the tree has indeed been correctly derived from the initial seed. In contrast, by the
properties of an eVRF, the public key of any derived key can be provably validated (since the eVRF
outputs the public key and a proof, by definition). This can be useful in many settings. Consider
an institutional wallet, for example, where keys are derived and public keys provided externally
for deposit. The party transferring the funds to those addresses actually has no way of knowing
that they are correct, barring being “told so”. This opens the door to phishing and other attacks,
where parties are fooled into transferring funds to malicious addresses. However, using our eVRF
method, it suffices to generate a certificate on vk once and for all, and then any address derived
can be linked cryptographically to the issuing institution.

MPC-friendly derivation. Consider a Blockchain wallet that uses BIP032/ BIP044, while back-
ing up only the seed (almost all such wallets work this way). If one wishes to construct an MPC
wallet so that the user’s key is split between the user and an institution, then standard BIP032
derivation becomes very expensive. In particular, securely computing SHA512 operations using
techniques like garbled circuits is possible, but expensive (especially, over a low bandwidth com-
munication channel). In such cases, an eVRF based hardened derivation can be much more useful.
Specifically, each of the user device and server can generate an eVRF instance, backing them both
up, and then new keys can be derived by independently computing eVRF output; each party holds
its own share of the private key, and the public key is obtained by adding the public output in both
eVRF computations. This preserves the property that only the root eVRF keys need to be backed
up (since given them it is possible to derive all keys), and each party can work independently and
efficiently to derive a key that is additively shared between them. (Multiplicative sharing is possible
in the same way.)

Of course, the above method could be achieved by just applying any local pseudorandom func-
tion to the path, and having the parties announce the public result to the other (P; generates
x1 < PRF}, (path) and announces @1 < 71 - G, and likewise P»). However, a malicious P; could
just generate a random x; that is independent of ki, and this cannot be detected. Such behavior
would make the backup of k; useless, since the private key in this “derivation” cannot be obtained
from it. In order to prevent such behavior, we want P; and P, to each provide a zero-knowledge
proof that @)1 and Q2 are indeed generated correctly from the backed-up root keys. This ensures
that the address Q = @1+ Q2 can be used safely, since the private keys needed to derive them have
been backed up. An eVRF provides exactly this property.

Delegation of a sub-tree. We conclude by noting that our method does not support delegating
an entire subtree of hardened derivations. This is because the root key is needed to carry out any
hardened derivation, and revealing this would reveal all keys. As such, a hardened-derived key can
be delegated safely, but the party receiving that private key can only carry out normal derivations.
This is not a limitation in the way current wallets work, but this difference from the standard
BIP032 is worth noting.

5 An eVRF from Compatible Public-Key Encryption
In this section, we show how to construct an efficient eVRF from a compatible public-key encryp-

tion scheme. Compatible encryption schemes are defined in Section 5.1. The construction itself is
presented in Section 5.2. In Section 5.3, we show that some of the required properties hold (in
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particular, have efficient equality proofs) for any linearly homomorphic encryption scheme, and in
Section 5.4 we exploit that to give an efficient construction using the Paillier encryption scheme.

5.1 Compatible Encryption Schemes

Recall that a public-key encryption scheme & is a tuple of algorithms £ = (KGen, Enc, Dec),
where KGen(1%) — (sk, pk), Enc(pk, m) — ct, and Dec(sk, ct) — m or L. By convention, we assume
that the public key pk contains the description of the plaintext space, that the secret key sk contains
the corresponding public key pk, and that both contain the security parameter 1*. For ease of
notation we assume that the plaintext space is Z;, for some n € N. Let Ry be the randomness
domain used by Enc(pk, -), and let Cpk be the set of all valid ciphertexts associated with pk = (n, ),
namely

Cok = {Enc(pk, m;r) : meE Ly, rE€ Rpk}.

Our construction uses an encryption scheme that is compatible with the required eVRF domain
in the following sense.

Definition 5 (Compatible encryption schemes). Let {(X),G\)},cy be an ensemble of do-
mains and ranges for an eVRF, where each Gy is a finite cyclic group with generator Gy € Gy.
We say that a public key encryption scheme € = (KGen, Enc, Dec) is compatible if it satisfies the
following properties:

— Compatible domain: For all A € N, the plaintext space associated with every pk output by
KGen(1?) is Zig,|- That is, the plaintext space is the same as the group of eVRF exponents.

— Perfectly binding: The scheme £ has no decryption errors, meaning that Pr[Dec(sk, Enc(pk,
m)) = m] =1 for all (pk,sk) in the support of KGen(1*) and all m € Zyg,|- This implies that
& is a perfectly binding encryption scheme, that is, for every pk output by KGen(1}) and every
distinct m1,ma € Zig,|, the support of Enc(pk,m1) is disjoint from the support of Enc(pk,mz).

— Uniform ciphertexts: For every (sk,pk) output by KGen with corresponding plaintext space
Zig,|, if m is uniform in Zg,|, then Enc(pk, m) is statistically close to uniform in Cpx. Because €
is perfectly binding, this property is equivalent to the dual property we call uniform plaintexts,
which says that if c is uniform in Cpy, then Dec(sk,c) is statistically close to uniform in Zg, .

— Samplable ciphertexts: There is a set ensemble {Z)}\cy of samplable sets such that for
every A € N and every (sk, pk) output by KGen(1), it holds that Cok = Zx. While this property
simplifies the exposition, it does not always hold since in many public key encryption schemes
the set Cp is different for every pk output by KGen(1*). Our eVRFE construction works equally
well with a relaxed notion of samplable ciphertexts given in Definition 6.

— Proof of valid public key: There is a non-interactive zero-knowledge proof (Pyub, Vpub) for
the instance-witness relation Ry, defined as

Rous = {(pkisk) : (pk,sk) € Lpup} (3)

where Loy, s the set of all pairs (sk, pk) that can be output by KGen.

31



— Proof of equality: There is a non-interactive zero-knowledge proof system (Peq, Veq) for the
instance-witness relation Req defined as

Y € G)\, Yy e Z|GA|7 (pk,Sk) S ﬁpub } (4)

Regi= { (kv (o) TSP VEHe B €

We will construct a public key system with an efficient proof system for the relation Req in Sec-
tion 5.3. As discussed in Section 3, the proof system is constructed via the Fiat-Shamir transform
using an additional and independent random oracle H’. For the remainder of this section, we denote
by H’ the required corresponding function ensemble, as defined by the Fiat-Shamir transform, from
which H’ is sampled.

5.2 The Basic eVRF Construction

We now present the eVRF from a compatible public-key encryption scheme.

Construction 13 (eVRF from compatible encryption) Let {(X),G))} oy be a domain-range
ensemble where each Gy is a finite cyclic group with generator Gy € Gy. Let £ := (KGen, Enc, Dec)
be a compatible public key encryption scheme with ciphertext space {Z)},oy. The eVRF de-
rived from & using a function ensemble H = {FunsXA7Z)\})\€N7 and a non-interactive proof system
(Pog, Veq) for Req with a Fiat-Shamir function ensemble H', is defined for every A € N and hash
functions H € H and H' € H' as follows:

— KGeneVRF(lA): output (sk, pk) <$ KGen(lA). /| then Cpc = Z5 by the samplable ciphertexts property.
— Eval™H(sk, z):

1. Let ct < H(x) € Cpk, y < Dec(sk, ct) € Zig,|, Y «y-Gr€Gy.

2. Let m<$ Pe'jl/(pk, Y, ct, sk, y).

3. Output (y,Y, ).
- VerifyH’H/(pk,:L‘jY, m): Let ct < H(z) and output Veﬂ/(pk,Y, ct, 77).

Theorem 14. Let {(X\,G))} oy be an ensemble of domains and ranges for an eVRFE, where each
Gy is a finite cyclic group with generator Gy € Gy. Suppose that € is a compatible and semantically
secure public key encryption scheme, and has ciphertexst space {Z)},cy. Then Construction 13 is
a secure eVRF (as in Definition 3) with respect to the domain-range ensemble {(Xx,G))} ey and
function ensembles H and H'.

Proof. We argue that the four eVRF properties hold:
— Correctness: Holds by construction.

— Verifiability: This follows directly from the soundness of the proof system (Pg,%gl), where

H’ <—sH’, and the binding property of £. Fix pk, H, and z € X. By the binding property there
is a unique (y,7) € Zg,| X Rpk such that Enc(pk, y;r) = H(z). Then the soundness of (Pe"g, Veg/)
implies that the probability of efficiently finding a pair (Y, ) with Y’ # y - G, that makes the

verifier accept is negligible.
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Simulatability: The simulator Sim™ (pk, z, Y") works as follows: (1) compute ct < H(z), (2) sam-
ple a proof 7 for the Req statement (pk, Y, ct) using the zero-knowledge simulator for the proof
system (Pe'jl/, Ve';/), and (3) output (Y, 7). Note that the zero-knowledge simulator programs the
random oracle H', and the simulator Sim uses this programming for responding to queries to

the oracle H'.

It remains to prove the pseudorandomness property. We show that this follows from the semantic
security of £ and its uniform ciphertext property from Definition 5. Let A be a distinguisher as in
(1). We define the following sequence of hybrid distributions.

Game 0: This game is the left hand side of (1). Recall that during the game A can query two
oracles: a random oracle H : X\ — Z, and an eVRF evaluation oracle Evaly(sk,-) : X\ — VAN
defined as Evaly(sk, z) := Dec(sk, H(x)).

Game 1: We replace the random oracle H : X\ — Z, in (1) with an oracle that responds to
a query for an z € X by sampling a random y, <$Zg,| and returning H(z) := Enc(pk, y.).
The oracle responds consistently to repeated queries for the same x. By the uniform ciphertext
property of £ from Definition 5, this Game 1 is statistically indistinguishable from Game 0.

Game 2: We replace the eVRF evaluation oracle in Game 1 with an oracle that responds to a
query for an x € X with y, € Zg,|, where y, was sampled in response to a query for H(z).
Since & is perfectly binding, A’s view is identical in Games 1 and 2. Note that in Game 2 the
secret key sk is never used.

Game 3: We replace the eVRF evaluation oracle in Game 2 with an oracle that responds to a
query for an z € X) by sampling y, <$ Zig,| and responding with Evali(z) := yr. The oracle
responds consistently to repeated queries for the same z. Observe that the answer to Eval;(x)
is independent of the answer to H(z). We will argue that Game 3 is indistinguishable from
Game 2 by the semantic security property of £.

Game 4: This game is the right hand side of (1). The only difference from Game 3 is that
H: X\ — Z), is once again computed by a random function. This Game 4 is statistically indis-
tinguishable from Game 8 by, once again, the uniform ciphertext property of £.

It now follows that Game 0 is indistinguishable from Game 4 as required.

It remains to argue that Games 2 and 3 are indistinguishable. Suppose that adversary A can

distinguish these games while making at most () random oracle queries. We construct an adversary B
that breaks semantic security of £. It is convenient to use a semantic security game where B can
request up to @ encryption challenges. This game is equivalent to the standard semantic security
game [12, Thm 11.1]. The semantic security challenger is initialized with 1* and a bit b € {0,1} and
then runs (sk, pk) <—$ KGenpai(1%). Now B(1%, pk) runs A(1*) and responds to its queries as follows:

whenever A issues a random oracle query for some H(z) our B does:
(1) 92,y s 2,

(2) issue an encryption query (yg(ﬁo), yg(cl)) to its semantic security challenger

and the challenger responds with ct, <— Enc(pk, yg([;b))

(3) B sends ct, back to A, meaning that H(z) := ct,

whenever A issues an eVRF evaluation query for some x € X our B responds with yéo).

eventually A outputs a bit &' € {0,1} and B outputs the same b'.
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Observe that when b = 0 our B emulates a Game 2 challenger to A. When b = 1 our B emulates
a Game 3 challenger to A. Therefore, B guesses its challenger’s bit b with the same advantage
that A distinguishes Game 2 from Game 3. Hence, since £ is semantically secure, the two games
are indistinguishable. This completes the proof of the theorem. O

5.2.1 A relaxed samplable ciphertext property.

Recall that our eVRF in Construction 13 assumed the samplable ciphertext property in Definition 5,
which says that the ciphertext space Cpy is the same for all pk generated by KGen( 1). This property
does not hold for cryptosystems where Cpy is a different set for every pk. However, this is not a
problem because Construction 13 can easily be adapted to work with the following relaxed samplable
ciphertexts property.

Definition 6. A public key encryption scheme €& = (KGen, Enc, Dec) satisfies the relared sam-
plable ciphertexts property, if there a set ensemble { 2\ } o and a pair of algorithms I(pk,z) — ct
and I71(pk, ct) — z, where I is deterministic poly-time and I~' is a PPT. For every \ and every
(sk, pk) output by KGen(1*) these algorithms must satisfy

— if z is uniform in Zy then I(pk,z) is statistically close to uniform on Co;

— if ¢ is uniform in Cpx then I-1(pk,c) is statistically close to uniform on Zy;

— for all ¢ € Cyk, the condition I(pk,I~1(pk,c)) = ¢ holds with overwhelming probability.

Now, in Construction 13 we can replace all occurrences of H(x) with I (pk7 H(a:)), which outputs
an element in Cpy, as required for the construction to work. The algorithm I ~1is only used in the
security proof: we replace every response ct to a random oracle query in the proof of Theorem 14
with 1= (pk, ct).

5.3 Public Key Encryption Scheme with Efficient Equality Proofs

It remains to construct a public key encryption scheme that has relaxed samplable ciphertexts
and satisfies the other compatibility properties from Definition 5. The main challenge is to build
an efficient NIZK for the relation Req from (4). Such a NIZK exists for a linearly homomorphic
encryption scheme.

Recall that a linearly homomorphic encryption scheme is a public-key encryption scheme
&€ = (KGen, Enc, Dec), where the plaintext space is Z,, for some n, and there is a fourth algorithm
called Eval that is invoked as Eval(cty, cto,a1,a2) — ct. The Eval algorithm takes as input two
ciphertext cty, cty € Cpk, and two scalars ai,as € Z, and outputs a ciphertext ct, such that if
Dec(sk, ct;) = mq and Dec(sk, ct2) = ma, where my, mg € Z,, then Dec(sk, ct) = aymi +asms € Z,.
It will be convenient to use the notation ct < ay - ¢ty + ag - cty to mean ct < Eval(cty, cte, a1, az).

For a linearly homomorphic encryption scheme £ there is an efficient Chaum-Pedersen [25] style
honest verifier zero-knowledge interactive proof system for the relation Req from (4). Recall that
the Chaum-Pedersen protocol proves in zero knowledge that a tuple (P, aG, @, Q) € Gi satisfies
« = 3. We use the fact that the protocol similarly applies when the group elements are replaced with
linearly homomorphic ciphertexts. For completeness, we describe the proof system in Appendix A.
The proof system is public coin and is made non-interactive for our usage using the Fiat-Shamir
transform.

Instantiating the linearly homomorphic encryption scheme. The next question is how to
instantiate the linearly homomorphic encryption scheme with a compatible encryption scheme (as
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in Definition 5) that supports the relaxed samplable ciphertexts property. There are many linearly
homomorphic encryption systems to choose from, such as [7,61,65,66,27,36,21,46,22] to name a few.
The two that are most relevant to us are the Paillier encryption scheme [66] and the scheme of
Castagnos and Laguillaumie [22]. However, neither one satisfies all the compatibility properties
that we need.

— Paillier encryption satisfies all the compatibility requirements in Definition 5 except one: the
plaintext domain is a large modulus that is a product of two large primes. For Construction 13
we need the plaintext domain to be the same as the domain of the eVRF (the compatible
domain property in Definition 5).

— The Castagnos-Laguillaumie encryption scheme [22] has the required plaintext domain, but the
ciphertext space is sparse in its ambient space. As a result we cannot map a random oracle
output in Z) to a uniform ciphertext in the set Cyi of valid ciphertexts, using a reversible map.
More precisely, we do not know how to construct algorithms (I, 1~!) as needed for the relaxed
samplable ciphertexts property (Definition 6).

Nevertheless, we show in Section 5.4 that by slightly tweaking Construction 13 we can make it work
with Paillier encryption. First, let us show that Paillier satisfies the relaxed samplable ciphertexts
property from Definition 6. Recall that the plaintext domain associated with a Paillier public key
(pk, sk) < KGen(1?) is Z, for some integer n, and the ciphertext space is Cpk := Zy2. Moreover n
is in the set [2722, 274] for some universal constant v € N. To show that Paillier has the relaxed
samplable ciphertexts property, let us set Zy := {0,..., B}, where B := 2(7*DA Then B > 2'n?
and we can define

— Loa(pk, 2) = (2 mod n?) for z € Z,, and

— I (pk,c) =v-n*+cfor c € Z,2 and v ¢ [0, | B/n?]].

It is not difficult to see that these functions satisfy the properties needed for the relaxed samplable
ciphertexts property. We will argue this more precisely in the next section.

5.4 An Instantiation Using Paillier Encryption

In this section we adapt Construction 13 to use Paillier encryption, despite the fact that the
plaintext domain of Paillier is different from the exponent group of the eVREF.

As usual, let {(X),G))},cy be a domain and a range for an eVRF with security parameter .
Here G is a cyclic group of prime order ¢ with generator G\ € Gy. Let Eya = (KGenpai, Enc, Dec,
Eval) be the Paillier linearly homomorphic encryption scheme, and let pk be a Paillier public key
generated by KGenpal(lA). We use Z,, to denote the plaintext domain associated with pk, and we
will use the fact that n is much larger than ¢. The Paillier ciphertext space Cpi associated with
pk is the set Cpk := Z,2. Strictly speaking, Paillier ciphertexts are in Z,, but we will adopt the
convention that all ciphertexts in Z,» that are outside of Z, decrypt to 0.

The eVRF derived from Paillier is the same as Construction 13, except that we reduce the
decryption of ¢t <— H(xz) modulo ¢ and use the resulting value as the eVRF exponent. To do so we
make a small, but important, modification to the relation Req from (4). Define the relation R, as

(5)

YeGy yel0,g—1], (pk sk) € Lou,
Y =y-G), Dec(sk,ct)=y

Req = {((pk,Y, ct) ; (sk,y))
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The difference from (4) is that now y is an integer and the equality Dec(sk, ct) = y is interpreted
as an equality of two integers in the set [0,n — 1], whereas in (4) this was an equality of elements
in Zg, |- A proof system for qu proves that the discrete log of Y base G, as an integer in [0, ¢ — 1],
is equal to the decryption of ct, as an integer in [0,n — 1]. This problem is closely related to the
problem of proving equality of discrete log across two finite cyclic groups of different sizes, one
has order g and the other has order n. Protocols for this task were proposed by Camenisch and
Lysyanskaya [17], by Agrawal, Ganesh, and Mohassel [1] using bit decomposition, and by Chase,
Orru, Perrin, and Zaverucha [24] using range proofs and rejection sampling. In Appendix B we
adapt these techniques to give a proof system for qu.

Using a proof system for R, (with a Fiat-Shamir function ensemble 7’ as above) we obtain the

following concrete construction. We use the set ensemble {Z,} and functions (/pal, Ipfa%) defined at
the end of Section 5.3.

Construction 15 (Paillier based eVRF) The eVRF derived from Paillier using a non-
interactive proof system (Peq, Veq) for Rey in (5) with a Fiat-Shamir function ensemble H', and a
hash function ensemble H = {Funsx, z, } oy, is defined for every A\ € N and hash functions H € H
and H' € H' as:

— KGen,yrr(17): Sample (sk, pk) < KGenpai (1) and output (sk, pk).
— Eval™H’ (sk,x): Let q :== |G| and let Z,, be the plaintext space of pk.
. Let ct + (H(x) mod n?) and o < Dec(sk, ct) € [0,n — 1].
. Let y < amod q and w < |o/q] € [0,|n/q]] / remainder and quotient mod q.

. Let m<s$ Pe"('l/(pk, Y, cty,sk,y) / proof that Dec(sk, cty) = y.

1
2
3. Let cty + ct— Enc(pk,w-¢;0), Y +y-Grx€Gy J ctyis an encryption of y.
4
5. Output (y,Y, (w,ﬂ)).

- VerifyH’H/(pk, z,Y, (w,ﬂ')): Let ct < H(z) mod n?,  ct, < ct — Enc(pk,w - ¢;0),
accept if 0 < w < |n/q| and Ve'jl/(pk,Y, cty,7r).

Note that the evaluation algorithm outputs the quotient w in the clear as part of the evaluation
proof. It can do that without compromising the secret y because w is almost independent of y
whenever n is sufficiently larger than ¢. We show this more precisely in the proof of the following
theorem. We assume without loss of generality that the n associated with every pk output by
KGen(1%) is in the set [|Gy|- 2%, 27*], for some universal constant v > 1.

Theorem 16. Suppose that the Paillier scheme is semantically secure, that KGenpal(lA) outputs
public keys for which the plaintext space has size in the range [|G,\] 2N 2’7/\] for some universal
constant v > 1, and that (Peq, Veq) is a non-interactive zero-knowledge proof system for qu with
a Fiat-Shamir function ensemble H'. Then Construction 15 is a secure eVRFE with respect to the
domain-range ensemble {(Xx,Gx)} oy and function ensembles H = {Funsx, z,}, and H', where
Zy 1= [0,27+DA],

Proof. In the following, we fix the security parameter A and set ¢ := |G,|. By assumption, if (pk, sk)

is in the support of KGen(1*) and Z, is the plaintext domain associated with pk, then n € [2%¢, 27]
for some universal constant v € N. Set B := 227tDX g0 that B > 2*n2. Then H is a hash function
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H: X\ — [0, B]. Because B > 2*n? we know that if z is uniform in [0, B] then ct + (z mod n?) is
statistically close to uniform over Z,z.

We argue that the four eVRF properties hold: correctness, verifiability, simulatability, and pseudo-
randomness.

Correctness. Holds by construction, as long as the adversary cannot find an x € X) such that
(H(x) mod n?) is outside of Z*,. But this follows immediately from the sparseness of this set and
the fact that H : X\ — [0, B] is a random function.

Verifiability. Fix pk, H, and © € X). Let ct < (H(x) mod n?). By the perfect binding property
of Epa1 there is a unique (o, 7) € [0,n — 1] X Ry such that ¢t = Enc(pk, o; 7). Moreover, there is
a unique quotient 0 < w < |n/q| such that y < o — w - ¢ is in the set [0,q — 1]. Suppose that
the adversary could find a triple (Y, w’, 7) such that Y’ # y - G, but VerifyH’H,(pk,x, Y, (w', 7))
accepts. We know that 0 <w’ < |n/q]. Set ct; < ct — Enc(pk,w’ - ¢;0). Then there are two cases.

e First, if w = w’ then ct), is an encryption of y € [0,q — 1]. But since Y’ # y - G, the tuple
(pk,Y”, cty, ) violates the soundness of (Pe'j]/, Ve';/) where H «+s#'.
e Second, if w # w' then ct} is an encryption of y' ¢ [0,q — 1]. But then again (pk,Y’, ct,, )

violates the soundness of (Pet;', Veg') where H' s H'.

Simulatability. Consider the following simulator SimH (pk, z,Y) that outputs (Y, (w,)) (when re-
sponding to queries to the oracle Oy as defined in (2)) that works as follows:
1: ct+ (H(z) mod n?)

2: w<$ [O, {%H // sample a uniform quotient w

3: cty « ct— Enc(pk,w - ¢;0)
4: Sample a simulated proof 7 for the Ry, statement (pk,Y, ct,)

using the zero knowledge simulator for the proof system PH/7 vH by programming H’ as needed
eq eq
5: Output (Y, (w,w)).

In addition, the simulator relies on its programming of H’' for simulating it accordingly when
responding to queries to the oracle O; as defined in (2).

To argue that this is a valid simulator, fix (x, pk, sk) and choose a uniform random oracle H. Next,
define a hybrid (inefficient) simulator Sim{(pk, z,Y,sk) that is the same as Sim"(pk, z,Y") except
that we replace Line 2 of Sim with the following:

2 w4 LDeC(Sk, ct)/qJ /| compute the correct quotient w

First, we show that there is no PPT distinguisher Dg' ’OS"“(')(pk) as in Eq. (2) of Definition 2
that can distinguish an oracle Og;m(z) = SimH(pk,:c, EvaIQH(sk,x)) from an oracle Ogiy(z) =
Simf (pk, z, EvaIQH(sk,x),sk). Here, recall that Eval%(sk,z) runs Eval™™™' (sk, z) to get (v,Y, (w,))
and outputs only Y.

Let Dg' ’OS"“(')(pk) be such a distinguisher. We construct an adversary By that breaks semantic

security of £,4 with about the same advantage as Dy’s distinguishing advantage. This By is given

pk as input. It runs Dg‘ Osim () (pk) and responds to its oracle queries as follows:
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whenever Dy issues a query for H(z) do:
(1) sample wz 0, wa,1 +$ [0, [(n —1)/q]]
(2) sample y <-$[0,¢g — 1] and set Y <y - G
(3) set ap :=wz,0-q+yand a1 :=wz1-q+y / both are close to uniform in [0,n — 1]
(4) By asks its semantic security challenger to encrypt ap or aq,
gets back ct, <$ Enc(pk, as) for some b € {0,1}
(5) return z, = I__j(pk, ct;) to Do meaning that H(z) := 2,
whenever Dy issues a query for Osim(z) do:
(1) cty < ctz — Enc(pk,wz,0-q;0) / ctz,wz,0,Ys were generated during a query for H(z)
(2) sample a simulated proof 7 for the R;, statement (pk, Yz, cty)
(3) return (Yz, (we,0,7)) to Do
eventually Dy outputs a bit b’ € {0,1} and By outputs the same b’

Observe that when b = 1 then By is simulating an oracle Os;,, = Sim. When b = 0 then By is
simulating an oracle Os;y, = Simg. Therefore, By’s advantage in breaking semantic security of £,a
is the same as Dy’s advantage in distinguishing the two oracles. Hence, if £, is semantically secure,
then the two oracles are indistinguishable.

Second, suppose that an adversary le ’O(')(pk) could distinguish an oracle O(z) for the function
Simf (pk, z, Evalt(sk, z), sk) from an oracle O(z) for Evalt(sk, ). The only difference between these
two oracles is that Simg outputs a simulated proof instead of a real proof. Hence, if D; had non-
negligible advantage, then it would break the ZK simulator of (Peq, Voq). Since the ZK simulator of
(Peqs Veq) is a valid simulator, it follows that an oracle for Simg is indistinguishable from an oracle
for Sim.

Putting these two steps together, we obtain that no PPT oracle-aided distinguisher can distinguish
the oracle Ogjm(z) := Sim" (pk, z, Evalg'(sk,:c)) from the oracle Prove"™ (sk, z) (when Sim also
simulates H" accordingly for the O;-queries), as required by Eq. (2) of Definition 2. This completes
the proof of simulatability.

Pseudorandomness. The proof from Theorem 14 carries over with only minor changes. The only
difference is that we replace every response ct to a random oracle query with I;all(pk, ct). Similarly,
responses to evaluation queries are first reduced modulo q.

This completes the proof of the theorem. O

Knowledge of secret key. Uplifting the security of the scheme from a game-based one (Defini-
tion 3) to realizing the ideal functionality (Definition 4), requires a ZK-POK proof for the relation
Rpub from (3). Since the Paillier secret key is easy to deduce from the factors of the public key, one
can use the ZK-POK proof from [20, Section 6.3.1].

6 A DDH-Based eVRF

In this section we show how to construct an eVRF from the classic DDH-based PRF when combined
with a specifically-tailored argument system for proving that the latter PRF is computed correctly
“in the exponent”. We present two instantiations of the argument system, a direct instantiation
that is simple to implement, and a more efficient instantiation that may be a bit more challenging
to implement. Here, we present our eVRF construction together with an overview of the two
instantiations of the argument system, and in Appendix C we provide the full-fledged description
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and formal security analysis of our direct instantiation. A variant of the eVRF presented in this
section was used implicitly in MuSig-DN [63,64], but the construction here is simpler and more
efficient. We first review the classic DDH-based PRF.

The DDH-based PRF. This PRF Fjpy = (KGen, Eval) is defined with respect to domain-range
ensemble (X, G), where X = {X)},en is a set ensemble and G = {(G,, G, $))}ren 1S a group
ensemble (as defined in Section 3.1). In addition, the PRF uses a function ensemble H = {H )} ren,
where H) consists of functions Hy : X\ — G, for every A € N, and works as follows:

— KGen(1*) — k: output k 8 Zg()-
— Eval™(k,2) = y: for x € Xy output y < k- Hy(z) € G,.

Naor, Pinkas, and Reingold [62] showed that Fypy is a secure PRF whenever DDH holds in the
group ensemble G, and H} is sampled uniformly from Funsy, g, (that is, Hy is modeled as a random
oracle). Papadopoulos et al. [68] observe that this PRF can be made into a VRF by publishing
vk := k - G, and attaching to every evaluation y < EvaIH*(k’, x) a non-interactive zero-knowledge
proof 7 that (G)\, vk, Hy(2), y) is a DDH tuple.

To simplify the notation when there is no confusion, we will drop the index A and simply refer
to the group Gy as G. We use s to denote its order and G its generator.

We construct an eVRF by embedding the output of the DDH PRF “in the exponent” of another
group. To do so, we will need an explicit representation of the group G as an elliptic curve group.
Such groups are parameterized by a prime field F,, where ¢ = ¢()), along with two scalars a, b € F,.
The group is the set of all pairs (x,y) € Fg such that y? = z3 + ax + b, along with the point at
infinity which serves as the identity element in G. The group operation is defined using the chord-
and-tangent rule [12, Ch.15].

Since we embed the group G in the exponent of another group, it is convenient to introduce the
following notion of a group-pair ensemble.

Definition 7. We say that (Gr,Gs) is group-pair ensemble if the following two requirements
hold:

— Gt = {(G1,Gr ), q\) bren and Gs = {(Gs x, Gs,x, 5)) faen are group ensembles (as defined in
Section 3.1). We refer to Gt \ as the target group and to Gg ) as the source group, and we
let G§ \, = Gsa \ {0} for every A € N.

— For every A € N the group Gs y is a group of points of an elliptic curve defined over the field

Fq,, where qy is the order of G\ (in particular, the elements of G§  are represented as pairs
m ng so that Gg’)\ C ng)‘

Definition 8. We say that the co-DDH problem is hard with respect to a group-pair ensemble

(Gt,Gs), where Gr = {(Grx, GT ., q\) haen and Gs = {(Gs x, Gs x, sa) haen, if for any probabilistic
polynomial-time non-uniform algorithm D there exists a negligible function v(-) such that

Pr [D (1&/6 G, Xsa, k XS,A> - 1] —Pr [D (1&/@ : GTA,XSA,YS,Q — 1” <v())

for all X € N, where the probability is taken over the choice of Xg x,Ys ) < GE,A and k + [26F1 1],
for £y = |logymin{syx, qx}] — 1, and over the internal randomness of D.
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Note that our formulation of the co-DDH problem considers k « [2A*! — 1] | where our choice
of ¢ is based on the fact that we require a range proof (which can be efficiently realized using the
bit-representation of k as a witness when k € {0, 1}/+1).

In the remainder of this section, to simplify the notation we will often drop the index A. Ad-
ditionally, we use G = (Gr,,...,Gr,) to denote a vector of n generators in G, and for a vector
x € Fy we write

(¢, G) =21 -Gry+ -+ 2y Gr, € Gr.

In our eVRF construction, we will use the source group, Gg, for the range of the DDH PRF. We
will use the target group, G, to hide the PRF output “in the exponent” of an element in Gr. To
do so, we need an explicit representation of elements in Ggs. Requiring that Gg is an elliptic curve
group is sufficient.

The challenge is to design a proof system that proves that the DDH PRF was evaluated correctly,
despite being given the output of the PRF in the exponent. Towards this goal, we will make use of
the following instance-witness relation Reppu

RebDH = {((Q,X,Y) : k;)} C (Gr x G x Gr) x 271 — 1] where
(1) Q =k- GT,17 (6)
(2) Y:'I‘P.GT,Q fOTP: (xp7yp) ::k'X EG: gFg.

Looking ahead, ) will be part of the eVRF verification key, X € G will be computed as X <«
H(z, @), where x is the point where the DDH PRF is being evaluated, and Y € Gy will be the DDH
PRF output presented in the exponent of G ,. Here we are treating G'r, and G, as generators of
G that are part of the description of the group Gr. As usual, we let £L(Reppn) denote the language
of all triples (Q,X,Y) for which there is a witness k € [2¢71 — 1] such that Reppu ((Q, X,Y); k)
holds.

The basic DDH eVRF. We can now present our eVRF. The construction uses a non-interactive
zero-knowledge argument system (P, V) for the relation Reppp from (6). As discussed above, we
will present two instantiations for the argument system. As we explain below, the range of this
eVRF is only about half of Gr. In Section 6.1 we enhance this eVRF so that its range is the full
group Gr.

Construction 17 (The basic DDH-based eVRF) Let (Gs,Gr) be a group pair where s is the
size of Gs and q is the size of Gy, and let £ = |logomin{s,q}| — 1. Let Gy, Gr, be two generators
of Gp. Let H be a function H : X x Gy — G, where G} := Gg \ {0}. The DDH eVRF with
domain X and range Gy is defined as follows:

— KGen"(1%): sample k<s 21 — 1] and set Q < k- Gr,. Output (sk,vk), where sk := k and
vk == Q.
— Eval'(k,z): forz € X, let Q « k-Gr,, X « H(z,Q) €GE, and P+ k- X € G,

WithP:(xp,yp)gFi set y«—xzp€Fy and Y <y -Gr, € Gr.

Next, run the prover P for Reppm to construct a proof w that the tuple (Q,X, Y) is in the
language L(Reppr) from (6). Output (y,Y, ). Recall that Evalt(k, z) is the same as algorithm
Eval'(k,z) but only outputs y € F,.
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— VerifyH (vk, 2, Y, m): for vk = Q, the algorithm accepts if 7 is a valid proof that (Q,H(x,Q),Y)
15 1N E(ReDDH)-

At the heart of this eVRF construction is the non-interactive zero-knowledge proof for the rela-
tion Reppu. Before we develop our two instantiations for this proof system, let us first briefly argue
that the eVRF is secure when H : X x Gy — Gf is modeled as a random oracle. As discussed
in Section 3.1, the argument system for the relation Reppn requires an additional random oracle
H’ for the Fiat-Shamir transform. However, since we provide a full-fledged description and formal
security analysis in Appendix C, for simplifying the presentation here we do not explicitly account
for the additional random oracle.

First, however, note that algorithm Evalt'(k,z) in Construction 17 outputs the z-coordinate of
a point P in Gf. Let § C IF, be the set of all z-coordinates of points in G%. Then the size of S is
about half the size of IF,. Consequently, the range of the basic DDH eVRF is about half of G1. The
following theorem shows that it is a secure eVRF with respect to this subset S. In Section 6.1 we
enhance this basic eVRF so that its range is the full group Gr.

Theorem 18 (subset eVRF security). Let (Gs,Gr) be a group pair where co-DDH holds. Let
(P,V) be a non-interactive zero-knowledge argument system for the relation Reppm from (6). Let
Gs be an elliptic curve group defined over Fy, and let S C F, be the set of all x-coordinates of points
in G. Then the eVRF in Construction 17 is a subset secure e VRF (as in Definition 2) with respect
to the domain/range (X,Gy), subset S, and function ensemble Funsx«G G-

Proof. Correctness holds by construction. Pseudorandomness follows from the fact that the DDH
PRF is a secure PRF when co-DDH holds in the group pair (Gs, Gr) and H is sampled at random
from Funsy Gy Therefore, the x-coordinate of the output of the DDH PRF is pseudorandom
over the subset S C F,;. The co-DDH assumption ensures that pseudorandomness holds even when
the adversary is given vk. Verifiability as a VRF follows from the soundness of the proof system
for Reppu. Simulatability as a VRF follows from the zero knowledge property of the proof system
for RepDH- O

Looking ahead, soundness of our proof system for Reppy, presented in the following sections,
relies on the hardness of discrete log in G and the knowledge soundness of the proof system for
Radlog- It also relies on Gt ;, Gr, being random generators of G so that there is no known discrete
log relation between them.

Practical considerations. For the applications to ECDSA discuss in Section 4, the target group
G+ needs to be the standard group of points on the elliptic curve Secp256k1. This curve is defined
by the elliptic curve equation y? = 2® 4+ 7 in F,, for a specific prime p. This curve has ¢ point in F,,
for some prime ¢ < p. Remarkably, for such curves, a theorem due to Silverman and Stange [74,
Cor. 22], shows that the same curve y? = 23 + 7, but this time defined over F,, has prime order p.
Therefore, we can take as our source group Gg the curve y? = 23 + 7 defined over Fy, that has p
points. Alternatively, we can choose as Ggs a random prime-order elliptic curve defined over F,.

6.1 The Full DDH eVRF

The output of the eVRF in Construction 17 is restricted to about half the group Gr. In particular,
the output of Evalll"(k, x) is only pseudorandom over half of F,, namely the set S of z-coordinates
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of points in G%. While this is fine for our distributed key generation application in Section 4.1, it
is insufficient for the threshold Schnorr protocol in Section 4.4 where the generated nonce must be
uniform over all of .

In this section we show how to enhance the basic DDH eVRF so that the output of Evalt!(k, x)
is pseudorandom over all of IF,. There are two ways to do it. The MuSig-DN [63,64] scheme does
so by working with a product of the elliptic curve Gf and its twist. This ensures that the final
x-coordinate is distributed over all of IF,, but at the cost of making the intermediate elliptic curve
points constructed in the proof for Reppn live in a quadratic extension of [Fy.

Instead, to avoid working in a quadratic extension, we simply evaluate the basic DDH PRF
twice, and extract entropy from the two z-coordinates of the resulting points. That is, we use two
independent hash functions Hy, Hy : & x Gy — G and define the PRF value as

Eval'(k,2) := ext(x1,72) where k- Hi(z,Q) = (z1,41) and k - Ho(z, Q) = (22,2).

Here ext : Fg — F, is an entropy extraction map that takes as input two elements, each uniformly
distributed in S, and outputs a statistically close to uniform element in F,. One can treat x; and
T9 as two independent samples from a biased source, and construct ezt as a deterministic 2-source
extractor [14]. However, the resulting extractors are not strong enough to ensure that the output
is statistically close to uniform in F, without additional assumptions on the structure of S.

Instead, we construct ezt as a simple randomized extractor using the leftover hash lemma [45].
First, let us review the lemma. For a random variable r distributed in a finite set R, we define
the guessing probability of r as max.cr Pr[r = z]. In addition, a function ezt : K x R — F,
is said to be a universal hash if Prj, gx[ezt(k,z) = est(k,2’)] < 1/q for all distinct z,z' € R.
Finally, the statistical distance between two distributions P; and Py defined over R is defined
as A= 13 _|Pi(z) — Pa(z)|. Then A € [0,1].

Lemma 1 (Leftover Hash Lemma [45]). Let ext : K x R — Fy be a universal hash. Let
K,ri,...,ry, be mutually independent random variables, where k is uniformly distributed over K, and

each r; is distributed over R with guessing probability at most v. Let A be the statistical distance
between ((k, ext(k,r), ..., ext(k,ry)) and the uniform distribution on K x R™. Then

AS% v q O

In our setting, we have R := F, x F, and each random variable r; is a pair (z1,z2) uniformly
distributed over § x § C R. Moreover, since the number of points in G{ is at least ¢ — 2,/q, we
know that |S| > (¢ — 2,/q)/2. Therefore, the guessing probability of r; is

v=1/|SP” <4/(q - 2yq)* = 4/q(\/q - 2)?
We will use a hash function ext : F, x Fg — F defined as
ext(k', (z1,22)) =k - 21 + 2.

It is not difficult to show that this hash function is a universal hash. Then by the leftover hash
lemma, if (z1,22) is uniform in S x S and £’ is uniform in F, then (K, k'z1 + x2) is statistically
close to uniform over IFg with statistical distance

A<057g<1/(Va—2) (7)
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which is negligible in the security parameter. If we extract from m samples, then the statistical
distance increases by at most a factor of m. Therefore, if m is polynomial in the security parameter,
then the statistical distance to uniform of all the samples remains negligible.

In our construction, the universal hash key &’ will be sampled by the KGen algorithm and
become a part of the eVRF verification key vk. In addition, the relation Reppg from (6) is replaced
by the following two-time relation

Ripph = {((ka/7X17X27Y) ; k‘))} C (Gr x Fy x G2 x Gy) x 271 — 1]  where

(1) Q :k‘GT,u (8)
(2) Y=y -Gy, fory:=Fk. xp, +xp, € Fy where
P = (afplvypl) =k-X; and P, = (33P27yp2) =k Xo.

Here Py, P> € G} are the two evaluations of the DDH PRF, and y :== k' - p, +p, is leftover hash
extractor applied to the z-coordinates of P; and P». Looking ahead, the proof system for RZDDH
works the same as the proof system for Repppn presented in the following sections, but contains
twice as many R1CS constraints: one set of constraints to prove that xp, is computed correctly and
another to prove zp,. There is one more constraint to prove that y = k" - p + zp,. The resulting
construction for a DDH eVRF is as follows.

Construction 19 (The full DDH-based eVRF) Let (Gs,Gr) be a group pair where s is the
size of Gg and q is the size of Gy, and let ¢ = |logymin{s,q}| — 1. Let Gr,, Gy, be two generators
of Gr. Let Hi,Hg be two functions Hi,Hs : X x Gy — G¥, where G := Gg \ {0}. The full DDH
e VRF with domain X and range G is defined as follows:

— KGen(1*): Sample k s [271 — 1] and set Q < k- Gy,. Sample k' +sF,. Set vk := (Q, k) and
sk := (k, k"), and output the pair (sk,vk).

— Eval™ P2 (B, k'), 2): for v € X, let Q + k- Gy, P <+ k-Hi(z,Q) and Py + k- Ha(2,Q) so
that Py, Py € G2,

With Py = (xp,,Yp,) and Py = (xp,,yp,) both in Fg
set yek’-xpl—i—:va €lFy and Y <y -Gr, € Gr.

Run the prover P for R?ppy to construct a proof w that the tuple (Q, kK Hi(z,Q),Ha(x, Q),Y)
is in the language of the relation R2ppy from (8). Output (y,Y, 7).

— VerifyHtM2 (vk, 2, Y, 7): for vk = (Q, k'), the algorithm accepts if 7 is a valid proof that (Q, k',
Hi(z,Q),Ha(z,Q),Y) is in the language of the relation R2p .

Recall that soundness of our proof system for RgDDH relies on the hardness of discrete log in G
and that Gr,, Gy, are random generators of G, so that there is no known discrete log relation
between them. If we take the soundness and zero knowledge of RgDDH as a given, then the following
theorem shows the security of Construction 19 as an eVREF.

Theorem 20 (eVRF security). Let (Gs,Gr) be a group pair where co-DDH holds. Let (P,V)
be a non-interactive zero-knowledge argument system for the relation REDDH from (8). Then the
eVRF in Construction 19 is a secure eVRF (as in Definition 3) with respect to the domain/range
(X,Gr) and function ensemble Funsx G (cz)2-
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Proof. Correctness holds by construction. Verifiability and Simulatability as a VRF follow from
the soundness and zero knowledge properties of the proof system for RgDDH. It remains to argue
Pseudorandomness, which we do with a sequence of hybrid games with an adversary A.

Let Game 0 be the usual pseudorandomness game from Definition 3 with respect to the PRF
(KGen, EvallHl’Hz). Recall that EvallHl’HQ ((k, k'), z) makes use of two DDH PRFs with domain/range
(X,S), where § C IFy is the set of z-coordinates of points in G3. In Game 1 we replace both these
PRFs by truly random functions. That is, in Game 1 we define EvallHl’H2 ((k:, K", x) as

Evall ™2 ((k, k'), ) == k' - fi(z) + falz) € F,

where fi and f, are sampled at random from Funsy s. Since co-DDH holds for (Gg, Gr) and the
functions Hi, Hs are sampled at random from Funsx,Gg, we know that the both DDH PRFs are

secure over the range S C F,. Therefore, replacing these two PRFs in Eval?l’H2 by truly random
functions f1, f2, changes the adversary’s advantage by at most a negligible amount.

In Game 2 we replace Evalll_h’HQ((k, k'),z) by a truly random function f with domain/range
(X,F,). If the adversary makes at most m queries to Evaly, then by (7), the statistical distance
between the adversary’s view in Game 1 and Game 2 is at most m/(,/q — 2), which is negligible.
Hence, the adversary’s advantage in Game 2 is at most negligibly different from its advantage in
Game 1. Now, since adversary A has advantage zero in Game 2, it must also have at most negligible

advantage in Game 0, as required. O

6.2 Argument Systems for the Relation Reppy

To complete our eVRF construction, we need an efficient non-interactive zero-knowledge argument
for the relations Reppn from (6) and R,y from (8). For simplicity we will focus on a proof system
for Reppu- A proof system for RZDDH is built the same way by essentially running the proof system
twice.

There are several ways to proceed. One option is to use a generic zkSNARK [10] to produce
a succinct proof. However, since Roppy uses arithmetic in both Gg and G, this will require non-
native arithmetic in the zkSNARK for at least one of these groups, which will result in a somewhat
inefficient prover.

Another option is to use the Bulletproofs argument system [13,16], which is especially well
suited for proving statements about F, field elements that are given “in the exponent.” This is
precisely what is needed for the relation Reppm: the verifier is given k& and zp in the exponent
— they are provided as Q = k-G, and Y = xp - Gy, — along with X € G, and we need
a proof that z» € [, is the z-coordinate of P := k- X. We show how to use Bulletproofs to
provide two efficient instantiations of an argument system for Reppr. The resulting the proof size
is only O(loglog¥) group elements, and the prover and verifier times are dominated by a O(log¢)
multi-scalar multiplication in G (recall that ¢ = [log, min{s, ¢}| —1).

A brief overview of Bulletproofs. Biinz [15, §2.6] and Segev [72] show that Bulletproofs give

a ZK argument system for a rank-1 constraint system (R1CS), when the statement is given in the
exponent. Specifically, Bulletproofs is well suited as an argument of knowledge for the following
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exponent R1CS relation:

ReRr1CS = {(A,B,C, T) ; (ac,w)} where
(1) A,B,C € IF{;X’”, T€Gry, zel, welk,
(2) (Az)o(Bz)=(Cz) where z:=(z,w)eclF,
@) T=(zG).

Here G € G, is a public vector of independent G generators. The notation u o v used on line (2)
refers to the component-wise multiplication of the vectors u and v, also called a Hadamard product.

The R1CS statement @ € Fy is provided “in the exponent” of the group elements G,. Indeed,
for an Reppr-instance (Q, X,Y') we will set T':= Q+Y. The vector z on line (2) is often called the
extended witness. Each row in the matrices A, B, C is called a constraint, so that the R1CS
above has n constraints.

The Bulletproofs argument system is complete, computationally knowledge sound, and zero
knowledge. Here computational knowledge soundness means that either the system is knowledge
sound, or there is an expected polynomial-time algorithm that can find a non-trivial linear relation
among the generators in G and some other generators. The latter implies that discrete log is easy
in Gy for expected polynomial-time algorithms. The argument system can be made non-interactive
using the Fiat-Shamir transform, and retains its knowledge soundness and zero-knowledge proper-
ties in the random-oracle model [3].

The length of the proof is 2logy(n + m) + 3 group elements in G;. The running times of the
verifier is dominated by the time to compute a multi-scalar multiplication (MSM) for a vector
dimension about 2(n + m). Using Pippenger’s algorithm [71], computing such an MSM is faster
than computing the exponentiations one by one. In addition, the Bulletproofs verifier can batch
verify multiple proofs at once much faster than verifying the proofs one at a time [16]. We summarize
these facts in the following theorem.

Theorem 21 ([15,72]). Bulletproofs (Pgp,Vgp) is a zero knowledge non-interactive argument of
knowledge for the relation Rerics from (9) in the random oracle model, assuming discrete log in
Gy is hard for expected polynomial-time algorithms. The length of the proof is 2[logs(n + m)] + 3
group elements in Gr.

Following our review of Bulletproofs, it remains to design an efficient rank-1 constraint system
(R1CS) — namely three matrices A, B,C € Fy*™ — for the relation Reppn from (6). Consider
an Reppn instance ((Q,X,Y) ; k) where k is in [271 — 1]. Recall that s = |Gg|, ¢ = |G/, and
¢ = |logy min{s, q}| — 1 (thus, 27! < min{s, ¢}).

Let (ko,k1,. .., ke) € {0,1}**1 be the binary representation of k, meaning that k = Zf:o 20 k.
The prover and verifier both compute the points

P,=2".XeGg fori=0,1,...,°0.

Our plan for proving that (Q, X,Y") is in L(Reppm) is to prove that the vector

T
. 45
z = (].,k,ﬂjp, yP7k07k17"'7kf> E]Fq—i_ (10)
——
the R1CS the R1CS witness

statement
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satisfies
V4 V4

k=Y 2k, > kP=(xpyp), and k; €{0,1} fori=0,...,¢. (11)
i=0 i=0
The leftmost summation is in F,, whereas the middle summation is over points in Gg. If (11) holds
then (zp,yp) is the point k- X in Gg. Therefore, when Q = k- Gr, and Y = zp - Gr,, it should
be clear that when (11) holds, the triple (@, X,Y") is in the language defined by Reppu. No wrap
around can happen because 2! < min{s, q}.
It is straightforward to write R1CS constraints to ensure that the elements of z from (10) satisfy
k= Zf:o 2% . k; and ki(k; — 1) = 0 for i = 0,...,¢. This can be done in ¢ + 2 constraints (rows) in
the matrices A, B, C. It remains to construct an R1CS program to check that z satisfies

14

Zkzpz = (p,Yp), (12)

=0

as a sum of points in Gg. We present two ways to do that.
— The first, which is described in Section 6.3, constructs a simple and direct R1CS program that
checks that the sum of the ¢ + 1 points on the left hand side of (12) is the intended point
P := (zp,yp) € Gg by checking that each of the ¢ additions were carried out correctly. This
results in an R1CS program with O(¢) constraints.

— The second, which is described in Section 6.4 and suggested by Parker [69], is to use a technique
of Eagen [32,5] to construct an R1CS program that checks the summation in (12) using only a
constant number of constraints.

6.3 A Direct R1CS for Checking the Sum of Group Elements

In this section we design a direct rank-1 constraint system (R1CS) — namely three matrices
A, B,C € F*™ — for the relation Reppn from (6). The method in this section works by checking
additions in Gg.

Recall from Section 6.2 that our goal is to construct an R1CS program to check that a vector

z = <l,k,xp, yp,k:o,kl,...,kg)T EFg+5 (13)
~——
the R1CS the R1CS witness
statement
satisfies
l . y4
k=Y 2k, Y kPi=(zpyp), and k€ {0,1} fori=0,....¢ (14)
=0 =0

where P, ..., Py € Gg are public points computed by both the prover and verifier as
P:=2.XeGs fori=0,1,...,¢

from a public point X € Gg known to both the prover and verifier.

From here on we set P := (zp,yr) € Gs. We noted in Section 6.2 that it is straight forward to
write R1CS constraints to ensure that the elements of z satisfy k = Zf:o 2t k; and k;(k; —1) =0
for i = 0,...,¢. This takes £ + 2 constraints (rows) in the matrices A, B, C.
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It remains to check that Zf:o kiP; = P = (zp,yp), as a sum of points in Gg. To do so, we will

need a sequence of fixed scalars cq, ..., c, € Fy that satisfy
i—1 l
Viel[l—1]: ch Z {0, £¢;} and ch = 0. (15)
j=0 j=0
For example, when ¢ < (s+1)/2,onecanset co=1,¢c1 =---=c¢—1 =2 and ¢ =s — (20 — 1).

To define the R1CS program to verify (14) the prover will augment the witness z with additional
terms. First, the prover computes a sequence of points in Gg defined by
Ly :=ko- Py + c9Gs, and (16)
L;:=L;_ 1+ A4; where A; :=kP;,+c¢;Gsfori=1,...,¢.
The purpose of the terms ¢;Gg is to make sure that the addition that defines L; is always a sum of
two finite points in E(Fs) that have distinct x-coordinates. This lets us use only the chord rule for
the elliptic curve addition formula.

The computed points Lg, ..., Ly will be appended to the witness vector z, as explained below.
We now need an R1CS program that verifies that they all satisfy (16) and that Ly, = (zp, yr). The
latter takes a single R1CS constrain, so we focus on R1CS constraints to verify (16). First, let us
define the full witness 2 that we will be using. For i = 0,...,¢ we let L; = (z,,,y.,) € Gf C Fg be
the points constructed in (16). Further, define

i

w; = (ki,si,ajLi,yLJT EF! fori=1,...,L (17)

We will explain what the s;’s are soon below. Then, with P = (zp,yp) = kX € Gg, the extended
witness is defined as the column vector

T
S . 4046
Z = (l,k,mp, ko, TpysYry, wi,... ,wg) eF, ™. (18)
N——
the R1CS the full
statement R1CS witness

While the verifier has X, G € Gg, it does not know the bits k; of &k and therefore cannot
construct the points A; from (16) by itself. However, we observe that given X and G, all the
A; € Gg can be expressed as a public linear function of k;. Indeed, since k; is binary, we know that
A; takes one of two values:

A=A =P, + ¢;Gq or A; = A= ¢ Gs.

Let (z,y) € Fg be the elliptic curve point representing A and let (2/,y) € Fg be the point repre-
senting A’. Then we can express 4; as

Ai=ki(x—2',y—y) + (@) = (kb + 2/, kiby+y) €F; (19)

where ¢, := z — 2/ and &, := y — y/. The verifier can construct 2/, y’, 0, d, € F, on its own. Hence,
A; can be expressed as a public linear function of k;. Since Py = 4y this method also lets us express
Py as a public linear function of kg.

Now, to verify that the points Lg,..., Ly all satisfy (16) the R1CS program will verify that
Li=1L;_1+ A, for alli =1,...,¢. Verifying that the coordinates (zr,,yr,) € Fg of L; are indeed
the correct result of applying the chord method to Li—1 = (z1,_,,yz,_,) € F2 and (z4,,y4,) € F2,
can be done using the following three constraints when additionally including the slope s; = (yr, , —
ya,) - (zr,_, —7a,) ! mod g between L;_; and A; as part of the witness:
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— Verify that s; is computed correctly via the constraint s; - (xr, |, — xa,) = Y1, , — Ya, mod q.
— Verify that xy, is computed correctly via the constraint s; - s; =z, , + 1, + A, mod q.

— Verify that yy,, is computed correctly via the constraint s; - (zr, , — zr,) = yr,_, + yr, mod q.

Together, the checks above prove that Li,..., Ly in 2 are computed as in (16). It remains to
verify that Lg is constructed correctly, and this is done using (19), which takes two constraints.

This completes our description of the R1CS program (A, B, C) for checking that (13) satisfies
(14). Note that we assumed when checking the additions in Gg that L;—; # £A; for all i € [¢]. As
we show in Appendix C, relying on the randomness of the random oracle H, any polynomial-time
algorithm has only a negligible probability in producing an instance that violates this condition.
This is where we use all the properties of the scalars ¢y, . .., ¢ specified in (15).

Evaluation. The running time of the Bulletproofs proof system is determined by the dimensions of
the matrices A, B, C. All the linear constraints in the R1CS (A, B, C) can be collapsed into a single
constraint by taking a random linear combination of the constraints using verifier randomness. The
resulting matrices A, B, C € Fp*™ have dimension n = 4¢ + 5 and m = 4¢ + 6.

Remark 1 (an optimization). It is not difficult to generalize (19) and process two bits of the key
k at every iteration, instead of one bit as in (19). This will halve the number of iterations, at the
cost of two additional constraints per iteration.

6.4 A Different Instantiation

In this section we present a very different R1CS program for verifying that the vector z from (10)
satisfies (11). We do so using a technique of Eagen [32,5]. We first need a slight refinement to the
R1CS relation (9), and some additional terminology.

A refined R1CS relation. The Bulletproofs argument system for R1CS [15,72] can be refined to
provide an argument system for the following relation:
ReRlCS = {(AaBacaTH?:TOaTl) ) (x7w07w1)} where
(1) AaBa Ce ngmv T, € G;a TO,Tl € GTa T e ]FZ7 wOle € }ng—’l"
(2) (Az)o(Bz)=(Cz) where z:= (z,wo,w1)c€F,
(3) T, =xo GJ?7 To = <w07G0>7 T = <’lU1,G1>.

(20)

Here G, € G}, and Gy||G1 € G " are public tuples of independent G generators. The reason we
break the witness into wg and w; is that the prover will send Pedersen commitments to different
parts of the witness in different rounds of the protocol, prior to invoking Bulletproofs, and will
receive verifier challenges in response.

Background and terminology. Let Gg be the group of points E(F,) of an elliptic curve E/F,
in short Weierstrass form y? = 2% + az + b. We use F,[E] to denote the coordinate ring of F,
namely Fy[FE] := Fy[z,y]/(y* — 23 — az — b). Every function in F,[E] can be written uniquely as
a polynomial f(z,y) = u(x) + yv(x) € Fy[z,y] for some u,v € Fylz]. The function field of E,
denoted F,(E), is the field of fractions of F,[E]. Note that the coordinate ring F,[E] is the set of
functions in F,(E) whose only pole in E(F,) is at the point at infinity O.

The functions x and y in F,[E] have a pole of order 2 and 3 at O, respectively. This motivates

the following definition.
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Definition 9. We define the weighted degree of a monomial x™y™ as 2n + 3m. We say that a
function f € E[F,] is monic if the monomial of mazimum weighted degree, when f is written as
flz,y) = u(z) + yv(z) € Fylz,y], has coefficient 1. Note that the monomial of mazimum weighted
degree in u(x) + yv(x) is unique.

Next, recall that a divisor D = ), n; - (P;) € Div(E) is a formal sum of finitely many points

in E(F,) with multiplicities n; € Z. For a function f € Fy(E) and a divisor D € Div(E) define

f(D) ::Hf(g)m and  dio(f) = Y _ ordp(f)- (P).

PcE(Fy)

Thus, div(f) is the divisor associated with f that is a sum over the zeroes and poles of f. For
a function f in the coordinate ring F,[E] it will be convenient to define Zdiv(f) as the divisor
obtained by only summing over the zeroes of f.

Definition 10. For a function f € Fy[E], define Zdiv(f) := > p ordp(f) - (P), where the sum is

over all points in E(F,) excluding the point at infinity O.

The next two lemmas state two classic results on elliptic curves. We state them in a way that
is convenient for what comes next.

Lemma 2. Let Py,..., P, be points in E(F,) \ {O}. Then Y1 | P, = O if and only if there is a
function f € Fy[E] such that Zdiv(f) = > 1 (P).

Proof. This is a special case of Corollary 3.5 of Silverman [73]. O
Lemma 3. Let f,g € F[E] be monic. Then f(Zdiv(g)) = g(Zdiv(f)).

Proof. The lemma is a variant of Weil reciprocity. We cannot prove the lemma using the standard
form of Weil reciprocity, f(div(g)) = g(div(f)), because this form only holds when div(f) and div(g)
have disjoint support, which is not the case here since both f and g have a pole at infinity. Instead,
we use the form of Weil reciprocity expressed using the Weil symbol. Recall that the Weil symbol

of f and g at a point P € E(F,) is defined as

(f,9)p = (1) f% [g°

where ey and e, are the multiplicities of f and g at P, respectively. Then Weil reciprocity says that
[prerw,)(f,9)p = 1. In our case we get

) <
1= (f7g)P = ; J ' er )

AL o(Zdi( 1)) " 9(O)
where ey and ey are the multiplicities of the poles of f and g at O. Hence, it remains to argue that
f(O)%/g(O)¢f = 1. Recall that the functions z and y in Fy[E] have poles of multiplicity 2 and 3
at infinity, respectively. Therefore, the ratio f(O)% /g(O)¢f is determined by the coefficients of the
monomials of highest weighted degree in f and g. Since both functions are monic, this ratio is 1,
as required. O
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The construction. Our goal is to construct an R1CS program to ensure that the vector z from
(10) satisfies (11). This essentially comes down to ensuring that (12) holds. Let P := (xp,yp) € Gs,
then the goal is to prove that

L
O kP)-P=0
1=0

as a sum of points in Gg = E(F,;). We do this in three steps, using the technique of Eagen [32,5].

The first step. The first step, which is the key idea, is provided by Lemma 2. The lemma shows
that to prove that (12) holds, it suffices for the prover to prove that there is a function fy € Fy[E]

such that ,

Zdiv(fo) = > ki(P) + (—P).
i=0
The prover begins by constructing the required function fy € F,[E] using Miller’s algorithm [60].
The algorithm runs in polynomial time in ¢. The prover represents fy as fo(z,y) = u(z) +yv(x) for
some u,v € Fy[x]. By suitably scaling fy the prover can ensure that fy is monic as in Definition 9.
Let w:=1+ko+---+ kg. Then the function fy has w zeros, and must therefore have a pole of
order w at . Since the functions x and y have poles of order 2 and 3 at O, it follows that
— if w is even then deg(v) < deg(u) = w/2, and
— if w is odd then deg(u) — 1 < deg(v) = (w — 3)/2.
Either way, deg(u) + deg(v) < ¢+ 1. By padding with zeroes on the left as needed, we can ensure
that the coefficient vectors of v and v has a combined length of exactly £+ 1 field elements. Hence,
the prover can append the coefficients of u and v to the vector z, extending it by exactly £+ 1 field
elements in [F,. The prover sends a Pedersen commitment to this expanded z to the verifier.

The second step. The second step is an efficient way for the prover to convince the verifier that
for the committed fj satisfies Zdiv(fy) = Zf:o ki(P;)+ (—P). It does so using randomness from the
verifier. The verifier chooses two random points Ry, Ry € E(F,) \ {O} with R; # £R» and sends
them to the prover. They both compute o’,b" € F, so that the line L(z,y) := y — a’x — b’ passes
through R; and Ra, namely L(R;) = L(R;) = 0. Then

Zdiv(L) = (R1) + (R2) + (R3)

where R3 = —(Ry + R2) in E(F,). Observe that both fy and L are functions in F,[E] and both are
monic. Hence, by Lemma 3 we have that

fo(R1) - fo(Ra) - fo(Rs) = fo(Zdiv(L)) = L(Zdiv(fo)) = L(—P) - L(Py)* - - - L(P)*. (21)

Importantly, Bassa [5, Thm. 10] shows that if Zdiv(fy) # Zf:o ki(P;) + (—P) then (21) holds with
probability at most 18(¢ + 2)/q over the random choice of Ry, Ry in E(F;) \ {O}. Hence, if ¢ is
sufficiently large, then proving that fp encoded in z satisfies (21) would convince the verifier that
Zdiv( fo) = S25_o ki(P;) + (—P) and therefore P = Y¢_ k; P;.

The third step. While checking (21) can be done in an RI1CS program, the high number of
multiplications on the right hand side means that the program would need O(f) constraints. The
third step is to employ a technique due to Habock [43, Lem. 3] to replace checking a multiplicative
relation as in (21) by a relation that instead sums low degree rational functions. In particular,
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Habock suggests that instead of checking an equality such as (21), one can check equality of the
logarithmic derivative operator applied to both sides. In our case, the logarithmic derivative to use
is the operator % log where z(z,y) := y — a’x (recall that @’ is used to define the line L). Writing
folz,y) = u(x) —v(x)y, we obtain after a somewhat tedious derivation [5, Sec. 6] that checking (21)
is equivalent to checking an equality of the form

g .
F(Ry) + F(Ry) + F(R3) = L(lp) +)° L(k];) (22)
i=0 ¢

where F'(x,y) is a rational function derived from the polynomials u(z),v(x) and the scalar o’ € Fy,.
Parker [70] shows that (22) can be verified using only seven R1CS constraints, using client ran-
domness. This R1CS program requires augmenting the vector z from (10) with about 3¢ additional
field elements in F,, so that its total dimension is about 4/.

In summary, the prover takes the following steps to prove to the verifier that z satisfies (11).
— Step 1: the prover uses Miller’s algorithm to construct the monic function fy € F4[E] such that
Zdiv(fo) = Zf:o ki(P;) + (—=P). Write fo(z,y) = u(x) + yv(z) and let (u,v) € ]Ffl‘HL be the
coefficient vectors of u,v € Fy[x] respectively. The prover sets

w = (yp,k?o,kil,...,k?g,u,v> S Fge+3 (23)

and sends Tp := (w, G) € Gy to the verifier, where G is a set of fresh generators of G.

— Step 2: The verifier samples two random points Ry, Ry € E(F,) \ {O} with Ry # £Rs. It sends
R1, Ry to the prover. Both the verifier and prover set T, := (Q,Y) € G2.

— Step 3: The prover and verifier use Ry, Ry to construct an R1CS program A, B,C with £+ 9
constraints to prove (11). The first constraint ensures that k = Zf:o 2. k;. The next £ + 1
constraints ensure that k;(k;—1) = 0for ¢ = 0, ..., £. The remaining seven constraints implement
Parker’s R1CS program [70] for checking that (22) holds. This requires the prover to send
another Pedersen commitment 77 and receive back client randomness.

— Step 4: the prover constructs a bulletproofs proof for the statement (A, B,C,T,,Ty,T1). This
proves that w satisfies the R1CS program A, B, C, which proves that the vector z from (10)
satisfies (11).

The proof system can be made non-interactive using the Fiat-Shamir transform.

7 Conclusions and Open Problems

In this paper, we introduced a new primitive called an exponent VRF (eVRF), and showed that it
has many applications in the field of threshold cryptography and signing. In particular, it enables
us to achieve one-round simulatable key generation, two-round signing for Schnorr (multiparty)
and ECDSA (two-party), and it provides a hierarchical key derivation method like BIP032 with
additional properties like MPC friendliness and public verifiability. We also provided constructions
under both the DDH and Paillier (DCRA) assumptions.

Our work leaves open a number of interesting questions. An important open question raised by
this work is the construction of an efficient key homomorphic eVRF, namely an eVRF that satisfies

Evaly (k1 + k2, z) - G = Evaly (k1, z) - G + Evaly(ko,x) - G
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where G is a generator of a standard cryptographic group used for Schnorr signatures. This will
enable deterministic two round threshold Schnorr signing, by constructing a threshold eVRF itself
so that any subset Q of the parties will compute the same Eval result on the same message. In
addition, it will enable threshold Schnorr signing without knowing the set of parties ahead of time.
Finally, it will enable the parties to refresh their secrets and achieve (static) proactive security.

One possible approach to constructing a key homomorphic eVRF is to explore building an
efficient eVRF from a lattice-based random oracle PRF, described in [11], whose security is based
on the learning with rounding problem (LWR). This PRF is almost key homomorphic, which is
sufficient for the applications in Section 4. One would build an eVRF by encoding the output of this
PRF in the exponent of another group, as we did in the constructions in this paper. The challenge
then is to devise an efficient non-interactive zero-knowledge proof that the PRF was evaluated
correctly.

Another important open question is to construct a simulatable two-round multiparty protocol
for ECDSA (our ECDSA protocol is only for two parties).
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A A Chaum-Pedersen Style ZK Proof System for the Relation R

Fig. 1 gives a standard Chaum-Pedersen [25] style honest verifier zero knowledge (HVZK) interactive
proof system for the relation Req from (4). The proof system uses a non-interactive zero knowledge
(NIZK) proof system (Pjero, Vzero) for the relation R,ero defined as

Roero = { ((pk, ct) ; sk) : Dec(sk, ct) = 0 AND (pk,sk) € Lpup } (24)
It also uses an NIZK proof system (Ppupb, Vpup) for the relation Ry, from (3).

Theorem 22 ([25]). The proof system (Peq,Veq) in Fig. 1 is an HVZK for the relation Req,
assuming (Pyeros Viero) @8 a NIZK for for the relation Riero, and (Poub, Voub) is a NIZK for the
relation Ry -

Prover(pk,Y, cty ; sk,y) Verifier(pk, Y, cty)
P8 Zc,
R+« p-Gx, ct, <$Enc(pk,p) RE Gy, ct, € Co

¢ c<+$ Z\G,\l

24— cC-y+p€Lg,
cto + ¢+ cty + ct, — Enc(pk, z;0) / use the lin. homomorphism
7o <38 Prero(pk, cto, sk) /| prove ct is an enc. of zero

Tpub <9 Ppub(pk, Sk)
Z,T0, 7Tpub

ctp < ¢ cty + ct, — Enc(pk, z;0)

accept if

(1) cty,cty € Cok, J/ valid ciperhtexts
(2) Vzero(pk, cto, mo),

(3) z2-Gx=c- Y +R, and

(4) Vpub(Pk7 7Tpub). // valid pk

Fig.1. A Chaum-Pedersen style ZK proof system for the relation Req from (4).

B A Proof System for the Relation ’T\’,;q

We construct a proof system for the relation qu from (5) by adapting the protocol of Chase, Orru,
Perrin, and Zaverucha [24] to our settings. The resulting proof system is shown in Fig. 2. It can be
made non-interactive using the Fiat-Shamir transform.

The proof system in Fig. 2 uses a range proof for Paillier ciphertexts, namely a non-interactive
zero-knowledge proof system for the instance-witness relation

Rrange := { ((pk, ¢t, B) ; sk) : 0 < Dec(sk, ct) < B} (25)
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There are several ways to build such a range proof for Paillier ciphertexts. One approach uses bit
decomposition. Another approach, by Devevey, Libert, and Peters [29], generates a range proof
that contains only a constant number of Paillier ciphertexts, but requires a trusted setup. Very
recently, Haitner, Lindell and Makriyannis [44], presented a range proof whose setup is a single
Schnorr proof. Specifically, they use integer commitments, but the verifies does not prove that the
integer commitments parameters, e.g., (n, g, h), are well formed, but only that they are not “terribly
bad” (which can be done cheaply). The resulting range-proof is not perfect, but is good enough for
our settings.'

In addition, The proof system in Fig. 2 uses a non-interactive zero knowledge proof system
(Pyero, Vzero) for the relation R,epo from (24), and a non-interactive zero knowledge proof system
(Ppub, Vpup) for the relation Ry, from (3).

Rejection sampling. The proof system uses rejection sampling to reduce the size of the transcript,
which may cause the prover to abort. By [24, Lemma 2], the probability that the prover aborts is
exactly 1/A, where A is a parameter used in the proof system. Setting A := 256 is a reasonable
choice so that aborting is infrequent. After applying Fiat-Shamir, an abort simply causes the prover
to try again with different randomness p. Moreover, when the protocol does not abort, the same
lemma from [24] shows that the quantity z is uniform in the set [¢?, ¢?A — 1].

A proof system where the prover can abort [56,28] often fails to be honest-verifier zero-knowledge
(HVZK) because it may not be possible to simulate aborted transcripts. Nevertheless, such protocols
can satisfy a weaker notion called no-abort honest-verifier zero-knowledge, or naHVZK, where the
simulator returns a valid transcript or L, and indistinguishability need only hold for non aborted
transcripts [48]. This is a useful notion because naHVZK is sufficient to simulate non-interactive
proofs after the Fiat-Shamir transform is applied.

Security. The following theorem states the security property of the proof system in Fig. 2. Recall
that ¢ is the order of the group G, and n is the size of the Paillier plaintext space.

Theorem 23. For every A > 0, the proof system (Peq,Veq) in Fig. 2 is an naHVZK for the
relation Ry, from (5), provided that 2¢2°A < n, (Puero, Vaero) s a NIZK for the relation Ryero,
(Poubs Vpub) is a NIZK for the relation Rpub, and (Prange, Viange) %5 a NIZK for the relation Rrange-

Proof. We need to prove completeness, zero knowledge, and soundness.

Completeness. As explained above, an honest prover aborts with probability 1/A, and if it doesn’t
abort then the verifier accepts the proof. Therefore, the protocol has (1/A)-completeness.

Zero knowledge. We construct a simulator Sim(pk, Y, ct,) = (R, ct,, ¢, 2, ™, Ty, Tpub) that matches
the distribution of an accepting transcript between the honest prover and honest verifier, when the
prover does not abort. As explained above, when the honest prover does not abort, the quantity z
is uniform in the set [¢%,¢*>A — 1]. Then Sim(pk, Y, ct,) works as follows:

14 The resulting range proof might leak y mod v, for some v < 2%, where y is the committed value. In order to
overcome this leakage, we modify the protocol in Construction 15 to set y to a mod ¢ - 2 (and not modg), and
modify w accordingly. We then prove using the leaky range proof that y is not larger than ¢ - 2%. Since y is (close
to) uniform in ]g - 2], by CRT y mod ¢, which is the value we care for, is (close to) uniform in [g] even given the
leakage of the leaky range proof.
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c«$[0,g—1], z+S$ [qz,qQA —1]

R+ 2zG\—c-Y

ct, <$ReRand (pk, Enc(pk, z;0) — c- Cty) /| re-randomize the ciphertext
cto < (¢ cty + ct,) — Enc(pk, z;0)

70 <8 SiMyero(pk, cto), Ty <8 SiMrange (PK, cty, @), Tpub <3 Simpun (pk)

S Ut R W N =

return (R, ctp, ¢, z, To, Ty, Tpub)
This simulator generates the required distribution.

Soundness. Let (pk,Y, ct,) be an Rfeq instance where Y € Gy and ct, € Cpi such that Y =y, - G\
and y, = Dec(sk, ct,) for some y, € [0,¢ — 1] and y,, € [0,n —1]. Let (R, ct,, ¢, z, mg, Ty, Tpup) be an
accepting transcript, where R = p, - G\ and Dec(sk, ct,) = p, for some integers p, € [0,q — 1] and
pn € [0,n — 1]. Then by soundness of (Prange; Viange) and (Prero, Viero) We know that

Z=c-Yg+pgtwg-q z=c-Yp+pn+wy-n, yp<l0,q—1]

for some wq, w, € Z. Since cy, < z < n and p, € [0,n — 1] it follows that z — cy, — py is in
[-(n—1),n—1] and therefore w,, = 0. Then equating the right hand sides of the first two equalities
leads to

C Yqgt Pqg T Wqq=C-Yn+ pPn

Reducing this equality modulo ¢ gives

(Yq = Yn) = pn—pq (mod q). (26)

Now, if y, # y» (mod ¢) then there is a unique ¢ € [0, ¢ — 1] for which (26) holds. The probability
that the verifier chooses that ¢ is 1/¢ which is negligible. Therefore, if the verifier accepts, then
with high probability we have y, = y, (mod ¢). But since both y, and y, are in [0,q — 1], they
must be equal as integers, as required. O

C Complete Description and Analysis of Our Direct DDH-Based Instantiation

In this appendix we describe and analyze the security of the direct instantiations of the DDH-
based constructions presented in Section 6. First, in Appendix C.2 we consider the “subset eVRE”
construction whose outputs are pseudorandom over a subset of its range. Then, in Appendix C.3
we consider the “full eVRF” construction whose outputs are pseudorandom over its entire range.

Recall that both constructions rely on two groups, denoted Gt (the “target” group) and Gg
(the “source” group) with the following properties:

— The target group G is a cyclic group of prime order ¢, and the eVRF produces outputs that
are elements of Gp. Therefore, for the applications of eVRFs to signing, the group G needs
to be instantiated with the group in which signatures should be produced (e.g., the standard
groups of points on the elliptic curves Secp256k1 or Curve25519).

— The source group Gg is a cyclic group of prime order s with an explicit representation as an
elliptic-curve group over F,, where ¢ is the order of Gt. As noted in Section 6, when the group
Gr is instantiated with the standard group of points on the elliptic curve Secp256k1, the group
Gg can be instantiated with the same curve but over IF,. When the group Gr is instantiated with
the standard group of points on the elliptic curve Curve25519, the group Gg can be instantiated
with a random prime-order elliptic curve group that is defined over I,,.
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Prover(pk, Y, cty ; sk,y)

Verifier(pk, Y, cty)

Ty —$ Prange(pk7 cty, q, Sk)
p+$[0,¢°A—1]

R+« p-Gx, ct, <$Enc(pk,p)
Z4—cCc-y+p
abort if z ¢ [qz,qQA —1]

cty « (¢~ cty + ctp) —
70 <38 Prero(pk, clo, sk)
Tpub —$ Ppub(pk, Sk)

Enc(pk, z; 0)

/| prove that y € [0,q — 1]

R e Gy, ctp € Cpk

J enc. of cy +p— 2

/| prove cty is enc. of zero

2,70, Ty, Tpub

c+$10,q —1]

cto + (c- cty + ct,) — Enc(pk, z;0)

accept if

(1) Y,R € G, cty,cty € Cpx,
(2) Viero(Pk, cto, m0),  Viange(pk, cty, q,my),
(3)z-Grx=c-Y+R,
4) z €’ q"A-1],
(5)

5) Voub(pk, Tpub). / valid pk

Fig. 2. A ZK proof system for the relation Ry,

from (5). The system is parameterized by A € [n] that determines

the abort probability. Recall that ¢ is the order of the group G and G is its generator.
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C.1 Additional Preliminaries

Interactive argument systems. An interactive argument system for a relation R = {Rs },c 0,1}
is a triplet IT = (IC, P, V) of probabilistic polynomial-time algorithms. The common-reference string
generation algorithm KC receives as input the unary representation 1* of the security parameter \ €
N, and outputs a common-reference string o. For every A € N and for every o produced by K(1*),
the prover algorithm P and the verifier algorithm ) define an interactive protocol (P(a, -, ), V(0o,-)).
The input of the prover consists of a common-reference string o, an instance x and a witness w, and
the input of the verifier consists of the common-reference string ¢ and the instance x. We assume
without loss of generality that any common-reference string o produced by K(1*) is of length of
least A bits (thus, we do not need to provide P and V with 1* as part of their input). We denote by
tr + (P(o,z,w),V(0o,x)) the probabilistic process of producing a transcript of the protocol, and
denote by Outy (P (o, x,w), V(o,z)) the random variable corresponding to the output of the verifier,
in both cases when the prover and verifier follow the instructions of the protocol.

In what follows we present the standard notions of completeness, honest-verifier zero-knowledge
and witness-extended emulation for interactive argument systems.

Definition 11 (Perfect Completeness). An interactive argument system II = (K,P,V) has
perfect completeness for a relation R = {Ro}scqo,1y+ if for every algorithm A and for every
A € N it holds that

Pr | (z,w) ¢ Rs or Outy(P(o,z,w),V(o,x)) =1

o K1Y ]
(r,w) A<o>] -t

Definition 12 (Public Coin). An interactive argument system II = (IC,P,V) is public coin
if all messages sent by the honest verifier are uniformly distributed and independent of the honest
verifier’s input and of all messages previously sent by the prover.

Definition 13 (Perfect Special Honest-Verifier Zero-Knowledge). An interactive argument
system II = (K, P,V) has perfect special honest-verifier zero-knowledge for a relation R =

{RU}UE{O,l}* if there exists a probabilistic polynomial-time simulator S such that for any algorithms
Ay and As it holds that

(r,w) € Ry
Pr [(md As(tr) =1

B (x,w) € Ry
=P [and As(tr) = 1

for all X € N, where p € {0,1}* denotes the randomness of the verifier V.

o« KM, (z,w, p) .Al(a)}
tr «— (P(o,z,w),V(o,x; p))
o+ K1), (z,w, p) + Ai(o) ]
tr < S(o,x,p)

Definition 14 (Witness-Extended Emulation). An interactive argument system II = (K, P,
V) has statistical witness-extended emulation for a relation R = {RU}UE{O,l}* if for every
algorithm P* there exists an expected polynomial-time emulator £ such that for every algorithms
Ay and Ag there exists a negligible function v(-) such that

o+ KON, (z,u) + Al(a)}
tr <+ (P*(o,x,u), V(o,x))

P As(tr) =1 and
— Pr
tr is accepting = (z,w) € R,

‘Pr [Ag(tr) =1

o+ K1), (z,u) + Ai(0)
(tr,w) < £9(o, )

ng(A)
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for all X € N, where the oracle O = (P*(0,x,u),V(0,x)) permits rewinding to a specific point and
resuming with fresh randomness for the verifier.

In order to prove that an argument system provides witness-extended emulation, we rely on
the general forking lemma of Bootle, Cerulli, Chaidos, Groth and Petit [13] that we now state by
following their presentation. Let IT be a (2/4+1)-move argument system with p challenges ci, . . ., c,.
Let nqy,...,n, > 1 and consider Hf‘zlni accepting transcripts in the following tree structure: The
tree is labeled with a statement x, it has depth p and II!L n; leaves, where each node at depth i
has n; children labeled with distinct values for the ith challenge ¢;. We refer to such transcripts as
an (ni,...,ny)-tree of accepting transcripts. For simplicity, in the following lemma Bootle et al.
assumed that the challenges are chosen uniformly from Z,, for a A-bit prime ¢ such that A = £2(\),
where A is the security parameter (we note that the lemma holds also when some or all of the
challenges are chosen uniformly from Z:;).

Lemma 4 ([13]). Let p = p(\) be a function of the security parameter A\ € N, let R =
{RU}JE{O,l}* be a relation, let II be a (2u + 1)-move public-coin argument system, and for each
i € [p] let ny =n;(N\) > 1 such that I |n; is upper bounded by a polynomial in X. If there exists
a polynomial-time algorithm that, on input any (o,x) and any (ni,...,n,)-tree of accepting tran-
seripts for (o,x), always succeeds in outputting a witness w such that (r,w) € Ry, then II has
statistical witness-extended emulation for R.

Building Blocks: Rp. and RRgics* Argument Systems. The constructions we present rely
on the standard Schnorr argument system IIp for the relation RpL = {((G,Q),w) € G*> x Z, |
@ = w- G}. The argument system IIp, is a X-protocol that provides perfect completeness, perfect
special honest-verifier zero-knowledge and special soundness for Rp_.

The constructions we present additionally rely on the argument system Ilgics*, described by
Segev [72] for the following relation Rgics*:

The Relation Rgycs*

Let m,r,n € Nbesuch that m > 1and 1 < r < n, let G be a cyclic group of prime order ¢, and let G, H € G™*™
and G, H € G be 2(n+m) +2 generators. The relation Rrics+ consists of all pairs ((T, 4, B, C), (=, z’,y,y’,n)),
where

TeG, ABCeZ]", =maz' €y vy y €L, nel,

which satisfy the following requirements for z = (z||y) € Z; and 2’ = (2'||y’) € Zy:

T = (((ally’) || A=), G) + (0" || B='), H) +n- H.

Azo Bz =Cxz.

Az’ o Bz’ =0™.

AzoBz' + Bzo Az’ =CZ'.

Ap.@’ = Bp@' = Chge’ = 0™, where Af1.), B, Cli:r) € Z™7" denote the leftmost r columns of the
matrices A, B and C, respectively.

Gr W=

Theorem 24. Let t : N — N be any function of the security parameter X € N such that 2t
is polynomial. Assuming the hardness of the DL problem for expected polynomial-time algorithms
with respect to (G,G,q), then for any polynomials m = m(X), r = r(\) and n = n(\) such that
m>1,1<7r<nandn+m =2, the argument system IIgics+ provides perfect completeness,
perfect special honest-verifier zero-knowledge and computational witness-extended emulation for the
relation Rrics*-
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Furthermore, the analysis we present relies on the following lemma:

Lemma 5 ([72]). There exists a polynomial-time algorithm Ext that, on input any public parame-
ters (G,H,G,H) € G2 tm)+2 4nd any Rrics+ instance (T, A, B,C) together with any correspond-
ing (n+1,m+1,m+1,5,2,4,...,4,5)-transcript tree of depth log,(n+m)+6 for the argument system
IIrics*, produces either a witness (x,x’,y,y’,n) such that (T, A, B,C),(x,2’,y,y’,1)) € Rrics*
or a non-trivial discrete-logarithm relation for (G, H,G,H).

C.2 The Subset eVRF

Let X = {X)\}xen and (G7,Gs), be a domain ensemble and a group-pair ensemble, respectively,
where Gt = {(Gt x, GT.x, q\) bren and Gs = {(Gg x, Gz, s1) }aen. For simplifying the presentation,
in what follows we often omit the security parameter A\ when it is made clear by the context.

The following construction, denoted Subset-eVRF, relies on a hash function H : G x & — Gg
(modeled as a random oracle), where G§ = Gg \ {0}, and provides an eVRF whose underlying VRF
is pseudorandom over the set S C [, of all z-coordinates of points in Gg. Thus, the eVRF itself
is pseudorandom over a set which may be a subset of G (although the subset eVRF may not be
pseudorandom over the entire group Gr, this may nevertheless suffice for certain applications).

The Subset eVRF Subset-eVRF

— Global parameters:
1. Cyeclic group Gt = G, of prime order g = g¢y.
2. Cyclic group Gs = Gg,» of prime order s = s) with an explicit representation as an elliptic-curve group
over [Fy.
3. Hash function H: Gt x X — G§&, where G§ = Gs \ {0}.
(The security of the eVRF relies on modeling H as a random oracle)
4. €= |log,min{s,q}| — 1, m’ =40+ 5, n =40+ 6, m = 20" +1 _
(Note that n + m is a power of 2)
5. Non-interactive argument system ITeppn = (KeppH, PebpH, Veppr) for the relation ReppH.
(See Appendix C.2.1 for the definition of the relation ReppH)
— Public-parameters generation algorithm PPGen(1*):
1. Sample random generators Gs <+ Gs, G, H « G%er and G, H + Gr.
(The security of the eVRF relies on (G, H,G, H) not having a known non-trivial discrete-logarithm
relation)
2. Denote Gt,1 = G2, G1,2 = G3, where G = (G1,...,Gnim).
3. Output pp = (Gs, G, H,G, H).
— Key-generation algorithm KeyGen(pp):
1. Sample k < [2“1 —1] and set @ =k - Gr,1 € Gr.
2. Set sk = k and vk = Q.
3. Output (sk, vk).
— Evaluation algorithm Eval(pp, sk, x):
1. Let sk = k and compute Q@ =k - Gr,1.
2. Compute X = H(Q,z) € Gg and P =k - X € G3.
3. Let P = (zp,yp) € IF§ and y = zp € Fy, and compute Y =y - Gr2 € Gr.
4. Compute 7 < Peppn(pp, (@, X,Y), k).
5. Output (y,Y, ).
— Verification algorithm Verify(pp, vk, z,Y,w):
1. Let vk = Q.
2. If Veppr(pp, (Q,H(Q, z),Y), ) = accept then output accept and otherwise output reject.

For completing the description of the subset eVRF, in what follows we first present the relations
on which we rely for presenting and analyzing the non-interactive argument system Il.ppy. Then,
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for presenting the argument system Ileppy and analyzing its properties, we present and analyze it
as an interactive argument system, whose non-interactive variant is then derived using the Fiat-
Shamir transform [34,4]. Denoting by FS(Ileppn) the function ensemble required for the Fiat-

Shamir transform of the argument system Il.ppy, we prove the following theorem in Appendix
C.2.3:

Theorem 25. Let X = {X)\}ren and (Gp,Gs), be a domain ensemble and a group-pair ensem-
ble, respectively, where Gr = {(G1.x, G, q\) }ren and Gs = {(Gs x, Gs », SA) bren, and for every
A € N let Sy denote the set of all x-coordinates of points in G§ ,. Assuming the hardness of
the co-DDH problem with respect to (Gr,Gs), and assuming the exp’ected—tz'me hardness of the DL
problem with respect to Gr, the construction Subset-eVRF is a subset-secure e VRF with respect to
the domain-range ensemble {(Xx, Gt x)}ren, function ensembles H = {FUHSGT,AX/’\?A,G;A}AGN and

H' = FS(Il.ppn), and subset ensemble {Sx}ren-

C.2.1 The Relations ReppH, RboLr and R—chord

We define three relations on which we rely for presenting the argument system Il.ppy and analyzing
its properties. The relations are defined relative to cyclic groups Gt and Gg of prime orders g and
s, respectively, with generators G1,Gt2 € G and Gg € Gg that are determined by a common-
reference string o = (Gs, G, H,G,H) € Gg X GQT(nJFm)+2 for integers m,m > 1 (for simplicity we
do not explicitly index the relations using o). In what follows, let ¢ = |log, min{s, ¢}| — 1.

The relation ReppH- The relation ReppH consists of all pairs ((Q, X,Y), k) € (Gt x G§ x Gr) X
[2¢+1 — 1] that satisfy the following two requirements:

1. @ =k -Gy € Gr.
2. YZ.’L’p'GTQGGT WhereP:(xp,yp):k-X€G§QF?.

The relation RpLr. The relation Rp g consists of all pairs ((G,H,G,H),w) € G?F(ner)H X
Zg(n+m)+2 for which (w, (G, H,G, H)) = 0 € Gt and w # 02"*™)+2_ The hardness of the discrete-
logarithm problem in the group Gt implies that any efficient algorithm that receives as input
a vector (G, H,G, H) of uniformly and independently sampled generators has only a negligible
probability in outputting a witness w such that ((G, H,G, H),w) € Rp_R.

The relation R-chord- Let co =1, ¢1 =--- =¢—1 =2, and ¢ = s — (2 — 1). For every X € G§
and integer k = Zf:o k; - 2¢ where ko, ..., k; € {0,1}, consider the following group elements:

(X,k) = k;-2"- X +¢; - Gs for every i € {0,...,0}
(X,k) = ¢; - Gs for every i € {0,...,(}
i1(X, k) = 2" X +¢; - Gs for every i € {0,..., 0}
(X, k) = Ao(X, k)
(X, k) = Li—1(X, k) + Ay(X, k) for every i € {1,...,¢}

The relation R-chord consists of all pairs ((Q, X,Y),k) € (Gp x G§ x Gr) x [2¢F! — 1] for which
@ = k- Gr,1 and at least one of the following two requirements is satisfied:

1. 0 € {Ai(X k), Aio(X, k), Ai1(X, k)} for some i € {0,..., ¢}
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2. Li—1(X, k) € {0, A;(X, k), —A;(X,k)} for some i € {1,...,¢}.

For the relation R-chord, when modeling the hash function H used by the eVRF as a random
oracle, we prove that any algorithm issuing a polynomial number of random-oracle queries has a
negligible probability in outputting a pair ((Q,z,Y), k) such that ((Q,H(Q,z),Y),k) € R-chord-
The following lemma is proved in Appendix C.2.4:

Lemma 6. For every algorithm A that issues q4 random-oracle queries it holds that

Pr [A(1Y) = (Q2,Y). k) st ((Q.H(Q,2),Y), k) € Rechora| < W

)

where the probability is taken over the internal randomness of A and over the choice of the random
oracle H: G x X — G§.

C.2.2 The Argument System Il.ppH

Given an instance (Q, X,Y) € G xG§x G and a witness k € [2“1 —1] for the relation Reppn, the
argument system Il.ppn is defined as follows. First, the prover and verifier execute the argument
system IIp_ for the discrete-logarithm relation Rpp so that the prover proves knowledge of the
discrete logarithms k and xp of the group elements Q and Y, respectively.'® Then, the prover and
verifier construct an instance (T, A, B, C) and a witness z for the Rrycs* relation, and execute the
argument system ITr;cs+ for enabling the prover to prove that ((T, A, B,C), z) € RRrics*. If the
verifier outputs accept in all three executions, then the verifier outputs accept and otherwise the
verifier outputs reject.

The main technical challenge is designing an R1CS system that corresponds to the following
two requirements for an instance (Q, X,Y):

1. =k -Gty € Gp where k € (2041 —1].
2. Y =xp-Gra € Gr where zp € Fy is the z-coordinate of the group element P = (zp,yp) =
k-XeGgC Fg.

The requirement Q = k- Gt € G, where k € [2¢+1 — 1], is standard to express using £ + 2
constraints. Specifically, when including k € F, and its bit representation (k, ...,ks) € {0,1}+1
as part of the witness z, this requirement is expressed via the constraint k = Zfzo k; - 28 mod ¢
and the constraints k; - (1 — k;) = 0 mod ¢ for every i € {0,...,¢}.

The requirement ¥ = xp - Gt € Gt where xp is the z-coordinate of the group element
P = k- X is more challenging to express. As an initial attempt, consider the sequence of group
elements Lo,...,L; € Gg defined by setting Lo = ko - X and L; = L;_1 + k; - 2° - X for every
ie{l,...,¢}. Then, L, = Zfzo ki-2"- X = k- X, and therefore zp is the a-coordinate of k - X
if and only if it is the z-coordinate of Ly,. When including the coordinates (zr,,yr,) € Fg of each
group element L; as part of the witness z, this requirement can be expressed as a set of constraints
verifying that the provided coordinates of each L; are computed correctly based on those of L; 1
and on k; (note that if k; = 0 then L; = L; 1 and if k; = 1 then L; = L; 1 + 2° - X, where the
coordinates of the group element 2° - X can be computed by the verifier and thus do not need
to be included as part of the witness). However, each group addition L; = L;_1 + k; - 2 - X may

15 For simplicity, in our description the argument system ITp, is executed twice, but we note that these two executions
can be batched into a single execution.
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be computed differently over the elliptic curve of the group Gg depending on whether L;_; = 0,
Lii =k -2-XorLi_y = —k;-2"- X, and rank-1 constrains are not well-suited for efficiently
expressing such conditional statements.

For resolving this challenge, we introduce “shifts” of the form ¢; - Gg to each such addition
to ensure that, with all but a negligible probably, all additions would be computed via the chord
method. Specifically, letting A; = k; - 2° - X + ¢; - Gs for every i € {0,...,¢}, Ly = Ay and
L; =L,y + A, for every ¢ € {1,...,¢}, it now holds that L, = k- X + Zf:o ¢i - Gs. Choosing the
¢;’s such that they sum up to 0 modulo the order s of the group Gg, we again obtain that L, = k- X.
Lemma 6 shows that when the group element X is computed as X = H(Q, z), where H is a random
oracle, then with all but a negligible probability it holds that 0 ¢ {L;_1, A;} and L;—1 ¢ {A;, —A;}
for all i € {1,...,¢}, and therefore the additions L; = L;_1 + A; are all computed via the chord
method.

Finally, verifying that the coordinates (zr,,yr,) € Fg of L; are indeed the correct result of
applying the chord method to Li—1 = (zr,_,,yr,_,) € Fi and (z4,,y4,) € F2, can be done using
the following three constraints when additionally including the slope s; = (yr,_, — ya,) - (zr,_, —
wAi)_l mod g between L;_1 and 4; as part of the witness:

1. Verify that s; is computed correctly via the constraint s; - (zz, , —zA,) =YL, , — YA, mod gq.
2. Verify that zr, is computed correctly via the constraint s; - s; = 21, , + 21, + A, mod q.
3. Verify that yz, is computed correctly via the constraint s; - (zr, , — xr,) = yr,_, + yr, mod gq.

The Argument System IleppH

— Public parameters:
1. Cyclic group Gt = G, of prime order g = g¢ax.
2. Cyclic group Gs = Gs,» of prime order s = s with an explicit representation as an elliptic-curve group
over [Fy.
£ = |log, min{s,q}| —1,m =40+ 5 n=40+6, m = gMogz(m'+n)] _ .
Generators Gs € Gs, G, H € G%*m and G, H € Gr.
Gt,1 = G2, Gr,2 = G3, where G = (G1,...,Gnim).
Argument system IIp_ for the Rp. relation over Gr.
7. Argument system Ilrics+ for the Rrics+ relation over Gr.
— Inputs:
1. P: Instance (Q, X,Y) € Gt x G§ x Gr, and witness k € [2°t! —1].
2. V: Instance (Q, X,Y) € Gt x G§ X Gr.
— Execution:

1. The parties execute the discrete-logarithm argument system IIp. with the instance (Gt,1,Q) € G2, where
the prover P takes the role of the prover using the witness k& € [2°T! — 1], and the verifier V takes the
role of the verifier. If the execution outputs reject, then V outputs reject and halts.

2. The prover P computes P =k - X € G§ and lets P = (zp,yp) € ]Fg.

3. The parties execute the discrete-logarithm argument system ITp. with the instance (Gr,2,Y) € G%, where
the prover P takes the role of the prover using the witness xp € Fgy, and the verifier V takes the role of
the verifier. If the execution outputs reject, then V outputs reject and halts.

4. Each party sets T = G1 + Q@ +Y € Gr and computes (A, B,C) < R1CSMatrices(X), where A, B,
CeZy". If A= B=C =0""", then the verifier outputs reject and halts.

5. The prover P computes z <— R1CSWitness(xzp, X, k), where z € Z7 U {reject}.

6. If z = reject, then the prover P sends reject to the verifier V who then outputs reject and halts. Otherwise,
let z = (z||y) € Z3 x Z75.

o Ot W
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The parties execute the R1CS™ argument system ITrics+ with the generators (G, H, G, H) as the public
parameters and the instance (T, A, B, C'), where the prover P takes the role of the prover using the witness
(x,0% 4,0 3,0) € Zg X Zg X Zf;*g X 2273 x Zq, and the verifier V takes the role of the verifier. If the
execution outputs reject, then V outputs reject, and otherwise V outputs accept.

The Function R1CSMatrices(X)

— Public parameters:

1. Cyclic group Gt = G, of prime order ¢ = ¢x.
2. Cyclic group Gs = Gg,» of prime order s = s) with an explicit representation as an elliptic-curve group
over FFy.
3. £ = |log,min{s,q}| — 1, m' =40+ 5, n =40+ 6, m = 218207+ _
4. Generator Gs € Gs.
— Input: X € G§.
— Computation:
1. Letco=1,c1 =---=c—1=2,and cp = s — (20 — 1).
2. For every i € {0,...,¢} compute
P =2"-X€Gs
Ajo = ¢ -Gs = (a:A'i,O7yAi,D) € F3
Aip = Pi+c¢-Gs = (xAi,17yAi,1) € Fi
Og,i = Ta;, — TAg, mod ¢
0y, = Ya; 1 — Y40 mod ¢
If for some 4 € {0,...,¢} and 7 € {0,1} it holds that A; ; =0 € Gs (and thus A; ; cannot be expressed
as (za, . ,Ya,,) € F;), then output (A4, B,C) for A=B=C=0""".
3. Compute matrices A, B,C € Z;”'X" by computing their rows {@i}icim/], {bi}icim’] and {ci}icims], re-
spectively, as follows:
(In what follows, all arithmetic operations are modulo ¢, and for each ¢ € [n] we denote by e; € Zj the
ith unit vector of length n)
e Row l: a1 =e1, b1 =e2,c1 =es + Zle 2' - esits.
° ROW 2: az = e, bz = €3, C2 = €4¢45.
e Row 3: azs = eq, bs = e1 —eq, c3 =0".
e Row 3 + i for every i € [ﬂ az4i = €443, b3+1; = €1 — €4i+3, C3+4i = 0".
® Row 4+l asje=e1,bage=2a,, €1+ 020" €4, Cate = es.
e Row 5+ £: asqe =e1, bs1e =ya,, - €1+ 0y,0 €4, Cs40 = €6.
e Row 5 + ¢ 4 i for every i € [4] A54¢4+i = €4i44, b5+5+i = eqi+1 — (a‘:Ai’O -e1 + 53¢7i . e4i+3),
Cste+i = €ait2 — (YA, o - €1 + 0y,i - €4iy3).
e Row 5420+ for every i € [{]: ast264+: = €aita, bst204i = €aita, Cs420+i = €aits5+ €ait1 +za,,-
€1+ 0a,i - €4i43.
o Row 54 3(+i for every i € [{]: as43e4i = €4i4a, bsy3eti = €4i41 —€4it5, C543e1i = €4it2+€aite.
4. Pad each of the matrices A, B and C with m — m’ all-zero rows to obtain A, B,C € Z7*".
5. Output (A4, B,C).

The Function R1CSWitness(zp, X, k)

— Public parameters:

1.
2.

b

Cyclic group Gt = G, of prime order ¢ = gx.

Cyclic group Gs = Gg,» of prime order s = sx with an explicit representation as an elliptic-curve group
over [Fy.

¢ = |log, min{s,q}| — 1.

Generator Gs € Gs.
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— Input: (zp, X, k) € Fy x G§ x [2°T1 —1].

— Computation:
1. Letco=1,c1 = =c—1=2,and ¢, = s — (20 — 1).
2. Let (ko,...,ke) € {0,1}**! such that k = 3¢_ 2" - k;.
3. Compute

P; = 2'. X € Gs for every i € {0,...,4}

Ay = ki Pi+ ¢ - Gs € Gg for every i € {0,...,(}
Lo = Ap € Gs

Li =Li_1+A; €Gg foreveryi € {1,...,0}

4. If for some i € {0,...,¢} it holds that A; = 0 or L; = 0 then output reject. Otherwise, let A; =
(za,,ya,) € F2 and L; = (z1,,yr,) € F; for every i € {0,...,¢}.

5. If for some i € {1,...,¢} it holds that xz, , = xa, then output reject. Otherwise, for every i € {1,...,¢}
compute

Si = (yLi,—1 - yAi) : (:I;Li—l - ‘I’,Ai)_l mod q .

6. Let ¢ = (1,k,zp) € F5.

7. For every i € [¢] let w; = (ki, si,xr,,yr,;) € Fy, and let y = (ko, TLg,Yrg, W1, .., we) € Fa 3.

8. Output z = (x,y) € F*TS.

The following theorem captures the properties of the argument system Il.ppy when instantiating
the underlying argument systems IIp, and Ilgics+ with those specified in Appendix C.1:

Theorem 26. The argument system Ileppn provides perfect completeness for the relation ReppH \
R —chord, perfect special honest-verifier zero-knowledge for the relation Reppr\R-chord, and statistical
witness-extended emulation for the relation ReppH U R-chord U RDLR-

The proof of Theorem 26 is provided by Lemmata 7, 8 and 9 which consider the completeness,
zero-knowledge and witness-extended emulation properties, respectively.

Lemma 7 (Completeness). Assuming that the argument systems IIp and IIgics+ provide per-
fect completeness for the relations RpL and Rrics*, respectively, the argument system Ileppy pro-
vides perfect completeness for the relation ReppH \ R-chord-

Proof. Let ((Q,X,Y),k) € (Gr x G x Gr) x [2¢7! — 1] such that ((Q,X,Y),k) € Reppn and
((Q,X,Y), k) ¢ R-chord- We show that all three invocations of the underlying argument systems,
IIp, and Ilgics+, lead the verifier to accept, and therefore the verifier outputs accept.

For the invocation of the argument system ITp| with the instance (Gt,1,Q) € Ggf and the witness
k € [2°t1 — 1], the fact that ((Q, X,Y),k) € Reppn implies in particular that @Q = k- G ;. Thus,
it holds that ((Gr1,@Q),k) € RpL, and the perfect completeness of the argument system IIp for
the relation RpL guarantees that the verifier accepts. Similarly, for the invocation of the argument
system IIp| with the instance (Gr2,Y) € Ggr and the witness zp € Iy, where P = (xp,yp) = k- X,
the fact that ((Q,X,Y),k) € Reppn implies in particular that Y = xp - Gr. Thus, it holds that
((Gr2,Y),zp) € RpL, and the perfect completeness of the argument system IIp| for the relation
RpL again guarantees that the verifier accepts.

At this point, note that the prover’s computation z = (z||y) < R1CSWitness(zp, X, k) does
not return reject, and therefore the parties indeed proceed to invoke Ilgics+. Specifically, the com-
putation R1ICSWitness(zp, X, k) returns reject if for some i € {0,...,¢} it holds that A; = 0 or
L; =0, or if for some i € {1,...,¢} it holds that x1, , = z,, and these are all ruled out based on
the fact that ((Q,X,Y),k) € Reppn and ((Q, X,Y), k) ¢ R-chord-
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For the invocation of the argument system IIr;cs+ with the instance (T, 4, B, C) € G X Z**" x
Zg™™ x Zy™ and witness (x,03,9,0"3,0) € Zg X ZZ’ X ZZ_S X Z(’;_?’ X Zg, we now show that
(T, A, B,C), (x,03,y,0"3,0)) € Rrics, and therefore the perfect completeness of the argument
system Ilrics for the relation Rrics* guarantees that the verifier accepts. By the definition of the
relation Rgycs, for showing that (T, A, B,C), (z,03,y,0"3,0)) € Rrics* we first need to show
that T = {((z||0"3) || 0™), G). The group element T is computed by the prover and verifier as
T =G+ Q+Y, and from the setting of Gt1 = G2, G2 = G3 and & = (1, k,zp) we obtain

T=G+Q+Y

=G +k-Gri+xp-Groa
1-Gi1+k-Go+zp-Gs
(x,(G1,G2,G3))
= (((=[[0"?) [ 0™), @) .

Second, we need to show that Az o Bz = Cz. Letting {a;}icjm, {bi}icim, and {¢;}icpny denote
the top m’ rows of the matrices A, B and C, respectively, we now show that the constraint (a;, z) -
(bi, z) = (¢, z) mod ¢ is satisfied for every row i € [m/] (recall that the remaining m — m’ rows of
A, B and C are all-zero rows, and therefore their corresponding constraints are always satisfied).
In what follows, all arithmetic operations are modulo ¢, and recall that for each i € [n] we denote
by e; € Z; the ith unit vector of length n.

— Constraint 1:
(This constraint verifies that k = Zf:o 2° . k; mod q)

a; = ey

b1262

¢
c1=eq+ Z 2" eqiys

i=1
For this constraint it holds that
(a1,z) = (e1,2) =1
(by,z) = (e2,2) =k
l . l '
(c1,2) = (eq,2) + 221 - (e4it3,2) =ko+ Zkl AN
i=1 i=1

Thus, the constraint (aq, z)- (b1, 2) = (c1, z) mod ¢ is equivalent to the constraint k = Zf:o 2.
¢

k; mod ¢, which is satisfied since k = >_;_, 2" - k; holds over the integers (and therefore it also
holds modulo g).
— Constraint 2:

(This constraint verifies that zp = 1, mod ¢q)

az = €1
bzzeg

C2 = €4¢45
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For this constraint it holds that

(ag,z) = (e1,z) =1
(ba,z) = (es,z) =xp

(c2,2) = (earts,2) =21, -

Thus, the constraint (as,z) - (b2, z) = (c2,2) mod ¢q is equivalent to the constraint zp =
xr, mod g. The group element L, = (zr,,yr,), as computed by the prover, satisfies

l ¢
L= (Zk2) X+ (Zc) Gs=k X,
=0

=0

since cg, . . ., ¢g are chosen such that co+- - -+c, = 0 mod s. Therefore, Ly = k- X = P = (zp,yp)
and in particular 7, = xp mod q.

Constraint 3:

(This constraint verifies that ko € {0,1})

b3:61—€4

C3g — o"
For this constraint it holds that
(ag, z) = (eq,z) = ko
(bg,z) = (e1,2z) — (eq,2) =1 — ko
(cg,z) = (0",2)=0.

Thus, the constraint (ag, z)-(bs, z) = (€3, z) mod ¢ is equivalent to the constraint ky- (1 —ko) =
0 mod ¢, which is satisfied since ko € {0,1}.

Constraint 3 + i for every ¢ € [£]:

(This constraint verifies that k; € {0,1})

a34; = €4443
bsti = e1 —eqiy3
c3yi = 0"

For this constraint it holds that

(a3+4i,z) = (€qit+3,2) = ki
(b31i,2) = (e1,2) — (€4i43,2) =1 —K;
(cg4i,2) = (0",2) =0 .

Thus, the constraint (ag4q,z) - (bs4i,2) = (€344, 2) mod ¢ is equivalent to the constraint
ki - (1 — k;) = 0 mod ¢, which is satisfied since k; € {0, 1}.
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— Constraint 4 + £:

(This constraint verifies that zr, is computed correctly)

Ag1p = €1
baye = TA,, €1+ 020" €4

Cqip = €5

For this constraint it holds that

<a’4—|—£7z> = <el7z> =1
<b4—|—£7 Z> = :Z:AQO : <ela Z> + 5&3,0 : <64, Z> == on,o + 5$,0 N kO

<C4+g,z> = <€5,Z> =L -

Thus, the constraint (@q4¢,2) - (baye, 2) = (cate,z) mod q is equivalent to the constraint
Try, = TAg, + 02,0 - ko mod g. Recall that A; = k; - P; + ¢; - Gs for every i € {0,...,¢}, where
k; € {0,1}, and that

Ai,O = ¢ GS = (xAi,myAi,o) € Fg

2
Ai,l = PZ + Ci - GS = (*/L‘AprAi’l) € ]Fq
Opi = TA L —TA;, mod ¢

5y,i = yAiJ - yA»;yo mod q .
Therefore, letting A; = (z4,,y4,) € F2 we obtain

(xAi’ yAi) =ki- (a:Ai,l XA 0:YA T yAi,O) + (xAi,O’ yAi,O)
= (kl : 59671' + LA 0s ki - 52/,%' + yAi,O) <27)

Thus, since Ly = Ag, we obtain in particular that zr, = za, = ko - 02,0 + T4,, mod g.
— Constraint 5 + £:

(This constraint verifies that yr, is computed correctly)

asie¢ = €1
bs1e = Yng, €1+ 0y0 - €4

C54¢ = €6

For this constraint it holds that

(aste,2z) = (e1,2) =1
<b5+£7 Z> = YAop - <€1, Z> + 5!/,0 ’ <64, Z> =YAoo T+ 6y70 - ko
<C5+£7Z> — <6672> =YLy -

Thus, the constraint (as4e,z) - (bs4e,2) = (€546, 2) mod ¢ is equivalent to the constraint
YLo = YA, + 0y,0 - ko mod g, which is satisfied based on Eq. (27) since Lo = 4.
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— Constraint 5+ £ + i for every ¢ € [£]:

(This constraint verifies that s; is computed correctly)

as4e+i = €4i44
bsteti = €sit1 — (T, €1+ 0z €1i43)
Csteti = €4it2 — (YA, €1+ 0y - €4543)

For this constraint it holds that

(A5404ir2) = (€4ita,2) = 5
(bsterirz) = (€4it1,2) — (Ta,, - (€1,2) + 0ui - (€4i43,2)) =T, — (T, o + 0ui - ki)
(C5te+i:2) = (€4it2,2) — (Yo, - (€1,2) + 0y (€ai+3,2)) =YL, 1 — (YA, + Oy~ Ki) -

Thus, the constraint (@sy¢+4, 2) - (bs4e+i, 2) = (C540+4, 2) mod g is equivalent to the constraint
si - (Tp,_y — (TA o + 0 - ki) = Y,y — (Ya, o + dyi - ki) mod ¢, which is equivalent to the
constraint s; - (g, , —TA,) =YL, , — ya, mod g based on Eq. (27). This constraint is satisfied
as the prover computes s; = (yr, , —ya,) (v, , —7A,) !t mod q (recall that xy, , # x, mod q

since ((Q, X,Y), k) ¢ R-chord)-
— Constraint 5 + 2£ + 1 for every ¢ € [(]:

(This constraint verifies that z, is computed correctly)

a5 2047 = €444
bst204i = €4i44
C542604+i = €4i45 T €4i41 + T, €1+ 0ui - €4i43

For this constraint it holds that

<as+2e+i,z> = <64i+4,z> = 5

(bst204i,2) = (€aiya,2) = 5;

(Csq2e4i,2) = (€4its,2) + (€4iy1,2) + A, - (€1,2) + 0z - (€4i43, 2)
=Tp, +%L,_, +TA 0+ 0z ki

Thus, the constraint (asy2¢+ti, 2) - (bst20+i, 2) = (€5420+4, 2) mod ¢ is equivalent to the con-
straint s? = @, + @1, , + @A, + 0z, - ki mod ¢, which is equivalent to the constraint s? =
xr, + L, , +xA, mod g based on Eq. (27). Given that L;_1 # 0, A; #0 and L;_1 ¢ {A;, —A;}
(since ((Q, X,Y), k) ¢ R-chord), then the addition operation L; = L;_1 + A; performed by the
prover uses the chord method over the elliptic curve of the group Gg. Thus, the prover computes
rp, =87 —xr, , —ra, mod g, where s; = (yr,_, —ya,) (vr,_, —xa,) ! mod g, and therefore
the constraint is satisfied.
— Constraint 5 + 3£ + i for every ¢ € [(]:

(This constraint verifies that yz, is computed correctly)

as543¢4+i — €444
bs4304+i = €4i41 — €4i45

C543¢0+i = €4i4+2 + €456
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For this constraint it holds that

(a54+30+i,2) = (€4it4,2) = S;
<b5+3i+ia z) = <e4i+17 z) €4i+5; z) = TLi1 — TL;

—(
(C5430+i,2) = (€4it2,2) + (€4it6,2) =YL, , + YL, -

Thus, the constraint (asyseti, 2) - (bs4+3e+i, 2) = (€5430+4, 2) mod ¢ is equivalent to the con-
straint s;-(xp, , —xr,) = yr,_, +yr, mod q. Given that L;_1 # 0, A; # 0 and L;_1 ¢ {A;, —A;}
(since ((Q, X,Y), k) ¢ R-chord), then the addition operation L; = L;_1 + A; performed by the
prover uses the chord method over the elliptic curve of the group Gg. Thus, the prover computes
yr, = si - (xr,_, — xr,) — yr,_, mod q, where s; = (yr,_, — ya,) - (rr,_, — xa,)"! mod ¢, and
therefore the constraint is satisfied.

Overall, the above shows that Az o Bz = Cz, and this settles the proof of Lemma 7. O

Lemma 8 (Honest-Verifier Zero-Knowledge). Assuming that the argument systems IpL and
IlRics+ provide perfect special honest-verifier zero-knowledge for the relations RpL and Rrics*,
respectively, the argument system Il.ppy provides perfect special honest-verifier zero-knowledge for
the relation ReppH \ R-chord-

Proof. Let Seppn be the simulator that is defined as follows on input ((Gs, G, H,G,H), (Q,X,Y),
p):

1. Parse p = (p1, p2, p3), where p; and ps are the verifier’s randomness for the two invocation of the
argument system Ilp), and ps is the verifier’s randomness for the invocation of the argument
system HRICS* .

2. Let Gr1 = G2 and G = G3, where G = (G1,...,Gpim)-

3. Invoke the zero-knowledge simulator Spi of the argument system IIp on the inputs ((Gr,1,@Q),
p1) and ((Gt2,Y), p2) for obtaining transcripts tr; and trg, respectively.

4. Let T =G1 + Q+Y € Gr and compute (A, B, C) < R1CSMatrices(X).

5. Invoke the zero-knowledge simulator Sgics* of the argument system IIgicg* on the input
((Q,X,Y), p3) for obtaining a transcript trs.

6. Output (try,tro,trs).

Let Ay and Ay be any two algorithms as in Definition 13, fix any common-reference string o =
(Gs,G,H,G, H), and fix any triplet ((Q, X,Y), k, p) produced by A; (o) such that ((Q,X,Y), k) €
RepbpH \ R-chord- We need to show that, conditioned on any such fixed values, the distribution of
the transcript produced by the simulator Seppy is identical to the distribution of an honestly-
generated transcript (thus, Ay will have no advantage in distinguishing the two cases — as required
by Definition 13).

First, since ((Q,X,Y),k) € ReDDH \Rﬁchord, then Q = k - GTJ and Y = xp - GTQ, where
k,xp € Zq. Therefore, ((Gr,1,Q),k) € RpL and ((G1,2,Y),2p) € RpL, and thus the perfect special
honest-verifier zero-knowledge of the argument system IIp| for the relation Rp| guarantees that the
distribution of the transcripts tr; and tro produced by Spy is identical to their honestly-generated
distribution.

Second, the simulator Seppy computes the instance (7', A, B,C) exactly as computed in an
honest execution as a deterministic function of Gy, @, X and Y. Given that ((Q, X,Y),k) € ReppH \
R—chord, the perfect completeness of the argument system IT.ppy for the relation Reppr \ R-chord
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guarantees that there exists a witness (x,x’,y,y’,n) such that (T, A, B,C),(z,z’,y,y",n)) €
RRrics*. Thus, the perfect special honest-verifier zero-knowledge of the argument system Ilgics*
for the relation Rrics* guarantees that the distribution of the transcript trs produced by Sgics* is
identical to its honestly-generated distribution. Together with the fact that the three invocations of
the argument systems IIp) and Ilg;cs+ are independent, we obtain that the distribution of the entire
transcript (trq, tro, tr) is identical to the distribution of an honestly-generated such transcript. O

Witness-extended emulation. We rely on the general forking lemma of Bootle, Cerulli, Chaidos,
Groth and Petit [13] (recall Lemma 4) for proving that the argument system Ileppy provides
statistical witness-extended emulation for the relation ReppH U R-chord U RpLr. That is, we prove
that there exists an efficient algorithm that when given any public parameters (Gs, G, H, G, H), any
instance (@, X,Y’), and any appropriately-structured polynomial-size tree of accepting transcripts
for (Q,X,Y), outputs either a witness k such that ((Q,X,Y),k) € ReppH U R-chord Or a witness
w such that (G, H,G, H),w) € RpLR.

The following lemma first states the underlying requirements from the argument systems Ilp.
and Ilgics*, and then states the existence of the required extractor for the argument system Ileppy.
For the argument system IIp, the underlying requirement is equivalent to the standard notion of
special soundness. For the argument system Ilrics+, the underlying requirement is guaranteed by
Lemma 5.

Lemma 9 (Witness-Extended Emulation). Assume that:

1. Ilpy is a 3-move public-coin argument system, and there exists a polynomial-time algorithm
ExtpL that, on input any instance (G,Q) € G?F and any 2-tree of accepting transcripts for
(G,Q), always succeeds in outputting a witness w € Zq such that ((G,Q),w) € RpL.

2. IIrics+ is a (2 + 1)-move public-coin argument system, and there exists a polynomial-time al-
gorithm Extrics* that, on input any public parameters (G, H,G, H) € G?r(”+m)+2, any instance
(T, A,B,C), and any (n1, ...,ny)-tree of accepting transcripts for (T, A, B,C) where I n; is
polynomial, produces either a witness (x,x’,y,y’,n) such that (T, A, B,C), (z,x’,y,y’,n)) €

RRrics* or a witness w € Zg(ner)H such that (G, H,G, H),w) € RpLR-

Then, there exists a polynomial-time algorithm Exteppy that, on input any public parameters (Gs,
G,H,G,H) € Gg x G?F(n—&-m)—i—Z; any instance (Q, X,Y) € G x G§ x G, and any (2,2,n1,...,n,)-
tree of accepting transcripts for (Q,X,Y), always produces either a witness k € Z, such that
((Q,X,Y), k) € RepbH U R-chord OT a witness w € Zg(n+m)+2 such that (G, H,G,H),w) € RpLR-

Proof. Any (2,2,n1,...,n,)-tree of accepting transcripts for an instance (@, X,Y’) € Gy xG§ x G
has the following form:

— The first level consists of 2 nodes corresponding to distinct challenges eg 1,eg2 € Z,4 sent by
the verifier of the argument system IIp, for the instance (Gt1,Q) € G3.

— For each first-level node eg;, the second level consists of 2 nodes corresponding to distinct
challenges ey 1,ey,1 € Zq sent by the verifier of the argument system IIp_ for the instance
(GTQ, Y) S Ggf

— Each second-level node ey ; serves as the root of a (n1,...,n,)-tree of accepting transcripts
for the argument system IIr;cs+ with the generators (G, H,G, H) as the public parameters for
the instance (T, A, B,C), where T = G1 + Q +Y € Gt and (A, B,C) = R1CSMatrices(X).
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Consider the extractor Exteppy that first invokes the extractor Extgics+ on one of the four (ni,
..., ny)-trees of accepting transcripts for the argument system IIgics+ (say, the leftmost one). This
provides either a witness (z,z’,y,y’,n) € Zg X Zg X ZZL_?’ X ZZL_?’ X Zq such that ((T, A, B,C),

(z,2’,y,9",n)) € Rrics* or a non-trivial discrete-logarithm witness w € Zg(n+m)+2 such that

((G,H,G,H),w) € RpLr. If the extractor Exteppy obtains a non-trivial discrete-logarithm witness
w, then it outputs w and halts. For the remainder of the proof, we therefore assume that the
extractor Exteppy obtains a witness (x,z’,y,y’,n), which by the definition of the relation Rgycs=
satisfies the following for z = (z||y) € Zj and 2’ = (2'||y’) € Z7:

T={(((zlly") || Az"),G) +((0" || B2'),H) +n- H.
Azo Bz =Cz.
Az' o Bz =(0™.

Azo Bz’ + Bzo Az’ = CZ'.
Apgx’ = Bpgw' = Cpga’ = 0™, where Ap.g), B, Cpiig) € Z™*3 denote the leftmost 3
columns of the matrices A, B and C, respectively.

Gl o=

Next, the extractor Exte.ppy invokes the extractor Extp. on one of the two 2-trees of accepting
transcripts for the instance (Gr2,Y) € G4 (say, the left one) to obtain a witness y € {0,...,¢—1}
such that Y =y - G 2. Finally, the extractor ExteppH invokes the extractor Extp, on the 2-tree of
accepting transcripts for the instance (Gr1,Q) € G4 to obtain a witness k € {0,...,¢q — 1} such
that @ = k- Gr,1. The extractor Exteppn outputs the witness £, and in the remainder of this proof
we show that ((Q, X,Y),k) € RepbHUR-chord- Specifically, we show that if ((Q, X,Y), k) ¢ R-chord
then ((Q, X,Y),k) € Reppn. That is, we show that if ((Q,X,Y), k) ¢ R-chord then:

— ke 2 —1].
- Q=k-Gr,.
— Y =ap-Grya, where xp € F, is the z-coordinate of P = k- X € Gg.

Note that we have already established that Q = k- G'1,1, and therefore we are left with showing
that k € [2°+1 — 1] and that y = 2p where xp is the z-coordinate of k - X. Towards this goal, we
observe that on the one hand we have already established that T'= G1+Q +Y, where Q = k-Gt
and Y = y - G2, and therefore

T=Gi1+Q+Y =G +k-Grp+zp-Grp=1-G1+k-Ga+y-Gs3 .
On the other hand, the fact that (T, A, B,C), (z,2’,y,y’,n)) € Rrics* guarantees that
T ={(((=lly’) [| Az"),G) +((0" || Bz'),H) +n - H .

This implies, in particular, that @ = (1,k,y), as otherwise the extractor Exteppy once again ob-
tains a non-trivial discrete-logarithm witness w € Zg(n+m)+2 such that ((G,H,G,H),w) € RpLR.
Having established that @ = (1, k,y), we now rely on the fact that Az o Bz = Cz for showing that
k € 21 — 1] and that y = zp. In what follows, we denote z = (z||y) = (1, k,y, 24, ..., zn), where
24y 2n € Lyg.

For showing that k € [2F! — 1], we observe the following regarding the rows of the satisfied
R1CS system Az o Bz = Cz:

— Row 1 guarantees that k = z4 + Zle 2% . z4i.3 mod gq.
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— Row 3 guarantees that z4 - (1 — z4) = 0 mod ¢, and therefore z4 € {0,1}.
— Row 3+ for every i € [{] guarantees that z4;43 - (1 — 24i+3) = 0 mod ¢, and therefore z4;43 €

{0,1}.

Letting ko = z4 and k; = 2443 for every i € [¢], it holds that Zf:o 20k < 26H < ¢ (recall that
¢ = |logy min{s, g} | — 1). Therefore, the equality k = Zf:o 2% . k; holds not only modulo ¢ but also
over the integers, which implies that k € [2/+1 — 1].

For showing that y = xp, where x p is the z-coordinate of P = k- X € G§, we begin by observing
that row 2 of the satisfied R1CS system Az o Bz = C'z guarantees that y = z4s45 mod q. Thus,
it suffices to show that z4.45 is the x-coordinate of P = k- X € Gg. We show this by proving via
induction that, for every i € {0, ..., ¢}, it holds that (z4iys5, z4i+6) = (v1;,yr,) (i-e., that z4;45 and
24i+6 are the z-coordinate and y-coordinate, respectively, of the group element L;), where we define

P = 2'- X for every i € {0,...,0}

A; =ki-P+c¢i-Gs = (xa,,yn,) € Fg for every i € {0,..., ¢}
Aio = ¢i-Gs = (T2,0,YA,,0) € Fg for every i € {0,...,¢}
Air = Pi+ci-Gs = (2a,,,Y4,,) € ]FZ for every i € {0,...,¢}
0zi = TA,, — A, mod g for every i € {0,...,¢}

Oyi = YA, — YA, mod g for every i € {0,..., ¢}

Lo = Ao = (21y,y1,) € F>

Li=Li1+ 4= (xr,,y1,) € Fg for every i € {1,...,¢} .

These definitions imply that

l ¢
L, = (ZkZQZ> - X + (ZCZ> -Gs=k- X,
=0 =0

since c¢g, ..., cy are chosen such that ¢y + -+ 4+ ¢, = 0 mod s. Therefore, Ly = k- X = P, and thus
showing that z4¢4+5 is the z-coordinate of L, indeed implies that z4¢45 is the z-coordinate of P as
required, as settles the proof.

The base case i = 0. The fact that ((Q,X,Y),k) ¢ R-chord guarantees that Ag, Agg, Ag1 # 0,
and thus they can indeed be represented as (£.A,, YA, ), (20,05 Y200 )s (TAg1>YAe,) € Fa, respectively.
Additionally, since ko € {0, 1}, then it holds that

(meyLo) = (xﬂmyﬂo)
ko - (xAO,l —TAp0:YAor T on,o) + (on,m on,o) mod ¢
= (ko - 02,0 + T Ao ko - 5y,0 + yAO’O) mod q .

Examining rows 4 + £ and 5 + /¢ of the satisfied R1CS system Az o Bz = Cz, we observe:

— Row 4 + £ guarantees that 25 = ko - 0,0 + 74,, mod q.
— Row 5 + £ guarantees that 26 = ko - dy,0 + y2,, mod g.

Therefore, (zs5,26) = (21,,YL,) as required for the base case i = 0.
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The case ¢ > 0. Having inductively established that (z4i+1,24i+2) = (21, ,,YL, ,), We now
prove that (z4i+5,24ir6) = (xr,,yr;). The fact that ((Q,X,Y),k) ¢ R-chord guarantees that
Ai, Aip, Ay # 0, and thus they can be represented as (z4,,94,), (T4, 0,Y4,0), (Ta,1,YA,,) € Fa,
respectively. Additionally, since k; € {0, 1}, then it holds that

('IAi?yAi) = ki (xﬂm LA 0 YA T yAi,O) + (xAi,()?yAi,O) mod ¢
= (ki -0z + TA; o ki« 6y + yAZ.’O) mod g . (28)
The fact that ((Q, X,Y), k) ¢ R-chora additionally guarantees that L;_1 ¢ {0, A;, —A;}, and thus

the addition operation L; = L;_1 + A; uses the chord method over the elliptic curve of the group
Gg. This defines the coordinates (zr,,yr,) € FZ of L; via the following computation:

Si = (yLi—l - yAi) : (xLi—l - xﬂi)_l mod ¢ (29)
TL; = ‘912 T TLi1 — T4 mod g (30)
YL, = Si- ('TL¢71 - ‘TLi) — YL, mod g . (31)

Examining rows 5 + £ + 4, 5+ 2¢ + i and 5 + 3¢ + i of the satisfied R1CS system Az o Bz = Cz,
we observe:

— Row 5+/¢+i guarantees that z4;14-(24i+1— (J}Aw +0g,i 24i+3)) = Zaito— (yAi,O +0y,i*24i4+3) mod g,
and therefore

2aiva = (24042 — (Yo + Oyyi - 24i43)) - (24041 — (T, + Opyi - 24i43)) " mod g

= (yLi—l - (yAi,O + 53/72' ’ k,)) : (xLifl - (mAi,O + 536,2' ’ ki))_l mod ¢ (32)
= (yLi—l - yAi) : (xLi—l - xAi)_l mod ¢ (33)
= s; mod q , (34)

where Eq. (32) follows from the facts that (zaiy1, 24i42) = (21, ,,yr,_,) and 2443 = ki, Eq.
(33) follows from Eq. (28), and Eq. (34) follows from Eq. (29).
— Row 5 + 2/ + i guarantees that Zii+4 = 24i+5 + 24i+1 T T, o + 0z - 24i+3 mod ¢, and therefore

2
2415 = Zgipq — (2441 + T, + Ozi * 24i43) mod g

=57 — (¥, +Ta,0 + 0pi - ki) mod g (35)
= s? — (zr,_, +xa,) mod q (36)
=z, mod ¢ , (37)
where Eq. (35) follows from the facts that z4i44 = i, 24i+1 = o1, , and zai+3 = ki, Eq. (36)

follows from Eq. (28), and Eq. (37) follows from Eq. (30).
— Row 5 + 30 + i guarantees that 2444 - (24i+1 — 24i+5) = 24i+2 + 24i+6 mod ¢, and therefore
24i+6 = Z4iv4 - (24041 — Z4i45) — Z4i42 mod q
= Si- (mLi—l - mLi) — YL, mod q (38)
= yr, mod q , (39)
where Eq. (38) follows from the facts that z4i44 = si, (24i+1, 24i+2) = (¥, ,, YL, ,) and 245 =
zr,, and Eq. (39) follows from Eq. (31).

Therefore, (z4i+5, 24i+6) = (xL,,yr,) as required for the case i > 0, and this settles the proof of
Lemma 9. O
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C.2.3 Proof of Theorem 25

Assuming the hardness of the co-DDH problem with respect to (Gr, Gg), and assuming the expected-
time hardness of the DL problem with respect to G, we prove that the construction Subset-eVRF
satisfies the correctness, pseudorandomness, verifiability and simulatability requirements stated
in Definition 2 with respect to the domain-range ensemble {(Xy, Gt \)}ren, function ensembles
H = {FunsGT’AX%’({;gA hen and H' = FS(Ilepph), and subset ensemble {Sy}ren (recall that Sy

denotes the set of all z-coordinates of points in G ).

Correctness. Assume towards a contradiction that there exist a probabilistic polynomial-time
non-uniform algorithm A and a polynomial p(\) such that

P x € Xy and x AH’H/’E"aIH'H/(pp’k")(1)‘» pp, Q) S 1
r ’ ’ N
Verify™ ™ (pp, Q,2,Y,m) =0 |  (y,Y,m)  Eval™™ (pp, k, z) p(A)

for infinitely many values of A € N, where the probability is taken over the choices of H < Hj,
H' < H/, pp < PPGen(1"), (sk,vk) < KeyGen(pp), and over the internal randomness of A. For
every value x produced by A, it holds that ((Q,X,Y),k) € ReppH, where X = H(Q,z) € Gg.
Therefore, the perfect completeness of the argument system IT.ppy for the relation Reppn \ R-chord

guarantees that if VerifyH’H,(pp, Q,z,Y,m) =0 then ((Q,X,Y),k) € R-chord- Thus, the algorithm
A can be transformed into a probabilistic polynomial-time non-uniform algorithm B for which

1
p(A)
for infinitely many values of A € N, where the probability is taken over pp <+ PPGen(1*), the

internal randomness of B, and the choice of the random oracle H : Gt x X — Gg. This, however,
contradicts Lemma 6.

Pr [BH(lAv pp) = ((Q)x,Y)’ k) s.t. ((Q7 H(Q,%),Y), k) S R—\chord] >

Pseudorandomness. Assume towards a contradiction that there exist a probabilistic polynomial-
time non-uniform algorithm D and a polynomial p(\) such that

1

p(A)

for infinitely many values of A € N, where the probability is taken over the choice of pp «+
PPGen(1"), (k, Q) + KeyGen(pp), H < H,, F + Funsx, s,, and over the internal randomness of D.
For simplicity, and without loss of generality, we assume that: (1) D does not query H with the same
input more than once, and (2) whenever D queries its second oracle (i.e., the oracle EvallH(pp, k,-)
or F(-)) with an input z, then D had previously queried H with (Q,z). Let ¢p = ¢p()\) denote a
polynomial upper bound on the number of queries issued by D to the oracle H. We transform the
algorithm D to an algorithm D for which

‘Pr [ﬁ (ﬂ,k - G {(ngl, k- Xé&)}ie[%]) _ 1}
i 0 1
o (on ena st ) ]
©

for infinitely many values of A € N, where the probability is taken over the choice of XS')A, Ys(li —

‘Pr [DH’EVB'WPP”“') (1)‘,pp, Q) - 1} —Pr [DH’F (1)‘,pp, Q) - 1” >

Gs,\ for every i € [gp], k + [2FL — 1] for ¢, = [logy min{sy,qr}| — 1, and over the internal
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randomness of D. A standard hybrid argument then contradicts the assumed hardness of the co-
DDH problem with respect to (Gr,Gs). The algorithm D, on input (1’\,Q,{(X(i),Y(i))}ie[qD]),
samples pp + PPGen(lA), invokes the algorithm D on the input (1*, pp, @) and returns its output,
while responding as follows to D’s oracle queries:

— When D issues the ith query to the oracle H, denoted (Q;,z;), if @Q; = @ then respond with
X and otherwise respond with a randomly sampled Z(®) Gg -

— When D queries its second oracle (i.e., the oracle Evalf!(pp, k,-) or F(-)) with an input z; from
a previously-issued H-query (Q;, z;), respond with the z-coordinate of Yy,

Thus, for every A € N it holds that

refo (kcnn {(xhr )}, ) =1
2 D

wufp (oo (x3},,,,) 1)

= ‘Pr [DH’Eva'?(pp’k") (1)‘, pp, Q) = 1} — Pr [DH’F (1)‘, pp, Q) = 1} ‘ .

Verifiability. Assume towards a contradiction that there exist a probabilistic polynomial-time
non-uniform algorithm A and a polynomial p(\) such that

P [ Yy # Y7 and pp < PPGen(1*), H' «+ HA, H < H, ] 1
r / / NN
Verify?"H (pp, Q, 2, Y, m;) = 1 Vi € {0,1} |(Q, =, (Yo, o), (Y1,71)) < AHH (12 pp) | ~ p(N)

for infinitely many values of A € N. Letting @ = k - G 1, then at most one of Yy # Y7 can satisfy
Yi=2p-Grp € Gr where P = (zp,yp) = k- X € G§ C Fg and X = H(Q, ). That is, for at least
one of Y and Y it holds that ((Q,X,Y}), k) ¢ ReppH. Therefore, by invoking A and outputting
(Q,z,Y, ) where (Y, 7) = (Yj,mp) for a randomly sampled b < {0, 1}, we obtain an algorithm A
for which

((Q,X,Y), k) ¢ Reppn and

Pr ;
V!:DDH(ppa (Q,X,)Y),m) =1

pp <+ PPGen(1*), H’ «+ M\ H — - 1
(Q.a,Y, ) = AMH' (1A, pp) 2-p(\)

for infinitely many values of A € N, where Q = k-G7; and X = H(Q, =), and (KeppH, PebbH, VeDDH)
is the non-interactive argument system obtained from the interactive argument system Il.ppy =
(K,P,V) via the Fiat-Shamir transform using the random oracle H'. Lemma 6 guarantees that
the output (Q,z,Y,n) produced by A satisfies ((Q,X,Y),k) € R—chora With only a negligible
probability, and therefore we obtain

(Q,X,Y),k) ¢ RepbH U R-chord and

Pr ,
Vibon(pp, (@, X, Y),7) =1

pp < PPGen(11), H' «+ HA, H < H, - 1
(Q,2,Y,m) « AHH' (12 pp) 4-p(N)

for infinitely many values of A € N. In turn, the security of the Fiat-Shamir transform [4, Sec. 2.4]
provides probabilistic polynomial-time non-uniform algorithms .4; and P*, and a polynomial p'(}),
such that

Pr (Q,X.,Y),k) ¢ RebDH U Rchord and
tr is accepting

o+ KM, (Q,X,Y),u) + Ai(0) ] -
tr < (P*(0,(Q. X,Y),u), V(0. (Q, X, Y)) | = p'(N)
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Finally, the witness-extended emulation of the argument system Il.ppy for the relation ReppH U
R-chord U RpLr provides a probabilistic expected polynomial-time non-uniform algorithm & such
that

Pr ((Q,X,Y), k) §é RepDH U R—chord and O K(l)‘), ((Q, X, Y),u) — .Al(O')
(((Q,X, Y),w) € RepbbDH U R-chord OF (0’,w) € RDLR) (tr,w) — & (U, (Q,X,Y))
1
PRy

for infinitely many values of A € N, where 0 = (Gs,G,H,G,H), o' = (G, H,G, H), and where the
oracle O = (P*(0,(Q, X,Y),u),V(o, (Q, X,Y))) permits rewinding to a specific point and resuming
with fresh randomness for the verifier (recall Definition 14). Note, however, that if ((Q, X,Y),k) ¢
RepbH U R-chord; Where @ = k - G, then there is no witness w such that ((Q,X,Y),w) €
RedDH U R-chord- Therefore, with probability larger then 1/2p/()), the algorithm £© produces a
non-trivial discrete-logarithm witness w such that (G, H,G, H),w) € RpLr, which contradicts the
assumed expected-time hardness of the DL problem with respect to Gr.

Simulatability. Consider the probabilistic polynomial-time non-uniform (stateful) oracle-aided
algorithm Sim = (Simy,Simsy), where Sim; simulates H'(-) and Simg simulates Provet'H (pp, k, -),
that is defined as follows:

— Simy: On input (pp, @, @), if a pair (o, e) has already been stored by either Sim; or Simg, then
output H' () = e. Otherwise, uniformly sample e from the range of the function H’, store the
pair (a,e), and output H' (a) = e.

— Simg: On input (pp,@,z,Y), where YV = Evalgi(pp,k:,x), first compute X = H(Q,z). Then,
invoke the zero-knowledge simulator of the non-interactive argument system (KeppH, PeDDH,
VeppH) (obtained from the interactive argument system Ileppy via the Fiat-Shamir transform)
on the instance (Q,X,Y) to obtain a proof 7 and input-output pairs {(a;,e;)}ie| for the
programming of the random oracle H', where 1 > 1 denotes the number of challenges sent from
the verifier to the prover in the interactive argument system Il.ppH. If for at least one of these
pairs (o, €;), there is already a stored pair (c, €;) with €] # e;, then output L. Otherwise, store
the pairs {(ai, €;)}ie[,), and output 7.

Equipped with the description of Sim, we prove that for every probabilistic polynomial-time non-
uniform algorithm D there exists a negligible function v(-) such that

)Pr [DHvH’,Evalg(pp,k;),Prove”’H/(pp,kf) <1A7 pp,Q) = 1]

Py {DH@?(pp,Qw),Evalg(ppka),O?(pkaf) (pj 0P, Q) _ 1” <v(N)

for all A € N, where

O (pp, Q,a) = Simf(pp, Q, @)
O (pp, k,Q, z) = Sim5 (pp, Q, z, Evalt (pp, k, x)) ,

and the probability is taken over the choice of H < Hy, H' < H/, pp + PPGen(1?), (k,Q) +
KeyGen(pp), and over the internal randomness of Sim and D. Note that for any input (pp, @, z,Y)
provided to Simg by such an algorithm D, it holds that Y = Evalg'(pp7 k,x), and therefore ((Q, X,Y),
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k) € ReppH where Q@ = k-Gt and X = H(Q,z). Lemma 6 guarantees that with all but a
negligible probability it holds that ((Q, X,Y), k) € ReppH\R-chord- Thus, the perfect special honest-
verifier zero-knowledge of the interactive argument system IT.ppy for the relation ReppH \ R-chord
guarantees that the joint distribution of the non-interactive proof m and of the input-output pairs
{(ai, ei) }iepy for H' is identical to their joint distribution when invoking the non-interactive prover
P'(;BDH(pp, (Q,X,Y), k). Moreover, in Fiat-Shamir transform, each «; is prefixed by the prover’s
first message in the interactive argument system Il.ppy, which is uniformly distributed over a set
of a super-polynomial size. Therefore, the probability that a pair of the form (ay,€;) has already
been stored is negligible, and in this case Simy indeed outputs the perfectly-simulated proof. O

C.2.4 Proof of Lemma 6

For the proof of Lemma 6, we rely on the following lemma that explains the choice of the scalars

COy - - -5 Cp:

Lemma 10. Let ¢ > 1 and s > 1 be any integers such that ¢ < (s + 1)/2, and let cyp = 1,

cp=-=c—1=2and cg =s— (20 — 1). Then, the following properties hold:
- Zizoct # 0 mod s for every i € {0,...,0—1}.
- 0<c¢<s.

— Zf:g ¢t = 0mod s.
— Yo ct # ¢;mod s for every i € [€].

In what follows we first prove Lemma 10 and then prove Lemma 6.
Proof of Lemma 10. We separately prove each of the four properties:

— For proving that Zi:o ¢ # 0mod s for every i € {0,...,¢ — 1}, first note that for i = 0 it
holds that co = 1 and therefore co # 0 mod s. Second, for every i € {1,...,¢ — 1} it holds that
1 <> ga =14 2i <s, and therefore Y ;_;¢; # 0 mod s.

— For proving that 0 < ¢y < s, note that the restriction ¢ < (s41)/2 implies that ¢, = s—(2/—1) >
0.

— For proving that Zf,:o ¢ = 0 mod s, note that Zf:o = S. ‘

— For proving that Z;;é ¢t # ¢; mod s for every i € [{], note that Zi;(l) e =1+20i—-1) <s
whereas ¢; = 2 < s.

O

Proof of Lemma 6. By increasing the number of queries issued by A to q:4 = g4 + 1, we assume
without loss of generality that whenever A outputs ((Q,z,Y), k), then A previously queried the
random oracle H with (Q, x). For every j € [¢/4] denote by (Q;, x;) € Gt x X the jth random-oracle
query issued by A, and let k; € Z, be such that Q; = k;-GT,1. Without loss of generality we assume
that A does not issue the same query more than once. Then, for each such query (Q;, z;), the group
element X; = H(Q;, z;) € G§ is uniformly distributed and independent of A’s view up until issuing
the jth query. In what follows we show that for each such query (Q;,z;) it holds that

3¢
s—1"

Pry; gz [3Y) st ((Qj, X, Yj), kj) € Rchord] <

and the lemma then follows via a union bound over the ¢/, queries (note that the value k; is fixed by
the query (Q;, z;) and therefore the probability is taken only over the choice of X ;). By the definition
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of the relation R—chord, if kj ¢ [2¢F1 — 1] then for every Y; it holds that ((Qj, X;,Y}), k) ¢ R-chord-
Thus, we assume that k; € [2+1 — 1], and we let k; = Zfzo kji - 2" where kjo,....k;o € {0,1}.
Then, by the definition of the relation R—chord, for upper bounding the probability of the event in
which there exists Y; such that ((Q;, X;,Y}), k) € R-chord, We observe the following:

—If 0 € {Ai(Xj,kj), Aio(Xj, k), Ai1(Xj,k;)} for some ¢ € {0,...,¢}, then it must be that
A;i1(Xj, k) = 0. Indeed, A;0(Xj,k;j) = ¢ - Gs, where ¢; # 0mod s and Gg is a generator,
and therefore Ai70(Xj, k']) 7§ 0. In addition, since Ai(Xj, ]{ZJ) S {Ai,O(Xja kj), Ai,l(Xja kj)}, then
Ai(Xj, kij) =0 implies that AZ'J(XJ', k]) =0

— If L;i_1(Xj,k;) = 0 for some i € {1,...,¢}, then for i = 1 this means that Ay(X},k;) =0, and
for ¢ > 1 this means that L;_o = —A;_1.

Combining these two observations we obtain
Pry, gz [3Y) st ((Q5, X;,Y)), k) € Rochora] < ¥ Prx gz [Ai1(Xj,kj) = 0] (40)
¢
+3 Prx, e [Lio1(X), k) = Ai(X;, k)]
i=1

¢
+ Y Prxee (Lo (X, ky) = —Ai(X5, ky)]
i=1
where

Ai(Xj,kj) =kj;- Qi‘Xj + ¢; - Gg for every i € {0,...,¢}
Ai1(Xj,kj) = 2" X+ ¢; - Gs for every i € {0,..., 0}

’

i—1
Li (X, kj) (Zkﬂ 2> (th> - Gg for every i € {1,...,0}

t=0

Focusing on the event in which A;1(X;, k;) = 0 for some i € {0,...,¢}, note that 2¢ is invertible
modulo s (since 1 < 2! < 2+l < s and s is prime), and therefore

Pry,cc; [Ai1(X;, kj) =0] = Prx,cc; [Xj =-27".¢- GS] AT

Focusing on the event L;_1(Xj, k;) = —A;(X, k;) for i € [¢], that is, the event

(Shn) o (50 o,
t=0 t=0

we distinguish between the case in which i € [¢ — 1] and the case i = ¢. For the case i € [{ — 1],
it holds that Zi:o ¢t # 0 mod s, and therefore (Zizo ct) - (Gs # 0 since Gg is a generator. Thus,
if Lio1(Xj,kj) = —Ai(Xj,kj) then S_ k;y - 28 # 0mod s, and thus 1_,kj - 2¢ is invertible
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modulo s. Therefore,

i -1 i
Prx; ey [Lim1(Xj, kj) = —Ai(X;, k5)] < Prxjeey |Xj=— (Z kjit - 2t> : (Z Ct) -Gs
=0

s—1°

In addition, for the case ¢ = ¢, it holds that Zf:o ¢t = 0mod s. Therefore, if L; 1(X},k;)
—Ai(Xj, kj) then it must be that >_i_ kj,-2¢ = 0 mod s. However, > i_ kj 2! = k; € 271 1]
{1,...,s— 1}, and we conclude that

Pry; gy [Li—1(Xj, kj) = —A(Xj, k)] =0 .

Nl

Finally, focusing on the event L;_1(X;, kj) = A;(X;, k;) for i € [], this event is equivalent to
i—1 ' i—1
<ij7t'2t—kj7i'27’> ‘Xj + <th—0i> 'GS =0.
t=0 t=0

For every ¢ € [{] it holds that Zi;(l] ¢t # ¢; mod s, and therefore (Zi;é cr — ci> -Gg # 0 since Gg

is a glenerator. Thus, if Li—1 (X}, k;j) = Ai(X;, k;), then Zi;(l) kji-2'—kj;-2" # 0 mod s, and thus
Sicokje -2t — kj; - 2° is invertible modulo s. Therefore,

Prx; s [Li1(Xj, kj) = Ai(X;, kj)]

i1 -1 i
< Prx;ccy | Xj=— (Z kje 2" — kjq 2i> ' (Z ct— ci) Gs
t=0 t=0

G|
1
s—1"°
A union bound over all 3¢ non-zero terms appearing on the right-hand side of Eq. (40) concludes
that

3¢

Pry;ecy [BY) st ((Q, X5, Y)) kj) € Rochord] < —— -

C.3 The Full eVRF

Let X = {X)\}xen and (Gr,Gs), be a domain ensemble and a group-pair ensemble, respectively,
where Gt = {(Gt x, GTx, q\) bren and Gs = {(Gg x, G's x, 51) }aen. For simplifying the presentation,
in what follows we often omit the security parameter A when it is made clear by the context.

The following construction, denoted Full-eVRF, relies on a hash function H : Gp x X' x {1,2} —
G& (modeled as a random oracle), where G§ = Gg \ {0}, and provides an eVRF whose underlying
VRF is pseudorandom over the set F,. Thus, the eVRF itself is pseudorandom over Gr.
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The Full eVRF Full-eVRF

— Global parameters:
1. Cyclic group Gt = G, of prime order g = g¢».
2. Cyclic group Gs = Gs,» of prime order s = sx with an explicit representation as an elliptic-curve group
over [Fy.
3. Hash function H: Gt x X x {1,2} — G§, where G§ = Gs \ {0}.
(The security of the eVRF relies on modeling H as a random oracle)
4. 0= |log,min{s,q}| — 1, m' =70+ 7, n="T0+8, m=2Mle2m'+m] _p
(Note that n + m is a power of 2)
5. Non-interactive argument system Ilryi.ebpH = (KFull—eDDH7 PFull-eDDH, VFuIIfeDDH) for the relation REui.eDDH-
(See Appendix C.3.1 for the definition of the relation Rryi-eppH)
Public-parameters generation algorithm PPGen(1*):
1. Sample random generators Gs <+ Gs, G, H <« G%"'m and G, H + Gr.
(The security of the eVRF relies on (G, H,G, H) not having a known non-trivial discrete-logarithm
relation)
2. Denote Gt,1 = G2, G1,2 = G3, where G = (G1,...,Gnim).
3. Output pp = (Gs, G, H,G, H).
— Key-generation algorithm KeyGen(pp):
1. Sample k « [2°*' — 1] and set Q = k- Gr,1 € Gr.
2. Sample k' < Fy.
3. Set sk = (k, k') and vk = (Q, k).
4. Output (sk, vk).
— Evaluation algorithm Eval(pp, sk, x):
Let sk = (k, k') and compute Q@ =k - G,1.
For each j € {1,2} compute X0 = H(Q,z,7) € G§ and PW = k. X0 e G§.
For each j € {1,2} let PY) = (zp0),yp()) € Fa.
Compute y = k' - pa) + Tpe) mod g and Y =y - Gr2 € Gr.
Compute 7 < Prui-epoH (pp; (Q, X(l), X(2), kE.Y), k).
. Output (y,Y, ).
Verification algorithm Verify(pp, vk, z,Y, 7):
1. Let vk = (Q, k).
2. If Veureoon(pp, (Q,H(Q, z,1),H(Q,z,2),k’,Y), 7) = accept then output accept and otherwise output
reject.

S

For completing the description of the full eVRF, in the following sections we first present
the relations on which we rely for presenting and analyzing the non-interactive argument system
Iry.eppH- Then, for presenting the argument system Il ..ppy and analyzing its properties, we
present and analyze it as an interactive argument system, whose non-interactive variant is then
derived using the Fiat-Shamir transform [34,4]. Denoting by FS(IIrui.eppn) the function ensemble
required for the Fiat-Shamir transform of the argument system Il ..ppH, We prove the following
theorem in Appendix C.3.3:

Theorem 27. Let X = {X)}xen and (Gr,Gs), be a domain ensemble and a group-pair ensemble,
respectively, where Gr = {(G1.x, G, \) }ren and Gs = {(Gsg x, Gs x, S\) }aen. Assuming the hard-
ness of the co-DDH problem with respect to (Gr,Gs), and assuming the expected-time hardness of
the DL problem with respect to Gr, the construction Full-eVRF is a fully-secure e VRF with respect to
the domain-range ensemble {(Xx, Gt ) }ren, and function ensembles H = {FunSGT,AX-X)\:GgV\}/\GN

and H' = FS(Iry-DDH)-
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C.3.1 The Relations Rrui-ebpH and R_ ,o.q42

For presenting the argument system Ilry.eppH and analyzing its properties, we generalize the
relations Reppy and R—chord defined in Appendix C.2.1 for the subset eVRF to corresponding
relations RyiieppH and R_ .42 for the full eVRF. The relations are defined relative to cyclic groups
Gt and Gg of prime orders ¢ and s, respectively, with generators Gt 1,Gr2 € Gt and Gs € Gg
that are determined by a common-reference string o = (Gs, G, H,G,H) € Gg x G?F(n+m)+2 for
integers n,m > 1 (for simplicity we do not explicitly index the relations using o). In what follows,

let ¢ = |logy min{s, ¢} | — 1.

The relation ReyeppH- The relation Reyeppr consists of all pairs ((Q, XM, X@) ¥ Y), k) €
(Gt x Gf x G x Fy x Gr) x [2¢71 — 1] that satisfy the following two requirements:

1. QZk-GTJ € Gr.
2. Y =y-Gr2 € Gr where y = k' - xpa1) + T p2 mod ¢, and PU) = k. X0) = (Xpu), Ypu)) € FZ
for each j € {1,2}.

The relation R_ 42 Let co =1, ¢4 = -+ = ¢¢-1 = 2, and ¢ = s — (20 — 1). For every
XM x®@ ¢ G, integer k = Zf:o ki - 2¢ where kq,...,k; € {0,1}, and j € {1,2}, consider the
following group elements:

Agj) = ki-2i~X(j) + ¢; - Gg for every i € {0,...,¢}
A(jo) = ¢; - Gg for every i € {0,...,(}

Al(Jl) =2". XU 4 ¢; - Gg for every i € {0,..., ¢}
19 =AY
LY = L(j)1 + AY for every ¢ € {1,...,0}

i i— i
The relation R_ .42 consists of all pairs ((Q, XWX K V). k) e (Gr x GE x G x Fy x Gr) x
[2¢+1 — 1] for which @ = k- G 1 and at least one of the following two requirements is satisfied:

1. 0 € {Agj),A(.j) A(jl)} for some j € {1,2} and i € {0,...,¢}.

4,07 1,

2. Lz@l € {O, Al(j), —Agj)} for some j € {1,2} and i € {1,...,¢}.
The following corollary is obtained from Lemma 6 by observing that ((Q, XM, X®) k' V), k) €

R - chorg? implies that ((Q, XU Y), k) € R-chord for some j € {1,2}.

—chor

Corollary 3. For every algorithm A that issues g4 random-oracle queries it holds that

5,30 (ga+1)
s—1 ’

Pr|A"N = (Q,z, K, Y, k) s.t. (Q,H(Q,z,1),H(Q,z,2),k,Y), k) € R _chora?| <

where the probability is taken over the internal randomness of A and over the choice of the random
oracle H: Gt x X x {1,2} — Gg.
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C.3.2 The Argument System Ilgy-eDDH

The argument system ITgyeppn generalizes the argument system Ileppy to instances (Q,X (1),
X(Q),k’,Y) €Gr x G x G xFy x Gy where Y =y -Gra € Gy for y =k - 2pa) + xpe) € Fy as
computed by the full eVRF. This is reflected mainly in the computation of the instance (7, A, B, C)
and witness z for the Rrics+ relation.

The Argument System ITrui-eppH

— Public parameters:
1. Cyeclic group Gt = G, of prime order g = g¢x.
2. Cyclic group Gs = Gg,» of prime order s = s) with an explicit representation as an elliptic-curve group
over [Fy.
£ =|log,min{s,q}| —1,m' =7 +7,n=T0+8 m= Mgz (m'+m)1 _ .
Generators Gs € Gs, G, H € G%*m and G, H € Gr.
Gt,1 = G2, Gr,2 = G3, where G = (G1,...,Gnim).
Argument system IIp_ for the Rp. relation over Gr.
7. Argument system Ilrics+ for the Rrics+ relation over Gr.
— Inputs:
1. P: Instance (Q, XM, X@ k' V) € Gr x Gf x Gf x Fy x Gr, and witness k € [2°F1 — 1].
2. V: Instance (Q, XV, X@ k' Y) € Gr x G x G% x Fy x Gr.
— Execution:

S G w

1. The parties execute the discrete-logarithm argument system IIp. with the instance (Gt,1,Q) € G2, where
the prover P takes the role of the prover using the witness k& € [2°T! — 1], and the verifier V takes the
role of the verifier. If the execution outputs reject, then V outputs reject and halts.

2. For each j € {1,2} the prover P computes PUW = . XU ¢ Gf and lets PY) = (pG),Ypt)) € Fg. Then,
the prover P computes y = k' - T (1) + Z p2) mod gq.

3. The parties execute the discrete-logarithm argument system IIp, with the instance (Gr,2,Y) € G2, where
the prover P takes the role of the prover using the witness y € Fg, and the verifier V takes the role of the
verifier. If the execution outputs reject, then V outputs reject and halts.

4. Each party sets T = G1+Q+Y € Gr and computes (A, B,C) « RlCSMatricesFuII(X(l),X(Q)7 k'), where
A, B,CeZy*". If A= B =C =0"*", then the verifier outputs reject and halts.

5. The prover P computes z < R1CSWitnessFull(y, XM x@, k), where z € Zy U {reject}.

6. If z = reject, then the prover P sends reject to the verifier V who then outputs reject and halts. Otherwise,
let 2z = (z||y) € Z3 x Z7 3.

7. The parties execute the R1CS™ argument system IIrics+ with the generators (G, H,G, H) as the public
parameters and the instance (T, A, B, C'), where the prover P takes the role of the prover using the witness
(x,0% 4,0 3,0) € Zg X Zg X Zg_g X Zf;_3 X Zq, and the verifier V takes the role of the verifier. If the
execution outputs reject, then V outputs reject, and otherwise V outputs accept.

The Function R1CSMatricesFull(X ), X (® k)

— Public parameters:
1. Cyeclic group Gt = G, of prime order g = g¢x.
2. Cyclic group Gs = Gg,» of prime order s = s) with an explicit representation as an elliptic-curve group
over [Fy.
3. £ =|logymin{s,q}| —1,m =7+7, n=T7T0+8 m= Mgz (m+m)] _ .
4. Generator Gs € Gs.
— Input: (XU, X@ k') € G x Gf x F,.
— Computation:
1. Letco=1,c1 =---=c—1 =2,and cp, = s — (20 — 1).
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2. For every j € {1,2} and i € {0,...,¢} compute
PO = 9. XU ¢ Gg
Al = e Gs = (rapvay) € Fi
AR = PP+ e Gs = (2,0 040) €T
5&2 = a:(j;l — xgzwo mod ¢
670 =y =y mod g
If for some j € {1,2}, 7 € {0,...,¢} and 7 € {0, 1} it holds that AEJZ =0 € Gs (and thus AEJT) cannot be
expressed as (mAgj),yA(j)) € Fg), then output (A, B,C) for A=B=C=0m"".

3. Compute matrices A, B,C € Z;"IX” by computing their rows {@:}icm/], {biticim’) and {ci}ticim), re-
spectively, as follows:
(In what follows, all arithmetic operations are modulo ¢, and for each ¢ € [n] we denote by e; € Zj the
ith unit vector of length n)

e Row 1:
a; = ey
b1 = e2
L
i
c1 = E 2" - eqqq
=0
e Row 2:
a2 — ex
b2 = es

c2 = k' - estaet+erine

e Row 3+ for every ¢ € {0,...,¢}:
az4i = €444
bs1i = e1—eaqqs
cz4; = 0"
e Row 3+ ¢+ j for every j € {1,2}:
asietj = €1
bsyers = T, €1 +00) ea
0,0
Ca+etj = €54a+(j—1)-(3¢+2)
e Row 5+ ¢+ j for every j € {1,2}:

as+et+j = €1
b5+z+j = yA(()jc)) -e1+ (5;],()) €4
Co5+e+j = €64L+4(j—1)-(32+2)
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e Row 5+ j+ 2i+ £ for every j € {1,2} and ¢ € [¢]:
A54j+2i+0 = €ate3it(j—1)-(36+2)
bstjt2ite = €5404+3(i—1)+(—1)-(36+2) — (14573 ce1+0Y) '€4+z‘)
Co+j+2i+e = €64£+3(i—1)+(j—1)-(3¢+2) — (%ggg rex +6,) 'e4+i)
e Row 5+ j + 2i + 3¢ for every j € {1,2} and 7 € [{]:

A54542i4+36 = €44£43i+(j—1)-(3£+2)
bstj+2i+36 = €ate43it(i—1)-(36+2)

C54j+2i+30 = €54043i+(j—1)-(30+2) T €540+43(i—1)+(j—1)-(36+2) T JiAgjg -e1+ 5&2 c€a4q
e Row 5+ j + 2i + 5¢ for every j € {1,2} and i € [£]:

A5+4j+42i+50 = €440+43i+(j—1)-(3£+2)
bstjt2itse = €54 04+3(i—1)+(5—1)-(3£+2) — €54L43i4(5—1)-(3£+2)
C5+j+2i+58 = €64£+3(i—1)+(i—1)-(82+2) T €6+L+3i+(j—1)(3+2)

4. Pad each of the matrices A, B and C with m —m’ all-zero rows to obtain A, B,C € ZJ'*".
5. Output (A4, B,C).

The Function R1CSWitnessFull(y, X V), X (@ k)

— Public parameters:
1. Cyclic group Gt = G, of prime order ¢ = g¢x.
2. Cyclic group Gs = Gg,» of prime order s = s) with an explicit representation as an elliptic-curve group
over [Fy.
3. £ =|log, min{s, q}| — 1.
4. Generator Gs € Gs.
— Input: (y, X, X® k) € Fy x G x G§ x 271 —1].
— Computation:
1. Letco=1,c1=--=c—1=2,and ¢, = s — (20 — 1).
2. Let (ko,...,k¢) € {0,1}**! such that k = 3¢ 2" - ki.
3. For every j € {1,2} compute

PZ.U) =2". X ¢ G for every i € {0,...,0}
AY) = k- PY) 4 ¢ - Gs € Gs for every i € {0,...,0}
LY = AY) € Gs

LZ(.j) = Ll(.j_)1 +A§j) € Gs for every i € {1,...,¢}

4. If for some j € {1,2} and 7 € {0,..., £} it holds that Agj) =0or ng) = 0 then output reject. Otherwise,
let AE]’) _ (x45j>’yA§j)) € F2 and ng) — (Ing)nygj)) € F? for every j € {1,2} and i € {0,...,¢}.

5. If for some 5 € {1,2} and ¢ € {1,...,£} it holds that ngj;)l = xAgj) then output reject. Otherwise, for
every ¢ € {1,...,£} compute

—1
s9 = (yLu)1 - yAu)) : (Jngj)l - ZEAw) mod q .

6. Let = (1,k,y) € F.
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7. For every j € {1,2} and i € [{] let wg - ( 5]), L(J),yL(,)) € F3, and let

1 1 2 2 7045
Yy= (k07'"akévxLélhngl)?wg )7"'7wé )angA’)’Z/Lézhwg )a"'7wé )) EF‘I .

8. Output z = (z,y) € Fi¢.

The following theorem captures the properties of the argument system IIry.eppH When in-
stantiating the underlying argument systems IIp_ and Ilgjcs+ with those specified in Appendix
C.1:

Theorem 28. The argument system Ilpy..ppH provides perfect completeness for the relation
REull-edDH \ R_chorq2s Perfect special honest-verifier zero-knowledge for the relation Reyi-ebbH \
R _chord?s and statistical witness-extended emulation for the relation Reyi-edoH U R_chorq2 U RDLR-

The proof of Theorem 28 is provided by Lemmata 11, 12 and 13 which consider the completeness,
zero-knowledge and witness-extended emulation properties, respectively.

Lemma 11 (Completeness). Assuming that the argument systems Ilp. and IIgics+ provide
perfect completeness for the relations RpL and Rrics*, respectively, the argument system IIry)_DbH
provides perfect completeness for the relation Reyi-epdH \ R chord? -

Proof. Let (Q, XM, X@ k' V) k) € (GrxGixGixFyxGr) x 264! —1] such that ((Q, X1, X2,
K,Y), k) € Reueppn and ((Q, XM, X®) K V), k) ¢ R_chorq2- We show that all three invocations
of the underlying argument systems, Ilp, and Ilgrics+, lead the verifier to accept, and therefore the
verifier outputs accept.

For the invocation of the argument system IIp with the instance (Gr1,Q) € G% and the
witness k € [2(*1 — 1], the fact that ((Q, XM, X®) k' V), k) € Rruleppn implies in particular
that @ = k- Gr1. Thus, it holds that ((Gr1,Q),k) € RpL, and the perfect completeness of
the argument system Ilp, for the relation Rp, guarantees that the verifier accepts. Similarly, for
the invocation of the argument system IIp with the instance (Gr2,Y) € G3 and the witness
y = k' - 2pu) + Tpe mod ¢, where PU) = k- XU) = (zp4),ypw) € Fg for each j € {1,2}, the
fact that ((Q, XM, X kK Y), k) € Rrureppn implies in particular that ¥ = 3 - Gr,2. Thus, it
holds that ((Gt2,Y),y) € RpL, and the perfect completeness of the argument system ITp for the
relation Rp again guarantees that the verifier accepts.

At this point, note that the prover’s computation z = (z||ly) « RlCSWitnessFuII(y,X(l),
X, k) does not return reject, and therefore the parties indeed proceed to invoke IIgics+. Specif-
ically, the computation RlCSWitnessFuII(y,X( ),X(z),k) returns reject if for some j € {1,2} and

i € {0,...,¢} it holds that A(]) 0 or L(j) = 0, or if for some i € {1 ., £} it holds that z ;) =
i—1
T A0 and these are all ruled out based on the fact that ((Q,X™, X® ¥ V), k) € Rruieppn and

((Q X @ k/ ) ) ¢ Rﬂchord2

For the invocation of the argument system Ilg;cs+ with the instance (T, A, B, C) € G xZj
Zg™ X L™ and witness (z, 0%,94,0"73,0) ¢ Z3 X 23 x Ly~ 3 % /i 3 x Zg, we now show that
(T, A, B,C), (x,03,y,0"3,0)) € Rrics+, and therefore the perfect completeness of the argument
system Ilrics for the relation Rrics* guarantees that the verifier accepts. By the definition of the
relation Rgycs+, for showing that (T, A, B,C), (z,03,y,0"3,0)) € Rrics* we first need to show

an
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that T = {((z||0"3) || 0™), G). The group element T is computed by the prover and verifier as
T =G1+Q+Y, and from the setting of Gr; = G2, G12 = G3 and = (1, k,y) we obtain

T=0G+Q+Y
=G +k-Gri+y Gro
—1-Gi+k-Gyty- Cs
= (z, (G1,G2,G3))
= (((=]|0" %) || 0™), G) .

Second, we need to show that Az o Bz = Cz. Letting {a;}icjm, {bi}icim, and {c;}icpny denote
the top m’ rows of the matrices A, B and C, respectively, we now show that the constraint (a;, z) -
(bi, z) = (¢, z) mod ¢ is satisfied for every row i € [m/] (recall that the remaining m — m’ rows of
A, B and C are all-zero rows, and therefore their corresponding constraints are always satisfied).
In what follows, all arithmetic operations are modulo ¢, and recall that for each i € [n] we denote
by e; € Z; the ith unit vector of length n.

— Constraint 1:
(This constraint verifies that k = >¢_ 2" - k; mod q)

ay; = e
b1 = e2
l
i
c1 = § 2" -eqyq
=0

For this constraint it holds that

Thus, the constraint (aj, z)- (b1, 2) = (c1, z) mod ¢ is equivalent to the constraint k = Zf:o 20
k; mod ¢, which is satisfied since k = Zf:o 2% . k; holds over the integers (and therefore it also
holds modulo g).

— Constraint 2:

(This constraint verifies that y = k' - T, 1)+, (2 mod q)
L e
as = e]
b2 = €3

co =k -esyae+eryre

For this constraint it holds that

(ag,z) = (e1,z) =1
<b27z> = <€3,Z> =Y
(ca,2) = k' - (estar, 2) + (eryre,2) = K - T+ T
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Thus, the constraint (ag,z) - (b2, z) = (c2,z) mod ¢ is equivalent to the constraint y = k' -

xLén + wa) mod ¢. For each j € {1,2}, the group element Léj) = <xLéj)7yL§j)>7 as computed

by the prover, satisfies

Y l
i=0 =0
since cg, ..., cp are chosen such that ¢y + - -+ + ¢ = 0 mod s. Therefore, Léj) = k- X0 =pP=

(xpt), Yp(i)) which implies that z 0 = Tp) mod ¢, and therefore the constraint is satisfied
e

sine the prover sets y = k' -  pay + Zp(2) mod gq.
Constraint 3 + i for every ¢ € {0,...,£}:
(This constraint verifies that k; € {0,1})

azi; = €444
b31; = e1—e4qy;
c34; = 0"

For this constraint it holds that

(@344, 2) = (eati,z) = ki
(b3ti z) = (e1,2) — (€ati,z) =1—Fk;
(cg+i,2z) = (0",2) =0 .

Thus, the constraint (ag4s,z) - (bsti,2) = (c344,2) mod g is equivalent to the constraint
ki - (1 — k;) = 0 mod ¢, which is satisfied since k; € {0, 1}.
Constraint 3 + £+ j for every j € {1,2}:

(This constraint verifies that z () 1s computed correctly)
0

a3+e4j5 = €1
b3+g+j = :IJAéj()) -e1 + (5;]7()) c €4
C346+j5 = €5444(5—1)-(3£+2)

For this constraint it holds that

(astetj, z) = (€1,2) =1
(bstess z) = T 0 - (e, 2) + 053 - (ea, 2) = x ;) + 09} - ko
Ao,o ’ Ao,o ?
(Catetj,2) = (65+e+(j—1)~(3e+2),z> = iULéj) .
Thus, the constraint (ag4e+j,2) - (bs4e+j,2) = (€3+4e+5,2) mod ¢ is equivalent to the con-
straint «, ;) = = ,05) —|—6;]())-k0 mod ¢q. Recall that Al(]) = ki-PZ.(J) +¢;-Gg for every i € {0,..., ¢},
0 0,0 ’
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where k; € {0,1}, and that

() _ _ 2
A = Gs = (e uyp) €F

Af = PV e Gs = (xA§7f’yA§ff ) €F;

§Y) = 2 ) — =z ;) mod
I
() _

0yi = YAl = Y0 mod ¢ .

i, i,

Therefore, letting Agj) = (xA(j),yA(j)) € Fg we obtain

(raova0) = ki (7 = vag ) + (rap va3)
= (ol ey ool +uag) ()
Thus, since Léj) = A(j), we obtain in particular that TG =T 0 = kg - 55% +2,0 mod gq.
0 0 ’ 0,0

— Constraint 5 + £ + j for every j € {1,2}:

(This constraint verifies that y () 1s computed correctly)
0

a54¢45 = €1
bsierj = Yau) € + 55]7()) ey

C5+L+j = €64+4+(j—1)-(30+2)

For this constraint it holds that

(astetj, z) = (€1,2) =1
(bste+j: 2) = y,0 - (€1, 2) + 53(,],()) (e, 2) =y, + 51% - ko

(estetss 2) = (€6tar(j—1)-(3e42):2) = Y0 -

Thus, the constraint (@s4e4j,2) - (bs4r4j,2) = (C544+j,2) mod ¢ is equivalent to the con-
straint y, ;) =y ,4) + (55()) - ko mod ¢, which is satisfied based on Eq. (41) since L(()]) = A(()]).
0 0,0 ’
— Constraint 5 + j + 2¢ + £ for every j € {1,2} and ¢ € [¢]:
€]

(This constraint verifies that s;”’ is computed correctly)

A54j+42i+0 = €44043i+(j—1)-(36+2)

bstj+2i+e = €54043(i—1)+(—1)-(36+2) — (%gzg er+ 55;]1) : 64+i)

C5+4j+2i+€ = €64£43(i—1)+(j—1)-(36+2) — (yAug re1 + 552 : e4+i)
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For this constraint it holds that

<a5+j+2i+lvz> = <e4+£+3i+(j—1)-(3£+2)7z> = 51(])
(bsjt2ite,2) = (€54043(i—1)+(—1)-(36+2)> Z) — (iUA(gg (e1, z) + 59(6]2) (€4+i,z>>
vy, = (magy + 000 k)

(Co4jt2ite,2) = (€64043(i—1)+(i—1)-(36+2)> Z) — (?JA% -{e1,2 >+5;]1) <64+z‘,z>>

=Y (yAm +5( /) k)
Thus, the constraint (as4jt2i+e,2) - (b54j+2i4+£,2) = (C54j+42i+e, 2) mod ¢ is equivalent to
the constraint SZ(]) . (xLz@l - ( A(]) + 5( ) k:)) =Y - (yAEfg + 535]2 : k:l) mod ¢, which is
equivalent to the constraint SZ(]) . ( T, ) — q:Am) =Y,06) —Y,0) mod g based on Eq. (41). This
i-1 ' i-1 i

—1
constraint is satisfied as the prover computes sgj) (yL(j> — yAU)) . (mL(j> — a:A@) mod ¢
i—1 i i—1 i
(recall that 10 # T AG) mod ¢ since ((Q, XM, X@) k' V), k) ¢ R_ o)

— Constraint 5 + j + 2¢ + 3£ for every j € {1,2} and i € [£]:

(J)

(This constraint verifies that =}/’ is computed correctly)

A54542i4+3¢ = €44£43i+(j—1)-(3¢+2)
bsij2i436 = €atr43it(j—1)-(30+2)

j
C5+j+2i+80 = E54043i+(j—1)-(3¢4+2) T €54+£4+3(i—1)+(—1)-(3¢+2) T L) ~€1 T 59(5,3 €44

For this constraint it holds that

<0/5-|—j-|—2i+3€az> = <e4+£+3i+(j—1)-(3£+2)7 z) = SEJ)
sV

<b5+j+2i+3£az> = <e4+£+3i+(j—1)~(3£+2)7 z) = S

<05+j+2i+3£> z) = <€5+e+3i+(j—1)~(3e+2), z) + <65+£+3(i—1)+(j—1)-(3£—|—2)7 z)
+£L'A(j) . <61, Z) + 53(5],2) . <€4+,,;, Z>

=TT+ +5( ok

Thus, the constraint (asj+2i+3¢, 2) - (bs4j+2i+3¢, 2) = (C54j+2i+3¢, 2) mod ¢ is equivalent to

the constraint s(] )

), )

s( D= =z, )+T, () “FfEA(j)"_(Si]g'ki mod ¢, which is equivalent to the constraint
i i—1 ,0 )

si 8 =T,G)+ T, + 2,4 mod g based on Eq. (41). Given that L 75 0, A(j # 0 and
7 1—1 7

Lz@l {Agj), —Agj)} (since ((Q,X(l), X@ ¥ Y), k) &€ R_chorq2)s then the addition operation

ng ) = Ll@l + Agj ) performed by the prover uses the chord method over the elliptic curve

of the group Gg. Thus, the prover computes T = sl(j) . sl(j) — TG — TG mod ¢, where
7 i—1 7

()

. -1
s = (yL@l - yAm) . <$L(i)1 - xA(j)) mod ¢, and therefore the constraint is satisfied.
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— Constraint 5 + j + 2 + 5¢€ for every j € {1,2} and ¢ € [{]:
()

(This constraint verifies that y L, is computed correctly)
A54542i+50 = €44 043i+(j—1)-(3£+2)
b54j+2i+50 = €54048(i—1)+(j—1)-(364+2) — €54£+3i+(j—1)-(36+2)
C54j+2i+56 = €640+3(i—1)+(j—1)-(3+2) T €6+£+3i+(j—1)-(36+2)

For this constraint it holds that

. — . _ @
<a5+g+2z+5£72> = <e4+£+3z+(]—1)-(3l+2)7z> =35
<b5+j+2i+5£a z) = <€5+e+3(i—1)+(j—1)-(3e+2)7 z) — <65+£+3i+(j—1)-(3£+2)7 z) = xLz@l - $L§j>

(Co-+i+2i456,2) = (€6+e48(i—1)+(j—1)-(3¢+2): Z) T (€6 te43i4(j—1)-(30+2),2) = Yy + Y100 -

Thus, the constraint (as4jt2i+5¢, 2) © (bs54+j4+2i+5¢, 2) = (C54+j+2i+5¢, 2) mod ¢ is equivalent
to the constraint s - <xL(j) — :L‘L(j)) =Y, TY.0) mod ¢. Given that Ll(]_)l #0, AZ(J) =% 0 and
i—1 i i—1 i

Lz@1 ¢ {Az@, —Agj)} (since ((Q, XM, XA k' V) k) ¢ R_chorq2)s then the addition operation

Ll(j ) = Ll@l + AZ(.j ) performed by the prover uses the chord method over the elliptic curve of
the group Gg. Thus, the prover computes y(Lj,) = sl(j) . (mL(,-) — xL(j>> — Y0 mod ¢, where
v i—1 i i—1

()

-1
5,7 = (yLEi)l — yA’Ej)) . (:cLEi)l - :CAEJ')) mod ¢, and therefore the constraint is satisfied.

Overall, the above shows that Az o Bz = C'z, and this settles the proof of Lemma 11. O

Lemma 12 (Honest-Verifier Zero-Knowledge). Assuming that the argument systems IlpL
and Ilgics+ provide perfect special honest-verifier zero-knowledge for the relations RpL and Rrics*,
respectively, the argument system Ilgy..ppH provides perfect special honest-verifier zero-knowledge
for the relation Reui-ebdbH \ R _chord? -

The proof of Lemma 12 is essentially identical to that of Lemma 8, and therefore omitted.

Witness-extended emulation. We rely on the general forking lemma of Bootle, Cerulli, Chaidos,
Groth and Petit [13] (recall Lemma 4) for proving that the argument system ITreppn provides
statistical witness-extended emulation for the relation ReyjlebDHUR _gorg2 URDLR- That is, we prove
that there exists an efficient algorithm that when given any public parameters (Gs, G, H, G, H), any
instance (Q, X W, x@ g Y'), and any appropriately-structured polynomial-size tree of accepting
transcripts for (Q, XM, X3 k. Y), outputs either a witness k such that ((Q, X", X@) & Y), k) €
RFull-edbH U R_popg2 OF @ witness w such that (G, H,G, H), w) € RpLr.

The following lemma first states the underlying requirements from the argument systems Ilp_
and Ilrics+, and then states the existence of the required extractor for the argument system
Iry.eppH- For the argument system Ilp;, the underlying requirement is equivalent to the stan-
dard notion of special soundness. For the argument system Ilrics*, the underlying requirement is
guaranteed by Lemma 5.

Lemma 13 (Witness-Extended Emulation). Assume that:
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1. IlIpL is a 3-move public-coin argument system, and there exists a polynomial-time algorithm
ExtpL that, on input any instance (G,Q) € GzT and any 2-tree of accepting tramscripts for
(G,Q), always succeeds in outputting a witness w € Zq such that ((G,Q),w) € RpL.

2. Ilgics* is a (2 + 1)-move public-coin argument system, and there ezists a polynomial-time al-
gorithm Extryics* that, on input any public parameters (G, H,G, H) € G?F(n+m)+2, any instance
(T, A,B,C), and any (n1, . ..,ny)-tree of accepting transcripts for (T, A, B,C) where II"  n; is
polynomial, produces either a witness (x,2’,y,y’,n) such that (T, A, B,C),(z,x’,y,y’,n)) €

RRrics* or a witness w € Zg(n+m)+2 such that (G, H,G,H),w) € RpLR-

Then, there exists a polynomial-time algorithm Extpui.eppH that, on input any public parameters
(Gs,G,H,G,H) € Gg x G%(nerHQ, any instance (Q, XM, X k' Y) € Gr x G§ x G xFyg x G,
and any (2,2,n1,...,n,)-tree of accepting transcripts for (Q, XU XA k'Y, always produces
either a witness k € Zy such that (Q, XM, X® k' Y),k) € Rruneppn U R _chorg? OT @ witness
w € Zg("“”)” such that (G, H,G,H),w) € RpLR-

Proof. Any (2,2,n1,...,n,)-tree of accepting transcripts for an instance (Q,X(l),X(Q),k’,Y) €
Gt x Gg x G§ x Fy x Gt has the following form:

— The first level consists of 2 nodes corresponding to distinct challenges eqg1,eg2 € Z4 sent by
the verifier of the argument system ITp for the instance (G11,Q) € G2T.

— For each first-level node eq;, the second level consists of 2 nodes corresponding to distinct
challenges ey 1,ey;1 € Zq sent by the verifier of the argument system IIp_ for the instance
(GT’Q, Y) € G?F

— Each second-level node ey ; serves as the root of a (ni,...,n,)-tree of accepting transcripts
for the argument system IIr;cs* with the generators (G, H, G, H) as the public parameters for
thza )instance (T,A,B,C), where T = G1 +Q+Y € Gr and (A, B,C) = R1CSMatricesFull(X (1),
X @) gh.

Consider the extractor Extpyeppy that first invokes the extractor Extgics+ on one of the four (nq,
..., ny)-trees of accepting transcripts for the argument system IIgics+ (say, the leftmost one). This
provides either a witness (z,z’,y,y’,n) € Zg X Zg X ZZ_3 X ZZ‘3 X Zgq such that (T, A, B,C),
(z,2',y,y",m)) € Rrics* or a non-trivial discrete-logarithm witness w € Zg(n+m)+2 such that
((G,H,G,H),w) € RpLr. If the extractor ExtryeppH Obtains a non-trivial discrete-logarithm
witness w, then it outputs w and halts. For the remainder of the proof, we therefore assume that
the extractor Extpy.eppn Obtains a witness (z, ', y,¥y’,n), which by the definition of the relation
Rrics+ satisfies the following for z = (x||y) € Zy and 2’ = (2'|]y’) € Zy:

T = (((z]|ly) || Az"),G) +((0" || B2"),H) +n- H.
Azo Bz =Cz.
Az' o Bz = (™.

AzoBz' + Bzo Az = CZ2'.
Apgx’ = Bpgw' = Cpga’ = 0™, where Ap.g), B, Cpiig) € Z™*3 denote the leftmost 3
columns of the matrices A, B and C, respectively.

Gl W=

Next, the extractor Extpy.eppH invokes the extractor Extp, on one of the two 2-trees of accepting
transcripts for the instance (Gr2,Y) € G3 (say, the left one) to obtain a witness y € {0,...,¢—1}
such that Y = y - G 2. Finally, the extractor Extry.eppH invokes the extractor Extp on the 2-tree
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of accepting transcripts for the instance (G.1,Q) € G2 to obtain a witness k € {0,...,¢— 1} such
that Q = k- G1,1. The extractor Extry.eppH outputs the witness k, and in the remainder of this
proof we show that ((Q,X(l), X@ ¥ Y),k) € RrulleDDH U R_ porg2- Specifically, we show that if
(Q, XM, X@ K V) k) ¢ R_porg2 then (Q, XM, X@ k' Y), k) € Reureppn- That is, we show
that if ((Q, XM, X@) k' Y), k) & R_ g2 then:

— ke —1].

- Q=Fk-Gr1.

—Y = (K -2pa +xpwe) - Gr2, where zp(;) € F, is the a-coordinate of PO = k. X0 ¢ Gg for
each j € {1,2}.

Note that we have already established that Q = k- G'1,1, and therefore we are left with showing
that k € [271 — 1] and that y = k" - 2 p(1) + 2 p2) mod g where 2 p(;) is the z-coordinate of k - X
for each j € {1,2}. Towards this goal, we observe that on the one hand we have already established
that T'=G1 +Q +Y, where Q = k-Gt and Y =y - G2, and therefore

T=G1+Q+Y=G1+k-Grp+zp-Grp=1-G1+k-G2+y-Gs3.
On the other hand, the fact that (T, A, B,C), (z,2’,y,y’,n)) € Rrics* guarantees that
T =(((=lly’) [| Az"),G) +((0" || Bz'),H) +n - H .

This implies, in particular, that = (1,k,y), as otherwise the extractor Extp,eppH Once again

obtains a non-trivial discrete-logarithm witness w € Zg(n+m)+2 such that ((G,H,G,H),w) €
RpLr- Having established that # = (1,k,y), we now rely on the fact that Az o Bz = Cz for
showing that & € [2¢+1 — 1] and that y = & - Zpa) + Zpe) mod ¢. In what follows, we denote
z=(z||ly) = (1,k,y,24,...,2,), where z4,...,2, € {0,...,q— 1}.

For showing that k € [2¢1 — 1], we observe the following regarding the rows of the satisfied
R1CS system Az o Bz = Cz:

— Row 1 guarantees that k = Zf:o 2. 244 mod q.
— Row 3 + i for every i € {0,...,¢} guarantees that z44; - (1 — z44;) = 0 mod ¢, and therefore
za4i € {0, 1}

Letting k; = z44; for every i € {0,...,¢}, it holds that Zf:o 2.k < 271 < ¢ (recall that
¢ = |logy min{s, g} | — 1). Therefore, the equality k = Zf:o 2% . k; holds not only modulo ¢ but also
over the integers, which implies that k € [2/+1 — 1].

For showing that y = k' - 2pa) + 2 p2) mod ¢ where xp(;) is the z-coordinate of k - XU for
each j € {1,2}, we begin by observing that row 2 of the satisfied R1CS system Az o Bz = Cz
guarantees that y = k' - 25, 4¢ + 2747¢ mod ¢. Thus, it suffices to show that 25440+ (j—1)-(3¢+2) 18 the
z-coordinate of P = k- X ¢ Gg§ for each j € {1,2}. We show this by proving via induction
that, for every i € {0, ..., ¢}, it holds that (25+0+43i+(—1)-(3¢+2)» 26+£+3i+(j71)-(3£+2)) = <$L(j>ayL(_j>>
for every j € {1,2} (i.e., that 25 /4 3i4(j—1).(3¢+2) and 2641143i4(j—1)-(3¢+2) are the a-coordinate and
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y-coordinate, respectively, of the group element ng )), where for every j € {1,2} we define

PY) = 9. x0) for every i € {0,...,/0}

)

Al(j) = k; - Pi(j) +¢-Gg = (.TA(j),yA(_j)) S Fg for every i € {0,...,¢}
A% =c¢-Gs = <a;A(j),yA(j)> € Fg for every i € {0,...,¢}
i,0 i,0

Az(‘jl) = Pi(j) +¢i-Gs = <:L‘A(j),yA(j)) S Fg for every i € {0,...,¢}
i1 i1

vi = T, — T ) mod g for every i € {0,...,(}
’ i1 ,0
553 = yAgjl) — yAEJ()) mod q for every i € {0,...,¢}

Ly =AY = <$L((]j),yL((Jj)> eF;
Lz(-j) = Ll@l + AZ(.j) = (x(Lji),y(L]» € Fg for every i € {1,...,¢} .

These definitions imply that

¢ l
Léj) _ (Z k; - 2i> x4 (ch) -Gs =k - x ) ’
i=0 i=0

since cg, ..., c¢ are chosen such that cg + - -+ 4+ ¢, = 0 mod s. Therefore, ng) =k- X0 = Pl and

thus showing that 25,404 (j—1).(3¢+2) 1s the z-coordinate of Léj) indeed implies that 25,474 (j—1).(3¢+2)

is the z-coordinate of PUY) as required, as settles the proof.

The base case i = 0. The fact that ((Q, XM, X k' V) k) ¢ R _chorg? Suarantees that A(()j), A[(){()),
A((ﬁ # 0, and thus they can indeed be represented as (xAéj),yAéj)>, (ZL’A((){%, yAg{%), (xﬂgi’yﬂgi) €
Fg, respectively. Additionally, since kg € {0, 1}, then it holds that

(ng” ) ngj)) = (HCA((]J') ) yAéj)>
= ko~ (g = agp vagy ~ vagy) + (P ) mod
= (ko . 5(]) +x ) ko . 5(]) —|—y (j)) modq .
,0 Ady’ y,0 Ay
Examining rows 3 + ¢ 4 j and 5+ £ + j of the satisfied R1CS system Az o Bz = C'z, we observe:

— Row 3 + £ + j guarantees that 25,4 (j—1).(3¢42) = ko - 53(5];()) +z,0 mod q.
0,0

— Row 5 + £ + j guarantees that zg, ¢4 (j—1).(3¢+2) = ko - 5;{()) + YaW) mod gq.

Therefore, (z5+[+(j_1),(3£+2),zﬁ+e+(j_1),(3g+2)) = (xL(()j>,yL((Jj>) for each j € {1,2}, as required for
the base case i = 0.

The case 7 > 0. Having inductively established that
(z5+é+3(z‘—1)+(j—1)~(3€+2)a Z6+€+3(i—1>+(j—1)~(3€+2)) = (%@1’%@1)
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we now prove that
(Z5+€+3i+(j71)-(3€+2)7Z6+Z+3i+(jfl)-(3€+2)) = ($L<_j>vyL<_j)) .

The fact that ((Q, XM, X®) k' Y) k) ¢ R _chorg? guarantees that A(J) A%,AO # 0, and thus
they can indeed be represented as (xAEj)7yAEj)>, (xAEfg’yAz(-Q)’ (xAg,jl)’yAg,jl)) € Fq, respectively.
Additionally, since k; € {0, 1}, then it holds that
(rava0) = K- (= g vaty = vay) + (2 vy ) mod
- (k 89) 4z Atk 69 1y 43‘3) mod g . (42)
The fact that ((Q, XM, X®) K V) k) ¢ R__q additionally guarantees that Ll@l ¢ {0, Agj),

—Al(j ) }, and thus the addition operation LZ(»j ) = Lz@1 + Agj ) uses the chord method over the elliptic

curve of the group Gg. This defines the coordinates (:c L(_j),yL(j)> € Fg of Ll(j ) Via the following

computation:
s = o~y )l — G _lmod (43)
7 yLEle yAEJ) L'(LJJI Az(']) q
xLEJ) = SE]) . SEJ ngi)l — xAZ(j) mod g (44)
_
g = (w0, ~ i)~y mod ()

Examining rows 54 5 +2i + ¢, 5+ j + 2i + 3¢ and 5 + j + 2i 4+ 5¢ of the satisfied R1CS system
Az o Bz = Cz, we observe:

— Row 5 + j + 2¢ + £ guarantees that
Z4+-0+3i+(5—1)-(3¢+2) (25+£+3(z‘—1)+(j—1)-(3£+2) - (IA% + 55}2 : Z4+i))
= Z64043(i—1)+(j—1)-(30+2) — (Z/Agg + 552 'Z4+i) mod ¢ ,
and therefore

Z4+0+3i+(j—1)-(36+2)

= <Z6+Z+3(i71)+(j71)-(35+2) - (yAqug + 51(,]3 ' Z4+i))

() -t
(Z5+£+3(z 1+(j—1)-(30+2) — <9€A§zg + 53:,@' ) 2’4+z‘>> mod ¢

(g 01 8) (e (g 2) e
= (yLn yAu)) : (xLEJ;)l - wAgj))il mod ¢ (47)
= ) mod ¢ , (48)
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where Eq. (46) follows from the facts that

<z5+f+3(i71)+(j71)-(3£+2)7 Z6+€+3(i71)+(j71)-(3€+2)) = («TLZ(J;)I ) yLEj_)l)

and z44; = ki, Eq. (47) follows from Eq. (42), and Eq. (48) follows from Eq. (43).
— Row 5 + j + 2i + 3¢ guarantees that

2
203t (—1)-(304+2) = Z5H0+3i+(j—1)-(3¢+2) T Z5-+0+3(i—1)+(j—1)-(3¢+2) T 2,0 T 0z, - Za4i mod ¢ ,
and therefore

.2
Z5+0+3i4+(j—1)-(30+2) = Z440+3i+(j—1)-(30+2)

- <z5+€+3(i—1)+(j—1)-(3Z+2) UENO 59(0]3 ' Z4+i) mod ¢

= sgj) : sgj) - (CCLm t,6 + 53(5]1) k1> mod ¢ (49)
i—1 1,0
= xLEj) mod q , (51)

Where Eq. (49) follows from the facts that 244 ¢y3i4(j—1).(3¢+2) = ng), 254043(i—1)+(j—1)-(30+2) =
x(L]) and z44; = k;, Eq. (50) follows from Eq. (42), and Eq. (51) follows from Eq. (44).

i—1

— Row 5 + j + 2i + 5¢ guarantees that
RAH043i+(5—1)-(30+2) <25+£+3(i71)+(j71)-(3Z+2) - Z5+Z+3i+(jfl)-(32+2))
= Z64043(i—1)+(j—1)-(3¢+2) T 264643+ (j—1)-(3¢+2) mod g ,

and therefore

2644430+ (j—1)-(3042) = 24+4+3i+(j—1)-(30+2) * <25+£+3(i71)+(j71)-(3£+2) - Z5+£+3i+(j—1)-(3z+2))
—264043(i—1)+(j—1)-(3¢+2) mod ¢

= s ($Lu> - wa) — Yy modg (52)

i—1

=y, () modq , (53)

where Eq. (52) follows from the facts that 244434 (j—1).(3¢42) = sl(-j),

(25+€+3(i71)+(j71)-(3€+2)=Z6+€+3(i71)+(j71)-(3£+2)) = <xL<.j_)1’yL(.j_)1) ,
and 254 ¢43i4(j—1)-(3¢+2) = T, (), and Eq. (53) follows from Eq. (45).

Therefore, <25+g+3i+(]‘_1).(3g+2),26+g+3i+(j_1).(3g+2)) = <$L<j),yL(j)) for each j € {1, 2}, as required
for the case i > 0, and this settles the proof of Lemma 13. O
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C.3.3 Proof of Theorem 27

Assuming the hardness of the co-DDH problem with respect to (Gr, Gg), and assuming the expected-
time hardness of the DL problem with respect to G, we prove that the construction Full-eVRF
satisfies the correctness, pseudorandomness, verifiability and simulatability requirements stated in
Definitions 2 and 3 with respect to the domain-range ensemble {(Xy, G ) }aen, function ensembles
H = {FU”SGT,AxXA,Gg,A}AeN and H/ = FS(HFull—eDDH)7 and set ensemble {qu})\el\%

Correctness. The proof of the correctness requirement is essentially identical to the proof provided
in Appendix C.2.3 for the corresponding requirement of the construction Subset-eVRF, and relies
on Corollary 3 and on the perfect completeness of the argument system Ilgy..ppy for the relation
RFull-eddH \ R_chord?-

Pseudorandomness. Assume towards a contradiction that there exist a probabilistic polynomial-
time non-uniform algorithm D and a polynomial p(\) such that

‘Pr [D”vaa'WPW”') (1& pp,Q,k’) - 1} —Pr [DH’F (1& pp,Q,k/) - 1” > p(l)\) (54)
for infinitely many values of A € N, where the probability is taken over the choice of pp
PPGen(1%), ((k, k"), (Q, k")) < KeyGen(pp), H «+ H,, F « Funsx, r,, , and over the internal ran-
domness of D. For simplicity, and without loss of generality, we assume that: (1) D does not query
H with the same input more than once, (2) whenever D queries H with some (Q;,z;,j) then D
simultaneously queries H with both (Q;,z;,1) and (Q;,x;,2) (we count both queries as a single
query), and (3) whenever D queries its second oracle (i.e., the oracle Eval}(pp, k, &/, -) or F(-)) with
an input z, then D had previously queried H with (Q,z,1) and (Q, x,2). Let ¢p = ¢gp(\) denote a
polynomial upper bound on the number of queries issued by D to the oracle H.

Let S\ C F,, denote the set of all z-coordinates of points in Gg’ y- Consider the function ensemble
F' = {F}} en, where F} consists of functions F;c’,F’l,F’Q : Xy — F,, defined as

Fiopr e, (@) = K - Fy (@) + Fy(e) mod g

for all &' € F, and F|,F, € Funsy, s,. Then, for any distinct queries z1,..., 24, with which D
adaptively queries the oracle F, it holds that the distribution

((Fi@0). Fo@n) o (Fi(@an). Fo(ap)) )

where F},F), <— Funsy, s,, is block source that consists of gp blocks (F/ (x;), F5(z;)), and each block
has min-entropy 2log |Sy| conditioned on all previous blocks. Therefore,

H7F// U !
Pr [DHF (1%, pp, @, K) = 1] ~ Px [D v (1,09, Q) = 1” <ap-y/ ;AF (55)
A
4
<gp- \/ﬁ (56)
< 1
~2-p(N)7

for pp « PPGen(1Y), ((k,k),(Q,k')) + KeyGen(pp), H + H,, F « Funsx, r,, and F},Fy <
Funsy, s,, where Eq. (55) follows from the adaptive variant of the leftover hash lemma proved by

99



Bellare et al. [6], and Eq. (56) follows from the fact that the number of points in the group Gg , is
at least g\ —2,/gx based on Hasse’s theorem, and therefore |Sx| > (gx —2/q\)/2 > ¢\ /4. Combined
with Eq. (54), this implies

Pr {DH,EvaI?(pp,k,k',-) <]->\> PpaQ, k/) — 1:| —Pr |:DH7Fk/'FI1’F/2 (1>\; PP, Q?k,) = 1:| ‘ > 2 ;()\)

for infinitely many values of A € N, where the probability is taken over the choice of pp <«
PPGen(1Y), ((k, k'), (Q, k")) + KeyGen(pp), H <= H,, and F},F) < Funsy, s,. We transform the
algorithm D to an algorithm D for which

o [b (IA’k G {<Xézf)’k Xézw }z'e[qp},jem) - 1]

} o 1
_P ’D 1)\ ) X(’L,]) Y(zv.]) e 1
T |: < K GT,)\v { S,A TS }ie[qv},jE[Q] ” 2 p()‘)
(4,5)

for infinitely many values of A € N, where the probability is taken over the choice of X é /\), YS N

(57)

Gg, for every i € [gp] and j € [2], k < [204F1 — 1] for £\ = |logy min{sy,qx}] — 1, and over the
internal randomness of D. A standard hybrid argument then contradicts the assumed hardness of
the co-DDH problem with respect to (Gr, Gs).

The algorithm D, on input (lA,Q,{(X(i*j),Y(i’j))}ie[quem), samples pp < PPGen(1%) and
k' < F,, invokes the algorithm D on the input (1*, pp, @, k') and returns its output, while respond-
ing as follows to D’s oracle queries:

— When D issues the ith query pair to the oracle H, denoted (Q;,x;, 1) and (Q;, x;,2), if Q; = Q
then respond with X @Y and X2 and otherwise respond with a randomly sampled Zb,
Z02) G 5.

— When D queries its second oracle (i.e., the oracle Evalt!(pp, k, &,-) or F/(-)) with an input z;
from a previously-issued H-query pair (Q;,z;, 1) and (Q;, z;,2), respond with y; = k' - zy-1) +
Ty(i,2) mod g, where xy-i:,;) € Fy is the z-coordinate of Y (@9) for each j € [2].

Thus, for every A € N it holds that
A [ 1A (4,9) (4,5
o [D (1 k-G, {<XS’>{ k- XS”\j >}i€[QD] jE[Z]) 1}

NP () (i) N
Pr [D (1 K GT,Ay{XS,A Ys X }ie[qp]je[2]> 1”

/ H,F, ! F
— [Pr [prEatleeti) (13, 5p, Q1) = 1] ~ Pr [D v (1,pp, Q) = ” :

Verifiability. The proof of the verifiability requirement is essentially identical to the proof provided
in Appendix C.2.3 for the corresponding requirement of the construction Subset-eVRF, and relies on
Corollary 3, on the witness-extended emulation of the argument system I/, ..ppH for the relation
RFull-eDDH U R_horg2 U RDLR, and on the expected-time hardness of the DL problem with respect
to QT.

Simulatability. The proof of the simulatability requirement is essentially identical to the proof
provided in Appendix C.2.3 for the corresponding requirement of the construction Subset-eVRF,
and relies on Corollary 3 and on the perfect special honest-verifier zero-knowledge of the argument

system IIryeppH for the relation ReuiedbH \ R chord?-
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