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Abstract. This paper introduces the notion of registered attribute-based signature (registered ABS). Distinctly
different from classical attribute-based signature (ABS), registered ABS allows any user to generate their own
public/secret key pair and register it with the system. The key curator is critical to keep the system flowing,
which is a fully transparent entity that does not retain secrets. Our results can be summarized as follows.

— This paper provides the first definition of registered ABS, which has never been defined.

- This paper presents the first generic fully secure registered ABS over the prime-order group from k-Lin

assumption under the standard model, which supports various classes of predicate.
— This paper gives the first concrete registered ABS scheme for arithmetic branching program (ABP), which

achieves full security in the standard model.

Technically, our registered ABS is inspired by the blueprint of Okamoto and Takashima[PKC’11]. We convert
the prime-order registered attribute-based encryption (registered ABE) scheme of Zhu et al.[ASIACRYPT’23] via
predicate encoding to registered ABS by employing the technique of re-randomization with specialized delegation,
while we employ the different dual-system method considering the property of registration. Prior to our work,
the work of solving the key-escrow issue was presented by Okamoto and Takashima[PKC’13] while their work

considered the weak adversary in the random oracle model.
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1 Introduction

Attribute-Based Signature. Attribute-based signature (ABS) [MPR08,0T11] provides the fine-grained control to
authentication privileges while guaranteeing anonymous authentication of message, which extends the traditional
digital signature [DH76]. In ABS for predicate P : X x Y — {0, 1}, the signer employs signing key sk, where y € Y
is his/her attribute set, to sign message under policy x € X only when P(x, y) = 1. Anyone can verify the signature
by using solely public parameters. The basic security condition of ABS is unforgeability, i.e., an adversary holding
a signing key with P(x, y) = 0 cannot generate a valid signature; furthermore, this should be ensured when the
adversary has more than one key.

Decentralized Attribute-Based Signature. To circumvent the key escrow problem in ABS [SAH16a,DOT19a,DDM23],
Okamoto and Takashima introduced the notion of decentralized ABS [OT13] which means that different authori-
ties with attributes can join the system instead of having only one central authority. However, decentralized ABS
just solves the problem that attributes from the single part, but the keys come from different central authorities,
and if a sufficient number of authorities are compromised or corrupted, then the scheme will no longer ensure
unforgeability.



This Work. Recently, the notion of registration-based encryption (RBE) [GHMR18] and registered attribute-based
encryption (registered ABE) [HLWW23,ZZGQ23,FFM*23] has been studied, which allows users in the system to
generate their own public/secret keys and then register their public keys together with the key curator. The key
curator keeps nothing about secrets in contrast to the conventional attribute authority. However, the feasibility of
this strategy in ABS is still unknown and a natural question that arises is

Can we construct a registered attribute-based signature scheme that even supports monotone span program?

More details, in the registered attribute-based signature (registered ABS) scheme, each user can generate his/her
own key pair (pk, sk) locally and register (pk, y) for some y € Y into the system. Registration is performed by the
key curator in a public and deterministic manner, and will generate a master public key mpk for anyone who wants
to verify the signature as a traditional ABS. Besides, during the registration phase, each user can obtain his/her own
helper key hk from the curator, which can be used to generate signature for policy x € X with sk when P(x, y) = 1.
Finally, as the number of user in the system increases, the curator may trigger an update to all users’ helper keys.

1.1 Results

In this work, we have addressed the above question. We propose the first generic registered attribute-based sig-
nature via predicate encoding [Wee14,CGW15]. Our scheme relies on the well-known k-Lin assumption for k > 1
over the prime-order bilinear group in the standard model. Our contribution is as follows.

- This paper introduces the first definition of registered ABS, formalizing the fact that any user can generate
their own public/secret key pair and register it with the system. Furthermore, we formalize a security notion
of registered ABS, i.e., the signature is unforgeable against the adversary with corrupted user information.

— This paper proposes the first generic approach for registered ABS supporting various classes of predicate over
the prime-order group under the standard model, while the previous scheme of decentralized ABS [OT13]
relies on the random oracle model.

— This paper gives the first concrete registered ABS scheme for the expressive predicate arithmetic branching
program(ABP). It is fully secure under the k-Lin assumption in the standard model.

We present a concrete comparison in Table 1. Although this table only involves [0T11,0T13], we note that other ABS
constructions [AHY15,SAH16b,DOT19b] published recently share similar properties and all of them suffer from key
escrow issue.

Reference Key-escrow Standard Assumption
ABS [OT11] X v DLIN
Decentralized ABS [0T13] 1 X DLIN
Ours v v k-Lin

Table 1. Comparison among prior works. Here, the column “Standard" denotes the standard model. “i” means that decentral-
ized ABS is unable to completely eliminate key escrow issue since it still needs nontransparent authorities to store secret values.



1.2 Related Work

Since Maji et al. [MPRO8] put forward the notion of ABS, there exists two research lines on ABS: The first line is to
enhance the expression ability of ABS schemes. Herranz et al. [HLLR12] proposed an ABS scheme with constant-
size signatures supporting threshold predicate. Okamoto et al. [OT11] proposed a fully secure ABS scheme for
non-monotone span program in the standard model. Attrapadung et al. [AHY15] designed an ABS scheme with
constant-size signatures that supports non-monotone span programs. Furthermore, Sakai et al. [SAH16b] built an
ABS scheme supporting circuits via Groth-Sahai proofs over bilinear groups. Datta et al. [DOT19b] designed a fully
secure ABS for ABP with unbounded multi-use of attributes. In these works, a central authority must be set to
store master secret key. To tackle the key escrow problem, another line is to build decentralized ABS. Okamoto et
al. [OT11] proposed the first decentralized multi-authority ABS scheme for non-monotone span programs while
it is only provably secure under the random model. Our registered ABS can seen as an independent work of the
second line.

Organization. We provide the technique overview in section 2. We give the definition of (slotted) registered ABS
in section 3. The details of our slotted registered ABS are presented in section 4. Besides, a generic approach based
on slotted registered ABS is presented in section 5. Finally, we derive a concrete slotted registered ABS scheme
supporting expressive ABP in section 6.

2 Technique Overview

In this work, we construct a registered attribute-based signature (registered ABS) via predicate encoding [Wee14,CGW15],
and the scheme is based on well-known k-Lin assumption in the standard model. The design core of registered ABS

is similar to [HLWW23,ZZGQ23], we start from slotted registered ABS and then convert it to full-fledged registered
ABS. Before going into the technical descriptions of the designing of primitives in registered setting, we first provide

an overview of the notion of registered ABS.

2.1 Registered Attribute-Based Signature

Definition. We introduce the definition of registered ABS in the simplest setting, which is inspired by the idea
of [HLWW23,Z7ZGQ23]. A registered ABS scheme for predicate P : X XY — {0,1} consists of the following six
algorithms (Setup, Gen, Reg, Upd, Sig, Ver):

Setup provides a common reference string crs for each user to register;
- Gen allows each user to generate their own public/secret key pair (pk, sk);

Reg is a transparent and deterministic algorithm, which checks the validity of the registered user, and register
user’s pk and attribute y € Y into the master public key mpk; Upd returns helper key hk for the registered
user;

Sig with hk and user’s secret key sk returns a signature on (x, m) when P(x, y) = 1, where x € X is the signature
policy; Ver can check the validity of signature with just mpk.

Properties. Assuming L € N denotes the user number in registered ABS system, it has some essential efficiency
requirements: the size of crs to be poly(4, L) where A is the security parameter of the system, and the size of mpk, hk
to be poly(A, P,log L) where P is the size of predicate.

Furthermore, the security of registered ABS means unforgeability compared with the IND-security of registered
ABE. It ensures that no one is able to forge a signature passing the verification without the knowledge of the sign
secret key. Similar to registered ABE, the security model needs to consider both honest and corrupted users.



Generic Approach. We state that the “power-of-two” approach in [HLWW23] can be improved to derive a generic
approach to obtaining registered ABS. The approach needs a new primitive, namely slotted registered attribute-
based signature (slotted registered ABS), as the underlying block. Slotted registered ABS has the similar syntax as
registered ABS except that it does not consider the update of public parameters.

Based on the “power-of-two” approach, we replace encryption and decryption algorithms with (Sig, Ver), so
it is necessary to demonstrate the reduction from the unforgeability of registered ABS to the unforgeability of
underlying slotted registered ABS. The proof relies on the fact that the signature and verification text in registered
ABS consist of multiple copies of underlying slotted registered ABS. More details are available in section 5. Next,
we will construct a slotted registered ABS based the techniques of predicate encoding.

2.2 Slotted Registered ABS

Firstly, let us define some notations, which will be used. Our slotted registered ABS relies on an asymmetric bilin-
ear group (p, Gy, Gy, Gr, g1, &2, ) of prime-order p with pairing e : G; X Gy — Gr.For s € {1,2,T} and a € Zp, we
define [a]s = g2 as the implicit representation of a in Gs. Then, we give preliminary which is an important part of
our slotted registered ABS.

Preliminary. For a predicate P : X XY — {0,1}, define a (n, n., nx)-predicate encoding: For all x € X, y € Y,
one can efficiently and deterministically find C, € Z;", Ky € ZZX"", ay € Z},X"" and dy,y € ZZ”"“ that forms

ay 0p,

M,y = (Ky C, ) such that

- when P(x, y) = 1, we have Mx,yd)r()y =(1,0,...,0)7;
- when P(x, y) = 0, we have {x, y, &, (a|[|lW)Myy} =5 {x, y, & (O]|W)My,y} where w « Zp.

Initial Idea. Our initial idea is to apply Naor’s paradigm [BF01,BLS01], which has successfully transform some
encryption schemes into signature’s version [0T11,0T13,CLL*14], on existing slotted registered ABE. For such pur-
pose, we choose Zhu et al.’s slotted registered ABE [ZZGQ23] as our start point, because their construction is based
on predicate encoding supporting a large number of expressive predicates, even including arithmetic branching
programs (ABP).

Start From Slotted Registered ABE. In slotted registered ABE, after initializing the common reference string
crs, all users can generate their own key pairs (pk;, ski);e[z] and submit respective pk; to the aggregator who sub-
sequently outputs mpk and hk; for user/slot i. The ciphertext ct, is an encryption on (x, m) and can be decrypted
correctly with (sk;, hk;) if and only if P(x, y;) = 1. We recap Zhu et al.’s slotted registered ABE construction based
on predicate encoding as follows:

crs: [alr, {[vj, Wili ey, {[ri rivy, riwj, rivi + o2 iz

pk; ¢ [wilq, {[wirjla}jzi

ski @ u;

[2;((vj +uj)ay, + wiKy,), 2 wjls, [alr

hki @ [ri,rivi+ 061 2 ((vj + uj)ay]. +W]-Ky].), Ti 2z Wil2
[

cty @ [s,82;((vj +uj)ay, +wiKy,), s3;W;jCxlq, [salr - m

D
mpk :

where for all j € [L], y; is the attribute embedded in slot j; a, vj,rj,uj < Zp and w; € Z;; s « Zp is the random-
ness in cty. As for decryption, it firstly computes the pairing result between hk; and cty to cancel cross items from
other slots j € [L] \ {i}, then proceed the decryption of predicate encoding on slot i. If P(x, y;) = 1, just use sk; = u;



to recover [as]r and thus obtain the message m.

First Try. Now, we make an attempt to transform the slotted registered ABE in (1) into a slotted registered ABS.
Our strategy is to treat (hk;, sk;) as the sign secret key of user i, and ct, as the verification text v, respectively. Here,
sk; should be privacy, while hk; is publicly computed with crs and (pk;)je[r]\(i}- A sighature ojx,m is derived from
(sk;, hk;). Then it uses (mpk, x, m) to generate a verification text v;- x» = to verify the validity of g; x m. Intuitively,
we have
Oixm - [T, Wiri +rivi+o,1i Z((vj + uj)ayj + ijy].), ri Z w; Cx |2
j#i j#i

Viexrme ©[S,8 Z((Vj +uj)ay, + wiKy)), SZWjCX*]ly [sa]r - m*
j j

where crs, mpk, pk;, sk; and hk; are identical to the equality (1). Observe that the verification process is identical to
the decryption process in (1) except that it can directly recover m without u;, then checkout if m = m*.

Actually, the above scheme is insecure, since the information of u; is leaked from o; , m. Note that any signature
could be forged readily if sk; = u; is leaked. Besides, 0; xm does not involve m and the generation is completely
deterministic.

Second Try. Inspired by the “re-randomization” technique of [0T11], we state that g; x » actually plays a role as a
special decryption key. Concretely, it should remain the decryption ability of (sk;, hk;), but still preserve the privacy
of sk; to avoid the forgery. However, such technique cannot be trivially applied to our scheme, since our secret key
is the secret value chosen by user, rather than the well-constructed secret key generated by authority. Therefore,
the problem is how to generate desired signature and ensure security proof in our slotted registered ABS.

Our technique path is as follows: Firstly, to protect the confidentiality of u;, we generate extra entropy by ap-
pending a new equality into the signature, which ensures adversary cannot obtain secret information from honest
users. Secondly, the privacy of predicate encoding can ensure that adversary cannot obtain secret information from
corrupted users. Finally, we use (sk;, hk;) to delegate a new signature o; x m as follows:

~

pk; : [wi, €, di 11, {[wirj]2}jzis
Ski . Ui, Ci, di
Oixm - [t,1i, t(ci+m-dy) +wri +1ivi + A,
[ Z((Vj + uj)ay]. +WjKyj), T ZW]'CX]Z
j#i j#i

Viem © [5, 8(ce +m* - die) s > (v +up)ay, + WiKy),s > w;Ce 1, [salr
J J

Here, we define a collusion-resistant hash function H : {0,1}* — Z,, m « H(i,x,m) and m* « H(i*,x*,m"),
where i is more like a pseudo-identity. ¢ is the randomness newly sampled in each signature. Observe that u; has
been totally hidden in the signature as long as m # m* (in the similar sense of [CLL*14]). Thus, we can ensure
that the adversary has no ability to forge a valid signature unless slot i is corrupted. Lastly, this construction is
still unreasonable since the generation of v;: x» n+ needs both mpk and pk;., which contradicts the definition of
verification algorithm, but we can fix it by aggregating pk; from all users.

Our Slotted Registered ABS. Finally, putting the above together, we obtain a new slotted registered ABS as follows:



crs : [adr, {[vj, Wili}jerr), {7, vy, iwj, rivi + o] 2 }izj, H
pk; : [ui, ¢i, dil1, [ci, dila, {[wirjl2} jzi

Ski :ui,ci,di
mpk : Z((v]+u,)ay]+w, Ky)), Zw,,Zc,,Zd] 1, lalT,

hk; : [r, rivi + a, rlZ((v] +u])ay] +w]Ky]) rlZw], Zc],Zd 2, H

]#l ]¢l ]#l ]¢l
Oixm : [t 1, t(ci+m-d;) +wri +1iv; + a,tZ(cj +m-d;),r; Z((vj + uj)ayj +ijy].), ri Z w;Cyx]
j#i j#i j#i

Vit xrm* [s,sZ(cj +m"- dj),sZ((vj +uj)ay, +ijyj),sijCX*]1, [sa]r.
J ) J

Then we apply the generic approach [CGW15] from composite-order group to prime-order group to above
construction, and obtain a secure slotted registered ABS based on k-Lin assumption under the standard model.
We still adopt the dual system encryption as proof strategy, while the proof detail is quite distinct from previous
works [0T11,0T13] since there is no longer authority holding secret keys in the system.

2.3 Discussion and Open Problem
Here, we discuss the future work about registered ABS.

— Our registered ABS achieves various classes of predicate even including span programs, but the concrete
scheme for more expressive predicate (e.g., finite state automata and circuits) is still unknown.

- The signer anonymity of ABS says that the generated signature reveals no information on the signer’s attribute
other than the fact that the signature is valid. However, just as mentioned in [SKAH18], ABS schemes derived
from ABE generally do not provide anonymity property. This argument also works in our registered ABS.
Intuitively, the public and deterministic registration of user attribute in registered ABS also hinders signer
anonymity to a large extent. Thus, we list the realization of signer anonymity in the standard model as one of
future works.

— Our work opens a new and promising path for pairing-based research on registered ABS. An open question,
however, is whether we can propose registered ABS under the LWE assumption. Furthermore, the size of crs
is poly(A, L) where A is the security parameter of the system and L is the number of users, it is still an open

problem to reduce the size of crs to poly(A) under standard assumption.

3 Preliminaries

For a finite set S, we write s « S to denote that s is picked uniformly from finite set S. Then, we use |S| to denote the
size of S. Let =~ stand for two distributions being statistically indistinguishable, and ~, denote two distributions
being computationally indistinguishable. We use lower-case holdface to denote vectors (e.g., a) and upper-case
boldface to denote matrices (e.g. M), and use “||” to denote vector/matrix concatenation (e.g. A||B).

3.1 Prime-Order Bilinear Groups

A generator G takes as input a security parameter 1* and outputs a description G := (p, Gy, Gy, Gr, ), where pis a
prime, G1, G, and Gy are cyclic groups of order p, and e : G; X G, — Gr is a non-degenerate bilinear map. Group



operations in Gi, G, Gr and bilinear map e are computable in deterministic polynomial time in A. Let g1 € Gy,
g2 € Gy and gr = e(g1, 82) € Gr be the respective generators, we employ implicit representation of group elements:
for a matrix M over Zp, we define [M]; = gM, Vs € {1,2,T}, where exponentiation is carried out component-wise.
Given [A]4, [B], where A and B have proper sizes, we let e([A]1, [B]2) = [AB]r. We review matrix Diffie-Hellman
(MDDH) assumption, which is implied by k-Lin [EHK*13].

Assumption 1 ((k, ¢,d)-MDDH over Gg, s € {1,2}) Let k, £,d € N with k < £. We say that the (k, £,d)-MDDH as-
sumption holds in G if for all PPT adversaries A, the following advantage function is negligible in A.

AV, 4 () = | Pr[A(G, [M], [SM]s) = 1] - Pr[A(G, [M]s, [U],) = 1] |

where G := (p, Gy, Gy, Gr,e) «— G(11), M «— Z’;,X", S — ng" and U « Zg”.

3.2 Slotted Registered Attribute-Based Signature

Algorithm. A slotted registered attribute-based signature (slotted registered ABS) for predicate P : X XY — {0, 1}
consists of the following six efficient algorithms:

- Setup(14,P,1F) — crs : It takes as input the security parameter 1%, description of predicate P and the upper
bound 1% of the number of slots, outputs a common reference string crs.

Gen(crs, i) — (pk;, sk;) : It takes as input crs and slot number i € [L], outputs key pair (pk;, sk;).

Isvalid(crs, i, pk;) — 0/1 : It takes as input crs, i, pk; and outputs a bit indicating whether pk; is valid.
Agg(crs, {pk;, Yitier) — (mpk, (hkj)je[z)) : It takes as input crs and a series of pk; with y; € Y for alli € [L],
outputs master public key mpk and a series of helper keys hk; for all j € [L]. This algorithm is deterministic.

Sig(hk, sk,x, m) — o : It takes as input hk, sk, x € X and message m, outputs a signature o.
Ver(mpk, g,x,m) — 0/1 : It takes as input hk, o, x € X, m and outputs a bit indicating whether o is valid.

Completeness. For all A,L € N, all P,and all i € [L], we have
Pr(IsValid(crs, i, pk;) = 1|crs « Setup(l’l,P, 15); (pk;, ski) < Gen(crs,i)] = 1.

Correctness.For all A,L € N, all P,and alli € [L], all crs « Setup(lA,P, 15), all (pk;-,ski-) « Gen(crs,i*), all
{pK;}ie[z)\(iry such that IsValid(crs,i,pk;) = 1,allx € X and ys,...,y; € Y such that P(x, y;+) = 1, and all m, we

have

(mpk, (hkj)jerz]) < Agg(crs, (Pky, Yiie[r))s |

Pr |Ver(mpk,o,x,m) =1 =1.

o « Sig(hkj:, sk, x, m)
Compactness. Forall A, L € N,all P,and alli € [L],itholds that |mpk| = poly(A, P,log L) and |hk;| = poly(A, P,log L).
Unforgeability. For any group of colluding signers, it is impossible to generate a valid signature on any message
under any signing policy. Concretely, for all A € N and all efficient adversaries A, the advantage

L « A(1%Y); crs « Setup(1%, P, 1)
kf, A <_\ﬂOGen(»),OCor(-) crs 1
Pr | Ver(mpk, o*,x*,m*) = 1 Pk, i piein) (* )* -3
(mpk, {hk;}je[z]) < Agg(crs, {pk;, y; }tier)

(i*,x*, m*, 0%) « A%9O) (mpk, {hk;}je(z))

is negligible in A, where oracles OGen, OCor and OSig work with initial setting {D; = 0};¢[z],C =0 and S = 0 as
follows:

- OGen(i): run (pk;, sk;) < Gen(crs, i), set D;[pk;] = sk; and return pk;.



— OCor(i, pk): return D;[pk] and update C = C U {(i, pk)}.
- 0Sig(i, x, m): Return Sig(hk;, D;[pk;], x, m) and update S = S U {(i,x, m)}.

and for all i € [L], we require that D;[pk;] #.L. For each query (i, x, m) to OSig, we have P(x, y;) = 1. Besides, For
the challenge (i*, x*, m*, d*),

— it holds that (i*,x*, m*) ¢ S;
- if (i, pki.) € C, it holds that P(x*, y;) = 0 for all (i, pk;) € C.

Notice that, in the unforgeability model of slotted registered ABS, we consider both honest and corrupt case.
On the other hand, the notion of our unforgeability is somewhat different from that in classical ABS, since the
adversary is allowed to query signature for (x*, m*) on all slots except for challenge slot i* in honest case. Also,
if we consider the anonymity of registered ABS, i* should be removed and then our unforgeability model would
follow the unforgeability of classical ABS in similar sense.

3.3 Registered Attribute-Based Signature
Algorithms. A registered attribute-based signature for predicate P : X x Y — {0, 1} consists of six algorithms:

- Setup(1%, P) — crs: It takes as input the security parameter 1%, description of predicate P, outputs a common
reference string crs.

- Gen(crs,aux) — (pk, sk): It takes as input crs and the public state aux, outputs key pair (pk, sk).

- Reg(crs, aux, pk, y) — (mpk, aux’): It takes as input crs, aux, and pk along with y € Y, outputs master public
key mpk and updated state aux’.

- Upd(crs, aux, pk) — hk: It takes as input crs, aux, pk, outputs a helper key hk.

— Sig(mpk, hk, sk, x, m) — o/getupd: It takes as input mpk, hk, sk, x € X and message m, outputs a signature o
or a special symbol getupd to indicate that an updated helper key is need to generate the signature.

- Ver(mpk, g, x, m) — 0/1: It takes as input mpk, g, x, m and outputs 1 if ¢ is valid; otherwise, output 0.

Correctness. For all stateful adversary (A, the following advantage function is negligible in A:
Pr[b = 1|CFS — Setup(l)‘,P); b=0; ﬂORegNT(-,-),0RegT(~),OSig(-,-),OVer(~,-)(crs)]
where the oracles work as follows with initial settingaux = 1,8 =0,R =0 andt = L:

— ORegNT(pk, y): run (mpk, aux’) « Reg(crs, aux, pk, y), update aux = aux’, append (mpk, aux) to R and return
(R, mpk, aux);

— ORegT(y*): run (pk*, sk*) « Gen(crs, aux) , (mpk, aux’) < Reg(crs, aux, pk*, y*), update aux = aux’, compute
hk* « Upd(crs, aux, pk*), append (mpk, aux) to R, return (t = |R|, mpk, aux, pk*, sk*, hk*);

- 0Sig(i, x, m):let R[i] = (mpk;, -) andrun o « Sig(mpk;, hk*,sk*, x, m); If o = getupd, run hk* « Upd(crs, aux, pk*)

and recompute o « Sig(mpk;, hk*, sk*, x, m). Then append (x, m, g) to S and return (|S|, 0);

- OVer(i, j):let R[i] = (mpk;,-) and S[j] = (xj, mj, g), compute b; « Ver(mpk;, gj,x;,m;).If b; = 0, set b = 0.
with the following restrictions:

— there exists one query to ORegT;
- for query (i, x, -) to OSig, it holds that R[i] # L and P(x, y*) = 1;
- for query (i, j) to OVer, it holds that t < i, R[i] # L and S[j] # L.



Compactness. Let R be defined as before. Compactness means that
|mpk;| = poly(4, P,logi), |hk*| = poly(A,P,log|R]);

where we let R[i] = (mpk;, -) for alli € [|R]].

Update Efficiency. It means that the number of invocations of Upd in OSig is at most O(log |R|) and each invocation
runs in poly(log |R|) time (in RAM model).

Unforgeability. For all stateful adversary A, the advantage

s crs « Setup(14, P); 1
Pr |Ver(mpk,o*,x*,m*) =1 - =

(i*, x*, m*, %) « A(crs); 2

is negligible in A, where A has access to oracles ORegHK(-), OCorHK(-) and OSig(-, -, -). These oracles work with
initially setting aux, mpk = L, R =0,C =0, S = 0 and a dictionary K with K[pk] = for all possible pk:

— ORegHK(y): run (pk, sk) « Gen(crs, aux) and (mpk’, aux’) « Reg(crs, aux, pk, y), update mpk = mpk’, aux =
aux’, K[pk] = K[pk] U {y}, append (pk, sk) to R and return (|R|, mpk, aux, pk);

— OCor(i): let R[i] = (pk, sk), append pk to C and return sk;

- 0Sig(i, x, m): let R[i] = (pk, sk), compute hk « Upd(crs, aux, pk) and run g « Sig(mpk, hk, sk, x, m). Append
(i,x,m) to S and return o.

with the following restrictions:

- for query (i) to OCor or (i, x, m) to OSig, it holds that R[i] # L. Besides, R[i*] # L;
- Let R[i] = (pk, sk) and K[pk] = y, then it holds that P(y,x) = 1;
- Let R[i*] = (pk*, sk*),

e it holds that (i*,x*, m*) ¢ S;

e if pk* € C, it holds that P(x*, K[pk;]) = 0 for all (pk;, sk;) € R such that pk; € C;

3.4 Predicate Encodings

We review the notion of predicate encoding [Wee14,CGW15,22GQ23]; for simplicity, we use the formulation in
[ABS17,ACGU20]. A predicate P : X XY — {0,1} has a (n, n., nx)-predicate encoding if: For all x € X, y € Y, there
exist Cy € Z,™, K, € sznk, ay € Z;x”“, dyy € Z;,X(""+"C) such that, letting

Mx,y — ay Onc) c Z§11+n)><(nk+nc)
K, Cy

we have
- correctness: for x € X and y € Y such that P(x, y) = 1:
MX,y(f, =e;
- security: for x € X and y € Y such that P(x, y) = 0 and for all « € Zj:

{X) y’ a, (a”W)Mx,y} Xs {X! )” Q, (OHW)MX,)/}’ W Zg

Also, we require that (1) given P, one can efficiently determine n, n., nx; (2) given x, one can efficiently compute
Cx; (3) given y, one can efficiently compute Ky and ay; (4) given both x and y, one can efficiently compute dy, .



4 Slotted Registered ABS

In this section, we will propose a slotted registered ABS via predicate encoding under the matrix decisional Diffie-
Hellman (MDDH) assumption.

4.1 Scheme
Our slotted registered ABS scheme from predicate encoding over prime-order bilinear group works as follows:

- Setup(lA,P, 1%) : Run G := (p, G1, Gy, Gr,e) « g(ﬂ) and select a collusion-resistant hash function H :
{0,1}* — Z,. Sample
A legx(kﬂ)’B - Z;,kﬂ)Xk,k - Z},X(kﬂ)

and compute parameter (n, n, ngx) from P. For alli € [L], sample
D; «— Zl;xk’ V; Z§k+1)x(k+1),wi - Zék+1)x(k+l)n, r — Z}]Xk.
Set B; = BD; for each i € [L] and output

[A]l) {[Avl) AWi]l: [Br‘;, ViBr-; + kT’ Bi]z}iE[L])

crs = )
{[ViBr}, Wi(I, ® Br}) |2} jer)ierzi\(j}> [AK ]1, H

- Gen(crs, i) : Sample U;, Q;, T; «— Z;,k“)x(k”). Output
pk; = ([AU;, AQ;, AT;]1, {[U;Br’, QiBj, T;Bj]2} je[1]\(i})

and sk; = (U, Q;, T;).
- IsValid(crs, i, pk;) : Parse the public key pk; as follows ([AU;, AQ;, AT;], {[U,-Br*}.,Q,-Bj,Tl-B]-]Z}je[L]\{i}). For
each j € [L] \ {i}, check
e([Al, [UBI]12) £ e([AUL]L, [Br]].),

?
e([A]1, [QiBj]2) = e([AQi]1, [B)]2),
e([Al1, [T:Bj]2) £ e([ATi]1, [B)]2).
If the above checks pass, output 1; otherwise, output 0.

- Agg(crs, {pk;, itier) : Foralli € [L], parse pk; = ([AU;, AQ;, ATi]y, {[U;Br], QiBj, TiBj]2}je1]\(i}) and com-
pute Ky, from y;. Output

[Al1, [AK |7, H,

> AQ;

jelL]

>

1

5

1

.| > AT
]

1 Lje[L

> aw;
]

jelL

> ((Avj + AUj)(ay, ® Iis1) + AW, (Ky, ® Ik+1)) l
JjelL] 1

and for all i € [L], the hk; is that

H, [Bilz, [Br]]o, [ViBE + Ko, | > QB

JelLI\{i}

Z T;B;

JelLI\{i}

>

2

>

2

Z W;(I, ® Br})
jelLT\)

, [ D (V;Br} + UBr) (I ® ay)) + W, (I, ® Br)) (I ® Ky
2 Lje[L]\{i}

2

10



- Sig(hk;, ski, x,m) : Sample t « Z},X", and compute C,. Compute [k})]z

H(i, m, x) and generate

[ViBI‘Ti +K + UiBI'-; + (Q;B;t' + m - T;B;t')],,

= [Bit']z, [Ki]2 =

[Bri]o. Run m «

IS

L je[LI\{i}

(V;Br; + U;Br))ay, + W;(In ® Bry)Ky,

>

2

K3

> w1, ®Br)C,
FEPNG!

>

2

2

jelLI\{i}

(Q]'BitT +m- TjBitT)

Ky

kg

Output signature ojxm = ([Kyl2, [Kj ]2, [K) ]2, [Ks]2, [Kal2, [K5]2).

— Ver(mpk, 0« x,m, X, M) : Parse mpk as

[A]1, [AK']T, H,

>

1

Z AQ;

jelL]

jelL]

2,

jelL]

D (AV) +AU))(ay, ® Ii) + AW, (Ky, © Tii1)

AT;

>

1

>

1

> Aw;
]

JelL

1

and signature oy . m = ([ ], [K; ]2, [K; |2, [Ks]2, [Kals, [K;]2). Then compute Cy and dy, . from x and y;-. Run

m « H(i*, m, x) and compute

[ sA ]y, Z (sAQ; + m - sAT;)

jelL]

A

D, SAW;(Cy @ Tiin)
JelL]

|

V1

JjelL]

D" (sAV; +sAU))(ay, ® 1) + SAW;(Ky, ® Tii1)

V2

, [SAK' |1
1

V4

V3

where s « Z},Xk. Set the verification text vi-x m = ([Vol1, [V1]1, [V2]1, [Vs]1, [Va]T). Recover

[z]7 = e([v3]V2]1, [Tngsn. ® K112), [Z2]7 = e([Vo]1, [K3[[Ky]2)
[z3]7 = e([Vol1, [K}]2), [za]T = e([V1]1, [Kpl2), [Zs]T = e([Vol1, [K;5]2),

[zelr = [23 — za + Z5]7, [2Z7]7 = [(21 — Z2)d .

— ZglT

and check [z7];1 < [v4]7. If the above check passes, output 1; otherwise, output 0.

Correctness. For all A,L € N, all P, all i* € [L], all crs « Setup(l’l,P, 15), all (pk;«, ski-) « Gen(crs,i*), all

{pK;}ie[r)\(iy such that IsValid(crs, i, pk;) = 1, for all y, ...

» YL

€ Y and x € X with P(x, y;+) = 1 and all m, we

have: i xm = ([Kpl2, [K] ]2, [K} ]2, [K3]2, [Ka]2, [K5]2) and vi- xm = ([Vol1, [V1]1, [V2]1, [V3]1, [va]1). We employ the

predicate encoding as defined in section 3.4, namely




We obtain

and then

where

21= ) (SAV; + SAU{[|SAW;) (My y, ® Tiy1) (Tngan, ® BY.)
ie[L]
= Z (SAV; + SAU;[|SAW,) (T;4;, ® Br}. )M, ,
ie[L]
Z (SAV;BF;. + SAU;Br,.||sAW; (I, ® Br}.)) My,
ie[L]

Z (SAV;Br}. + sAU;Br;. |[sSAW; (I, ® Br}.))My y,
ie[L]\{i*}
z3 = SAV;:Br}, + SAK'" + sAU;Br}, + (SAQ;:B;-t" + m - sSAT;B;:t")
zZ4= ) (sAQ;Bit +m - sAT;B;.¥)

jelL]
zs= ) (sAQ;Bif +m-sATB.t)

JelLI\{i*}

Zg = Z3 — (Z4 — z5) = SAV;Bry. + sAK + sAU;:Br;.

z7 = (z1 — 22)dy ,,, — Z6 = —SAK'

»Yix

Z4 — z5 = SAQ;+Bj+t” + m - SAT-B;-t'.

2

Finally, we have [z7];! = [v4]r. Notice that equality (2) follows from the property of tensor product: (M®I)(I®

a’) = M®a'" = (I®a")M for matrices of proper size; the computation of z; follows from the correctness of predicate

encoding. This proves the correctness.

4.2 Security

Theorem 1. The proposed slotted registered ABS scheme is unforgeable under MDDH assumption and collision-

resistant hash functions.

Game Sequence. We prove Theorem 1 via the following game sequences. Let L be the number of slots and i*

be the challenge slot, (x*, m*) be the challenge attribute and message pair; (pk;, y;)ic[z] be the challenge public

keys and challenge “policy” to be registered. For all i € [L], D; = {pk; : Di[pk;] = sk; #L} stores the response to
OGen(i); C; = {pk; : (i, pk;) € C} stores the response to OCor(i, ). Define Q = ¥;c(;) Q: and g;« as the k-th(k € [Q;])

signature query’s result in slot i, where Q; denotes the number of signature queries in slot i.

— Gp : Real Game. Recall that:
e the common reference string is that

[A]1, {[AV;, AW;]4, [Br}, V;Br; + K, Bi]2}ic(1],

{[ViBr}, Wi(I, ® Br) |2} je[r)ie[1\(j}> [AK |1, H

e For eachi € [L], each public key pk; € D; is that

pk; = ([AU;, AQ;, ATi]1, {[UiBr}, QiBj, TiB)l2} jer)\(i})-

where the corresponding secret key is that sk; = (U;, Q;, T;).

12



e Foreachi € [L] and each k € [Q;], the k-th query to OSig(i, x, m) will output the result g; , as

[ BI‘Tl- 12, [ViBI‘Tl- +K + UiBI‘Ti + (Q;B;it' + m - T;B;t')];

[ Bit' ]2,
S~ ——
k{ K
L je[L]\{i*}

(VjBI'-; + U]‘BI'-E)ayj +W; I, ® BI'DKy].

k;

>

2

L je[LI\{i}

> WL @ Br)C,

K3

>

2

Z (QBit" + m - T;B;t")
jelL1\{i}

2

Ky

where t « le" and m; x < H(i, m, x).

kg

o The challenge verification text is v, —— = ([vol1, [V1l1, [V2]1, [V3]1, [Va]T) where

[ sA ]

o JelL]

Z (sAQ; + m - sAT})

Z SAWj(Cx ® Ik+l)
jelLl

|

A

Vi

|

jelL]

Z (SAV; +SAU)) (ay, ® Iis1) + SAW; (Ky, ® Tis1)

V2

l » [SAK' |7
1 ~——

Vg

V3

notice that s « Z;,Xk and m* « H(i*, m*, x*).

- Gp : Identical to Gy except that we replace sA in challenge verification text with ¢ « Z},x(kﬂ). Then the chal-

lenge verification text is that

[

— I]e[L

Z(ch+m cT))

Z CW;(Cx ®Iy1)

A |

Vi

[ o

JjelL]

Z (eV;+eUj)(ay, ®Ixa) + €W;(Ky, ® Ixs1)

V2

[ ek ]r
——
V4

jelL]
L

V3

Observe that we have Gy ~. G1, which follows the MDDH assumption, ensuring that ([A]4, [sA]1) = ([A]1, [€]1)

where A « ka(k”)

s — Zy*and c — Z;X(kﬂ). See Lemma 1 for more details.

— Gg¢(£ € [L]) : Identical to Gy .1 except that we change crs into the following form:

[A]1, {[AV;, AW;]

crs

1, [Bry, ViBr; + act + K, Bi]2}ic[1]

{[ViBr}, Wi(I, ® Bj)|2}je[r)ie(z\ ()} [AK 7, H

where a; « Zp and ¢t « Zf,k” such that Ac* =

Gg,¢, see section 4.3 for more details.

0, cct = 1. Note that G, o is identical to G;; we have Gy -1 =~
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- Gz :Identical to Gy, except that we replace the verification text into the following form:

>

1

Z CW]'(CX ® Ik+1)
JjelL]

[ c ]1,[Z(coj+m'cm

jelr]

Vo 1

A1 V2

[ Z (cVj +cUj)(ay, ® Ixs1) + cW;(Ky, ® Ik+l)l . 1B
jE[L] 1 ~~—
V4

V3
where g7 is sampled uniformly over Gr. We claim that Gy; ~; Gsz which follows the following the statistical
argument:
(AK,K +act,ck) =~ (AK, K, cK — )

where [cKk™ — a]7 is uniform, namely, gr- See Lemma 4 for more details.

Observe that the advantage of A to forge a valid signature is negligible in Gs.

4.3 From G2,€—1 to Gz,g

In this section, we prove Gy ;-1 = Gy ¢. Similar to [ZZGQ23], we consider the honest case and the corrupted case,
respectively. For these two cases, we apply the following different strategies.

Honest Case. In this case, our proof must deal with both crs and signatures queried from A. Here, only the chal-
lenger knows the secret key sk; = (Up, Q, T;) which is hidden from A. Let Q, be the number of signatures queried
by A on each slot £ € D, \ Cp, we use the following sub-sequence of games.

— Ggp-10 : Identical to Gy ¢_1. Recall the crs is in the form

[AkT]TJ Hr [A]lr {[AVU AWi]], [Bi]z}iE[L])
{[ViBr}, W;(I, ® Br)) ]2} je(L1ic ]\ ()}

crs =

{[Br}, V;Br; +K']2}ise

and the challenge verification text v* is that

5

1

[c]1, [ > (eQj+m’ - cT))

jelL]

’ [ Z cwj(cx ® Ik+1)
1

jelL]

Z (cVj +cUj)(ay; ® Ixs1) + €W (Ky,; ® Iii1)
jelLl

s [eK]r
1

Finally, for each x € [Q,], the corresponding signature oy is in the form:

>

D (VBr, +U;Brpay + W;(I, ® Br,)K,,

jelL]\{¢} 2
[ Z W; I,® BI‘TL,)CX s Z (QngtT + Mgy TngtT)
jelL]\{¢} 2 Lje[L]\{¢}

where t « Z;*¥ and mgx «— H(¢,m, x).
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- Gz¢-1x(k € [Q¢]) : Identical to Gy ¢-1,-1 €Xcept that the signature oy is that
[Bft-r] 25 [Br-:i] 25

[VgBI‘TL, +Kk + UgBI'Tg + ﬁg’KCJ‘ + (QngtT +Mpy - TngtT)]z,

(V;Br, + U;Bry)ay, + W;(I, ® Br,)K,,

>

JelLI\{¢} 2
[ Z Wj I, ® BI‘T€)CX s Z (Q}'Bgfr + My - TngtT)
jelL]\{¢} 2 Lje[L]\{¢}

where Gy p—1x-1 ®¢ Gg,¢-1, for all k € [Q,]; see Lemma 2 for more details.

where dp « Z;X(k”) ; correspondingly, for all k € [Q,], the item marked with |dashed box_ in oy is that

[Vg dz, +K + Uy (I‘rg + ,B{g’KC'L]z.
We have Gy ¢-1,0,41 ®c G2,6-1,0,, Which follows the MDDH assumption:

([Blz, [Brylz) ~c ([Blz, [d}]2)

72D and dp Z},Xk. See Lemma 3 for more details.

notice that B « Z;,k”)Xk, »

Ty«

[d}, Ved, +K + ac* ],.
We have Gy ¢-1,0,4+1 ®s Gz,0-1,0,+2 Which follows the following argument:

A,By,ct,d,, AV, V,B,V,d, + bcta; AU, //crs; pk;;
¢, cVy+cUpy  dy, Ued, + Boxc” /1V"; Gix

~
I~

A, By, ct,d,, AV, V,B, V,d, + veet +beta; AU

{c, eV, +cUp+ veet +upet;  d), Upd) + ugeh + Boxct
A,By,ct,d,, AV, VB, V,d, + vic" +be*a; AU,

Ns{c, eV +cUp+veet +upet;  dy, Upd, + uee®™ + Boict

where b € {0,1}.
o The first ~¢ follows that:

Ve Ve+ctvedt and Up - Up+clugdt

where ¢t € Z’;*l and d* € Z},x(kﬂ) such that Act =0,cct =1,d*B=0,d*d, = 1.

e The second ~; holds since B¢, is sampled randomly and hence preserve the privacy of u,. Then v, in crs
also seems to be sampled randomly because u, hides v, in challenge verification text.

[Br),,V,Br, +K +ac'];

where B «— Zg,’”l)Xk, r, — Z},X (D) and d, « Z},Xk ; correspondingly, for all k € [Q,], the item marked with

[Vg BI’TE +K + U, BI‘; + Bg)KCi]z.

We have Gy p_1,0,+2 ~c G2,¢-1,0,+3 Which is symmetrical to Gy ¢_1,0, ®¢ G2,6-1,0,+1-

15



- Gg,¢-1,0,+4 : Identical to Gy _1,0,+3 €xcept that the signature o is that

[Bet' ], [Br]o,
[V¢Br, +K +ac* + U,Br, +M+ (Q¢Byt’ + myy - TyBot')]2,

>

D (V;Br,+U;Brpa, + W;(I, ® Br,)K,,

jelTT(ey 2
[ > Wi @Br)C | .| > (QBef +myx-T;Bet)
jeltTv(e) 2 Ljelmin

We say Gy ¢-1,0,+3 *c G2,6-1,0,+4 for all k € [Q,]. The proof is symmetrical to Gy ¢-10 = Gg,¢-1,0,- Notice that

Ggz,0-1,0,44 = G20

So far, we have finished dealing with the honest case.

Corrupted Case. In the corrupted case, A makes no query for signature oracle, so our proof just deals with crs in
the similar sense to [ZZGQ23]. For each € € Cy, the secret key skpy = (Up, Qp, T¢) been known to the adversary, but
it is required that P(x, y,) = 0 for for the challenge (x*, m*). We start with the following sub-games:

- @

2 p-10 - ldentical to Gy ,-1. Recall the crs is in the form

[AK' |7, H, [A]1, {[AVi, AW;]1, [Bi]2}ic(z),

{[ViBr), Wi(I, ® Br)) ]2} je(Llic[z]\(j}s
as=| 7T T e R e

{[Br, V;Br; + K']3}i>¢

and the challenge verification text is that

[cly, | D) (cQj+m"-cT))

" jelL]
VvV =

>

1

s [ Z cwj(Cx ® Iny1)
1

jelL]

, [eKT]r
1

[ Z (€V; +cUj)(ay, ® Iu1) + CW;(Ky, ® Is1)
jelL]

- G}, ;- Identical to Gy -1, except that the item marked with [d§§hg(1 bQXj in crs is that

[d,,V.d, +K],.

We have Gé’ e-10 e G'z, +—1.1» Which follows the MDDH assumption:

([B]2, [Bryl2) =c ([B]2, [d}]2)

notice that B « Z;,k“))(k, r; — Z;X(kﬂ) and dp «— Z},Xk . The proof is analogous to Gz ¢—1x ~c Ga,¢-1,0,+1 in the
honest case and can be followed via the Lemma 2.

!’ . 3 ’
- Gz,e—l,Z' Identical to Gz,e—1,1 7777777

[d}, Vd, + K + ac* ],.
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3 ’
We claim GZ,€—1,2

~s Gy , 4 Vvia the following argument (b € {0,1}):

A By, ct,d,, AVy, AW, V,B,W,(I, ® B), V,d, + bt //crs
c,cVy(ay, ® Iryq) + CWp(Ky, ® Iry1) v
CW,(Cyr ® Iey1)

A B, ct,d,, AVy, AW, VB, W,(I, ® B), V,d, + vee* +bcta
~51CcVy(ay, ® Ik1) + EW,(Ky, ® Iry1) + veay, ® d* + WKy, ®d*,
CW,(Cy ® Iy1) + W,Cyr @ d*

A,Bg,ct,d,, AVy, AW, VB, W,(I, ® B), Vo), + vec* + bet o

X5 1¢ cVo(ay, ® Iy) + CWe(Ky, ® Inyy) + Ve @d™ + w)Ky, @ d*,
CW,(Cye ® Iiyq) + W,Cyr @ dF

A By, ct,d,, AVy, AW, VB, Wy(I, ® B), Vo), + vec* +be'a

~s51¢,eVe(ay, ® L) + EW,(Ky, ® Iiy1) + WKy, @ d*,

CWg(CX* ® Ik+1) + WTZCX* ®dt

Observe that:
e The first ~; follows that:

V> Ve+ctvedt and W, We+ct(w, @db)

where v, < Z, and wy < Zg.
e The second ~; follows the a-privacy of predicate encoding since P(x*, y,;) = 0.
e The last =~ holds since v, is sampled randomly and only appears in crs.

4 - 3 ’
- 62,371,3' Identical to Gz,ef1,2 7777777 d

[Br,,V,Br, +K +ac"];

Zék”)Xk, r, — Z},X(k“) and d, «— Z;**. We have G, ,_,, ~ G} which follows the MDDH

where B «— 5.0-13

assumption:
([B]2, [Br,]2) =c ([B]2, [d}]2).

The proof is analogous to Gz ¢—1,0,+2 *¢ G2,¢-1,0,+3 in the honest case and can be followed via the Lemma 2.

3 ’
Notice that Gz, o,

Gg,¢ for each honest/corrupted slot £ € D, by the above strategies.

3 = G ,. So far, we have finished dealing with the corrupted case. Finally, we prove Gz -1 ~¢

4.4 Lemmata

In the following, we use Adviﬂ (A) to denote the advantage of A in G;.

Lemma 1 (Gy =, G1). For any adversary A, there exists algorithm B, with close running time to A such that
|AdVY; (1) — Adviy (1) < Advig”PP(2) + negl(A).

Proof. Recall that the difference between the two games is that we replace [sA]; in Gy with [c¢];, where A «

Z;X(kﬂ) .S — Z;Xk and ¢ «— Z},X(k”). This follows from (k, k + 1, 1)-MDDH assumption, which ensures that:

([Al1, [sA]1) =c ([Al1, [c]1).

On input ([A]4, [t]1) where T = sA or t = ¢, algorithm B; works as follows:
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Setup. Sample
B — Z;)k+1)><k’k - Z;x(kﬂ)’ (D; — Zl;xk’vi - Zl(;k+1)><(k+1)swi - Z;)k+1)><(k+1)n’ r — Z;,Xk}ie[LJ-

Set B; = BD; for each i € [L] and output

[A]1, {[AV;, AW]4, [Br], V;Br; + K, Bi]2}ic(1],

crs = )
{[ViBr}, Wi(I, ® Br}) |2} jer)ierzi\(j}> [AK ]1, H

Query. Here, we deal with the query from A.
- Foralli € [L] and each (pk;, ski) € D; is generated honestly as :

pk; = ([AU;, AQq, AT; 1, {[UiBr}, QiB;, TiBjl2} je[r\(i})

and sk; = (U;, Q;, T;) where U;, Q;, T; « Z;}k+l)x(k+1)_
— For OSig(i, x, m), sample t « Z},Xk and compute C,, output signature g; x m as

[ Bit' ]o, [ BI'-; 12, [ViBI'-; +K + UiBI‘-E + (QiBifr +m - T;B;it)],
S~~~ ——

.
K K k

>

2

> (V;Br} +U;Br)a,, + W, (I, ® Br)K,,
SRR

K3

Z (QjBitT +m- TjBitT)
jelL]\{i}

Z W; (I, ® Br})Cy
[ jelIN\(0)

>

2

2

Ky K

Challenge. On input challenge (i*, x*, m"), output Vi« x m as

, [ Z tW;(C ®Ik+1)l
1 1

JjelL]

[t I [ >, (iQ;+m-tT)

o Ljem

Vi V2

Z (ij + ij)(ayj ® Ixs1) + fVV]'(Ky]- ® Ik+1)l ) [ K Ir
1

jelL] M

V3

Observe that when t = sA, the simulation is identical to Gg; when t = ¢, the simulation is identical to G;. This

readily proves the lemma. O

Lemma 2 (G ¢-1x-1 ~c Gg,¢-1x). For any adversary A, there exists algorithm B, with close running time to A such
that

AdVE TP () — AdvE TP ()] < 2 - AdVEPPH(R) + negl(2).

Proof. The transition between Gy ;_1 x—1 and Gy ¢_1 « is similar to the secret key transition of IBE in [CGW15]. Recall

that in Gy p_1 -1, we have
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- For alli < k, the signature oy is that

[BEtT]Z: [Br-:i]Z:

[VgBI':’, +Kk + UgBI'z, + [ﬁ};{Lj + (Qngfr + My - TngtT)]z,

>

> (V;Br,+U;Br)a,, + W;(I,  Br,K,,

jelETey 2
[ > Wi @Br)C| .| Y. (QBet +mpx-TiBet)
jelETey 2 Ljeltnve

where B; < Zp and By = BD,.
- For alli > k, the signature op; is that

[Bet']2, [Brylz, [VBry + K +UgBrj, + (Q;Bet’ +my; - T;Bst')]s,

>

[ D (V,Br, +U;Brpay, + W;(I, ® Br,K,,
Jjel 2

LI\{¢&}

, Z (QjBet + my; - TjB,t")
2 Lje[L]\{€}

> W1, @ Br)C,
jelIn{e)

The verification text v* is that

Z cwj(cx®1k+l):| )
1

jelL]

[c]s, [ Z (cQj+m*-cT))|,

jelL] 11

> [CRT]T
1

Z (€Vj +¢Uj)(ay, ® Liut) + €W (Ky, ® Ie)
jelL]

The only difference between Gy p—1x—1 and Gy s_1 is the item [[:B};L] in gp . Since By, = BDy, we argue that for all

i € [L], there exist Hj such that H;Bi =0and Hjﬁ}’x =1, where ae,K — Z;,X(k”). We prove Gy ¢—1x-1 ¢ Gz,e-1, DY

the following argument (8 € {0,1}):

A,B;ct;  AQy, AT, Q;B, TB; //crs; pky;
c,cQp+m* - cTy; / /v
Bt', QB,t" + myy - T;B,t +bc* B; //0ex

A,By,ct;  AQu AT, Q.B, T,B

c,cQp+m* - cTy;

dyy, Qrdyy + My Tody, +bc*f;

A,By,ct;  AQu AT, Q.B, T,B

~syc,cQp+m* - cTp+ (qox+m" - té’,K)aj ;

dj . an;’,( + My - Tga;,,( +bct B+ (Qox +Mpx - to)Ct;
A,B,ct; AQ, AT, Q;B,T;B

~51€,€Qp+m* - €Ty + (qoxc + M* - to)dy;

—T —T —r
1.
de,w Qed{’,K + My - T{’df,x +M+ (qé’,K + My - ti’,K)c s

We justify each step as follows:
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- The first =, follows from the MDDH assumption:

([Belz [Bet'12) ~c ([Belz, [dyyl2)

where B, — Z{ t — 70k and d,c — Z)¥ D

— The second =, follows tha fact that:
—1 —1
Q:— Qe+ctqed,, and T Tp+ctty,dy,

where ¢ € Z5* and EEK € Z;X(k”) such that Act = 0, cct = 1,&,;3 =0, Ej,xdg =1

- The last ~; follows the fact that item (qgx + Mg - tex)ct hides the item bet B since m* # myy.

This readily proves the lemma. O

Lemma 3 (Gg¢-1,0, = Gz,0-1,0,+1)- For any adversary A, there exists algorithm B3 with close running time to A
such that

|AdvZ T (2) — AdvE T (1)) < AdVEPPH(2) + negl(2).
Proof. This follows from the (k, k + 1, 1)-MDDH assumption:
[B]2, [Brylz ~c [Bl2, [dy]2

where B « Zék”)Xk, r; — Z;,Xk and d, « Z},X(k“). On input [B]y, [t']; where & = Br, or ' = dJ, the algorithm B;

works as follow:
Setup. Sample

A Zl;;x(kﬂ)’ K « Z;,X(kﬂ), C — Z;XU{H), o — Zp

{Di - Z];,Xk, V; Z;}k+1)><(k+1)’ W; ZI(Jk+1)><(k+1)n, r; — Z;Xk}ie[LJ
Set [B;], = [BD;]; for each i € [L] and output

[AK' |7, H, [A]4, {[AV;, AW;]4, [Bi]2}ie(z),
{[ViBr), Wi(I, ® Br))]a}je[LLicL)\ ()}

{[Br, V;Br} + K +ac*]y}icy, [te, Vite + K12,
{[Br, ViBr; + K |2}ise

crs =

Query. Here, we deal with the query from A.
- Foralli € [L] and each (pk;, ski) € D; is generated honestly as:
o if i # ¢, the pk; is that

([AU;, AQ;, ATi]4, { [UiBr}, QiBj, TiBj 2} je )\ (ie [Uit 12);
o if i = ¢, the pk, is that
([AUg, AQe, AT¢]1, {[UeBr}, QeBj, TeBjla}jer)\(2});

where Ui’ Qi’ Ti — Z;Jk+1)><(k+1)‘
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— For OSig(¥,x, m), sample t «— Z},Xk and compute Cy, output gz x,m as

[Bgfr]z, [F]g, [ngr +K + Ugfr + (Qﬂngfr +m- TngtT)]z,

>

[ D (VT +UT)ay, + Wi, @ DK,
2

jelLI\{¢}

D (QjBef +m-T;Bf)
jelET(ey

>

2

[ Z W, (I, ® T)Cy
jelLTV(e)

where m « H(i, m, x).
Challenge. On input challenge (i*,x*, m*), output Vi« x«m+ as

>

1

[ch,[ D (cQj+m-cT)

jelL]

Z cW;(Cx ® Ik+1)l
1

jelL]

Z (cV;j +cUj)(ay; ® Ixs1) + €W (Ky,; ® Iii1)
JjelL]

> [CkT]T
1

Observe that when ¥ = Br',, the simulation is identical to Gy ¢-1,0,; When t = d,, the simulation is identical to

Go,0-1,0,41- O

Lemma 4 (G, ~s Gs3). For any adversary ‘A, we have
|AdVE (2) — Adv (1)] = 0
Proof. First, in the process of simulating crs, we program K’ in both Gy ;, and Gz as follow:
K —»K -cta

1x (k+1)

where k « Zp

, & < Zp. Under the fact that Act =0, crs works as follow:
[A]1, {[AV;, AW;]4, [Br}, V;Br; + K, Bi]2}ic[1],
crs = .
{[ViBr}, Wi(I, ® Br))]2}je[r)iez\(j}> [AK |1, H

Then, « in the challenge verification text is that [cK" — a]r, where this follows from the fact that cc* = 1. Further-
more, o only correlate to [ck™ — a]7 in the challenge verification text. [a]7 is uniformly distributed over Gy which
implies that the distribution of [ck™ — o] is identical to a random coin in Gr, just like in Gs. This readily proves

the lemma. O

5 From Slotted Registered ABS to Full-fledged Registered ABS

We exploit the “power-of-two” approach from [HLWW?23] to convert a slotted registered ABS to a full-fledged reg-
istered ABS.

Construction. Suppose a full-fledged registered ABS mostly supports L = 2¢ users, this approach needs £+1 copies
of slotted registered ABSwith 1, 2,4, -- -, 2¢ slots. And the public state aux = (D1, D,, mpk) consists of the following
terms:

- D[k, i] = (pk, y): where k € [0,€] and i € [2¥]. This dictionary assigns a user’s (pk, y) to the slot i of the
2K_slotted registered ABS scheme.
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- Dy[k,n] = hk: where k € [0,¢] and n € [L]. This dictionary assigns a hk of slotted registered ABS to the
2K_slotted registered ABS scheme and the user index n.

- mpk = (ctr, mpkg, - -- ,mpk,) denotes the current master public key. Where (mpKk;)ke[o,¢] denote the master
public keys of £ + 1 copies of slotted registered ABS, and ctr denotes the number of currently registered users.

When no registered user; we initially set mpk = (0, L, --- 1).

When no registered user, we initially set aux = (0, 0, L). Assuming a slotted registered ABS I1; = (s.Setup, s.Gen, s.IsValid,
s.Agg, s.Sig, s.Ver), a full-fledged registered ABS II = (Setup, Gen, Reg, Upd, Sig, Ver) can be constructed as follows:

- Setup(l’\,P, 1%) : Compute £ = log L. For all k € [0, €], run crsy « s.Setup(lA,P, 12k). Output
crs = (crsg, - -+, CrSp)

- Gen(crs,aux) : Fetch crs = (crsi)kefo,e] and aux = (Dy, Dy, mpk), where mpk = (ctr,(mpkk)ke[o,e]). For all
k € [0, £], compute
i = (ctr mod 2¥) +1

and run (pkg, skx) < s.Gen(crsg, ix). Set ctr’ = ctr and output
pk = (ctr’, pky, - -+ ,pk,) and sk = (ctr’,sko,- - ,ske)

- Reg(crs, aux, pk, y) : Fetch crs = (crsi)kefo,e], aux = (D1, Do, mpk), and pk = (ctr’, (pkk)kg[o.g]), where mpk =
(ctr, (mpky)keo,e])- For all k € [0, £], do the following operates:
e Compute iy = (ctr mod 2¥) +1;
o Check if s.IsValid(crs, ix, pk;) = 1 and ctr’ = ctr. If the check passes, set ctr = ctr + 1, if the check fails,the
algorithm halts and output (mpk, aux);
e Update D1 [k, ix] = (pk, y);
e If iy = 2X: compute (mpky, (hkk ) je[ax]) < s-Agg(crsk, (D1[k, i])ie[2x))- Update mpk, = mpk;, and for all
j € [2K], update D. [k, ctr — 2K + j] = hkg ;.
Update the master public key mpk = (ctr, (mpk,, - - - , mpk,)) and aux = (D1, D3, mpk), output (mpk, aux).
- Upd(crs, aux, pk) : Fetch crs = (crsi)ke[o,e], aux = (D1, D, mpk), and pk = (ctr’, (pkk)ke[().g]), where mpk =
(ctr, (mpky)ke[o,¢1)- Output

(Dy[0,ctr’ +1],-+- , D[, ctr’ +1]) ifctr’ <ctr

hk hko hk, 3

il otherwise

- Sig(mpk, hk, sk, x, m) : Fetch mpk = (ctr, (mpk;)ke[o,e]), Sk = (ctr’, (ski)kefo,e]) and hk = (hkg)xe[o,¢]. For all
k € [0, ¢], if exists d € [0, €] such that mpk,; # L and hkg = L, output getupd; otherwise, compute:

s.Sig(hky, sk, x,m)  if mpk, # L
Ok = 4
€ otherwise

Output o = (ctr’, gy, - - - , Gp).
- Ver(mpk, g,x, m) : Fetch mpk = (ctr, (mpk;)ke[o,e]) and o = (ctr’, (0x)xe[o,¢])- Proceed as follows:
o If ctr’ > ctr: output L.
e Otherwise, compute ctr = (ag, -+ ,ap)2 and ctr’ = (by,-- -, bg)2. We denote k; as the maximum k € [0, £]

such that ay # by.
e Otherwise, output s.Ver(mpkkd, Oky> X, M).
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Analysis. We would demonstrate the correctness, compactness, efficiency and unforgeability of the above con-
struction via a series of theorem:s.

Theorem 2 (Correctness). Suppose construction Il is complete and perfectly correct. Then construction II is per-
fectly correct.

Proof. After querying y* to ORegT and obtaining the output (t, mpk, aux, pk*, sk*, hk*), let (i, Xk, Mx) be the k-th
query to OSig which returns (tx, ox). Then compute b « Ver(mpk; , 0, Xk, Mx):

- Parse sk* = (ctr”, (sky)kefo,e1), PK* = (ctr, (pPky)ke[o,e1), hK* = (hK})ke[o,e1, O = (Ctrx, (Txx)ke[o,e1) and aux =
(Ctraux, D1, D2, mpk), and the master public key is that mpk = (ctrauy, (MpK;)ke[o,e]);

— Let k* denote the max bit on which ctr* and ctr,y differ.

- The challenger computes b « s.Ver(mpKky., G k+, X, Mx)-

Similarly, we can show that D, [ctr* + 1, k"] = hkg- ¢+ Will never be updated after making a query to ORegT by
following the lemma 6.3 in [HLWW?23]. Thus, the signature oy is well-formed and follows the correctness of I, i.e.,
b=1. O

Theorem 3 (Compactness). Suppose construction Il is compact. Then construction II is compact.

Proof. Observe that [mpk| = [ctr|+ X ;c[o¢) IMPk;| and [hk| = X ;c(0,¢) [Pk;| in II, where ctr is a £-bit number. Accord-
ing to the compactness of II5, we have |mpk;| = poly(A, P,log L) and |hk;| = poly(A, P,log L) for alli € [0, £]. Then
it holds that |mpk| = poly(A, P,logi) and |hk| = poly(4, P,log |R]). O

Theorem 4 (Update Efficiency). Suppose construction I1; is compact. Then construction II meets update efficiency.

Proof. Observe that the number of invocations of Upd is at most £ + 1 = O(log |R|) and Upd is only invoked when
one of (hki)ke[o,¢] is L. Thus, the number of invocations of Upd in OSig is at most O(log |R]).

On the other hand, |hkx| = poly(4,P,log|R]|) for k € [0, £] according to the compactness of II;. Since aux
maintains a dictionary 9, mapping each index slot index k to its set of helper decryption keys, each invocation of
Upd runs in poly(log |R|) time (in RAM model). O

Theorem 5 (Unforgeability). Suppose construction II; meets unforgeability. Then construction II meets unforge-
ability.

Proof. Analogous to [HLWW23], suppose that there exists an adversary ‘A who breaks the unforgeability of II
with non-negligible advantage, then an algorithm $ can be constructed to break the unforgeability of II; with
non-negligible advantage. Concretely, 8 works as follows:

Setup. In the query phase, 8 makes as follows:
— guess a number 6 € [0, £] and send 1%’ to the challenger who returns a common reference string crss;
— initialize aux = (D1, D2, mpk), where D; = 0, D, = 0 and mpk = (0, L,...,1);Set R=0,C =0,S =0 and
a dictionary K with K'[pk] = for all possible pk;
— itruns crs; « s.Setup(14, P, lzk) for each k € [0, €] \ {6};
Finally, B sends crs = (crsg, - - - , Crsg) to A.
Query. In the query phase, 8 simulates the queries ‘A makes as follows:
- ORegHK(y): Fetch mpk = (ctr, (mpky)ke[o,¢))- For all k € [0, €], compute ik = (ctr mod 2¥) + 1. Run

(pky, skix) <« s.Gen(crsy, ix) if k # &; otherwise, query pk;, <« s.0Gen(ix) and set skxy = L. Set ctr’ = ctr,
pk = (ctr’, pky, - - - , pk,) and sk = (ctr’, sko, - - - ,skg). Then run (mpk’, aux’) « Reg(crs, aux, pk, y), where
if iy = 2% in the last step, 8 submits (D[, i])ic[2¢) to the challenger who returns (mpkg, (hks,j)je[26])-
Update mpk = mpk’, aux = aux’, D[pk] = D[pk] U{y}, append (pk, sk) to R and return (|R|, mpk, aux, pk);
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- OCor(i): Let R[i] = (pk,sk). Parse pk = (ctr’,pky,- - ,pk,) and secret key sk = (ctr’,sko, - ,sk¢), and
query sk < s.0Cor(ctr’, pks). Then update sks = ski; along with the secret keys in R and sk. Append pk to
C and return sk;

- 0Sig(i,x,m): let R[i] = (pk, sk), parse pk = (ctr’, (pky)kefo.e]) and mpk = (ctr, (mpky)kefo,e]). Set hk =
(hki)kefo,e7 as in equality (3). For each k € [0, €], compute oy as in equality (4) if kK # &§; otherwise, query
oy < s.0Sig(ctr, x, m). Finally, append (i, x, m) to S and output o = (ctr’, gy, - - - , Tp).

Challenge. In the challenge phase, parse mpk = (ctr, (mpk;)ke[o,¢])- After receiving the challenge (i*, x*, m*, g*)
where ¢* = (ctr", (o) )ke[o,¢]), the algorithm B proceeds as follows:

— Compute ctr = (ayg,---,ag)2 and ctr* = (by,---,bg)2. We denote ky as the maximum k € [0, £] such that
ax # bx.If § # kg, the experiment aborts;

- If (i, x*,m*) ¢ S and pks ¢ C, submit (i*, x*, m", cr:;) to the challenger.

Since & is completely independent of A, the above experiment aborts with 1/(€ + 1) probability, where £ =
log L. Thus, if A can break the unforgeability of IT with advantage ¢, then 8 can break the unforgeability of II
with advantage €/(£ + 1). Since we have demonstrated that € is negligible in section 4, the construction II meets
unforgeability. O

6 Concrete Slotted Registered ABS

In this section, we will present a concrete slotted registered ABS for ABP, which derives from the generic scheme
in section 4. Note that other classes of predicate (e.g., inner-product, monotone span programs, and so on) can also
be achieved in our slotted registered ABS using encodings in [CGW15]. Then we can employ the generic approach
in section 5 to obtain the first registered ABS for ABP.

Preliminaries. An arithmetic span program [IW14], denoted by V, is defined by (Y, Z) € Zg'” X ZZW’ where
VX)=1 e x¢€ Z},X'" satisfies V < e; € span(diag(x) - Y + Z).

X1
Here we use notation: diag(x) := € Zg™™ for X = (X1,...,Xm) and note that diag(x) = diag(x)". And
Xm
e; € span{diag(x) - Y + Z) means that there exists some w € Z},X’" such that e; = w(diag(x) - Y+ Z)
Recall the predicate encoding for ASP predicate (ciphertext-policy variant) in [CGW15]: let n = 2m+ ¢, n, = 2m
and ny = m+ 1, define

Im Omxm O;n dlag(x)
Cyvz=|0mxm In |, Kx= 0, In ,  ax = (1]|0y), )
Y’ VA eTl 0¢xm

dyyz = (1f|@] - @ - diag(x)|| - )
where 0y, is a row zero vector of size m. Note that we work with read-once ASP as in [CGW15].
Scheme. Our concrete slotted registered ABS for read-once ASP from SXDH assumption works as follows:

- Setup(14,P,1%) : Run G := (p,G1,Gy,Gr,e) «— G(1) and select a collusion-resistant hash function H :
{0,1}* — Z,. Sample
a7 b 72 k7
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Foralli € [L], sample
di: r; — Zp: Vi — Z?,XZ, Wi — ZZXZ(Z"H.B)-
For alli € [L], write b; = d;b" and output
[a]1, {[aVi, aWi]4, [D'r, Vib'ri + K, DY 12} )

crs =

{[Vibrj, Wi(Izmse ® b'1))]2} [aK' |7, H

jelLlie[LI\{j}’

- Gen(crs,i) : Sample U;, Q;, T; «— Z;XZ. Fetch {b}};c(z) and {[b'r}]2}jez\ i) from crs and output
pk; = ([aU;, aQ;, aTi]1, {[Uib'rj, Qib}, Tib 12} jery(iy)

and sk; = (U;, Q;, Ty).
- Isvalid(crs, i, pk;) :Fetch{[bTr,-,ij]g}jelLJ\{i} from crs and parse pk; = ([aU;, aQ;, aT;]1, {[UibTrj,Qib;.,Tiij]z}je[LJ\{i}).
For each j € [L] \ {i}, check
e(lals, [Ub'rj]2) = e([aUils, [B'7;12),
? T
e([als, [Qb)12) £ e([aQils, [b]]2),
e([a]1, [Tib]]2) = e([aTi]y, [W]]2).
If all these checks pass, output 1; otherwise, output 0.
- Agg(crs, (pk;, X;)ie[z]): For alli € [L], compute K, as in equality (5) and output:

[a]4, [aK |7, H,

2je[r] an] o | Zjerr) an} | Zjerr) aWj] ,
1 1 1

mpk =
[Zje[L] (av; +aU;)((1/0n) ® I,) + aW; (KX]. ® Iz) l

and for all i € [L], compute hk; as
H, [b}]2, [b'ri]2, [Vib'ri + K ]2, [Zje[L]\{i} ijTl-] ,

[Zje[u\{i} ij¥L’

2
Sjeeniy Willamee ® 71 |

2
[ Ljereiiy (Vib'ri +U;bre) (1|0m) + W (Imee ® bTri)Kxi]

2

- Sig(hk;, ski, (Y,Z), m): Sample t < Zp, run h < H(i,m,(Y,Z)) and compute Cyz as in equality (5). Parse
sk; = (U;, Qi, Ty), then compute [Kj]; = [b}t]y, [K]2 = [bri]; and

[sz]z =[Vib'r;+K +Ujb'r; + (Qile-l' +h- TibTit)]z,

Kslo=| > (Vbri+Ubr) (1]0m) + W (Tomes ® Br)Ky, |
L je[L1\{i} 2
[Kilz=| D) Wj(lome ®BT)Crz|
L je[L1\{i} 2

Glo=| > (Qbjt+h-Tbjp)
L jelLI\{i}

Output 0;,(v,z),m = ([Kyl2, [Kil2, [K; 2, [Ks]2, [Ka]2, [Ks]2).
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- Ver(mpk, 0+ (v,z),m, (Y, Z), m): Sample s « Z, and run h* « H(i*, m", (Y, Z)). Compute

[Vol1 = [sa]y, [vi]1 = Z (saQ; +h* - saT))| ,
jelL] 1
[v2]1 = [ Z saWj(CY,Z ® Iz)
JjelL] 1

>

[vs]1 = [ D (saV; +5aU))((1]0n) © L) + saW;;(Kx; @ I)
1

jelL]

and [v4]r = [sAK'|7. Parse oj (vz)m = ([Kpl2, [K ]2, [K; ]2, [Ks]2, [Ka]2, [K5]2) and compute w such that e; =
w(diag(x;+) - Y+ Z). Then recover

[z]7 = e([v3]V2]1, (I3ms1 ® KG2), [Z2]7 = e([Vo]1, [K3||Ky]2)
[z3]7 = e([Vol1, [K}]2), [zalr = e([vi]1, [Kpl2), [2zs]T = e([Vol1, [K5]2),

[z6]T = [23 — z4 + Z5]7, [27]7 = [(Z1 — Z2) (1| @|| — @ - diag(X)|| — w)" — zg]T

and check [z7];1 < [v4]r. If the above check passes, output 1; otherwise, output 0.
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