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Abstract

We present a novel protocol for two-party ECDSA that achieves two rounds (a single back-
and-forth communication) at the cost of a single oblivious linear function evaluation (OLE). In
comparison, the previous work of [DKLs18] (S&P 2018) achieves two rounds at the cost of three
OLEs, while [BHL24a] (Manuscript 2024) requires expensive zero-knowledge proofs on top of the
OLE. We demonstrate this by proving that in the generic group model, any adversary capable of
generating forgeries for our protocol can be transformed into an adversary that finds preimages
for the ECDSA message digest function (e.g., the SHA family). Interestingly, our analysis is
closely related to, and has ramifications for, the ‘presignatures’ mode of operation—[CGGMP20]
(CCS 2020), [GS22] (EUROCRYPT 2022).

Motivated by applications to embedded cryptocurrency wallets, where a single server main-
tains distinct, shared public keys with separate clients (i.e., a star-shaped topology), and with
the goal of minimizing communication, we instantiate our protocol using Paillier encryption and
suitable zero-knowledge proofs. To reduce computational overhead, we thoroughly optimize all
components of our protocol under sound cryptographic assumptions, specifically small-exponent
variants of RSA-style assumptions.

Finally, we implement our protocol and provide benchmarks. At the 128-bit security level,
the signing phase requires approximately 50ms of computation time on a standard linux machine,
and 2KB of bandwidth.
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1 Introduction

Threshold signatures enable a group of participants to collectively sign a document such that
a subset of the participants can produce a valid signature if and only if it meets the threshold
requirement. Threshold cryptographic primitives, of which threshold signatures are perhaps the
most prominent example, enhance traditional cryptographic primitives with an additional layer of
security by distributing the ability to execute a cryptographic task and sharing the secret data used
by the scheme among the participants.

Threshold signatures enjoy several attractive benefits over their non-threshold counterpart: they
are more resilient to failures or loss of data, add a layer of decentralization, and in many scenarios,
help guarantee that signatures are only issued when a pre-specified policy is met. In the past
decades, an important and widespread research effort has been devoted to the design and analysis
of efficient threshold signature schemes, and a call for standardizing threshold schemes has recently
been announced by the National Institute of Standards and Technology (NIST) [BP23].

The Elliptic Curve Digital Signature Algorithm (ECDSA) is by far the most widely deployed
signature scheme and among the most commonly deployed cryptographic primitives of any kind.
It is a core component of the Internet infrastructure, and the main cryptographic tool used in
distributed ledgers to execute transactions. This makes it a natural target for threshold mecha-
nisms. Unfortunately, unlike “threshold-friendly” signature schemes such as Schnorr [Sch91] and
BBS [BBS04], ECDSA has long proven to be challenging to run in a threshold setting. Concretely,
given a secret key x← Zq and a public key X = gx ∈ G over an elliptic curve G of order q generated
by g, an ECDSA signature on a message m is computed as (R, σ) where R = gk is a public nonce,
and σ = (F(m) + x · r) · k−1 mod q, where r denotes the first coordinate of the point R on the
curve, and F denotes the ECDSA message digest function (concretely implemented with the SHA
family of hash functions). The non-linear structure of σ (particularly, the inversion of k) makes
it non-trivial to securely generate in a distributed fashion. Ideally, a threshold ECDSA protocol
should achieve the following efficiency features:

• Optimal round complexity for the signing protocol and for distributed key generation.
The minimal number of rounds of threshold ECDSA is 2, and any larger round complexity
has a significant impact on latency.

• Low computational overhead, to allow clients with low-end devices to run the protocol,
or servers to run efficiently a large number of instances of the protocol.

• Low communication overhead, to minimize bandwidth usage in a WAN setting, but also
to enable useful features such as offline signing [BMP22].

Despite the large number of works tackling this challenge, e.g., [Lin17; LN18; GG18; CGGMP20;
DKLS24; XAXYC21], to the best of our knowledge, all end-to-end threshold ECDSA protocols
currently compromise on at least one of the above efficiency criteria, even in the simplest scenario
of two-party threshold ECDSA.

1.1 Our Contribution

In this work, we introduce a new threshold ECDSA protocol in the two-party setting that achieves
a desirable sweet spot and strikes a good balance among all efficiency measures. Concretely, for
the 128-bit security level, our protocol is
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• Round optimal. Signing runs in two rounds.

• Fast. Our end-to-end implementation generates a signature in 50ms.

• Communication-efficient. Our signing protocol communicates only 2KB.

To achieve these unmatched efficiency features, we adopt a strategy that deviates from the
approach of using only the most conservative assumptions. Instead, we seek to thoroughly optimize
all components of our protocols whenever we can do so under sound cryptographic assumptions
backed up by solid arguments (analysis in the generic group model, or security against all known
cryptanalytic methods). In particular, our protocols rely on the following assumptions:

• The doubly-enhanced unforgeability of ECDSA, a strengthening of the security of ECDSA
that has been introduced recently in [CGGMP20; GS22]. We include a formal proof of
the doubly-enhanced unforgeability of ECDSA in the generic group model, expanding upon
previous security analyses of ECDSA in the generic group model [Bro05; GS22].

• The hardness of factoring tough RSA moduli of the form N = p · q where (p− 1)/2, (q− 1)/2
are products of distinct random 256-bit primes.

• The small-exponent indistinguishability assumption [Gen00; KK04; CC18], which states that
the distributions {ux mod N : x ← {0, 1}2ℓ} and {ux mod N : x ← Z2νN} are indis-
tinguishable, where ℓ is a security parameter (typically ℓ = 128), ν is a statistical security
parameter (we use ν = 64) and N is an RSA modulus defined as above.

• The strong-RSA and DCR assumptions over ZN and ZN2 respectively, where N is defined as
above.

• The straight-line extractability of the NIZK obtained by compiling Schnorr’s proof of knowl-
edge of a discrete logarithm via the Fiat-Shamir transform, and that of our (Fiat-Shamir com-
piled) zero-knowledge proof (ZKP) of well-formedness of the ECDSA signature. We prove the
straight-line extractability of both protocols in the generic group and random oracle models,
respectively unconditionally and under the strong-RSA assumption.

1.1.1 Technical contributions

Our two-party threshold ECDSA protocol combines a large number of technical innovations, guided
by our aim to track down all efficiency bottlenecks in the protocol. We believe that several of our
techniques are of independent interest. In particular, we expect that some of these techniques will
become part of the toolbox for designing efficient threshold ECDSA schemes, and can have broader
implications. We overview some of our main techniques and their implications below:

Generalizing ‘Rerandomized presignatures’ [GS22]. The security of our protocol relies on
an additional assumption regarding the unforgeability of ECDSA, closely related to the ‘presigna-
tures’ mode of operation. This is a mode where the random part of the signature—the nonce—is
computed ahead of time, before the message to be signed is known. In [GS22], the authors show
that when the nonce is suitably rerandomized, there is no security loss in the generic group model
(GGM) compared to standard ECDSA. In this paper, we strengthen this result by showing that
even if the attacker tries multiple rerandomizations (e.g., when rerandomization depends on the
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output of a random oracle) before deciding which message and nonce to sign, the security loss in the
GGM is minimal compared to regular ECDSA—essentially a small multiplicative constant < 25.
This is a key aspect of our analysis, allowing us to achieve a two-round signing protocol without
incurring a penalty in computation.

Blazing fast RSA modulus generation. We introduce and use a fast algorithm that generates
an RSA modulus N = pq where (p−1)/2 and (q−1)/2 are products of random independent 256-bit
primes (we call N a tough-primes RSA modulus). In contrast, the standard solution for generating
an RSA modulus adopted in most previous works on threshold ECDSA [GG18; CGGMP20] (as well
as in other settings such as range proofs [CPP17; CKLR21; CGKR22], blind signatures [KNR24],
aggregate signatures [HW18], and many more) is to generate N = pq as a product of strong primes,
where (p − 1)/2 and (q − 1)/2 are also primes. The main conceptual innovation of our algorithm
stems from two observations:

• In light of the state-of-the-art cryptanalysis against factoring and discrete logarithms, it ap-
pears that the use of a tough-primes RSA modulus provides identical security guarantees
(compared to a product of strong primes) in a wide variety of contexts (indeed, every con-
text we could think of), including the use of Damg̊ard-Fujisaki strong-RSA-based integer
commitments, Paillier encryption, and small-exponent discrete logarithm assumptions.

• Tough-prime RSA moduli are considerably faster to sample compared to products of strong
primes, with a quadratic heuristic runtime gap. Specifically, in our experimental benchmarks,
our implementation samples 1024- and 1536-bit tough-prime moduli in an average time of
74 ms and 198 ms, respectively, compared to 1174 ms and 7200 ms for a product of strong
primes. (As a baseline, sampling regular RSA moduli with 1024 and 1536 bits takes 46ms
and 141ms in our benchmarks).

We believe that the use of products of strong primes was justified in previous works by the assump-
tion that they are typically generated during a one-time setup. However, in real-world applications,
this generation happens whenever two parties execute a distributed key generation protocol. In
practice, this can happen quite often over a large-scale system, and the use of strong primes incurs
a considerable slowdown. We expect our faster alternative sampler for RSA moduli to provide a
secure and highly competitive alternative.

Compact and Fast ZKP for Damg̊ard-Fujisaki parameters. Many threshold ECDSA
protocols typically emulate homomorphic computations over the integers using Paillier encryp-
tion [Lin17; GG18; CGGMP20; XAXYC21] to compute a signature σ. To avoid devastating
overflow attacks [MYG23], it is common to rely on zero-knowledge proofs of knowledge of inte-
ger relations, using the standard Damg̊ard-Fujisaki integer commitment scheme [DF02]. However,
proving zero-knowledge requires asking the verifier (who samples the Damg̊ard-Fujisaki parameters)
to first demonstrate that the parameters are honest. Unfortunately, the best-known zero-knowledge
proofs for this statement have soundness 1/2, and achieving negligible soundness error requires a
large number of parallel repetitions, using a lot of communication.

In this work, we explore an alternative approach. The approach is tailored to our setting, but we
expect it to be usable in many similar scenarios. At a high level, we use the ‘large challenge’ variant
from [HLM24] of the baseline protocol for proving honest generation of the Damg̊ard-Fujisaki
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parameters, which allows us to achieve negligible soundness error in a few repetitions. This approach
introduces certain technical challenges, which are explained in detail in the technical overview
(specifically, the ‘cheating subgroup problem’—see Section 2.3.5). Additionally, we improve upon
the protocol of [HLM24] by using small exponents. Specifically, random numbers of the form
tx mod N̂ (where N̂ denotes the RSA modulus and t ∈ Z∗

N̂
is a publicly known value) are chosen

from a small range of size 22ℓ, for some security parameter ℓ, rather than from the full range
≈ log(N̂). This results in a manyfold improvement in both computation and communication, as
detailed in the technical overview.

Systematic use of small exponents. In fact, our use of the small-exponent optimization is
ubiquitous throughout the protocol. Almost every exponentiation in an RSA or Paillier group
uses a small exponent. Since the computational load scales linearly with the size of the exponent,
this approach yields a significant performance improvement, contributing to the highly competitive
running times presented in the experimental benchmarks. However, this optimization introduces an
additional security assumption—the small exponent indistinguishability assumption—as mentioned
at the beginning of the introduction. In Appendix A, we additionally prove that the small exponent
indistinguishability assumption is equivalent to a much more well-studied assumption: the hardness
of computing discrete logarithms when the exponents are sampled from a small interval (of size
22ℓ). Our reduction works over arbitrary groups, including hidden-order groups, improving over
the result of [KK04] that is restricted to prime-order group.

Additional contributions. As an additional contribution, we show that our protocol is partic-
ularly well suited for the embedded cryptocurrency wallet use case, where a single server maintains
distinct, shared public keys with multiple clients (i.e., a star-shaped topology). The goals in this
scenario are: (i) minimizing the server’s computational load in both key generation and signing, as
the server must perform these tasks repeatedly with many clients; (ii) minimizing the protocol’s
bandwidth usage, which is crucial when the server is communicating with multiple clients simulta-
neously; and (iii) minimize the client’s running time to enhance the user experience. Our protocol
effectively achieves these goals, making it particularly well suited for this use case.

1.2 Comparison to the state-of-the-art

On Table 1, we compare our new protocol with the most efficient threshold ECDSA from the lit-
erature. Our protocol compares very favorably to the state of the art and achieves a sweet spot,
combining optimal round complexity, low communication complexity, and low computational over-
head. The only other round-optimal protocol [DKLs18] is about 1.7 times faster, but requires ≈ 67
times more communication. 3-round protocols either require about 57 times more communication,
or require 4 to 5 times more computation (and 2 to 3 times more communication). Eventually,
the protocol of [Lin17] runs in 4 rounds and achieves 2× smaller communication and 4× faster
computation. However, this comes at the cost of a weaker security guarantee, where security is not
preserved under arbitrary concurrency (it can be attacked in this model [MYG23]).

Security assumptions and guarantees. All protocols above rely on the random oracle model
(ROM). All but [DKLS24] (which is in the pure OT-hybrid model and ROM) rely on some EC-
group-theoretic ([DKLs18]) or/and number theoretic assumptions like security of Paillier encryption
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OLEs Rounds Comm. Run time Code

[Lin17] 1 4 0.9KB 12ms [Unb19]
[DKLs18] (Ver. 2018) 3 2 135KB 28ms [Tau21]
[XAXYC21] (Paillier) 1 3 6.3KB† 226ms† N/A
[XALCCXYZ23] 1 3 4.1KB† 209ms† N/A
[DKLS24] 2 3 115KB 29ms [Sil23]
[This Work] 1 2 2KB 48ms artifact planned

Table 1: Comparison of our protocol with the most round-, communication-, and computation-
efficient protocols in the literature. All benchmarks were conducted on the same machine, an
Intel(R) Core(TM) i7-1365U CPU, and were run on a single thread, except where indicated by
‘†’, where we report the values from the corresponding paper, as we were unable to find a library
implementing the specific protocol.

([XAXYC21; Lin17]), strong-RSA ([XAXYC21; XALCCXYZ23]) and security of Joye-Libert en-
cryption ([XALCCXYZ23]). We also note that the two-round version of [DKLs18] is considered
‘subsumed’ by later protocols from the same authors, which add an extra round of communication.
However, we include it in our comparison, as it is implemented by industry entities e.g., [Tau21].

1.3 Organization

In Section 2, we provide a detailed technical overview of our main contributions. Section 3 introduce
necessary preliminaries, and Section 4 presents our main construction, a round-optimal 2-party
threshold ECDSA protocol. The protocols described in Section 4 rely on multiple zero-knowledge
proofs; we provide optimized instantiations of these zero-knowledge proofs together with their
security analysis in Section 5. Sections 6 and 7 are dedicated to the security analysis of our protocol,
including the analysis for the doubly enhanced unforgeability of ECDSA in the GGM, and Section 8
reports our benchmarks. Eventually, in Appendix A, we analyze some of the assumptions used in
our work. This includes a reduction from small exponent indistinguishability to small exponent
discrete logarithms, and a discussion on the security of tough RSA moduli. Appendix B provides
additional technical lemmas used in our security proofs in the generic group model.

2 Technical Overview

Notation. We assume some familiarity with ECDSA and basic group theory and we use mul-
tiplicative notation for group operations. Let (G, g, q) and F : {0, 1}∗ → Zq denote the group-
generator-order tuple and the message digest function associated with ECDSA. We recall that G
is with a ‘conversion function’ X : G→ Zq that deterministically maps group elements to elements
modulo q with the property that X (A) = X (A−1) for A ∈ G. ECDSA public keys are simply

elements X = gx ∈ G where x
$← Z∗q is drawn uniformly at random from the set of units modulo q.

ECDSA signatures for a message digest m = F(msg) consist of pairs (r, s) ∈ F2
q such that r = X (gk)

and s = k−1(m+rx) mod q for k
$← Z∗q chosen uniformily at random. Let RO : {0, 1}∗ → Zq denote

a random oracle that maps arbitrary strings to elements modulo q.
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2.1 ECDSA at the Cost of 1 OLE

Key-generation. The parties, P1 and P2 execute a distributed key-generation protocol to cal-
culate additive shares x1 for P1 and x2 ∈ Zq for P2 of the ECDSA public key X = gx1+x2 . We
omit a detailed description from this high-level technical overview as the process is fairly standard.
(In the subsequent sections, we propose a concrete protocol for this purpose.) Write Xi = gxi for
i = 1, 2.

Signing. Assume that the parties have access to a random oblivious linear evaluation (OLE)
correlation such that P1 holds (x′, y′) ∈ Z2

q and P2 holds (a′, b′) ∈ Z2
q such that a′x′+ b′ = y′ mod q.

The parties then engage in the following two round protocol to calculate an ECDSA signature
on message digest m. All field operations below are reduced modulo q (and we do not write this
explicitly to alleviate notation).

Protocol Our 2-Party ECDSA Signing Protocol

Inputs. ECDSA public key X ∈ G. Each Pi holds xi such that X = gx1+x2 .

Message to be signed. msg ∈ {0, 1}∗ and message digest m = F(msg) ∈ F∗q .

1. P1 samples k1
$← Zq and sends (R1, C, δx, Y

′) = (gk1 , Xk1
2 , x1 − x′, gy

′
) to P2.

2. When receiving (R1, C, δx, Y
′), P2 does:

(a) Check that C = Rx2
1 and (g−δx ·X1)

a′ · gb′ = Y ′ ∈ G

(b) Sample k2
$← Zq and set (R2, R)← (gk2 , Rk2

1 ) and r ← X ((R1 · gRO(X,R2,R,m))k2).

(c) Set (a, b)← (k−12 r, k−12 (m+ rx2)) and (δa, δb) = (a− a′, a′ · δx + b− b′).
(d) Send (R2, δa, δb) to P1.

3. When receiving (R2, δa, δb), P1 does:

(a) Set R = Rk1
2 and r = X (Rk1+RO(X,R2,R,m)

2 ).

(b) Set y = δa · x1 + δb + y′ and s = (k1 + RO(X,R2, R,m))−1 · y
(c) Output (r, s) if it is a valid signature for message digest m.

Protocol 1: 2-Party ECDSA at the cost of 1 OLE.

Generating the OLE correlation and alternative taken in his work. The protocol above
is presented assuming the parties have access to a random OLE correlation (which can either
be preprocessed or generated silently using PCGs/PCFs [BCGI18; CRR21]). In this work, we
take an alternative approach by computing the OLE correlation (x1, ax1 + b) and (a, b) directly,
without relying on a random tuple. To achieve this, we use a stronger variant of OLE—committed
receiver OLE—where the receiver’s input must be consistent with a public commitment (in our
case, X1 = gx1). This property is achieved almost for free when instantiating the OLE with Paillier
and integer commitments—see Section 2.3.
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2.1.1 Security Analysis

Correctness. If both parties follow the protocol correctly, then it is straightforward to see that
the above process yields a random signature for m. Indeed, by noting that

y = δa · x1 + δb + y′

= (a− a′)x1 + a′ · δx + b− b′

= (k−12 r − a′)x1 + a′ · (x1 − x′) + k−12 (m+ rx2)− b′ + y′

= k−12 (m+ r(x1 + x2))− (a′x′ + b′) + y′

= k−12 (m+ r(x1 + x2))

Thus, letting k′1 = k1 + RO(X,R2, R,m), it is easy to see that (r, s) = (X (Rk′1
2 ), k′−11 · y) is a valid

signature for message digest m.

Malicious P1. We note that the protocol includes a couple of seemingly superfluous elements
sent from P1 to P2 (namely, C and Y ′). However, these elements are necessary for security, as we
explain shortly.
The reason the above protocol is secure against a malicious P1 is fairly intuitive. To see why,
observe that the only way P1 may deviate from the protocol is by sending the wrong (δx, Y

′).
However, such a cheat will be caught almost surely by the check in Item 2a, as passing the check

for (δ̂x, Ŷ
′) ̸= (δx, Y

′) implies that (g(δx−δ̂x))a
′
= Y ′ · Ŷ ′−1, which means that P1 managed to guess

ha
′
for a known element h ∈ G and a random, secret a′ ∈ Zq.

Slightly more formally, we show that the protocol can be simulated for any malicious P1 given a
signature (r, s) for message digest m, via the following process. When receiving (R1, C, δx, Y

′) from
P1, do:

1. Abort if (δx, Y
′) ̸= (x1 − x′, gy

′
) .

2. Extract k1 under the knowledge of exponent (KEA) assumption if the tuple (R1, X2, C) is a
DH tuple. If extraction fails, abort. (The simulator is able to extract k1 when (R1, X2, C)
is a DH tuple as KEA holds unconditionally in the generic group model—which we use to
model G.)

3. Sample µ
$← Fq, δa

$← Fq and set y = (k1 + µ) · s and δb = y − (y′ + δa · x1).

4. Compute R̂ such that X (R̂) = r and R̂s = gmXr, and set R2 = R̂(k1+µ)−1
.

5. Program the random oracle such that RO(X,R2, R
k1
2 ,m) = µ.

6. Return (R2, δa, δb)

Malicious P2. The case of a malicious P2 is more subtle as we require an extra security assumption
which is closely related to the security of ECDSA in the ‘presignatures’ mode of operation (the
security game of the ‘presignatures’ mode of operation is a variant of ECDSA security game where
the attacker is allowed to choose the message to be signed after the nonce is revealed, i.e., the left
hand side of the signature, r). Namely, consider the following variant of the ECDSA security game
between the attacker A and a signing oracle SO:
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1. Key-Generation. SO samples x
$← Zq and returns X = gx.

2. Signing. When prompted for signing a message digest m,

(a) SO samples k
$← Zq and returns R = gk.

(b) A adaptively sends tuples of the form (R, z) and SO returns µ
$← Zq.

(c) A sends one of (R, z, µ) and SO returns z−1(k + µ)−1(m+ rx) for r = X (gz(k+µ)).

3. Outcome. A wins if it outputs (msg, σ) if σ is a valid signature for the message digest F(msg)
that was never queried for signing.

Assuming that A cannot win the above game except with negligible probability, it is possible to
simulate the protocol in the presence of a malicious P2, given access to SO. In this paper, we
provide a formal analysis with tight security bounds for this game in the GGM—more on that in
the next subsection. Below, we describe how to simulate the signing phase for a malicious P2, given
access to SO (it is assumed that simulator extracted x2 from P2 in the previous step and made sure
to match public key X in the protocol to the one returned by SO).

1. Call SO as in Item 2 and receive R1 ∈ G.

2. Sample δx
$← Fq, set Y

′ = (g−δx ·X1)
a′ · gb′ and send (R1, R

x2
1 , δx, Y

′) to P2.

3. When P2 invokes the random oracle RO on input X, gk
′
2 , R

k′2
1 ,m, extract k′2 similarly to how

it was done to extract k1 in the case of corrupted P1, call SO as in Item 2b on input (k′2,m)

and obtain µ′. Program the random oracle such that RO(X, gk
′
2 , R

k′2
1 ,m) = µ′

4. When receiving (R2, δa, δb), do:

(a) Abort if (X, gk2 , Rk2
1 ,m) was never queried to RO for an extracted k2 such that R2 = gk2 .

Otherwise, let µ = RO(X, gk2 , Rk2
1 ,m) and r = X ((R1 · gµ)k2).

(b) Abort if a ̸= k−12 r or b ̸= k−12 (m+ rx2), where a = δa − a′ and b = δb + b′ − a′ · δx.
(c) Call SO as in Item 2c on input (R, k2,m, µ).

2.2 Doubly-Enhanced Existential Unforgeability of ECDSA

To support the additional security assumption, we provide a security proof in the generic group
model [Sho97]. Specifically, we show that any attacker who only makes black-box use of the elliptic
curve—referred to as a generic attacker—and succeeds in forging a signature in the above game can
be used to break the pre-image resistance of the ECDSA message digest function. Furthermore,
the security reduction incurs less than a 25-multiplicative loss compared to the analysis of Brown
[Bro02] which is essentially optimal.
To achieve the utmost generality, we prove the security bound for a weaker game where the attacker
is allowed to choose the message digest m ∈ F∗q after the group element R ∈ G is provided.
The resulting security game generalizes the ‘re-randomized presignatures’ proposal from [GS22].
Specifically, we introduce a new security game, referred to as the doubly-enhanced unforgeability
game, which is defined below (the value r below is computed slightly different than the one from
Section 2.1.1, but it is easy to see that the two are equivalent in the random oracle model).
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Security Game Doubly-Enhanced Unforgeability of ECDSA

1. Key-Generation. SO samples x
$← Zq and returns X = gx.

2. Signing. When prompted for signing:

(a) SO samples k
$← Zq and returns a presignature R = gk.

(b) A adaptively sends tuples of the form (R, z,m) SO returns modifiers µ
$← Zq.

(c) A sends one of (R, z,m, µ) and SO returns (zk + µ)−1(m+ rx) for r = X (gzk+µ).

3. Outcome. A wins if it outputs (msg, σ) if σ is a valid signature for the message digest
F(msg) that was never queried for signing. The pair (msg, σ) is referred to as a forgery.

Theorem 2.1 (Informal). Let A denote a generic attacker making at most t group operations
and signing oracle queries and assume that A produces a forgery in the above security game with
probability ε. Then, there exists an algorithmm B with black-box access to A that breaks the pre-
image resistance of the ECDSA message digest function with probability 2−5ε/t. Furthermore, the
running time of B is essentially the same as the running time of A plus t · u, where u is an upper
bound on the number of yet-to-be-signed presignatures at any given time.

Remark 2.2 (Comparison to [GS22]). In this work, we generalize the proposal of Groth and Shoup
in two ways. First, we allow the attacker to “tweak” R = gk in the exponent with a value z of
their choice, and a random µ is obtained for each (R, z,m), making the candidate nonce for the
signature gkz+µ. Second, we allow the attacker to query many different tuples (R, z′,m′) before
selecting which one to ‘sign’.

2.2.1 The generic group model

We use EC-generic group model of [GS22] that captures some idiosyncrasies of elliptic curves,
in particular the fact that X (A) = X (A−1) for every A ∈ G. Formally, letting G denote the
set of identifying labels of elements in G, the EC-generic group is defined via a random bijective
map π : G → G and a group-oracle O : G × G → G such that π(AB) = O(π(A), π(B)) and
X (π(A)) = X (π(A−1)), for every A, B ∈ G. That is, pairs of inverses map to the same element
under X , and the value of X (A) completely independent of π−1(A). In group-theoretic jargon,
(G, ∗ ) is isomorphic to (G, · ) via the group-isomorphism π, letting ∗ : G × G → G such that
G ∗H = O(G,H). The attacker can sample uniformly from G and efficiently decide membership
in G, and they have oracle access to the group-oracle O. Additionally, it is assumed that O takes
the role of SO in that (i) it samples an ECDSA secret key x ∈ F∗q generates an ECDSA public key
and returns the public key X = π(gx) (ii) it generates presignatures when prompted to do so by
sampling k ∈ F∗q and returning R = π(gk) (iii) it returns random ‘modifiers’ µ ∈ Fq when queried
on a suitable tuple (R, z,m) (iv) it returns signatures as per Item 2c of the security game.

2.2.2 Sketch security proof

Symbolic Lazy Evaluation. Following the approach of [GS22], our simulation employs a lazy
symbolic evaluation of the group oracle, where the permutation π is gradually constructed as the
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experiment progresses. In addition, the simulator maintains X and all yet-to-be-signed presig-
natures R as formal random variables within its description of π, without assigning discrete-log
values. Instead, when prompted (e.g., for the public key X), the simulator updates π by including
the pairs (X, X) and (−X, X−1), where X is a formal random variable representing the unassigned
discrete logarithm of X (and a different formal variable is introduced for each presignature R).
Similarly, when a signature is requested for a tuple (R, z,m, µ), where R is the formal random
variable representing the discrete log of R, the simulator proceeds as follows. It samples s ∈ F∗q
at random, then replaces R with z−1(m/s− µ) + z−1 · r̂/s · X throughout the domain of π, where
r̂ = X (π(µ + zR)). This process consumes the presignature R and ensures that (r̂, s) is a valid
signature for the message digest m according to π, with the nonce computed in the expected way
with respect to the tuple (R, z,m, µ). The simulator then returns s to the attacker.

Injecting the pre-image challenge. The simulator’s strategy for inverting the digest function
on a random element e← Fq is to guess the nonce of the prospective forgery. Namely, the attacker
must query the group oracle on some weighted combination of g, X and the yet-to-be-signed
presignatures, and the simulation proceeds as follows. Let F denote the nonce of the prospective
forgery and assuming that the simulator guessed correctly when it was first queried to the group
oracle as F = gαXβR̂γ where R̂ = Rz · gµ according to the tuple (R, z,m, µ) (for simplicity in this
high-level overview, we assume that only one presignature R is ever queried by the attacker)

1. If γ = 0 and α, β ̸= 0 then return F such that X (F ) = α−1eβ.

2. Else, if γ ̸= 0 and αr̂ − βm = 0, for r̂ = X (R̂), then return F such that X (F ) = m−1er̂.
(If there are many tuples (R, z′,m′, µ′) satisfying the aforementioned constraints, simply pick
one of them at random.)

3. Else, return a random Z ∈ G and when the attacker, later, requests a signature for the tuple
(R, z,m, µ) return signature s = γ(er̂ −X (Z)m)/(αX (Z)− eβ), for r̂ = X (R̂).

Security analysis. The security analysis of the above rests on three pillars. The first one is
showing that the symbolic lazy evaluation experiment, without injecting the random pre-image
challenge, is indistinguishable from the plain generic group experiment (except with a small error
term of O(t2/q) where the hidden constant is small ≈ 5). This was shown in [GS22] and an
alternative proof can be found in this document (Appendix B) for completeness.
The second pillar is showing that when injecting the random pre-image challenge, this does not
affect the distribution of the adversary’s view. Indeed, this is guaranteed by the fact that there exists
an efficient algorithm Samp such that on a random input w ∈ Fq, Samp either returns a uniformly
random A ∈ G \ {1} such that X (A) = w with probability at least 1/5, or Samp returns fail (one
of the sources of the security loss in our bound is the failure probability of Samp—when it does,
the simulator reverts to the symbolic evaluation experiment and it does not inject the pre-image
challenge). Additionally, when γ ̸= 0 and αr̂−βm ̸= 0, then the map e 7→ γ(er̂−ζm)/(αζ−eβ) for
any fixed ζ ∈ F∗q is injective, and thus s is essentially uniform over F∗q , as in the symbolic evaluation
experiment.
Finally, the last pillar of the analysis is showing the following two items in the case that γ ̸= 0 and
αr̂ − βm = 0 (the first item ensures that the simulator will be able to program F in the desired
way and the second item ensures there are at most three candidates for F—this is another source
of the security loss because the simulator might choose the wrong candidate):
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1. The tuple (R, z,m) was queried to the oracle for a modifier (and the oracle returned µ) before
F was obtained from the oracle.

2. There are at most three tuples (R, z′,m′, µ′) satisfying the constraints in question, i.e., for
R̂′ = gµ

′ ·Rz′ , it holds that F = gα
′
Xβ′

R̂′γ and α′r̂′ − β′m′ = 0 where r̂′ = X (R̂′).

The fact that µ is random in Fq ensures that Item 1 holds true with all but probability O(t2/q)—
where the t2-multiplicative term accounts for all the possible pairs (F, R̂). For Item 2, assume that
there exist {(R, zi,mi, µi)}4i=1 such that for r̂i = X (gµiRzi), it holds that (α−γz−1i )µir̂i−βmi = 0,
for some α, β ∈ Fq. This means that the vector v⃗ = (γz−1i µir̂i)

4
i=1 lies on the plane in F4

q generated
by the vectors (r̂i)

4
i=1 and (mi)

4
i=1. As µi is independent of r̂i in this model, by fixing (r̂i)

4
i=1, this

means that the random vector v⃗ lies on a fixed plane—this happens with probability at most 1/q2.
Taking into account that there are at most t4 possible tuples (r̂i,mi)

4
i=1, Item 2 holds true with

all-but-probability t4/q2.

Obtaining the preimage. To conclude it remains to show that if the simulator’s guesses were
correct (e.g., identifying F ) and no failure occurred, then the experiment above yields a preimage
for the challenge e. Assume that the attacker outputs msg and (F, σ) such that, letting f = X (F ),
it holds that F = gF(msg)/σXf/σ. Then each of the cases below yields that F(msg) = e. For a
suitable tuple (R, z,m, µ) with R̂ = gµRz, let α, β, γ such that F = gαXβR̂γ when F was first
queried. Additionally, let s denote the signature returned by the signing oracle for (R, z,m, µ).

1. If γ = 0, then F = gαXβ = gF(msg)/σXf/σ. Thus α = F(msg)/σ and β = f/σ. Using the fact
that f = α−1eβ, it follows that F(msg) = e.

2. If γ ̸= 0, then F = gαXβR̂γ = gα+γm/sXβ+γr̂/s = gF(msg)/σXf/σ. Thus α+γm/s = F(msg)/σ
and β + γr̂/s = f/σ. If αr̂ − βm = 0, then, using the fact that f = m−1er̂, it follows that
F(msg) = e.

3. Else, if γ ̸= 0 and αr̂− βm ̸= 0 then α+ γm/s = F(msg)/σ and β + γr̂/s = f/σ implies that
s = γ(F(msg)r̂− fm)/(αf − F(msg)β). Thus, using that fact that s = γ(er̂− fm)/(αf − eβ)
in this case and the map e 7→ γ(er̂− fm)/(αf − eβ) is injective in this regime of parameters,
it follows that F(msg) = e.

2.3 Implementation using Paillier Encryption and Integer Commitments

In this section, we describe the concrete implementation of the OLE. As mentioned in Section 2.1, we
opt for a different approach than implementing our protocol by means of a random OLE correlation.
Namely, we realize the functionality below by means of Paillier encryption and integer (Damg̊ard-
Fujisaki) commitments.

Functionality Committed-Receiver OLE

Common input. Group-generator-order tuple (G, g, q) and group element X ∈ G.

Secret input. P1 provides x ∈ Fq and P2 provides a, b ∈ Fq

Operation. If gx = X, send y = ax+ b mod q to P1. Else, abort.
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Outputs. P2 outputs nothing and P1 outputs whatever it received from the functionality.

Realizing the above using Paillier encryption and Damg̊ard-Fujisaki commitments is fairly standard
and we outline it here for the benefit of the reader.

Parameters Generation. P1 samples an RSA modulus N (i.e., the Paillier public key), a
Damg̊ard-Fujisaki tuple (N̂ , t, s1, s2) where N̂ is an RSA modulus consisting of strong primes
and t, s1, s2 are random quadratic residues in Z∗

N̂
, and sends (N, N̂, t, s1, s2), together with

ZKPs for the following:

1. N is the product of exactly two primes of roughly the same size and gcd(N,φ(N)) = 1.

2. t ∈ Z∗
N̂

and s1, s2 belong to the group generated by t in Z∗
N̂
.

OLE Step 1. On input x ∈ Fq for P1:

1. P2 samples an ephemeral Damg̊ard-Fujisaki tuple (M̂, v, u1, u2) and sends the tuple
together with ZKP that v ∈ Z∗

M̂
and u1, u2 belong to the group generated by v.

2. P1 computes E = encN (x, ρN ) = (1 + xN)ρN mod N2 for ρ ← Z∗N and, using the tuple

(M̂, v, u1, u2), it generates a ZKP validating that x′ = decφ(N)(E) is ‘small’ compared to

N , and gx
′
= gx.

OLE Step 2. On input a, b ∈ Fq for P2, P2 sends S = Ea · encN (b+ ν · q, µN ) mod N2 where
ν is chosen randomly and sufficiently large to mask ⌊(ax+ b)/q⌋ and µ ∈ Z∗N . Along with
S, P2 sends a ZKP validating that S = Ea′ · encN (b′, µ′N ) mod N2 for µ′ ∈ Z∗N and a′, b′ are

small compared to N ; this proof requires the tuple (N̂ , t, s1, s2). If no error is detected (e.g.,
a failed ZKP), P1 outputs y = decφ(N)(S) mod q.

Remark 2.3. It is emphasized that in our ECDSA protocol, the parameters generation as well as
the first step of the OLE are done only once, ahead of time (see Section 2.3.6). For each signature
generation, the parties only consume resources for the second step of the OLE.

2.3.1 Efficiency considerations

While fairly efficient for many applications, the process described above presents a couple of ‘pain
points’. First, sampling strong primes for the Damg̊ard-Fujisaki tuples is very time-consuming. For
example, generating strong primes of 1024 and 1536 bits (corresponding to the bit-lengths of 2048-
and 3072-bit RSA moduli) takes significantly longer than generating standard primes. Specifically,
it takes between 20 and 50 times longer to generate a strong prime compared to a standard prime
(depending on the size of the prime), and approximately 1 to 4 seconds to generate a strong RSA
modulus.
Second, proving and verifying that the Damg̊ard-Fujisaki tuple is partially well-formed, i.e., vali-
dating that u1, u2 ∈ ⟨v⟩, is computationally expensive. The baseline proof has a soundness of only
1/2 and must be repeated hundreds of times to achieve the desired level of soundness.
Finally, the number of bit operations for computing ab mod m is O(log(m)2 · log(b)). This becomes
particularly significant when encrypting Paillier ciphertexts, where the complexity is dominated by
the cost of computing ρN mod N2, i.e., O(log(N2) · log(N)) bit operations. This computation can
become a bottleneck for the system when processing many signatures simultaneously.
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2.3.2 Tough primes optimization

The standard way of generating an RSA modulus to be used with Damg̊ard-Fujisaki commitments
is to pick a product of strong primes, i.e., a modulus N = p · q where p = 2p′+1 and q = 2q′+1 for
primes p′, q′. This was the setting assumed in the original work of Fujisaki and Okamoto [FO97] and
in most follow-up works, e.g. [CPP17]. Unfortunately, and this is the core motivation underlying
our choice of a different RSA modulus, sampling a product of strong primes is an extremely slow
procedure: it essentially involves sampling random nrsa/2-bit integers p

′, testing for primality, and
whenever a prime p′ is found, testing for primality of 2p′ + 1 until a strong prime p = 2p′ + 1 is
found (then doing the same for q). Heuristically, the running time of this procedure is governed
by the density of primes predicted by the prime number theorem: it takes an expected number of
n2rsa/2 tries to construct N , where each try requires testing an nrsa/2-bit integer for primality.

Algorithm Sampling tough-prime RSA moduli

Input. Security parameter ℓ and RSA bit-length nrsa s.t. 4ℓ divides nrsa. Let t← nrsa/(4ℓ).

Operation. For i = 1, 2, do:

1. Sample a pool Bi of 2
2ℓ-sized primes.

2. Enumerate over all unordered combinations of t primes in Bi.

– Let {p1, . . . , pt} be the combination at any given iteration.

– Set Pi ← 2 · p1 · · · pt + 1 if it is a prime number and break the loop.

Output. N ← P1 · P2

Algorithm 1: Protocol for sampling tough primes

We introduce an alternative strategy for sampling RSA moduli that can be used with Damg̊ard-
Fujisaki commitments. Our procedure requires first generating |Bi| small primes, using on average
2ℓ|Bi| tries (where each try tests a 2ℓ-bit integer for primality) followed by an expected nrsa/2
number of executions of Item 2 (which involves multiplying T 2ℓ-bit integers and testing an nrsa/2-
bit integer for primality). In practice, the runtime of this procedure is largely dominated by the
nrsa/2 primality tests on nrsa/2-bit integers. Therefore, the total expected runtime to generate N
is about quadratically faster (nrsa versus n2rsa/2) than the expected time to generate a product of
strong primes. In the next paragraphs, we further explain why our choice of RSA modulus does
not negatively impact the security analysis of our protocols.

Security of factoring. State-of-the-art factoring algorithms, such as GNFS, have a runtime
that depends solely on the size nrsa = nrsa(ℓ) of the modulus (for which we follows standard
recommendation, see Section 8.1) to guarantee a runtime of the order of 2ℓ. On the other hand,
special-purpose factoring algorithms can perform better when the modulus has a specific structure.
In the case where p − 1, q − 1 have only small factors, the main such algorithm is Pollard’s p − 1
algorithm [Pol74] whose runtime is quasilinear in the size of the largest prime factor of p − 1 (or
q − 1). In our context, the runtime of Pollard’s algorithm is O(22ℓ · nrsa log nrsa), which is much
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slower than the runtime of state-of-the-art (general-purpose) factoring algorithms (which is about
2ℓ)—see Appendix A.

Soundness of proofs. Two zero-knowledge proofs in our protocols involve proving knowledge
of a (short) opening to a Damg̊ard-Fujisaki commitment: the well-formdness of E is Step 1 of the
OLE, and the well-formedness of S in step 2 of the OLE.
The security analysis of both proofs follows closely the approach laid out in [DF02] for proving
knowledge of an opening to an integer commitment with the Damg̊ard-Fujisaki commitment scheme.
It provides the following guarantee: assume that the modulus N is of the form n = p · q with
gcd(p − 1, q − 1) = 2, p = q = 3 mod 4, and such that ZN contains many elements whose order
contains only large prime factors (more formally, it should hold that a random h ← Z∗N has a
non-negligible probability of having order 2ℓ-rough). Then the knowledge soundness reduces to the
following two assumptions:

• Strong RSA assumption: no polynomial-time algorithm A can, given N and v ← Z∗N , find
u ∈ Z∗N and t > 1 such that ut = v mod N happens with non-negligible probability.

• Small order assumption: no polynomial-time algorithm A can, givenN , find (b, σ) with b2 ̸= 1,
σ ≤ 2ℓ, and bσ = 1.

It is clear from its description that the modulus N produced by Algorithm 1 satisfies all the
conditions outlined above (since the only elements of Z∗N whose order is not 2ℓ-rough are the roots of
unity). Furthermore, with our choice of modulus, the small order assumption holds unconditionally:
by construction, all subgroups of Z∗N of order larger than 2 have order at least 22ℓ. Therefore, in our
setting, the soundness of the zero-knowledge proofs reduces directly to the strong RSA assumption.
We note that, as of today, there is no known attack on strong RSA that does not involve factoring
the modulus.

2.3.3 Fast and compact variant of Damg̊ard-Fujisaki parameters proof

To avoid the heavy penalty in the number of repetitions, we use a variant of the protocol of [HLM24]
for proving that the tuple (M̂, v, u) is well formed, i.e., u belongs to the group generated by v in
step 1 of the OLE (for the purposes of this high-level overview we ignore the second u-term). The
classic three-move zero-knowledge protocol between a prover P (the party generating the tuple)
and the verifier V for this relation goes as follows (essentially the classic Schnorr-style proof for
discrete-log where the verifier’s challenge is a random bit):

Protocol Vanilla Damg̊ard-Fujisaki parameters well-formedness proof

Secret Input. P holds λ ∈ [φ(M̂)] such that u = vλ mod M̂ .

1. P sends A← vα mod M̂ for α
$← [φ(M̂)].

2. V replies with a random challenge e
$← {0, 1}.

3. P returns z ← α+ eλ mod φ(M̂).

Verification. V accepts if vz = A · ue mod M̂
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It is straightforward to see that the above protocol only achieves a soundness of 1
2 and must be

repeated at significant cost. This cost arises both computationally, as it may involve hundreds
of full-size exponentiations, and in communication, since at least ℓ elements of Z∗

M̂
(the z’s) are

transmitted, where ℓ denotes the security parameter.
In [HLM24], the authors show that the soundness of the protocol scales with the size of the challenge
space (the set from which e is sampled), but this comes at the cost of similar slackness in the proof’s
guarantees. Specifically, when e is uniformly sampled from {1, . . . , 2ℓ0}, the proof guarantees that
u = σ · vλ mod M̂ , where σ is an element of at most ℓ0-order in Z∗

M̂
.

In effect, increasing the challenge space enhances the protocol’s soundness but also allows the
prover to introduce a small ‘cheating’ subgroup (generated by σ in ZM̂ ). This poses a problem

for commitments of the form c = umtr mod M̂ , where m and r are the secret and the randomizer,
respectively. Specifically, it may become easy to isolate σm from c, thereby leaking the value
m mod ω, where ω is the size of the cheating subgroup. We explain how to address this issue in
Section 2.3.5.

Optimizing computational complexity using small exponents. In this work, we further
improve the protocol of [HLM24] by instructing the prover to choose small exponents for both λ
and α. Specifically, λ ← {1, . . . , 22ℓ} and α ← {1, . . . , 22ℓ+ν}, where ν is a statistical parameter
chosen large enough to hide e · λ, which has a bit-length of ℓ0 + 2ℓ (concretely, ν = ℓ0 + 64 in
the actual implementation). This approach results in a significant improvement in computational
complexity, as the parties now perform small exponentiations (of size 2ℓ+ ν) rather than full-size
exponentiations with a bit-length of log(φ(M̂)) ≈ log(M̂). Concretely, for ℓ = 128, ℓ0 = 32, ν = 96,
and M̂ ≈ 23072, this approach yields an almost 9-fold improvement in computational complexity.
In terms of security, to ensure the binding and knowledge-soundness properties of the Damg̊ard-
Fujisaki commitment, our use of small exponents relies on an additional security assumption: the
so-called small-exponent indistinguishability (SEI) assumption. This assumption states that it is
infeasible to distinguish between (v, vλ) and (v, vλ

′
) mod M̂ , where λ is drawn from {1, . . . , 22ℓ}

and λ′ is drawn from {1, . . . , φ(M̂)}. We discuss this assumption in more detail in the following
section.

2.3.4 Systematic use of small-exponents

To further improve the speed of our protocol, we systematically employ small exponents throughout.
Namely:

1. The Paillier ciphertext in the 1st step of the OLE is encrypted as E ← encN (x, rβ) = (1 +

xN) · rβ0 mod N2 where β
$← {1, . . . , 22ℓ} for a fixed, known-to-all value r0 ∈ Z∗N (rather

than as encN (x, ρN ) for ρ
$← Z∗N . This approach yields a 10-fold improvement for typical

parameter choices in computing Paillier ciphertexts as the cost is primarily due to computing
the randomizer.

2. The Damg̊ard-Fujisaki commitment in step 2 of the OLE is computed as sa
′

1 s
b′
2 t

r mod N̂ , where
r is chosen large enough to hide λ1a

′ + λ2b
′. Here, λ1 and λ2 are the discrete logarithms

of s1 and s2 with respect to t. To avoid the issue of the cheating subgroup, we use the
small-exponent version of the vanilla Damg̊ard-Fujisaki parameters proof for proving that
(N̂ , t, s1, s2) is well formed. This proof has the added benefit that it serves as a range proof
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for the λ’s, ensuring that |λ1|, |λ2| < 22ℓ+ν . In our application, this allows r to be half the
size of the modulus which effectively yields a twofold improvement in computation compared
to the computing the standard commitment.

3. Similarly, the Paillier ciphertext in step 2 of the OLE is computed as Ea(1+b′N)·rλ0
0 mod N2,

where λ0 is chosen large enough to hide a ·β, and β is the value chosen by P1 in Item 1. This
approach requires a range proof on β, which similarly introduces another cheating subgroup
(this time for a cheating P1). We discuss how to address this issue in Section 2.3.5. In the
end, this approach allows r0 to be one third of the size of the modulus, effectively yielding a
threefold improvement in computing S.

4. The small exponent optimization propagates to the zero-knowledge proofs, yielding an im-
provement in both computation and communication. The ephemeral secrets in the proofs are
chosen to be large enough to hide the actual secrets while still smaller than the full range,
which benefits computational efficiency. Additionally, since the size of the ZKPs essentially
corresponds to the total size of the ephemeral secrets, communication is also improved.

Security of SEI. Our protocols rely on the short-exponent indistinguishability assump-
tion [Gen00; CKLR21]. The SEI assumption was shown in previous work [KK04] to reduce to the
(much more standard and well-studied) short-exponent discrete logarithm assumption (SEDL, 3.4)
over prime order group. In Appendix A, we extend this reduction to the setting of unknown or-
der groups, thereby showing that the security of our protocol can be based (in addition to other
assumptions) on the hardness of the well-studied SEDL assumption (we also provide in the same
Appendix a brief overview of the literature on SEDL).

2.3.5 Dealing with the cheating subgroup problem

There are two instances where the protocol faces a cheating subgroup:

1. P2’s tuple (M̂, v, u1, u2) is malformed in that (u1, u2) = (σ1 · vλ1 , σ2 · vλ2) mod M̂ , where σ1
and σ2 are small-order elements. This creates an attack opportunity for a malicious P2, as P1

may inadvertently leak some bits of both x and β when computing E = encN (x; rβ0 ) in step 1

of the OLE as it is accompanied by a commitment C = ux1u
β
2v

ρ, for some suitable randomizer

ρ. Recall that C may allow the attacker to isolate σx1 and σβ2 mod N̂ , thus leaking the value
of x mod ω1 and β mod ω2 where ωi denotes the order of σi.

2. The ciphertext E ∈ Z∗N2 generated by P1 is malformed in that E = encN (x′;σ0 · rβ0 ) instead of

E = encN (x′; rβ0 ), where σ0 is a small-order element, i.e., the randomizer of E is not a proper
power of r0. This may happen for essentially the same reason mentioned in Section 2.3.3.
This creates an attack opportunity for a malicious P1, as P2 may inadvertently leak some bits
of a when computing S = Ea · encN (b′; rβ0 ) mod N2 as S may allow the attacker to isolate
σa0 mod N2, thus leaking the value of a mod ω0 where ω0 denotes the order of σ0.

We first explain how to deal with Item 2. By noting that we have a good bound on the size of ω0,
and we only aim to hide the value of a mod q, our strategy is to add enough noise to a, i.e., by
defining a← a+µ · q, where µ is chosen randomly from a suitable range, ensuring that σa0 mod N2

and thus a mod ω0 is statistically independent of a mod q (which follows by CRT).
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For Item 1, we employ a similar trick to hide x. As in the previous case, our aim is hide the value
of x mod q, and it suffices to add enough noise to x, i.e., by defining x← x+ν ·q, where ν is chosen
randomly from a suitable range, ensuring that σx1 mod M̂ is statistically independent of a mod q
(which follows by CRT).

Taking Care of the Leakage of β. This is the hard case to address, as applying a similar
trick as above and increasing the size of β beyond φ(N) (the total possible range of β) defeats
the purpose of using a small exponent. Furthermore, this leakage affects the randomizer of E ,
not the plaintext, and thus may in principle break the indistinguishability of Paillier encryption.
Clearly, if the leakage is large enough, it becomes easy to extract the plaintext. On the other
hand, our intuition suggests that from the adversary’s perspective, the randomizer appears as

rβ̃0 (r
ω2
0 )⌊β/ω2⌋, where β̃ = β mod ω2 may be known to the adversary but ⌊β/ω2⌋ is hidden and

sufficiently large (if β is sufficiently large) so that (rω2
0 )⌊β/ω2⌋ is indistinguishable from a random

element in Z∗N . Indeed, this is almost a trivial reduction to the SEI assumption if the order ω2 is
known to the reduction/simulation. In our case, the simulator does not know ω2 (and, even though
ω2 is known to be small, it cannot be bruteforced either as it is computationally infeasible to decide
uj2 = (σ2v

λ2)j ∈ ⟨v⟩ for nontrivial j’s.) Consequently, our strategy in the security analysis is to
simply guess the order of the group (which is guaranteed to be small), which incurs a small security
loss.

Remark 2.4 (On concurrency). We note that our security proof goes through even in the concurrent
setting, as we are proving unforgeability of the protocol and thus we only need to simulate for a
single public key, and all other instances are simulated by simply running the code of the honest
party.

2.3.6 Applications to embedded cryptocurrency wallets

We conclude this technical overview by presenting the application that motivated this work. We
envision a single server S (e.g., a cryptocurrency wallet service) maintaining distinct, shared public
keys with separate clients C1, . . . ,Cn in a star-shaped topology. To this end, we propose the following
template (along the lines of the OLE protocol from the beginning of this section Section 2.3).

Setup. In a preliminary step, done ahead of time, S takes the role of P1 and runs the parameters
generation phase for computing the Paillier key N , the Damg̊ard-Fujisaki tuple (N̂ , t, s1, s2)
along with the relevant zero knowledge proof. (this step is done once and for all for all clients)

Key-Generation. Every time a new client Ci joins, S and Ci run an interactive protocol to compute
a fresh ECDSA public key X(i) ∈ G. At the same time Ci takes the role of P2 in the
OLE protocol, it retrieves and verifies the server’s setup material (this is can be done non-
interactively, ahead of time), and the parties execute the first step of the OLE so that Ci

obtains an encryption Ei ∈ Z∗N2 of the server’s secret-key share associated with X(i).

Signing. Every time the client Ci requests to sign a message digest m, S and Ci run Protocol 1
where the OLE is finalized using step 2 of the OLE protocol described at the begining of this
section.
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3 Preliminaries

3.1 Notation

In this document, Q, Z and N denote the set of rational, integer and natural numbers, respectively,
and PRIMES>2 denotes the set of odd primes. Upper case bold letters X,S, . . . denote sets and
lower case bold letters u,v, . . . denote random variables. For a, b ∈ N, we write a | b for ‘a divides
b’ and a ��| b for the negation. We write gcd : N2 → N for the greatest common divisor operation,
[a]q denotes the modular reduction operation a mod q, and φ(·) denotes Euler’s totient function.

Groups & Fields. For t ∈ G, we write ⟨t⟩ = {tk ∈ G s.t. k ∈ Z} for the group generated by t.
(G, g, q) will denote the group-generator-order tuple for ECDSA. We write 1 ∈ G for the identity
element. and we write Fq to specify that the field has q elements. For N ∈ N, we write ZN for the
quotient group Z/NZ and, Z∗N and QRN for the group of units and quadratic residues, respectively.
For ℓ ∈ Z, we let ±ℓ denote the interval of integers {−|(ℓ− 1)/2|, . . . , 0, . . . , |(ℓ− 1)/2|} if ℓ is odd
and {−|ℓ/2|+ 1, . . . , 0, . . . , |ℓ/2|} otherwise.

Algorithms, Polynomials & Negligible Functions We use sans-serif letters (enc, dec, . . .) or
(S,A,C, . . .) to denote algorithms. We write x← E or x← b for sampling x uniformly from a set E
or as a sample of b respectively, and x← A or x← keygen for sampling x according to (probabilistic)
algorithms A or keygen respectively. For f : N 7→ R we say that f is polynomially bounded and we
write f ∈ poly if there exists c ∈ N such that f(ℓ) ≤ ℓc for all-but-finitely-many ℓ’s. Furthermore,
for ε : N 7→ R, we write ε ∈ 1/poly if 1/ε is polynomially bounded (i.e. 1/ε ∈ poly). A function
ν : N 7→ R is negligible if for every ε ∈ 1/poly it holds that ν(ℓ) ≤ ε(ℓ) for all-but-finitely-many ℓ’s
and we write neg for the set of negligible functions.

Distribution Ensembles & Indistinguishability. A distribution ensemble {vκ}κ∈N is a se-
quence of random variables indexed by the natural numbers. We say two ensembles {vκ} and {uκ}
are ε-indistinguishable and we write {vκ}

ε≡ {uκ} if |Pr[D(1κ,uκ) = 1]− Pr[D(1κ,vκ) = 1]| ≤ ε(κ)
for every efficient distinguisher D, for all-but-finitely-many κ’s. Finally, we write SD(u,v) for the
statistical distance of u and v, i.e.

SD(u,v) = sup
W
|Pr[v ∈W ]− Pr[u ∈W ]|

3.2 Standard Lemmas

Lemma 3.1 (Generalized Forking Lemma [BN06]). Fix a bound Q ≥ 1 and a set S of size |S| ≥ 2.
Let A be a randomized algorithm that, on input (x, h1, · · · , hQ) returns a pair, the first element of
which is an integer in the range {0, · · · , Q} and the second element of which we refer to as a side
output. Let DIG be a randomized algorithm that we call the input generator. We define

ε := Pr[i∗ ≥ 1 | x← DIG, (h1, · · · , hQ)← SQ, (i∗, so)← A(x, h1, · · · , hQ)],

and call ε the accepting probability of A. Then,

Pr[b = 1 | x← DIG, (b, so, so
′)← FA(x)] ≥

ε2

Q
− ε

|S|
,
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where FA denotes the forking algorithm associated to A and represented on Section 4.1.

Algorithm FA(x)

Parameters. An integer Q ≥ 1. A set S of size |S| ≥ 2. A bound TA on the length of
the random tape used by A.

Operations.

1. Sample coins ρ← {0, 1}TA for A.
2. Sample (h1, · · · , hQ)← SQ.

3. (i, so)← A(x, h1, · · · , hQ; ρ)
4. If i = 0, return (0,⊥,⊥).
5. Sample (h′i, · · · , h′Q)← SQ−i+1.

6. (i′, so′)← A(x, h1, · · · , hi−1, h′i, · · · , h′Q; ρ).
7. If i = i′ and hi ̸= h′i, return (1, so, so′).

8. Else, return (0,⊥,⊥).

Algorithm 2: Forking algorithm associated to A.

3.3 Security Assumptions

In the following, we denote by SampleRSA(1ℓ) an algorithm that returns an RSA modulus N = p ·q
where p = q = 3 mod 4, gcd(p, q) = 2 and |p| = |q| ≥ nrsa/2− 1. Looking ahead, our protocols will
rely on security assumptions with respect to an RSA modulus with a specific structure. We cover
the concrete RSA sampling algorithm SampleRSA(1ℓ) used in our work in Section 4.1.

Definition 3.2 (FAC). Define distribution ensemble FAC such that N ← FAC(1ℓ) for N ←
SampleRSA(1ℓ) and c ← Z∗N . We say that hardness of factoring holds true if for every PPTM
A, there exists a negligible function µ : N→ R such that

Pr
N←FAC(1ℓ)

[
(p, q)← A(1ℓ, N) s.t. pq = N

]
≤ µ(ℓ).

Definition 3.3 (SRSA). Define distribution ensemble SRSA such that (N, c) ← SRSA(1ℓ) for
N ← SampleRSA(1ℓ) and c← Z∗N . We say that strong-RSA holds true if for every PPTM A, there
exists a negligible function µ : N→ R such that

Pr
(N,c)←SRSA(1ℓ)

[
(e, x)← A(1ℓ, N, t, s) s.t. c = xe mod N ∧ e /∈ {−1, 1}

]
≤ µ(ℓ).

Definition 3.4 (SEDL over Z∗N ). Define SEDL such that (N, t, [tx]N ) ← SEDL(1ℓ) for (N ; p, q) ←
SampleRSA(1ℓ), t ← QRN and x ← ±22ℓ. We say that small-exponent discrete-log (SEDL) holds
true if for every PPTM A, there exists a negligible function µ : N→ R such that

Pr
(N,t,s)←SEDL(1ℓ)

[
x0 ← A(1ℓ, N, t, s) s.t. tx0 = s mod N

]
≤ µ(ℓ).
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Definition 3.5 (SEI over Z∗N ). Define distribution ensemble SEI such that (N, t, [tαx+(1−α)y]N , α)←
SEDL(1ℓ) for N ← SampleRSA(1ℓ), t ← QRN , x ← ±22ℓ, y ← ±N and α ← {0, 1}. We say that
small-exponent indistinguishability (SEI) holds true if for every PPTM A, there exists a negligible
function µ : N→ R such that

Pr
(N,t,s,α)←SEI(1ℓ)

[
α0 ← A(1ℓ, N, t, s) s.t. α0 = α

]
≤ 1

2
+ µ(ℓ).

3.3.1 DCR Variants

Definition 3.6 (DCR). Define DCR such that (N, [ραN · c1−α]N2 , α) ← DCR(1ℓ) for N ←
SampleRSA(1ℓ), ρ ← Z∗N , c ← Z∗N2 and α ← {0, 1}. We say that decisional composite residu-
osity (DCR) holds true if for every PPTM A, there exists a negligible function µ : N → R such
that

Pr
(N,x,α)←DCR(1ℓ)

[
α0 ← A(1ℓ, N, x) s.t. α0 = α

]
≤ 1

2
+ µ(ℓ).

Definition 3.7 (QRDCR). Define QRDCR such that (N, [ραN · c1−α]N2 , α) ← QRDCR(1ℓ) for
N ← SampleRSA(1ℓ), ρ ← QRN , c ← QRN2 and α ← {0, 1}. We say that QRDCR holds true
if for every PPTM A, there exists a negligible function µ : N→ R such that

Pr
(N,x,α)←QRDCR(1ℓ)

[
α0 ← A(1ℓ, N, x) s.t. α0 = α

]
≤ 1

2
+ µ(ℓ).

Definition 3.8 (SEDCR). Define SEDCR such that (N, ρ0, [ρ
αλN
0 · c1−α]N2 , α) ← SEDCR(1ℓ) for

N ← SampleRSA(1ℓ), ρ0 ← QRN , λ ← ±22ℓ, c ← QRN2 and α ← {0, 1}. We say that small-
exponent DCR holds true if for every PPTM A, there exists a negligible function µ : N → R such
that

Pr
(N,ρ0,x,α)←SEDCR(1ℓ)

[
α0 ← A(1ℓ, N, ρ0, x) s.t. α0 = α

]
≤ 1

2
+ µ(ℓ).

For any PPTM A, let AdvsedcrA (1ℓ) denote the advantage of A against the small-exponent DCR
assumption.

Claim 3.9. DCR implies QRDCR.

Proof. It is enough to show that any distinguisher for QRDCR can be transformed into a distin-
guisher for DCR. Let (N, x, α)← DCR(1ℓ) and let x′ = x2 mod N2. We argue that (N, x′, α) is iden-
tically distributed with the QRDCR distribution. First, notice that, for x = (1+mN) ·ρN mod N ,
it holds that x′ = (1 +m′N) · ρ′N where m′ = 2m mod N and ρ′ = ρ2 mod N . So, since N is a
Blum number (i.e., its factors are congruent to 3 mod 4) and thus squaring is an automorphism in
QRN , it follows that x′ is a N -th power of a random square if α = 1, or x′ is a random element in
the group QRN2 (which is isomorphic to ZN × QRN ) as N is odd. □

Claim 3.10. SEI and DCR imply SEDCR.

Proof. For N ← SampleRSA(1ℓ), ρ0 ← QRN , define the following intermediate distributions.
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1. (N, ρ0, c), for c← QR∗N2

2. (N, ρ0, [ρ
µN
0 ]N2), for µ← ±N

3. (N, ρ0, [ρ
λN
0 ]N2), for λ← ±2ℓ.

Since x 7→ xN mod N2, is an injective homomorphism it follows that Items 2 and 3 are indistin-
guishable under SEI. Furthermore, ρµ0 mod N is (1 − φ(N)/N)-close to ρ mod N for ρ ← ZN∗ , so
Items 1 and 2 are indistinguishable under QRDCR. □

3.3.2 Damg̊ard-Fujisaki to Strong-RSA reduction

Definition 3.11 (Tough RSA moduli). Let N = pq denote an RSA modulus. For ℓ ∈ N, we say
that N is 2ℓ-tough if gcd(p− 1, q − 1) = 2 and u | (p− 1)/2 (resp. u | (q − 1)/2) implies u > 2ℓ.

Fact 3.12. Let N denote an tough RSA modulus and let g ∈ QRN such that ⟨g⟩ = QRN . It holds

that SD(g, g0) ≤ 1− φ(N)
N−1 for g and g0 defined below.

1. γ ← g for γ = α+ β · φ(N)/4 where α← [φ(N)/4] and β ← {0, 1}.

2. γ ← g0 for γ = γ0 ← [(N − 1)/2].

Lemma 3.13. Let N denote a 2ℓ-tough RSA modulus and let g ∈ QRN such that ⟨g⟩ = QRN .
Suppose there exists PPTM A such that for some ε ≥ 0:

Pr
h,f←QRN

[
(x, y, z, e, C)← A(N, g, h, f) s.t. gxhyfz = Ce ∧ |e| < 2ℓ ∧ e ��| y, z

]
≥ ε

Then, there exists PPTM B such that

Pr[(c,R)← B(N, g) s.t. g = Rc ∧ c /∈ {−1, 1}] ≥ ε ·
(
2 · φ(N)

N − 1
− 3

2

)
Proof. Define algorithm B as follows:

1. Sample α, β ← [(N − 1)/2] and set h = gα and f = gβ mod N .

2. Execute A on input (N, g, h, f); obtain (x, y, z, e, C). Set s = x+αy+ βz and let u, v denote
the Bézout coefficients of e and −s, i.e. ue− vs = gcd(e, s).

3. Output (R, R̂, c) = (guC−v, gu(−C)−v, e/ gcd(e, s)) and A = gs/ gcd(e,s) · C−e/ gcd(e,s).

We begin by observing that if e ��| s, then either g = Rc or g = R̂c and c /∈ {−1, 1}, or A is a non-
trivial root of 1 (which yields a suitable pair (R, c) via the factorization ofN). Let e′ = e/ gcd(e, s) /∈
{−1, 1} and s′ = s/ gcd(e, s). Fix ζ to be one of the two nontrivial root of 1. Since p = q = 3 mod 4,
we know that −1 /∈ QRp,QRq and there exists a unique triple (C0, i, j) ∈ QRN × {0, 1}2 such that
C = C0 · (−1)i · ζj . Furthermore, since N is 2ℓ-tough and gcd(e, s) ≤ e < 2ℓ, we have that
gs

′
= Ce′

0 mod N . Consequently, either (i) A = gs
′
C−e

′ ∈ {ζ,−ζ}, or (ii) gs
′
C−e

′
= −1 and e′ is

odd, or (iii) gs
′
C−e

′
= 1. Case (i) yields a non-trivial root of 1. For Cases (ii) and (iii), we deduce

that R̂c = g and Rc = g, respectively, since{
R̂c = R̂e′ = gue

′
(−C)−ve′ = gue

′
g−vs

′
= gue

′−vs′ = g mod N in Case (ii).

Rc = Re′ = gue
′
C−ve

′
= gue

′
g−vs

′
= gue

′−vs′ = g mod N in Case (iii).
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Let ε0 = 1− φ(N)/(N − 1). In the remainder, we argue that the probability that e | s is bounded
above by 1/2 + 2ε0. Using the notation above, consider (inefficient) algorithm B̂ which similar
to B except that (i) instead of sampling α, β uniformly in [(N − 1)/2] as in Item 1, B̂ samples
α0, β0 ← φ(N)/4 and sets (h, f) = (gα0 , fβ0), (ii) When obtaining (x, y, z, e, C) from A, B̂ samples
µ, ν ← {0, 1} and sets α = α0 + µ · φ(N)/4 and β = β0 + ν · φ(N)/4, (iii) all other values are set
according to B. In the sequel, we consider a random execution of B̂.
Let dµ,ν denote the event that e divides x + (α0 + µ · φ(N)/4) · y + (β0 + ν · φ(N)/4) · z. Notice
that if d0,µ and d1,µ both occur, then e divides φ(N)/4 · y, and since N is 2ℓ-tough and e < 2ℓ,
then e | y. Similarly, if dν,0 and dν,1 both occur, then e | z. Thus, if e ��| y or z then Pr[e | s] ≤ 1

2 in

a random execution of B̂.
Finally, by noting that (α, β) ← B̂ and (α, β) ← B are statistically, (2ε0)-close by Fact 3.12,
and thus A’s view in an execution of B̂ is statistically, (2ε0)-indistinguishable from A’s view in an
execution of B, we deduce that Pr[e | s] ≤ 1/2 + 2ε0 in a random execution of B. □

Corollary 3.14. The following holds under strong RSA and SEI. For every PPTM A, there exists
a negligible function µ : N→ R such that:

Pr
N←SampleRSA(1ℓ)
g←QRN ,(α,β)←±22ℓ

[
(x, y, z, e, C)← A(1ℓ, N, g, gα, gβ) s.t. gx+αy+βz = Ce ∧ |e| < 2ℓ ∧ e ��| y, z

]
≤ µ(ℓ).

3.4 Paillier Encryption, Damg̊ard-Fujisaki & Pedersen Commitments

Definition 3.15. Paillier Encryption consists of the following algorithms.

1. KeyGen. On input ℓ ∈ N, sample (N,nrsa; p, q)← SampleRSA(1ℓ).

Return (N ;φ(N)). (Optionally, output ρ0 ← Z∗N .)

2. Encrypt. On input m ∈ ZN and N , sample ρ← Z∗N and output

C = encN (m; ρ) = (1 +mN) · ρN mod N2.

3. Decrypt. On input C ∈ Z∗N2 and φ(N), output m =
(
[Cφ(N)]N2−1

N

)
· φ(N)−1 mod N

In this work, we will consider a small-exponent variant of Paillier Encryption, where ρ is sampled
as ρλN0 for λ ← ±22ℓ. Note that via a straightfoward reduction, the IND-CPA security of small-
exponent Paillier reduces to the SEDCR assumption.1 For any PPTM A, we let AdvsecpaA (1ℓ) denote
the advantage of A against the IND-CPA security of the small-exponent Paillier Encryption.

Definition 3.16. Damg̊ard-Fujisaki commitments in RSA groups consist of the following algo-
rithms.

1. KeyGen. On input ℓ ∈ N, sample (N̂ , nrsa, t, s1, s2)← SampleDF(1ℓ).

(Optionally, output λ1, λ2 such that tλ1 = s1 and tλ2 = s2 mod N̂ .)

1The reduction is perfectly tight for the real-or-random IND-CPA game, and looses a factor 2 in the advantage
for the standard IND-CPA game.
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2. Commit. For m1,m2 ∈ Z and (N̂ , t, s1, s2), sample ρ← [N̂ · 2ℓ] and output

C̃ = sm1
1 sm2

2 · t
ρ mod N̂ .

Definition 3.17. Pedersen Commitments in a known-order group (G, g, h, f, q) where ⟨g⟩ = ⟨h⟩ =
⟨f⟩ = G and |G| = q consist of the following algorithm.

Commit. On input m1,m2 ∈ Z and (G, g, h, f, q), sample ρ← [q] and output

C̃ = gm1hm2fρ ∈ G

3.5 Zero-Knowledge Proofs

Our protocol makes uses NIZK arising from Fiat-Shamir-compiled zero knowledge protocols for
which we give a refresher. Let R = {(X;w)} denote an NP-relation. We define Σ-protocol Π a
four-tuple of algorithms (S,P1,P2,V) parametrized by E and T such that: (i) σ ← S(1ℓ) denotes
the setup parameter. (ii) A← P1(σ,X;w, τ) denotes the provers’ first message where τ ∈ T . (iii)
z ← P2(σ,X, e;w, τ) denotes the provers’ second message where e ∈ E. (iv) β ← V(σ,X,A, e, z)
denotes the verifiers’ acceptance/rejection. The tuple (σ,X,A, e, z) is called the transcript of the
protocol. Additionally Π is secure if it satisfies the soundness and zero-knowledge properties with
respect to R, outlined in Definition 5.1.

3.5.1 NIZK and the Fiat-Shamir Transform

We use the Fiat-Shamir transform for compiling Σ-protocols into NIZKs in the random oracle
model. In particular, for a ZK protocol Π with common input X and secret input x, we write
ψ ← ΠFS(aux, X;x) for the transcript of the protocol resulting from the Fiat-Shamir transform.
Namely, the verifier’s second round message is calculated as e = HS(aux, X,A), where A denotes
the prover’s first-round message, aux denotes auxiliary contextual data and HS denotes the random
oracle. We write vrfyΠFS(aux, x, π) for the output of the verification algorithm associated with ΠFS

on common input X, proof ψ and auxiliary input aux. The ZK protocols for the above relations
are specified in Section 5.

3.5.2 NP Relations

Our protocols rely on zero-knowledge proofs for the following NP relations:

Definition 3.18 (Well-Formed Modulus). Define Rmod ∋ (N ; p1, p2) such that N = p1 · p2 and
p1, p2 ∈ PRIMES>2, N = 1 mod 4 and gcd(φ(N), N) = 1.

Definition 3.19 (Small Factors). Define Rfac ∋ (N, ℓ;u, v) such that N = u·v and u, v ∈ ±
√
N ·2ℓ.

Definition 3.20 (Damg̊ard-Fujisaki Params.). Define Rdf ∋ (N̂ , t, s1, s2;λ1, λ2) such that

t ∈ Z∗
N̂
, and si = tλi mod N̂ .

Definition 3.21 (Damg̊ard-Fujisaki-star Params.). Define Rdf∗ ∋ (N̂ , t, s1, s2, d;λ1, λ2, ω, σ1, σ2) :

t ∈ Z∗
N̂
, si = σi · tλi mod N̂ , σω1 = σω2 = 1 mod N̂ and ω ≤ 2d
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Definition 3.22 (Discrete Log). Define Rdlog ∋ (G, g, q,X;w) such that gw = X ∈ G.

Definition 3.23 (Encrypted Discrete Log). Define Rdlenc ∋ (G, g, q,N, C, ρ, nx, nλ, X, ℓ;x, λ, ℓ′, σ)

s.t. x ∈ ±2nx , λ ∈ ±2nλ and


gx = X ∈ G

C = encN (x; ρλ · σN ) ∈ Z∗N2

(σN )ℓ
′
= 1 mod N2 and ℓ′ ≤ ℓ

.

Definition 3.24 (Well-Formed Signature). Define Rsig ∋ (N, ρ, E ,S, na, nb; a, b, η, µ) for

a ∈ ±2na , b ∈ ±2nb and

{
S, E ∈ Z∗N2

S = encN (a; ρη) · Eb mod N2 ∈ Z∗N2

3.6 The EC-Generic Group Model

Let G denote the labels of the elements in the prime-order elliptic curve (G, g, q). As G denotes an
elliptic curve, every (A,A−1) ∈ G2 has the form ((α, 0), (α, 1)) or ((α, 1), (α, 0)) ∈ G2. Recall the
projection function X : G → Fq such that X (H) = η ∈ Fq for H ∈ G of the form (η, 0) or (η, 1).
Notice that this map is efficiently invertible X−1 : Fq → {{G,H} s.t. G,H ∈ G} ∪ {⊥} such that

X−1 : x 7→

{
{H,H−1} if ∃H s.t. X (H) = x

⊥ otherwise
.

We Groth and Shoup’s model of the elliptic-curve generic group model for prime-order curves (EC-
GGM) [GS22]: the generic group is defined via a random bijective map π : G → G that preserves
X () and a group-oracle O : G × G → G such that π(gh) = O(π(g), π(h)) and π preserves the
invariant X (π(g)) = X (π(g−1)), for every g, h ∈ G. In group-theoretic jargon, (G, ∗ ) is isomorphic
to (G, · ) via the group-isomorphism π, letting ∗ : G ×G → G such that G ∗H = O(G,H). The
participants can sample uniformly from G and efficiently decide membership in G, and they have
oracle access to the group-oracle O.

4 2-Party Threshold ECDSA

In this section, we introduce our two-party threshold ECDSA protocol. The main protocol com-
prises three parts:

1. A non-interactive setup, executed once and for all by the server, and reused across all its
key generation and signing protocols with different clients. In this phase, the server gener-
ates a Paillier modulus and Damg̊ard-Fujisaki parameters, and proves their well-formedness.
Additionally, each client should verify the setup before interacting with the server.

2. An interactive key-generation, where the server and a client interactively generate an ECDSA
public key X ∈ G together with additive shares x1, x2 of the corresponding secret key x ∈ Zq,
and a Paillier encryption of x2.

3. A signing protocol, where the server and the client interactively generate a signature for a
message m with secret key x, using the shares and the Paillier encryption generated during
key-generation to homomorphically compute the signature.
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All parts rely on non-interactive zero-knowledge proofs obtained by compiling Σ-protocols with the
Fiat-Shamir transform. Concretely,

• The non-interactive setup (Section 4.2) uses proofs πmod, πfac, and πdf proving respectively
the well-formedness of the Paillier modulus (Definition 3.18), the smallness of its factor (Def-
inition 3.19), and the correctness of the Damg̊ard-Fujisaki parameters (Definition 3.20).

• The interactive key-generation (Section 4.3) uses proofs ψdf∗ , ψdlog, and ψdlenc proving respec-
tively (Definition 3.20), knowledge of discrete logarithm (Definition 3.22), and the encrypted
discrete-logarithm relation (Definition 3.23) respectively.

• the signing protocol (Section 4.4) uses the proof ψsig proving well-formedness of the signature
(Definition 3.24).

All the above zero-knowledge proofs except ψdlog and ψsig are proofs of membership in the corre-
sponding language. In contrast, ψdlog and ψsig are proofs of knowledge. We note that our protocols
can be executed concurrently, in which case the Fiat-Shamir transform does not suffice to compile
Σ-protocols into proofs of knowledge: instead, the Fischlin transform [Fis05] or the Kondi-shelat
transform [Ks22] should be used. However, these alternatives would incur a significant overhead.
In line with our philosophy of seeking the fastest possible protocol, and given that our protocols
rely anyway on the fact that ECDSA satisfies doubly-enhanced unforgeability in the generic group
model, we adopt a different strategy: we show that the plain Fiat-Shamir transform applied to ψdlog

and ψsig yields NIZKs which are straight-line extractable in the generic group model (unconditionally
and under the strong-RSA assumption, respectively).

4.1 Sampling the RSA modulus

In this section, we cover our algorithm for sampling the RSA modulus used in our protocols,
together with parameters (v, u1, u2) for the Damg̊ard-Fujisaki (multi-)integer commitment scheme,
see Algorithm 3 below. We also denote by SampleRSA(1ℓ, nrsa) the algorithm that executes only
the steps 1 to 5 of Algorithm 3 and outputs (N ; p, q).

Description of the algorithm. The algorithm SampleDF samples parameters for the Damg̊ard-
Fujisaki integer commitment scheme over an RSA group. In more details, SampleDF(1ℓ, nrsa) out-
puts:

Public parameters. An RSA modulus N = p · q where p = q = 3 mod 4, gcd(p − 1, q − 1) = 2,
and each of (p− 1)/2, (q − 1)/2 is a product of T = ⌈nrsa/4ℓ⌉ 2ℓ-bit random primes. A basis
v ∈ Z∗N , and two elements u1, u2 ∈ ⟨v⟩.

Secret parameters. The factors (p, q) of N , and 2ℓ-bit exponents (λ1, λ2) such that ui = vλi for
i = 1, 2.

Subroutines. The algorithm uses the following subroutines:

• We write p ← Prime1(2ℓ) to denote the sampling of a uniformly random 2ℓ-bit prime p =
1 mod 4.
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• isPrime(1ℓ, p) is a probabilistic procedure that, on input p, returns a bit b such that:

1. If p ∈ PRIMES>2, isPrime(1ℓ, p) = 1.

2. If p /∈ PRIMES>2, Pr[isPrime(1ℓ, p) = 0] ≥ 1 − 1/2ℓ (where the probability is over the
randomness of isPrime).

Algorithm SampleDF(1ℓ)

Parameters.

– nrsa ∈ N is a function of ℓ and C denotes a constant.

– T ← ⌈nrsa/4ℓ⌉ and let B be such that
(
B
T

)
> C · nrsa.

Operations. Set N ← 1.

1. Sample (p1, · · · , pB)← Prime(2ℓ).

2. For each size-T subset S of {1, · · · , B},
– p← 2 ·

∏
i∈S pi + 1

– If isPrime(1ℓ, p), set foundprime← 1, then break.

3. If foundprime = 0, go to Item 1.

4. N ← N · p.
5. If logN < nrsa, set q ← p and go to Item 1.

6. Sample v ← QRN and (λ1, λ2)← [22ℓ].

7. Set (u1, u2)← (vλ1 , vλ2).

8. Output (N, v, u1, u2; p, q, λ1, λ2).

Algorithm 3: Algorithm for sampling a tough RSA modulus N and Damg̊ard-Fujisaki parameters

4.2 Non-Interactive Setup

This section covers the non-interactive setup phase of our 2-party threshold ECDSA protocol. The
main purpose of this protocol is to generate a Paillier modulus and Damg̊ard-Fujisaki parameters
together with proofs of correct generation. The non-interactive setup is the heavy bulk of our
protocol, but a main advantage of our approach is that it can be executed once and for all by the
server, and reused across distributed key-generations with arbitrarily many clients.

Algorithm Generate Auxiliary Signing Material

Group-generator-order. (G, g, q).

Input. Security parameter ℓ, aux = (sid, S).

Server Operations (S).

1. Sample (N,nrsa; p1, p2)
$← SampleRSA(1ℓ) s.t. (p1, p2) = (3, 7) mod 8.
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– Generate Paillier-Blum well-formedness proof πmod
$← ΠFS

mod(aux, N ; p1, p2).

– Generate small factors proof πfac
$← ΠFS

fac(aux, N ; p1, p2)

– Sample ρ0
$← Z∗N and set ρ = ρ2N0 mod N2.

2. Sample a Damg̊ard-Fujisaki tuple (N̂ , nrsa, t, s1, s2; p̂, q̂, λ1, λ2)
$← SampleDF(1ℓ, n).

– Generate Damg̊ard-Fujisaki params proof πdf
$← ΠFS

df (aux, N̂ , t, s1, s2;λ1, λ2).

3. Generate h, f ∈ G as nothing-up-my-sleeve numbers using (G, g, q) and aux as a
seed.

Public Output. SetupData = (N, N̂, ρ0, ρ, t, s1, s2, h, f, πmod, πfac, πdf).

Secret Output. φ(N)

Client Operations (C). When obtaining SetupData ∈ {0, 1}∗, do:

1. Parse SetupData = (N, N̂, ρ0, ρ, t, s1, s2, h, f, π
mod, πfac, πped).

Let nrsa ← SampleRSA(1ℓ).

2. Verify that N, N̂ ≥ 2nrsa , ρ0 ∈ Z∗N , ρ = ρ2N0 mod N2 and t, s1, s2 ∈ Z∗
N̂
.

3. Verify that h, f ∈ G can be reconstructed according to Item 3 of Algorithm 4.

4. Verify the ZK proofs:

(a) vrfyΠFS
mod

(aux, N, πmod) = 1

(b) vrfyΠFS
fac
(aux, N, πfac) = 1

(c) vrfyΠFS
df
(aux, N̂ , t, s1, s2, πdf) = 1

Algorithm 4: Non-interactive setup protocol executed ahead-of-time by the server

4.3 Interactive Key-Generation

This section covers the distributed 2-party generation of an ECDSA public key, together with
shares of the associated secret key and a Paillier encryption of the server share. In the following,
we assume that the server has executed the non-interactive setup of Section 4.2, and that the client
has successfully verified the setup. In Protocol 2 below, we let n denote the length of an RSA
modulus that will be generated by the client. Note that we do not set n = nrsa because the client
modulus plays a different role: unlike the modulus generated by the server, it is an ephemeral RSA
modulus, generated and used solely for the purpose of enabling an efficient zero-knowledge proof of
equality between the Paillier-encrypted secret-key share x2 of the server, and the discrete logarithm
of the server’s (multiplicative) share X2 of the public key. In particular, revealing the factorization
of the ephemeral modulus after completion of Protocol 2 would not cause any security issue.
In practice, this means that we can reasonably set n to be smaller than nrsa and set a timeout
for the client. Concretely, we set nrsa = 3072 and n = 2048 in our implementation, and set
the client timeout to 1 minute. This corresponds to making the (conservative) assumption that
factoring a 2048-bit RSA modulus within 1 minute is not feasible (note that according to the NIST
documentation [Bar20], a 2048-bit RSA modulus corresponds to a 112-bit security level).
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Protocol Generate Address – i.e. PK

Common Input. (G, g, q), SetupData and identifier ssid = (sid, keygen,C, . . .) and d ∈ N.

Operations. The following operations are executed in sequential order.

1. S: Sample x′2
$← ±2nx , and do:

– Set X2 ← gx
′
2 and B ← RO(ssid, S, X2).

– Send B to C.

2. C: Sample x1
$← Fq, (M̂, nrsa, v, u1, u2; p̂, q̂, λ1, λ2)

$← SampleDF(1ℓ), and do:

– Generate ψdf∗
$← ΠFS

df∗(ssid,C, M̂ , v, u1, u2;λ1, λ2).

– Set X1 ← gx1 and ψdlog
$← ΠFS

dlog(ssid,C, X1;x1).

– Send (X1, M̂ , v, u1, u2, ψdf∗ , ψdlog) to S.

3. S: Sample β
$← ±2nλ , and do:

– Check that vrfyΠFS
df∗

(ssid,C, M̂ , v, u1, u2, ψdf∗) = 1.

– Check that vrfyΠFS
dlog

(ssid,C, X1, ψdlog) = 1.

– Set E ← encN (x′2; ρ
β) and generate proof

ψdlenc
$← ΠFS

dlenc(ssid, S,G, g, q,X2, E , N, ρ, nx, nλ, M̂ , v, u1, u2;x
′
2, β)

– Send (X2, E , ψdlenc) to C.

4. C:

– Check that E ∈ Z∗N2 and B = RO(ssid, S, X2).

– Verify proof vrfyΠFS
dlenc

(ssid, S,G, g, q,X2, E , N, ρ, nx, nλ, M̂ , v, u1, u2, ψdlenc) = 1.

Public Output. X = X1 ·X2 ∈ G and E .

Secret Output. S outputs x2 = x′2 mod q and C outputs x1

Protocol 2: Interactive key-generation protocol.

At the cost of a computational and communication penalty, we note that the round complexity of
the above protocol may be reduced to two by using the exponent VRF primitive [BHL24b].

4.4 Distributed Signing

This section covers our main protocol, the signing protocol. Because Protocol 3 can be invoked
many times by any (client, server) pair, its efficiency is the most crucial aspect of our approach.

28



4.4.1 Two-round signing protocol

Protocol Signing

Common Input. (G, g, h, f, q), SetupData and ssid = (sid, sign,msg,C, . . .).

Message digest. m = F(msg)

S’s Input. φ(N)

Operations. The following operations are executed in sequential order.

1. S: Sample k2
$← Fq, and do:

– Set R2 ← gk2 and Y ← Xk2
1 .

– Send (R2, Y ).

2. C: Check that R2 ̸= 1 and Rx1
2 = Y , and do:

– Sample k1
$← Fq and (λ0, µ, µ

′)
$← (±2nλ0 )× (±⌊2na/q⌋)× (±⌊2nb/q⌋).

– Set R1 ← gk1 and R← Rk1
2

– r = X ((R2 · gRO(X,R1,R,m))k1) and S = encN (u; ρλ0) · Ev mod N2 where

u = [k−11 (m+ rx1)]q + µq, v = [k−11 r]q + µ′q

– Generate ψsig
$← ΠFS

sig(ssid,G, g, h, f,N, ρ, na, nb, N̂ , t, s1, s2,S, E ;u, v, λ0)
– Send (R1, R,S, ψsig).

3. S: Set r ← X (Rk2+RO(X,R1,R,m)
1 ) and do:

– Check that R1 ̸= 1, S ∈ Z∗N2 and R = Rk2
1 .

– Check that vrfyΠFS
sig
(ssid,G, g, h, f,N, ρ, na, nb, , N̂ , t, s1, s2,S, E , ψsig) = 1.

Output.

S outputs (r, σ) for σ = decφ(N)(S) · (k2 + RO(X,R1, R,m))−1 mod q iff (r, σ) is
valid.

Protocol 3: Threshold signing protocol.

5 Underlying ZK Protocols

This section covers the zero-knowledge proofs used in our non-interactive setup, distributed key-
generation, and signing protocols respectively. All protocols are described as interactive (three-
round) protocols, and are compiled into non-interactive zero-knowledge proofs via the Fiat-Shamir
transform. We note that the well-formed signature proof (Protocol 6) is used as proof of knowledge
in our threshold ECDSA protocol. While the Fiat-Shamir transform does not preserve knowledge
extractability in a concurrent setting in general (because it requires rewinding for extraction),
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our security analysis shows that these protocols (when compiled with Fiat-Shamir) are straight-
line extractable in the generic group model and random oracle model. Our protocol also relies
on the straight-line extractability of the standard (Fiat-Shamir-compiled) Schnorr Σ-protocol for
knowledge of a discrete logarithm, which we also prove to hold in the generic group and random
oracle models.

Definition 5.1. Let R = {(X;w)} denote an NP-relation and let ℓ denote the security parameter.
A Σ-protocol Π is a four-tuple of algorithms (S,P1,P2,V) parametrized by E and T such that:

0. σ ← S(1ℓ) denotes the setup parameter.

1. A← P1(σ,X;w, τ) denotes the provers’ first message where τ ∈ T .

2. z ← P2(σ,X, e;w, τ) denotes the provers’ second message where e ∈ E.

3. β ← V(σ,X,A, e, z) denotes the verifiers’ acceptance/rejection.

The tuple (σ,X,A, e, z) is called the transcript of the protocol. Security properties:

HVZK. For any σ ← S, there exists H such that the following are µ-statistically close:

(a) (σ,X,A, e, z) for τ ← T , e← E, A← P1(σ,X;w, τ), z ← P2(σ,X, e;w, τ)

(b) (σ,X,A′, e′, z′) for e′ ← E, (A′, z′)← H(σ,X, e′) such that V(σ,X,A′, e′, z′) = 1.

Soundness. If (X;w) /∈ R, then the following holds for every (P∗1,P
∗
2):

Pr
e←E,σ←S(1ℓ)
A←P∗

1(σ,X)

[z ← P∗2(σ,X, e) s.t. V(σ,X,A, e, z) = 1] ≤ λ

Let ΠR be a Σ-protocol for a relation R = {(X, ;w)}, and let ΠFS
R denote the NIZK obtained

by applying the Fiat-Shamir transform to ΠR (see Section 3.5.1). If ΠR is µ-HVZK, there exists
an efficient simulator SimR for ΠFS

R that is given programming access to the random oracle HS :
{0, 1}∗ → E: on input (σ,X), SimR samples e′ ← E and (A′, z′) ← H(σ,X, e′) (where H is the
sampling algorithm given by Definition 5.1). If (σ,X,A′) was never queried before, Sim programs
HS(σ,X,A′) = e′ and outputs (A′, e′, z′); otherwise, it outputs ⊥. The following is standard:

• For every fixed σ ← S∗ and (X;w) ∈ R, the distribution SimR(σ,X) conditioned on not
outputting ⊥ is µ-statistically close to the distribution sampled by ΠFS

R (σ,X;w).

• For every fixed σ ← S∗ and (X;w) ∈ R,

Pr[SimR(σ,X) = ⊥] ≤ Q2
HS

2m
,

where m denotes a lower bound on the min-entropy of the distribution {A′ : (A′, z′) ←
H(σ,X, e′)}.

Remark 5.2. For all zero-knowledge proofs considered in this work, it holds that the min-entropy
of the distribution {A′ : (A′, z′)← H(σ,X, e′)} is at least 2ℓ. Therefore, without loss of generality,
if ΠR is µ-HVZK, we can bound the advantage of any adversary, making at most QHS queries to
the random oracle, in distinguishing ΠFS

R (σ,X;w) from SimR(σ,X) by µ+Q2
HS/2

2ℓ.
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Notation 5.3. We denote SimR the simulator described above for ΠFS
R .

Notation 5.4. We say that Π is µ-HVZK and λ-sound with respect to R if it satisfies the security
properties outlined in Definition 5.1. Additionally, in the sequel, we demonstrate that some of our
protocols satisfy the ‘special’ soundness property, which allows for the extraction of a witness for
the NP-relation from two suitable transcripts of the protocol, although we do not formally define
this property.

5.1 Small Factors Proof (Πfac)

Protocol Small Factors

Common Input. N = pq ∈ Z s.t. 2n > N ≥ 2n−1, soundness parameter ℓ, and
aux ∈ {0, 1}∗. Strong prime d such that d > 2n+2ℓ+2ν+3 and g, h ∈ QRd.

Preliminary step. Set P̃ = gphr mod d and Q̃ = gqhs mod d for random r, s ∈ Z(d−1)/2.

Operations.

1. P sends (d, P̃ , Q̃) and (Ã, B̃, C̃) = (gα · hρ, gβ · hσ, Q̃α · hµ) for

(α, β, ρ, σ, µ)← (±2n/2+ℓ+ν)2 × Z3
(d−1)/2.

2. V sends e± 2ℓ

3. P returns (z1, z2, λ1, λ2, w) such that

z1 = α+ ep

z2 = β + eq

λ1 = ρ+ er mod (d− 1)/2

λ2 = σ + es mod (d− 1)/2

w = µ+ e(−sp) mod (d− 1)/2

Verifier’s Output. Reconstruct g, h from (d, aux) and accept if z1, z2 ∈ ±2n/2+ℓ+ν and
gz1hλ1 = Ã · P̃ e mod d

gz2hλ2 = B̃ · Q̃e mod d

Q̃z1hw = C̃ · gNe mod d

Protocol 4: Small factor proof Πfac.

Proposition 5.5. It holds that Πfac is (2−ν+1)-HVZK with respect to Rfac.

Proof. Define trans′ = (P̃ ′, Q̃′, Ã′, B̃′, C̃ ′, e′, z′1, z
′
2, λ
′
1, λ
′
2, w

′)
$← SimRfac

(N, d, g, h) as follows. Let

P̃ ′, Q̃′
$← QRd, λ

′
1, λ
′
2, w

′ $← Z(d−1)/2 and z′1, z
′
2

$← ±2n/2+ℓ+ν . Sample e′
$← ±2ℓ and set

(Ã′, B̃′, C̃ ′) = (gz
′
1hλ

′
1 · P̃ ′−e′ , gz′2hλ′

2 · Q̃′−e′ , Qz′1hw
′ · g−Ne′) mod d. We note that the statisti-

cal distance between trans′ and the transcript of Πfac is bounded by the statistical distance of
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(z1, z2) and (z′1, z
′
2), as all other values are sampled identically or they are set accordingly. Since

SD(z1, z
′
1) = SD(z2, z

′
2) ≤ 2−ν , the claim follows. □

5.1.1 Special Soundness of Πfac

Lemma 5.6 (Special Soundness). Using the notation above, let trans = (Ã, B̃, C̃, e, z1, z2, λ1, λ2, w)
and trans′ = (Ã, B̃, C̃, e′, z′1, z

′
2, λ
′
1, λ
′
2, w

′) denote two accepting transcripts of Protocol 4. Then,
there exists an extractor E such that at least one of the following holds true.

1. α← E(trans, trans′) and gα = h mod d.

2. (u, v)← E(trans, trans′) such that N = uv and |u|, |v| ≤ 2n/2+ℓ+ν

Proof. Write ∆(·) for the relevant differences, e.g., ∆e = e − e′. Deduce that N = pq mod d
for p = ∆z1/∆e mod d and q = ∆z2/∆e mod d. Otherwise, the equation below yields a discrete
logarithm relation between g and h.

Q̃∆z1h∆w =
(
g∆z2/∆eh∆λ2

/∆e

)∆z1
h∆w = gN∆e mod d

If not, i.e. ∆2
eN = ∆z1∆z2 mod d, by noting that N · 22ℓ < d/2 and |∆z1 ·∆z2 | ≤ 2n+2ℓ+ν+2 < d/2,

it follows that ∆2
e ·N = ∆z1∆z2 Finally, for f1 = gcd(∆2

e, u) and f2 = ∆2
e/f1 it holds that f1 | ∆z1

and f2 | ∆z2 . In conclusion, N = (∆z1/f1) · (∆z2/f2). □

5.2 Well-Formed Modulus (Πmod)

Protocol Well-Formed Modulus

Common Input. N ∈ Z such that N = 1 mod 4.

Secret Input. Odd primes p1, p2 such that N = p1p2 and gcd(N,φ(N)) = 1.

Operations.

1. V sends y ← Z∗N
2. P returns (a, b, x, z) ∈ {0, 1}2 × Z∗2N such that

– (a, b) are uniquely determined so that y0 = (−1)a · 2Nb · y ∈ QRN

– x is chosen at random as one of the 4-th roots of y0.

– z is the unique N -th root of y modulo N .

Verifier’s Output. Set w = 2N mod N and accept if
N = 1 mod 4

N is a composite number

x4 = (−1)a · wb · y mod N ∈ Z∗N
y = zN mod N ∈ Z∗N

Protocol 5: Well-Formed Modulus Πmod.
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Proposition 5.7. If (p1, p2) = (3, 7) mod 8, then Πmod is 0-HVZK with respect to Rmod. Addi-
tionally, Πmod is λ-sound with respect to Rmod, for

λ = max

{
1

4
,

1

gcd(N,φ(N))

}
.

Proof. The soundness property is a corollary of Lemma 5.8. For the HVZK property, define ZK
simulator which on input N returns (y, a, b, x, z) for (a, b, x̂) ← {0, 1}N × Z∗N and z = x̂4 · (−1)a ·
2−b mod N , x = x̂N mod N and y = zN mod N . We conclude that the tuple (y, a, b, x, z) is
identically distributed with the transcript of Πmod, because, under the assumption that (p1, p2) =
(3, 7) mod 8, −1 /∈ QRN of Jacobi symbol 1, 2 ∈ Z∗N has Jacobi symbol −1, and w = 2N ∈ Z∗N has
Jacobi symbol −1, since N is odd. □

Lemma 5.8. Using the notation from Protocol 5, the following hold true.

1. If gcd(N,φ(N)) ̸= 1, then the verifier accepts with probability at most 1/ gcd(N,φ(N)).

2. If N has more than three factors, then the verifier accepts with probability at most 1/4.

Proof. Item 1 is immediate since only |Z∗N |/ gcd(N,φ(N)) of the elements in Z∗N admit anN -th root.
For the second item, we first observe that if N has more than four factors then the verifer accepts
with probability at most 1/4 because at most |Z∗N |/24 elements admit fourth roots and thus the set
{(−1)a ·wb ·x4 mod N | (a, b, x) ∈ {0, 1}2×Z∗N} contains at most |Z∗N |/4 elements. If N has exactly
three factors, sayN = pqr, we note that (WLOG) r = 1 mod 4 becauseN = 1 mod 4. Furthermore,
for such an r, only 1/4 of the elements in Z∗r admit fourth roots. Therefore, it follows that the set
{(−1)a·wb·x4 mod N | (a, b, x) ∈ {0, 1}2×Z∗N} admits at most 4·(

∣∣Z∗p∣∣/2)·(∣∣Z∗q∣∣/2)·(∣∣Z∗p∣∣/4) = |Z∗N |/4
elements. This concludes the proof.

□

5.3 Well-Formed Signature (Πsig)

Protocol Well-Formed Signature

Common Input. Group-generators-order tuple (G, g, h, f, q), modulus N and ρ ∈ Z∗N2 ,

and Damg̊ard-Fujisaki params (N̂ , t, s1, s2) and (S, E) ∈ (Z∗N2)
2 s.t. S = encN (a; ρλ0) ·

Eb mod N2 and
(a, b, λ0) ∈ (±2na)× (±2nb)× (±2nλ0 ).

Auxiliary Input. P̃ = sa1s
b
2t

µ mod N̂ and Ũ = gahbfγ for µ← ±2ntρ and γ ← Fq.

Operations. (Recall ε = ℓ+ ν).

1. P samples (α, β, γ′, µ′, λ′)← (±2na+ε)× (±2nb+ε)× Fq × (±2ntρ+ε)×±(2nλ0
+ε)

and sends (P̃ , Ũ) and (Ṽ , B̃,D) such that
Ṽ = gαhβfγ

′ ∈ G

B̃ = sα1 s
β
2 t

µ′
mod N̂

D = encN (α; ρλ
′
) · Eβ mod N2.
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2. V sends e← ±2ℓ

3. P returns (z1, z2, w0, w1, w2) such that

z1 = α+ ea

z2 = β + eb

w0 = γ′ + e · γ mod q

w1 = µ′ + e · µ
w2 = λ′ + e · λ0

Verifier’s Output. Accept if z1, z2 ∈ (±2na+ε)× (±2nb+ε) and
gz1hz2fw0 = Ṽ · Ũ e ∈ G

sz11 s
z2
2 t

w1 = B̃ · P̃ e mod N̂ ∈ Z∗
N̂

encN (z1; ρ
w2) · Ez2 = D · Se mod N2 ∈ Z∗N2

Protocol 6: Well-Formed Signature Proof Πsig.

Proposition 5.9. Πsig is (5 · 2−ν)-HVZK with respect to Rsig.

Proof. The proof is similar to the proof of Proposition 5.5 and it is omitted from the text. □

5.3.1 Special Soundness of Πsig

Lemma 5.10 (Special Soundness). Using the notation above, let trans = (Ṽ , B̃,D, e, z1, z2, w1, w2)
and trans′ = (Ṽ , B̃,D, e′, z′1, z′2, w′1, w′2) denote two accepting transcripts of Protocol 6. Then, there
exists an extractor E given auxiliary input ρ0 ∈ Z∗N2 with ρN0 = ρ mod N2 such that at least one of
the following holds true.

1. (α, β, γ, δ)← E(trans, trans′) such that δ ��| gcd(α, β) and s
α
1 s

β
2 t

γ = P̃ δ mod N̂ .

2. k ← E(trans, trans′) such that k /∈ {1, N}, |k| < ℓ and gcd(k,N) ̸= 1.

3. (u, v, η, ζ)← E(trans, trans′) such that S = encN (u, ηN ) · Ev mod N2, Ũ = gufvhζ ,

u, v ∈ (±2na+ε)× (±2nb+ε).

Proof. Let (∆e,∆1,∆2,∆w0 ,∆w1 ,∆w2) ← (e − e′, z1 − z′1, z2 − z′2, w0 − w′0, w1 − w′1, w2 − w′2).
If ∆e ��| gcd(∆1,∆2), output (∆1,∆2,∆w1 ,∆e) and we are in case 1. Else if ∆e ̸= 1, N and
gcd(∆e, N) ̸= 1, output ∆e and we are in case 2. Else, output (u, v, η, ζ) as follows: Set
u = (z1 − z′1)/∆e and v = (z2 − z′2)/∆e. Notice that

encN (u∆e; ρ
∆w2 ) · Ev∆e = S∆e mod N2.

Thus (encN (u; 1)·Ev ·S−1)∆e = ρ−∆w2 = (ρ
−∆w2
0 )N mod N2 which yields η from Fact 5.11. Finally,

set ζ = ∆w0 ·∆−1e mod q, and deduce that Ũ = guhvf ζ , as required. □
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Fact 5.11. Let M,k, ℓ ∈ N such that gcd(k, ℓ) = 1 and k, ℓ ≤ M . For C, x ∈ Z∗M such that
Ck = xℓ modM , there exists efficiently computable (in |M |) y ∈ Z∗M such that C = yℓ modM .

Proof. Let (µ, ν) denote the Bézout coefficients of (k, ℓ). Notice that µk + νℓ = 1 by assumption.
So, setting y = xµ · Cν mod N , it holds that C = yℓ modM since

C = Cµk+νℓ = (Ck)µ(Cν)ℓ = (xℓ)µ(Cν)ℓ = (xµ · Cν)ℓ = yℓ modM

□

5.3.2 Partial Straight-Line Extractability of Πsig in the GGM

Claim 5.12 (Partial Straight-Line Extractability in the GGM). Let HS : {0, 1}∗ → Zq be a ran-
dom oracle. Let G be modeled as a generic group G of order q with group oracle O (as defined
in Section 3.6). Fix the group-generators (g, h, f) ∈ G3, modulus N , ρ ∈ Z∗N2, and Damg̊ard-

Fujisaki params (N̂ , t, s1, s2). Set pp ← (G, g, h, f, q,N, ρ, N̂ , t, s1, s2). Let (S, E) ∈ (Z∗N2)
2 and

aux = (aux∗, P̃ , Ũ) ∈ ZN̂ × G be auxiliary data, where aux∗ denotes some additional auxiliary
contextual data. For every (possibly malicious) prover P∗ outputting an accepting proof ψsig with
nonzero probability, let Q∗(aux, pp,S, E) denote the list of all queries to HS and O (together with
their answers) made by P∗ on input (aux, pp,S, E). Then, there exists an extractor GGMExtsig
such that

Pr[Ũ = gahbfγ | vrfyΠFS
sig
(aux, pp,S, E , ψsig) = 1 ∧ ¬Coincidence] ≥ 1− 1

2ℓ+1
,

where the probability is over ψsig ← P∗(aux, pp,S, E) and (a, b, γ) ←
GGMExtsig(aux, pp,S, E , ψsig,Q∗(aux, pp,S, E)), and Coincidence denotes the event (defined
in Section 6.1) that GGMExtsig fails to maintain unique representations of all group oracle
queries.

Proof. Given a malicious prover P∗ running on input (aux, pp,S, E) making queries Q∗ =
Q∗(aux, pp,S, E), we let GGMExtsig construct from Q∗ representations of all queries in lists B,L
as specified in Section 6.1. At any point of the execution, if a flag Coincidence is raised, GGMExtsig
outputs ⊥ and terminates.

• GGMExtsig runs ψsig ← P∗(aux, pp,S, E), and parses ψsig as (Ṽ , B̃,D, z1, z2, w0, w1, w2).

• If the proof ψsig verifies, GGMExtsig retrieves the representation Ũ =
∏

Z∈B ZγZ from L (it

exists necessarily as Ũ gets added to L after (aux, pp,S, E , Ṽ , B̃,D) is queried to HS if it was
not already there).

• If γZ = 0 for all Z ∈ B \ {g, h, f}, GGMExtsig sets (a, b, γ)← (γg, γh, γf ).

• Else, GGMExtsig raises a flag FailExt, output ⊥, and terminates.

We now show that

Pr[FailExt | ¬Coincidence] ≤ 1

2ℓ+1
.
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Proof. Assume FailExt is raised and no flag coincidence is raised. Since ψsig verifies, we have

gz1hz2fw0 = Ṽ · Ũ e.

Let Z ∈ L \ {g, h, f} such that γZ ̸= 0 in the representation Ũ =
∏

Z∈B ZγZ . By uniqueness of the
representation, we have γ′Z +e ·γZ = 0. As e is sampled by Sim uniformly at random over ±2ℓ after
(S, P̃ , Ũ , Ṽ , B̃,D) is queried to HS (independently of the representations of Ũ and Ṽ ), this happens
with probability at most 1/2ℓ+1. This concludes the proof. □

□

5.4 Discrete Logarithm (Πdlog)

Protocol 5.13 (Discrete Logarithm).

Common Input. Group-tuple (G, g, q) and X = gx.

Operations.

1. P samples α← Zq and sends A = gα ∈ G.

2. V sends e← ±2ℓ.

3. P returns z = α+ e · x.

Verifier’s Output. Accept if XeA = gz.

The following is standard:

Proposition 5.14. It holds that Πdlog is 0-HVZK with respect to Rdlog.

Claim 5.15 (Extractability in the GGM). Let HS : {0, 1}∗ → Zq be a random oracle. Let (G, g, q)
be modeled as a generic group (G, g, q) with group oracle O (as defined in Section 3.6), let X ∈ G be
a group element and aux be some auxiliary contextual data. For every (possibly malicious) prover
P∗ outputting an accepting proof ψdlog with nonzero probability, let Q∗(aux, X) denote the list of
all queries to HS and O (together with their answers) made by P∗ on input (aux, X). Then, there
exists an extractor GGMExtdlog such that

Pr[X = gx | vrfyΠFS
dlog

(aux, X, ψdlog) = 1 ∧ ¬Coincidence] ≥ 1− 1

q
,

where the probability is over ψdlog ← P∗(aux, X) and x← GGMExtdlog(aux, X, ψdlog,Q∗(aux, X)),
and Coincidence denotes the event (defined in Section 6.1) that GGMExtdlog fails to maintain unique
representations of all group oracle queries.

Proof. Given a malicious prover P∗, we let GGMExtdlog maintain representations f all queries in
lists B,L as specified in Section 6.1. At any point of the execution, if a flag Coincidence is raised,
GGMExtdlog outputs ⊥ and terminates.

• GGMExtdlog runs ψdlog ← P∗(aux, X), and parses ψdlog as (A, z).
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• If the proof ψdlog verifies, GGMExtdlog retrieves the representation X =
∏

Z∈B ZγZ from L
(it exists necessarily as X gets added to L after (aux, X,A) is queried to HS if it was not
already there).

• If γZ = 0 for all Z ∈ B \ {g}, GGMExtdlog sets x← γg.

• Else, GGMExtdlog raises a flag FailExt, output ⊥, and terminates.

We now show that Pr[FailExt | ¬Coincidence] ≤ 1
q . Assume FailExt is raised and no flag coincidence

is raised. Since ψdlog verifies, we have Xe ·A = gz. Write X =
∏

Z∈B ZγZ and A =
∏

Z∈B ZδZ . Let
Z be any element of B \ {g} such that γZ ̸= 0. Because Xe · A has a unique representation in L
as gz, we necessarily have γZ + e · δZ = 0. As e is sampled by HS on input (aux, X,A) uniformly at
random over Zq (independently of the representations of X and A), this happens with probability
at most 1/q. This concludes the proof. □

5.5 Encrypted Discrete Log (Πdlenc)

Protocol Encrypted Discrete Log

Common Input. Group-tuple (G, g, q) and X = gx, modulus N and ρ ∈ Z∗N2 , parameters

(M̂, u1, u2, v) and E ∈ Z∗N2 such that E = encN (x; ρλ) mod N2 and x ∈ ±2nx , λ ∈ ±2nλ .

Auxiliary Input. P̃ = ux1u
λ
2v

µ mod M̂ for µ← ±M̂ · 2ν .

Operations. (Recall ε = ℓ+ ν).

1. P samples (α, λ′, µ′)← (±2nx+ε)× (±2nλ+ε)× (±M̂ · 2ν+ε) and sends P̃ and
A = gα ∈ G

B̃ = uα1u
λ′
2 v

µ′
mod M̂

D = encN (α; ρλ
′
) mod N2.

2. V sends e← ±2ℓ

3. P returns (z1, z2, z3) such that


z1 = α+ e · x
z2 = λ′ + e · λ
z3 = µ′ + e · µ

Verifier’s Output. Accept if (z1, z2) ∈ ±2nx+ε ×±2nλ+ε and


gz1 = A ·Xe ∈ G

uz11 u
z2
2 v

z3 = B̃ · P̃ e mod M̂ ∈ Z∗
M̂

encN (z1; ρ
z2) = D · Ee mod N2 ∈ Z∗N2

Protocol 7: Encrypted Discrete Log Proof Πdlenc.
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Proposition 5.16. It holds that Πdlenc is (2−ν+2)-HVZK with respect to Rdlenc.

Proof. The proof is similar to the proof of Proposition 5.5 and it is omitted from the text. □

Claim 5.17 (Special Soundness). Using the notation above, let trans = (A, B̃,D, e, z1, z2, z3) and
trans′ = (A, B̃,D, e′, z′1, z′2, z′3) denote two accepting transcripts of Protocol 6. Then, there exists
an extractor E given auxiliary input ρ0 ∈ Z∗N2 with ρN0 = ρ mod N2 such that at least one of the
following holds true.

1. (α, β, γ, δ)← E(trans, trans′) such that δ ��| gcd(α, β) and u
α
1u

β
2v

γ = P̃ δ mod N̂ .

2. k ← E(trans, trans′) such that k /∈ {1, N}, k < 2ℓ and gcd(k,N) ̸= 1.

3. (x1, x2, σ0,∆e)← E(trans, trans′) such that

(a) (x1, x2, σ0) ∈ ±2nx+ν+1 ×±2nλ+ν+1 × Z∗N2,

(b) X = gx1 ∈ G and E = (1 +N)x1ρx2σN0 mod N2,

(c) (σN0 )∆e = 1 mod N2 and |∆e| ≤ 2ℓ.

In particular, this implies that assuming the hardness of strong RSA and N does not admit small
factors, it necessarily holds that the extractor produces the triple (x1, x2, σ0) satisfying the condi-
tions of Item 3.

Proof. Let (∆e,∆1,∆2,∆3)← (e′ − e, z′1 − z1, z′2 − z2, z′3 − z3). By the verification equations,

• u∆1
1 u∆2

2 v∆3 = P̃∆e mod M̂ ,

• g∆1 = X∆e ∈ G and encN (∆1; ρ
∆2) = E∆e mod N2.

If ∆e ��| ∆1,∆2, output (∆1,∆2,∆3,∆e) thus satisfying Item 1. Else, if ∆e /∈ {1, N} and
gcd(∆e, N) ̸= 1, output ∆e as per Item 2. Else, output (x1, x2, σ0) as follows. Set (x1, x2) ←
(∆1/∆e,∆2/∆e). This immediately implies that (x1, x2) ∈ ±2nx+ε+1 × ±2nλ+ε+1 and X = gx1

since ∆e is coprime to q. The last equation becomes (ρ∆2
0 )N = (E · encN (−x1; 1))∆e mod N2. Since

gcd(∆e, N) = 1 compute η ∈ Z∗N2 using Fact 5.11 such that encN (x1; η
N ) = E mod N2 and set

σ0 = η · ρ−x2
0 mod N2. Deduce that{

E = (1 + x1N) · ηN = (1 + x1N) · ρx2σN0 mod N2

σN∆e
0 = E∆e · encN (−∆1; ρ

−∆2) = 1 mod N2

In conclusion, since |∆e| ≤ 2ℓ the conditions of Item 3 are satisfied. □

5.6 Damg̊ard-Fujisaki Parameters (Πdf)

Protocol Damg̊ard-Fujisaki Params Proof

Common Input. N̂ ∈ Z and (s1, s2, t) s.t. {tλi = si mod N̂}i=1,2 for maxi(|λi|) < 22ℓ .

Operations.

1. P sends A = tα mod N̂ for α← ±22ℓ+ν
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2. V replies with e1, e2 ← {0, 1}
3. P sends z = α+ e1λ1 + e2λ2.

Verifier’s Output. Accept if t ∈ Z∗
N̂
, z ∈ ±22ℓ+ν and tz = A · se11 s

e2
2 mod N̂ .

Protocol 8: Σ-protocol for proving correctness of the Damg̊ard-Fujisaki parameters (s1, s2, t).

Proposition 5.18. It holds that Πdf is (2−ν+1)-HVZK and (2−1)-sound with respect to Rdf .

Proof. The HVZK property is similar to the proof of Proposition 5.5 and it is omitted from the
text. The soundness property follows from the claim below.

Claim 5.19. Using the notation from Protocol 8, if si /∈ ⟨t⟩ or [λi]ord(t) /∈ ±2ℓ+ν+1, for some i ∈ [2],
then the Verifier accepts with probability at most 1/2.

Proof. We prove the claim for arbitrary tuple (s1, . . . , sn, t), with n = 2 being the special case above.
First, suppose that si /∈ ⟨t⟩ for all i ∈ [n]. Observe that for accepting transcripts (A, e1, . . . , en, z)
and (A, e′1, . . . , e

′
n, z), if (e1, . . . , en) and (e′1, . . . , e

′
n) have hamming distance 1, then at least one of

the si’s belongs to ⟨t⟩. Consequently, since every code in Zn
2 of size 2n−1 + 1 has minimal distance

at most 1, it follows that the verifier accepts with probability at most 1/2 in this case. Next,
suppose that s1, . . . , sm /∈ ⟨t⟩ and sm+1, . . . , sn ∈ ⟨t⟩ then the problem is reduced to tuples of the
form (s1, . . . , sm, t), and the verifier accepts with probability at most 1/2 by the previous argument.
Finally, write ωt = ord(t), and assume that s1, . . . , sn ∈ ⟨t⟩ and [λ1]ωt /∈ ±22ℓ+ν+1. Fix A ∈ Z∗

N̂
and

e1, . . . , en ∈ {0, 1} and β ∈∈ ±ωt such that tβ = A
∏n

j=2 s
ej
j and assume that (A, e1, . . . , en, z) is a

valid transcript. Note that z = β mod ωt if e1 = 0 and z = λ1+β mod ωt, otherwise. Furthermore,
for some µ ∈ {−1, 0, 1}, observe that

|[λ1 + β]ωt | = |[λ1]ωt + β + µ · ωt]| ≥ |[λ1]ωt + µ · ωt]| − |β|

Thus, if β ∈ ±22ℓ+ν and [λ1 + β]ωt ∈ ±22ℓ+ν then

|[λ1]ωt + µ · ωt]| ≤ |[λ1 + β]ωt |+ |β| ≤ 22ℓ+ν . (1)

By Equation (1), using the fact that [λ1]ωt ∈ ±ωt, it follows that{
|[λ1]ωt | ≤ 22ℓ+ν if µ = 0

ωt ≤ 22ℓ+ν+1 if µ ̸= 0

In both cases, |[λ1]ωt | ≤ 22ℓ+ν . In conclusion, either β /∈ ±22ℓ+ν or [λ1 + β]ωt /∈ ±22ℓ+ν , and thus
the Verifier accepts with probability at most 1/2. □

□

5.7 Damg̊ard-Fujisaki-star Parameters (Πdf∗)

The following protocol is adapted from [HLM24].
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Protocol Damg̊ard-Fujisaki-star Params Proof

Soundness & ZK Parameter: ℓ0 and ν

Common Input. N̂ ∈ Z and (s1, s2, t) such that {tλi = si mod N̂}i=1,2.

Operations.

1. P sends A = tα mod N̂ for α← ±2ℓ0+ν ·maxi(2
⌈log(λi)⌉)

2. V replies with e1, e2 ← {0, . . . , 2ℓ0 − 1}
3. P sends z = α+ e1λ1 + e2λ2.

Verifier’s Output. Accept if t ∈ Z∗
N̂

and tz = A · se11 s
e2
2 mod N̂ .

Protocol 9: Σ-protocol for proving relaxed correctness of the Damg̊ard-Fujisaki parameters
(s1, s2, t).

Proposition 5.20. Let ω denote the order of largest cyclic subgroup in ⟨s1, s2⟩/⟨t⟩. It holds that
Πdf∗ is (2−ν+1)-HVZK and λ-sound with respect to Rdf , for

λ = max

{
1

ω
·
(

2

1− 2−ℓ0/2

)2

,
1

2ℓ0
+

1

2ℓ0/2

}
.

Proof. The HVZK property is similar to the proof of Proposition 5.5 and it is omitted from the
text. Let σi = argmin{ord(σ) s.t. σ−1si ∈ ⟨t⟩}, i.e. σi is the smallest-order element such that
σ−1si ∈ ⟨t⟩. Let S = ⟨σ1, σ2⟩. We prove the claim using the following inequality proven separately
in Lemma 5.23: For any a ∈ S,

Pr
e2,e2←±2ℓ0

[a = σe11 σ
e2
2 ] ≤ max

{
1

ω
·
(

2

1− 2−ℓ0/2

)2

,
1

2ℓ0
+

1

2ℓ0/2

}
. (2)

By noting that ⟨s1, s2, t⟩ ∼= ⟨t⟩ × S, we deduce that A = tα · a−1 mod N for a ∈ S, and tz =
A · se11 s

e2
2 mod N̂ implies a = σe11 σ

e2
2 ∈ S and the claim follows by Equation (2). □

5.7.1 Proof of Equation (2)

Fact 5.21. Let S denote an arbitrary finite abelian group. Then, there exist h1, . . . , hn ∈ S such
that ord(⟨hi⟩) | ord(⟨hi−1⟩) for every i ∈ {2, . . . , n} and

S ∼= ⟨h1⟩ × . . .× ⟨hn⟩

Proof. Let Ck denote the unique (up to isomorphism) cyclic group with k elements. By the fun-
damental theorem for finitely generated abelian groups, there exist distinct primes q1, . . . , qm0 and
prime powers pα1

1 , . . . , pαm
m such that pi ∈ {q1, . . . , qm0} for all i ∈ m and

S ∼= ×i∈[m]Cp
ai
i
.

Fix H1 =
∏

i∈[m0]
C
q
bi
i

such that qbii = maxj{p
aj
j s.t. pj = qj}. Define H2, . . . ,Hn analogously with

respect to S/H1,S/(H1 × H2), . . . ,S/(H1 × . . . × Hn−1). Observe that S ∼= H1 × . . . × Hn and the
claim follows straightforwardly. □
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Fact 5.22. Let e
$← [2ℓ0 ] and u1, . . . , un ∈ N pairwise coprime such that ui ≤ 2ℓ0/n for all i ∈ [n]

and fix an arbitrary γ ∈ [2ℓ0 ]. Then, for every i ∈ [n],Pr
[
e = γ mod

∏
j uj

]
≤ 1∏

j uj
+ 1

2ℓ0

Pr
[
e = γ mod

∏
j ̸=i uj

]
≥ 1−2−ℓ0/n∏

j ̸=i uj

Proof. Let ω =
∏n

j=1 uj , a = [2ℓ0 ]ω and ε = a
2ℓ0

. Compute:

Pr

e = γ mod
∏
j

uj

 ≤ 1− ε
ω

+
ε

a
≤ 1

ω
+

1

2ℓ0

On the other hand, fix i arbitrarily and let ωi =
∏

j ̸=i uj , ai = 2ℓ0 mod ωi and εi =
ai
2ℓ0

. Notice

that εi ≤ 2(n−1)ℓ0/n/2ℓ0 ≤ 2−ℓ0/n and thus:

Pr

e = γ mod
∏
j ̸=i

uj

 ≥ 1− εi
ωi

≥ 1− 2ℓ0/n

ωi
.

□

Lemma 5.23. Let S = ⟨σ1, . . . , σn⟩ be an arbitrary finite abelian group and let ω denote the order
of the largest cyclic subgroup. For arbitrary a ∈ S and ℓ0 ∈ N, it holds that

Pr
{ei←±2ℓ0}ni=1

[
a =

n∏
i=1

σeii

]
≤ max

{
1

ω
·
(

2

1− 2−ℓ0/n

)n

,
1

2ℓ0
+

1

2ℓ0/n

}
Proof. Applying Fact 5.21, let h1, . . . , hn0 such that ord(⟨hi⟩) | ord(⟨hi−1⟩) for all i ∈ {2, . . . , n}
and

S ∼= ⟨h1⟩ × . . .× ⟨hn0⟩.

Write g = h1 and a = gγ ·
∏

j≥2 h
δj
j and σi = gαi ·

∏
j≥2 h

βi,j

j and deduce that

Pr
{ei←±2ℓ0}i

[
a =

∏
i

σeii

]
≤ Pr
{ei←±2ℓ0}i

[
gγ = g

∑n
i=1 eiαi

]
≤ Pr
{ei←±2ℓ0}i

[
γ =

n∑
i=1

eiαi mod ω

]
Observe that gcd(α1, . . . , αn, ω) = 1; otherwise g /∈ ⟨σ1, . . . , σn⟩. By reordering the α’s, using
Fact 5.24 let u1, . . . , um with m ≤ n be a decomposition of ω into pairwise coprime integers such
αj is a unit modulo uj , for j ∈ [m]. Next, letting k denote the index such that uk = maxj{uj},
deduce that

Pr
{ei←±2ℓ0}i

[
γ =

n∑
i=1

eiαi mod ω

]
≤ Pr
{ei←±2ℓ0}i

[
γ =

n∑
i=1

eiαi mod max
j
{uj}

]

≤ max
γ0∈[uk],{ei}i ̸=k

{
Pr

ek←±2ℓ0
[γ0 = ek mod uk]

}
≤ 1

uk
+

1

2ℓ0
(3)
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If uk = maxj{uj} ≥ 2ℓ0/n, then we are done by Equation (3). Otherwise, by Fact 5.22, for any
i ∈ [m] and γ0 ∈ ±2ℓ0 :

µi,γ0 = Pr
e←±2ℓ0

γ0 = e mod ui

∣∣∣γ0 = e mod
∏
j ̸=i

uj

 =
Pr

[
γ0 = e mod

∏
j uj

]
Pr

[
γ0 = e mod

∏
j ̸=i uj

]
≤ 2∏

j uj
·
∏

j ̸=i uj

1− 2ℓ0/n

=
2

1− 2ℓ0/n
· 1
ui
,

and, fix e′m+1, . . . , e
′
n that maximizes Pr

{ei←±2ℓ0}mi=1

[γ′ =
∑m

i=1 eiαi mod ω] for γ′ = γ−
∑n

j=m+1 e
′
jαj

and deduce that

Pr
{ei←±2ℓ0}ni=1

[
γ =

n∑
i=1

eiαi mod ω

]

≤ Pr
{ei←±2ℓ0}mi=1

[
γ′ =

m∑
i=1

eiαi mod ω

]
= Pr
{ei←±2ℓ0}mi=1

[
m∧
i=1

γ′ =
m∑
i=1

eiαi mod ui

]

= Pr
{ei←±2ℓ0}mi=1

 m∧
i=1

ei = α−1i

γ′ −∑
j ̸=i

ejαj

 mod ui


≤ max
{βi∈[ω/ui]}mi=1

 Pr
{ei←±2ℓ0}mi=1

 m∧
i=1

ei = α−1i

γ′ −∑
j ̸=i

ejαj

 mod ui

∣∣∣ m∧
i=1

ei = βi mod ω/ui


≤

m∏
i=1

max
{βj∈[ω/uj ]}mj=1

 Pr
ei←±2ℓ0

ei = α−1i

γ′ −∑
j ̸=i

ejαj

 mod ui

∣∣∣ m∧
j=1

ej = βj mod ω/uj


≤

m∏
i=1

max
γ0∈[ω]

{
Pr

ei←±2ℓ0
[ei = γ0 mod ui | ei = γ0 mod ω/ui]

}
=

m∏
i=1

max
γ0∈[ω]

{µi,γ0}

≤ 1

ω
·
(

2

1− 2−ℓ0/n

)m

≤ 1

ω
·
(

2

1− 2−ℓ0/n

)n

.

□

Fact 5.24. Let ω and α1, . . . , αn ∈ {0, . . . , ω − 1} such that gcd(α1, . . . , αn, ω) = 1. Then, there
exists u1, . . . , um ∈ N for m ≤ n such that (up to reordering of the α’s):

1. w =
∏m

j=1 ui and u1, . . . , um are pairwise coprime.

2. ∀j ∈ [m], αj ∈ Z∗uj
.

Proof. Let V j,ω′ = {u ∈ [ω′] s.t. u | ω′ ∧ ∃i ≥ j s.t. αi ∈ Z∗u} Let u1 = max(V 1,ω). We
note that u1 is well-defined because if, for every prime p dividing ω, αi /∈ Z∗p for all i ∈ [n], then
gcd(α1, . . . , αn, ω) ̸= 1. This contradicts the hypothesis of the claim. Without loss of generality
assume that α1 ∈ Z∗u1

. If u1 = ω, then we are done. Otherwise, note that u1 and ω/u1 are coprime.
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If they are not, there exists a prime p such that α1 ∈ Z∗pu1
, which contradicts the maximality of u1.

The claim follows by simple induction.
Assume that u1, . . . , ui and ω/(u1 . . . uj) ̸= 1 are pairwise coprime such that

∏
j uj | ω, αj ∈ Z∗uj

and αj /∈ Z∗p for every prime p | ω/(u1 . . . uj). Let ui+1 = max(V i+1,ω/(u1...ui)). We note that ui+1

is well-defined for the following reasons:

1. For every prime p dividing ω/(u1 . . . ui), it holds that α1, . . . , αi /∈ Z∗p.

2. If, for every prime p dividing ω/(u1 . . . ui), αj /∈ Z∗p for all j ∈ [n], then gcd(α1, . . . , αn, ω) ̸= 1,
which contradicts the hypothesis of the claim.

3. The maximality of ui+1 yields that ui+1 and ω/(u1 . . . ui+1) are coprime.

The process halts after at most n steps. Thus, m ≤ n. □

6 Security Analysis

In this section, we prove the following:

Theorem 6.1. Assume the doubly-enhanced unforgeability of ECDSA, the SEDCR assumption, and
the strong-RSA assumption. Then, when modeling the hash function HS as a random oracle and
the group G as a generic group G, the probability that a corrupted party outputs a valid signature
σ∗ on message m∗, after interacting concurrently in any (polynomial) number of key generation
sessions and signing sessions on messages m ̸= m∗ is negligible.

The precise bounds of the theorem vary depending on whether we consider a corrupted client or
a corrupted server; the exact bounds are given in Theorem 6.4 and Theorem 6.8 respectively. In
the following, given an adversary Adv that corrupts either the client C or the server S, We describe
a simulator Sim that emulates the behavior of the honest party and interacts with an ECDSA
challenger, a generic group oracle OG, and a (programmable) random oracle HS.

6.1 Lazy symbolic interfacing with the GGM and the signing oracle

Security analyses in the GGM typically consider a simulator Sim that plays the role of an interface
between the adversary and the generic group G, and records the adversary’s queries to the group-
oracle O. We recall in this section a standard technical lemma that states, informally, that every
group element G produced by the adversary (either in messages exchanged in the protocol, through
queries to the group oracle, or to the random oracle) is either basic (it has never been produced
before as the output of a group oracle queries), or the simulator can find a unique representation
of G in terms of basic elements. In this work, we also need a generalization of this lemma for
the setting where Sim additionally interacts with a signing oracle. Similar generalizations were
previously shown to hold in [Bro02; GS22]; we require a slight variant tailored to our doubly
enhanced unforgeability game.

Representations of group elements. Formally, we consider a simulator Sim maintaining two
lists: a list B of elements of G, and a list L, initially empty. The list B contains all the basic
elements (that have not been produced as a result of group operations) and L contains the represen-
tations all elements seen by Sim (either basic elements or produced as a result of group operations,
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of which Sim will know a representation in terms of basic elements). The entries of L are formal
equality of the form P =

∏
Z∈B ZγZ (where γZ = 0 for all but one Z if P ∈ B), where the indices

Z ∈ B are treated as formal variables. Throughout the emulation, Sim will maintain a unique
representation for each element of L, and abort if an element has two distinct representations.

Handling queries to the group oracle. Whenever Sim receives (or observes in a query to an
oracle) a group element P ∈ G, it checks whether L contains a representation P =

∏
Z∈B ZγZ . If

it does not, Sim adds P to B and the trivial representations P = P, P−1 = P−1 to L. Whenever
Sim observes a query O(P1, P2) to the group oracle with answer P ,

• For j ∈ {1, 2}, if L does not contain a representation Pj =
∏

Z∈B ZγZ , Sim adds Pj to B and
the trivial representations Pj = Pj , P

−1
j = P−1j to L.

• Sim retrieves the unique representations P1 =
∏

Z∈B Zγ1
Z and P2 =

∏
Z∈B Zγ2

Z of (P1, P2)

and adds to L the representations P =
∏

Z∈B Zγ1
Z+γ2

Z and P−1 =
∏

Z∈B Z−γ
1
Z−γ

2
Z .

• If P or P−1 has two distinct representations in L (where representations are distinct if their
are not equal as formal monomials), Sim raises a flag Coincidence.

Interacting with the signing oracle. Throughout the course of the simulation, Sim might
interact with the signing oracle SO to turn an attacker against the protocol into an attacker against
the (doubly enhanced) unforgeability of ECDSA.

• Initialization: Sim receives (g,X) from the signing oracle. It adds g,X to B and the trivial
representations g = g, g−1 = g−1, X = X,X−1 = X−1 to L.

• Presignatures: Whenever Sim sends a request (m, δ) for a presignature to the signing or-
acle, upon receiving the answer R, it adds R,R−1 to B and the trivial representations
R = R,R−1 = R−1 to L. If R or R−1 has two distinct representations in L, Sim raises
a flag Coincidence.

• Modifier: after sending a pair (ℓ, ψ) (for a presignature query (m, δ) with answer R) and
receiving a signature s, Sim

– computes µ = HS(X · gδ, Rℓ, ψ,m)

– sets r̂ = X ((R · gµ)ℓ)
– substitutes all occurrences of R in the right hand side of representations in L with
g(m+r̂δ)·(sℓ)−1 ·X r̂·(sℓ)−1

.

6.1.1 Unique representations

It is a standard lemma (that follows from the analysis of Theorem 1 in [Sho97]) that when Sim
interfaces only with the group oracle, the probability of raising a flag Coincidence is at most Q2

O/q,
where QO denotes the total number of queries to the group oracle. A variant of the lemma account-
ing for interactions with a signing oracle was stated in [Bro02, Lemma 1]. A further generalization
of this lemma, accounting for presignatures, was established in [GS22]; all variants are proven via
a relatively straightforward use of the Schwarz-Zippel lemma. In this work, we use a slight variants
of the latter that also accounts for the use of modifiers in our doubly-enhanced ECDSA experiment:
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Lemma 6.2 (Unique representations). Let Q denote a bound on the total number of queries to
either the group oracle or the signing oracle. Then,

Pr[Coincidence] ≤ O(Q2)

q
.

Proof. The proof of Lemma 6.2 proceeds via a straightforward application of Theorem B.1:

Game0. This is the original experiment, where Sim behaves as described in Section 6.1 and interacts
with a true generic group oracle G and signing oracle SO.

Game1. In this game, the reduction emulates G and SO via the lazy symbolic evaluator from Sec-
tion 7.1.1. By Theorem B.1, the advantage of any adversary in distinguishing Game0 from
Game1 is at most O(Q2/|G|) (where for large enough Q, the constant in the O(·) is smaller
than 6 and approaches 5). Therefore,

|PrGame0 [Coincidence]− PrGame1 [Coincidence]| ≤
O(Q2)

q
.

Furthermore, observe that by design, the lazy symbolic evaluator associates a unique group element
to any exponent viewed as its formal representation: if two elements differ in their representation,
the lazy symbolic evaluator associates them to distinct group elements (or aborts). Therefore,

PrGame1 [Coincidence] = 0,

which concludes the proof. □

6.1.2 Knowledge of exponents

The knowledge of exponent assumption, initially introduced in [Dam92] and generally called KEA1,
states that for any PPT adversary A, there exists an extractor EA such that the following holds:

Pr[∃x, (X,Y ) = (gx, hx) ∧ x′ ̸= x : (g, h)← G2, (X,Y )← A(g, h), x′ ← EA(g, h)] = neg(λ),

where the probability is taken over the random sampling of g, h and the coins of A. We restate
below the well-known result that KEA1 holds in the generic group model (with a universal extractor
E that works for every adversary A):

Lemma 6.3. Let G be a generic group, and let µ : G→ G be the associated bijective mapping. Fix a
generic Q-query adversary A and let E run the lazy symbolic simulator Sim described in Section 6.1.
Sample (g, h) ← G2 and (X,Y ) ← A(h, g). E outputs x′ if L contains representations X = gx

′

and Y = hx
′
; else, E outputs ⊥. Then:

Pr[E returns ⊥ ∧ Y = hµ
−1(X)] ≤ Q/q.

Lemma 6.3 is a classical result and has been proven in several works [Den06; AF07] in the setting
where no signing oracle is provided, using the standard lazy symbolic emulation of the generic
group model from[Sho97]. It is relatively immediate to observe that these analyses can be ported
directly to our setting by replacing the lazy symbolic evaluator with the one described in Section 6.1
and relying on Theorem B.1 to argue that the failure probability of the extractor does not change
significantly when the generic group is replaced with the lazy symbolic evaluator. We omit the
straightforward details.
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6.2 The client is corrupted, single key-generation

We consider an adversary A corrupting the client C and interacting with the honest server S as
follows:

1. S executes the non-interactive setup procedure from Algorithm 4.

2. S and C engage in a single execution of the key-generation procedure from Protocol 2.

3. S and C engage in polynomially-many signing sessions (Protocol 3) on messages chosen by A.
Let Nss denote the number of signing sessions and (mi)i≤Nss denote the signed messages.

At the end of the interaction, A outputs a pair (m∗, σ∗). We prove the following:

Theorem 6.4. Let A denote an adversary corrupting C, making at most QHS queries to the random
oracle HS and QO queries to the generic group G. Let AdvtecdsaA = AdvtecdsaA (1ℓ) denote the probability
that A outputs a valid forgery (m∗, σ∗) where σ∗ verifies and m∗ /∈ (mi)i≤Nss. Then there exists a
PPT adversary B (with running time comparable to that of A) such that

AdvtecdsaA ≤
(
2AdvecdsaB +

QO

q
+ 2−ν+ℓ0 + AdvsedcrB

)
· 2ℓ0

1−QHS/2ℓ

+QHS ·
(

1

2ℓ
+

2

q
+

4QHS

22ℓ

)
+

√
QHS · AdvsrsaB

2
+ 1.25 · 2−ν +

6Q2
O + 1

q
,

where ν denotes a statistical security parameter, ℓ0 = ⌈ℓ/rdf∗⌉, and rdf∗ is the number of repetitions
of the proof Πdf∗.

The rest of this section is dedicated to the proof of Theorem 6.4. Assume that

Pr[σ∗ verifies ∧ m∗ /∈ (mi)i≤Nss ] ≥ ε,

for some non-negligible ε, where the randomness is taken over the coins of A and S. We show via a
sequence of game hops how to construct from A an attack against the doubly-enhanced existential
unforgeability of ECDSA.
Let QHS and QO denote the total number of queries made by A to the random oracle HS and the
total number of queries made by both Adv and Sim to the generic group oracle O respectively.
In any game Gamei, we write Pr[Gamei] to denote the probability that A outputs an accepting
signature σ∗ on a message m∗ (that was not previously signed) at the end of Gamei. We proceed
through a sequence of game hops.

Game0. This is the normal game, where the simulator Sim emulates honestly the role of S. We
have Pr[Game0] ≥ ε.

Game1. In this game, Sim interfaces with the generic group oracle as prescribed in Section 6.1,
and emulates the random oracle lazily (that is, for each previously unseen query query from A,
it samples a uniformly random output HS(query) ← {0, 1}2ℓ). If Sim does not abort, this game is
perfectly indistinguishable from the previous game, hence by Lemma 6.2:

|Pr[Game0]− Pr[Game1]| ≤ Pr[Coincidence] ≤
6 ·Q2

O

q
.
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Game2. In this game, we delay the choice of the content of the commitment B sent by the server
in Protocol 2:

• In step 1 of Protocol 2, instead of setting B = HS(ssid, S, X2), Sim samples B ← {0, 1}2ℓ.
Sim plays as in Game1 otherwise, and in particular, samples x′2 ← ±2nx uniformly and sets
X2 = gx

′
2 .

• In step 3 of Protocol 2, before sending X2, Sim checks whether the tuple (ssid, S, X2) had
been queried by A. If it was queried, it raises a flag FailHS and aborts the simulation. Else, it
programs HS to output B on input (ssid,C, X2), and sends (X2, E , ψdlenc).

Because X2 is a uniformly random group element sampled independently of A, the probability that
A placed a query (ssid,C, X2) before Sim sends X2 is at most QHS/q. Conditioned on not raising
a flag FailHS, the view of A in Game2 is perfectly identical to its view in Game1 and we have:

|Pr[Game1]− Pr[Game2]| ≤ Pr[FailHS] ≤
QHS

q
.

Game3. We let Simdf , Simmod, Simfac, and Simdlenc denote zero-knowledge simulators for the proofs
ψdf , ψmod, ψfac, and ψdlenc respectively (all simulators are implicitly given programmable access to
the random oracle). In this game, Sim emulates all proofs using their respective zero-knowledge
simulator, programming the random oracle whenever needed. We denote ψ∗df , ψ

∗
mod, ψ

∗
fac, and ψ

∗
dlenc

the simulated proofs. We have

|Pr[Game3]− Pr[Game2]| ≤ 2−ν + 2−ν+2 + 4 ·Q2
HS/2

2ℓ,

using the fact that Πdf , Πmod, Πfac,Πdlenc are 2−ν+1-HVZK, 0-HVZK, 2−ν+1-HVZK, and 2−ν+2-
HVZK respectively, as well as Remark 5.2.

Game4. In this game, when receiving the proof ψdlog in Protocol 2, Sim stores all queries of query-
answer pairs of A to HS and O in Q∗ and invokes the generic group model extractor GGMExtdlog
from Claim 5.15 on input (ssid,C, X1, ψdlog) and query-answer list Q∗. If GGMExtdlog outputs ⊥,
Sim aborts. Otherwise, Sim obtains the discrete logarithm x1 of X1. We have

|Pr[Game4]− Pr[Game3]| ≤
1

q
.

Proof. The only difference between Game4 and Game4 happens if Sim does not abort in Game3 but
Sim aborts in Game4. Conditioned on Sim not aborting in Game3, no flag Coincidence is raised and
the proof ψdlog verifies, in which case it follows from Claim 5.15 that GGMExtdlog outputs x1 with
probability at least 1− 1/q. □

Game5. In this game, we let Sim sample an ECDSA secret key x ahead of time. Then, instead of
sampling x2 in the interactive key generation protocol (protocol 2), Sim does the following:

• In step 1 of Protocol 2, Sim samples and sends B ← {0, 1}2ℓ.

• In step 3 of Protocol 2, after extracting x1, Sim sets x2 ← x − x1, X2 ← gx2 , and randomly
samples x′2 ← ±2nx such that x′2 = x2 mod q. If no query (ssid,X2, S) was made to HS, Sim
programs B = HS(ssid,X2,S) and behaves as in Game4 for the rest of the game. Else, if a
query (ssid,X2,S) was already made to HS, Sim aborts.
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If no query (ssid,X2,S) was already made to HS, Game4 is perfectly identical to Game5. Further-
more, as x is uniformly random over Zq and X2 fully determines x = dlogg(X2 ·X1), this happens
with probability at most QHS/q. Hence:

|Pr[Game5]− Pr[Game4]| ≤
QHS

q
.

Game6. In this game, when receiving the proof ψsig in Protocol 3, Sim stores all queries of query-
answer pairs of A to HS and O in Q∗ and invokes the generic group model extractor GGMExtsig
from Claim 5.12 on input (aux∗ = (ssid,C), P̃ , Ũ , (G, g, h, f, q,N, ρ, N̂ , t, s1, s2),S, E , ψsig) and
query-answer list Q∗. If GGMExtsig outputs ⊥, Sim aborts. Otherwise, Sim obtains the repre-
sentation (a, b, µ) of Ũ = gahbfγ . We have

|Pr[Game5]− Pr[Game6]| ≤
1

2ℓ+1
.

Proof. The only difference between Game6 and Game5 happens if Sim does not abort in Game5 but
Sim aborts in Game6. Conditioned on Sim not aborting in Game5, no flag Coincidence is raised and
the proof ψsig verifies, in which case it follows from Claim 5.12 that GGMExtsig outputs (a, b, µ)
with probability at least 1− 1/2ℓ+1. □

Game7. In this game, Sim is not given the Paillier decryption key anymore, and does not decrypt
the ciphertext S to compute σ at the end of Protocol 3. Rather, after receiving the proof ψsig =

(P̃ , Ũ , B̃,D, e, z1, z2, w1, w2) in each signing session and extracting a triple (a, b, γ) ∈ Z3
q such that

Ũ = gahbfγ , Sim uses the quantity a + x2b instead of decφ(N)(S); that is, it computes σ as

σ = (a+ x2b) · (k2 · HS(X,Rk2
1 ,m))−1 mod q. We show:

Lemma 6.5. Assume that there exists a non-negligible δ such that

|Pr[Game7]− Pr[Game6]| ≥ δ.

Then there exists a polynomial-time algorithm B which breaks the strong-RSA assumption (Defini-
tion 3.3) with advantage

AdvsrsaB (1ℓ) ≥
(
δ2

QHS
+

δ

22ℓ

)
·
(
5

2
− 2

ϕ(N)

N

)
>

2 · δ2

QHS
.

Proof. Let BadCiphertext denote the event that there exists a signing session such that decφ(N)(S) ̸=
a+ x2b mod q. Clearly, if BadCiphertext does not happen, Sim’s behavior is identical in Game6 and
Game7. That is, |Pr[Game7] − Pr[Game6]| ≤ Pr[BadCiphertext]. We now bound Pr[BadCiphertext];
let δ ≥ |Pr[Game7] − Pr[Game6]| ≥ Pr[BadCiphertext]. Let A denote the following algorithm:
on input SetupData = (N, N̂, ρ0, ρ, t, s1, s2, h, f, ψmod, ψfac, ψdf) and a QHS-tuple of uniformly ran-
dom elements (h1, · · · , hQHS) ∈ ({0, 1}2ℓ)QHS , it emulates the interaction between Sim and Adv in
Game7, answering the j-th random oracle query of Adv with hj . Eventually, if Sim raises a flag

BadCiphertext after receiving a proof ψsig = (P̃ , Ũ , B̃,D, e, z1, z2, w1, w2) with e = hi∗ , it outputs
(i∗, ψsig). Otherwise, it outputs (0,⊥).
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By the Generalized Forking Lemma (Lemma 3.1), denoting DIG the distribution of (simulated)
SetupData sampled by Sim, there exists an algorithm FA that, on input SetupData, returns a triple
(b, so, so′) with b ∈ {0, 1} such that

pfork = Pr[b = 1 | SetupData← DIG, (b, so, so
′)← FA(SetupData)] ≥

δ2

QHS
− δ

22ℓ
,

and when b = 1, (so, so′) = (ψsig, ψ
′
sig) where ψsig = (P̃ , Ũ , B̃,D, hi, z1, z2, w1, w2), ψ

′
sig =

(P̃ , Ũ , B̃,D, h′i, z′1, z′2, w′1, w′2) are two accepting proofs, and LŨ = a + b · Zh + γ · Zf with
a+ x2 · b ̸= decφ(N)(S) mod q. In particular, by Lemma 5.10, we get that there exists an extractor

E given auxiliary input ρ0 ∈ Z∗N2 with ρN0 = ρ mod N2 such that at least one of the following holds
true:

1. δ ← E(so, so′) such that δ ��| gcd(α, β) and s
α
1 s

β
2 t

γ = P̃ δ mod N̂ , or

2. k ← E(so, so′) such that k /∈ {1, N}, |k| < 2ℓ and gcd(k,N) ̸= 1.

The second case above is ruled out by the small factor proof ψfac from SetupData, which guarantees
that no factor of N can be smaller than

√
N/2ℓ ≫ 2ℓ (since N > 24ℓ). The first case above yields to

a contradiction to the strong RSA assumption with probability pfork ·
(
5
2 − 2ϕ(N)

N

)
by Lemma 3.13.

This concludes the proof of Lemma 6.5 □

Before moving on to the next games, we recall a few parameters (we refer the reader to Section 8.1
for a detailed breakdown of our parameters) and introduce a few notations. The challenge space
for the proof ψdf∗ computed via ΠFS

df∗ is ±2ℓ0 , where ℓ0 = ⌈ℓ/rdf∗/⌉. rdf∗ denotes the repetition
parameter for the Σ-protocol Πdf∗, chosen such that the soundness error is at most 2−ℓ. Eventually,
x2 is sampled from ±2nx with 2nx ≥ q · 2νleak , and νleak = ℓ0 + 40 (40 being some fixed choice of
statistical security parameter). Given the Damg̊ard-Fujisaki parameters (u1, u2, v), let ω denote
the maximal order of an element σi such that ui/σi is in the subgroup generated by v. Rewrite
x′2, β as follows:

• x′2 = xleak + ω · x′′2 with xleak < ω,

• β = βleak + ω · β′ with βleak < ω.

With this ω-ary decomposition, we can rewrite E = encN (x′2; ρ
β) as E = Eleak · (E ′)ω mod N2, with

Eleak = encN (xleak; ρ
βleak) and E ′ = encN (x′′2; ρ

β′
).

Game8. In this game, we let Sim sample a guess ω̃ ← [2ℓ0 ] for the value of ω. Then, Sim samples
xleak, βleak ← Zω̃, x

′′
2 ← {0, · · · , ⌊2nx/ω̃⌋}, β′ ← {0, · · · , ⌊2nλ/ω̃⌋}, and µ← M̂ · 2ν . Sim sets

• x′2 = xleak + ω̃ · x′′2, X2 ← gx
′
2 , and β = βleak + ω̃ · β′,

• E = Eleak · (E ′)ω̃ mod N2, with Eleak = encN (xleak; ρ
βleak) and E ′ = encN (x′′2; ρ

β′
),

• P̃ = uxleak
1 uβleak

2 vµ mod M̂ .
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Let us denote E the event that there exists ω < 2ℓ0 such that ω is the maximal order of any element
σi for which ui/σi is in the subgroup generated by v (for i = 1, 2). By the soundness of ΠFS

df∗, for any

adversary making at most QHS queries to the random oracle and outputting (u1, u2, v, M̂) together
with an accepting proof ψdf∗, the probability of E is at least 1−QHS/2

ℓ. Furthermore, conditioned
on E and on Sim’s guess ω̃ being correct, i.e., ω̃ = ω, Game8 is distributed identically as Game7.
That is,

Pr[Game7 | E] = Pr[Game8 | E,ω = ω̃] ≥ Pr[Game7]−QHS/2
ℓ.

Furthermore,

Pr[Game8] = Pr[Game8 | E,ω = ω̃] · Pr[E,ω = ω̃] + Pr[Game8 | ¬E ∨ ω ̸= ω̃] · (1− Pr[E,ω = ω̃])

= Pr[Game8 | E,ω = ω̃] · 1−QHS/2
ℓ

2ℓ0
+ Pr[Game8 | ¬E ∨ ω ̸= ω̃] · (1− Pr[E,ω = ω̃])

≥ (Pr[Game7]−QHS/2
ℓ) · 1−QHS/2

ℓ

2ℓ0
.

Game9. In this game, Sim plays as in Game8 except that he samples E ′ as a uniformly random
ciphertext over QRN2 . Distinguishing Game9 from Game8 reduces immediately to the SEDCR
assumption, and we have

|Pr[Game9]− Pr[Game8]| ≤ AdvsedcrB (1ℓ),

where B denotes the adversary that receives an SEDCR challenge E ′ and runs the interaction between
Sim and A as in Game9 (using the challenge E ′ instead of sampling it at random).

Game10. In this game, Sim plays as in Game9, except that it samples x2 ← Zq (independently of
xleak) and sets X2 ← gx2 . We show:

|Pr[Game9]− Pr[Game10]| ≤ 2−40.

Proof. In Game9, x2 is sampled as [xleak + ω̃ · x′′2 mod q] with x′′2 ← [⌊2nx/ω̃⌋]. as q ≫ ω̃ is prime,
ω̃ and q are coprime. Using the parameter selection outlined in Section 8.1, ⌊2nx/ω̃⌋ ≥ 2nx−ℓ0 ≥
q ·240. Therefore, the distribution of [ω̃ ·x′′2 mod q] is within statistical distance 2−40 of the uniform
distribution over Zq, which implies that x2 = [xleak + ω̃ · x′′2 mod q] is within distance 2−40 of the
uniform distribution over Zq in Game9. This concludes the proof. □

Game11. In this game, when receiving the pair (R1, R) in Protocol 3 and instead of checking that
R = Rk2

1 , Sim retrieves the representations of (R1, R) from L. If R1 ̸= gk1 or R ̸= Rk1
2 , Sim aborts.

Otherwise, Sim obtains the discrete logarithm k1 of R1. By Lemma 6.3, we have

|Pr[Game10]− Pr[Game11]| ≤
QO

q
.

Proof. The only difference between Game11 and Game10 happens if Sim does not abort in Game10
(hence R = Rk2

1 ) but Sim aborts in Game11. If this happens with probability more than QO/q,
we get a contradiction to Lemma 6.3 by receiving a random KEA1 challenge (g,R2), constructing
Y = Rx1

2 (recall that x1 is extracted from ψdlog) and outputting the pair (R,R1) obtained from
C. □
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Game12. In this game, Sim does not sample x anymore at the beginning of Protocol 2. Instead,
Sim interacts with the signing oracle SO (Experiment 7.1):

• At the beginning of 2, Sim receives X ∈ G from SO.

• In step 1 of Protocol 3, Sim sends (m, 0) to SO and receives R2 from SO. After extracting
x1 = dlogg(X1), Sim sends (R2, Y = Rx1

2 ) to C.

• In step 3 of Protocol 3, after receiving R1 and extracting k1 = dlogg(R1), and (a, b, γ) ∈ Z3
q

from C, Sim checks whether a = k−11 · (m+ rx1) mod q and b = k−11 · r mod q.

• If this checks fails, Sim aborts.

• Else, Sim sends k1 to SO, receives σ, and outputs (σ, r).

During the above interactions with SO, Sim updates the lists B,L as prescribed in Section 6.1. We
prove the following:

|Pr[Game12]− Pr[Game11]| ≤ AdvecdsaB (1ℓ),

Where B denotes the adversary defined in the proof below.

Proof. If it holds that a = k−11 · (m + rx1) mod q and b = k−11 r mod q, then denoting µ =
HS(X,R1, R,m), we have σ = (a + x2b) · (k2 + µ)−1 = (m + rx) · (k1 · (k2 + µ))−1 mod q in
Game12, hence the signature computed in Game12 is identical to the signature obtained by Sim
in Game11. Therefore, Game12 and Game11 differ only when a ̸= k−11 · (m + rx1) mod q or
b ̸= k−11 · r mod q, yet the signature (r, σ = (a + x2b) · (k2 + µ)−1) verifies. It is straight-
forward to check that if a ̸= k−11 · (m + rx1) mod q and b = k−11 · r mod q, the equation
σ = (a + x2b) · (k2 + µ)−1 = (m + rx) · (k1 · (k2 + µ))−1 mod q cannot be satisfied, as it sim-
plifies to

a+ x2b = (m+ rx) · k−11 mod q

=⇒ a+ xb− x1b = mk−11 + xb mod q

=⇒ a− x1rk−11 = mk−11 mod q

=⇒ a = k−11 · (m+ rx1) mod q.

Therefore, we necessarily have b ̸= k−11 · r mod q. But then,

a+ x2b = (m+ rx) · k−11 mod q

=⇒ k1(a− x1b)−m = x(r − k1b) mod q

=⇒ x = k1(a− x1b) · (r − k1b)−1 mod q,

Hence, we let B denote the adversary that runs the interaction between Sim and A, playing the
role of Sim, (who knows x1, k1), and using it as above to extract the ECDSA secret key x. Using
x, outputting a forgery is straightforward. □

Remark 6.6. The reduction given above extracts the ECDSA secret key given a distinguisher be-
tween Game11 and Game12. Assuming the doubly-enhanced unforgeability of ECDSA is therefore
somewhat of an overkill here: it suffices to assume that it is hard for an adversary playing the
doubly-enhanced unforgeability game to output the ECDSA secret key, which is a much weaker
assumption.
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In Game12, Sim only interacts with the signing oracle SO. Therefore, any forgery produced by A
at the end of its interaction with Sim in Game12 yields a contradiction to the doubly-enhanced
unforgeability of ECDSA. This concludes the proof of Theorem 6.4.

6.3 The client is corrupted, multiple key-generation

We now address the more general setting where the corrupted client and the server can engage in
an arbitrary number of key generations. We consider an adversary A corrupting the client C and
interacting with the honest server S as follows:

1. S executes the non-interactive setup procedure from Algorithm 4 with session id sid.

2. At any time, S and C engage in an execution of the key-generation procedure from Protocol 2
with subsession id ssid.

3. For each subsession id ssid, S and C engage in polynomially-many signing sessions ( Protocol 3)
on messages chosen by A. Let Nss(ssid) denote the number of signing sessions with ssid and
(mssidi)i≤Nss denote the signed messages.

Corollary 6.7. Let A denote an adversary corrupting C, making at most QHS queries to the random
oracle HS and QO queries to the generic group G. Let Advmtecdsa

A = Advmtecdsa
A (1ℓ, t) denote the

probability that A outputs a valid forgery (m∗, σ∗) with respect to at least one of t subsessions ssid
where σ∗ verifies and m∗ /∈ (mi)i≤Nss(ssid). Then there exists a PPT adversary B (with running
time comparable to that of A) such that

Advmtecdsa
A ≤

√
QHS · AdvsrsaB

2
+
Q2

HS

22ℓ
t · AdvtecdsaB .

We sketch below of the analysis of the single key generation setting extends to the multi-instance
setting. We note that the reason why this is not immediately straightforward is that we cannot
simply apply the simulator of Section 6.2 for each of the ssid, because the simulation involves
guessing the order ω of a “cheating subgroup” that the adversary can introduce (this is the change
introduced in Game8). Concretely, the probability of guessing correctly is at least 1/2ℓ0 = 1/28

(using our concrete choice of parameters with rdf∗ = 16, ℓ = 128, and ℓ0 = ℓ/rdf∗). However, when
simulating t key generation instances in parallel, the probability of guessing correctly would drop
to 2−8t.
At a high level, we circumvent this issue by simulating only one branch, hoping that the adversary
will output an ECDSA forgery within this branch (this induces a 1/t loss, but this is the expected
loss when moving from unforgeability to 1-out-of-t unforgeability, where the adversary wins if they
manage to produce a forgery for one out of t public keys). However, using the simulator in one
branch requires simulating without the knowledge of the factorization of N in all other branches
(otherwise, the game hop in Game9, invoking the SEDCR assumption, cannot be made). Therefore,
for all other branches, we use a partial simulation that knows all secrets of S (x2, k2) except for the
factorization of N , and plays as the honest server, except that it does not decrypt the ciphertext
S and uses instead the extraction-based strategy of Game7. Details follow.

Game0. This is the normal game, where the simulator Sim emulates honestly the role of S. We
have Pr[Game0] ≥ ε.
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Game1. In this game, Sim simulates the proof πmod in Algorithm 4 using the zero-knowledge
simulator Simmod of ΠFS

mod. We have

|Pr[Game1]− Pr[Game0]| ≤ Q2
HS/2

2ℓ,

using the fact that Πmod is 0-HVZK as well as Remark 5.2.

Game2. In this game, Sim is not given the Paillier decryption key anymore, and does not decrypt
the ciphertext S to compute σ at the end of Protocol 3. Instead, in all signing sessions and for
all ssid’s, Sim plays exactly as in Game7 of Section 6.2. By the same analysis, if there exists a
non-negligible δ such that

|Pr[Game2]− Pr[Game1]| ≥ δ,
then there exists a polynomial-time algorithm B which breaks the strong-RSA assumption (Defini-
tion 3.3) with advantage

AdvsrsaB (1ℓ) ≥
(
δ2

QHS
+

δ

22ℓ

)
·
(
5

2
− 2

ϕ(N)

N

)
>

2δ2

QHS
.

Game3. In this game, Sim guesses a subsession id ssid. For the guessed subsession, Sim plays
exactly as the simulator in Game12 of Section 6.2. Note that in this subsession, Sim does not know
the ECDSA secrey key; rather, it interacts with the signing oracle SO and produces a forgery if the
adversary produces a forgery in this subsession. For all other subsessions, Sim plays as in Game2.

6.4 The server is corrupted

We consider an adversary A corrupting the server S and interacting with the honest client C as
follows:

1. C receives the non-interactive setup produced by S and runs the client operations
of Algorithm 4.

2. S and C engage in a single execution of the key-generation procedure from Protocol 2.

3. S and C engage in polynomially-many signing sessions (Protocol 3) on messages chosen by A.
Let Nss denote the number of signing sessions and (mi)i≤Nss denote the signed messages.

At the end of the interaction, A outputs a pair (m∗, σ∗). We prove the following:

Theorem 6.8. Let A denote an adversary corrupting S, making at most QHS queries to the random
oracle HS and QO queries to the generic group G. Let AdvtecdsaA = AdvtecdsaA (1ℓ) denote the probability
that A outputs a valid forgery (m∗, σ∗) where σ∗ verifies and m∗ /∈ (mi)i≤Nss. Then there exists a
PPT adversary B (with running time comparable to that of A) such that

AdvtecdsaA ≤
Q2

O +QO

q
+

4Q2
HS +QHS

22ℓ
+ 8 · 2−ν + QHS

2ℓ
+ AdvecdsaB .

Let A be an adversary corrupting the server S and outputting a bit b after the interaction. Let
QHS and QcO denote the total number of queries made by A to the random oracle HS and the total
number of queries made by both Adv and Sim to the generic group oracle O respectively. In any
game Gamei, we write Pr[Gamei] to denote the probability that A outputs 1 in Gamei. We proceed
through a sequence of game hops.
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Game0. This is the normal game, where the simulator Sim emulates honestly the role of C.

Game1. In this game, Sim interfaces with the generic group oracle as prescribed in Section 6.1,
and emulates the random oracle lazily (that is, for each previously unseen query query from A,
it samples a uniformly random output HS(query) ← {0, 1}2ℓ). If Sim does not abort, this game is
perfectly indistinguishable from the previous game, hence by Lemma 6.2:

|Pr[Game0]− Pr[Game1]| ≤ Pr[Coincidence] ≤
Q2

O

q
.

Game2. In this game, Sim aborts whenever a hash collision happens, that is, whenever HS(query) =
HS(query′) for two distinct queries query, query′ from A. Since all outputs of HS are sampled uni-
formly at random from {0, 1}2ℓ, we have

|Pr[Game1]− Pr[Game2]| ≤
Q2

HS

22ℓ
.

Game3. In this game, Sim aborts whenever the server S opens the hash commitment B to
(ssid, S, X2) in step 4 of Protocol 2 but the server had not made any oracle query to HS oin
input (ssid, S, X2) before sending B. Since this happens only if the server can find a hash preimage
to B, we have

|Pr[Game2]− Pr[Game3]| ≤
QHS

22ℓ
.

From this game onward, we can assume that whenever S sends B in step 4 of Protocol 2, Sim can
retrieve a uniquely-defined preimage (ssid, S, X2) of B from its list of queries (conditioned on not
aborting).

Game4. We let We let Simdlog,Simdf∗ , and Simsig denote zero-knowledge simulators for the proofs
ψdlog, ψdf∗ , and ψsig respectively (all simulators are implicitly given programmable access to the
random oracle). In this game, Sim emulates all proofs using their respective zero-knowledge sim-
ulator, programming the random oracle whenever needed. We denote ψ∗dlog, ψ

∗
df∗ , and ψ∗sig the

simulated proofs. We have:

|Pr[Game3]− Pr[Game4]| ≤ 7 · 2−ν + 3 · Q
2
HS

22ℓ
,

using the fact that Πdlog, Πdf , Πsig,Πdlenc are 0-HVZK, 2−ν+1-HVZK, and 5·2−ν-HVZK respectively,
as well as Remark 5.2.

Game5. In this game, when receiving the pair (R2, Y ) in Protocol 3 and instead of checking that
Y = Rx1

2 , Sim retrieves the representations of (R2, Y ) from L. If R2 ̸= gk2 or Y ̸= Xk2
1 , Sim aborts.

Otherwise, Sim obtains the discrete logarithm k2 of R2. By Lemma 6.3, we have

|Pr[Game4]− Pr[Game5]| ≤
QO

q
.
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Proof. The only difference between Game5 and Game4 happens if Sim does not abort in Game4
(hence Y = Rx1

2 ) but Sim aborts in Game5. If this happens with probability more than QO/q, we
get a contradiction to Lemma 6.3 by receiving a random KEA1 challenge (g,X1) and outputting
the pair (R2, Y ) obtained from S. □

Game6. In this game, Sim does not sample x1 anymore in step 2. Instead, Sim retrieves X2 from
the unique preimage (ssid, S, X2) of B, samples x ← Fq, sets X ← gx, and sends X1 ← X/X2.
Note that X1 is distributed exactly as in Game5, and that Sim computes ψdlog using Simdlog (hence
it does not need to know x1).
In step 3 of Protocol 3, Sim does not compute u, v and send S as before. Instead, Sim computes the
partial signature σ′ ← k−11 (m+rx) mod q. Then, it samples µ← ±⌊2na/q⌋ and S∗ ← encN (σ′+µq).
Sim sends (R1, R

k2
1 ,S∗, ψ∗sig). We have

|Pr[Game5]− Pr[Game6]| ≤
1

2ν
+
QHS

2ℓ
,

where QHS/2
ℓ bounds the probability that any adversary making QHS queries to HS outputs E and

an accepting proof ψdlenc, yet decϕ(n)(E) = x′2 /∈ ±2nx+ε (the bound follows from the soundness of
Πdlenc).

Proof. There are two cases to consider: either decϕ(n)(E) = x′2 /∈ ±2nx+ε (case 1) or x′2 ∈ ±2nx+ε

(case 2). In case 1, we directly get a contradiction to the soundness of ψdlenc, since the proof
guarantees in particular that x′2 ∈ ±2nx+ε. In case 2, we have:

decϕ(N)(S) = u+ µq + x′2v mod N

= [k−11 (m+ rx1)]q + µq + x′2[k
−1
1 r]q mod N

= [k−11 (m+ rx1) + x′2k
−1
1 r]q + (⌊([k−11 (m+ rx1)]q + x′2[k

−1
1 r]q)/q⌋+ µ) · q mod N

≈2−ν [k−11 (m+ rx1) + x′2k
−1
1 r]q + µ · q mod N

= [k−11 (m+ rx)]q + µ · q mod N = decϕ(N)(S∗),

where ≈2−ν denotes 1/2ν-statistical closeness (it follows from the fact that ⌊([k−11 (m + rx1)]q +
x′2[k

−1
1 r]q)/q⌋ ≤ 2nx+ε + 1 while µ was sampled from ±⌊2na/q⌋ ⊃ 2nx+ε+ν). □

Game7. In this game, Sim does not sample x anymore at the beginning of Protocol 2. Instead,
Sim interacts with the signing oracle SO (Experiment 7.1):

• At the beginning of 2, Sim receives X ∈ G from SO.

• In step 1 of Protocol 3, Sim stores R2 and extracts k2 = dlogg(R2).

• In step 2 of Protocol 3, Sim sends (m, 0) to SO and receives R1 from SO. Sim sends R1 to C.

• In step 3 of Protocol 3, Sim sends k2 to SO, and receives σ. Sim sets σ′ ← (k2 +
HS(X,R1, R

k2
1 ,m)) · σ mod q and proceeds as in Game6 to construct S∗ from σ′.
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During the above interactions with SO, Sim updates the listsB,L as prescribed in Section 6.1. Since
SO returns σ = (k1 ·(k2+HS(X,R1, R

k2
1 ,m))·(m+rx) mod q, it holds that (k2+HS(X,R1, R

k2
1 ,m))·

σ = k−11 · (m+ rx) mod q, hence S∗ is distributed exactly as in Game6 and we have

Pr[Game7] = Pr[Game6].

In Game7, Sim only interacts with the signing oracle SO. Therefore, any forgery produced by A
at the end of its interaction with Sim in Game8 yields a contradiction to the doubly-enhanced
unforgeability of ECDSA. This concludes the proof.

7 Unforgeability in the Generic Group Model

In this section, we present our security analysis for the doubly-enhanced security experiment of
ECDSA. For generality, and as is common in certain applications, our analysis holds even when
considering additive derivation by a public tweak. Specifically, for X ∈ G, there is a deterministic
algorithm D that outputs a set ∆X ← D(X), and the attacker may query signatures for a related
key X ′ = X · gδ for any δ ∈ ∆X . As in [GS22], this additional capability impacts our security
bound by a factor of 1/|∆X | which is inconsequential for the plain case of ∆X = {0}. It is assumed
that random elements in ∆X can be efficiently sampled, and membership can be verified efficiently
using a suitable witness.

Experiment 7.1 (Two-Round Security Experiment). Consider the following game between adver-
sary A parameterized by j ∈ poly and a special ECDSA signing oracle SO:

Common Input. κ ∈ N, EC-algorithm group(·), random oracle RO and function family F κ.

0. SO return (G, g, q)
$← group(1κ) and hash function F

$← F κ.

1. SO samples x
$← Fq and returns X = gx ∈ G and deterministic D s.t. ∆X ← D(X) ⊆ Fq.

2. In j(κ) concurrent iterations, letting i denote the index of the iteration:

(a) A sends (mi, δi) ∈ Fq ×∆X to SO.

(b) SO samples ki
$← Fq and sends Ri = gki to A.

(c) A sends ℓi ∈ Fq \ {0} and ψi ∈ {0, 1}∗ to SO.

(d) SO sets µi = RO(X · gδi , Rℓi
i , ψi,mi) and r̂i = X ((Ri · gµi)ℓi) and returns

si = ℓ−1i · (ki + µi)
−1(mi + r̂i · (x+ δi)) mod q.

3. A returns (msg, δ, r, σ) ∈ {0, 1}∗ × F2
q.

Output. bA = 1 if

{
X ((gF(msg)(X · gδ)r)1/σ) = r

(F(msg), δ) /∈ {(mi, δi)}i∈[j]
, and 0 otherwise.

Experiment 7.2 (Doubly Enhanced Unforgeability Experiment). Consider the following game
between adversary A parameterized by j ∈ poly and a special ECDSA signing oracle SO:

Common Input. κ ∈ N, EC-algorithm group(·) and function family F κ.
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0. SO return (G, g, q)← group(1κ) and hash function F
$← F κ.

1. SO samples x
$← Fq and returns X = gx ∈ G and deterministic D s.t. ∆X ← D(X) ⊆ Fq.

2. In j(κ) concurrent iterations, letting i denote the index of the iteration:

(a) SO samples ki
$← Fq and sends Ri = gki to A.

(b) A adaptively sends distinct {(mi,ℓ, zi,ℓ, δi,ℓ) ∈ Fq ×∆X}j(κ)ℓ=1 to SO.

SO returns µi,ℓ
$← Fq for each tuple (mi,ℓ, zi,ℓ, δi,ℓ).

(c) A sends ℓ0 ∈ N.

(d) SO sets (mi, zi, µi, δi) = (mi,ℓ0 , zi,ℓ0 , µi,ℓ0 , δi,ℓ0) and r̂i = X (R
zi
i g

µi) and returns

si = (ziki + µi)
−1(mi + r̂i · (x+ δi)) mod q.

3. A returns (msg, δ, r, σ) ∈ {0, 1}∗ ×∆X × F2
q.

Output. bA = 1 if

{
X ((gF(msg)(X · gδ)r)1/σ) = r

(F(msg), δ) /∈ {(mi, δi)}i∈[j]
, and 0 otherwise.

Definition 7.3. Using the notation above, we say that A breaks the unforgeability of Experi-
ment 7.1 (resp. Experiment 7.2) if there exists a polynomial λ such that Pr[bA = 1] ≥ 1/λ for
infinitely many κ ∈ N. Otherwise, if no such A exists, we say that Experiment 7.1 (resp. Experi-
ment 7.2) is unforgeable.

Theorem 7.4. If Experiment 7.2 is unforgeable then Experiment 7.1 is unforgeable in the ROM.

Proof. Immediate. □

7.1 The Generic Group Model

Let G denote the labels of the elements in the elliptic curve (G, g, q). As G denotes an elliptic curve,
every (A,A−1) ∈ G2 has the form ((α, 0), (α, 1)) or ((α, 1), (α, 0)) ∈ G2. Recall the projection
function X : G→ Fq such that X (H) = η ∈ Fq for H ∈ G of the form (η, 0) or (η, 1). Notice that
this map is efficiently invertible X−1 : Fq → {{G,H} s.t. G,H ∈ G} ∪ {⊥} such that

X−1 : x 7→

{
{H,H−1} if ∃H s.t. X (H) = x

⊥ otherwise
.

Brief overview of the EC Generic Group Model. The generic group is defined via a random
bijective map π : G → G that preserves X and a group-oracle OG : G × G → G such that
π(gh) = OG(π(g), π(h)) and X (π(g)) = X (π(g−1)), for every g, h ∈ G. In group-theoretic jargon,
(G, ∗ ) is isomorphic to (G, · ) via the group-isomorphism π, letting ∗ : G × G → G such that
G ∗H = OG(G,H).
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A

SOOG

Figure 1: Pictorial representation of the different algorithms/oracles in the GGM. The red arrow
represents Experiment 7.2. Note that both A and SO query OG for the group operations.

7.1.1 Symbolic lazy evaluation

1. Initialization.

(a) π ← {(0,1)}

(b) Sample g
$← G and set π ← π ∪ {(1, g), (−1, g−1)}.

(c) Sample X
$← G and π ← π ∪ {(R1, X), (−R1, X

−1)}. (If X ∈ range(π), abort)

(d) Set V ← {R1} and R← ∅ (the presignatures set) and c = 1.

(e) For all P ∈ G such that X (P ) = 0, execute the group addition query on input (P,1).

(f) Return (g,X)

2. Group query. On input i = i0 +
∑

R∈V iR ·R, do:

(a) If i /∈ domain(π)

i. Sample P
$← G. (If P ∈ range(π), abort)

ii. Set π ← π ∪ {(i, P ), (−i, P−1)}.
(b) Return π(i)

3. Group addition. On input (P1, P2) ∈ G2, do:

(a) For j ∈ {1, 2}, if Pj /∈ range(π):

i. Sample i
$← F∗q . (If i ∈ domain(π), abort)

ii. Set π ← π ∪ {(i, Pj), (−i, P−1j )}.

(b) Return the group query output on input π−1(P1) + π−1(P2).

4. Presignatures. Set c← c+ 1, and do:

(a) Sample R
$← G. (If R ∈ range(π), abort).

(b) Set π ← π ∪ {(Rc, R), (−Rc,−R)}, V ← V ∪ {Rc} and R← R ∪ {R}.
(c) Return R.

5. Modifier. On input (R, δ, z,m) ∈ R×∆× F2
q , do:

(a) If (R, δ, z,m) /∈ domain(λ)

i. Sample µ
$← F∗q . (If µ+ zπ−1(R) ∈ domain(π)), abort)
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ii. Invoke the group query on input µ+ zπ−1(R).

iii. Set λ← λ ∪ ((R, δ, z,m), µ).

(b) Return λ(R, δ, z,m)

6. Signature. Letting R ∈ V such that π(R) = R, on input (R, δ, z,m) ∈ domain(λ), do:

(a) Let µ = λ(R, δ, z,m). Obtain R̂ by invoking the group query on input µ+ z ·R.

(b) Set r̂ = X (R̂) and sample s
$← F∗q .

(c) Substitute s−1(m+ r̂ · (R1 + δ)) for π−1(R̂) throughout domain(π).

Abort if any two polynomials collapse, i.e., there’s a collision.

(d) Remove all records of R and R from R, V and λ.

(e) Return (r̂, s)

Theorem 7.5. Assume that A breaks the unforgeability of Experiment 7.2 in the GGM with proba-
bility ε, then, A breaks the unforgeability in the symbolic lazy evaluation experiment with probability
ε− err where err ≈ 5t2/q and the exact error term is specified in Theorem B.1.

Proof. Corollary of Theorem B.1. □

7.2 Doubly-Enhanced Unforgeability in the GGM

Parameter choice (size of q). Hereafter, we assume that q is sufficiently large such that 1 −(
3
4 + q−1/2

√
2

)
≥ 1/5 and (1 − 1/q) ≥ 1/5 . A straightforward calculation shows that this condition

is satisfied for any q ≥ 28.

Theorem 7.6. Let t denote an upper bound on the number of group and signing-oracle queries of
A and assume that A breaks the unforgeability of Experiment 7.2 in the GGM with probability ε.
Then, there exists algorithm B with black-box access to A such that

Pr
e

$←Fq

x
$←B(e)

[e = F(x)] ≥ (ε− err) · 1− 2t/q

25|∆X |t
− 13t2/(q − 1) + t2/q + t4/q2.

Proof. The theorem above is a corollary of Theorem 7.5 and Propositions 7.10 and 7.11 by consid-
ering an algorithm B that runs one of B1, B2, B3 from Proposition 7.11 with probability 1/5, 3/5
and 1/5 respectively. □

7.2.1 Preliminary Facts

Definition 7.7. For D = {(α, β, γ, ζ,m, r, e) ∈ F7
q s.t. αζ ̸= eβ}, define ssig : D→ Fq such that

ssig : (α, β, γ, ζ,m, r, e) 7→ γ · er − ζm
αζ − eβ

Claim 7.8. Fix α, β, γ, ζ,m, r ∈ Fq such that γ, ζ ̸= 0. Define function ssig′ : e 7→
ssig(α, β, γ, ζ,m, r, e) ∈ Fq where e takes values D′ = {e ∈ Fq s.t. (α, β, γ, ζ,m, r, e) ∈ D}. If
rα− βm ̸= 0, then ssig′ is injective.
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Proof.

ssig′(e1) = ssig′(e2) ⇔
e1r − ζm
αζ − e1β

=
e2r − ζm
αζ − e2β

⇔

e1rαζ − e1re2β − ζ2mα+ ζme2β = e2rαζ − e2re1β − ζ2mα+ ζme1β ⇔
e1rαζ + ζme2β = e2rαζ + ζme1β ⇔

ζ(e1 − e2)(rα− βm) = 0 ⇔
e1 = e2

□

Some facts about the ECDSA conversion function. We will be using the following lemma
from [GS22].

Lemma 7.9. For an elliptic curve encoded by the tuple (G, g, q), there exists an efficient randomized

algorithm Samp such that for A
$← Samp(x) where x is drawn uniformly from F∗q:

1. Pr[A = fail] ≤ 3
4 + q−1/2

√
2

2. If A ∈ G, then X (A) = x.

3. For any P ∈ G \ {1}, Pr[A = P | A ̸= fail] = 1/(q − 1).

7.2.2 Simulation.

We define three algorithms, B1,B2,B3, with black-box access to A, which simulate both SO and OG

as described below. On input e
$← Fq, algorithm Bi samples j0

$← [t] and proceeds as follows: Bi

initializes ctr = 0, incrementing ctr after each operation. (When the description states ‘Bi only:’,
it indicates that only Bi performs this step, while {Bj}j ̸=i ignore the operation in question.)

1. Initialization.

(a) π ← {(0,1)}

(b) Sample g
$← G and set π ← π ∪ {(1, g), (−1, g−1)}.

(c) Sample X
$← G and π ← π ∪ {(R1, X), (−R1, X

−1)}. (If X ∈ range(π), abort)

(d) Pick δ0 ←∆X , and invoke the group query on input δ0 +R1. Let X0 = π(δ +R1).

(e) For all P ∈ G such that X (P ) = 0, execute the group addition query on input (P,1).

(f) Set V ← {R1}, R← ∅ (the presignatures set) and c = 1.

(g) Return (g,X)

2. Group query. On input i = α+ β(δ0 +R1) +
∑

R∈V \{R1} iR ·R, do:

(a) If i /∈ domain(π)

i. If ctr = j0:
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A. B1 only: Choose Z ∈ G such that X (Z) = α−1eβ using algorithm Samp from
Lemma 7.9 on input α−1eβ. If Z is not well defined or Z ∈ range(π), go to
Item 2(a)ii.

B. B2 only: If i = α′+β′(δ0+R1)+γ
′(µ+ zR) where for ((R, δ, z,m), µ) ∈ λ with

R = π(R), r̂ = X (π(µ+zR)) and m̂ = m+ r̂(δ−δ0), it holds that α′r̂+β′m̂ = 0,
then set Z subject to X (Z) = m̂−1er̂, using algorithm Samp from Lemma 7.9
on input m̂−1er̂ (if there are many pairs (m̂, r̂) satisfying the aforementioned
conditions, simply pick one at random). If Z is not well defined or Z ∈ range(π),
go to Item 2(a)ii.

C. B3 only: Let S ← {R s.t. iR ̸= 0} \ {R1}, sample Z
$← G and set Z0 ← Z (If

Z ∈ range(π), abort).

ii. Else, choose Z
$← G (If Z ∈ range(π), abort) .

Set π ← π ∪ {(i, Z), (−i, Z−1)}
(b) Return π(i)

3. Group addition. On input (P1, P2) ∈ G2, do:

(a) For j ∈ {1, 2}, if Pj /∈ range(π):

i. Sample i
$← F∗q . (If i ∈ domain(π), abort)

ii. Set π ← π ∪ {(i, Pj), (−i, P−1j )}.

(b) Return the group query output on input π−1(P1) + π−1(P2).

4. Presignatures. Set c← c+ 1, and do:

(a) Sample R
$← G. (If R ∈ range(π), abort).

(b) Set π ← π ∪ {(Rc, R), (−Rc, R
−1)} and R← R ∪ {R}.

(c) Return R.

5. Modifier. On input (R, δ, z,m) ∈ R×∆× F2
q , do:

(a) If (R, δ, z,m) /∈ domain(λ)

i. Sample µ
$← F∗q . (If µ+ zπ−1(R) ∈ domain(π), abort)

ii. Invoke the group query on input µ+ zπ−1(R)

iii. Set λ← λ ∪ ((R, δ, z,m), µ).

(b) Return λ(R, δ, z,m)

6. Signature. Letting R such that π(R) = R, on input (R, δ, z,m) ∈ domain(λ), do:

(a) Let µ = λ(R, δ, z,m). Obtain R̂ by invoking the group query on input µ+ z ·R.

(b) Set r̂ = X (R̂) and m̂ = m+ r̂(δ − δ0).
(c) i. B3 only: If S = {R}, Z0 = gαXβ

0 R̂
γ , r̂α−βm̂ ̸= 0, set s = ssig(α, β, γ,X (Z), m̂, r̂, e)

If Z0 does not fulfill these conditions or s = 0, set s
$← F∗q .

ii. Else, sample s
$← F∗q .
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(d) Substitute s−1(m+ r̂ · (R1 + δ)) for µ+ zR throughout domain(π).

Abort if any two polynomials collapse, i.e., there’s a collision.

(e) Remove all records of R and R from R, V , S and λ.

(f) Return (r̂, s)

7.2.3 Analysis

In this section we analyze the probability that the simulation from Section 7.2.2 results in a ‘good’
outcome, i.e. for A’s output x ∈ {0, 1}∗, e = F(x). At the end of the experiment, it is assumed that
A outputs a forgery (f, σ) ∈ F2

q for message x ∈ {0, 1}∗ and public key X0 = gδ0 ·X. Let F ∈ G

such that X (F ) = f and observe that, by assumption, F = gF(x)/σ ·Xf/σ
0 . We begin by observing

that the following outcomes are ‘good’ for the reduction.

1. There exist α, β ∈ Fq such that F = gα ·Xβ
0 and X (F ) = α−1eβ.

2. There exists α, β ∈ Fq, γ, s ∈ F∗q , and ((R, δ, z,m), µ) ∈ λ such that, letting R̂ = gµRz,

r̂ = X (R̂) and m̂ = m+ r̂(δ − δ0),

(a) R̂ = gm̂/sX
r̂/s
0 , F = gαXβ

0 R̂
γ , αr̂ − m̂β = 0 and m̂f = er̂.

(b) R̂ = gm̂/sX
r̂/s
0 , F = gαXβ

0 R̂
γ , αr̂ − m̂β ̸= 0 and s = ssig(α, β, γ, f, m̂, r̂, e).

For Item 1, deduce that

F = gα ·Xβ
0 = gF(x)/σ ·Xf/σ

0 ⇒{
α = F(x)/σ

β = f/σ
⇒

{
α = F(x)/σ

σ = α−1e
⇒ F(x) = e (4)

For Item 2a,{
F = gα ·Xβ

0 · R̂γ = gF(x)/σ ·Xf/σ
0

R̂ = gm̂/sX
r̂/s
0

⇒

{
m̂/s = (F(x)/σ − α)/γ
r̂/s = (f/σ − β)/γ

⇒

m̂ · (f/σ − β)/γ = r̂ · (F(x)/σ − α)/γ ⇒ (5)

m̂ · f/σ = r̂ · F(x)/σ ⇒ F(x) = r̂−1fm̂ ⇒ F(x) = e (6)

For Item 2b, {
F = gα ·Xβ

0 · R̂γ = gF(x)/σ ·Xf/σ
0

R̂ = gm̂/sX
r̂/s
0

⇒

{
α+ m̂γ/s = F(x)/σ

β + r̂γ/s = f/σ
⇒

f · (α+ m̂γ/s) = F(x) · (β + r̂γ/s)⇒ (7)

s = γ · F(x)r̂ − m̂f
αf − F(x)β

⇒ s = ssig(α, β, γ, f, m̂, r̂,F(x)) (8)

Note that Equation (7) and αf − F(x)β = 0 implies F(x)r̂ − m̂f = 0 implies αr̂ − m̂β = 0, which
we have ruled out by assumption. Thus, s is well defined in Equation (8). To conclude, since
s = ssig(α, β, f, γ, m̂, r̂,F(x)) and ssig′ : e 7→ ssig(α, β, γ, f, m̂, r̂, e) is injective in this regime of
parameters, it follows that F(x) = e.
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Evaluating the probability of each event. In the sequel, for ((R, δi, zi,mi), µi) ∈ λ, we write
R̂i = gµiRzi , r̂i = X (R̂) and m̂i = mi + r̂i(δi − δ0).

Proposition 7.10. Let E denote the following event. For all A ∈ range(π), letting R denote the
last presignature in the expression of A queried to the signing oracle,

1. If A = gαXβ
0 R̂

γ and αr̂−βm̂ = 0 for ((R, δ, z,m), µ) ∈ λ then R̂ was obtained from the group
oracle before A was, and A was first queried as a weighted combination of g, X and R, i.e.,
no other presignatures appear in the expression of A.

2.
∣∣∣{((R, δi, zi,mi), µi) ∈ λ s.t. A = gαiXβi

0 R̂
γi
i ∧ αir̂i − βim̂i = 0}

∣∣∣ ≤ 3

Then, Pr[¬E] ≤ 13t2/(q − 1) + t2/q + t4/q2.

Proof. The above is shown in Section 7.2.4. □

Let R̂ denote the last nonce that was queried to the signing oracle such that F was recorded as
F = gαXβR̂γ . Let d = |∆X |.

Proposition 7.11. Using the notation above, under the assumption that event E from Proposi-
tion 7.10 occurred, it holds that:

1. If γ = 0, then Item 1 occurs for B1 with prob. (1− 2t/q)/5dt.

2. Else if αr̂ − m̂β = 0, then Item 2a occurs for B2 with prob. (1− 2t/q)/15dt.

3. Else, Item 2b occurs for B3 with prob. (1− 2t/q)/5dt.

Proof. In each of the above cases, we argue that the tuple (R̂, F, α, β, γ, s) satis-
fies the desired expression. Recall that for algorithm Samp, Lemma 7.9 tells that

Pr[A = fail s.t. A
$← Samp(x) and x

$← F∗q ] ≤ 4/5 (Case 1.) Suppose that F was queried at the
j-th group or signing query. If γ = 0, then F was queried as a linear combination of g and X0 and
it suffices that the following conditions are met:

• A returns a forgery for X0 and j0 = j—probability 1/dt.

• X (F ) = α−1eβ is well defined and F /∈ range(π)—probability (1− 2t/q)/5.

• B1 chose Item 2(a)iA when assigning F—probability 1.

(Case 2.) Suppose that F was queried at the j-th group or signing query. If F was queried after
R̂ then it suffices that the conditions below are met:

• A returns a forgery for X0 and j0 = j—probability 1/dt.

• X (F ) = m̂−1er̂ is well defined and F /∈ range(π)—probability (1− 2t/q)/5.

• B2 chose (m̂, r̂) in Item 2(a)iB when assigning F—probability 1/3 .

(Case 3.) Suppose that F was queried at the j-the group or signing query. It suffices that the
conditions below are met:

• A returns a forgery for X0 and j0 = j—probability 1/dt.

• s = ssig(α, β, γ,X (Z), m̂, r̂, e) ̸= 0 is well defined—probability (1− 2/q) ≥ (1− 2t/q)/5.
□
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7.2.4 Proof of Proposition 7.10

Proposition 7.12 (Restatement of Proposition 7.10). Let E denote the following event. For all
A ∈ range(π), letting R denote the last presignature in the expression of A queried to the signing
oracle,

1. If A = gαXβ
0 R̂

γ and αr̂−βm̂ = 0 for ((R, δ, z,m), µ) ∈ λ then R̂ was obtained from the group
oracle before A was, and A was first queried as a weighted combination of g, X and R, i.e.,
no other presignatures appear in the expression of A.

2.
∣∣∣{((R, δi, zi,mi), µi) ∈ λ s.t. A = gαiXβi

0 R̂
γi
i ∧ αir̂i − βim̂i = 0}

∣∣∣ ≤ 3

Then, Pr[¬E] ≤ 13t2/(q − 1) + t2/q + t4/q2.

We define the following events. For A ∈ range(π), let R̂ ∈ G denote the last modified presignature
in the expression of A was queried to the signing oracle, and let s0 ∈ F∗q denote the signature
returned by the signing oracle associated with the penultimate presignature in the expression of A.
Let U1 denote the event that there exists A ∈ range(π) such that:

1. A was first queried as an expression of at least two distinct presignatures.

2. A = gαXβ
0 R̂

γ and αr̂ − βm̂ = 0 when s0 was obtained.

3. R̂ was obtained from the oracle before s0 was obtained.

Let U2 denote the event that there exists A ∈ range(π) such that:

1. A = gαXβ
0 R̂

γ and αr̂ − βm̂ = 0 when s0 was obtained.

2. R̂ was obtained from the oracle after A and s0.

Let U3 denote the event that there exists A ∈ range(π) such that:∣∣∣{((R, δi, zi,mi), µi) ∈ λ s.t. A = gαiXβi
0 R̂

γi
i ∧ αir̂i − βim̂i = 0}

∣∣∣ ≥ 4

Outline of the proof. The proof of Proposition 7.10 is broken down as follows. First, we show
that Pr[U1] ≤ 9t2/(q− 1). Second, we show that Pr[U2] ≤ 4t2/(q− 1)+ t2/q. Finally, we show that
Pr[U3 | ¬U1 ∧ ¬U2] ≤ t4/q2. The desired bound on Pr[¬E] follows via the claim below.

Claim 7.13. Pr[¬E] ≤ Pr[U1] + Pr[U2] + Pr[U3 | ¬U1 ∧ ¬U2]

Proof. Assume that for some A ∈ range(π) we have A = gαXβ
0 R̂

γ and αr̂−βm̂ = 0. Depending on
the order that A, R̂ and s0 were obtained, the table below identifies if U1 or U2 occurred. Notice
that for the orderings identified with ‘†’, A was first queried as a weighted combination of g, X and
R, i.e., no other presignatures appear in the expression of A, and R̂ was obtained from the oracle
before A was, as per event E.

Order (A, s0, R̂) (A, R̂, s0) (R̂, s0, A) (R̂, A, s0) (s0, R̂, A) (s0, A, R̂)

Event U2 U1 † U1 † U2

To conclude, if U1 and U2 do not occur, then E holds true as long as U3 does not occur. □

64



In the sequel, we will also be using the fact below (corollary of Hasse’s theorem from [GS22]).

Fact 7.14. Let (G, g, q) be the group-generator-order tuple associated with a prime-order elliptic
curve, and let a ∈ Fq. Then, Pr

k←F∗
q

[
X (gk) = a

]
≤ 4

q−1 .

Proving that Pr[U1] ≤ 9t2/(q− 1). By Claim 7.15 the probability that there exist m̂1, r̂1, m̂1, r̂2
such that m̂1r̂2 = r̂1m̂2 is at most 8t2/(q − 1). Therefore, by Claim 7.16, the probability that U1

occurs is at most 9t2/(q − 1), since there at most t2 possible pairs (A, R̂).

Claim 7.15. For any {((Ri, δi, zi,mi), µi) ∈ λ}2i=1, it holds that Pr
r̂1,r̂2

[m̂1r̂2 = r̂1m̂2] ≤ 8
q−1 .

Proof. If δ1 = δ2, then m̂1r̂2 = m̂2r̂1 is equivalent to m1r̂2 = m2r̂1 and thus equality happens with
probability at most 1/q because m1,m2 ̸= 0. Otherwise, fix an arbitrary r̂1 such that m̂1− r̂1(δ2 +
δ0) ̸= 0 (there is at least one since δ1 ̸= δ2). Notice that

m̂1r̂2 = r̂1m̂2 ⇔
m̂1r̂2 = r̂1(m2 + r̂2(δ2 − δ0))⇔
r̂2(m̂1 − r̂1(δ2 − δ0)) = r̂1m2

In this case, Pr
r̂2
[m̂1r̂2 = r̂1m̂2] ≤ 4

q−1 by Fact 7.14. Furthermore, using a similar argument,

Pr
r̂1
[m̂1 − r̂1(δ2 + δ0) = 0] ≤ 4

q−1 . Thus, Pr
r̂1,r̂2

[m̂1r̂2 = r̂1m̂2] ≤ 8/(q − 1). □

Claim 7.16. Let (m̂1, m̂2, r̂1, r̂2) ∈ F4
q such that m̂1r̂2 ̸= r̂1m̂2, and α, β ∈ Fq. Then,

Pr
γ′ $←F∗

q

[
r̂1(α+ γ′m̂2)− m̂1(β + γ′r̂2) = 0

]
≤ 1/(q − 1)

Proof. The claim is immediate since m̂1r̂2 ̸= r̂1m̂2. □

Proving that Pr[U2] ≤ 4t2/(q−1)+t2/q. This bound follows from Claim 7.17 under the following

observation. For R ∈ R, assume that A = gαXβ
0R

γ , for γ ̸= 0. Then, if (R, δ, z,m) is queried for

the modifier after A was queried, the probability that r̂α′−m̂β′ = 0 for A = gα
′
Xβ′

0 R̂
γ , corresponds

to the probability that r̂(α− γz−1µ)− β(m+ r̂(δ− δ0)) = 0 for random, independent r̂ and µ, and
µ is the answer of the oracle for the modifier query (R, δ, z,m). Thus, by setting γ′ ← γz−1 and
δ′ ← δ − δ0, the bound Pr[U2] ≤ 4t2/(q− 1) + t2/q follows from Claim 7.17 since there are at most
t2 possible pairs (A, R̂).

Claim 7.17. For any α, β, δ′ ∈ Fq, γ
′ ∈ F∗q it holds that Pr

µ,r̂
[(α− γ′µ)r̂ − β(m+ r̂δ′) = 0] ≤ 4

q−1 +
1
q

Proof. Fix µ such that α− µγ′ − βδ′ ̸= 0. In this case, by Fact 7.14

Pr
r̂

[
(α− γ′µ)r̂ − β(m+ r̂δ′) = 0

]
= Pr

r̂

[
r̂ =

βm

α− γµ′ − βδ′

]
=

4

q − 1

Furthermore, since Pr
µ
[α− γ′µ− βδ′ = 0] = 1/q, the claim follows. □
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Proving that Pr[U3 | ¬U1 ∧ ¬U2] ≤ t4/q2. This bound is a corollary Claim 7.18 given the fol-
lowing observation. Assume there exists {((R, δi, zi,mi), µi) ∈ λ}4i=1 and α, β ∈ Fq such that

A = gα−γz
−1
i µiXβ

0 R̂
z−1
i γi

i ∧ (α− γz−1i µi)r̂i − βm̂i = 0. By reassigning γ′i ← γz−1i µi, it holds thatγ
′
1r̂1
...

γ′4r̂4

 ∈ 〈r̂1...
r̂4

,
m̂1

...
m̂4

〉

Since γ′i is independent of r̂i and m̂i and there are at most t4 possible tuples (m̂i, r̂i)
4
i=1, the bound

follows by the claim below.

Claim 7.18. Let {m̂i}4i=1 ⊆ Fq,{r̂i}4i=1 ⊆ F∗q and {γ′i
$← Fq}4i=1. Then

Pr
γ′
i


γ
′
1r̂1
...

γ′4r̂4

 ∈ 〈r̂1...
r̂4

,
m̂1

...
m̂4

〉 ≤ 1

q2

Proof. By noting that v⃗ = (γ′1r̂1, . . . , γ
′
4r̂4) is simply a random vector in F4

q , the probability that v⃗
lies on a fixed plane is at most 1/q2. □

8 Benchmarks

8.1 Concrete Parameters

In the protocol there are 15 parameters of interest:

1. The size of the Elliptic curve κ = ⌊log(|G|)⌋

2. The soundness, noise-flooding and slackness parameters ℓ, ν and ε = ℓ+ ν

3. The size of the RSA moduli nrsa(ℓ) = [112→ 2048, 128→ 3072]

4. The repetitions numbers rmod, rdf , rdf∗ for Πmod, Πdf and Πdf∗ .

5. The leakage-toleration parameter νleak = ν.

6. The range parameters nx = κ+ νleak, nλ = 2 · ℓ+ νleak for Πdlenc,

7. The range parameters nb = κ+ ℓ+ ν, na = nx + ε+ nb + ν, nλ0 = nλ + ε+ nb + ν for Πsig.

8. The Damg̊ard-Fujisaki randomness domain ntρ = max(na, nb) + 2ℓ+ 2ν

Suggested Parameters. We express all parameters as a function of κ, ℓ, ν. NB: The parameters
below are suitable only if rdf∗ ≥ ℓ · max(1/18, 2/ℓ0) , where ℓ0 is the bit-length of the challenge
space in the Πdf∗ .

input \ prm ε νleak rmod rdf nx nλ na nb nλ0 ntρ

κ 0 0 0 0 1 0 2 1 1 2

ℓ 1 0 1/2 1 0 2 2 1 4 4

ν 1 1 0 0 1 1 4 1 4 6
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The above yields the following concrete values for κ = 256, ν = 64, rdf∗ = 8.

bit-sec \ prm ℓ ε νleak rmod rdf nx nλ na nb nλ0 ntρ

112 112 176 64 56 112 320 288 992 432 960 1344

128 128 192 64 64 128 320 320 1024 448 1024 1408

8.2 Experimental Benchmarks

We implement the protocol in C/C++ using OpenSSL v1.1.0 for underlying modular/elliptic curve
operations.
Benchmarks were performed on a Intel(R) Core(TM) i7-1365U CPU, and run on one thread. Tim-
ings are given in microseconds. Bandwidth requirements are given in kilobytes.

Protocol Operation Average Min. Max. 10th perc. 99th perc. band.

Setup
Generation 532363 345455 1063288 409301 861254 86.54
Verification 514371 489814 638177 507499 543917 N/A

KeyGen

Protocol 2 Step 2 89820 46694 241917 62565 196767 5.81
Protocol 2 Step 3 13961 13142 41791 13489 19458 2.89
Protocol 2 Step 4 5517 5217 17388 5388 6005 N/A

Sign
Protocol 3 Step 1 401 377 1074 390 435 0.06
Protocol 3 Step 2 29447 28228 55532 28963 31793 1.92
Protocol 3 Step 3 18562 17807 37169 18262 20195 N/A

Table 2: Benchmarks on 1000 executions for 128-bits security

Protocol Operation Average Min. Max. 10th perc. 99th perc. band.

Setup
Generation 229505 165778 405945 190950 346518 88.04
Verification 450156 429693 537248 443908 480626 N/A

KeyGen
Protocol 2 Step 2 84756 2858 475591 22832 269740 4.61
Protocol 2 Step 3 4444 4285 12349 4308 5595 2.07
Protocol 2 Step 4 2568 2389 7218 2428 3206 N/A

Sign
Protocol 3 Step 1 396 377 1079 384 431 0.06
Protocol 3 Step 2 14401 13866 19014 14172 15063 1.55
Protocol 3 Step 3 8133 7704 15489 7945 8880 N/A

Table 3: Benchmarks on 1000 executions for 112-bits security

Bit size
Prime type Regular Tough Strong

average std dev. average std dev. average std dev.

1024 23.2 12.6 37.1 18.4 586.7 555.8
1536 70.5 35.9 98.9 53.9 3.6×103 4.2×103
2048 204.7 137.1 235.5 143.1 14.8×103 15.3×103

Table 4: Prime Generation Benchmarks (in milliseconds)
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Code Repo Language Protocol Rounds Comp. Comm.

[Tau21] GoLang DKLs18 (Ver. 2018) 2 28084 µs 135.42 KB
[Sil23] Rust DKLs23 3 29445 µs 115.32 KB
[Unb19] C++ Lindell17 4 12400 µs 0.90 KB
This paper C/C++ 2 47486 µs 1.98 KB

Table 5: Comparative Benchmarks of signing phases of different protocols for 128 bits security
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A Analysis of the Assumptions

A.1 The short-exponent indistinguishability assumption

In this section, we analyze the hardness of the short-exponent indistinguishability assumption.
We prove its equivalence with the short-exponent discrete logarithm assumption, an old and well-
established assumptions, over groups of unknown order. This generalizes and improves over previous
results from [Gen00; KK04; CC18].

A.1.1 Background on the short-exponent discrete logarithm assumption

Fix a cyclic group G of order |G|. Given an integer T < |G|, the T -bounded short-exponent discrete
logarithm (T -SEDL) assumption states that no PPT algorithm can, on input (g, gx) where g ← G
and x← {0, · · · , T}, find x with non-negligible probability.
SEDL is essentially as old as the discrete logarithm itself in cryptography: it originally appears in
the seminal paper of Pollard [Pol78] (who introduced the catching-kangaroo method to solve T -
SEDL in O(

√
T ) group operations) and was commonly assumed in cryptographic schemes during

the pre-elliptic-curves era (for example, the use of a short secret exponent is explicitly standardized
in DSS for the DSA algorithm). The work of [vW96] provided the first concrete cryptanalysis of
SEDL over finite fields and showed that G must have a large prime-order subgroup. In addition,
[vW96] also discusses the impact of small factors in the order of the subgroup on secure values
of T . In a nutshell, since the discrete logarithm modulo each small factor is easily computed, they
remark that a bitsize equal to the logarithm of the product of small factors is always leaked. For
this reason, when dealing with short-exponent discrete logarithm assumptions, it is much more
convenient to choose a group whose order does not contain any small factors.
The work of [Gen00], building upon an earlier work of [PS98], was the first to establish the the
equivalence between SEDL and the short-exponent indistinguishability assumption (the name is
from [CKLR21]) over the group Z∗p (for a prime p). This result was later extended in [KK04]
over arbitrary prime-order groups. Eventually, this was later extended in [CC18] to the setting of
composite-order groups; albeit specifically in the setting where T is sufficiently close to |G|.
However, the roots of the equivalence between SEI and SEDL are much older: distinguishing
{gx | x ← Zp} from {gx | x ← [q]} (with q ≪ p) is, in essence, the problem of predicting the
most significant bits of x (when defining “short” as “smaller than p/2”, this translates to extract-
ing the MSB of x), a goal which has been the subject of a long line of work starting with [Per86]
and followed by Long and Widgerson [LW88], H̊astad and Näslund [HN04], Schnorr [Sch98], and
many more.
The SEDL assumption has also been studied in the context of achieving faster exponentiation via
precomputation within a fixed memory budget [LL94], in the context of security in the preprocessing
setting (where the attacker has a long preprocessing time and can store an advice). Eventually,
the study of fast SEDL algorithm is tightly related to finding efficient algorithms for ElGamal
decryption, BGN decryption, or distributed discrete logarithm procedures.
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A.1.2 Reduction to SEDL

As discussed above, the SEI assumption was shown to be equivalent to the SEDL assumption in
several settings: over Z∗p in [Gen00], over all prime-order groups in [KK04], and over the subgroup
QRN of quadratic residues over Z∗N (where N is a product of strong primes) in [CC18] (this last
result is restricted to the setting where the bound on the short exponent is significantly larger than√
N).

In this section, we introduce a new reduction that proves the equivalence between SEI and SEDL
over an arbitrary group G of unknown order (when a sufficiently good bound is known on |G|. This
improves significantly over the reductions in [KK04] and [CC18]. A downside of our reduction is
that it is restricted to short exponents sampled from a domain of the form Si = Z⌊|G|/2i⌋. While this
bound cannot be computed exactly for general unknown-order groups, we note that the reduction
trivially extends to short exponents sampled from any distribution statistically close to the uniform
distribution over Si. When a sufficiently good bound on |G| is known, this is easy to do. Typically,
for the case of interest in this work, G = QRN and |G| = φ(N)/4 = N/4 − (p + q − 1)/4 =
N/4 − O(

√
N), hence the uniform distribution over Z⌊N/2i+2⌋ is statistically close to the uniform

distribution over Z⌊|G|/2i⌋. In our work, we choose i such that ⌊|G|/2i⌋ ≈ 22ℓ (where ℓ is set to 128
in practice).

Revisiting the reduction of [KK04]. To design our improved reduction, we revisit the SEI-
to-SEDL reduction provided in [KK04]. We start by remarking that their proof works with a flavor
of SEI that differs from the flavor considered here. We refer to this flavor as short-exponent in the
high bits. For a given group G of known, odd order, their reduction considers indistinguishability
between the following distributions:

Ai = {(g, gx) | g ← G and x← Z|G| ∩ (2i)Z}.

The extreme case A0 corresponds to full size exponents. Furthermore, when moving from Ai to
Ai+1 the size of the space of exponents reduces by one bit. Let Ac be the target SEDL distribution.
By a standard hybrid argument, it holds that if there exists a PPT adversary A distinguishing A0

and Ac with advantage ε, then there exists an intermediate value 0 ≤ i < c and a PPT algorithm
A′ distinguishing Ai and Ai+1 with advantage at least ε/c.
It remains to argue that a distinguisher between Ai and Ai+1 yields an attack against the SEDL
assumption. To do so, consider the following distributions for b ∈ {0, 1}:

Bb
i = {(g, gx) | g ← G, x← Z⌊|G|/2i⌋ s.t. lsb(x) = b}.

Given a distinguisher B against B0
i , B

1
i , [KK04] constructs a distinguisher A against Ai, Ai+1 as

follows: on input (g, gx) from either Ai or Ai+1, run b ← B(g, gx/2
i
) and output b. Observe that

if (g, gx) was sampled from Ai, then (g, gx/2
i
) is distributed as a random sample from B1

i , while

if (g, gx) was sampled from Ai+1, (g, g
x/2i) is distributed as a random sample from B0

i . Then,
an algorithm B distinguishing B0

i from Bi
1 translates to an algorithm predicting, given a sample

(g, gx), the least significant bit of x ∈ Z⌊|G|/2i⌋ (with non-negligible advantage). Note that raising

the second menber to the power 2−i is achieved by computing the inverse of 2i modulo the order of
the group (which is odd and known). Now, given algorithm to compute the LSB of x for Bi with
advantage close to 1 easily gives a bit-by-bit approach to recover the discrete logarithm x: if x is
even, we can go to the next bit by considering (g, gx/2); for an odd x we compute gx−1 and proceed
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as before. Furthermore, an imprecise predictor for the LSB in Bi can be easily re-randomized to
provide a very precise predictor2 for Bi+δ.

Handling groups of unknown order. The analysis of [KK04] is restricted to groups of known
order due to the need to compute the inverse of 2i. However, we make the following simple
observation: over a group of unknown order, we can achieve the same result by emulated by scaling
the basis. In this approach, however, we still need the order of the group to be odd. Concretely,
given a distinguisher B against B0

i , B
1
i , we construct a slightly different distinguisher A′: on input

(g, gx) sampled from Ai or Ai+1, A′ outputs b← B(g2
i
, gx). Observe that the distribution of h = g2

i

is uniform over |G| , and gx = hx/2
i
, hence A′ has the same advantage as A against Ai, Ai+1. But

the new reduction does not need to compute the modular inverse of 2i anymore. Similarly, after
extracting the LSB of x, the bit-by-bit extraction of x proceeds by repeating the process with
(g2, gx) if x is even (instead of (g, gx/2)) or with (g2, gx−1) is x is odd.
This generalizes the reduction of [KK04] to groups of unknown order, albeit only for a flavor of
SEDL with “short exponents in the high bits”. Below, we extend this analysis to the case of short
exponents as considered in our work, for short-exponent bounds of a special form.

Reducing the standard SEI with special bounds to SEDL. Let us define:

A′i = {(g, gx) | g ← G, x← Z⌊|G|/2i⌋}.

We now show that the indistinguishability of A′i and A
′
0 = A0 is equivalent to the indistinguishability

of Ai and A0. Indeed, if (g, h) is an element of A′i then (g, h2
i
) is an element of Ai. Moreover, if

(g, h) is an element of A′0 then (g, h2
i
) is an element of A0. In the other direction, an element (g, h)

of Ai can be sent to the element (g2
i
, h) of A′i. Thanks to these two efficiently computable maps, we

directly conclude that A′i is indistinguishable from A′0 if and only if Ai is indistinguishable from A0.

A.2 Factoring tough-RSA numbers compared standard RSA numbers

Since we are using RSA numbers with a very specific structure, one might worry that factorization
of these numbers might be much easier than the factorization of ordinary RSA numbers. We
would like to argue about the security of our choice beyond the rather obvious remark that none
of the known factoring algorithms can exploit our chosen structure of tough-RSA numbers.
First remark that the structure implies two dictinct properties. The first property avoids any small
prime factors in the group order. The second property fixes the size of factors to remain smaller
than 22ℓ.
As remarked in Section A.1.2, without the first property, we would have to increase the bitsize of
small exponents to compensate for the presence of the small factors. Thus, it make perfect sense
to compare the security of tough-RSA to the security of RSA number without any small factor in
the group order. Also, from a heuristic point of view, it is very unclear how the absence of short
factors could help while factoring.
To get confidence in our assumption that tough-RSA numbers are hard to factor, we propose to
compare the hardness of factoring standard RSA numbers and RSA numbers where p−1 and q−1

2In [KK04], this is expressed slightly differently, by guessing the δ most significant bits before re-randomizing.
However, this amounts to the same idea.
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have all their factors below 22ℓ. It then makes sense to argue that if the hardness of factoring are
comparable for these numbers, then the hardness of factoring when small factors are forbidden are
also comparable.
To achieve that, we want to estimate the probability that a random standard RSA number has no
factors higher than 22ℓ in p− 1 and q − 1. It also makes sense to consider the case where only one
of p − 1 and q − 1 satisfies the 22ℓ-smoothness assumption. Indeed, known factoring algorithms
that require prime factors with a special property work even when a single prime has the property.
Thus, it is reasonable to assume that an algorithm exploiting 22ℓ-smoothness of p − 1 would also
work with a single special prime.
To estimate the probability that a number X is B-smooth, we use the Canfield-Erdös-
Pomerance [CEP83] approximation ρ(log(X)/ log(B) where ρ is the Dickman-Rho function. This
yields the following results:

• For (112, 2048), the probability for any given prime to have p− 1 smooth enough is approxi-
mately ρ(512/112) ≈ 1/882.

• For (128, 2048), the probability for a single prime is approximately ρ(4) ≈ 1/204.

• For (128, 3072), the probability for a single prime is approximately ρ(6) ≈ 1/51000.

As a consequence, for long-term keys of 3072, a fraction larger than 2−15 of standard RSA numbers
would be affected by a specific algorithm improving on the principle of the P − 1 algorithm. If
both factors are required to be smooth the probability would be higher than 2−32 and still far from
negligible.

B Symbolic Evaluation to Lazy Evaluation Reduction

In this section, we show that the symbolic evaluation form Section 7.1.1 is indistinguishable from
the GGM up to an error term of O(t2/q) (with a small hidden constant ≈ 5), where t denotes the
number of queries of the attacker. Namely, we prove the following theorem.

Theorem B.1. For an algorithm D interacting with the group oracle in the GGM or the lazy
symbolic evaluation from Section 7.1.1 making at most t queries to the group oracle, let outD and
out′D denote the output of D when interacting with the respective oracle. Then, for every D,∣∣∣∣PrD [outD = 1]− Pr

D

[
out′D = 1

]∣∣∣∣ ≤ (t+ 5)(t+ 4)

q
+ 2 · (t+ 4)(2t+ 9) + 2t

q − 1

Proof. The above is a corollary of Propositions B.2, B.3 and B.5 stated further below. □

B.1 Lazy Evaluation 1

Let LazyEval1 denote the following group oracle defined for the following operations. This oracle
corresponds to the standard lazy evaluation oracle of the GGM, suitably modified for our use case.

1. Initialization.

(a) π ← {(0,1)}
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(b) Sample g
$← G \ {1} and set π ← π ∪ {(1, g), (−1, g−1)}.

(c) Sample x
$← F∗q and X

$← G. Set π ← π ∪ {(x,X), (−x,X−1)}.
(d) Set R← ∅ (the presignatures set)

(e) Return (g,X).

2. Group query. On input i ∈ Fq, do:

(a) If i /∈ domain(π)

i. Sample P
$← G (if P ∈ range(π), repeat this step)

ii. Set π ← π ∪ {(i, P ), (−i, P−1)}.
(b) Return π(i)

3. Group addition. On input (P1, P2) ∈ G2, do:

(a) For j ∈ {1, 2}, if Pj /∈ range(π):

i. Sample i
$← F∗q (if i ∈ domain(π), repeat this step)

ii. Set π ← π ∪ {(i, Pj), (−i, P−1j )}.

(b) Return the group query output on input π−1(P1) + π−1(P2).

4. Presignatures. Sample i
$← F∗q , and do:

(a) If i /∈ domain(π), invoke the group query on input i to obtain R.

(b) Return R = π(i) and set R← R ∪ {R}. .

5. Modifier. On input (R, δ, z,m) ∈ R×∆× F∗q
2, do:

(a) If (R, δ, z,m) /∈ domain(λ)

i. Sample µ
$← Fq

ii. Invoke the group query on input µ+ z · π−1(R)
iii. Set λ← λ ∪ ((R, δ, z,m), µ).

(b) Return λ(R, δ, z,m)

6. Signature. On input (R, δ, z,m) ∈ domain(λ), do:

(a) Let µ = λ(R, δ, z,m) and R̂ = π(µ+ zπ−1(R))

(b) Set r̂ = X (R̂) and remove all records of R from R and λ

(c) Return (r̂, s) for s← (π−1(R̂))−1(m+ r̂(x+ δ)) mod q.

(If m+ r̂(x+ δ) = 0 or r̂ = 0, return fail)

77



B.2 Lazy Evaluation 2

Let LazyEval2 denote the following group oracle defined for the following operations. Changes with
respect to LazyEval1 are highlighted.

1. Initialization.

(a) π ← {(0,1)}

(b) Sample g
$← G \ {1} and set π ← π ∪ {(1, g), (−1, g−1)}.

(c) Sample x
$← F∗q and X

$← G. (If X ∈ range(π), abort)

(d) Set π ← π ∪ {(x,X), (−x,X−1)}.
(e) Set R← ∅ (the presignatures set)

(f) For all P ∈ G such that X (P ) = 0, execute the group addition query on input (P,1).

(g) Return (g,X)

2. Group query. On input i ∈ Fq, do:

(a) If i /∈ domain(π)

i. Sample P
$← G. (If P ∈ range(π), abort)

ii. Set π ← π ∪ {(i, P ), (−i, P−1)}.
(b) Return π(i)

3. Group addition. On input (P1, P2) ∈ G2, do:

(a) For j ∈ {1, 2}, if Pj /∈ range(π):

i. Sample i
$← F∗q (if i ∈ domain(π), abort)

ii. Set π ← π ∪ {(i, Pj), (−i, P−1j )}.

(b) Return the group query output on input π−1(P1) + π−1(P2).

4. Presignatures. Sample i
$← F∗q (If i ∈ domain(π), abort), and do:

(a) Invoke the group query on input i.

(b) Return R = π(i) and set R← R ∪ {R}.

5. Modifier. On input (R, δ, z,m) ∈ R×∆× F∗q
2, do:

(a) If (R, δ, z,m) /∈ domain(λ)

i. Sample µ
$← Fq (If µ+ z · π−1(R) ∈ domain(π), abort)

ii. Invoke the group query on input µ+ z · π−1(R)
iii. Set λ← λ ∪ ((R, δ, z,m), µ).

(b) Return λ(R, δ, z,m)

6. Signature. On input (R, δ, z,m) ∈ domain(λ), do:

(a) Let µ = λ(R, δ, z,m) and R̂ = π(µ+ zπ−1(R))
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(b) Set r̂ = X (R̂) and remove all records of R from R and λ

(c) Return (r̂, s) for s← (π−1(R̂))−1(m+ r̂(x+ δ)) mod q.

(If m+ r̂(x+ δ) = 0, return fail)

Proposition B.2. For an algorithm D interacting with LazyEval1 or LazyEval2 making at most t

queries to the group oracle, let out
LazyEvali
D denote the output of D when interacting with LazyEvali.

Then, for every D,∣∣∣∣PrD [
out

LazyEval1
D = 1

]
− Pr

D

[
out

LazyEval2
D = 1

]∣∣∣∣ ≤ (t+ 5)(t+ 4)

q

Proof. Note that the two experiments are distinguishable only if LazyEval2 aborts. At any given

query, LazyEval2 aborts with probability |π|q . After initialization, we have |π| ≤ 9. Since each query
adds at most two elements to π, the size of π at the i-th query is at most 9 + 2(i− 1). Therefore,
the total probability that LazyEval2 aborts over t queries is at most

t∑
i=−2

9 + 2(t− 1)

q
=
t+ 3

2
· 9 + 2t+ 1

q

=
(t+ 5)(t+ 3)

q

□

B.3 Symbolic Evaluation 1

Let SymbLazyEval1 denote the following group oracle defined for the following operations. Changes
with respect to LazyEval2 are highlighted.

1. Initialization.

(a) π ← {(0,1)}

(b) Sample g
$← G \ {1} and set π ← π ∪ {(1, g), (−1, g−1)}.

(c) Sample x
$← F∗q and X

$← G. (If X ∈ range(π), abort)

(d) Set ρ = {(x,X), (−x,X−1)}and π ← π ∪ {(R1, X), (−R1, X
−1)}.

(e) Set V ← {R1} and R← ∅ (the presignatures set) and c = 1.

(f) For all P ∈ G such that X (P ) = 0, execute the group addition query on input (P,1).

(g) Return (g,X)

2. Group query. On input i ∈ Fq, do:

(a) If i /∈ domain(π)

i. Sample P
$← G. (If P ∈ range(π), abort)

ii. Set π ← π ∪ {(i, P ), (−i, P−1)}.
(b) Return π(i)
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3. Group addition. On input (P1, P2) ∈ G2, do:

(a) For j ∈ {1, 2}, if Pj /∈ range(π):

i. Sample i
$← F∗q . (If i ∈ domain(π), abort)

ii. Set π ← π ∪ {(i, Pj), (−i, P−1j )}.

(b) Return the group query output on input π−1(P1) + π−1(P2).

4. Presignatures. Set c← c+ 1, and do:

(a) Sample R
$← G. (If R ∈ range(π), abort).

(b) Set ρ← ρ ∪ {(i, R), (−i, R−1)}.
(c) Set π ← π ∪ {(Rc, R), (−Rc, R

−1)}, V ← V ∪ {Rc} and R← R ∪ {R}.
(d) Return R.

5. Modifier. On input (R, δ, z,m) ∈ R×∆× F∗q
2, do:

(a) If (R, δ, z,m) /∈ domain(λ)

i. Sample µ
$← Fq. (If µ+ z · π−1(R) ∈ domain(π), abort)

ii. Invoke the group query on input µ+ zπ−1(R).

iii. Set λ← λ ∪ ((R, δ, z,m), µ) and ρ← ρ ∪ (µ+ z · ρ−1(R), R̂).
(b) Return λ(R, δ, z,m)

6. Signature. On input (R, δ, z,m) ∈ domain(λ), do:

(a) Let µ = λ(R, δ, z,m), R̂ = µ+ z · π−1(R) and r̂ = X (R̂).

(b) Set s = (ρ−1(R̂))−1(m+ r̂ · (x+ δ)) if m+ r̂ · (x+ δ) ̸= 0 and s
$← F∗q , otherwise.

(c) Substitute s−1(m+ r̂ · (R1 + δ)) for π−1(R̂) throughout domain(π).

Abort if any two polynomials collapse, i.e., there’s a collision.

(d) Remove all records of R and R from R, V and λ.

(e) Return (r̂, s)

Proposition B.3. For an algorithm D interacting with LazyEval2 or SymbLazyEval1 making at

most t queries to the group oracle, let out
LazyEval2
D and out

SymbLazyEval1
D denote the output of D when

interacting with the corresponding oracle. Then, for every D,∣∣∣∣PrD [
out

LazyEval2
D = 1

]
− Pr

D

[
out

SymbLazyEval1
D = 1

]∣∣∣∣ ≤ 2(t+ 4)(2t+ 9) + 4t

q − 1

Proof. Notice that the two experiments are distinguishable only in the following cases:

1. It occurred that m+ r̂ · (x+ δ) = 0 in Item 6b

2. Two polynomials in domain(π) collapsed in Item 6c
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3. One of the highlighted items would have aborted according to LazyEval2 (because i /∈
domain(π) according to SymbLazyEval1 and yet i = i0+

∑
R∈V iR·ρ−1(π(R)) for i0+

∑
R∈V iR·

R ∈ domain(π)).

We show that the first two items occur with probability at most t/q, (t+4)(2t+9)/q, respectively,
and, assuming Item 2 does not occur, Item 3 occurs with probability at most (t + 4)(2t + 9)/q
which immediately implies the claimed bound. The first item follows from Fact B.4 (stated further
below) as each r̂ is random. For the second item, we count how many points P, P ′ ∈ range(π) are
susceptible to collapse. Assume that when R̂ = π(µ + zR2) is queried for a signature, for some
R2 ∈ V , and P and P ′ admit the following expressions in domain(π):{

P = i0 + i1R1 + i2(µ+ zR2) +
∑

R∈V \{R1,R2} iR ·R
P ′ = i0 + i′1R1 + i′2(µ+ zR2) +

∑
R∈V \{R1,R2} i

′
R ·R

Note that the polynomials associated with P and P ′ can collide only if ij ̸= i′j for j ∈ {0, 1, 2} and
iR = i′R for all R ∈ V \ {R1,R2}. Consequently, if P and P ′ are potential colliding pairs but do

not collide when the signature associated with R̂ is released, they cannot collide in any subsequent
signature query. Therefore, each pair {P, P ′} is counted at most once as a potentially colliding
pair. Since there are

(|π|
2

)
such pairs, the Schwartz-Zippel lemma implies that the probability that

two polynomials collide is at most(
|π|
2

)
· 1

q − 1
=

(9 + 2t)(9 + 2t− 1)

2(q − 1)
=

(2t+ 9)(t+ 4)

q − 1

To conclude, under the condition that no two polynomials collide, we apply Schwartz-Zippel once
again to deduce that the probability that Item 3 occurs is at most (2t+ 9)(t+ 4)/(q − 1). □

Fact B.4. Let (G, g, q) be the group-generator-order tuple associated with a prime order elliptic
curve, and let a ∈ Fq. Then, Pr

k←F∗
q

[
X (gk) = a

]
≤ 4

q−1 .

B.4 Symbolic Evaluation 2

Let SymbLazyEval2 denote the following group oracle defined for the following operations. This
oracle corresponds to the lazy symbolic oracle from Section 7.1.1.

1. Initialization.

(a) π ← {(0,1)}

(b) Sample g
$← G and set π ← π ∪ {(1, g), (−1, g−1)}.

(c) Sample X
$← G and π ← π ∪ {(R1, X), (−R1, X

−1)}. (If X ∈ range(π), abort)

(d) Set V ← {R1} and R← ∅ (the presignatures set) and c = 1.

(e) For all P ∈ G such that X (P ) = 0, execute the group addition query on input (P,1).

(f) Return (g,X)

2. Group query. On input i = i0 +
∑

R∈V iR ·R, do:

(a) If i /∈ domain(π)
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i. Sample P
$← G. (If P ∈ range(π), abort)

ii. Set π ← π ∪ {(i, P ), (−i, P−1)}.
(b) Return π(i)

3. Group addition. On input (P1, P2) ∈ G2, do:

(a) For j ∈ {1, 2}, if Pj /∈ range(π):

i. Sample i
$← F∗q . (If i ∈ domain(π), abort)

ii. Set π ← π ∪ {(i, Pj), (−i, P−1j )}.

(b) Return the group query output on input π−1(P1) + π−1(P2).

4. Presignatures. Set c← c+ 1, and do:

(a) Sample R
$← G. (If R ∈ range(π), abort).

(b) Set π ← π ∪ {(Rc, R), (−Rc, R
−1)}, V ← V ∪ {Rc} and R← R ∪ {R}.

(c) Return R.

5. Modifier. On input (R, δ, z,m) ∈ R×∆× F∗q
2, do:

(a) If (R, δ, z,m) /∈ domain(λ)

i. Sample µ
$← Fq. (If µ+ zπ−1(R) ∈ domain(π)), abort)

ii. Invoke the group query on input µ+ zπ−1(R).

iii. Set λ← λ ∪ ((R, δ, z,m), µ).

(b) Return λ(R, δ, z,m)

6. Signature. On input (R, δ, z,m) ∈ domain(λ), do:

(a) Let µ = λ(R, δ, z,m) and R̂ = π(µ+ z · π−1(R)).

(b) Set r̂ = X (R̂) and sample s
$← F∗q .

(c) Substitute s−1(m+ r̂ · (R1 + δ)) for π−1(R̂) throughout domain(π).

Abort if any two polynomials collapse, i.e., there’s a collision.

(d) Remove all records of R and R from R, V and λ.

(e) Return (r̂, s)

Proposition B.5. For an algorithm D interacting with SymbLazyEval2 or SymbLazyEval1 making

at most t queries to the group oracle, let out
SymbLazyEval1
D and out

SymbLazyEval2
D denote the output of

D when interacting with the corresponding oracle. Then, for every D,∣∣∣∣PrD [
out

SymbLazyEval2
D = 1

]
− Pr

D

[
out

SymbLazyEval1
D = 1

]∣∣∣∣ = 0
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