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Abstract—Homomorphic encryption (HE) is a foundational
technology in privacy-enhancing cryptography, enabling non-
interactive computation over encrypted data. Recently, gen-
eralized HE primitives designed for multi-party applications,
such as multi-group HE (MGHE), have gained significant
research interest. While constructing secure multi-party proto-
cols from (MG)HE in the semi-honest model is straightforward,
zero-knowledge techniques are essential for ensuring security
against malicious adversaries.

In this work, we design practical proof systems for MGHE
to guarantee the well-formedness of public keys and cipher-
texts. Specifically, we develop and optimize a polynomial
interactive oracle proof (PIOP) for MGHE, which can be
compiled into zk-SNARKs using a polynomial commitment
scheme (PCS).

We compile our PIOP using a lattice-based PCS, and
our implementation achieves a 5.5x reduction in proof size, a
70x speed-up in proof generation, and a 343x improvement
in verification time compared to the previous state-of-the-
art construction, PELTA (ACM CCS 2023). Additionally, our
PIOPs are modular, enabling the use of alternative PCSs to
optimize other aspects, such as further reducing proof sizes.

Keywords—homomorphic encryption, zero-knowledge proof,
multiparty computation, malicious security

1. Introduction

In recent years, Homomorphic Encryption (HE) has been
widely adopted in various privacy-preserving protocols, such
as private information retrieval [1, 2], private set intersec-
tion [3, 4], oblivious message retrieval [5, 6], and secure
inference [7, 8], demonstrating its versatility and practicality.

Despite these advantages, there are issues that cannot
be resolved using HE alone, of which we highlight two
primary limitations. First, in conventional HE, homomorphic
operations are only possible when ciphertexts are encrypted
under the same key, making the key owner as a single point
of failure.

To overcome this limitation, various solutions have been
proposed for trust distribution across multiple entities, and
currently multi-party HE (MPHE) [9] or multi-key HE
(MKHE) [10] are the most promising solutions. In MPHE,
all participants are involved in a key-generation protocol to

obtain secret key shares and build a joint public key for
HE. In the MKHE setting, each party separately generates
its own key pair so the main challenge is in the design
of homomorphic operation algorithms supporting compu-
tation between ciphertexts encrypted under different keys.
Recently, Kwak et al. [11] developed a new notion of multi-
group HE (MGHE) that combines the best of both worlds,
making homomorphic computation between multiple enti-
ties more practical.

On the other hand, integrity is another issue that must
be addressed when using HE. Existing literature often as-
sumes a semi-honest model when building protocols with
HE. However, while the security definition of HE ensures
data privacy, it does not guarantee integrity against attacks
from malicious adversaries. For example, recent studies
presented potential vulnerabilities of HE-based protocols
under malicious settings in the context of IND− CPAD

attacks [12, 13, 14]. In contrast to the extensive research
focused on improving the performance of HE, efforts to
enhance the security of HE-based protocols have been quite
limited and remain largely theoretical.

Achieving malicious security in HE-based protocols has
been discussed in various directions [15, 16, 17, 18, 19], but
the most viable solution is attaching non-interactive zero-
knowledge proofs (NIZK) to verify the correct execution
of the protocol, thus preventing malicious behaviors. This
naturally leads to the demand for efficient NIZKs, or more
specifically zk-SNARKs (succinct non-interactive arguments
of knowledge), for HE ciphertexts and public keys. As a
result, a sequence of studies [20, 21, 22, 23] focused on
constructing efficient proof systems for HE ciphertexts and
public keys. However, these solutions are still far from
practical deployment due to significant overheads in proof
generation time or proof size. Additionally, they do not
employ recent advances in SNARK constructions, such as
the polynomial interactive oracle proof (PIOP) framework.

1.1. Our Contributions

In this work, we construct efficient proof systems that
ensures public key and ciphertext integrity in HE systems.
Specifically, our proof system is based on the PIOP frame-
work, reflecting recent advances in SNARKs. In the PIOP
framework [24, 25], given an NP-relation to be proven,
we first design a specially formed interactive proof system,
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called PIOP. Then, this can be compiled into a SNARK
using a polynomial commitment scheme and applying the
Fiat-Shamir transform. This provides modularity in design-
ing SNARKs, as it suffices to construct an efficient PIOP for
the given relation, which is automatically transformed into
a SNARK through the PIOP compilation. In this context,
we primarily focus on designing efficient PIOP for MGHE
ciphertexts and public keys.
PIOP over Polynomial Ring. We first design efficient
PIOPs for polynomials, including proofs for arithmetic re-
lations and bounds on the coefficients, as most practical
HE schemes [26, 27] are constructed over polynomial rings.
To achieve this, we utilize the number-theoretic transform
(NTT) to convert constraints over polynomials into con-
straints over vectors, since existing PIOPs [28, 24] are
optimized for handling vectors in finite fields. These include
PIOPs such as the row check PIOP for verifying Hadamard
products between vectors and the linear check PIOP for
verifying linear relations between vectors. However, these
PIOPs are insufficient for our cases, so we design two new
PIOPs: the generalized row check PIOP and the norm check
PIOP, which handle more general constraints over vectors.
PIOP for MGHE. Based on our PIOPs for polynomial
rings, we design practical PIOPs that specifically prove the
well-formedness of public keys and ciphertexts of an MGHE
scheme [11]. However, there still remains a gap between the
input space for PIOP and the ciphertext space of HE due to
differences in coefficient moduli. For PIOP, the coefficient
modulus must be a large prime to ensure negligible sound-
ness error, whereas HE ciphertext modulus is typically a
product of small primes for efficient polynomial arithmetic.
We bridge this gap by introducing a modulus-switching
technique, temporarily converting the modulus of HE ci-
phertexts into a large prime during proof generation. We
remark that the modulus-switching technique was originally
introduced to be used in homomorphic multiplication but
we reuse the same technique for efficient proof generation.

For proving constraints related to HE ciphertexts and
public keys, we frequently need to verify the NTT operation,
which can be represented as a matrix-vector multiplication
using a Vandermonde matrix. We can prove this using the
linear check PIOP. However, during the linear check PIOP,
a random vector needs to be multiplied by the transpose
of a Vandermonde matrix, whose complexity is quadratic
with vector dimension. To resolve this, we utilize algebraic
properties of Vandermonde matrices and employ inverse
NTT operations to achieve quasi-linear complexity.
Concrete Efficiency. For a concrete instantiation, we com-
pile our PIOP for MGHE using a polynomial commitment
scheme (PCS). Among various candidates for PCS, we
specifically use the lattice-based construction by Hwang et
al. [29] as it provides fast proof generation and post-quantum
security. One downside is its proof size, which scales with
the square root of the input size; however, it still results in
a smaller proof size compared to HE public keys.

For benchmarking, we measure proof size and runtimes
for both the prover and verifier across various types of

public keys. For encryption keys, our PIOP achieves a 5.5x
smaller proof size, 70x faster proof generation, and 343x
faster verification compared to the previous state-of-the-art
construction by Chatel et al. [23]. We expect the gap in proof
size to widen further if larger keys, such as relinearization
and automorphism keys, are included, as our proof size
grows at a square-root rate, while the previous work scales
linearly. Thanks to the modularity of the PIOP, we note
that the proof size of our PIOP could be further reduced,
at the cost of slower proof generation, if compiled with
other PCS [30, 31, 32, 33], which offer polylogarithmic or
constant proof sizes.

1.2. Applications

Maliciously Secure MPC. The most straightforward ap-
plication of our PIOP is achieving malicious security in
MGHE-based MPC protocols. In [16, 15], round-efficient
general MPC protocols are proposed based on the function-
alities of MKHE and MPHE, which can be replaced by
MGHE. Initially, these protocols are designed to be secure
against semi-malicious adversaries but can be compiled to a
fully malicious setting by incorporating NIZKs for cipher-
texts and public keys. Since our PIOP naturally produces
zk-SNARKs for MGHE ciphertexts and public keys, it can
be utilized to enhance the security of MGHE-based MPC
protocols.

Malicious Circuit Privacy. HE is often utilized in a client-
server scenario where the server also has private input for
homomorphic evaluation. This setup is particularly useful in
asymmetric settings, where the server’s input is much larger
than the client’s input, such as in private large language
models [34, 35] or private set intersection [3, 4]. However,
this requires that the protocol does not leak information
about the server’s input or, more generally, about the circuit,
which is referred to as circuit privacy. Circuit privacy can
be extended to an MKHE setting [19], which is well-suited
for the security model in collaborative inference. Practical
solutions for circuit privacy are typically based on the noise-
flooding technique [3], which assumes a semi-honest setting,
where the client behaves honestly. This can be enhanced to
a fully malicious setting by incorporating NIZKs for HE
ciphertexts and public keys, as noted in [18]. Thus, our PIOP
can be utilized to achieve circuit privacy against malicious
clients.

Setup for SPDZ. The SPDZ [36] protocol is a secret-
sharing-based MPC protocol that achieves security against
malicious adversaries. During the offline phase of SPDZ,
specially structured randomness, called authenticated triples,
are generated through MPHE functionality. While it pro-
vides efficient proof systems for verifying MPHE cipher-
texts, a proof system for joint public keys in MPHE is not
precisely described. Recently, Rotaru et al. [37] proposed
an MPC-based solution for constructing these public keys
securely, which requires about 2 hours in the two-party case.
We conceive that our PIOP for MGHE public keys can be
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another solution to this problem, as it can generate all the
required proofs for joint key generation in 13 minutes.

1.3. Related Work

NIZK for HE. Previously, several works in the literature
have constructed NIZKs for HE. Del Pino et al. [20] utilize
the inner product argument from Bulletproof [38] to repre-
sent constraints for HE ciphertexts. However, they do not
provide concrete performance metrics. Boschini et al. [21]
construct a proof system based on the R1CS representation
in Aurora [28], which is based on PIOP. This approach
achieves a short proof size for HE ciphertexts due to its
polylogarithmic complexity, but it results in slow proof
generation due to a lack of PIOP-level optimization. The
most relevant work to ours is the proof system by Chatel et
al. [23], which proves constraints for MPHE [9] ciphertexts
and public keys. To achieve fast proof generation, they use
the LANES [39, 40, 41] framework, which provides fast
proof generation based on lattice-based cryptography but
results in a large proof size that scales linearly with the input
size. Compared to other previous work, it presents proof sys-
tems for evaluation keys, which have a more complex struc-
ture than ciphertexts. However, since the LANES framework
is optimized for a small coefficient modulus, originally tar-
geting lattice-based signatures, it requires dozens of repeti-
tions to generate proofs for HE ciphertexts, as the coefficient
modulus of HE is a product of dozens of small primes.

Verifiable Computation. In addition to ensuring the in-
tegrity of HE ciphertexts and public keys, another line of
research [42, 43, 22] focuses on validating the integrity of
homomorphic computations. While this is orthogonal to our
work, our methodology is technically related, as it employs
SNARKs to prove the validity of computations, which are
specifically optimized for sublinear verification complexity.
Hence, we believe that our PIOP for polynomial rings can
be utilized to construct efficient SNARKs for HE operations
within the PIOP framework.

2. Background

2.1. Notation

For a positive integer q, we use Z ∩ (−q/2, q/2] as a
representative set of Zq, and denote by [a]q the reduction of
a modulo q. Vectors over Z or Zq are denoted with regular
lowercase letters and arrows, such as v⃗, and matrices over Z
or Zq are represented by regular uppercase letters. We regard
all vectors as column vectors, and we use the symbol ∥ for
the concatenation of two vectors.

Let d be a power of two. We denote by R =
Z[X]/(XN+1) the ring of integers of the 2N -th cyclotomic
field and Rq = Zq[X]/(XN + 1) the residue ring of R
modulo q. For polynomials, we use bold lowercase letters to

denote them e.g., fff . For a vector v⃗ = (v0, . . . , vn−1) ∈ Zn,
the δp (p ≥ 1) and δ∞ norms are defined as follows.

∥v∥p := p

√√√√n−1∑
i=0

|vi|p and ∥v∥∞ := max
0≤i<n

|vi|

The Hadamard product is denoted by ◦. For a polyno-
mial fff or a vector of polynomials f⃗ff , ∥fff∥p and

∥∥∥f⃗ff∥∥∥
p

are

calculated by regarding them as coefficient vectors. For a
matrix A ∈ Rn×n, we denote the matrix norm of A by
∥A∥2 := max0 ̸=x⃗∈Rn

∥Ax⃗∥2
∥x⃗∥2

.

2.2. Probability Distributions

We denote sampling x from the distribution D by x←
D. For distributions D1 and D2 over a countable set S (e.g.
Zn), the statistical distance of D1 and D2 is defined as 1

2 ·∑
x∈S |D1(x) − D2(x)| ∈ [0, 1]. We denote the uniform

distribution over S by U(S) when S is finite.
We define the n-dimensional spherical Gaussian function

ρ : Rn → (0, 1] as ρ(x⃗) := exp(−π · x⃗⊤x⃗). In gen-
eral, for a positive definite matrix Σ ∈ Rn×n, we define
the elliptical Gaussian function ρ√Σ : Rn → (0, 1] as
ρ√Σ(x⃗) := exp(−π · x⃗⊤Σ−1x⃗). Let Λ ⊆ Rn be a lattice
and c⃗ ∈ Rn. The discrete Gaussian distribution Dc⃗+Λ,

√
Σ is

defined as a distribution over the coset c⃗+Λ, whose proba-
bility mass function is Dc⃗+Λ,

√
Σ(x⃗) = ρ√Σ(x⃗)/ρ

√
Σ(c⃗+Λ)

for x⃗ ∈ c⃗+Λ where ρ√Σ(c⃗+Λ) :=
∑

v⃗∈c⃗+Λ ρ
√
Σ(v⃗) <∞.

When Σ = σ2 · In for σ > 0 and the n-dimensional identity
matrix In, we substitute

√
Σ by σ in the subscript and

refer to σ as the width parameter. For a polynomial fff with
degfff < n, we denote by fff ← Dc⃗+Λ,

√
Σ if we sample its

coefficient vector from Dc⃗+Λ,
√
Σ.

2.3. Polynomial Commitment Scheme

A polynomial commitment scheme (PCS) is a class of
commitment scheme that takes polynomials as messages
and allows the evaluation of committed polynomials. Below,
we define a polynomial commitment scheme for univariate
polynomials, adapted from [24].

Definition 1 (Polynomial Commitment). A polynomial com-
mitment PC consists of the following PPT algorithms.
• PC.Setup(1λ, D) → ck: Given a security parameter λ

and a global polynomial degree upper bound D, it gen-
erates a commitment key ck.

• PC.Com(ck, d,fff)→ (c, δ): Given a polynomial fff ∈ Zp[X]
with degree < d, it generates a commitment c and an
opening hint δ.

• PC.Open(ck, c, d,fff, δ) → b: Given a commitment c, a
polynomial fff with degree < d, and an opening hint δ,
it outputs 0 or 1.

• PC.Eval(ck, x, d,fff, δ) → (y, ρ): Given an evaluation
point x ∈ Zp and an opening hint δ, it returns an
evaluation result y, and an evaluation proof ρ.
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• PC.Check(ck, c, d, x, y, ρ)→ b: Given a commitment c, a
degree upper bound d, an evaluation point x, an evalua-
tion result y, and an evaluation proof ρ, it outputs 0 or
1.

PC is called a polynomial commitment scheme if it satisifes
the following properties.
• Correctness: For every polynomial fff ∈ Zp[X] with a

degree upper bound d ≤ D and every point x ∈ Zp, the
following holds.

Pr

 PC.Open(ck, c, d,fff, δ) = 1∧
PC.Check(ck, c, d, x,fff(x), ρ) = 1

∣∣∣∣∣∣
ck← PC.Setup(1λ, D)

(c, δ)← PC.Com(ck, d,fff)

(y, ρ)← PC.Eval(x, δ)


≥ 1− negl(λ)

• Extractability: For every PPT adversary A, there exists
a PPT extractor E such that for all randomness r, the
following holds.

Pr

PC.Check(ck, c, d, x, y, ρ) = 1∧(
PC.Open(ck, c, d,fff, δ) = 0∨

y ̸= fff(x)
)
∣∣∣∣∣∣
ck← PC.Setup(1λ, D)

(c, d, x, y, ρ)← A(ck, r)

(fff, δ)← E(ck, r)


≤ negl(λ)

• Binding: For every PPT adversary A, the following holds.

Pr

[
PC.Open(ck, c, d,fff, δ) = 1∧

PC.Open(ck, c, d,fff ′, δ′) = 1∧
fff ̸= fff ′

∣∣∣∣∣ ck← PC.Setup(1λ, D)

(c, d,fff,fff ′, δ, δ′)← A(ck)

]
≤ negl(λ)

PC is called hiding if the following property holds.
• Hiding: For every PPT adversary A = (A1, A2), there

exists a PPT simulator S such that the following holds.
∣∣∣∣∣Pr

 A2(ck, c, ρ) = 1∧
PC.Check(ck, c, d, x,fff(x), ρ) = 1

∣∣∣∣∣∣∣
ck← PC.Setup(1

λ
, D)

(d,fff, x)← A1(ck)

(c, ρ)← S(ck, x,fff(x))



− Pr

 A2(ck, c, ρ) = 1∧
PC.Check(ck, c, d, x,fff(x), ρ) = 1

∣∣∣∣∣∣∣∣∣
ck← PC.Setup(1

λ
, D)

(d,fff, x)← A1(ck)

(c, δ)← PC.Com(ck, d,fff)

(y, ρ)← PC.Eval(x, δ)


∣∣∣∣∣

≤ negl(λ)

2.4. Interactive Argument of Knowledge

We define an interactive argument of knowledge with the
honest verifier zero-knowledge (HVZK) property as follows.

Definition 2 (Interactive Argument of Knowledge). Let Π =
(Setup, P, V) be an interactive protocol between a prover P
and a verifier V. Π is called an argument of knowledge for
a relation R if it satisfies the following properties.
• Completeness: For all PPT adversary A, the following

holds.

Pr

[〈
P(pp, x,w), V(pp, x)

〉
= 1∨

(x,w) ̸∈ R

∣∣∣∣pp← Setup(1λ)

(x,w)← A(pp)

]
≥ 1− negl(λ)

• Knowledge Soundness: For every PPT adversary A =
(A1, A2), there exists a PPT extractor E such that, given
oracle access to A, the following holds.

Pr

〈
A2(pp, st, x), V(pp, x)

〉
= 1∧

(x,w) ̸∈ R

∣∣∣∣∣∣
pp← Setup(1λ)

(st, x)← A1(pp)

w← EA(pp, x)


≤ negl(λ)

Π is called honest verifier zero-knowledge (HVZK) if the
following holds.
• HVZK: For every PPT adversary A = (A1, A2), there

exists a PPT simulator S such that the following holds,
where View outputs the verifier’s view.∣∣∣∣∣Pr

A2(ck, view) = 1∧
(x,w) ∈ R

∣∣∣∣∣∣∣
pp← Setup(1λ)

(x,w)← A1(pp)

view← S(pp, x)


− Pr

A2(ck, view) = 1∧
(x,w) ∈ R

∣∣∣∣∣∣∣
pp← Setup(1λ)

(x,w)← A1(pp)

view← View
(
P(pp, x,w), V(pp, x)

)
 ∣∣∣∣∣

≤ negl(λ)

Additionally, Π is called public coin if all messages from the
honest verifier can be computed as a deterministic function
of a random public input.

If an interactive argument of knowledge is public-coin,
it can be transformed into a non-interactive version using
the Fiat-Shamir transform [44]. Additionally, if it satisfies
the HVZK property, the resulting non-interactive argument
becomes a non-interactive zero-knowledge argument. Thus,
the HVZK property is sufficient for this work, even though
there is a more general version of the ZK property that
includes the case of a malicious verifier.

Next, we review the definition of a polynomial interac-
tive oracle proof (PIOP) in [24, 25], which is a special class
of interactive arguments of knowledge. In the following
definition, we restrict polynomials to be univariate, but it
can be generalized to the multivariate case, as defined in
[45].

Definition 3 (Polynomial Interactive Oracle Proof). Let
Π = (Setup, P, V) be an interactive public coin argument of
knowledge for a relation R. Π is called a polynomial inter-
active oracle proof (PIOP), which satisfies the followings.
• Every message from the prover is a polynomial oracle
(JfffK, d), where fff ∈ Zp[X] of degree ≤ d.

• Every message from the verifier is a random challenge.
• At the end of the protocol, the verifier receives oracle

access to polynomial evaluations at any points.
Π is called a honest verifier zero-knowledge PIOP if it is
an HVZK argument of knowledge, where View outputs the
messages from the verifier and the responses to polynomial
evaluation queries. The complexity of PIOP is measured as
follows:
• Prover complexity: The sum of the runtime of the PIOP

prover
• Verifier complexity: The sum of the runtime of the PIOP

verifier
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• Query complexity: The number of queries the verifier
performs to the oracles.

• Size of proof oracles: The length of the transmitted
polynomials.

• Size of the witness: The length of the witness polynomial.

In [24], Chiesa et al. formalize how a PIOP can be
compiled into an argument of knowledge using a PCS. In
short, the compilation is done by replacing all the oracle
polynomials in the PIOP with commitments from the PCS,
and then attaching evaluation proofs from the PCS for
each polynomial query in the PIOP. The complexity of
the resulting argument of knowledge can be described as
follows.

Theorem 1 (Theorem 8.1 [24]). Let Π be a PIOP for a
relation R and PC be a polynomial commitment scheme.
Then, there exists a public coin argument of knowledge Π′

for R with the following complexity.
• Prover complexity: The sum of the runtime of the PIOP

prover, the time to commit polynomials in PC, and the time
to produce evaluation proofs for oracle queries in PC.

• Verifier complexity: The sum of the runtime of the PIOP
verifier, the time to verify evaluation proofs in PC.

• Proof size: The sum of the messages from the PIOP
verifier, commitments size in PC, and evaluation proof size
in PC.

Additionally, if Π is HVZK and PC is hiding, then Π′ is
HVZK.

2.5. Multi-group Homomorphic Encryption

Multi-group homomorphic encryption (MGHE) is a vari-
ant of homomorphic encryption that allows homomorphic
computation over encrypted data from multiple entities. In
MGHE, a fixed set of entities is called a group, where
each member knows each other prior to computation but
does not trust each other. MGHE can be interpreted as
a generalization of HE, MPHE, and MKHE, because HE
corresponds to a single group with one entity, MPHE to a
single group with multiple entities, and MKHE to multiple
groups, each consisting of a single entity. The basic pipeline
of MGHE consists of the setup, encryption, evaluation, and
decryption phases, as illustrated in Fig. 1.

In the setup phase, each member of a group generates
public keys in a distributed manner and then constructs joint
public keys with group members through a key aggregation
protocol. In the encryption phase, each entity encrypts its
input using its group’s public key and sends it to an evalu-
ator. In the evaluation phase, the evaluator performs homo-
morphic operations not only with ciphertexts from the same
group but also with ciphertexts from different groups. In this
case, access control of intermediate ciphertexts are updated
in an on-the-fly manner whenever encrypted data from a
new group is used. In the decryption phase, each member
of the associated groups of the output ciphertext generates
partial decryption in a distributed manner, and decryption is
completed by aggregating these partial decryptions.

Figure 1. An illustration of MGHE pipeline.

In this work, we focus on the multi-group variant of
the BFV scheme [46, 26], following the constructions in
[11]. The structure of ciphertexts changes over time as
the number of associated groups increases, especially when
homomorphic operations occur between different groups.
Initially, a fresh ciphertext consists of two polynomials, but
its length grows to k + 1 polynomials when the number
of associated groups is k. Since the complexity of homo-
morphic operations grows with k, it is beneficial to keep
the number of groups small by using a key aggregation
protocol. For more details, such as algorithms for homomor-
phic operations, we refer to the relevant literature [11, 10].
Below, we describe the algorithms for setup, key generation,
encryption, and decryption based on the residue number
system (RNS) implementation [47]. Its security is based on
the RLWE problem and the CRS model.
• MGBFV.Setup(1λ, N) → pp: Given a security parameter
λ and a ring degree N , choose a ciphertext modulus
q =

∏ℓ−1
i=0 qi, where the qi’s are distinct prime numbers,

a gadget dimension δ | ℓ, a key distribution χ over R,
a noise distribution ψ over R, a set of automorphisms
Φ ⊆ Aut(R), an upper bound BDD for distributed decryp-
tion, and generate common random strings uuuek ← U(Rq),
u⃗uurlk ← U(R2δ

q ), and u⃗uuφ ← U(Rδ
q). Return a public

parameter pp = (R, q, t, χ, ψ,Φ, BDD,uuuek, u⃗uurlk, {u⃗uuφ}φ∈Φ).
• MGBFV.KeyGen(pp)→ (sk, pk): Given a public parame-

ter pp, generate a secret key sk and a public key pk
as follows, where pk = (ek, rlk, {atkφ}φ∈Φ). A vector
g⃗ = (q/

∏ℓ/δ−1
i=0 qi, . . . , q/

∏ℓ−1
i=ℓ−ℓ/δ qi) ∈ Rδ

q is called
the gadget vector.
– Secret key: Sample sss← χ, and return sk = sss.
– Encryption key: Sample eeeek ← ψ, compute ppp =
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−uuueksss+ eeeek (mod q), and return ek = ppp ∈ Rq.
– Relinearization key: Sample fff rlk ← χ, e⃗eerlk ← ψ3δ ,

and compute the followings, where u⃗uurlk = u⃗uurlk,0∥u⃗uurlk,1
and e⃗eerlk = e⃗eerlk,0∥⃗eeerlk,1∥⃗eeerlk,2

r⃗rr0 = −sss · u⃗uurlk,0 + e⃗eerlk,0 (mod q)

r⃗rr1 = −fff rlk · u⃗uurlk,0 + sss · g⃗ + e⃗eerlk,1 (mod q)

r⃗rr2 = −sss · u⃗uurlk,1 − fff rlk · g⃗ + e⃗eerlk,2 (mod q)

Return rlk = (⃗rrr0, r⃗rr1, r⃗rr2) ∈ R3δ
q .

– Automorphism keys: For φ ∈ Φ, sample e⃗eeφ ← ψδ ,
compute a⃗aaφ = −sss · u⃗uuφ + φ(sss) · g⃗ + e⃗eeφ (mod q), and
return atkφ = a⃗aaφ ∈ Rδ

q .

• MGBFV.AggKey({pk(i)}i∈I) → pk(I): Given a collection
of public keys of a group I , return the aggregated public
key pk(I) = (ek(I), rlk(I), {atk(I)φ }φ∈Φ), where ek(I) =∑

i∈I ek
(i) (mod q), rlk(I) =

∑
i∈I rlk

(i) (mod q), and
atk(I)φ =

∑
i∈I atk

(i)
φ (mod q).

• MGBFV.Enc(ek(I),mmm) → ct = (ccc0, cccI): Given an encryp-
tion key ek(I) = ppp of a group I , a plaintext mmm ∈ Rt,
sample eee0, eee1 ← ψ, fff ← χ, and return ct = fff · (ppp,uuuek) +
(⌊q/t⌉ ·mmm+ eee0, eee1) (mod q).

• MGBFV.DDec(sk(i), ct) → ddd(i): Given a ciphertext ct =
(ccc0, {cccIj}0≤j<k) and the entity i’s secret key sk(i) = sss,
sample eee ← U(RBDD

), and return a partial decryption
ddd(i) = cccIjsss+ eee (mod q), where i ∈ Ij .

• MGBFV.AggDec(ct, {ddd(i)}i∈∪k−1
j=0 Ij

)→mmm: Given a cipher-
text ct = (ccc0, {cccIj}0≤j<k) and a collection of partial
decryptions from all engaged entities, return a plaintext
mmm =

⌊
t
q (ccc0 +

∑
i∈∪k−1

j=0 Ij
ddd(i))

⌉
(mod t).

3. Review of Univariate PIOP

In this section, we review the PIOPs from [28], which
aim to prove the satisfiability of rank-1 constraint systems
(R1CS) by introducing two subprotocols: the row check
PIOP and linear check PIOP. The linear check PIOP was
later improved in [24], which reduced verification complex-
ity by introducing a preprocessing method. However, we
choose not to use this improved version, as it is only bene-
ficial for verifying multiple proofs for the same constraint,
which is not our case, and it also increases the prover’s
computational overhead. In the rest of this section, we first
review the polynomial encoding method and then present
the details of the row check PIOP and linear check PIOP.
We note that all proofs are deferred to Appendix A.

3.1. Polynomial Encoding

Both the row check and linear check PIOP are based
on polynomial encoding, which maps input witness vectors
into univariate polynomials. Let F be a finite field, and let
H = {h0, . . . , hn−1} ⊆ F such that |H| = n. We define a
polynomial encoding as follows.
• Ecd(w⃗)→ www: Given a vector w⃗ ∈ Fn, output the polyno-

mial www ∈ F<n[X] such that www(hi) = wi for 0 ≤ i < n.

We note that such www is uniquely determined due the degree
upper bound. To achieve zero-knowledgeness, encoding pro-
cedure is often randomized. Let L > n be an integer, then
the randomized encoding is defined as follows.
• REcd(w⃗)→ ŵww: Given a vector w⃗ ∈ Fn, uniformly sample

a polynomial ŵww ∈ F<L[X] such that ŵww(hi) = wi for
0 ≤ i < n.

We note that there are multiple candidates for ŵww. If we
sample such ŵww uniformly, then the evaluation results ŵww(α)
for α ̸∈ H are independent of w⃗ up to L−n evaluations due
to the bounded independence. For details, we refer to [28].
In the following PIOPs, this property is crucial for achieving
the HVZK property. We denote the set of candidates for the
evaluation points as C ⊆ F, which satisfies C ∩H = ∅.

3.2. PIOP for R1CS

Row Check. The row check PIOP is for proving the arith-
metic relation over F for each row of input witness vectors.
The arithmetic relation can be described as a multivariate
polynomial, where the number of variables is equal to the
number of input witness vectors. Let zzzH ∈ F<n[X] be the
vanishing polynomial of H , which satisfies zzzH(hi) = 0
for 0 ≤ i < n. Then, the row check PIOP ΠRC is defined
as in Fig. 2. Its core idea is to utilize the property of the
vanishing polynomial, and zero-knowledgeness is assured
by the randomized encoding method. The detailed analysis
of ΠRC is as follows.

Theorem 2 (Definition 4.9 [28]). Let C be a k-ary
polynomial of degree d, U be the number of non-zero
terms of C, and a⃗0, . . . , a⃗k−1 ∈ Fn be witness. Then,
ΠRC(C; a⃗0, . . . , a⃗k−1) is an HVZK PIOP with the following
complexity.
• The soundness error is O

(
(k+d)L)
|C|

)
• The prover time is O(UL(1 + d log(Ld) log d))
• The verifier time is O(Ud+ log n)
• The query complexity is k+1. The total number of distinct

query points is 1.
• The size of proof oracles is kL + d(L − 1) − n + 1, k

polynomials of degree L− 1 and 1 polynomial of degree
d(L− 1)−N

• The size of witness is kn, k vectors of length n.

Linear Check. The linear check PIOP proves the linear
relationship between input witness vectors, which can be
described as a matrix-vector multiplication with a fixed
matrix M . The linear check PIOP ΠLC is defined as in Fig. 3.
It is based on the amortized univariate sumcheck protocol
in [28], which requires H to be a multiplicative subgroup of
F. To achieve zero-knowledgeness, a mask polynomial ggg is
needed, as the randomized encoding alone is insufficient.
The prover and verifier complexity is primarily affected
by the matrix-vector multiplication w⃗ = M⊤v⃗. Below, we
provide its detailed analysis.

Theorem 3 (Theorem 6.2, Lemma 5.10 [28]). ΠLC is an
HVZK PIOP with the following complexity, where K is the
number of non-zero entries in the input matrix M .
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ΠRC(C; a⃗0, . . . , a⃗k−1)

Public input: k-ary polynomial C ∈ F[X0, . . . , Xk−1].
Witness: a⃗0, . . . , a⃗k−1 ∈ Fn.
Claim: C(a0,j , . . . , ak−1,j) = 0 for 0 ≤ j < n, where a⃗i =
(ai,0, . . . , ai,n−1) for 0 ≤ i < k.

1) The prover P samples polynomial encodings âaai ← REcd(⃗ai)
for 0 ≤ i < k, computes the quotient polynomial
qqq = C(âaa0, . . . , âaak−1)/zzzH , and sends polynomial oracles
(JâaaiK, L− 1), (JqqqK, d(L− 1)− n) to V, where d = deg(C).

2) The verifier V gets evaluations âaai(α) and qqq(α) by accessing
polynomial oracles JâaaiK, JqqqK at a random point α ← U(C).
Then, V checks whether C(âaa0(α), . . . , âaak−1(α)) − qqq(α) ·
zzzH(α) = 0.

Figure 2. PIOP for row check

• The soundness error is O
(

k(L+n)
|C|

)
• The prover time is O(K + L logL+ kL)
• The verifier time is O(K + k)
• The query complexity is 2k + 3 and the total number of

distinct query points is 1.
• The size of proof oracles is 2kL + 2L + 2n − 3. 2k

polynomials of degree L − 1 and three polynomials of
degree L+n−2, L−2, and n−2 respectively. Additionally
P sends one field elements to verifier.

• The size of witness is 2kn, 2k vectors of length n.

4. PIOP for MGHE

In this section, we present PIOP for MGHE, which
checks validity of public keys, ciphertexts, and partial de-
cryptions. We first demonstrate how we adapt constraints
over a polynomial ring to align with the univariate PIOPs
in Section 3.2. As described in Section 2.5, ciphertexts and
public keys are generated over the polynomial ring Rq, while
the PIOPs in Section 3.2 are designed to handle vectors over
a finite field. We bridge this gap using the number-theoretic
transform and modulus-switching techniques, enabling us to
prove relations over polynomial rings with the univariate
PIOP. Based on this approach, we demonstrate how the
validity of key generation, encryption, and decryption can
be verified within the univariate PIOP framework. We note
that all proofs are deferred to Appendix A.

4.1. PIOP for Polynomial Ring

Vector Representation. To prove the validity of ciphertexts
and public keys, we primarily need to verify two types
of constraints over the polynomial ring Rq: the arithmetic
relations between polynomials and the boundedness of poly-
nomial coefficients. However, as noted earlier, we need to
convert these polynomial constraints into vector constraints
to leverage the PIOPs in Section 3.2. To resolve this issue,
we use two types of vector representations for polynomi-
als: the coefficient representation and the number-theoretic
transform (NTT) representation.

ΠLC(M ; a⃗0, . . . , a⃗k−1, b⃗0, . . . , b⃗k−1)

Public input: Matrix M ∈ Zn×n
p

Witness: a⃗i, b⃗i ∈ Zn
p for 0 ≤ i < k

Claim: b⃗i = Ma⃗i for 0 ≤ i < k.
1) The prover P samples polynomial encodings âaai ← REcd(⃗ai),

b̂bbi ← REcd(⃗bi) for 0 ≤ i < k and a random polyno-
mial ggg of degree < L + n − 1, computes the summation
µ =

∑
x∈H ggg(x), and sends polynomial oracles (JâaaiK, L−1),

(Jb̂bbiK, L − 1) for 0 ≤ i < k, (JgggK, L + n − 2) and µ to the
verifier V.

2) The verifier V sends random points β, v ← U(C).
3) The prover P computes qqq and rrr, which satisfy the follow-

ing for the polynomials vvv,www ∈ Z<n
p [X] such that v⃗ =

(1, v, . . . , vn−1), w⃗ = M⊤v⃗, vvv = Ecd(v⃗), and www = Ecd(w⃗).

ggg(X) +

k−1∑
i=0

βi+1 ·
(
âaai(X)www(X)− b̂bbi(X)vvv(X)

)
= qqq(X) · zzzH(X) + rrr(X) ·X + n−1 · µ

After then, P sends polynomial oracles (JqqqK, L − 2) and
(JrrrK, n− 2) to the verifier V.

4) The verifier V gets evaluations âaai(α), b̂bbi(α), ggg(α), qqq(α), rrr(α)
by accessing polynomial oracles JâaaiK, Jb̂bbiK, JgggK, JqqqK, and JrrrK
at a random point α← U(C). Then, V checks whether

ggg(α) +

k−1∑
i=0

βi+1 ·
(
âaai(α)www(α)− b̂bbi(α)vvv(α)

)
= qqq(α) · zzzH(α) + rrr(α) · α+ n−1 · µ

Figure 3. PIOP for batched linear relation check

The coefficient representation is simply a vector of
coefficients, which preserves the norm but not the alge-
braic structure. In contrast, the NTT representation aims to
preserve the algebraic structure. If the modulus q is NTT-
friendly, i.e., it has a 2N -th root of unity, Rq is isomorphic to
ZN
q via an isomorphism called NTT, which can be computed

in O(N logN) complexity. Fortunately, most HE schemes
use an NTT-friendly modulus for fast polynomial multipli-
cation, so we can assume q is NTT-friendly. The output
vector of the NTT, which we call the NTT representation,
preserves algebraic structure; however, the norm is not pre-
served in this case. Since we need to prove both arithmetic
relations and the boundedness of coefficients, we use both
vector representations in our PIOP for MGHE. Below, we
summarize each vector representation.
• Coeff(aaa) → a⃗: Given a polynomial aaa =

∑N−1
i=0 aiX

i,
outputs a vector a⃗ = (a0, . . . , aN−1).

• NTT(aaa) → a⃗: Given a polynomial aaa =
∑N−1

i=0 aiX
i,

outputs a vector a⃗ =
(
aaa(ξ), aaa(ξ3), . . . , aaa(ξ2N−1)

)
, where

ξ is a 2N -th root of unity.

Modulus Switching. As mentioned in Section 2.5, the
modulus q is a composite number, a product of distinct
primes. However, the PIOP in Section 3.2 are designed to
support vectors over finite fields, and Zq is not a field.
One way to circumvent this issue is to prove polynomial
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constraints for each Rqi by leveraging the isomorphism re-
lation Rq

∼=
∏ℓ−1

i=0 Rqi . However, this significantly degrades
performance in the PIOP setting, because each qi is too
small to achieve negligible soundness error, and it inhibits
optimization techniques such as batch evaluation protocols
when we compile PIOP into zk-SNARK using PCS.

We resolve this issue using the modulus switching op-
eration, a technique frequently used in RLWE-based HE
schemes to adjust the ciphertext modulus. In short, the
modulus switching operation maps c⃗cc ∈ Rk

q to
⌊
q′

q c⃗cc
⌉
∈ Rk

q′

when changing the modulus from q to q′. Although it has
been used for homomorphic operations, we observe that
it can also be utilized to prove the validity of ciphertexts
and public keys over a PIOP-friendly modulus, rather than
over the composite modulus q. To this end, we modified the
pipeline for MGHE, as shown in Fig. 4, to take advantage
of modulus switching in constructing PIOP for MGHE.

Figure 4. An illustration of modified MGHE pipeline.

In the setup and encryption phase, public keys and ci-
phertexts are generated over Rp, where p is an NTT-friendly
prime number such that p ≈ q. During the evaluation phase,
an evaluator switches the modulus of the public keys and
ciphertexts from p to q for efficient homomorphic compu-
tations. At the end of the evaluation phase, the evaluator
switches the modulus of the output ciphertext from q to
p. Finally, the decryption phase proceeds with the output
ciphertext over Rp. This modification allows us to construct
PIOP for MGHE over the polynomial ring Rp.

Generalized Row Check. We now demonstrate how to
prove arithmetic constraints over a polynomial ring using
a PIOP. Thanks to modulus switching, we can assume that

witness polynomials and their arithmetic relations are rep-
resented in Rp. Then, by applying the NTT representation,
the arithmetic constraints over the polynomial ring Rp are
converted to arithmetic constraints over the product ring ZN

p .
Thus, for our purpose, it suffices to prove the arithmetic
constraints over the product ring ZN

p using a PIOP. However,
existing PIOP, such as the row check, do not cover this
case. We recall that the row check PIOP can only prove a
single, identical arithmetic constraint over Zp for each row
of witness vectors. In contrast, in our case, we need to prove
different constraints for each row of witness vectors, as the
constraints are defined over ZN

p .
To address this issue, we devise a new PIOP called

the generalized row check, which is a variant of the row
check PIOP. The detailed process is presented in Fig. 5.
In the protocol, we represent an arithmetic constraint as
a multivariate polynomial C⃗ whose coefficients are in ZN

p ,
and multiplications are performed using Hadamard products.
During the protocol, the goal is to prove the satisfiability
of C⃗(⃗a0, . . . , a⃗k−1) = 0⃗ for witness vectors a⃗0, . . . , a⃗k−1.
These witness vectors are encoded to polynomials via REcd,
where we set H = {1, ξ2, . . . , ξ2N−2} for a 2N -th root of
unity ξ in Zp, so that H forms a multiplicative subgroup
of Zp. Next, we observe that each coefficient of C⃗ can be
encoded as polynomials via the map Ecd so that C⃗ is con-
verted into a multivariate polynomial CCC whose coefficients
are in Zp[X]. Then, we obtain the following equivalences
by the property of polynomial encoding and the vanishing
polynomial zzzH .

C⃗(⃗a0, . . . , a⃗k−1) = 0⃗ ⇐⇒ CCC(âaa, . . . , âaak−1)(h) = 0, ∀h ∈ H
⇐⇒ zzzH | CCC(âaa, . . . , âaak−1)

Hence, it suffices to check the last divisibility, as described
in ΠGRC. The detailed analysis of ΠGRC is as follows.

Theorem 4 (Generalized row check). Let C⃗ be a k-ary poly-
nomial with degree d, U non-zero terms and a⃗0, . . . , a⃗k−1
be N -length vectors over Zp. Then, ΠGRC is an HVZK PIOP
with the following complexity where L = O(N).

• The soundness error is O
(

(k+d)N)
|C|

)
.

• The prover time is O(UN(d+1) log(Nd+N) log(d+1)).
• The verifier time is O(UN + Ud).
• The query complexity is k+1. The total number of distinct

query points is 1.
• The size of proof oracles is kL+(d+1)(L− 1)−N +1
• The size of witness is kN , k vectors of length N .

Norm Check. For the validity of ciphertexts and pub-
lic keys, we also need to prove the boundedness of the
coefficients of polynomials, i.e., an upper bound on the
norm of the polynomials. Since the coefficient representation
converts a polynomial to a vector while preserving the norm,
it suffices to construct a PIOP that checks an upper bound
on the norm of the input witness vector. To achieve this,
we construct a PIOP called the norm check PIOP, which
is a combination of several row check PIOPs. The detailed
process is illustrated in Fig. 6.
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ΠGRC(⃗C; a⃗0, . . . , a⃗k−1)

Public input: k-ary polynomial C⃗ ∈ (ZN
p )[X⃗0, . . . , X⃗k−1]

Witness: a⃗0, . . . , a⃗k−1 ∈ ZN
p

Claim: C⃗(⃗a0, . . . , a⃗k−1) = 0⃗

1) Before the protocol, both parties P and V construct a poly-
nomial CCC ∈ (Zp[X])[XXX0, . . . ,XXXk−1], which is obtained by
applying Ecd to each coefficient of C⃗.

2) The prover P samples polynomial encodings âaai ← REcd(⃗ai)
for 0 ≤ i < k, computes the quotient polynomial
qqq = CCC(âaa0, . . . , âaak−1)/zzzH . Then, P sends polynomial oracles
(JâaaiK, L− 1), (JqqqK, d(L− 1)− 1) to V.

3) The verifier V gets evaluations âaai(α) and qqq(α) by accessing
polynomial oracles JâaaiK, qqq at a random point α ← U(C).
Then, V checks whether CCC(âaa0, . . . , âaak−1)(α)−qqq(α)·zzzH(α) =
0.

Figure 5. PIOP for generalized row check

The goal of this PIOP is to prove ∥a⃗∥∞ ≤ B for
a witness vector a⃗ ∈ ZN

p . To prove this, we utilize the
ternary representation method from [48]. For B > 0, let
k = ⌊logB⌋ + 1 and define B0 =

⌈
B
2

⌉
, B1 =

⌈
B−B0

2

⌉
,

B2 =
⌈
B−B0−B1

2

⌉
, . . . , Bk−1 = 1, and Bk = 0. If ∥a⃗∥∞ ≤

B holds, it can be decomposed as a⃗ =
∑k−1

i=0 Bi · a⃗i, where
each a⃗i is a ternary vector, i.e., each entry is either -1, 0, or
1. Then, the statement about an upper bound on the norm
can be translated into the following arithmetic constraints:
a⃗ −

∑k−1
i=0 Bi · a⃗i = 0⃗ and a⃗i ◦ (⃗ai − 1⃗) ◦ (⃗ai + 1⃗) = 0⃗ for

0 ≤ i < k, which can be checked through row check PIOPs,
as illustrated in Fig. 6. Below, we provide an analysis of the
norm check PIOP ΠNC.

Theorem 5 (Norm check). ΠNC is an HVZK PIOP with the
following complexity where k = ⌊logB⌋+1 and L = O(N).

• The soundness error is O
(

kN
|C|

)
.

• The prover time is O(kN logN).
• The verifier time is O(k + logN).
• The query complexity is 2k + 2. The total number of

distinct query points is 1.
• The size of proof oracles is 4kL−kN+2L−N−2k |Zp|.
• The size of witness is N , a vector of length N .

4.2. PIOP for Key Generation

Based on the generalized row check and the norm
check PIOPs, we can prove the arithmetic constraints and
boundedness of coefficients for polynomials in Rp. As noted
previously, our basic strategy is to generate public keys and
ciphertexts in Rp and prove their validity using univariate
PIOP over ZN

p . This naturally raises the question of how
to generate valid public keys in Rp, given that the key
generation algorithm in Section 2.5 is described based on
Rq. To address this question, we modify MGBFV.Setup and
MGBFV.KeyGen as follows to accommodate the modulus
change from q to p.

ΠNC(B; a⃗)

Public input: norm bound B
Witness: a⃗ ∈ ZN

p .
Claim: ∥a⃗∥∞ ≤ B.

1) The prover P and the verifier V decompose B into B0 =⌈
B
2

⌉
, B1 =

⌈
B−B0

2

⌉
, B2 =

⌈
B−B0−B1

2

⌉
, . . . , Bk−1 = 1.

Additionally, P decompose a⃗ into a⃗0, . . . , a⃗k−1 ∈ ZN
p such

that a⃗ =
∑k−1

i=0 Bi ·a⃗i and ∥a⃗i∥∞ ≤ 1, where k = ⌊logB⌋+
1 and

2) The prover P and the verifier V invoke the following PIOPs.

ΠRC(X
3
0 −X0; a⃗0), . . . ,ΠRC(X

3
0 −X0; a⃗k−1)

ΠRC

(
Xk −

k−1∑
i=0

Bi ·Xi; a⃗0, . . . , a⃗k−1, a⃗

)

Figure 6. PIOP for norm check

• Setup: Choose an NTT-friendly prime number p such
that p ≈ q, and generate common random strings uuuek ←
U(Rp), u⃗uurlk ← U(R2δ

p ), and u⃗uuφ ← U(Rδ
p).

• Encryption key: Sample eeeek ← ψ, compute ppp = −uuueksss+
eeeek (mod p), and return ek = ppp ∈ Rp.

• Relinearization key: Sample fff rlk ← χ, e⃗eerlk ← ψ3δ , and
compute the followings, where u⃗uurlk = u⃗uurlk,0∥u⃗uurlk,1 and
e⃗eerlk = e⃗eerlk,0∥⃗eeerlk,1∥⃗eeerlk,2

r⃗rr0 = −sss · u⃗uurlk,0 + e⃗eerlk,0 (mod p)

r⃗rr1 = −fff rlk · u⃗uurlk,0 + sss ·
⌊
p

q
g⃗

⌉
+ e⃗eerlk,1 (mod p)

r⃗rr2 = −sss · u⃗uurlk,1 − fff rlk ·
⌊
p

q
g⃗

⌉
+ e⃗eerlk,2 (mod p)

Return rlk = (⃗rrr0, r⃗rr1, r⃗rr2) ∈ R3δ
p .

• Automorphism keys: For φ ∈ Φ, sample e⃗eeφ ← ψδ ,
compute a⃗aaφ = −sss · u⃗uuφ +φ(sss) ·

⌊
p
q g⃗

⌉
+ e⃗eeφ (mod p), and

return atkφ = a⃗aaφ ∈ Rδ
p.

Based on these modifications, we present a PIOP for
MGBFV.KeyGen in Fig. 7, where we assume samples from
χ and ψ are bounded by B. Below, we demonstrate how to
prove the validity of each type of keys.

Secret Key. For a secret key sss, we can sample it directly
from a key distribution χ without modification, as only its
smallness is essential, and the ciphertext modulus does not
impact this property. The smallness of the secret key is cru-
cial for ensuring the correctness of homomorphic operations,
so we need to prove its boundedness to prevent malicious
behavior. This can be proven through the norm check PIOP
by putting coefficient representation s⃗ of sss. However, in the
remainder of each protocol, we use the NTT representation
s⃗ of sss since we typically prove the arithmetic constraints.
Thus, we also need to prove the relation between s⃗ and s⃗,
which can be described as a linear relation s⃗ = T s⃗, where
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ΠKG

Public input: ek = ppp ∈ Rp, rlk = (⃗rrr0, r⃗rr1, r⃗rr2) ∈ R3δ
p , atkφ =

a⃗aaφ ∈ Rδ
p for φ ∈ Φ, and pp.

Witness: sk = sss ∈ Rp, eeeek ∈ Rp, e⃗eerlk ∈ R3δ
p , fff rlk ∈ Rp, and

e⃗eeφ ∈ Rδ
p for φ ∈ Φ

1) Given the input witness polynomials, the prover P computes
the following vector representations for 0 ≤ i < δ, 0 ≤ j <
3, and φ ∈ Φ.

s⃗ = Coeff(sss), s⃗ = NTT(sss)

e⃗ek = Coeff(eeeek), e⃗ek = NTT(eeeek)

e⃗rlk,j,i = Coeff(eeerlk,j,i), e⃗rlk,j,i = NTT(eeerlk,j,i)

f⃗rlk = Coeff(fff rlk), f⃗
rlk

= NTT(fff rlk)

e⃗φ,i = Coeff(eeeφ,i), e⃗φ,i = NTT(eeeφ,i)

For the validity of NTT representations, the prover P and
the verifier V invoke the following PIOPs for 0 ≤ i < δ,
0 ≤ j < 3, and φ ∈ Φ, where T is the Vandermonde matrix
corresponding to NTT.

ΠLC

(
T ;s⃗, e⃗ek, {e⃗rlk,j,i}, f⃗rlk, {e⃗φ,i},

s⃗, e⃗ek, {⃗erlk,j,i}, f⃗ rlk
, {⃗eφ,i}

)
2) For the smallness of the secret key, the prover P and the

verifier V invoke the following PIOP.

ΠNC(B; s⃗)

3) For the validity of the public key, the prover P and the verifier
V invoke the following PIOPs, where p⃗ = NTT(ppp) and u⃗ek =
NTT(uuuek).

ΠGRC

(
p⃗+ u⃗ek ◦ X⃗0 − X⃗1; s⃗, e⃗ek

)
, ΠNC(B; e⃗ek)

4) For the validity of the relinearization key, the prover P and
the verifier V invoke the following PIOPs for 0 ≤ i < δ and
0 ≤ j < 3, where r⃗j,i = NTT(rrrj,i), u⃗rlk,0,i = NTT(uuurlk,0,i),
and u⃗rlk,1,i = NTT(uuurlk,1,i).

ΠGRC

(
r⃗0,i + u⃗rlk,0,i ◦ X⃗0 − X⃗1; s⃗, e⃗rlk,0,i

)
,

ΠGRC

(
r⃗1,i + u⃗rlk,0,i ◦ X⃗0 − ⌊p/qi⌉ · X⃗1 − X⃗2; f⃗ rlk

, s⃗, e⃗rlk,1,i

)
,

ΠGRC

(
r⃗2,i + u⃗rlk,1,i ◦ X⃗0 + ⌊p/qi⌉ · X⃗1 − X⃗2; s⃗, f⃗ rlk

, e⃗rlk,2,i

)
,

ΠNC(B; e⃗rlk,j,i), ΠNC(B; f⃗rlk)

5) For the well-formedness of the automorphism keys, the
prover P and the verifier V invoke the following PIOPs for
0 ≤ i < δ and φ ∈ Φ, where Pφ is the permutation
matrix corresponding to φ, t⃗φ = Pφs⃗, a⃗φ,i = NTT(aaaφ,i),
and u⃗φ,i = NTT(uuuφ,i).

ΠGRC

(
a⃗φ,i + u⃗φ,i ◦ X⃗0 − ⌊p/qi⌉ · X⃗1 − X⃗2; s⃗, t⃗φ, e⃗φ,i

)
,

ΠNC(B; e⃗φ,i), ΠLC(Pφ; s⃗, t⃗φ)

Figure 7. PIOP for MGBFV.KeyGen

T is the Vandermonde matrix with the following entries.

T =


1 ξ · · · ξN−1

1 ξ3 · · · ξ3(N−1)

...
...

...
1 ξ2N−1 · · · ξ(2N−1)(N−1)



This can be proved through the linear check PIOP. However,
in the analysis in Theorem 3 of ΠLC, the prover and verifier
complexity is affected by the number of non-zero entries of
T , due to the computation of T⊤v⃗ for a random vector v⃗.
Since T is a dense matrix, a naive matrix-vector multiplica-
tion algorithm results in O(N2) complexity. To resolve this
issue, we leverage the following relation, where J is the
backward identity and iNTT is the inverse number-theoretic
transform.

T⊤v⃗ = N · iNTT(Jv⃗)

The computation Jv⃗ requires O(N) complexity due to the
sparsity of J , and iNTT can be computed in O(N logN)
complexity, similar to the NTT operation. As a result, the lin-
ear check PIOP for s⃗ = T s⃗ requires O(N logN) complexity
for both the prover and the verifier, rather than O(N2).

Encryption Key. For an encryption key ek = ppp, it can
be easily adapted to Rp by sampling the CRS uuuek from
U(Rp), and computing ppp = −uuueksss + eeeek over Rp. For the
correctness of encryption MGBFV.Enc, the smallness of both
sss and eeeek is crucial. Therefore, we need to prove not only
the arithmetic relation between ppp and sss,eeeek, but also the
smallness of eeeek. The arithmetic relation can be proven using
the generalized row check by taking the witness sss,eeeek as
NTT representations. For the smallness of the noise term eeeek,
we use a similar approach as with the secret key: applying
the norm check PIOP for the coefficient representation and
proving the linear relation between the NTT and coefficient
representations.

Relinearization Key. For a relinearization key rlk =
(⃗rrr0, r⃗rr1, r⃗rr2), we need several modifications to cope with Rp.
First, we sample the CRS uuurlk from U(R2δ

p ), similar to the
encryption key case. Next, we replace the gadget vector
g⃗ ∈ Rδ

q with its rescaled version
⌊
p
q g⃗

⌉
∈ Rδ

p, which can be
interpreted as applying a modulus switching to adjust the
gadget vector for the modulus p. Finally, we need to check
whether rlk remains valid after modulus swtiching to q. If we
apply modulus switching on rlk, we obtain

⌊
q
p rlk

⌉
∈ R3δ

q .

The validity of
⌊
q
p rlk

⌉
can be proven as follows.

Lemma 1. For
⌊
q
p rlk

⌉
∈ R3δ

q , the following holds, where∥∥⃗eee′rlk∥∥∞ ≤ q
p ∥⃗eeerlk∥∞ + 1

2 (
q
p + 2BN).⌊

q

p
r⃗rr0

⌉
= −sss ·

⌊
q

p
u⃗uurlk,0

⌉
+ e⃗ee′rlk,0 (mod q)⌊

q

p
r⃗rr1

⌉
= −fff rlk ·

⌊
q

p
u⃗uurlk,0

⌉
+ sss · g⃗ + e⃗ee′rlk,1 (mod q)⌊

q

p
r⃗rr2

⌉
= −sss ·

⌊
q

p
u⃗uurlk,1

⌉
− fff rlk · g⃗ + e⃗ee′rlk,2 (mod q)

Thus,
⌊
q
p rlk

⌉
is a valid relinearization key in modulus q

with respect to the CRS
⌊
q
pu⃗uurlk

⌉
∈ R2δ

q . Thus, for the
validity of the relinearization key, it suffices to check the
arithmetic relation for rlk and the smallness of sss, fff , and e⃗eerlk
as described in our protocol.
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Automorphism Key. For an automorphism key atk = a⃗aaφ,
the basic workflow is similar to the relinearization case. The
following lemma shows the validity of

⌊
q
patk

⌉
∈ Rq with

respect to the CRS
⌊
q
pu⃗uuφ

⌉
∈ Rδ

q .

Lemma 2. For
⌊
q
patkφ

⌉
∈ Rδ

q , the following holds, where∥∥⃗eee′φ∥∥∞ ≤ q
p ∥⃗eeeφ∥∞ + 1

2 (
q
p + 2BN).⌊

q

p
a⃗aaφ

⌉
= −sss ·

⌊
q

p
u⃗uuφ

⌉
+ φ(sss) · g⃗ + e⃗ee′φ (mod q)

However, an additional step is required to handle the term
φ(sss). We first observe that an automorphism φ is of the
form X 7→ Xk for some odd integer k. Then, the following
holds.

NTT(φ(sss)) = NTT(sss(Xk)) =
(
sss(ξk), sss(ξ3k), . . . , sss(ξ(2N−1)k)

)
Let t⃗φ = NTT(φ(sss)), then there exists a permutation matrix
Pφ such that t⃗φ = Pφs⃗ since each sss(ξ(2i+1)k) is the⌈
[(2i+1)k]2N

2

⌉
-th component of s⃗ = NTT(sss) for 0 ≤ i < N .

Therefore, we can show the validity of automorphism keys
by proving the linear relation t⃗φ = Pφs⃗ in addition to
arithmetic relation and smallness of witness, as described
in the protocol.
Analysis. The complexity analysis of ΠKG is as follows.

Theorem 6 (PIOP for MGBFV.KeyGen). ΠKG is an HVZK
PIOP with the following complexity, where k = ⌊logB⌋+1.

• The soundness error is O
(
|Φ|kδL
|C|

)
.

• The prover time is O(|Φ|δN(logN + k)).
• The verifier time is O(|Φ|δ(N logN + k)).
• The query complexity is (5+k)(|Φ|+3)δ+4|Φ|+3k+16

and the total number of distinct query points is 1.
• The size of proof oracles is (kE +7E +3|Φ|)L− 2(E −
|Φ|−1)N−3E−3|Φ|−1 |Zp|, where E = (|Φ|+3)δ+3.
Additionally P sends 1 + |Φ| field elements to verifier.

• The size of witness is ((|Φ|+ 3)δ + 3)N , (3 + |Φ|)δ + 3
elements in Rp.

4.3. PIOP for Encryption and Decryption

In addition to proving the validity of public keys, we
also need to prove the validity of ciphertexts and partial
decryptions. We recall that we modified the MGHE pipeline
so that encryptions and partial decryptions proceed in Rp.
Therefore, we can verify the validity of ciphertexts and
partial decryptions using a generalized row check and a
norm check PIOP over ZN

p , similar to the PIOP for public
keys.
Encryption. To validate ciphertexts, it suffices to check
whether they are correctly generated from the encryption
algorithm. However, as we change the modulus from p to q,
the encryption algorithm should be modified to accommo-
date the change. Thus, we modify MGBFV.Enc as follows.
• Encryption: Given an encryption key ek(I) = ppp ∈ Rp

of a group I , a plaintext mmm ∈ Rt, sample eee0, eee1 ← ψ,

fff ← χ, and return ct = fff · (ppp,uuuek) + (⌊p/t⌉ ·mmm+ eee0, eee1)
(mod p).

In the modified algorithm, we replace the constant ⌊q/t⌉ in
MGBFV.Enc with ⌊p/t⌉ and perform all computations in Rp.
Next, we need to prove that ct remains valid after modulus
switching to Rq, since evaluation will proceed in Rq. This
can be shown as follows.

Lemma 3. For
⌊
q
pct

⌉
∈ R2

q , the following holds, where

∥eee′∥∞ ≤
q
p∥eee∥∞ + 1

2 (
q
p + (t+B|I|)N).⌊

q

p
ccc0

⌉
+

⌊
q

p
cccI

⌉
· sss(I) = ⌊q/t⌉ ·mmm+ eee′ (mod q)

Therefore, ct remains valid after modulus switching. In
Fig. 8, we illustrate a PIOP for verifying the correct exe-
cution of MGBFV.Enc, which proves the arithmetic relation
for ct and the smallness of the randomness terms fff , eee0,
and eee1 used in encryption. Additionally, we note that the
boundedness of mmm should also be checked to ensure that
a fresh ciphertext has a small noise. Below, we provide an
analysis of ΠEnc.

Theorem 7 (PIOP for MGBFV.Enc). ΠEnc is an HVZK PIOP
with the following complexity, where k1 = ⌊logB⌋+ 1 and
k2 = ⌊log t⌋+ 1.

• The soundness error is O
(

(3k1+k2)N
|C|

)
• The prover time is O(N(logN + k1 + k2))
• The verifier time is O(N logN + k1 + k2)
• The query complexity is 6k1 + 2k2 + 17 and the total

number of distinct query points is 1.
• The size of proof oracles is (3k1 + k2)(4L − N − 2) +
18L − 4N − 5. Additionally, P sends one field elements
to verifier.

• The size of witness is 4N , 4 elements in Rp.

Distributed Decryption. To validate partial decryptions,
it suffices to check whether they are correctly generated
from the distributed decryption algorithms. First, we need
to check the validity of sss used for partial decryption. This
not only verifies the smallness but also checks whether it is
the secret key used for generating ek.

Next, we verify the bound of the noise added during
distributed decryption. This can be done via the norm check
PIOP, but directly applying it causes a huge overhead since
the size BDD can be hundreds of bits. To resolve this issue,
we utilize the optimization technique used in [23], where
the noise is sampled by an RLWE sample over RBDD

, rather
than directly from U(RBDD

). To be precise, we sample the
noise eee by uuuDDfffDD + eeeDD (mod BDD), where uuuDD is a CRS
sampled from U(RBDD

), fffDD ← χ, and eeeDD ← ψ. However, as
actual computation will be done in Rp, we need to compute
kkk ∈ Rp, which satisfies the following.

BDD · kkk = uuuDDfffDD + eeeDD − [uuuDDfffDD + eeeDD]BDD
(mod p)

This trick significantly reduces the cost of verifying the
bound of eee. Below, we summarize the modifications in the
setup and distributed decryption algorithms.
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ΠEnc

Public input: ek(I) = ppp ∈ Rp, ct = (ccc0, cccI) ∈ R2
p, and pp.

Witness: eee0 ∈ Rp, eee1 ∈ Rp, fff ∈ Rp, and mmm ∈ Rp

1) Given the input witness polynomials, the prover P computes
the following vector representations.

e⃗0 = Coeff(eee0), e⃗0 = NTT(eee0)

e⃗1 = Coeff(eee1), e⃗1 = NTT(eee1)

f⃗ = Coeff(fff), f⃗ = NTT(fff)

m⃗ = Coeff(mmm), m⃗ = NTT(mmm)

For the validity of NTT representations, the prover P and
the verifier V invoke the following PIOP, where T is the
Vandermonde matrix corresponding to NTT.

ΠLC

(
T ; e⃗0, e⃗1, f⃗ , m⃗, e⃗0, e⃗1, f⃗ , m⃗)

2) For the validity of the ciphertext ct, the prover P and the
verifier V invoke the following PIOPs, where p⃗ = NTT(ppp),
u⃗ek = NTT(uuuek), c⃗0 = NTT(ccc0), and c⃗1 = NTT(ccc1).

ΠGRC

(⃗
c0 − p⃗ ◦ X⃗0 − ⌊p/t⌉ · X⃗1 − X⃗2; f⃗ , m⃗, e⃗0

)
,

ΠGRC

(⃗
c1 − u⃗ek ◦ X⃗0 − X⃗1; f⃗ , e⃗1

)
,

ΠNC(B; e⃗0), ΠNC(B; e⃗1), ΠNC(B; f⃗), ΠNC(t; m⃗)

Figure 8. PIOP for BFV.Enc

• Setup: Sample a CRS uuuDD ← U(RBDD
).

• Distributed Decryption: Sample fffDD ← χ, eeeDD ← ψ, and
return a partial decryption ddd(i) = cccIsss+ [uuuDDfffDD + eeeDD]BDD

(mod p).
In Fig. 9, we present a PIOP for distributed decryption. The
analysis of ΠDD is as follows.

Theorem 8 (PIOP for MGBFV.DDec). ΠDD is an HVZK PIOP
with the following complexity, where k1 = ⌊logB⌋+ 1 and
k3 = ⌊log((N + 1)B)⌋+ 1.

• The soundness error is O
(

(k1+k3)N
|C|

)
• The prover time is O(N(logN + k1 + k3))
• The verifier time is O(N logN + k1 + k3)
• The query complexity is 8k1 + 2k3 + 20 and the total

number of distinct query points is 1.
• The size of proof oracles is (4k1 + k3)(4L − N − 2) +
21L − 5N − 5. Additionally, P sends one field elements
to verifier.

• The size of witness is 4N , 4 elements in Rp.

5. Compilation to zk-SNARK

In this section, we compile our PIOP into a zk-SNARK
using a polynomial commitment scheme (PCS). First, we
demonstrate how we instantiate our PIOP, including the
choice of PCS and the parameter setting for MGHE.
Then, we present experimental results for the compiled zk-
SNARK, based on concrete proof sizes and runtimes for
both the prover and verifier.

ΠDD

Public input: ek = ppp ∈ Rp, ct = (ccc0, cccI) ∈ R2
p, ddd ∈ Rp, and pp.

Witness: sk = sss ∈ Rp, eeeek ∈ Rp, eeeDD ∈ Rp, and fff DD ∈ Rp

1) Given the input witness polynomials, the prover P computes
kkk ∈ Rp, which satisfies,

BDD · kkk = uuuDDfff DD + eeeDD − [uuuDDfff DD + eeeDD]BDD

and compute the following vector representations.

s⃗ = Coeff(sss), s⃗ = NTT(sss)

e⃗ek = Coeff(eeeek), e⃗ek = NTT(eeeek)

e⃗DD = Coeff(eeeDD), e⃗DD = NTT(eeeDD)

f⃗DD = Coeff(fff DD), f⃗
DD

= NTT(fff DD)

k⃗ = Coeff(kkk), k⃗ = NTT(kkk)

For the validity of NTT representations, the prover P and
the verifier V invoke the following PIOP, where T is the
Vandermonde matrix corresponding to NTT.

ΠLC

(
T ; s⃗, e⃗eke⃗DD, f⃗DD, k⃗, s⃗, e⃗ek, e⃗DD, f⃗ DD

, k⃗)

2) For the validity of the partial decryption ddd, the prover
P and the verifier V invoke the following PIOPs, where
p⃗ = NTT(ppp), u⃗ek = NTT(uuuek), u⃗DD = NTT(uuuDD), c⃗0 = NTT(ccc0),
c⃗1 = NTT(ccc1), and d⃗ = NTT(ddd).

ΠGRC

(
p⃗+ u⃗ek ◦ X⃗0 − X⃗1; s⃗, e⃗ek

)
,

ΠGRC

(
d⃗− c⃗1 ◦ X⃗0 − u⃗DD ◦ X⃗1 − X⃗2 −BDD · X⃗3; s⃗, f⃗DD, e⃗DD, k⃗

)
,

ΠNC (B; s⃗) , ΠNC(B; e⃗ek),

ΠNC (B; e⃗DD) , ΠNC

(
B; f⃗DD

)
, ΠNC

(
B(N + 1); k⃗

)
Figure 9. PIOP for MGBFV.DDec

5.1. Instantiation

Polynomial Commitment. To compile our PIOP into a zk-
SNARK, we need a PCS that supports the hiding property
and is compatible with NTT-friendly prime fields. Among
the possible candidates, we use the lattice-based PCS by
Hwang et al. [29], which we refer to as the HSS scheme,
since it provides fast proving performance and efficiently
supports large prime fields. Additionally, it offers a trans-
parent setup and post-quantum security. We note that other
PCS can also be used, thanks to the modularity of PIOP.

In the HSS scheme, the polynomial modulus p is of the
form br + 1, where r is a power of two. The performance
of the scheme depends only on the size of b, rather than
p, as the space of commitment is determined by b. Thus,
if we choose a proper even number b so that p = br + 1
becomes a prime such that p ≈ q, then it automatically
becomes NTT-friendly as 2r | p − 1. While it offers fast
prover performance, it results in a larger proof size, as the
complexity is proportional to the square root of the input
witness size. However, in our instantiation, the proof size
usually remains smaller compared to the MGHE public key
size.
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Complexity. As described in Theorem 1, when compiling
PIOP into zk-SNARK, additional overheads from the PCS
are added to the complexity of the prover and verifier,
as well as the proof size. In the HSS scheme, the prover
complexity is quasi-linear in witness size, while the verifier
complexity and the proof size are square-root in witness
size. In Theorems 6 to 8, the prover and verifier complexity
is already quasi-linear in witness size, so its asymptotic
complexity remains unchanged after compilation. For the
proof size, the number of query points is constant, so it
results in a square-root proof size in the size of the proof
oracles.
Parameters. For the parameters for MGHE, we use the
uniform ternary distribution U(R3) for both the key distribu-
tion χ and the error distribution ψ, to attain the minimum
bound B = 1. This choice of distributions is commonly
utilized in zero-knowledge proof systems for RLWE sam-
ples [39, 40, 49, 50] to reduce the cost of proof generation,
but it can be easily generalized to larger values of B, as
the overhead grows with respect to logB. For the ring
dimension N , we use 214 and 215, which provide suffi-
ciently large ciphertext moduli for general homomorphic
evaluations, including BFV bootstrapping [51, 52, 53]. For
the ciphertext modulus q, we choose the largest value for
each ring dimension, which provides 128-bit security when
estimated from the lattice estimator by Albrecht et al. [54].
For the RNS primes qi’s, 50–60 bit-sized primes are typi-
cally used. We use 53–54 bit primes to provide levels ℓ = 8
and ℓ = 16 for ring dimensions N = 214 and N = 215,
respectively, with the gadget dimension δ fixed at 4. For the
coefficient modulus p = br + 1, we fix r = 32 and 64 for
N = 214 and 215, respectively, and find the proper value of
b that makes p prime and p ≈ q. For the parameters L and
C for PIOP, we set L = 2N and |C| ≈ 2128. In Table 1,
we summarize the parameter setting.

N ⌈log q⌉ ⌈log p⌉ ℓ δ b r

Params I 214 429 429 8 4 10792 32

Params II 215 865 865 16 4 11710 64

TABLE 1. PARAMETER SETS

5.2. Evaluation

To present the concrete efficiency of our PIOP, we
implement ΠKG at a proof-of-concept level using the HSS
polynomial commitment scheme. The parameter for the
HSS scheme is set to provide the smallest proof size while
ensuring 128-bit security. The detailed parameter sets are
deferred to Appendix B. All experiments were performed
with a single thread on a machine with an Intel(R) Xeon(R)
Platinum 8268 CPU running at 2.90GHz and 384GB of
RAM. Our source code is available at: https://github.com/
SNUCP/buckler, which is based on the implementation of
the HSS scheme provided in [29].

In Table 2, we provide benchmark results for each
parameter set in Table 1. We consider two cases: |Φ| = 0

Prover (s) Verifier (s) Proof (MB) Key (MB)
Params I
(|Φ| = 0)

253 27.8 21.9 18.4

Params I
(|Φ| = 2)

394 38.3 28.4 31.8

Params II
(|Φ| = 0)

756 75.7 46.7 74.3

Params II
(|Φ| = 2)

1280 109 61.2 128

TABLE 2. BENCHMARK RESULTS OF ΠKG

and |Φ| = 2. For the first case, only the encryption key
and relinearization keys are generated, covering the scenario
of private set intersection [3] or setup for SPDZ [36]. For
the second case, two automorphism keys are additionally
generated, corresponding to X 7→ X5 and X 7→ X−1, the
generators of Aut(R). Using these automorphism keys, an
evaluator generates other automorphism keys following the
method in [55].

For the proof size, it remains similar to the key size
when N = 214, but becomes about 2 times smaller than
the key size in the case of N = 215. This is due to the
square root complexity of the HSS scheme in proof size.
We expect the gap between key and proof size to grow
even larger for larger parameters, such as N = 216, due
to the square root complexity. For the proof generation, it
takes about 13 minutes for N = 215 without automorphism
keys. We note that this provides deployable performance for
maliciously secure setup for SPDZ, as the previous MPC-
based solution [37] takes about 155 minutes to generate
public keys for similar parameters.

We also compare performance with the previous state-
of-the-art construction by Chatel et al. [23] in Table 3.
Although it provides a proof system for relinearization keys
and automorphism keys, it only benchmarks proof gener-
ation for the encryption key. Thus, for a fair comparison,
we modify ΠKG to prove the well-formedness of only the
encryption key. The benchmark results from the previous
work are taken from Table 4 in [23]. Since it measures
performance for a single subring Rqi , we multiply each
metric by the level parameter ℓ, because it shows linear
growth with respect to ℓ, as described in Table 5 in [23]. The
benchmark results show that our implementation achieves
a 5.5x reduction in proof size, a 70x speed-up in proof
generation, and a 343x improvement in verification for
N = 215, which demonstrates the practicality of our PIOP.

N Prover (s) Verifier (s) Proof (MB)

[23] 214 732 370 25.4

Params I (ek) 214 25.0 2.66 8.17

[23] 215 5710 2613 92.8

Params II (ek) 215 81.2 7.61 17.0

TABLE 3. COMPARISON WITH [23]
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Appendix A.
Deferred Proofs

A.1. Proof sketch of Theorem 2 and Theorem 3

The main idea behind the two PIOPs, ΠRC and ΠLC, is
to convert algebraic constraints into polynomial equations,
such as fff(x) = 0 for all x ∈ H , which is equivalent
to fff being divisible by the vanishing polynomial zzzH . To
demonstrate divisibility, the prover P sends the quotient
polynomial qqq, and the verifier V checks the polynomial
equation fff(X) = qqq(X)·zzzH(X) at a randomly chosen point.
For the algebraic-to-polynomial conversion to be correct, the
following condition must hold.

Regarding soundness, if the algebraic constraints are
unsatisfiable, the resulting polynomial equation will also be
unsatisfiable. For the protocol to be accepted, P must provide
a polynomial oracle Jqqq′K that satisfies fff(α) = qqq′(α) ·zzzH(α),
even if fff(X) ̸= qqq′(X) · zzzH(X), where α is a query
point chosen by V. The probability of this succeeding is
at most O(deg(fff)/|C|), which is negligible when |C| is
exponentially large. Thus, soundness is achieved. Further-
more, because a sound PIOP satisfies knowledge soundness
(Lemma 2.3, [45]), we can conclude that both ΠRC and ΠLC

provide knowledge soundness.
To ensure HVZK, the prover P applies randomized

encoding to the witness vectors. Due to bounded indepen-
dence, the distributions of the polynomial oracle responses
from the randomized encoded polynomial JREcd(⃗a)K and
from a randomly sampled polynomial JpppK are indistinguish-
able for up to L − N queries. Since the query complexity
of PIOPs ΠRC and ΠLC is 1, the PIOPs can be simulated by
substituting randomized encoding with polynomial sampling
over Z<L

p [X].
For further details, please refer to [28].

A.2. Analysis of ΠGRC in Fig. 5 (Proof of Theorem 4)

The proof of Theorem 4 follows a similar approach
to Theorem 2. The primary difference between ΠRC and
ΠGRC lies in the encoding process of the k-ary polynomial
C⃗. In this case, the degree of the quotient polynomial qqq
increases from d(L − 1) − N to d(L − 1) − 1, due to the
coefficient polynomials of CCC, which have degree at most
N − 1. However, the main framework of the PIOP remains
the same as in ΠRC, allowing us to conclude that ΠGRC

satisfies completeness, knowledge soundness, and HVZK.
Next, we consider the complexity analysis of ΠGRC.
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• Soundness Error:
Instead of checking the entire polynomials âaai, qqq, the ver-
ifier accesses polynomial oracles and verifies evaluations
returned by these oracles. By the Schwartz-Zippel lemma,
the soundness error incurred for each oracle access JfffK
is deg(fff)/|C|. The sum of degrees of the polynomial
accessed by V is O(kN+dN),so the total soundness error
of ΠGRC is O

(
(k+d)N)
|C|

)
.

• Prover time:
The prover’s actions consist of the following three steps.

1) Encoding vector of k-ary polynomials C⃗→ CCC:
C⃗ consists of U coefficient vectors, each of length
N and the encoding cost is equivalent to the sum of
encoding cost for each coefficient vectors. Then, total
encoding cost is O(UN)

2) Randomize Encoding k polynomials a⃗i → âaa:
The total cost for randomized encoding is O(kL)

3) Construct qqq := CCC(âaa0, . . . , âaak−1)/zzzH :
To construct qqq, the prover P first forms the univari-
ate polynomial CCC(âaa0, . . . , âaak−1). This involves up to
U multiplications of d + 1 polynomials of degree
< L, which can be done in O(UdL log(dL) log d)
time using the FFT. Then, the prover divides this uni-
variate polynomial by zzzH = XN − 1, with a cost
of O(dL). Thus, the total cost for constructing qqq is
O(UdL log(dL) log d)

Total prover time is O(UL(d+1) log(Ld+L) log(d+1)).
• Verifier time:

The verifier’s action consists of the following three steps.
1) Encoding vector of k-ary polynomials C⃗→ CCC:

C⃗ consists of U coefficient vectors, each of length N .
The encoding cost is equivalent to the sum of encoding
costs for these coefficient vectors, resulting in a total
encoding cost of O(UN).

2) k queries to oracles JâaaiK, JqqqK at a random point α:
The cost for performing these k oracle queries at point
α is O(k).

3) Equation check:
To verify the equation, V evaluates the polynomial CCC(α)
at the point (âaa0(α), . . . , âaak−1(α)). This polynomial
evaluation requires O(Ud) field operations. Addition-
ally, V evaluates zzzH(α) locally, which has a cost of
O(logN). Therefore, the total cost for checking the
equation is O(Ud+ logN)

Total verifier time is O(UN + Ud).
• Query Complexity and Sizes:

– The query complexity is k + 1. The total number of
distinct query points is 1.

– The size of proof oracles is kL+ d(L− 1):
k polynomials âaa0, . . . , âaak−1 of degree L − 1 and one
polynomial qqq of degree d(L− 1)− 1

– The size of witness is kN :
k vectors a⃗0, . . . , a⃗k−1 of length N .

A.3. Analysis of ΠNC in Fig. 6 (Proof of Theorem 5)

Since the norm check PIOP ΠNC consists of k + 1
rowcheck PIOPs ΠRC, the complexity and security properties
of ΠNC follow from those of ΠRC.

By the completeness, knowledge soundness, and HVZK
of ΠRC in Theorem 2, ΠNC acheives perfect completeness,
knowledge soundness, and HVZK.
Next, We consider the complexity analysis of the norm
check PIOP ΠNC.
• Soundness Error:

The soundness error from each invocation of ΠRC(X
3
0 −

X0; a⃗i) is O
(

L
|C|

)
for each i = 0, . . . , k− 1. The sound-

ness error from the final invocation of ΠRC is O
(

kL
|C|

)
.

Thus, the total soundness error is O
(

kL
|C|

)
= O

(
kN
|C|

)
,

where L = O(N).
• Prover time:

The prover’s actions consist of the following four steps.
1) Decompose norm bound, B → (B0, . . . Bk−1):

The decomposition consists of O(k) field operations.
2) Decompose a witness vector, a⃗→ (⃗a0, . . . , a⃗k−1):

The decomposition cost is O(kN).
3) k times ΠRC with d = 3, U = 1 polynomial:

Following the prover time of ΠRC (Theorem 2), the total
prover cost is O(kN logN), where L = O(N).

4) 1 time ΠRC with d = 1, U = k + 1 polynomial:
Following the prover time of ΠRC, the prover cost is
O(kN).

The total prover time is O(kN logN)
• Verifier time:

The verifier’s actions consist of the following three steps.
1) Decompose norm bound, B → (B0, . . . Bk−1): O(k)
2) k times ΠRC with d = 3, U = 1 polynomial:

The dominant term in the verifier time for each ΠRC

PIOP is O(logN), which is the cost of computing
zzzH(α). Since the ΠNC verifier checks multiple poly-
nomial equations at a single point, V only needs to
compute zzzH(α) once. Therefore, the total cost is
O(k + logN).

3) 1 time ΠRC with d = 1, U = k + 1 polynomial:
Following the verifier time of ΠRC (Theorem 2), the
verifier cost is O(k + logN).

The total verifier time is O(k + logN).
• Query Complexity and Sizes:

The number of polynomial oracles that the prover sends
are described as follows:

1) # of deg. L− 1 polys, (âaai)k−1i=0 and âaa: k + 1
2) # of deg. 3(L− 1)−N polys, (qqqi)k−1i=0 : k
3) # of deg. L−N − 1, qqq: 1
– The query complexity is 2k+2. 2k comes from k times

ΠRC with degree 3, and additional 2 comes from the last
ΠRC with degree 1. The total number of distinct query
points is 1.

– The size of proof oracles is (k + 1)L+ k(3(L− 1)−
N + 1) + L−N = 4kL− kN + 2L−N − 2k.
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– The size of witness is N , a vector a⃗ of length N .

A.4. Analysis of ΠKG in Fig. 7 (Proof of Theorem 6)

Let us consider the structure of ΠKG. The PIOP ΠKG is
reduced to multiple PIOPs as follows: (|Φ|+ 3)δ + 3 norm
check PIOP ΠNC for the length N vector, 1 linear check
PIOP ΠLC for 4δ + 3 pairs of vectors related to the NTT
matrix T , |Φ| linear check PIOP ΠLC for the permutation
matrix Pφ for each φ ∈ Φ, and (|Φ|+ 3)δ + 1 general row
check PIOP ΠGRC for degree-1 polynomials with at most 4
nonzero entries.

By the completeness, knowledge soundness, and HVZK
properties of ΠLC (Theorem 3), ΠGRC (Theorem 4), and
ΠNC (Theorem 5), the PIOP ΠKG in Fig. 7 achieves perfect
completeness, knowledge soundness, and HVZK.
We consider the complexity analysis of the PIOP ΠKG.
• Soundness Error:

The soundness error from invocation of O(|Φ|δ) times
ΠNC is O

(
|Φ|δkN
|C|

)
, from the O(δ) times ΠLC is

O
(

(δ+|Φ|)kN
|C|

)
, from the O(|Φ|δ) times ΠGRC is O

(
δN
|C|

)
.

Therefore, the total soundness error is O
(
|Φ|kδL
|C|

)
.

• Prover Time:
The prover’s actions consist of the following five steps.

1) Compute vector reprensentations from Coeff and NTT:
Before the PIOP reduction, the prover compute vector
representation from Coeff and NTT. The main over-
head is to run O(|Φ|δ) times NTT for N − 1 degree
polynomial. Thus, the total cost is O(|Φ|δN logN).

2) (|Φ|+ 3)δ + 3 times ΠNC:
Following the ΠNC prover time (Theorem 5), the total
cost is O(|Φ|δkN logN), where k = ⌊logB⌋+ 1

3) 1 time ΠLC for (|Φ|+ 3)δ + 3 pairs with NTT mat. T :
Since the NTT matrix T has N2 non-zero entries,
the prover cost is roughly O(N2 +N logN + |Φ|δN)
following Theorem 3. The N2 complexity is for the
matrix multiplication between T and randomized vec-
tor v⃗ but this multiplication can be computed at
O(N logN) field operations, so N2 factor can be sub-
stituted as N logN . Therefore, total cost can be written
as O(N logN + |Φ|δN).

4) |Φ| times ΠLC for permutation matrix Pφ for φ ∈ Φ:
Since each permutation matrix Pφ has N non-zero
entries, the prover cost for each ΠLC with matrix Pφ is
O(N logN) by Theorem 3. Therefore, the total prover
cost is O(|Φ|N logN).

5) (|Φ|+ 3)δ + 1 times ΠGRC with d = 1, U ≤ 4:
By Theorem 4, the prover cost for each ΠGRC is
O(N logN). Thus, the total cost is O(|Φ|δN logN).

The total prover time is O(|Φ|δN(logN + k)).
• Verifier Time:

The verifier’s actions consist of the following five steps.
1) Compute vector reprensentations from NTT:

In the same way in prover, the cost is O(|Φ|δN logN)
2) (|Φ|+ 3)δ + 3 times ΠNC:

For each ΠNC, the verifier time is O(k + logN) by

Theorem 5. However, the O(logN) is for computing
zzzH(α) for some random α. Since all ΠNC apply com-
mon zzzH(α), V do not need compute zzzH(α) for each
ΠNC. Thus, total complexity is O(|Φ|δk + logN)

3) 1 time ΠLC for (|Φ|+ 3)δ + 3 pairs with NTT mat. T :
In the same reason in prover case, the factor K = N2

can be substituted to N logN . By Theorem 3, total cost
can be written as O(N logN + |Φ|δ).

4) |Φ| times ΠLC for permutation matrix Pφ for φ ∈ Φ:
Since each permutation matrix Pφ has N non-zero
entries, the one ΠLC for Pφ is O(N) by Theorem 3.
Therefore, total cost is O(|Φ|N).

5) (|Φ|+ 3)δ + 1 time ΠGRC with d = 1, U ≤ 4:
By Theorem 4, the total cost is O(|Φ|δN).

The total verifier time is O(|Φ|δ(N logN + k)).
• Query Complexity and Sizes:

To compute query complexity and size of proof oracles,
we count all polynomial oracles sending from P. Since
some witnesses are commonly used in multiple PIOPs,
we first count witnesses, that are randomized encoded and
then sent to V by P, and then count additional polynomials
per each PIOP to avoid duplication.

1) 2(|Φ|+ 3)δ + 6 + |Φ| witnesses:
– # of deg. L− 1 polys: 2(|Φ|+ 3)δ + 6 + |Φ|

2) (|Φ|+ 3)δ + 3 times ΠNC:
– # of deg. L− 1 polys, (âaai)k−1i=0 : (|Φ|+ 3)δk + 3k
– # of deg. 3(L−1)−N polys, (qqqi)k−1i=0 : (|Φ|+3)δ+3
– # of deg. L−N − 1, qqq: (|Φ|+ 3)δ + 3

3) 1 time ΠLC for (|Φ|+ 3)δ + 3 pairs with NTT mat. T :
– # of deg. L+N − 2, ggg: 1
– # of deg. N − 2, rrr: 1
– # of deg. L− 2, qqq: 1

4) |Φ| times ΠLC for permutation matrix Pφ for φ ∈ Φ:
– # of deg. L+N − 2, ggg: |Φ|
– # of deg. N − 2, rrr: |Φ|
– # of deg. L− 2, qqq: |Φ|

5) (|Φ|+ 3)δ + 1 time ΠGRC with d = 1, U ≤ 4:
– # of deg. L− 2, qqq :(|Φ|+ 3)δ + 1

• The query complexity is (5+k)(|Φ|+3)δ+4|Φ|+3k+16
and the total number of distinct query points is 1.

• The size of proof oracles is (kE+7E+3|Φ|)L− 2(E−
|Φ| − 1)N − 3E − 3|Φ| − 1, where E = (|Φ|+ 3)δ + 3.
Additionally, P sends 1 + |Φ| field elements to V, which
are induced by 1 + |Φ| times norm check PIOP ΠNC.

• The size of witness is ((|Φ|+ 3)δ + 3)N , (3 + |Φ|)δ + 3
elements in Rp.

A.5. Analysis of ΠEnc and ΠDD (Proof of Theorem 7
and Proof of Theorem 8)

Due to the similar structure of both PIOPs, ΠEnc and
ΠDD, we analyze both PIOPs simultaneously. Let us examine
the structure of ΠEnc and ΠDD. Both are reduced to multiple
PIOPs: ΠEnc are reduced 4 norm check PIOP, 1 linear check
PIOP, and 2 general row check PIOP, while ΠDD are reduced
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5 norm check PIOP, 1 linear check PIOP, and 2 general row
check PIOP.

In a similar manner as in Section A.4, the PIOP ΠEnc

and ΠDD in Fig. 8 and Fig. 9 achieves perfect completeness,
knowledge soundness, and HVZK, respectively.
Now we consider the complexity analysis of both PIOPs. For
convenience, we set k1 = ⌊logB⌋+1, k2 = ⌊log t⌋+1, k3 =
⌊logB(N + 1) + 1⌋.

• Soundness Error:
The soundness error is the sum of the errors from the
invoked PIOPs. ΠEnc invokes 3 times ΠNC with bound B
and 1 time with bound t, 1 time ΠLC, and 2 times ΠGRC

with constant degree and non-zero entries. On the other
hands, ΠDD invokes 4 times ΠNC with bound B, 1 time
with bound N(B+1), 1 time ΠLC, and 2 times ΠGRC with
constant degree and non-zero entries. By Theorem 5, The-
orem 3, and Theorem 4, the soundness errors of ΠEnc and
ΠDD are O

(
(k1+k2)N
|C|

)
and O

(
(k1+k3)N
|C|

)
, respectively.

• Prover Time:
1) Compute vector representations:

Before the PIOP reduction, the ΠEnc and ΠDD provers
run 4 and 5 times Coeff, and 8 and 11 times NTT,
respectively. Then, total cost of both PIOPs can be
written as O(N logN).

2) 4 times ΠNC (ΠEnc) / 5 times ΠNC (ΠDD):
By Theorem 5, the prover cost for ΠEnc and ΠDD

are O((k1 + k2)N logN) and O((k1 + k3)N logN),
respectively.

3) 1 time ΠLC with NTT matrix T :
In the similar manner in Section A.4, the overwhelming
operation for ΠLC is NTT matrix multiplication. Then,
the costs of both PIOPs are O(N logN).

4) 2 times ΠGRC with d = 1, U ≤ 5 polynomials:
By Theorem 4, the prover costs of both PIOPs are
O(N logN).

Therefore, the total prover times of ΠEnc and ΠDD are
O((k1 + k2)N logN) and O((k1 + k3)N logN), respec-
tively.

• Verifier Time:
1) Compute vector representations from NTT:

Before the PIOP reduction the ΠEnc and ΠDD verifiers
run 4 and 6 times NTT, respectively. Thus, the verifier
costs of both PIOPs are O(N logN).

2) 4 times ΠNC (ΠEnc) / 5 times ΠNC (ΠDD):
By Theorem 5, the verifier cost for ΠEnc and ΠDD are
O(k1+k2+logN) and O(k1+k3+logN), respectively.

3) 1 time ΠLC with NTT matrix T :
Similarly in the prover case, the costs of both PIOPs
are O(N logN).

4) 2 times ΠGRC with d = 1, U ≤ 5 polynomials:
By Theorem 4, the verifier costs of both PIOPs are
O(N).

Therefore, the total verifier times of ΠEnc and ΠDD are
O(N logN + k1 + k2). and O(N logN + k1 + k3), re-
spectively.

• Query Complexity and Sizes:

To distinguish the complexity of PIOPs ΠEnc and ΠDD, we
denote the costs for ΠEnc, ΠDD, and both cases as (ΠEnc),
(ΠDD), and (Common) respectively.

1) 8 witnesses (ΠEnc) / 10 witnesses (ΠDD):
– (ΠEnc) # of deg. L− 1 polys: 8
– (ΠDD) # of deg. L− 1 polys: 10

2) 4 times ΠNC (ΠEnc) / 5 times ΠNC (ΠDD)::
– (ΠEnc) # of deg. L− 1 polys, (âaai)k−1i=0 : 3k1 + k2
– (ΠEnc) # of deg. 3(L−1)−N polys, (qqqi)k−1i=0 : 3k1+k2
– (ΠDD) # of deg. L− 1 polys, (âaai)k−1i=0 : 4k1 + k3
– (ΠDD) # of deg. 3(L−1)−N polys, (qqqi)k−1i=0 : 4k1+k3
– (Common) # of deg. L−N − 1, qqq: 4

3) 1 time ΠLC with NTT matrix T :
– (Common) # of deg. L+N − 2, ggg: 1
– (Common) # of deg. N − 2, rrr: 1
– (Common) # of deg. L− 2, qqq: 1

4) 2 times ΠGRC with d = 1, U ≤ 5:
– (Common) # of deg. L− 2, qqq :2

• The query complexity of (ΠEnc) and (ΠDD) are 6k1+2k2+
17 and 8k1 + 2k3 + 20, respectively. In both cases, The
total number of distinct query points is 1.

• The size of proof oracles of (ΠEnc) and (ΠDD) are (3k1 +
k2)(4L−N − 2) + 18L− 4N − 5 and (4k1 + k3)(4L−
N − 2) + 21L − 5N − 5, respectively. In both cases, P
sends one field elements to verifier.

• In both cases, the size of witness is 4N , 4 elements in
Rp. The witness of ΠEnc and ΠDD are (eee0, eee1, fff,mmm) and
(sss,eeeek, eeeDD, fffDD), respectively.

Appendix B.
Parameters for Polynomial Commitment

In the HSS scheme, we configure the parameters log q,
N, n, d, µ, and ν for the evaluation protocol. For detailed
definitions, see Table 1 in [29]. The input size N is calculated
from Theorem 6, and all polynomials are evaluated in a
batched manner.

⌈log q⌉ N n d µ ν

Params I (ek) 100 ≈ 26 · 214 212 211 1 2

Params I (|Φ| = 0) 100 ≈ 212 · 214 213 211 1 2

Params I (|Φ| = 2) 100 ≈ 340 · 214 213 211 1 2

Params II (ek) 112 ≈ 26 · 215 212 211 1 2

Params II (|Φ| = 0) 112 ≈ 212 · 215 213 211 1 2

Params II (|Φ| = 2) 112 ≈ 340 · 215 213 211 1 2

TABLE 4. PARAMETERS FOR THE HSS SCHEME
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