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Abstract

We provide the first construction of compact Functional Encryption (FE) for pseudorandom functionalities from
the evasive LWE and LWE assumptions. Intuitively, a pseudorandom functionality means that the output of the circuit
is indistinguishable from uniform for every input seen by the adversary. This yields the first compact FE for a nontrivial
class of functions which does not rely on pairings.

We demonstrate the power of our new tool by using it to achieve optimal parameters for both key-policy and
ciphertext-policy Attribute Based Encryption (ABE) schemes for circuits of unbounded depth, from just the LWE
and evasive LWE assumptions. This improves prior work along the twin axes of assumptions and performance. In
more detail, this allows to: (i) replace the assumption of circular evasive LWE used in the work of Hseih, Lin and
Luo (FOCS 2023) by plain evasive LWE, (ii) remove the need for the circular tensor LWE assumption in the work of
Agrawal, Kumari and Yamada (CRYPTO, 2024), (iii) improve parameters obtained by both aforementioned works to
achieve asymptotic optimality.

Previously, optimal parameters for ABE schemes were only achieved using compact FE for P (Jain, Lin and Luo,
Eurocrypt 2023) — we show that compact FE for a much weaker class (albeit with incomparable security) suffices.
Thus we obtain the first optimal ABE schemes for unbounded depth circuits which can be conjectured post-quantum
secure. Along the way, we define and construct a new primitive which we term laconic pseudorandom obfuscation
from the same assumptions — this may be of independent interest.
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1 Introduction

Functional encryption (FE) [SW05, BSW11] generalizes public key encryption to support computation of non-trivial
functions on encrypted data, beyond “all or nothing” access. More formally, in FE, a ciphertext is associated with a
vector x, a secret key is associated with a circuit f and decryption enables recovery of f(x) and nothing else. Aside
from its direct relevance to real world applications for computing on encrypted data, FE has proved to be a powerful tool
in the theory of cryptography, and can be used to build a number of advanced primitives. The most prominent amongst
these is Indistinguishability Obfuscation (iO), which is considered essentially “crypto-complete” by virtue of its ability
to instantiate almost every known cryptographic primitive [BGIT01, GGH™ 13, JLS21].

For FE to succeed in being bootstrapped all the way to iO, it must satisfy a strong efficiency property known as
compactness — at a high level, this posits that the size of the ciphertext should be sublinear in the size of the circuits
being supported by the scheme. There has been substantial research effort in the community for instantiating FE (or
directly i0) from well-understood assumptions, leading to a sequence of exciting results [JLMS19, GJLS21, Agr19,
APM20, WW21, GP21, DQV 21, JLS21, JLS22, RVV24]. The breakthrough work of Jain, Lin and Sahai [JLS21]
finally obtained the first construction of compact FE for P from standard assumptions. This has been subsequently
improved by [JLS22, RVV24]. However, all these works rely quite crucially on pairings which is dissatisfying. Not only
are pairings quantum insecure, it is also desirable to have alternate pathways for constructing such important primitives
as FE and i0, even for restricted classes of functions. In the realm of conjectured quantum safety, there exist several
candidates from lattices but their security is either based on heuristics, or their underlying assumptions have been broken
[Agr19, APM20, WW21, GP21, DQV 21, HJL21, AJS23]. Thus, an outstanding open question in the area is:

Can we construct compact Functional Encryption for any nontrivial functionality from simple lattice assumptions?

Attribute Based Encryption. A special case of Functional Encryption is the notion of Attribute Based Encryption
(ABE) [SWO05, GPSWO06]. ABE is similar to FE but with a crucial difference — in ABE the computation is performed
on public attribiutes encoded in the ciphertext, while the burden of privacy is only on an unchanging message. In
more detail, the ciphertext encodes a public attribute x together with a secret message m, the secret key is generated
for a public function f, and decryption outputs m if and only if f(x) = 1. Security is similar to FE, except that x
need not be hidden. This is formalized in an indistinguishability style game which asks that an adversary should be
unable to distinguish between an encryption of (119, x) and (17, x), even given secret keys for functions f; so long as
fi(x) = 0 for all i. ABE comes in two avatars — “key-policy” where the function f is encoded in the secret key, or
“ciphertext-policy” where it is encoded in the ciphertext. These are denoted by kpABE and cpABE respectively. An
interesting generalization of ABE is the so-called “Predicate Encryption” (PE) [KSW13] where the attribute x is also
hidden but only against an adversary that does not receive any decrypting key, namely we have that f;(x) = 0 for all f;
queried by the adversary.

Prior Work in ABE. There has been significant progress in constructing ABE for circuits over the last several years
[GPSW06, GVW 13, BGG™T 14, AY20, Wee22, HLL23] from well-understood assumptions. Here, there has been
asymmetry between the key and ciphertext policy variants — while kpABE can be constructed from the standard Learning
With Errors (LWE) assumption, it’s cpABE counterpart additionally requires a relatively new, strong assumption called
Evasive LWE [Wee22, Tsa22].

Recently, an important focus area in ABE research has been to achieve asymptotic optimality for both kpABE and
cpABE schemes [Wee24, JLL23]. The very recent work of Wee [Wee24] constructs kpABE for bounded depth circuits
using a new assumption called L-succinct LWE, which is weaker than evasive LWE. Assuming compact FE, [JLL23]
achieve optimality even for unbounded depth circuits, but this assumption necessitates the reliance on pairings as
discussed above. We summarize the state of the art in Table 1. Thus, an outstanding open question in ABE research is:

Can we construct kp/cp ABE for P with optimal parameters from lattices?



Reference | KP/CP [mpk| [sk] |ct] Depth Assumptions
[JLL23] KP O(1) O(1) 0(1) Unbdd Compact FE for P
[JLL23] CP O(1) O(1) 0(1) Unbdd Compact FE for P
[HLL23] KP O(L) o(1) O(L) | Unbdd evasive circular LWE+ circular LWE
[AKY24a] CP O(L) O(L) O(1) | Unbdd | LWE + evasive LWE + circular tensor LWE
[Wee24] KP [ L%2-0d) ]| O(d) O(d) Bdd L-succinct LWE
[HLL24] CP 0(d) L-O(d) | L-O(d) | Bdd | LWE + evasive learning with structured errors
This Work KP O(1) O(1) 0O(1) Unbdd LWE + evasive LWE
This Work CP O(1) O(1) O(1) Unbdd LWE + evasive LWE

Table 1: Here L denotes the input length and d denotes the depth of the circuit supported by the ABE schemes. O(+)
hides poly(A) factors. We highlight that L-succinct LWE is a falsifiable assumption.

1.1 Our Results

In this work, we make progress on both the above questions and achieve the following: (i) we provide the first construction
of compact FE from evasive LWE (and LWE) for a nontrivial class of pseudorandom functionalities (defined below),
(ii) we use our new FE to construct kpABE and cpABE achieving optimal parameters for unbounded depth circuits, also
from evasive LWE and LWE. We summarize our results as informal theorems below.

The first theorem shows that we can obtain partially hiding pseudorandom FE (PHprFE) with optimal parameter
sizes. In PHprFE, an input x to the function f is divided into a public part X, and private part Xpry. While we
consider the same correctness requirement as usual FE, we consider a relaxed security notion where the public part
is allowed to leak to the adversary. The advantage of allowing part of the input to be public is that it leads to shorter
ciphertexts whose size does not depend on the length of x;,,,, when we follow the convention of ignoring the length of
the public part when measuring ciphertext size.

Theorem 1.1 (Partially Hiding prFE for Unbounded Depth). Assuming LWE and evasive LWE assumptions, there
exists a partially hiding pseudorandom FE scheme, for function class F = {f : {0,1}eub x {0, 1}teiv — {0,1}},
that satisfies very selective security (more accurately, security as per Definition 5.4) whose master public key and the
secret key sizes are fixed polynomial poly(A). Furthermore, the size of the ciphertext is Lpriy 4+ poly(A).

Here, very selective security refers to the security notion where the adversary has to choose its challenge query and
key queries before seeing the public parameter.

Note that in particular, this implies a plain FE scheme for pseudorandom functionalities with optimal parameters (by
setting the public part of the input to ). We then leverage the above FE to construct Attribute Based and Predicate
Encryption (ABE and PE respectively) for unbounded depth circuits with optimal parameters, in both the KP and CP
setting. In more detail, we prove the following theorems.

Theorem 1.2 (Optimal KP-ABE). [Theorem 6.1] Under the LWE and Evasive LWE assumptions, there exists very
selectively secure KP-ABE scheme supporting circuits {C : {0,1}* — {0,1}} with unbounded depth and message
space {0,1}" with

|mpk| = poly(A), [skc| = poly(A), |ct| = poly(A).

Theorem 1.3 (Optimal KP-PE). [Theorem 6.5] Under the LWE and Evasive LWE assumptions, there exists very
selectively secure KP-PE scheme supporting circuits {C : {0,1}¢ — {0,1}} with unbounded depth and message space
{0,1}* with

Impk| = poly(A), |skc| = poly(A), [ct| = poly(A) + |x|

where x € {0,1}".



Theorem 1.4 (Optimal CP-ABE). [Theorem 7.2] Under the LWE and Evasive LWE assumptions, there exists very
selectively secure CP-ABE scheme supporting circuits with unbounded depth {C : {0,1}¢ — {0,1}} and message
space {0,1}" with

Impk| = poly(A), [skx| = poly(A), |ct| = poly(A)
where x € {0,1}".

We observe that since our schemes support message space {0, 1}’\, they can be used to support arbitrary message
space by using the hybrid encryption framework. We note that our unbounded CP-ABE scheme Theorem 7.2 and
unbounded KP-ABE scheme Theorem 6.1 can be used to instantiate ABE for Turing Machines ([AKY?24a]). We obtain
the following corollary, which improves both the assumptions and the parameters of [AKY?24a].

Corollary 1.5 (KP-ABE for TM). [Corollary 7.4] Under the LWE and evasive LWE assumptions, there exists a very
selectively secure ABE for TM with

Impk| = poly(A),  [sk| = [M] - poly(A), let| = [x]-¢-poly(A)
where the Turing machine M runs on input x for time step t.

In contrast, [AKY?24a] uses LWE, evasive LWE and circular tensor LWE and achieves |mpk| = poly(A), [sk| =
poly(|M|, ), [et| = poly(A, |x|, ).

1.2 Additional Prior Work.

The notion of iO for pseudorandom functionalities was considered implicitly by the work of Mathialagan, Peters and
Vaikuntanathan [MPV24a] where they used subexponential LWE and evasive LWE to construct adaptively sound
zero-knowledge SNARKSs for UP. In a previous version of their work [MPV24b], which was in private circulation and
shared with us, this notion was defined explicitly and leveraged to obtain unlevelled fully homomorphic encryption.
However, an explicit construction of iO for pseudorandom functionalities was not provided. Moreover, FE or MIFE for
any class of functionalities was not considered.

Our Companion Paper. In a companion work [AKY24b], we bootstrap our compact FE for pseudorandom
functionalities to the multi-input setting. This yields the first multi-input FE for pseudorandom functionalities from
LWE and (a stronger variant of) evasive LWE. Using the techniques of [AJ15], this multi-input FE can be naturally
deployed to construct the first iO for pseudorandom functionalities. We then leverage our pseudorandom multi-input FE
and 1O for applications — we refer the reader to [AKY?24b] for details.

In the present work, our construction of ABE with optimal parameters (Section 5) uses a restricted iO (called pPRIO)
as a building block which is developed in the companion work [AKY24b]. This creates a dependence between the two
works. The rationale for our choice is primarily to have the most concise presentation and avoid duplication of content.
We chose to split the papers across the axis of single input and multi-input since this seems most natural. The notion of
pPRIO uses MIFE for constant arity, so fits naturally in the companion work. By not using it in the present work, we
would achieve ABE schemes with sub-optimal parameters which nevertheless outperform the state of the art. We would
then improve these schemes in the companion work, which was undesirable. Another alternative was to provide the
multi-input compiler for constant arity in the present work and generalize this to polynomial arity (from a stronger
assumption) in the companion work. However this would lead to duplicating the MIFE construction in both works.
Therefore, we believe that using the pPRIO black-box as a tool in the ABE application developed here is the best option.

1.3 Technical Overview

In this section, we present the core ideas that we develop in this work. Below X denotes a noisy version of X where the
exact value of noise is not important.



KP-ABE for Unbounded Depth by HLL. The seminal work of Boneh et al. [BGG™ 14] developed algorithms for
evaluating arithmetic functions on the ciphertext as well as the public key of an ABE scheme, which form the cornerstone
of several subsequent constructions. Their core technique is as follows: given an input x € {0,1}¢, and a matrix
A€ Z,’;XZ’", one can homomorphically evaluate a circuit f : {0,1}* — {0,1} on an “input encoding” matrix of form
A —x ® G by multiplying on the right by a low norm matrix Hp ¢ x to obtain the term Ay — f(x)G. Here, G is a

special gadget matrix defined as follows. Let g = [1,2, 22 . 2log 7" and G = I® g". In key evaluation, one can
homomorphically evaluate a circuit f : {0,1}* — {0,1} on A to obtain A = A -Hjy s for some low norm matrix
Ha ¢ In ciphertext evaluation, given an attribute x and corresponding attribute encoding of the form sT(A—x®G),
which we refer to as BGG™ encoding, right multiplication by H A,fx Yields sT(Af — f(x)G) without substantially
blowing up the noise in the encoding since Hp  is low norm. Skipping several details, since the key generator can
compute Ay = A - Hp ¢, it can provide a matching key which allows the decryptor to cancel out the masking term
sTA £ and proceed with decryption. We refer to Hp ¢ and Hp ¢« as the PK and CT evaluation matrices respectively.

Providing Advice for Bootstrapping. The essential barrier in supporting circuits of unbounded depth for homomorphic
computation is that the norm of the matrix Hp ¢ x grows exponentially with the depth of the circuit being computed,
causing the the noise in the ciphertext encoding to blow out of control after some number of evaluations. The same
barrier was encountered while constructing fully homomorphic encryption (FHE), to resolve which, Gentry proposed
the beautiful “bootstrapping” idea. Roughly speaking, bootstrapping suggests performing homomorphic evaluation
of the decryption circuit on the large-noise ciphertext — this has the effect of internally throwing away the large noise
accumulated in the ciphertext and “refreshing” it with smaller, more manageable noise. Since this procedure can be
performed every time the ciphertext has accumulated large noise, the evaluator can keep on going! However, to execute
this approach, one needs to assume that the scheme satisfies circular security, namely it should be safe to provide a
ciphertext encrypting the scheme’s own secret key, as this is required for homomorphic decryption described above.

While it has been long known how to use circular security in the context of unbounded depth FHE [Gen(9], its
utility in the context of ABE was uncovered only very recently, in an elegant work by Hseih, Lin and Luo [HLL23]
(HLL). In more detail, HLL supports unbounded homomorphism in ABE via two steps: (i) noise removal, and (ii)
bootstrapping. The noise removal step is via modulus reduction a la BV/BGV [BV11, BGV14] which destroys the
algebraic structure of the BGG™ encoding required for further evaluation, while the bootstrapping step makes use of a
circular encoding, or “advice”, which enables to restore the structure of the BGG™ encoding, making it suitable for
further evaluation. In more detail, the HLL advice has the following structure:

S = hcts(s), E=s"(Age —S®G)

Above, hctg(-) is an FHE ciphertext decryptable by secret key s denoted in the subscript — thus S is a circular FHE
ciphertext, and E is a BGG™ encoding with attribute S and re-using the FHE secret s as the LWE secret! The trick of
reusing the FHE secret as the LWE secret in the BGG™ encoding of attribute hcts(+), was introduced by Brakerski et
al. [BTVW17] and can lead to “automatic decryption” of the FHE ciphertext, as described next. Recall that in the
GSW FHE scheme [GSW13], the secret key is sT, a ciphertext for message y' is a matrix C and decryption computes
s"C to recover (a noisy version of) y'. Brakerski et al. [BTVW17] suggested “vectorizing” the BGG™ ciphertext
evaluation procedure so that homomorphic evaluation on the encoding produces a term of the form s" (A — hcts(y"))

(i.e. without G). Now, the inner product of s and hcts(y") causes FHE decryption to occur automatically and we obtain
the encoding s A f+ y", where the noise in the encoding is low. It turns out that this term is exactly what is needed to

restore the structure of the ill-formed encoding obtained by step (i) of HLL — this allows to create a low noise BGG™
encoding which can be used to evaluate further. Put together, HLL prove the following:

Theorem 1.6. Assuming circular evasive LWE and LWE, there exists a very selectively secure kpABE scheme for
circuits of unbounded depth and attribute length ¢ with |mpk| = poly (A, ¢), [skc| = poly(A), |ct| = poly(A, £).

Above circular evasive LWE is a new assumption introduced by HLL which “mixes” circularity into the recently
introduced evasive LWE assumption [Wee22, Tsa22].



Randomizing Advice for CP-ABE. Recently, Agrawal, Kumari and Yamada [AKY?24a] (AKY) built upon the
construction by HLL to obtain the first ABE for Turing machines from lattice assumptions. A key technical contribution
of the AKY construction is a way to randomize the advice provided in the HLL ciphertext, making it suitable for
integration with Wee’s bounded depth CP-ABE. These techniques led to the first CP-ABE for unbounded depth circuits,
which they further leveraged to construct a (KP-)ABE for Turing machines. In more detail, the AKY transformation
requires computation of the following randomized HLL terms:

S, = thsr(Sr)r E; = SI(Acirc -5:® G)

Above, sy = sT (I ® r) where r is chosen by the key generator while s is chosen by the encryptor.

Evidently, neither party can provide the encodings directly, and while randomizing the message inside an FHE
ciphertext from s to sy is easy given knowledge of r, randomizing the secret key of FHE ciphertext is much more
challenging. To get around this difficulty, AKY suggest that the structure of the advice provided by the encryptor be
changed, so that the true power of FHE — which is to transform encoded messages rather than underlying secret keys —
be further leveraged. Thus, they provide:

T = hety(s,sd), D = tT(A; — (1,bits(T)) ® G)

where sd is a PRF seed, t is the secret of a fresh FHE scheme and A1 is a public matrix of appropriate dimensions. Now,
one can homomorphically evaluate on the encoding D in bounded depth, using knowledge of T, to obtain

t" AL + t"hct(Sy, Er) = t' AL + (Sy, Ey)

where A’ is some r dependent matrix and the equality follows by automatic decryption. To get rid of the masking term
t" AL, the encryptor additionally provides t"C for some fixed matrix C and the key generator provides C~!(A’) where
C~1(AL) is not a true matrix inverse but rather a low norm matrix so that C - C~1(A.) = A.. Together these allow the
decryptor to compute the term t" A, and cancel it out from the encoding above, to recover (Sy, Ey) in the clear.

The security of the above construction, relies on evasive LWE (aside from other assumptions), and depends crucially
on the fact that the computed terms (Sy, E;) are pseudorandom. The evasive lattice assumption roughly says that if

(A/ Br Pr STAr STB/ ST7P1 aux ) %C (Ar B/ P/ $/ $/ $/ aux)
where $ represents random, then
(A, B, P,s"A, s'B, B''(P), aux) ~ (A, B, P, § $ B '(P), aux)

Thus, security relies crucially on the term s'P in the pre-condition being pseudorandom. Digging deeper into the
AKY proof, the above term can be essentially simplified to the advice terms (S, E;) which, therefore need to be
pseudorandom for invoking the assumption. Put together, AKY show the following:

Theorem 1.7. [AKY?24a][Thm 5.6] Under LWE, circular tensor LWE and evasive LWE, there exists a very selectively
secure ABE for TM with |mpk| = poly(A), |sk| = poly(A, |[M]|), |ct| = poly(A, |x|, t).

Above M is the Turing machine, x is the input and ¢ is the worst case running time of M on any input. Note that
while the AKY construction does not need the circular evasive LWE assumption used by HLL, they require a circular
tensor assumption which is a new assumption that they introduce.

Compact Functional Encryption for Pseudorandom Functionalities. Our starting point is the observation that
the techniques developed in AKY are quite a bit more general and can be leveraged to compute functionalities beyond
the randomized HLL advice they were developed for. Taking a step back, let us analyze what their technique enables:
the encryptor provides an FHE ciphertext T of a message (say x), and a BGG ™ encoding of attribute T with the FHE
secret doubling up as the encoding randomness. Homomorphic evaluation of any function f coupled with automatic
decryption allows to recover a masked version of f(x) and evasive LWE allows to cancel the mask. Thus, this technique
seems to enable computation of any function f on the input x, while keeping it hidden! Intuitively, security follows



from evasive LWE as long as the output of the functionality is pseudorandom, such as their (Sy, E;), but more generally
the output of any pseudorandom function, such as a PRF.

We show that the above intuition can be formalized to yield the first compact FE for pseudorandom functionalities,
namely, functionalities where the output is (pseudo)random for any given input that is seen by the adversary in the security
game. We sketch our construction for prFE below. In the following, f : {0, 1} — {0,1 }g has the property that the output
of f is pseudorandom for every input seen by the adversary. We also use a PRF : {0,1}* x {0,1}* — [—q/4,9/4].
The usage of PRF is introduced for the security reasons which we will highlight later.

— The setup algorithm samples matrices A, and (B, B_l) of appropriate dimensions and outputs mpk := (A,tt, B)
and msk := B~1. Here, B~ is the trapdoor for B which allows to compute short preimages B~ (U) for any target
matrix U.

— The encryptor on input x first samples a GSW secret key s and a PRF seed sd < {0,1}*. It then computes
a GSW ciphertext, X = hcts(x,sd) — followed by a BGG™ encoding of X using randomness s as ¢],; =
sT(Astt — X ® G) + el It additionally computes ¢f, := sTB + e[, and outputs the ciphertext ct = (cg, Catt, X).

— The key generator on input msk = B~! and function f does the following.

(a) Samples a nonce r < {0,1}" and defines function F[f, r], with f and r hardwired, as
F[f,r](x,sd) = f(x) |g/2] + PRF(sd, r).

It then computes the FHE evaluation circuit VEvalg w.r.t. the function F[f, r] (this can be computed using the
knowledge of F[f, r]). Note that the circuit VEvalg can be used to compute on a GSW ciphertext encoding an
input, say y, to recover a GSW ciphertext encoding F[f, r](y).

(b) Next, it computes the matrix Hl;m for the circuit VEvalg using the public matrix A .. Recall that the matrix
Hgm and Hiatt x (which can be computed given VEvalg, At and X) will satisfy the relation

(Aatt — X® G)H}__x = AaH}  — VEvalp(X).

(c) Ttsets Ap = Agy - Hlj\att’ samples K <~ B~ (AF) and outputs skr = (K, 1).
— The decryption on input sky = (K, r) and ct = (cp, catt, X) work as follows.

(a) It first computes the matrix Hlj\m,x for the circuit VEvalg using A, and X.

(b) Next, it computes z := ¢ - K — ¢l - Hl;amx, rounds z co-ordinate wise and output the most significant bits.

To see the correctness of our scheme, we note that
cly - Hgamx ~ STAattHim —sT(hcts(F(x,sd))) ~ sTAF — F(x,sd), (1)

where the second approximate equality follows by automatic decryption. Now to remove the masking term "sT Ag" we
compute cf - K ~ sTAp and thus z ~ sTAg — sTAg + F(x,sd) = f(x) |4/2] + PRF(sd, r). Now, rounding gives
us bits of f(x) as long as |PRF(sd, r)| < g/4.

Our construction supports functions of bounded polynomial depth dep = poly(A) and has the following efficiency
Impk| = L - poly(dep, A), [sks| = £ poly(dep, A), |ct| = L- poly(dep, A).

As seen above, our construction achieves compactness.



Security. Intuitively, our notion of security says that so long as the output of the functionality is pseudorandom, the
ciphertext is pseudorandom, given all the additional information available to the adversary. We denote this security
notion as prCT security. In more detail, let Samp be a PPT algorithm that on input 1%, outputs

(fl/- . .,kaey,xl,. <+ 7 XQeg s AUX S {O, 1}*)

where Q\ey is the number of key queries, Qmsg is the number of message queries. We say that a prFE scheme is secure

if
< mpk, aux, f1,...,kaey,> ( mpk, aux, fl,...,kaey,>
~c
{Enc(mpk, xf)}je[Qmsg] , skp,- ..,skakey {5]' — CT}je[Qmsg] , skp,. ..,skakey

given (aux, fl’ ttt ’kaey' {ﬁ(xj)}iG[ley],jE[Qmsg]) ~c (aux, fl' e ’kaey’ {Airj}iG[ley],jG[Qmsg})

where (mpk, msk) < Setup(1%), sk, < KeyGen(msk, f;) for i € [Qyey], CT is the ciphertext space and A; ;
{0,1}" for i € [Quey),j € [Qumsg]-

The careful reader may have noticed that the above definition has a multi-challenge flavour, even though the
construction is in the public-key setting. This peculiarity arises because single-challenge security does not generically
imply multi-challenge security for our definition. To see this, recall the standard hybrid argument to prove multi-challenge
security from single-challenge security: the proof follows a sequence of hybrids, where we simulate some of the
ciphertexts honestly, while trying to change a particular honest ciphertext to be random. Now, to generate honest
ciphertexts, we need to know the corresponding plaintexts. However, this could ruin the precondition for invoking
single-challenge security for the target ciphertext, since knowing some inputs may ruin the pseudorandomness of outputs,
if the inputs are correlated to each other.

We observe that the above definition is incomparable to the standard indistinguishability (IND) security definition
that is used in FE schemes [BSW11]. Indeed, IND style security does not appear meaningful for our functionality.
Recall that in the IND game, the adversary must submit two challenge messages 1 and mq and request keys for
functions f; such that f;(mg) = f;(my). However since the output f;(1m;) is pseudorandom for b € {0,1}, the event
fi(mp) = fi(my) occurs only with negligible probability!. However, our definition has a simulation security flavour
and is very handy for applications, as we will see.

We provide some high level intuition for our proof of security for prFE. For simplicity, we focus here on the single
challenge setting and refer the reader to the main body for the detailed proof in the multi-challenge setting. The proof
begins by invoking evasive LWE with an appropriate sampler — this allows to reduce the reasoning to the distribution of
the pre-condition, which replaces the term K = B_l(Ap) with c]Tg’ - K = sTAf. Now, as we see in Equation (1),

li-HY  x =sTAp —F(x,sd) = sTAp — f(x) |q/2] — PRF(sd, ).

This allows to simplify these two terms to sTAg and f(x) |q/2] + PRF(sd, r), where the latter term is pseudorandom,
hence simulatable and can be ignored hereafter. The terms that remain can now be handled by relying on LWE using
standard techniques [Wee22, HLL23, AKY?24a]. Please see Section 3 for the detailed proof.

Why not Compact FE for P? The informed reader may wonder how the ideas developed above overcome the barrier
of building a compact FE scheme from lattice techniques. Intuitively, evasive LWE allows us to construct schemes where
the decryption yields a pseudorandom output — this is required by the pre-condition of evasive LWE. The rationale
behind the evasive LWE assumption, discussed at length in [Wee22], is that the final value obtained by the adversary
after decryption is large and completely avoids the so-called “zeroizing” regime, namely the situation where the attacker
obtains low norm polynomial equations over the integers and can solve these to obtain harmful leakage. Our construction
respects this intuition by ensuring that any harmful leakage that could be obtained by the adversary is smudged by a large
PRF value and the pseudorandom decryption result. This allows us to argue security under evasive LWE and is also the
reason why the above scheme is not secure for functionalities that do not have pseudorandom outputs. Indeed, hiding

1A generalization of IND security which requires f;(1m;) to be pseudorandom and hence computationally indistinguishable for any b might have
been more suitable.



the randomness leakage obtained by the adversary via decryption is the main hurdle faced in constructing compact FE
for P from lattice assumptions [Agr19, WW21, GP21, DQV™21]. In hindsight, it is therefore extremely natural that the
evasive LWE assumption should support security of compact FE for pseudorandom functionalities but not beyond. The
knowledgable reader may also wonder why supporting pseudorandom functionalities is not sufficient for full fledged FE
for P by using randomized encodings to randomize the output of the function, as was done in several prior works (albeit
for the different purpose of reducing the degree of the function) — the earliest reference we know is [GVW12]. This is
because the distribution of a randomized encoding is only marginally pseudorandom — the joint distribution of all the
components that make up the encoding must necessarily be correlated, since it must allow to decode the function by
correctness! Evasive LWE (and hence our construction) cannot handle such general distributions.

Applications. While it is exciting to have a compact FE scheme for any nontrivial functionality from purely
(conjectured) post-quantum assumptions, we show that our prFE is also surprisingly powerful, and yields important
applications.

Removing Circularity from HLL. We demonstrate the utility of prFE by showing that it can be used to bootstrap a
very weak kpABE scheme into a full fledged one. This enables us to improve the assumptions underlying prior works as
discussed above.

In more detail, our weak kpABE scheme, denoted by 1ABE is a secret key scheme which only supports a single
ciphertext and single secret key query — this object is so simple that it can be constructed merely from one way functions.
This is lifted using prFE to build a full fledged public key ABE scheme supporting unbounded ciphertexts and unbounded
key queries. Our compiler does require 1ABE to satisfy some structural properties:

1. Decomposability: The computation IABE.KeyGen(C) can be decomposed into {1IABE.KeyGen;(C;)}ic|c|
where C; denotes the i-th gate of C and has fixed polynomial size. Here, the depth of ABE.KeyGen; is fixed and
independent of the parameters of C. Moreover, output of 1ABE.Enc should be computable by a circuit of fixed
depth, irrespective of the length of x input to 1ABE.Enc.

2. Blindness: The 1ABE ciphertext and secret key should be pseudorandom when decryption is not allowed.

Given the above properties, the core idea is to use prFE to generate randomized versions of bits of 1ABE secret keys and
ciphertexts using randomness generated jointly by the encryptor and the key generator. This is supported by prFE of
fixed depth because of property 1 and respects the constraints imposed by prFE because of property 2. Thus we obtain a
public key scheme which supports unbounded ciphertexts and keys. We outline our compiler below.

— The setup algorithm generates (prFE.msk, prFE.mpk) using prFE.Setup and outputs these as msk and mpk
respectively.

— The encryption algorithm on input mpk, attribute x and message p computes a prFE ciphertext, prFE.ct, encoding
input (x, 1, sd) where sd < {0,1}" is a PRF seed.

— The keygen algorithm on input msk = prFE.msk and circuit C works as follows. It samples nonce r < {0, 1})‘ and
defines functions Fye, ;[r, C;], with r and i-th gate of C hardwired, for i € [|C|] and Fc;[r] as follows

(a) Fyey,i[r, Ci] oninput (x, p,sd), first computes 1ABE.msk using the randomness PRF(sd, r),i.e. 1ABE.msk <
1ABE.Setup(1}; PRF(sd, 1)) and then outputs 1ABE.sk¢, +— 1ABE.KeyGen, (1ABE.msk, C;).

(b) Fet[r] oninput (x, p,sd), first computes 1ABE.msk as above and then outputs an 1ABE.ct encoding message y
w.r.t. attribute x.

It then computes prFE keys {prFE.skyey,i }ic|c|] and prFE.sket corresponding to functions {Fyey[r, i] }ic () and
Fei[r], respectively. It outputs skc = ({prFE.skiey,i }ic[jc|), PrFE-sket).

— The decryption algorithm on input skc = ({prFE.skyey,i }ic(|c|}, PrFFE.sket) and ct = prFE.ct first runs the prFE
decryption, using prFE keys and ciphertext prFE.ct, to compute

Fiey,i[t, Ci](x, j1,sd) = 1ABE.skc,, Fe[r](x, u,sd) = 1ABE.ct.
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Finally it sets 1ABE.skc = (1ABE.sk¢,, .. ., 1ABE.skc ) and outputs the decryption result as LABE.Dec(1ABE.skc, 1ABE.ct).

Correctness follows from those of the prFE and 1ABE: By the correctness of prFE, the decryptor recovers the ciphertext
and secret key pair of 1ABE and by the correctness of 1ABE, one can recover the message # when C(x) = 1. To prove
the security, it suffices to show that ct = prFE.ct is pseudorandom. By the security of prFE, it suffices to show that the
decryption results of the ciphertext using the secret keys are jointly pseudorandom. This follows from the security of
1ABE, since the decryption results are ciphertext and secret key pairs, where the decryption is not possible for each pair.
Please see Appendix B for further details.

Building 1ABE. It remains to instantiate LABE with the desired properties. Fortunately, these properties are relatively
weak and easily satisfied. For instance, we can instantiate 1ABE simply by using blind garbled circuits [BLSV 18]
(Section 2.6) — here blindness is precisely the property that the garbled circuit and its labels should be pseudorandom,
when the evaluation result of the garbled circuit using the given labels is random. Given a blind garbled circuit, the
labels of the garbled circuit form the 1ABE ciphertext, the set of garbled gates form the 1ABE key, and decomposability
follows from the structure of a garbled circuit, where we can garble each gate independently. Care needs to be taken
to modify the circuit C in the secret key so that when C(x) = 0, it outputs a random string rather than L so as to be
compatible with our prFE. This yields the following theorem.

Theorem 1.8. Assuming LWE and Evasive LWE, there exists a very selectively secure kpABE scheme for circuits of
unbounded depth and attribute length ¢ with |mpk| = ¢ - poly(A), |skc| = |C| - ¢ - poly(A), |ct| = £ - poly(A).

Note that HLL relied on a new assumption called circular evasive LWE, which we replace by simple evasive LWE
above albeit at the cost of larger parameters — in particular the secret key is large and scales with |C].

Next, we show that by using the abstraction of Attribute Based Laconic Function Evaluation (abLFE) [QWW 18],
we can match the parameters by HLL. Intuitively abLFE allows to compress a circuit C into a short digest, which is then
used by an encryptor to compute a ciphertext ct for some attribute, message pair (x, j). The decryptor, given C, ct can
recover i if and only if C(x) = 1. For our compiler, we require an abLFE scheme where the encryption algorithm can
be decomposed into an offline and an online phase. The offline encryption algorithm takes as input (x, ) and outputs
ctoff and a private state st. The online encryption algorithm takes as input (st, digest) and outputs cton. This property
is satisfied by the construction of [HLL23].

At a high level, our kpABE uses the compression of the abLFE to shorten the secret key. The key generation
computes a digest C for the circuit C, then computes a prFE key for a circuit which outputs the online part of abLFE
ciphertext. The encrypt algorithm computes the offline part of the abLFE ciphertext and the state st using input (x, y¢).
It then encrypts st using prFE encryption. Now, prFE decryption allows to recover the online part of the ciphertext, and
abLFE decryption allows to recover u if C(x) = 1. We refer the reader to Appendix B.4 for details. We prove the
following theorem:

Theorem 1.9. Under the circular LWE assumption and the Evasive LWE assumption, there exists a very selectively
secure kpABE scheme for circuits of unbounded depth and attribute length £ with

|mpk| = poly(¢,A), |skc| =poly(A), |ct| = poly(£,A).

Above, the parameters achieved match those of HLL and the assumptions are strictly weaker.

Constructing kpABE for Turing machines from Weaker Assumptions. Next, we turn our attention to kpABE for
Turing machines. We show that using prFE and a kpABE for unbounded depth circuits, we can build a cpABE for
unbounded depth circuits and further a kpABE for Turing machines with parameters matching AKY. The construction
for cpABE is as follows.

— The setup algorithm generates (prFE.msk, prFE.mpk) using prFE.Setup and outputs these as cpABE.msk and
cpABE.mpk respectively.
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— The encryption algorithm, given circuit C and message p, works as follows: It samples randomness Ry, and computes
(kpABE.mpk, kpABE.msk) = kpABE.Setup(1%,1%; Ryey). Next, it computes a prFE.ct encoding (Ryey, sd, 1),
where sd is a PRF key, and a kpABE secret key for circuit C as kpABE.sk¢ < kpABE.KeyGen(kpABE.msk, C).It
outputs cpABE.ct := (prFE.ct, kpABE.mpk, kpABE.skc).

— The key generation algorithm, given msk and attribute x outputs a prFE key, prFE.skg, for the function F[x, ] where
r < {0,1}*. It outputs cpABE.sky := prFE.sk.
The function F[x, r] on input (Ryey, sd, pt) first computes (kpABE.mpk, kpABE.msk) using the randomness Riey
and then outputs a kpABE ciphertext kpABE.ct encoding y w.r.t. attribute x using randomness PRF(sd, r).

— The decryption algorithm on input secret key prFE.skg and ciphertext cpABE.ct := (prFE.ct, kpABE.mpk, kpABE.sk¢)
first runs the prFE decryption to obtain F[x, r](Ryey, sd, #) = kpABE.ct and finally performs kpABE decryption
using kpABE.ct and kpABE.skc.

Correctness follows from those of kpABE and prFE: The decryption of prFE ciphertext using the prFE secret
key yields kpABE ciphertext encrypted under x. This kpABE ciphertext can be decrypted using kpABE.skc when
C(x) = 1. To prove the security, we show prFE.ct is pseudorandom. By the security of prFE, it suffices to show that the
decryption results of prFE.ct are pseudorandom. This follows from the security of kpABE, since the decryption results
are kpABE ciphertexts which cannot be decrypted by kpABE.skc. We finally note that while the above overall proof
strategy works when the underlying kpABE has pseudorandom ciphertext, we have to consider more general case where
underlying kpABE does not necessarily have pseudorandom ciphertext. Therefore, the final construction as well as the
security proof are slightly different. We refer the reader to Section 7 for details. Thus, we obtain the following theorem.

Theorem 1.10. Under the circular LWE assumption and the Evasive LWE assumption, there exists a very selectively
secure cpABE scheme for circuits of unbounded depth and attribute length ¢ with

|cpABE.mpk| = poly(A), |cpABE.sky| = poly (¢, A), |cpABE.ct| = poly(A).

We note that the cpABE scheme instantiated as above replaces the reliance on circular tensor LWE and LWE
assumptions used by AKY by simply circular LWE. It also achieves a shorter mpk as compared to that of AKY (which
is poly(A, £)), other parameters being the same.

AKY provided a compiler that uses kpABE for bounded depth circuits and cpABE for unbounded depth circuits to
achieve kpABE for Turing machines. Plugging our new cpABE into this compiler, we obtain:

Corollary 1.11. Under the circular LWE assumption and evasive LWE assumption, there exists a very selectively secure
ABE for TM with the following parameters:

Impk| = poly(A), [sk| = poly(A, [M]), |[ct| = poly(A, [x],t).

In terms of parameters, the above theorem matches those of AKY. In terms of assumptions, it provides a strict
improvement, as discussed above. Later, by instantiating the underlying kpABE to be one with optimal parameters
(constructed below), we will obtain a cpABE scheme for unbounded depth circuits with optimal parameters — please see
Section 7 for details.

1.3.1 The Quest for Optimal Parameters

Achieving optimal parameters is a central open question in the construction of ABE schemes, and one which has received
much attention in the literature [JLL23, Wee24]. Ideally, we wish to obtain optimal parameters for kpABE and cpABE
for unbounded depth circuits and moreover, from the weakest assumptions possible. So far, we do not know how to
step around the usage of evasive LWE either for unbounded depth kpABE or even for bounded depth cpABE, so an
outstanding open question is:

Can we construct kp/cp ABE for unbounded depth circuits with optimal parameters from LWE and evasive LWE?

Below, we answer the above question in the affirmative. To achieve optimality, we will need a result from our companion
paper [AKY24b], which we use black-box below. While reliance on the companion work is not needed to improve the
assumptions and match the parameters from HLL and AKY as discussed above, we are aiming for optimality, which
necessitates this dependence as discussed previously.
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Wishful Thinking: Obfuscation to the Rescue? Since we do not wish to rely on any kind of circularity assumption, we
return to our construction of kpABE from 1ABE (which we built using blind garbled circuits) and prFE as a starting point,
and ask if we can compress the parameters. Observe that the kpABE secret key in this case contains prFE secret keys for
outputting the randomized versions of the 1ABE ciphertext and secret key, i.e. skc = {erE.skkey,i, erE.skct,]-} {ij}-
As discussed above, this approach crucially relies on the decomposability of the secret key and ciphertext of the underling
1ABE scheme, which allows it to randomize and output these “piece-wise” — gate by gate for the circuit and bit by bit
for the input.

Suppose, as wishful thinking, one could have an obfuscation of a program which, given an index within the 1IABE
ciphertext and secret key, could output the appropriate randomized garbled gate/label — this would allow to make the
secret key and ciphertext size independent of the circuit and attribute size, and allow us to achieve optimal compression.
Can such an approach be realized?

Let us examine the possibility. It is well known [AJ15, BV18] that compact FE for general circuits can be compiled
into compact multi-input FE, which in turn can be compiled into iO for general circuits. Perhaps we can hope that such
a compiler also be applied to our compact prFE to obtain multi-input prFE and iO for pseudorandom functionalities.
Indeed this is true — in our companion work [AKY24b], we show that a similar compiler as [AJ15, BV18] can be made
to work, albeit via a very different proof technique (since our security notion is itself quite different). However, even
assuming the existence of iO for pseudorandom functionalities, the problem is not solved because:

1. The FE to iO compiler suffers exponential loss in the reduction. Therefore, if we use iO, we do not get security
from polynomial assumptions. Since we are finally constructing only ABE schemes, the reliance on exponential
security feels too strong.

t

2. Even if we use iO, the problem of compression does not get solved because we require the program to “authenticate
the input and only provide the output for the legitimate input. As an example, it should not be possible to obtain
a ciphertext component for x; = 0 if x; = 1. This would require hardwiring the input x (similarly C) into the
obfuscation which would bring us back to square one!

We resolve these issues by observing that the second issue can, surprisingly, be used to overcome the first. This leaves
us with the second issue, to resolve which, we define a new notion which we call laconic poly-domain obfuscation for
pseudorandom functionalities, which may be of independent interest.

Let us begin with trying to resolve the first issue: observe that the second issue tells us that we need obfuscation for
a very special input domain — one that corresponds to the gates of our particular C or the bits of our particular x, and
that inputs outside this domain should not be accepted. This immediately has the effect of shrinking down the domain
size from exponential to polynomial! While it is as-yet unclear how to force the domain to be restricted to the special
polynomial sized set we require, it at least shows that supporting a polynomial sized domain suffices. We term an
obfuscation for circuit with polynomial sized domain as “Poly-Domain Obfuscation” 2. We define iO for pseudorandom
circuits which have polynomial sized domain (denoted by pPRIO ) as follows.

1. Obf(1%,C) — obf. The obfuscation algorithm takes as input the security parameter A and a circuit C : [N] — [M]
with size(C) < L for some arbitrary polynomial L = L(A). It outputs an obfuscation of the circuit obf.

2. Eval(obf,x) — y. The evaluation algorithm takes as input an obfuscated circuit obf and an input x € [N]. It
outputs y € [M].

Security states that Obf (1)‘, C) is pseudorandom if the truth table of C is pseudorandom. Please see Section 2.8 for a
formal definition. Restricting the input space to be of polynomial size helps us to avoid the exponential loss of the
transformation as discussed above. We now invoke a theorem from our companion work:

Theorem 1.12 ([AKY24b]). Assuming LWE and evasive LWE assumptions, there exists a secure pPRIO scheme.

We now turn to the second issue, which we resolve by defining a new primitive as described next.

2The informed reader may wonder about the connection with XIO [LPST16] — note that in XIO, the size of the obfuscated circuit is allowed to be
only slightly sublinear in the size of the truth table. In contrast, the efficiency requirement of our notion is the same as standard iO.
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Laconic Poly-Domain Obfuscation for Pseudorandom Functionalities. In pPRIO, we obfuscate circuits with a
polynomial-sized input domain of the form 1,2, ..., N. However, we must now find a way to have more control on what
this polynomial set can be, so that we can implement some “authentication” of the inputs without making the size of
the obfuscated circuit grow with the domain size, as discussed above. Towards this, we extend pPRIO to introduce
the new notion of laconic pPRIO, where the input domain can be defined as X = Xj,..., Xy for arbitrary strings
Xy,..., XNy €10, 1}[ , with arbitrary length £. The obfuscated circuit allows for the evaluation of inputs that are in the
set X := {X1,..., XN}, but it does not allow evaluation for any inputs outside this set. This is exactly what we want!
Looking ahead, the set Xy, ..., X) will be instantiated with the gates of C or the bits of x in the final construction.

To define laconic pPRIO, we modify the pPRIO syntax so that, in order to obfuscate a circuit with a restricted input
domain X, the obfuscator only needs a short digest of X, whose size does not depend on N, rather than the entire
description of it. This results in a compact obfuscation whose size is independent of N. Now, the evaluation of an input
belonging to X can be performed given the description of X in the clear. We present our definition next.

1. LDigest(1*, X = {Xi}ie|n)) — dig. The digest algorithm takes as input the security parameter A and an input

space X of the form X = {X; € {0, 1}€}ie[N} for some ¢ = ¢(A) and N € IN. We assume that X encodes the
information of £ and N and one can retrieve them efficiently. It outputs a string dig.

2. LObfuscate(l/\, dig, E) — Lobf. The encode algorithm takes as input the security parameter A, string dig and a
circuit E : {0,1}* — {0,1}F whose size is S. It outputs a ciphertext Lobf.

3. LEval(X, Lobf) — Y. The decode algorithm takes as input X = {X; € {O,l}é}iG[N] and Lobf. It outputs
Y = {Y; € {0, 1} }iepny-

For efficiency, we need that the size of dig = LDigest(1*, X) should be bounded by poly(A, S). In particular, the size
of dig should be independent of N. For security, we require (roughly) that:

If (X,E(X1), ..., E(XN)) ~e (X,A1 {01}, Ay « {0,1}L)

then (X, LObfuscate(l)‘,dig,E)> ~c (X,6 < O)
where dig < LDigest(1*, X = {Xi}ie[ny) and O denotes the output space of LObfuscate algorithm.

Constructing Laconic Poly-Domain Obfuscation. It remains to build laconic pPRIO. To do so, we use pPRIO in
addition to blind garbled circuits (bGC) and blind batch encryption (BBE). Since pPRIO and bGC have been introduced
earlier, we recall the notion of BBE [BLSV 18] here. Intuitively, BBE allows to hash an input x so that encryption is
performed against the hash of x instead of x together with some index i € [|x|], and decryption allows to recover one of
two messages depending on the it" bit of x3.

In more detail, a BBE scheme BBE = (Setup, Gen, SingleEnc, SingleDec) is defined as follows: The setup algorithm
on input security parameter A and key length N outputs a common reference string crs. The Gen algorithm on input crs
and a string x € {0, 1}V (to be used as secret key) outputs a hash value & to be used as a public key. The SingleEnc
algorithm on input (crs, h,i € [N], (mg,my) € M?) outputs a (single) ciphertext ct. The SingleDec algorithm on
input (crs, x,i € [N], ct) outputs a message m € M. For correctness, it is required that m;, is recovered if x; = b and
h is the hash of x. Security requires the other message to remain hidden. The blindness of the scheme states that if the
encrypted message is random then the ciphertext is indistinguishable from random. We give a construction of a BBE
scheme from LWE satisfying these properties in Appendix A.

The basic intuition behind the construction of laconic pPRIO (denoted by LprlO) is as follows. To restrict the
circuit evaluation to a special input domain X, we use the BBE algorithm Gen to generate the hash & of X and output
this as part of the digest. The obfuscate algorithm, given as input a circuit E now provides a pPRIO obfuscation of
another circuit which garbles E and generates BBE encryptions of its labels using the hash. The BBE ciphertext can be
decrypted to recover the appropriate label, using which, the garbled circuit can be executed. In more detail:

3The informed reader may notice similarities with laconic oblivious transfer [CDG ™ 17].
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1. The setup algorithm compresses the input domain X = {X; € {0, 1}2}1'6[1\]] by hashing it using BBE.Gen into a
short hash value /. It outputs dig = h.

2. The obfuscate algorithm LObfuscate(1%, dig, E) outputs a pPRIO obfuscation, pPRIO.obf, of C[dig, E].
The circuit C[dig, E] on input i € [N] first computes bGC garbled circuit E; and input labels lab; ;p for
j € [£],b € {0,1} —next, it encrypts the bGC labels (lab; o, lab; ;1) using BBE encryption and finally outputs
E; and BBE ciphertexts BBE.ct; ;. The BBE ciphertexts are encrypted so that one can retrieve the labels for X;
for E; if a decryptor knows X.

3. The LEval(X, Lobf) algorithm first runs pPRIO evaluation on pPRIO.obf and i € [N] to obtain bGC garbled
circuit E; and BBE ciphertexts BBE.ct; j for j € [¢]. Next it runs BBE decryption using X, index (i — 1)/ +j
(this corresponds to j’th bit of X;) and BBE.ct; ; to get labels {Iabi,]'} jell] corresponding to X;. Finally, it runs

bGC evaluation using E; and {lab; ;} [ to obtain E(X;) forall i € [N].

Correctness is immediate given the decryption outline above. We then discuss security. Our goal is to show that
pPRIO.obf is pseudorandom assuming E(X7), ..., E(Xy) are pseudorandom. By the security guarantee of pPRIO, it
suffices to prove that the truth table {C[dig, E] (i) = (E;, {BBE.ct;;};) }ic[nj of the circuit C[dig, E] is pseudorandom.
To show this, we first replace the labels that are nor corresponding to X; encrypted inside BBE.ct; ; with random ones
using the security of BBE. Then, by the security of bGC, we replace the garbled circuit E; and labels corresponding to
X; with the simulated one, computed from E(X;). We then replace { E(X;)}; with random strings, which can be done
by invoking the assumption of the security definition. Then, by the blindness of bGC, E; and labels can be replaced with
random strings. Finally, by the blindness of BBE, we can replace {BBE.cti,]-}j with random strings, since they encrypt
random strings.

Unfortunately, the above proof strategy does not work as described. This is because we assumed in our description
above that the output of the pPRIO is pseudorandom, which is required for the security of LprlO to hold. However,
unfortunately, this is not the case. Rather, what we have is that the obfuscation of pPRIO can be divided into online and
offline parts and that the online part of it is pseudorandom, where the offline part is not dependent on the circuit being
obfuscated. Furthermore, the offline part can be reused across invocations. We can show similar property for LprlO,
which will be sufficient for the upcoming application of LprlO to PHprFE. We refer the reader to Section 4 for details.
We will get back to the issue when we discuss the security proof for our PHprFE.

1.3.2 Optimal Parameters at Last.

Using the techniques developed above, we construct a partially hiding compact FE for pseudorandom functionalities,
denoted by PHprFE. The syntax of a PHprFE = (Setup, KeyGen, Enc, Dec) scheme is similar to that of a prFE scheme
where the input to the encryption scheme now consists of a public part and a secret part. In more detail, the encryption
algorithm takes as input (Xpup, Xpriv) and outputs a ciphertext ct. The ciphertext ct can be decrypted using sk £ and Xpup
to recover f (xpub/ xpri\,). The security of the scheme, at a high level, states that if f (xpub/ xpri\,) is pseudorandom then
the ciphertext encoding (Xpub, Xpriv) is indistinguishable from random. We note that a PHprFE scheme implies a prFE
scheme if we set x,,, = L. We provide a PHprFE construction that achieves optimal parameters and supports circuits
of unbounded depth. This in turn will be used to construct optimal kpABE and cpABE for unbounded depth circuits.

Partially Hiding Pseudorandom FE. As discussed above, to get parameters independent of sizes of C and xpyp, we
compress them using LprlO scheme. Now, instead of letting the prFE keys directly output labels corresponding to the
attribute x or the garbled circuit corresponding to C, we have it output an obfuscation of circuits that compute these
components, as described above. In more detail, we use LprlO, bGC and prFE scheme to construct a PHprFE scheme as
follows.

1. The PHprFE setup algorithm generates (prFE.msk, prFE.mpk) using prFE.Setup and outputs these as msk and
mpk respectively.

2. The PHprFE keygen algorithm, given as input a circuit C, does the following.
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— First it uses LprlO scheme to compress C, i.e. compute digc +— LDigest({i, C;}) where C; represents the ‘"
gate of C.
— Next it samples r <— {0,1}* and gives prFE.sk for the circuit F[r, digc]. The circuit F[r, digc] on input
(digxpub, Xpriv) outputs the following :
— bGC garbled labels corresponding to Xpriy.
— Obfuscation, LprlO.obfy, of a circuit that outputs bGC labels corresponding to Xy, index by index. We
only require short digest of Xpyp, digxpub, to compute LprlO.obf.
— Obfuscation, LprlO.obf,, of a circuit that outputs garbled gates of C, gate by gate. We only require short
digest of C, digc, to compute LprlO.obf>.

— Outputs skc = (r, prFE.sk).
3. The PHprFE encryptor on input mpk and X = (Xpyb, Xpriv) does the following:

— Rundig, LDigest (1%, {(irxpub,i)}ie[Lpub})’ where Xpp; € {0,1} is the i-th bit of x,p.
— Run prFE.ct < prFE.Enc(prFE.mpk, (digxpub,xpri\,)).

We note that here the input size of prFE is independent of |xpyp|.
4. The PHprFE decryptor does the following:

— It first runs the prFE decryption to obtain garbled labels corresponding to Xy and obfuscations LprlO.obf;
and LprlO.obf,.

— Next it performs LprlO evaluations using ({, Xpup,i }i, LprlO.obf1) and ({7, C;};, LprlO.obf) to get the
garbled labels corresponding to x,,p and garbled circuit of C, respectively. Here x,,,p, ; denotes the i-th bit of
Xpub and C; denotes the i-th gate of C.

— Finally, it uses evaluation of the garbling scheme to evaluate the garbled circuit of C on the labels of
X = (Xpub/ Xpriv)~
Correctness of the above scheme follows from the correctness of the underlying ingredients.

For security we want to show that the ct = erE.ct(digxpub, Xpriv) 18 pseudorandom. The adversary additionally

sees mpk, skc = (r, prFE.sk) and we have the guarantee that C(Xpyb, Xpriv) is pseudorandom. We prove security via
the following three steps.

— First, we invoke prFE security for function F[r, digc]. By security guarantee of a prFE scheme, it suffices to show
pseudorandomness of F[r, dig(] (digxpub, Xpriv) = (labx,,, LprlO.obfy, LprlO.obf5).

— Next, we invoke the security of LprlO scheme using which we wish to show the pseudorandomness of LprlO.obf;
and LprlO.obf,. Recall that the security of LprlO scheme states that it suffices to show pseudorandomness of circuit’s
output on the compressed input domain. Thus, it suffices to show the pseudorandomness of Iab,(pub and C.

Now, we are left with showing the pseudorandomness of lab Iabxpub and C.

Xpriv/

— Next, we use bGC simulator to output the garbled values. That is (C, labx,,, labx,,, ) = bGC.Sim(C(Xpub, Xpriv))-
Now using the fact that C (xpub, Xpriv) is pseudorandom, we invoke the blindness of bGC scheme to substitute the
simulated value with a random string. Hence the security.

While the above overview for the security proof conveys the main idea, it does not work as it is, since we do not
have the ideal LprlO whose obfuscated circuit is pseudorandom. Rather, we have an imperfect one, where only the
online part of the obfuscated circuit is pseudorandom. This leads to a mismatch with the security guarantee of prFE,
which requires the decryption result to be pseudorandom. To resolve the above issue, we change the construction so that
the offline part of the LprlO obfuscation, which is not necessarily pseudorandom, is generated during the encryption
and included into the ciphertext. This change is possible since the offline part of the obfuscation is not dependent on
the circuit being obfuscated, which is unknown to the encryptor. Furthermore, the (pseudorandom) online part of the
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obfuscated circuit is generated during the decryption, which is aligned with the security guarantee of prFE. A subtlety
that arises here is that this change requires strong security guarantee for LprlO, where pseudorandomness of the online
part should hold even if its offline part is reused across many invocations. Luckily, we can prove such security for LprlO
and thus the entire proof works. We refer the reader to Section 5 for details.

We reason about efficiency next. First we note that it suffices to use a bounded depth prFE scheme supporting circuits
of depth poly (A, |Xpriv|). Next, we note that the size of prFE input and output is also bounded by poly (A, [Xpriv|). Thus
we get a PHprFE scheme with [mpk| = |ct| = [sk| = poly(A, [Xpriv|). The sizes of the master public key, ciphertexts,
and the secret keys of our construction above are all independent from the length of xp,, and C. However, they still
depend on the length of Xxyiy. In Section 5.4 we show how to remove this dependency from the master public key and
the secret keys using a SKE scheme. We get the following theorem.

Theorem 1.13. Assuming LWE and evasive LWE assumptions, there exists a partially hiding pseudorandom FE scheme,
for circuit class C = {C : {0,1}eub x {0,1}Lev — {0,1}}, that satisfies reusable security (as per Definition 5.4)
whose sizes of the master public key and the secret key are fixed polynomial poly(A). Furthermore, the size of the
ciphertext is Lpriy + poly(A).

Optimal kpABE via PHprFE. Finally we are ready to show how to obtain an optimal kpABE scheme using an optimal
PHprFE scheme. The construction is straightforward: we set the attribute as the public input of PHprFE scheme and
the message as private input. Additionally we hardwire a nonce in the circuit C during keygen so that it outputs a
pseudorandom value when C(x) = 0, using some private input sd. In more detail,

1. The setup generates (PHprFE.msk, PHprFE.mpk) using PHprFE.Setup and outputs these as msk and mpk
respectively.

2. The key generator on input msk and a circuit C does the following
— Defines circuit C[r], for r < {0,1}*, which on input (x, y,sd) outputs y if C(x) = 1 and PRF(sd, r)
otherwise.
— Computes a PHprFE.sk for circuit C[r].
— Outputs skc := (r, PHprFE.sk).

3. The encryptor on input mpk, x, and y, first samples a PRF seed sd < {0, 1}/\, sets Xpub = X, Xpriv = (}4,sd)
and outputs a PHprFE ciphertext PHprFE.ct <— PHprFE.Enc(PHprFE.mpk, Xpub, Xpriv)-

4. The decryptor on input the secret key and the ciphertext simply runs the PHprFE decryption.

The correctness of the scheme follows in a straightforward manner from the correctness of the PHprFE scheme.
Note that the PHprFE decryption will output C[r](x, #,sd) = u for C(x) = 1. Security of the scheme is implied by
the security of the underlying PHprFE scheme and the PRF. To prove security, we need to show the pseudorandomness
of ct = PHprFE.ct when C(x) = 0 - this follows by our usage of a PRF to generate the output, as discussed above.
Finally, from the efficiency of a PHprFE scheme and noting that |Xpriy| = 1+ A, we get the following theorem.

Theorem 1.14 (Optimal KP-ABE). Under the LWE and Evasive LWE assumption, there exists very selectively secure
KP-ABE scheme supporting circuits {C : {0,1}¢ — {0,1}} with unbounded depth and single bit message space with

Impk| = poly(A), |skc| = poly(A), |ct| = poly(A).

We also obtain a predicate encryption scheme for unbounded depth circuits with optimal parameters, where predicate
encryption allows to hide the entire input of the ciphertext against restricted adversaries. The optimal kpABE implies an
optimal cpABE for unbounded depth circuits as well as optimal kpABE for Turing machines as discussed above. For
more details, please see Section 6.
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1.4 Organization of the Paper

We define the preliminaries used in this work in Section 2. In Section 3 we define and construct the notion of
(bounded-depth) compact functional encryption scheme for pseudorandom functionalities (prFE). In Section 4 we
define the notion of laconic pseudorandom poly-domain obfuscation scheme (LprlO) and construct it using a blind
garbling scheme, a blind batch encryption scheme (constructed in Appendix A) and a pPRIO scheme (constructed in
our companion paper [AKY?24b]). In Section 5 we define the notion of partially-hiding prFE (denoted as PHprFE) and
construct unbounded-depth PHprFE using a bounded depth prFE and a LprlO. In Section 6, we use unbounded-depth
PHprFE to construct unbounded-depth kpABE and unbounded-depth PE with optimal parameters. In Section 7 we
construct unbounded-depth cpABE with optimal parameters using our optimal kpABE and unbounded-depth prFE (as a
special case of unbounded-depth PHprFE).

In Appendix B we show an alternate pathway to construct an unbounded-depth kpABE scheme with sub-optimal
parameters without using any building block from our companion paper [AKY?24b] but still improving the state of the
art.

2 Preliminaries

In this section, we define the notation and provide preliminaries used in our work.

Notation. We use bold letters to denote vectors and the notation [4, b] to denote the set of integers {k € IN |a < k < b}.
We use [11] to denote the set [1,7]. Concatenation is denoted by the symbol ||. Throughout the paper, we usually denote
the security parameter by A. We say a function f(A) is negligible if it is O(A~°) for all ¢ > 0, and we use negl(A)
to denote a negligible function of A. We say f(A) is polynomial if it is O(A€) for some constant ¢ > 0, and we use
poly(A) to denote a polynomial function of A. We use the abbreviation PPT for probabilistic polynomial-time. We
say an event occurs with overwhelming probability if its probability is 1 — negl(A). For two distributions X, and Y},
X\ =~ Y, denotes that they are computationally indistinguishable for any PPT algorithm. For a vector x, we let x;
denote its i-th entry. For a set S, we let |S| denote the number of elements in S. For a binary string x, we let |x| denote
the length of x.

Definition 2.1 (Symmetric Key Encryption with Pseudorandom Ciphertext). A symmetric key encryption scheme for
message space M = { M}, and key space K = {K } \cv) and ciphertext space CT ske = {CT sk b ae|N]
has the following syntax:

Setup(l)‘) — sk. The setup algorithm takes as input the security parameter A and outputs a secret key sk.

Enc(sk,m) — ct. The encryption algorithm takes as input the secret key sk and a message m € M and outputs a
ciphertext ct.

Dec(sk, ct) — m'. The decryption algorithm takes as input a secret key sk and a ciphertext ct and outputs a message
/
m e M,.

Correctness: A SKE scheme is said to be correct if there exists a negligible function negl(-) such that for all A € N,
for every message m € M, we have

sk < Setup(1%);
Pr| m'=m: ct<+ Enc(sk,m); | >1—negl(A),
m’ = Dec(sk, ct).

Security: A SKE scheme is said to have pseudorandom ciphertext if there exists a negligible function negl(+) such that
for all A € IN, for every message m € M), we have

< negl(A),

sk ¢ Setup(1t); 1
Pr [ ‘B/ o ‘B ' ‘B/ V. AEnc(sk,-),Encﬁ(sk,~). )
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where the Enc(sk, -) oracle, on input a message 1, returns Enc(sk, n) and EncP (sk, -) oracle, on input a message 71,
returns ctg, where ctg <~ Enc(sk,m) and ct; < CT skE.

2.1 Lattice Preliminaries

Here, we recall some facts on lattices that are needed for the exposition of our construction. Throughout this section,
n, m, and q are integers such that n = poly(A) and m > n[loggq]|. In the following, let SampZ(y) be a sampling
algorithm for the truncated discrete Gaussian distribution over Z with parameter y > 0 whose support is restricted to
z € Z such that |z| < /n7.

Let
g=(1,2..208 )T G=1,0g"

be the gadget vector and the gadget matrix. Forp € Z7, we write G~ (p) for the m-bit vector (bits(p[1]), ..., bits(p[n]))T,

where bits(p[i]) are m/n bits for each i € [n]. The notation extends column-wise to matrices and it holds that
GG (P)=P.

Trapdoors. Let us consider a matrix A € Z;*". Forall V € Z;X’”,, we let A~1(V) be an output distribution

of SampZ(7)™*™ conditioned on A - A~1(V,7q) = V. A +y-trapdoor for A is a trapdoor that enables one to
sample from the distribution A~1(V, ) in time poly(n, m, m’,1og q) for any V. We slightly overload notation and
denote a 7-trapdoor for A by A, 1. The following properties had been established in a long sequence of works
[GPV0S, CHKP10, ABB10a, ABB10b, MP12, BLP*13].

Lemma 2.2 (Properties of Trapdoors). Lattice trapdoors exhibit the following properties.
1. Given A7, one can obtain AT_,1 for any T/ > 1.
2. Given A7, one can obtain [A||B]7! and [B||A]7! for any B.
3. There exists an efficient procedure TrapGen(1”,1™,4) that outputs (A, A;Ol) where A € Zj*™ for some
m = O(nlogq) and is 2~ "-close to uniform, where 1) = w(+/nlogqlogm).
Useful Lemmata.

Lemma 2.3 (tail and truncation of D, . ). There exists By € ©(v/A) such that
Pr [x <Dy, x| > 'yBO(/'\)} <27* forall y>1andA € N.

Lemma 2.4 (Smudging Lemma [WWW22]). Let A be a security parameter. Take any a € Z where |a| < B. Suppose
v > BA“(). Then the statistical distance between the distributions {z : z + Dz} and {z+a:z < Dgz,}is
negl(A).

Lemma 2.5 (Leftover Hash Lemma). Fix some #,m,q € IN. The leftover hash lemma states that if m > 2nlogg,
then for A « Z7*™, x <= {0,1}" and y < ZJ the statistical distance between (A, A - x) and (A, y) is negligible.

More concretely, it is bounded by g /21—,

2.1.1 Hardness Assumptions

Assumption 2.6 (The LWE Assumption). Let n = n(A), m = m(A), and g = g(A) > 2 be integers and x = x(A) be a
distribution over Z,. We say that the LWE(n, m, g, x) hardness assumption holds if for any PPT adversary .A we have

| Pr[A(A,sTA +eT) — 1] — Pr[A(A,vT) — 1]| < negl(A)
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where the probability is taken over the choice of the random coins by the adversary A and A <+ Zg’xm, s — Zg,
e < x", and v < Z}'. We also say that LWE(n, m, g, x) problem is (non-uniformly and) subexponentially hard if
there exists some constant 0 < § < 1 such that the above distinguishing advantage is bounded by 2= for for all
adversaries .4 whose running time (resp., size) is o’

As shown by previous works [Reg09, BLP ' 13], if we set x = SampZ(y), the LWE(n, m, g, x) problem is as
hard as solving worst case lattice problems such as gapSVP and SIVP with approximation factor poly(n) - (q/y) for

some poly(n). Since the best known algorithms for 2K_approximation of gapSVP and SIVP run in time 20(n/k) i

follows that the above LWE(n,m, g, x) with noise-to-modulus ratio 27" s likely to be (subexponentially) hard for
some constant €.

Assumption 2.7 (Evasive LWE). [Wee22, ARYY23] Letn,m, t, m’, g € N be parameters and A be a security parameter.
Let x and x’ be parameters for Gaussian distributions. Let Samp be a PPT algorithm that outputs

Sez!" " Pez, aux e {01}

on input 1. For PPT adversaries Ag and .A;, we define the following advantage functions:

Advile(/\) &py [Ao(B,SB +E,SP + E',aux) = 1] — Pr[Ay(B, Co, C', aux) = 1]

AVEOST (1) € Pr[ A, (B, SB + E, K, aux) = 1] — Pr[4; (B, Co, K, aux) = 1]

where
(S,P,aux) < Samp(1%),

B« zZ; ",
Co + Z"m,C + z",
E <+ D%;m, E « D%;ﬁ
K + B~!(P) with standard deviation O(4/mlog(q)).

We say that the evasive LWE (EvLWE) assumption holds if for every PPT Samp and A1, there exists another PPT
Ay and a polynomial Q(-) such that

AdVIRE(A) > AdVEOST(1)/Q(A) — negl(A) and  Time(Ag) < Time(A7) - Q(A).

Remark 2.8. In the above definition, all the LWE error terms are chosen from the same distribution DZ,)(~ However,
in our security proof, we often consider the case where some of LWE error terms are chosen from Dy , and others
from Dz ,» with different x > x'. The evasive LWE assumption with such a mixed noise distribution is implied
by the evasive LWE assumption with all LWE error terms being chosen from Dz , as above definition, since if the
precondition is satisfied for the latter case, that for the former case is also satisfied. To see this, it suffices to observe that
we can convert the distribution from Dz ,/ into that from Dz , by adding extra Gaussian noise.

In the security proof, we may require the auxiliary information to include terms dependent on S. Furthermore, we
may want to prove the pseudorandomness of such auxiliary information. The following lemma from [ARY Y23] enables
this. In the lemma, we separate the auxiliary information into two parts aux; and auxp, where auxq is typically the
part dependent on S. The lemma roughly says that aux; is pseudorandom in the post condition distribution, if it is
pseudorandom in the precondition distribution.
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Lemma 2.9 (Lemma 3.4 in [ARYY23]). Let n, m, t, m’, g € IN be parameters and A be a security parameter. Let x
and x’ be Gaussian parameters. Let Samp be a PPT algorithm that takes as input 1% and outputs

Se Z’qﬂ’xn,aUX = (auxy,auxy) € S x {0,1}* and P € Zg”

for some set S. Furthermore, we assume that there exists a public deterministic poly-time algorithm Reconstruct that
allows to derive P from auxp, i.e. P = Reconstruct(auxy).
We introduce the following advantage functions:

def

/-\dviRE’ (A) =Pr [.A(B, SB + E,SP + E/, auxy, auxp) = 1] —Pr [A(B, Co, C/,c,auxy) = 1]

AdVEOST (1) & Pr[A(B, SB + E, K, auxy, aux,) = 1] — Pr[A(B, Co, K, ¢, auxz) = 1]

where
(S, aux = (auxy,auxy), P) < Samp(1%),

Bz,
Co+ ZI"",C' 2" e+ S
E < D <" E + Dy <!
K + B~!(P) with standard deviation O(4/mlog(q)).

Then, under the Evasive-LWE (cited above in Assumption 2.7) with respect to Samp, if AdviRE, (A) is negligible
for any PPT adversary A, so is AdviOST/ (A) for any PPT adversary .A.

2.2 GSW Homomorphic Encryption and Evaluation

We recall the format of the (leveled fully) homomorphic encryption due to [GSW 13] and the correctness property. We
adapt the syntax from [HLL23].

Lemma 2.10. The leveled FHE scheme works as follows:

* The keys are

. Afhe (n+1)xm _
bl Ape = 5 Z t) sT =(57,—1
(pu lC) fhe <§TAfhe + eg'he € q ’ (secre ) S (S 4 )/

where § € Z", Age € Zy*™, and el . €z"

* Aciphertextof x € {0,1} is X = ApeR — xG € Zénﬂ)xm, where R € Z™*™ is the encryption randomness.
The decryption equation is

sTX =—e] R—xsTG ¢ Zgﬂ

which can be used to extract x via multiplication by G~1(|q/2] t,41), Where 1,1 is the 1 + 1-th unit vector.

Lemma 2.11. (homomorphic evaluation for vector-valued functions [HLL23]) There is an efficient algorithm
MakeVEvalCkt(1",1™,¢q,C) = VEvalc
that takes as input 71, m, g and a vector-valued circuit C : {0, 1} — Z%X’"l and outputs a circuit
VEvalc(Xy, ..., Xr) =C,

taking L ciphertexts as input and outputting a new ciphertext C of different format.
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« The depth of VEvalc is d - O(log n log log q) + O(log? log q) for C of depth d.
* Suppose X; = ARy — x[/]G for £ € [L] with x € {0,1}%, then
. 0, (n4-1) xm’
C = ApeRc — (&1"3) €7, ,

where ||[RE| < (m +2) [logq] maxZE[L]HRM.
The new decryption equation is
sTC=—el Rc+C(x) € Zéxm )

2.3 Homomorphic Evaluation Procedures

In this section we describe the properties of the attribute encoding and its homomorphic evaluation. We adapt the syntax
from [HLL23].

 For L-bit input, the public parameter is A, € ZgnH) X(L+Dm

* The encoding of x € {0,1}% is
ST (Aatt - (1/xT) & G) + e;tt/

where sT = (57, —1) with § € Z" and e],, € Z(L+Dm,
* There are efficient deterministic algorithms [BTVW17]
MEvalC(A,t,C) = Hc  and MEvalCX(Aatt, C,x) = He

that take as input A ¢, a matrix-valued circuit C : {0,1}F — Zgnﬂ) Xm,, and (for MEvalCX) some x € {0,1}%,
and output some matrix in Z(L+Dm>m’,

— Suppose C is of depth d, then ||HT

JNHT[[cx < (m+2) [loggq].
— The matrix encoding homomorphism is (Aatt — (1,xT) ® G)Hex = AaeeHe — C(x).

Dual-Use Technique and Extension. In [BTVW17], the attribute encoded with secret sT is FHE ciphertexts under

key sT (the same, "dual-use") and the circuit being MEvalCX’ed is some HEvalc. This leads to automatic decryption.

!
Let C be a vector-valued circuit, with codomain Z%X’”,, then VEvalc is Z,gnﬂ) *™ _valued and

(8T (Aate — (1,bits(X)) ® G) + eft) - Hvevalc x
= sTAatVEvalc — sTVEvalc(X) + (/)T (MEvalCX)
= sTAtVEvalc — C(x) + (e)T. (VEval decryption )

2.4 Attribute Based Encryption

We define both ciphertext policy attribute-based encryption (cpABE) and key policy attribute-based encryption (kpABE)
in a unified form below.

Let R = {R) : Ay x By — {0,1}} )N be a relation where A, and B, denote “ciphertext attribute" and “key
attribute” spaces. An attribute-based encryption (ABE) scheme for R and a message space M = { M }, o is defined
by the following PPT algorithms:

Setup(l)‘) — (mpk, msk). The setup algorithm takes as input the unary representation of the security parameter A
and outputs a master public key mpk and a master secret key msk.
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Enc(mpk, X, #) — ct. The encryption algorithm takes as input a master public key mpk, a ciphertext attribute X € A,
and a message u € M. It outputs a ciphertext ct.

KeyGen(msk,Y) — sky. The key generation algorithm takes as input the master secret key msk and a key attribute
Y € B,. It outputs a private key sky.

Dec(mpk, sky, Y, ct, X) — p or L. The decryption algorithm takes as input the master public key mpk, a private key
sky, private key attribute Y € B), a ciphertext ct and ciphertext attribute X € A,. It outputs the message y or L
which represents that the ciphertext is not in a valid form.

Definition 2.12 (Correctness). An ABE scheme for relation family R is correct if forall A € N, X € A,,Y € B,
such that R(X,Y) = 1, and for all messages y € M,

(mpk, msk) < Setup(1"),
sky < KeyGen(msk,Y),
Pr | ct « Enc(mpk, X, ) : = negl(A)

Dec <mpk, sky, Y, ct, X) #u

where the probability is taken over the coins of Setup, KeyGen, and Enc.

Definition 2.13 (Sel-IND security for ABE). For an ABE scheme ABE = {Setup, Enc, KeyGen, Dec} for a relation
family R = {R) : Ay x By — {0,1}} ¢ and a message space { M } e and an adversary A, let us define
Sel-IND security game as follows.

1. A outputs the challenge ciphertext attribute X* € A,.
2. Setup phase: On input 1%, the challenger samples (mpk, msk) < Setup(1) and gives mpk to A.

3. Query phase: During the game, A adaptively makes the following queries, in an arbitrary order. .4 can make
unbounded many key queries, but can make only single challenge query.

(a) Key Queries: A chooses an input Y € B,. For each such query, the challenger replies with sky <
KeyGen(msk, Y).

(b) Challenge Query: At some point, .4 submits a pair of equal length messages (po, 1) € M? to the
challenger. The challenger samples a random bit b <— {0, 1} and replies to A with ct <— Enc(mpk, X*, up).

We require that R(X*,Y) = 0 holds for any Y such that .4 makes a key query for Y in order to avoid trivial
attacks.

4. Output phase: A outputs a guess bit b’ as the output of the experiment.

We define the advantage Advi%"E'!\JL‘D (1") of A in the above game as

AdVRHNP (1) = |Pr[Expape 4(1") = 1]b = 0] — Pr[Expage 4 (1) = 16 = 1]

The ABE scheme ABE is said to satisfy Sel-IND security (or simply selective security) if for any stateful PPT adversary
A, there exists a negligible function negl(-) such that Adv,SA%"EIEL\D (11) = negl(A).

We can consider the following stronger version of the security where we require the ciphertext to be pseudorandom.

Definition 2.14 (Sel-INDr security for ABE). We define Sel-INDr security game similarly to Sel-IND security game
except that the adversary A chooses single message  instead of (o, p1) at the challenge phase and the challenger
returns ct <— Enc(mpk, X*, u) if b = 0 and a random ciphertext ct <— C7 from a ciphertext space C7 if b = 1. Here,
we assume that uniform sampling from the ciphertext space C7 is possible without any parameter other than the security
parameter A. We define the advantage Advi%‘EI’NAD'(l’\) of the adversary A accordingly and say that the scheme satisfies

Sel-INDr security if the quantity is negligible.
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We also consider the very selective notion of security.

Definition 2.15 (VerSel-IND security for ABE). We define VerSel-IND security game similarly to Sel-IND security
game except that the adversary A outputs the key queries Y3, ..., Yq, where Q is the number of key queries made by
A, along with the challenge ciphertext attribute X* in the beginning of the security game. We define the advantage
AXeBrE,eE'ND (1/\) of the adversary A accordingly and say that the scheme satisfies VerSel-IND security if the quantity is
negligible.

Definition 2.16 (VerSel-INDr security for ABE). We define VerSel-IND security game similarly to Sel-INDr security
game except that the adversary A outputs the key queries Y3, ..., Yq, where Q is the number of key queries made by
A, along with the challenge ciphertext attribute X* in the beginning of the security game. We define the advantage
AXeBrEfE'NDr(lA) of the adversary A accordingly and say that the scheme satisfies VerSel-INDr security if the quantity

is negligible.

In the following, we recall definitions of various ABEs by specifying the relation.
Ciphertext-policy Attribute Based encryption (cpABE). We define cpABE for circuit class {Ce( A),d( /\)} A by

specifying the relation. Here, CL/( A)d(A) is a set of circuits with binary output whose input length is £(A) and the depth

is at most d(A). Note that we do not pose any restriction on the size of the circuits. We define ACPABE Co(r)d(n) and
Bf\pABE {0,1}*. Furthermore, we define the relation RCPABE as

RPAPE(C,x) = C(x).

Key-policy Attribute Based encryption (kpABE). To define kpABE for circuits, we simply swap key and ciphertext
attributes in cpABE for circuits. More formally, to define kpABE for circuits, we define AKPABE = {0, 1}5 and
BKPABE = Cy(r),d(r)- We also define RkpABE AkpABE BKPABE — {0,1} as

RYPABE(x,C) = C(x).

The above relations also holds for circuit class {C ) }a which is the set of circuits with binary output whose input
length is £(A) and the depth is unbounded.

2.5 Predicate Encryption

In this section we define predicate encryption (PE) scheme. The syntax and correctness is same as that of the
ABE scheme in Section 2.4 except that we do not input the ciphertext attribute into the decryption algorithm, i.e
Dec(mpk, sky, Y,ct) — u or L. We set Ay = {0,1}' and By = Cer),dn)- We also define Ry : A'j\pABE X
kpABE
BP*" — {0,1} as
R)(x,C) = C(x).

The above relations also holds for circuit class {C/_;( 2) }, which is the set of circuits with binary output whose input
length is £(A) and the depth is unbounded.

Definition 2.17 (Sel-IND security for PE). For a PE scheme PE = {Setup, Enc, KeyGen, Dec} for a relation family
R={R,:A)xBy—{0, 1}}A€[N] and a message space { M } e and an adversary A, the Sel-IND security game
is defined exactly as in Definition 2.13 except that .A outputs two challenge attributes (X, X;) in Step 1 and the challenger
returns ct <— Enc(mpk, X}, yp,) in Step 3(a) of the security game. We require that R(X7,Y) = R(X},Y) = 0 holds
for any Y such that A makes a key query for Y in order to avoid trivial attacks. We define the advantage AdvE,eE"'JL\ND (1)‘)

of A in the above game as
AdvEZIND (17 - ‘Pr{ExpPEA( )=1[b = o] Pr{ExpPEA( )=1[b = 1”

The PE scheme is said to satisfy Sel-IND security (or simply selective security) if for any stateful PPT adversary A,
there exists a negligible function negl(-) such that Advg‘fz'/'LND(l)‘) = negl(A).
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Definition 2.18 (VerSel-IND security for PE). We define VerSel-IND security game similarly to Sel-IND security game
except that the adversary A outputs the key queries Y7, ..., Yq, where Q is the number of key queries made by A,

along with the challenge ciphertext attribute (X;, X7') in the beginning of the security game. We define the advantage

A\P/eErff"'ND (1/‘) of the adversary A accordingly and say that the scheme satisfies VerSel-IND security if the quantity is

negligible.
2.6 Blind Garbled Circuit

Here we provide the definition of a garbling scheme for circuit class C = {C : {0,1}/m — {0,1}ut}. A garbling
scheme for circuit class C consists of three algorithms (Garble, Eval, Sim) with the following syntax.

Garble(1%,1%n,1%ut, C) — (lab, €). The garbling algorithm takes as input the security parameter A, the input length
4in and output length £o¢ for circuit C, the description of the circuit C, and a random value st € {O, 1})‘ and
outputs the labels for input wire of the garbled circuit lab = {lab; } ic[s, 1 pe{0,1} Where each lab;;, € {0, 1A

and the garbled circuit C.

Eval(l’\, C, laby) — y. The evaluation algorithm takes as input the garbled circuit C and labels corresponding to an
input x € {0, 1}, laby = {lab;, }ie[s,,] Where x; denotes the i-th bit of x, and it outputs y € {0, 1} fout,

Sim (1/\, 1/€1, 16m, y) is a PPT algorithm that takes as input the security parameter, the description length of C, an input
length ¢, and a string y € {0, 1}é°“t, and outputs a simulated garbled circuit C and labels lab.

A garbling scheme satisfies the following properties.

Definition 2.19 (Correctness). A garbling scheme is said to be correct if for any circuit C € C and any input
x € {0,1}"n, the following holds

Pr [y = C(x) : (lab, €) « Garble(1*,1%n, 1%, C);y + EvaI(C,Iabx)} —1.

Definition 2.20 (Simulation Security). A garbling scheme is said to satisfy simulation security if for any circuit C € C
and any input x € {0,1}%n, the following holds

{(C,1aby) | (lab, €) < Garble(1,1%n, 1eut, C)} ~2, {(C, 1ab) | (C,lab) « Sim(1*,1/€1, 1%, C(x))}

where lab = {lab;; } ¢4, be (0,1} and labx = {lab; v, }ic (g, |-

Definition 2.21 (Blindness). [BLSV18] A garbling scheme (Garble, Eval, Sim) is called blind if the distribution
Sim(14,11C1, 1%, y) for y < {0, 1} e, representing the output of the simulator on a completely uniform output, is
indistinguishable from a completely uniform bit string. (Note that the distinguisher must not know the random output
value that was used for the simulation.)

Definition 2.22 (Decomposability). We note that the Garble(l)‘, 15‘", lé°“t, C) algorithm can be decomposed, using
shared randomness st, as follows : (i) Garble; (1%, C;;st) for i € [|Cu, where Garble; (1%, C;) outputs the garbling of
i-th gate of the circuit C (denoted by C;) and (ii) Garble;np(lA, 1fin | 1 out; st) = lab which outputs 2 - #;, labels.

Note that information of a single gate C; of C can be represented by a binary string of length at most 4A for example,
since it suffices to encode its index, indices of its two incoming wires, and the truth table of the gate.

Theorem 2.23. [BLSV18] Assume that one-way function exists. Then, there exists a blind garbled circuits scheme.

2.7 Blind Batch Encryption

Here we provide the definition of a batch encryption scheme largely adapted from [BLSV18]. A batch encryption
scheme with the message space M = { M }, consists of the following algorithms.
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Setup(l)‘, 1N) — crs. The setup algorithm takes as input the security parameter A and key length N, and outputs a
common reference string crs.

Gen(crs,x) — h. The generation algorithm takes as input the common reference string crs and a secretkey x € {0, 1 }N .
It outputs a public key h.

SingleEnc(crs, h, 1, (mg,m1)) — ct. The encryption algorithm takes as input a common reference string crs, the
public key &, an index i € [N], and a message (110, m1) € M? and outputs a (single) ciphertext ct.

SingleDec(crs, x, i, ct) — m. The encryption algorithm takes as input a common reference string crs, the secret key x,
an index i € [N], and a (single) ciphertext ct and outputs a message m € M.

In [BLSV 18], they define additional algorithms Enc and Dec, which can be defined using SingleEnc and SingleDec
above. We omit the definition of these algorithms since they are not used in our paper.

Definition 2.24 (Correctness.). A batch encryption scheme is said to be correct if for any A, N € IN, secret key
x € {0,1}N,i € [N], (mg, my) € M?, crs + Setup(1*,1N), and h < Gen(crs, x) it holds that

Pr[m = my, | m = SingleDec (crs, x, i, SingleEnc(crs, I, 1, (mg, my)))] = 1,
where x; is the i-th bit of x.

Definition 2.25 (Succinctness). A batch encryption scheme is a-succinct if letting crs <— Setup(l)‘,lN ), h =
Gen(crs, x) for some x € {0,1}V, it holds that || < aN. It is said fully succinct if |[1| < p(A) for some fixed
polynomial p(A).

Definition 2.26 (Security). A batch encryption scheme is said to be secure if for any PPT adversary A, there exists a
negligible function negl(-) such that the following holds

(1N, x € {0,1}N,i € [N]) + A(1");
crs < Setup(1%,1N);
pr| B =B: (m(o) = (méo),mgo)),m(l) = (m(()l)/mgl))) « Alcrs);
h < Gen(crs,x), B+ {0,1},ctg « SingleEnc(crs, h, i,mP));
B+ Afcrs, ctﬁ)

IN
N =

+ negl(A)

©) _ ()

where we require that m(o),m(l) € M?and m,,” = my,”.
We require somewhat stronger blindness condition than that defined in [BLSV 18].

Definition 2.27 (Strong Blindness). A batch encryption scheme is said to satisfy blindness if for any PPT adversary A,
there exists a negligible function negl(-) such that the following holds

(1N, x € {0,1}V,i € [N]) «+ A(1Y);
B =B crs Setup(l’\,lN),h + Gen(crs, x);
Pr ST me— M2, 8+ {0,1}; <
cto + SingleEnc(crs, b, i,m),cty < CT;
B+ Alcrs, ctg)

+ negl(A)

N —

where CT is the ciphertext space of the scheme.

Remark 2.28. Here, we compare strong blindness defined above with the blindness defined in [BLSV18]. In [BLSV 18],
they divide a ciphertext ct into an “offline part" subct; and “online part" subcty, where subct; only depends on the
encryption randomness and the CRS, whereas subct, may depend on £, i, and m additionally. They then define
blindness as the security notion that essentially requires that subct; is pseudorandom, whereas subct; may not be. The
above security notion is stronger than theirs in that we require the entire ciphertext to be pseudorandom rather than part
of it. In other words, we can see our definition as more stringent version of their blindness notion where we require
subct; to be an empty string.
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2.8 Poly-Input Obfuscation for Pseudorandom Functionalities

In this section we give the definition of poly-input indistinguishability obfuscation for pseudorandom functionalities
(pPRIO), adapted from [AKY24b].

Syntax A pPRIO scheme consists of the following algorithms.

Obf(1*,C) — obf. The obfuscation algorithm takes as input the security parameter A and a circuit C : [N] — [M]
with size(C) < L for some arbitrary polynomial L. = L(A). It outputs an obfuscation of the circuit obf.
We consider a definition where the Obf algorithm can be decomposed into the following two phases.

ObfOff(14,1L) — (obfqg, st). The offline obfuscation algorithm takes as input the security parameter A and
the circuit size bound L. It outputs obf ¢ and st.

ObfOn(st, C) — obfo,. The online obfuscation algorithm takes as input the security parameter st and the circuit
C and outputs obfep.

The final output of Obf is obf = (obf, obfop ).

Eval(obf, x) — y. The evaluation algorithm takes as input an obfuscated circuit obf and an input x € [N]. It outputs
y € [M].
Next, we define the properties of a pPRIO scheme.

Definition 2.29 (Correctness). For all security parameters A € IN, for any C : [N] — [M], L = L(A) such that
size(C) < L and every input x € [N], we have that:

Pr [Eval(obf,x) = C(x) | obf = (obfos, 0bfon), (obfof, st) < ObefF(l)‘,lL),obfon — Oben(st,C)} =1
where the probability is taken over the coin-tosses of the obfuscator Obf.
Definition 2.30 (Security ). Let Samp be a PPT algorithm that on input 14, outputs
(1N1+N2+"'NQ,1L,aux, Cl,...,CQ) ,  where C': [N;] — [M], size(Ci) <L

where we enforce Samp to output 1Ni+N2+-Ng 16 make sure that all N are bounded by poly(A). We then require that

1t (awx, {C () e+ AC2UD ieing) ) ~e (a0x A8 e+ A8 Fieig))
then (aUX,ObefF,Obf}m, .. .,obfgn) ~ (aux,obfoff, St CTh..., 69 « CTQ> ,

where Al « [Mj] for j € [Q],i € [Nj], (obfefs, st) < ObfOFF(1%,1%), obfly < ObfOn(st, /) for j € [Q], and CT7
denotes the set of binary strings of the same length as the output of obfn (st, C/) algorithm.

Theorem 2.31 ([AKY24b]). Assuming LWE and evasive LWE assumptions, there exists a secure pPRIO scheme
satisfying
lobfosr| = poly(L, A), |obfon| = poly(L, A)

where (obfogf, obfon) ¢ Obf (14, C) for circuit C : [N] — [M] whose size is bounded by L = L(A).

3 Functional Encryption for Pseudorandom Functionalities

3.1 Definition

In this section we give the definitions for functional encryption for pseudorandom functionalities. Consider a function
family {Fprm = {f : Xprm — Yprm } }prm for a parameter prm = prm(A). Each function f € Fpm takes as input a
string X € Xprm and outputs f(x) € Vorm.
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Syntax. A functional encryption scheme prFE for pseudorandom functionalities Fprm consists of four polynomial
time algorithms (Setup, KeyGen, Enc, Dec) defined as follows.

Setup(lA, prm) — (mpk, msk). The setup algorithm takes as input the security parameter A and a parameter prm
and outputs a master public key mpk and a master secret key msk*.

KeyGen(msk, f) — sk 7. The key generation algorithm takes as input the master secret key msk and a function
f € Fprm and it outputs a functional secret key sk .

Enc(mpk, x) — ct. The encryption algorithm takes as input the master public key mpk and an input x € Xprm and
outputs a ciphertext ct € CT, where CT is the ciphertext space.

Dec(mpk, sk o f ct) — y. The decryption algorithm takes as input the master public key mpk, secret key sk £, function
f and a ciphertext ct and outputs iy € Vprm.

Definition 3.1 (Correctness). A prFE scheme is said to satisfy perfect correctness if for all prm, any input x € Xprm
and function f € Fprm, we have

P (mpk, msk) < Setup(1*, prm) , sk¢ — KeyGen(msk, f),
r =
Dec(mpk, skg, f, Enc(mpk, x)) = f(x)

We define our security notion next. At a high level, our notion says that so long as the output of the functionality is
pseudorandom, the ciphertext is pseudorandom. For notational brevity, we denote this by prCT security.

Definition 3.2 (prCT Security). For a prFE scheme for function family { Fprm = {f : Xprm — Yorm } } prm, parameter
prm = prm(A), let Samp be a PPT algorithm that on input 1%, outputs

(f1,-- .,kaey,xl,. e s XQpuegs AUX € {0,1})

where ley is the number of key queries, Qmsg is the number of message queries, and f; € Fprm, Xj € Xprm for all

i € [Quey)/j € [Qmsg]-

We define the following advantage functions:

Advile(A)‘i:efPr [Ao ( aux, {fi, ﬁ(xj)}ie[ley],jE[QmSg]) = 1]

—Pr [Ao( aux, {fi, Aij < Vorm}ic[Queyl ic(Omegl) = 1}

def
AdviCl)ST(A)é Pr [Al(mpk, aux, {fi/ Enc(mpk, X]'), Skfi}ie[ley]/je[Qmsg]> = 1:|

—Pr [Al(mpk, aux, {fi, 0; <= CT, sk biciQy.,)iclQmsl) = 1}

where (f1,. .., fQuyr X1/ s XQuegraUX € {0,1}) Samp(1%), (mpk, msk) < Setup(1*,prm) and CT is the
ciphertext space. We say that a prFE scheme for function family Fprm satisfies prCT security if for every PPT Samp
there exists a polynomial Q(+) such that for every PPT adversary A1, there exists another PPT A such that

ATSE(A) = ATPT(A)/Q(A) — negl(2)

and Time(Ap) < Time(A;) - Q(A).

Remark 3.3. We note that the above security definition is in the multi-challenge flavor. One may wonder whether
single-challenge version of the definition where Qmsg = 1 implies the multi-challenge version or not. However, unlike
the standard security notions for public key primitives (e.g., indistinguishability security for functional encryption

4We assume w.l.o.g that msk includes mpk.
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[GGH ™ 16]), this does not seem to be the case. This is because the standard hybrid argument to prove the multi-challenge
security from the single challenge security where we replace the ciphertext to be random one-by-one fails. To see why,
recall that in these hybrids, we simulate some of the ciphertexts honestly, while we try to change a particular honest
ciphertext to be a random one. To generate honest ciphertexts, we may have to know the corresponding plaintexts.
However, this may ruin the precondition for invoking the single challenge security for the target ciphertext, since
knowing some of the inputs (say, x1) may make the output (say, f1(x7)) not pseudorandom any more when the inputs
are correlated with each other.

Definition 3.4 (Compactness). A prFE scheme is said to be compact if for any input message x € X', the running time
of the encryption algorithm is polynomial in the security parameter and the size of x. In particular, it does not depend
on the circuit description size or the output length of any function f supported by the scheme.

3.2 Construction

In this section, we provide our construction of a functional encryption scheme for pseudorandom functionalities
for function family F (1) ¢(1),dep(r) = 1f © {0, 1} — {0,1}"}, where the depth of a function f € F is at most
dep(A) = poly(A). We denote the information of the parameters representing the supported class of the circuits by
prm = (11, 164) qdep(A)y,

Ingredients. Below, we list the ingredients for our construction.

1. A pseudorandom function PRF : {0,1}* x {0,1}* — [—q/4 + B,q/4 — B]"*" that can be evaluated by a
circuit of depth at most dep(A) = poly(A). Here B is chosen to be exponentially smaller than q/4. We
note that for our choice of B the statistical distance between the uniform distribution over [—q /4,q9/ 4] and
[—9/4+ B,q/4 — B] is negligible.

Setup(1*, prm) — (mpk, msk). The setup algorithm does the following.

(n+1)x (Lx+1)m

— SetLx = m(A+L)(n+1) [logq],sample Aayt < Z, and (B, B7!) < TrapGen(1"+1,1"® gq),

where w € O(logq).
— Output mpk := (A, B) and msk := B1.

KeyGen(msk, f) — sky. The key generation algorithm does the following.

— Sample r < {0,1}" and define function F = F[f, r] with f, r hardwired as follows: On input (x,sd), compute
and output f(x) |q/2] + PRF(sd,r) € Z;XZ,
Using the fact that the PRF and f(x) can be computed by a circuit of depth at most dep(A) = poly(A), the
function F can be computed by a circuit of depth d = poly(dep).

— Define VEvalp = MakeVEvalCkt(n,m,q,F). From Lemma 2.11, the depth of VEvalg is

dveva, = (dO(logmloglogq) + O(log®logq)).

— Compute Hl;m = MEValC(Aatt,VEvah:) c ZngJrl)mxﬂ.
— Compute Ap = Aatt - Him and sample K <+ BZ1(Af).
— Output sky = (K, r).

Enc(mpk, x) — ct. The encryption algorithm does the following.

— Sample 5 <— DI, andsets = (8T, —1)T.

Os
mw

T . T T
7,0 and compute ¢g = s B +ey.

— Sample eg < D

29



— Sample sd < {0,1}}, Ape Z7", eme < D%Ufhe, R « {0,1}m*m(A+L) and compute a GSW
encryption as follows.

— Afhe _ - (n+1)xm(A+L)
Afhe == <§TAfhe 1 e;rhe , X =ApR—(x Sd) RG e Zq .

LetLx = m(A+L)(n+1) [logq] be the bit length of X.

— Compute a BGG™ encoding as follows.

Lx+1 :
€att D(Z;; m cly = sT(Aa — bits(1,X) ® G) + el

— Output ct = (cp, Catt, X).
Dec(mpk, sk¢, f,ct) — y. The decryption algorithm does the following.

— Parse sky = (K, r) and ct = (c, Catt, X).

— Compute Hgm,x = MEvalCX(A,tt, VEvalg, X), where F = F[f, 1] is as defined in the key generation
algorithm.

— Compute z := cf - K — ¢l - Hy__ .
— Fori e [(],sety; =0,ifz; € [—q/4,q9/4) and y; = 1 otherwise, where z; is the i-th bit of z.
— Outputy = (y1,...Yp).

Parameters. We set our parameters as follows.
p = 20Wderlogh) 5 — 28V gy — poly(A,dep), m = O(nlogq), T=0 ( (n+1) logq>
B =28, 0, =0=2%, o5 =28, oq =200 g/poly(A).

Efficiency. Using the above set parameters, we have

Impk| =L - poly(dep,A), [ske| = £-poly(dep,A), |ct| =L-poly(dep,A).

Correctness. We analyse the correctness of our scheme below.
— First, we note that
it - Hl;att,x = (sT(Aate — bits(1,X) ® G) + egtt)Hgm,X
= sTA,H)  — sTVEvalp(bits(X)) + el Hy  x
= STAF — F(X, Sd) + e;rheRF + e;rttle:\att,X
=sTAr — f(x) |q/2] — PRF(sd,r) + e]. (2)

. 0
where VEvalg(bits(X)) = AfeRp — (F[f, r’}q(x)f, sd)) and el = el Rp+ el Hj .

By Lemma 2.11, we have
IRE|| < (m +2)" Tlog q] -m = (m+2)? [logq] -3(n + 1) [log 4]
< (m+2)?0(logq) < p.
and using the depth bound from Section 2.3, we have

[ (i) ] = (2 o] < 240080 < .

where dyEya. denotes the depth of the circuit VEvalg. Thus |leg|| < 22A+1 ﬂﬁ < 23/\5.
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— Using the above, the Step 3.2 of decryption outputs

z=c} -K—cl;-Hy
=sTAp+ efK — (sTAg — f(x) |q/2] — PRF(sd, 1) + ef)
= f(x) |q/2] + PRF(sd, ) + €T
where |Je|| < 25 8v/A 42348 < 208 = B.
— From our parameter setting, we have ||PRF(sd,r)|| + |le|| < (9/4 — B) + B < g/4, thus Dec outputs f(x)
correctly with probability 1.

3.3 Security Proof for Pseudorandom Functionalities

Theorem 3.5. Assuming Evasive LWE (Assumption 2.7) and LWE (Assumption 2.6), there exists a prFE scheme
satisfying prCT security as defined in Definition 3.2.

Proof. Consider a sampler SamperE that generates the following:
1. Key Queries. It issues Qy., number of functions f, ..., kaey for key queries.
2. Ciphertext Queries. It issues Qmsg ciphertext queries xq, . . ., XQumsg-

3. Auxiliary Information. It outputs the auxiliary information aux 4.

mpk = (Agatt, B), auxy, Cp = SB + Eg, mpk = (Aat, B), auxy, Cp Zt?msgxmw,
o B e o ‘ +1 A+L
ot X Atme Rj (O 5d)) %G}]e[Qmsg]' ~e Xz Yo
{Catt,j = S]. (Aatt — blts(l, X]) ® G) + eatt,j}je[QmSg]’ {Catt,j $— Zgn}je[Qmsg]'
{K, rk}ke[ley] {Kk, rk}kG[ley]
3
where T
s{ €B,1
S = 7 EB = 4
T T
S Qmsg €B,Qmsg

(aux 4, {fi ey ) %7} jelQmeg)) < SamPprre (1)

andforj € [Qmsgl, Sj, eB,j, Athe,j, Rj, 5d}, €, j are sampled as in the construction, fork € [Qkey|. wehave ry < {0, 134,
Fi = F[fi, i) is as defined in the construction, and Ky = B 1(Ag,)

assuming we have

(1%, auxa, {fir fe(67)} e (OmaghkelOu]) e (1 auxa, {fir Bjx  {0,1} } e (0mglkelQuy])-

We invoke evasive LWE assumption for a matrix B with the private coin sampler Samp that outputs (S, P,aux =
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. . . .5
(auxy, auxp)) with private coin comspf‘iU‘P = {sd]-, R, eattjs Afhe’j}je[Qmsg] , defined as follows.
s{
S = : ,
T
SQmsg

auy = ({X) = Ao R; — (%j,54)) © G} gyl (€l = 8 (Aate = bits(1, X)) @ G) + e, V(o)
auxy = (f1,.. 1+ fQueyr AUX A, T1, - - .,erey,Aatt),
P=[Ar|. . [|Ar,_]

By Lemma 2.9, to prove Equation (3) assuming evasive LWE, it suffices to show

auxy, B, Cp = SB +Eg, auxy, B, Cp + Z{?msgxmw,
_ R . ed 1 A+L
{Xj = AmejRj = (xj:54) ® Gliclqug | | X 2"y 0 @)
. ~c
{C;lrtt,j = S}«r (Aatt — blts(l, X]) ® G) + e.artt,j}je[QmSg]’ {Catt,j <— Zgl }je[Qmsg]’
CP = SP + EP CP — Zqung‘g'ley
where Ep < D%EgX['ley. Using the representation
cng,1 =s/B+ e]T,”l
CB N T T T B {Clg'j}je[Qmsg]’
CB,Qmsg — SQmegD T €B,Qmsg
CIT’,l = s{ A, + eIT’,1,1|| ‘e ||51TAFQkey + eIT’,l,Qkey
_ _ fT
Cp = : = {CP,j,k}jE[Qmsg],ke[ley]'
Cl.I;ersg = STQmsgAF1 + e;ersg,l || tee ||STQmsg AFley + eil;/Qmsgerey
we rewrite Equation (4) as follows.
mw
auxp, B, {c]Tg,j = s]-TB + e]T,_’]-}]-e[Qmsg], auxy, B, {cp; < Zj }je[Qmsg]l
_ n+1)xm(A+L
{X) = Anme R~ (x;,54) © Gliejgug), | [ X <z "0 )
. ~c
{C;rtt,j = S]‘T (Aate — bits(1, Xf) ®G)+ e.artt,j}je[Qmsg]’ {Catt,j « Z;n }je[Qmsg]/
T _ T T . ¢
{CP,j,k =8 Af, + eP,j,k} J€[Qmsg] KE[Quey {CIT»,]-,k  Z} [ Qmegh k€ [Quey]

where ep ;. D% - - Now, to prove Equation (3) it suffices to show Equation (5).
We prove Equation (5) via the following sequence of hybrids.

Hybg. This is L.H.S distribution of Equation (5).

Hyb;. This hybrid is same as Hyb, except we compute CIT, ik

F
Cir’/jrk = C;rtt,j ’ HAkatt,Xj +fk (X]) Lq/2‘| + PRF(Sd]/ l'k) + eir)’j’k

where ep j ;. < DZZ o We claim that Hyb; and Hyb, are statistically indistinguishable. To see this, note that:
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Hybz.

F F
- cltt’j . HAkatt,X]- = s]-TAFk — fi(xj) [4/2] — PRF(sd;, 1) + e;k,j for e;k’j = efThe’jRFk + elttleA"att,Xj (See
Equation (2)), which implies

F
c;tt,]. . HAkatt,X/ + fe(x;) [9/2] + PRF(sdj, ry) + eIT,,].,k = s].TAFk + egk,j + eIT’,j,k

where HeFkJH < 281 B, by our parameter setting.

— Next, we note that HeFk,]'H < 24A+O(1)ﬁ/p01y(A) =x1 = HEP,]‘/kH. Thus by noise flooding (Lemma 2.4)

T~ el T wi tical di A
we have e, ; ~s ep, .+ ey, with a statistical distance of poly(A)2=4.

]

From the above, we have

Qkey - Omsg POIY(/\)
21

Thus, it suffices to show pseudorandomness of the following distribution given auxp

A(Hybg, Hyby) =

T _—gT I
B, {c§; =s/B+ef }icion,
{Xj = Afhe,jRj — (Xj/ Sd]) ® G}jE[Qmsg]’
N {C;rtt,j = SjT (Aate — bits(1,X;) © G) + eaTttr]'}fe[Qmsg]'
{Fjx = fi(xj) [4/2] + PRF(sdj, 1) + €p 1 } i€ Qmeg) k€[ Quey)-

This hybrid is same as Hyb; except that for all j € [Qmsg| We sample Cpj ZZ“”, Catt,j < Z? and

Afhej < ZL(IHH) *™ where Afhe,j is the the public key used to compute X;. We have Hyb; =~ Hyb, using LWE.
To prove this we consider sub-hybrids Hyb ; for i € [Qmsg], where in Hyb, ; we sample CBj < ZZ”", Catt,j <

Z;” and Afpej < Zgnﬂ)xm for 1 <j <i. Weset Hyb; = Hyb; y and Hyb, = Hybl.Qmsg. Next, we prove that

forall i € [Qmsg], Hyby ;1 ~¢ Hyby; via the following claim.

Claim 3.6. Hyby ;_1 ~¢ Hyby ;, for i € [Qmsg], assuming the security of LWE.

Proof. We show that if there exists an adversary A who can distinguish between the two hybrids with non-
negligible advantage, then there is a reduction B that breaks LWE security with non-negligible advantage. The
reduction is as follows.

1. The adversary A sends the function queries fi, ..., kaey, message queries Xy, ..., XqQ,, and auxiliary
input aux 4 to the reduction.

nxmw—+m+(Lx+1)m

2. Binitiates the LWE security game with the LWE challenger. The challenger sends Ajwe € Z;

andb € ZTHWF(LXH)"Z to B.

3. B parses Aiwe = (B', A, Aly), where B' € Z[*", Age € ZJ", ALy € ZZX(LXHW and
bT = (b, bf_, bl). Forj € [Qmsg|, it computes cpj, C,ttj and Agye ; as follows.

* For1 <j <i: Bsamples cpj < Zj"", Carrj < Zj and Agpej < Z,Snﬂ)xm.

e For j = i: B does the following.

— Samples b - Z"” and sets B = (B

/
bT> and C1T3,i =bf —bT.

A . .
— Sets Afpe,i == ( fhe) and computes X; = AgeiR; — (x;,5d;) ® G as in the construction.

b;rhe
- , - A Lx+1
— Sets At = ALy +bits(1,X;) ® G, A = (aftttt>, where a_,, Z{g XM and i =
bl — (al; — bits(1,X;) ® G), where G and G denotes the first 72 rows and 7 + 1-th row of the
gadget matrix G € Zgnﬂ) m respectively.
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Hyb3.

Hyb4.

. is computed using

* For j > it B computes cf, i X; and c:tt . as in the construction, where c:tt j

]
At
A tt — ( -? .
? Aatt
4. Bsetsauxy = (f1,... Qe AUXA T, -/ TQyy s A,it) where 1y < {0,1}* and computes Fj,k as in Hyb;.
It sends (auxz, {cf i X;, c ]-,F]-,k}) to the adversary.

5. A outputs a bit f’. B forwards the bit f’ to the LWE challenger.

We note that if the LWE challenger sent b = §Awg + e we, then B simulated Hyb; ;_; with A else if LWE

challenger sent random b <— ZTHmHLXH)m then B simulated Hyb; ; with A.

To see the former case, we note that if b = SA\we + el\yg = 5(B, Ame, Aly) + (ef, €l el;), then
bg = 5B’ + e, bame = 5Ame +ef . and bay: == 5A); + el;. Thus we have

B’ A A
T _ (& _ T L R fhe T (5 — att | . ) T
cg; = (8,-1) <bT> +ef, Afhei = (g o efThe> ;i = (8,-1) <<a;tt> bits(1, X;) ® G) +el,

mw—+m+(Lx+1)m

To see the latter case, we note that if b < Z, then it implies bg + Zzi”w , bhe — Z;”, baw
Z,SLXH)m. This implies the following.
— Randomness of by implies the randomness of ¢f, ; :== bl —bT.

— Randomness of b, implies Age,; < ZE,”H)X’",

— Randomness of b, implies randomness of ¢, . = bl — (al;; — bits(1,X;) ® G).

O
Thus, it suffices to show pseudorandomness of the following distribution given auxp
B, {cBj < Zi"}jeOneg) {Xj = Ame,Rj = (xj:5dj) ® Glje[Qrg]s
{eatej < Zi'} e 0me)r {Fik = fi(xj) (/2] + PRF(sdj, 1t) + €5 1} i [Qmeg k€ [Quey -
where A j < Zgnﬂ)xm.
This hybrid is same as Hyb, except that for j € [Qmsg] we sample X; < Z,(inﬂ)xm(/\ﬂ“). We have

Hyb, ~2s Hybj using leftover hash lemma. By leftover hash lemma (Lemma 2.5) we have that the statistical
distance between A ;R; and a uniform matrix U <« Z,;nﬂ) xm(A+L) is m(A +L)/2". This implies that the

statistical distance between Xj = Age;R; — (xj,5d;) ® G and X; < Zgnﬂ)xm()‘ﬂ‘) ism(A +L)/2" and we
have
Omsg " M(A+L) _ Qumsg - poly(A)
A(Hyby, Hyby) < =20 < <mse ZPA AN

Thus, it suffices to show pseudorandomness of the following distribution given auxp
B, {op,; 2y, X; 2"V e o 2 i,
{Fjx = fi(x}) [a/2] + PRF(sdj, 1) + €f ;1 } e Qumeg) k€ [Quey )
This hybrid is the same as the previous one except that we replace PRF (sd i -) with the real random function

RI(-) for each j € [gmsg]. Since sd; is not used anywhere else, we can use the security of PRF to conclude that
this hybrid is computationally indistinguishable from the previous one.
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Hyb5.

Hyb6.

Hyb7.

Hybg.

This hybrid is same as the previous one except that we output a failure symbol if the set {1} k€ [Qrey ] in auxp,
contains a collision. We prove that the probability with which there occurs a collision is negligible in A. To
prove this it suffices to show that there is no k, k' € [Qyey] such that k # k' and ry = rj. The probability of this
happening can be bounded by Q2 / 2 by taking the union bound with respect to all the combinations of k, k.

Thus the probability of outputting the failure symbol is ley /2 which is negl(A).

In this hybrid we compute Fj,k as
Fik = fi(xj) [4/2] + Rjx + e

forall j € [Qmsg], k € [Qxey|- Namely, we use fresh randomness R;; < [—q/4+ B,q/4 — B]'*¢ instead of
deriving the randomness by R/ (rr). We claim that this change is only conceptual. To see this, we observe that
unless the failure condition introduced in Hybs is satisfied, every invocation of the function R/ is with respect to a
fresh input and thus the output can be replaced with a fresh randomness.

Thus, it suffices to show pseudorandomness of the following distribution given auxp

A+L)

1
B, {CB,j < Z:I”w, X]‘ <— Zgn+ )xm( /Catt,j < Z;n}je[Qmsg]’

{Fik = fi(x;) [0/2] + Rk + €F i} i€ Qmeg) k€ [Quey

This hybrid is same as the previous one except we sample R; < [—q/4,q9/ 4}1“ . We note that Hybg ~; Hyb,.
To see this note that the statistical distance between the uniform distributions U; = [—q/4 + B,q/4 — B] and
U, = [—q/4,q9/4] is

2 2
—-Zl<
q—4B q|~

A(lL, Up) = % ‘ lf < poly(A)

21

by our parameter setting. Therefore,

ley Qmsg POIY( )
21

A(Hyb,, Hybs) <

This hybrid is same as the previous one except we sample Fj,k — Zs. This follows from the pseudorandomness
of {fx(xj) }; k- To see this note that we have
~ A 4
(1%, auxa, {fir fi(6)} je [ OmaghkelQue)) e (1 auxa, {fir Bjx {01} } e (0mgl kel Q)
which implies
N -
(1%, auxa, {fio Fix = fi(xj) [4/2] + Rjk + € 1 } i [Qumeg) k€ [Quey]) (©6)
i 14
~e (11, auxa, {fir Bk = Zg}jel0mgkelOwy))

where R [—q/4,q/4)" and ep ik DZU
Thus, using Equation (6) and noting that adding random strings does not make the task of distinguishing the two
distributions any easier, we achieve the following distribution

(n+1)xm(A+L)

. mw y. ) m
auxq, B, {cp; < ZJV X; + Z, ,Cattj < Z] }]e[Qmsg]'

= l
{Fj,k A Zq }je[Qmsg}rke[ley]'

which is the R.H.S distribution of Equation (5), hence the proof.
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4 Laconic Pseudorandom Poly-Domain Obfuscation

In this section, we introduce the notion of laconic pPRIO and construct it from several ingredients, which are all implied
by the evasive LWE and LWE. The construction of laconic pPRIO will be used in Section 5. Since the intuition for this
notion was discussed in Section 1, we proceed directly to the formal definition.

4.1 Definition

Syntax. A laconic pPRIO scheme supporting any circuit consists of the following algorithms.

LDigest(1*, X = { Xi}icin)) — dig. The digest algorithm takes as input the security parameter A and an input
space X of the form X = {X; € {0, 1}€}ie[N} for some £ = ¢(A) and N € IN. We assume that X encodes the
information of £ and N and one can retrieve them efficiently. It outputs a string dig.

LObfuscate(l)‘, dig, E) — Lobf. The obfuscate algorithm takes as input the security parameter A, string dig and a
circuit E : {0,1}¢ — {0, 1} whose size is S. It outputs a ciphertext Lobf.
We decompose this algorithm into two phases.

LObefF(l)‘, 15) — (Lobfo, st). The offline obfuscate algorithm takes as input the security parameter A and
the circuit size S. It outputs Lobfyg and a state st.

LObfOn(st, dig, E) — Lobfen. The online obfuscate algorithm takes as input the state st, string dig and circuit
E. Tt outputs Lobfyp.

With the above decomposition, the obfuscate algorithm outputs Lobf = (Lobfu, Lobfoy).

LEval(X, Lobf) — Y. The evaluation algorithm takes as input X = {X; € {O,l}f}ie[m and Lobf. It outputs
Y ={Y; € {0,1} }ien
Definition 4.1 (Compactness). For all /,N € N and X = {X; € {0,1}' }ien]» we need that the size of dig =
LDigest(1%, X) should be bounded by poly(A). In particular, the size of dig should be independent of N.
Definition 4.2 (Correctness). For all /, N € N, X = {X; € {0, 1}‘)}1-6[]\]], and circuit E : {0,1}¢ — {0,1}F such
that |[E| < S for an arbitrary polynomial S = S(A), we have
LDigest(1", X = {X;}ien)) — dig
Pr | LEval (X, (Lobfofr, Lobfon)) = {E(Xi) }icin :  LOBfOfF(14,1%) — (Lobfyg,st) | = 1.
LObfOn(st, dig, E) — Lobfon

Remark 4.3. We note that the above correctness requirement implies that for the correctness to hold, LObfOff only has
to know the upper bound S on the size of the circuit E that is going to be input to LObfOn and does not have to know
anything else.

Definition 4.4 (Security). Let Samp be a PPT algorithm that on input 1%, outputs
(ux, 15, X" = (X[ hipys -+ X2 = (X e, EL - EQ)

where for all for k € [Q],i € [NF], Xk € {0,1}* EF: {0,1}* — {0,1}Lk and |EF| < S. We then require that

If (auxfls,Xl,-'"XQ/{El(Xz‘l)}ie[Nl]/'"/{EQ(XIQ)}ie[NQ]/) ~e (aux,lslxll,..,XQ/ {A}}ie[l\]l]/'"/{AiQ}iE[NQ])

then (aux, X',..., X9, Lobfys, Lobf},n,...,Lobfgn) ~. (aux,xl,...,XQ, Lobfoff,(sl...,(sQ),
where
AF  {0,1}% for k € [Q],i € [NF],
(Lobfyg, st) < LObFOfF(14,1°), dig" « LDigest(1*, X¥), LobfX, < LObfOn(digk, EF),
5k < O fork € [Q], where Oy, is the co-domain of LObfOn algorithm.
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4.2 Construction

In this section we construct a laconic pPRIO scheme for any circuit.

Building Blocks. Below, we list the ingredients for our construction.

1. A pseudorandom function PRF : {0,1}* x {0,1}* — {0,1}* with key space, input space and output space as
{0,1}*. The input to the PRF will be in the form of (i||j||b) where i € [N], j € [{],and b € {0,1}. Here, N
and / are some polynomial functions in A. Since we have 2" > poly(A), the input space of the PRF is large
enough to accommodate such inputs with an appropriate encoding. It is known that PRF can be constructed from
one-way functions.

2. A blind garbling scheme bGC = (Garble, bGC.Eval, bGC.Sim) (defined in Section 2.6) for any circuit. Without
loss of generality, we assume the labels are in {0, 1}*. We also assume the randomness space of Garble algorithm
to be {0, 1})‘. If longer randomness is required by the algorithm, we can expand it by using a PRF. We require
the scheme to be secure as per Definition 2.20 and Definition 2.21. We can construct bGC with the required
properties assuming one-way functions (See Theorem 2.23).

3. A pPRIO scheme pPRIO.(ObfOff, ObfOn, Eval). We require the scheme to be secure as per Definition 2.30. We
can construct pPRIO with the required properties assuming evasive LWE and LWE (See Theorem 2.31).

4. A blind batch encryption scheme BBE = BBE.(Setup, Gen, SingleEnc, SingleDec) with message space {0,1}*.
We assume the randomness space of SingleEnc algorithm to be {0, 1})L and denote the ciphertext space by

CTgee = {0, 1}£CBtBE. We require the scheme to secure as per Definition 2.26 and Definition 2.27. We also
require that the CRS is a uniformly random string. As for the efficiency requirement, we need the size of the CRS
to be |crs| = poly(A,log N, log ¢) and the size of the single ciphertext to be |BBE.ct| = poly(A,log N, log¢).
We can construct BBE with the required properties assuming the LWE assumption (See Theorem A.5).

Now, we describe our construction.
LDigest(1*, X = {Xi}ie[n))- The digest algorithm does the following.

— Retrieve N and ¢ from the input and run crs <— BBE.Setup(1%,1/V).

— Compute h := BBE.Gen(crs, X1 || - - - | Xn), where X1 || - - - || Xn € {0,1}*N is the concatenation of the bit
strings Xq,..., XN € {0,1}5.

— Output dig == (crs, h, N, £).
LObfOff(1*,1°). The offline obfuscate algorithm does the following.

— Generate (pPRIO.obf, pPRIO.st) «— pPRIO.ObfOff(1%,152¢) where size = poly(S, A) is the maximum
size of the circuit C[dig, E, sd] defined in Figure 1 when the size of E is bounded by S.

— Output Lobfyg := pPRIO.obf ¢ and st := pPRIO.st.

LObfOn(st, dig, E). The online obfuscate algorithm does the following.

Parse dig = (crs, i, N, £) and st = pPRIO.st.

Sample a PRF key sd < {0,1}".

— Constructacircuit C[dig, E, sd] as in Figure 1 and compute pPRIO.obf,, <— pPRIO.ObfOn(pPRIO.st, C[dig, E, sd]).
— Output Lobf,, := (crs, pPRIO.obfoy).

LEval(X, Lobf). The evaluation algorithm does the following.

— Parse X = {X;};c|n) and Lobf = (Lobfofr = pPRIO.obfr, Lobfon = (crs, pPRIO.obfon )).
— Set pPRIO.obf := (pPRIO.obfys, pPRIO.obfon) and run pPRIO.Eval(pPRIO.obf, i) — y; fori € [N].
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— Parse y; = ({BBE.ct; j}jc|, E;) foreach i € [N].

— Compute labi’i < BBE.SingleDec(crs, X, £(i — 1) + j,BBE.ct; ;) for each i € [N] and j € [¢] and set
Iabi = {|abi,]‘ .

— Compute z; = bGC.Eval(lab;, E;) fori € [N].
— Output {z;}c[n]-

Circuit C[dig, E, sd](7):

Hardwired constant: dig = (crs, h, N, £), circuit E, and PRF seed sd.
Given input i € [N], do the following:

1. Compute R; := PRF(sd,i[|1]|0) and S; ; := PRF(sd, i[|j||1) for j € [£].
2. ({labi,j,b}je[6],176{0,1}'Ei) — Garble(l)‘, E; R,)

3. Compute BBE.ct;; - BBE.SingleEnc(crs, i, (i — 1) +j, (lab; ;o,lab; ;1); S; ;) for j € [£].

4. Output ({BBE-Cti,j}je[Z]r Ez)

Figure 1: The circuit C garbles input circuit E and provides BBE encryptions of its labels.

Correctness. For X = {X;};cn] and Lobf = (Lobfor = pPRIO.obfus, Lobfon = (crs, pPRIO.obfon)), we have
pPRIO.obf,, < pPRIO.ObfOn(pPRIO.st, C[dig, E,sd]). From the correctness of pPRIO and the definition of
Cldig, E, sd], for each i € [N] we get

pPRIO.Eval(pPRIO.obf, i) = y; = ({BBE.ct; ;};c(s), Ei)

where BBE.ct; ; <~ BBE.SingleEnc(crs, h, (i —1)¢+, (lab; o, 1ab; ;1); S; ;) for ({1abi ;1 } ic () pe 0,1}/ E;) + Garble(1*, E;; R;).
Next, from the perfect correctness of the BBE scheme we get

BBE.SingleDec(crs, X, £(i — 1) + j, BBE.ct; ;) = lab; ; fori € [N], j € [{]

Next, we set lab; := {lab; ;}, which are the labels corresponding to input X; for i € [N]. Now, from the correctness of
the bGC scheme and definition of E;, for each i € [N] we get

bGC.Eval(lab;, E;) = E(X;)

and hence the correctness.

Efficiency. First, we note the following.

1. Instantiating the BBE scheme as in Theorem A.5, we have |crs| = poly(A,log N,log¢) and |BBE.ct| =
poly(A,log N, log ¢), which are bounded by a fixed polynomial poly(A) for any polynomially bounded N and £.

2. Instantiating the pPRIO scheme as in Theorem 2.31, we have |pPRIO.obfo¢| = poly(S,A), |obfon| =
poly(S, A).

From the above observations, our laconic pPRIO scheme satisfies
|dig] = O(A), |Lobfes| = poly(S,A), |Lobfen| = poly(S,A).

We formalise the instantiation using the following theorem. The security of our laconic pPRIO will be proven in
Theorem 4.6.
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Theorem 4.5. Assuming LWE and evasive LWE assumptions, there exists a secure (Definition 4.4) laconic pPRIO
scheme satisfying
|dig| = O(A), |Lobfug| = poly(S,A), |Lobfon| = poly(S,A).

where dig < LDigest(1*, X = {Xi};c(n])- (Lobfosr, Lobfon) < LObfuscate(1*, dig, E) for circuit E : {0,1}" —
{0, 1} whose size is bounded by S = S(A).

4.3 Security Proof

Theorem 4.6. Assume pPRIO is secure (Definition 2.30), BBE satisfies security (Definition 2.26) and strong blindness
(Definition 2.27), bGC satisfies security (Definition 2.20) and blindness (Definition 2.21) and PRF is secure. Then the
above construction of laconic pPRIO satisfies security as defined in Definition 4.4.

Proof. Let us consider a sampler Samp that outputs

k
(3w {XF = {xF € {0,1}" Yicpm heerop {EHecra)) -
To prove the theorem, we show that
_ k k k k
(aux, Lobfosr = pPRIO.obf o, { X", Lobfy,, = (crs ,pPRIO.obfon)}ke[Q])

~e (aux, Lobfug = pPRIO.obf o, { X, 8 Oon}ke[@)

holds assuming
k
(aux, (XK AKX Ve e ) e (aux (X5 {AF — 0,1 }ic v et ) )

where O, is the co-domain of LObfOn algorithm. Recalling that each crsk is a random strting, it suffices to prove that
{pPRIO.obf_ }1 is pseudorandom.
We invoke the security of pPRIO scheme with respect to a sampler SamppPR|o (l)‘) that outputs

<1N1+"'+NQ, aUXpPRIO = (aux,{crsk}ke[Q],{Xk}ke[Q}), {Ck[digk, EF, Sdk]}ke[Q]>

where crs* < BBE.Setup(1%, 1éka), hk = BBE.Gen(crs*, Xk|| - -- ||X’I‘\]k), digh = (crsk, hk, N¥, £%), and sd* «
{0,1}*. From the security of pPRIO, we can see that it suffices to prove

(aux’ fers beetop AX et { € laig", B 410 }ke[Q],ie[Nk]) e (aux’ {ersierq) (X ety {’y?}ke[QLie[N"J

®)

where CK[digF, EX, sd¥](i) = ({BBE.ctﬁj}je[Zk],Ef-‘) for i € [N¥],k € [Q] and ¥ «+ CTZBkBE x {0,1}%bcc. Here,

glt(;Gc is the length of the binary string E"f‘ . To prove Equation (8), we consider the following sequence of games.

Hyby. This is the LHS distribution of Equation (8). Rearranging the terms and recalling the definition of the circuit,
we can rewrite the distribution as

k ~rk k ik
(aux, {crs  X*, {{BBE.ctf } ) E] }ie[Nk] }ke[g}>

where ({labi'c,j,b}je[ﬂk],be{o,l}/EZ'() < Garble(1*, EX; Rf) and BBE.ctf’j < SingleEnc(crs, 1, (i —1)5 +j, (Iabi-‘,]-,o,
lab; 1); SF.) for RY := PRF(sd",i||1][0) and S, := PRF (sd", il j||1).
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Hyb;. This hybrid is same as the previous one except that we compute each Rif and S;‘ f differently. Concretely, we
sample R, S ;{01 W forallj € [¢¥],i € [N] and k € [Q]. This hybrid is computationally indistinguishable

from the previous one due to the security of PRF.

Hyb,. In this hybrid, we change how we compute BBE.ct;" 2 Namely, we set

TN < ; — vk
= Iabi,]»,b if b= Xz’,j

k . k /- ko . ook Tk 0k
BBE.ctj; < SingleEnc(crs, 1", (i — 1)¢% +j, (lab; o, lab; ;1))  where lab;;), { {01} otherwise

In the above, Xf-‘ j is the j-th bit of XZ’-‘. By the security of BBE, this hybrid is computationally indistinguishable
from the previous one. To see this, observe that the decryption outputs the labels corresponding to the j-th bit of

X¥ and we only substitute @f’j’b < {0,1}" when b # Xf-‘,]-.

Hybs. In this hybrid, we change how we compute EX and Efj/b. Namely, we set

N . = lab¥, if b= Xk
labf Yo EFY < bGC.Sim(17, 1E 16 EF(XK)) and  Tabr. ij i |
( z,]}]e[ék] i) ( (Xi)) ij,b - {0’1})\ otherwise

By the simulation security of bGC (Definition 2.20), this hybrid is computationally indistinguishable from the
previous one. To see this, it suffices to observe that only the information of {Iabf{ i Xij}i/j,k is necessary for

simulating Hyb, and the labels {lab¥ - X,v,}i,j,k are not necessary.

Hyby,. In this hybrid, we change how we compute E"f‘ and Iabi-(’ i Namely, we set
({1abf } icje), EF) = bGC.Sim(1%, 11,14, A),

where Ai-‘ + {0, 1}Lk is chosen uniformly at random. This hybrid is computationally indistinguishable from
the previous one by Equation (7). To see this note that Equation (7) implies {Ek(Xf‘)} e[k e {Af —

{0, 1}Lk}i€[Nk}, for k € [Q], given aux, {X¥}c(q).

Hybs. In this hybrid, we sample Iab;‘,j and Ef‘ as random strings. In particular, we sample Iab;‘,j — {0,1})L

and EY‘ — {0,1}43GC. By the blindness of bGC scheme (Definition 2.21), this hybrid is computationally
indistinguishable from the previous one. To see this, note that in the previous hybrid the simulator bGC.Sim takes
as input Af which is a uniformly random string and thus by the blindness property of bGC we can replace the
output of bGC.Sim by a completely random string.

The view of the adversary in this hybrid is as follows.

(aux, {CrSk' X, { {BBE-<t] } i, Ef}ie[NH }kE[Q]>

. . .ok =k —k —k
where BBE.ctﬁ.j]. « SingleEnc(crs, ¥, (i — 1)¢¥ + j, (Tab; ; o, Tab; ;1)) for Tab; ;o < {0,1}%,1ab; ;; = {0,1}*
and Ef‘ < SIMgjre.

Hybg. In this hybrid, we replace BBE.ctif j with a random string. Namely, we sample BBE.cti-‘ i< CTgge foralli,j, k.
This hybrid is indistinguishable from previous one by strong blindness (Definition 2.27) property of the BBE
scheme. To see this, note that BBE.ct;‘, j encrypts random strings @f,jlo,miﬁjll +~ {0, 1}?\ in the previous hybrid

40



k.

and thus the blindness property allows us to replace each BBE.ctl,]

The view of the adversary in this hybrid is as follows.

with a random string.

k ok k als &
<aux, {crs X ,{{BBE.cti,]- « CTese}jey, EF + {0,1} bGC}ie[Nk]}ke[QJ .

Rearranging the terms, we can observe that the distribution in Hybg corresponds to the RHS distribution of Equation (8).
This concludes the proof of Theorem 4.6. O

5 Partial-Hiding prFE for Unbounded Depth with Optimal Parameters

In this section, we extend the notion of prFE to introduce partially-hiding prFE, where the part of the input to the circuit
can be public. We then construct partially hiding prFE with short parameter size in this section from several ingredients,
which are all implied by evasive LWE and LWE. Our construction of partially hiding prFE will be used in Section 6 and
7.

5.1 Definition

In this section we give the definitions for partial-hiding functional encryption for pseudorandom functionalities. Consider
a circuit class {Cprm = {C : Xpub X Xpriv = YV} }prm where C € Cprm takes as input a string ¥ = (Xpyb, Xpriv) €
Xpub X Xpriv and outputs C(x) € V.

Syntax. A partial-hiding functional encryption for parameterized circuits Cprm by prm consists of four polynomial
time algorithms (Setup, KeyGen, Enc, Dec) defined as follows.

Setup(l)‘, prm) — (mpk, msk). The setup algorithm takes as input the security parameter A and a parameter prm
and outputs a master public key mpk and a master secret key msk. We assume w.l.o.g that msk includes mpk. We
also assume that prm is implicitly input to all the algorithms below.

KeyGen(msk,C) — skc. The key generation algorithm takes as input the master secret key msk and a circuit
C € Cprm and it outputs a functional secret key skc.

Enc(mpk, x = (Xpub, Xpriv)) — ct. The encryption algorithm takes as input the master public key mpk and an input
x € Xprm and outputs a ciphertext ct € CT, where CT is the ciphertext space.
For the purpose of some applications, we consider a variant where the Enc algorithm can be decomposed into the
following two phases.

EncOff(mpk) — (ctof, st). The offline encryption algorithm takes as input the security parameter A and outputs
offline part of the ciphertext ctqs and the state st.

EncOn(st, x) — cton. The online encryption algorithm takes as input the state st and the input x and outputs
the online part of the ciphertext ctop.

The final output of ct is ct = (ctoff, Cton )-

Dec(mpk, Xpub, skc, C, ct) — y. The decryption algorithm takes as input the master public key mpk, the public input
Xpub- secret key skc, circuit C and a ciphertext ct and outputs y € Vorm.

Definition 5.1 (Correctness). A PHprFE scheme is said to satisfy perfect correctness if for all prm, any input
x = (Xpubs Xpriv) € Xpub X Xpriv and circuit C € Cprm, we have

P (mpk, msk) <— Setup(1*, prm) , skc < KeyGen(msk, C), .
T =
Dec(mpk, Xpub, skc, C, Enc(mpk, x)) = C(x)
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Definition 5.2 (Security). For a PHprFE scheme for circuit class { Corm = {C : Xpub X Xpriv — V'} }prm parameterized
by prm = prm(A), let Samp be a PPT algorithm that on input 1%, outputs

(Cl,...,C2 x = (Xpub, Xpriv), aux € {0,1}*)

where Q is the number of key queries, CK € Corm for k € [Q], x = (Xpub, Xpriv) € Xpub X Xpriv-
We define the following advantage functions:

AVERE(N)E Pr| Ao ((aux, {CY, xpub, C¥(x)}ierqy) = 1]

—Pr [.AO ( aux, {Ck, Xpub, A~ y}ke[Q]) = 1}

Advz?ST()\)d:efPr [A1(mpk, aux, {C¥, xpup, Enc(mpk, x), skck fre[q)) = 1}
—Pr[.Al(mpk, aux, {Ck, Xpubs 0 < Sim(l’\), Skck}ke[Q]) = l}

where (C1,...,C%,x = (xpub, Xpriv), aux € {0,1}*) <— Samp(1"), (mpk, msk) <— Setup(1*, prm) and CT is the
ciphertext space. We say that a PHprFE scheme for circuit class Cprm is secure if for every PPT Samp, A; and Sim,
there exists another PPT A such that

ATRE(L) > ATDST(1)/Q(A) — negl())
and Time(Ap) < Time(A;) - Q(A).
Remark 5.3 (prFE as a special PHprFE). We remark that prFE is a special case of PHprFE with xp,, = L.

Next, we define the security notion that we require for the PHprFE variant where we decompose the Enc algorithm as
Enc = (EncOff, EncOn) and reuse the same state output by EncOff multiple times for generating the online part of the
ciphertexts. We require the online part of the ciphertexts to be pseudorandom, whereas the offline part may not be.

Definition 5.4 (Reusable Security). For a PHprFE scheme for circuit class {Cprm = {C : Xpub X Xpriv = Y} Fprm
parameterized by prm = prm(A), let Samp be a PPT algorithm that on input 1%, outputs

1 1 1 1 mse _ (Qmsg _ Oms
(C o, CRkey y1 = (xpub,xp,iv),. .., xRmse — (xpubg,xprivg),aux € {0,1}*)

where Qyey and Qmsg are the number of key queries and messages respectively, x = (x{) ub’ x{) i) € Xoub X Xpriy for
j S [QmsgL Ck S Cprm fork € [Q]

We define the following advantage functions:

def j i
AdVE‘I;E()\)é Pr [.AO ( aux, {Ck, x{)ub, Ck('x])}jE[Qmsg],kG[ley]> = 1}

—Pr {Ao ( aux, {CK, x{,ub, NF y}je[Qmsg]/ke[QkEy]) = 1}

def i i
AdvEPST (1) = Pr [v‘h(mpk, aux, Ctoff, {X}r Cton}je[Qmegl 1C Skerhke[0ue)) = 1}
—Pr |:A1(mpk/ aux, Ctof, {x{)ub’ (Sj}jE[Qmsg]' {Ck/ Skck}kE[ley]) = 1:|

where (C1,..., CQer, x! = (x] 0, xL5,), ..., xOmss = (xgu"t‘fg,xg’i‘\’fg),aux € {0,1}*) < Samp(1%), (mpk, msk) «

Setup(1%, prm), (ctog, st) <— EncOff(1%), cthy EncOn(st, x/), 6/ < CTon for j € [Qmsg] and CT on is the online
part of the ciphertext space. We say that a PHprFE scheme for circuit class Cprm is secure if for every PPT Samp and
Ay, there exists another PPT A such that

ATRE(A) = AZST(A)/Q(A) — negl(A)
and Time(Ap) < Time(A;) - Q(A).
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Remark 5.5. We remark that Definition 5.4 is stronger security notion than Definition 5.2, since the former collapses to
the latter if we restrict the adversary so that Qmsg = 1 and set the simulator so that it runs EncOff (mpk) — (ctof, st),
samples 8 <— CT on, and outputs (Ctoff, J).

Remark 5.6. We remark that Definition 5.4 is in the single-challenge flavor in that only single offline part of the challenge
ciphertext is given to the adversary (though multiple online part of the ciphertext is given to it). While it does not seem
to imply multi-challenge flavor of the security definition (See Remark 3.3), we only define this simpler version of the
definition since it suffices for our applications and leave the extension to the multi-challenge flavor for the future work.

5.2 Construction

In this section we provide our construction of a PHprFE scheme for circuit family Cr_, 1., = {C : {0, 1}Lpub(/\) X

{0,1}erivt) — {0,1}}. Namely, the construction supports a class of circuits whose public and private input lengths
are fixed and output is binary, but its size and depth are unbounded.

Building Blocks. Below, we list the ingredients for our construction.

1. A blind garbling scheme bGC = (Garble, Eval, bGC.Sim) (defined in Section 2.6) with decomposability (defined
in Definition 2.22). Without loss of generality, we assume the labels are in {0, 1 }’\ and the random coins used by
the algorithm {Garble; }; is in {0,1}*. The latter is for the sake of notational convenience and can be achieved by

using a PRF to derive longer (pseudo-)random coins if needed. We also use C TLGC to denote the co-domain
of {Garble; }; algorithm. We can construct bGC with the required properties assuming one-way functions (See
Theorem 2.23).

2. A pseudorandom function PRF : {0,1}* x {0,1}* — {0,1}" with key space, input space and output space as
{0,1}*. It is known that PRF can be constructed from one-way functions.

3. A laconic pPRIO scheme LprlO = (LDigest, LObfOff, LObfOn, LEval). Without loss of generality, the random
coins used by LObfOn is in {0, 1}" and the state output by LObfOff is in {0, 1}*. The former can be satisfied
by using a PRF. The latter can be achieved in two steps. We first let the state Lst to be the randomness used by
LObfOff and then replace it with a string in {0, 1}/\, which can be done by using a PRF. The length of the digest
is of fixed polynomial in the security parameter and we denote it by L pigest(A). As we show in Theorem 4.5,
such a laconic pPRIO can be constructed by assuming evasive LWE and LWE.

4. A prFE scheme prFE = prFE.(Setup, KeyGen, Enc, Dec) for circuit class Cinp(A),dep(A),out(A) consisting of
circuits with input length inp(A) = Lpriv + Lipigest(A) + 4A, maximum depth dep(A) and output length out(A).
We set the maximum depth and output length so that the circuit class supports the circuits Fy[r], F[r], and
Fy[r, digc] defined as Figure 2, 3, and 4, respectively. We denote the information (17P(1), 1dep(d) jout(A))

specifying the circuit class by prm and the ciphertext space of the prFE scheme by CT pre = {0, 1}£[C3trFE.
Assuming LWE and evasive LWE, we can construct prFE with the required parameters (See Theorem 3.5).

For our construction, we set the following parameters
Setup (14, 1Feub, 1Leriv), The setup algorithm does the following.

— Run (prFE.mpk, prFE.msk) < prFE.Setup(1*, prm).
— Output mpk := prFE.mpk and msk := prFE.msk.

KeyGen(msk, C). The key generation algorithm does the following.

— Parse msk = prFE.msk.

— Sample a string r + {0,1}*.
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Run digc < LDigest({(i, C;) }ic[|c|), Where C; is the description of the i-th gate of C and |C]| is the number

of gates in C. The description of C; can be encoded into a string of length at most 4A since it suffices to
encode its index, two indices of the incoming wires, and the type of the gate.

Construct circuits Fy[r], F;[r], and F,[r, digc] as in Figure 2, 3, and 4 respectively.

Run prFE.skg < prFE.KeyGen(prFE.msk, Fy[r]), prFE.sky < prFE.KeyGen(prFE.msk, F; [r]), and prFE.sky <
prFE.KeyGen(prFE.msk, F>[r, digc]).

Output sk¢ := (r, prFE.sko, prFE.sky, prFE.sky).

Enc(mpk, X = (Xpub, Xpriv) ). The encryption algorithm does the following. We divide the algorithm into the following
two steps.

EncOff(mpk). It takes as input mpk = prFE.mpk and does the following.

— Run (Lobfyg, Lst) < LObfOff(1*,1°%), where S is the maximum size of the circuits Epub[Ro] and
Ecir[Ro] defined in Figure 3 and Figure 4, respectively.
— Output st := (Lst, prFE.mpk) and ctyf := Lobfg.

EncOn(st,x = (Xpub, Xpriv) ). It does the following.

— Parse the input as st — (Lst, prFE.mpk).

— Sample sd, sdq, sdy < {0, 1})‘.

— Run dig,  + LDigest(1*, {(i, Xpub,i) ic[Lyy,])> Where Xpup,i € {0,1} is the i-th bit of Xpub.
— Run prFE.ct < prFE.Enc(prFE.mpk, (digxpub,xpriv, Lst, sdg, sd1,sd2)).

— Output ctop, := prFE.ct.

The final output of Enc(mpk, x) is ct := (Lobfu, prFE.ct).

Dec(mpk, Xpyb, skc, C, ct). It parses the input as mpk = prFE.mpk, ct := (Lobfog, prFE.ct), skc = (r, prFE.sko, prFE.sky,
prFE.sk) and does the following.

Compute prFE.Dec(prFE.mpk, prFE.skg, Fy[r], prFE.ct) and parse the output as {la bg}ie[Lpub""lerub_"Lpriv].
Compute Lobf,,1 = prFE.Dec(prFE.mpk, prFE.sky, F [r], prFE.ct).
Compute Lobf,,» = prFE.Dec(prFE.mpk, prFE.sky, F,[r, digc|, prFE.ct).
Set Lobf; := (Lobfqgf, Lobfop 1) and compute {lfi’i}ie[Lpub] = LEval({(i, xpub,i)}iquub], Lobfy).
Set Lobfy := (Lobff, Lobfon2) and compute C = {Ci}ie[\cﬂ = LEval({(i, Ci) }ie|c|, Lobfa).
lab; ifi € [Lyup) .

Set lab; := ! pu fori € [Loup + Lopriv]-

: { lab; if i € [Lpub + 1, Lpub + Lpriv] Lput + Lpri]
Compute z = Eval(C, {labi}ie[LpubJerr;v])'
Output z.

Correctness. We make the following observations.

— From the perfect correctness of prFE scheme and definition of Fy[t], F; [r], F>[r, digc], we get

{la bi/xpriv,i—Lpub },’e[LpubH,LpubJerriv} = prFE.Dec(prFE.mpk, prFE.sko, Fy[r], prFE.ct)
= Fy[r] (digxpub, Xpriv, Lst, sdg, sd1, sdy)
= {Garb|einp,z‘(1)‘;Ro)}ie[Lpub+1,Lpub+Lpriv]
Lobfon 1 = prFE.Dec(prFE.mpk, prFE.skq, Fy[r], prFE.ct)
= R 1] (digxpub,xpriv, Lst, sdg, sd1, sd2)
= LObfOn(Lst, digx,;,» Epub [Ro]; Ry),
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Circuit Fy|r]:
* Parse the input as (dig, Xpriv, Lst, sd, sdq, sdp).
» Compute Ry := PRF(sdp, r).
* Compute (lab; g, lab;1) < Garbleinp,i(l/\; Rg) fori € [Lpup + 1, Lpub + Lepriv]-

. Output {labl‘/xpriv,iprub }ie[Lpub""lerub""Lpri\,] .

Figure 2: Circuit to compute garbled labels corresponding to Xpriy-

Circuit F [r]:
* Parse the input as (dig, Xpriv, Lst, sdp, sdq, sdp).
¢ Compute Ry := PRF(sdg, r) and R := PRF(sdy, r).

* Compute Lobfy, 1 <= LObfOn(Lst, dig, Epup[Ro]; R1), where Ep,p[Ro] is a circuit that works as
follows.

— Take (i,b) € [Lpup) % {0,1} as an input.
— Compute (lab; g, lab; 1) < Garblei, ;(1%; Ro).
— Output lab; .

* Output Lobf,, 1.

Figure 3: F;[r] computes an obfuscation of a circuit computing bGC labels for Xpp.

Circuit F[r, digc]:
* Parse the input as (dig, Xpriv, Lst, sd, sdq, sdp).
+ Compute Ry := PRF(sdg, r) and Ry := PRF(sdy, r).

» Compute Lobfy,o < LObfOn(Lst, digc, Ecir[Ro]; R2), where Ecir[Ro] is a circuit that works as
follows.

— Take (i,G) € [|C|] x {0,1}*" as an input, where G encodes the information of a gate.
— Compute G < Garble;(1*, G; Ry).
- Output G.

* Output Lobf,p 5.

Figure 4: Circuit F[r, digc| computes an obfuscation of a circuit computing bGC labels for C.

Lobfon = prFE.Dec(prFE.mpk, prFE.sky, F,r, digc|, prFE.ct)
=5 [r,digc](digxpub,xpri\,, Lst, sdg, sd1, sd2)
= LObfOn(Lst, dig¢, Ecir[Ro]; R2),

where R := PRF(sdy, r) for b € {0,1,2} and Ep,,[Ro] and Ecir[Ro] are the circuits as defined in Figure 3 and
Figure 4, respectively.
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— Next, parsing Lobfq := (Lobf, Lobfon 1), we get
{GBi}ie[LPub] = LEval({ (i, Xpub,i) }ic[L,,,)- LObf1)

= {Epub[Ro] (i, Xpub,i)}ie[L
= lab

pub]

irxpub,i
where (lab;, lab; 1) < Garblejnp:(1%; Ro) and
C = {Ci}ieq|
= LEval({(i, Ci) };c|c), Lobf2)
= {Ecir[RO](ir Ci)}iE\C\
= {Garblei(l)‘, C; RO)}ie\C\

from the perfect correctness of the laconic pPRIO scheme and the definition of E,,,[Ro] and Ecir [Ro)].

— Next, from the perfect correctness of the garbling scheme bGC, we have, for lab; = (Iabxpub, Iabxpriv),

EvaI(C, {|abi}ie[LPub+Lpriv]) = C(xpubr xpriv)

and hence the perfect correctness of the PHprFE scheme.

Efficiency Here, we show
Impk| = poly(A, Lpriv), [ske| = poly(A, Lprv), |ct| = poly(A, Lpriv)-
To do so, we first show that the sizes of the circuits Fy[r], F;[r], and F,[r, digc] are all bounded by poly (A, Lyriy ).

* In Fy[r], the computation of the PRF and Garble;, ; are performed, where both of them can be implemented by
circuits of size poly(A). Since the latter is repeated for Ly, times, the overall size of Fy[r] is poly (A, Lpriy)-

* To bound the size of F; [r], we first bound the size of Ep,p[Ro]. Epup[Ro] performs the computation of Garble;n, ;
oninput i € [Lp,p] (in binary), which can be implemented by a circuit of size poly (log Lpyb, A). This can be
further bounded by poly(A) since Ly, < 2*. We then observe that Fy[r] consists of the evaluation of two
PRF values and LObfOn on input Lst, dig, and E,,,[Ro]. We can bound the input length to LObfOn by a fixed
polynomial, since we have |Lst| = A and |dig| = poly(A) and LObfOn runs in polynomial time in the input
length, its size is bounded by poly(A). Therefore, the overall size of F; [r] is poly(A, Lyriv ), where we take into
account the input Xy, which is ignored in the computation.

¢ To bound the size of F;[r, dig¢], we first bound the size of Ecj[Ro]. Ecir[Ro] performs the computation of Garble;
oninput i € [|C|] (in binary) and G € {0, 1}**, which can be implemented by a circuit of size poly(log |C|, A).
This can be further bounded by poly(A), since |C| < 2*. Similarly to the case of F; [r], the size of F;[r] can be
bounded by poly (A, Lpriy ).

We then move to discuss the size of the parameters.

*+ We can bound |mpk| = |prFE.mpk| by poly(A, inp, dep, out), since it is output by prFE.Setup(1*, prm =
(1P, 19eP,1°Ut)). We have inp(A) < Lpriv + Lipigest(A) + 4A < poly(A, Lyriv) and dep(A) and out(A) are
bounded by the maximum size of the circuits Ecjr and Epyp, which in turn is bounded by poly(A, Lpri\,). We
therefore have |mpk| = poly(A, Lpriv).

* We have |skc| = A + |prFE.skg| + |prFE.skq| + |prFE.ska|. We can bound the size of |prFE.skg| by
poly (A, Lyriy), since it is generated by prFE.KeyGen(prFE.msk, Fy[r]), where the input length to prFE.KeyGen
is bounded by poly (A, Lpyiy). Similarly, we can bound |prFE.skq | and |prFE.sky| by poly(A, Lyriy). Therefore,
we have [skc| = poly(A, Lpriv).
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* We have |ct| = |Lobfys| + |prFE.ct|. We first bound |Lobfy|. From the above discussion, we have S =
max{|Epub[Ro]|, | Ecir[Ro]| } = poly(A, Lpriv). This implies [Lobfog| = poly (A, Lpriv), since Lobfog is output
by LObfOff(1%,1%). We then bound | prFE.ct|, which s output by prFE.ct < prFE.Enc(prFE.mpk, (digxpub, Xprivs
Lst, sdg, sdy,sd>)). Since the input length of prFE.Enc is inp(A) = Lpriv + Lipigest(A) +4A = poly (A, Lpriv).
We therefore have |ct| = |Lobfog| + |prFE.ct| = poly(A, Lpriv)-

5.3 Security

Before, proving the security of our scheme, we prove the following useful lemma. The lemma essentially says that if
a part of the auxiliary information is pseudorandom in the pre-condition distribution, then it is pseudorandom in the
corresponding post-condition distribution where we apply laconic pPRIO security. A conceptually similar lemma is
proven in Lemma 3.4 of [ARY Y23] in the context of evasive LWE.

Lemma 5.7. Let LprlO = (LDigest, LObfuscate, LEval) be a laconic pPRIO scheme and Samp be a PPT algorithm
that takes as input 1! and outputs

(aux = (auxy, auxg) € {0,1}* x X, 15, X! = {X };cppny, -, X9 = {XI.Q}Z-G[NQ],El,...,EQ)

for some set X'. Here X € 0,1}, E*: {0,1}¥ — {0,1}L" and |E¥| < Sfork € [Q],i € [N].
Let us assume that

((auxl,auxz), 15,X1,...,X9, {EI(X})}I‘E[NI], ey {EQ(XI»Q)}Z'E[NQ],>

7 ((auxl,x),ls, Xl, N .,XQ, {Ail}ie[Nl]' ooy {AzQ}iG[NQ])

holds for x + X, A¥ « {0, 1}Lk for k € [Q],i € [N¥] and also assume the security of LprlO with respect to Samp.
We then have

((auxl, auxa), X2, ..., X2, Lobfyg, Lobfl .. .,Lobfgn) ~ ((auxl,x), XL,..., X9, Lobfug, oL .. .,5Q) ,

where (Lobfyg, st) < LObfOfF(1%,15), dig* « LDigest(1*, X¥), LobfX, < LObfOn(digk, E¥), 65 < Qo fork €
[Ql.

Proof. From the assumption, we have
((auxy, auxa), 15, X", ., XA (XD e jery) e ((auxt,%),1% X000 X {0 i) ©)
which implies (auxy, auxp, 15, X1, ..., X9) = (auxq,x,1%,X1,..., XQ). This further implies
(auxy, auxy,1°,X1,..., X9, {A{}ie[Nf],je[Q}) ~c (auxy, x, 15, X4,..., X9, {A{:}ie[Nj],je[Q]) (10)

since adding independently sampled random terms AZ does not make the task of distinguishing the distributions easier.
Equation (9) and Equation (10) implies

S yl i () ~ S yl ‘
(auxq, auxp, 1°, X "'"XQ’{E](XZZ)}iE[Nj],jE[Q]) ~c (auxp,auxp, 1°, X7, .. ., X9 {A;}ie[Nj],je[Q]).
Applying LprlO security definition with respect to Samp, we get
(auxl,aux2, XL,..., X2, Lobfug, Lobf},n,...,Lobfgn) ~ (auxl,aux2, xL,..., X9, Lobfoff,(sl...,(sQ). (11)
Next, from (auxy,auxp, 1%, X1,..., XQ) =~ (auxy,x,1%,X1,..., XQ) we have

(auxl,auxz, X1, X2 Lobfyy, 6! .. .,59) ~. (auxl,x, X1, X2 Lobfyy, 6" .. .,5Q) ) (12)
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since Lobfyg can be sampled using 1° and {(5j } jelg] can be sampled independently.
From Equation (11) and Equation (12) we deduce
(auxl, auxa, X1,..., X2, Lobfy, Lobfl ..., Lobfgn) ~ (auxl, x, X1,..., X2, Lobfyg, ol ..., 59) .

hence the lemma. O

The following theorem asserts the security of our construction of PHprFE scheme. This in particular implies that
the construction satisfies the security notion as per Definition 5.2.

Theorem 5.8. The above construction satisfies reusable security as per Definition 5.4.
Proof. Consider a sampler Samp that generates the following:
1. Key Queries. It issues Qye, key queries CL,..., C Q.

mesg mesg ) )

; ; - 1T (x4l —
2. Ciphertext Queries. It issues messages Xx° = (xpub,xpriv),...,mesg = (Xpub " Xpriv

3. Auxiliary Information. It outputs the auxiliary information aux.

To prove the security as per Definition 5.4, we prove

mpk = prFE.mpk, aux, {Ck} mpk = prFE.mpk, aux, {Ck}

ke[ley] ’ kE[ley] ’
{skk = (rk, erE.skk, erE.skk, erE.sklﬁ)} A ISR {skk = (rk, erE.skk, erE.sk’f, erE.sk’ﬁ)} ,
ke[ley] E[ley]
Lbf,{f, FE.tf} Lbf,{f,5f<—c }
ODToff Xpubs PIFE.C j€[Ome] ODToff xpub TerE J€[Ormeg]
(13)

assuming we have

(1%, aux, {x],, CF, ck(xf)}je[Qmsnge[ley]) ~e (11, aux, {x],,, C*, A* {01} je[QmeglkeQn]) (14

where

({Ck}ke[ley],{xj = (X X)) i Q) AUX € {0,1}*) + Samp(1%),

(prFE.mpk, prFE.msk) < prFE.Setup(1%, prm),

t* « {0,1}*, prFE.skf < prFE.KeyGen(prFE.msk, Fo[r"]), for Fy[r'] as defined in Figure 2,
erE.skll‘ <+ prFE.KeyGen(prFE.msk, F; [rk]), forF; [rk,digck} as defined in Figure 3

digx < LDigest({(i, Cf)}ie‘ck‘)

erE.sk’é + prFE.KeyGen(prFE.msk, F, [rk,digck]), for F) [rk,digck] as defined in Figure 4,
(Lobfg, Lst) < LObfOfF(1%4,1%),

digx{mb  LDigest(1*, {(i, ], ) Yic|L,s))s 50, 51, sy = {0, 1},

prFE.ct/ < prFE.Enc(prFE.mpk, (digxéUb x|, Lst, sdé,sd]i,sdjz')) for j € [Qmsg]-

7 priv’/
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We invoke the security of prFE with sampler SamperE that outputs
Functions: {F rk , F rk , B rk,di } ,
o[, Bl R digal},
Inputs: {x{)rFE = (ding , x]priv, Lst, sdé, sdjl,sd]z) } ‘ ,
pub ]e[Qmsg]
Auxiliary Information:  auxyFg == (aux, {xi’“b}je[Qmsg] , Lobfug, {CK, rk,}ke[ley]

By the security guarantee of prFE with sampler SamperE, Equation (13) holds if

] jk
Po[rk](x]erE) = {Iabg o }
’ Priv,z—Lpub iE[Lpub""l/Lpub""Lpriv]
. "
A [rk](x]erE) = Lobf/

on,1
k oy J _ ok
B|r", diga] (x,pe) = Ijobfon,z JE[Qmsg) kE[Quey]
aux, {x{)ub}jE[Qmsg]’ Lobforr, {C, rk}kE[Q]
57"‘.}
{ 0,1 i€ [Lpriv]
Sk ’
~e 1 ’

o ,

2 ]e[Qmsg]rke[ley]

aux, {xi)ub}je[Qmsg]’ LObfoff, {Ck, I‘k}ke[ley]
where
RJ* .= PRF(sd], *) for b=0,1,2,
(Iab’% 1abl%) = Garblein, ; (1% RE) for i € [Loup + 1, Loub + Loriv]
07 il inp,i s R pub 7 Lpub priv]s
(Lobfug, Lst) < LObfOfF(1%4,1%)
ik . ik ik
Lobfl)t | = LOben(Lst,dlgx]F')Ub,Epub[R{) l; RY")

ik . ik ik .
Lobfl: ) = LObfOn(Lst, digex, Ecir[Rf J; RY")  for j € [Qmsgl, k € [Queyl-

(15)

Therefqre, ip suffices to prove Equation (15). We observe that it suffices to prove a variant of Equation (15) where
R{)’k, R]l’k, Rjz’k are replaced with independently chosen truly random strings, since (the original version of) Equation (15)

then follows. This can be seen by the following indistinguishability:

RI* = PRE(sd/, %) : sd! « 0,1V}, ¢F « {0,1}
{ b (sdy 17) = sy < {0, 1} {01} }be{0,1,2},]'6[Qmsg},ke[ley]
. . , B

zs{Rg — PRF(sd], ") : sd) < {0,1}}, ¢ « {0, 13N\ (..., 1}}

~ {RIF « {0,1}} ,
C{ b {01} }he{0,1,2},]'6[Qmsg},ke[ley]

be {0,1,2},j6 [Qmsg]rkE [ley]

where in the second distribution, {rk}ke[ley] is distributed uniformly at random over ({0, 1}*)Pke with the constraint
that there is no collision among them. We observe that the first indistinguishability holds since there is a colliding pair
in {rk } kE[Quey] with probability at most Qﬁey /2% in the first distribution and the second indistinguishability holds by

the security of PRF, since each Ré’k is generated by fresh pair of seed and input. We then invoke the security of LprlO
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with sampler Sampl_prIO that outputs

k. o ok i
Inputs: { Xk = {xI* = (i, CHYieery X% = {X] = (i, X ) ielL o) }

. : . . jG[Qmsg]/ke[ley]
FunCtiOnS: { E]’k = ECir[R{)/k]/ E]’k = Epub[R{]’k] }

je[Qmsg]rke[ley] ’

7

. . k
Auxiliary Information: auUXLprl0,1 = {Iab]
1 X

priv, iiLPUb }ie[Lpub""l/Lpub"'Lpriv]/je[Qmsg]rke[ley]
— ) k Lk
aUXLprl0,2 = (aUX/ {Xpub}je[Qmsg]r {Ch r }ke[ley}

where we consider 2QmsgQkey inputs and functions. For simplifying the notations, we use two indices j € [Qmsg] and
k € [Qkey| and consider barred and unbarred symbols to represent different variables instead of using the single index
for inputs and functions. In the rest of the proof, we prove

B (X)) = ¢/} BRI = labF : ,
<{ B = G e qmatei@uietion | K7 =900 ALprO, A pr02

jE [Qmsg]/kE [ley]/ie [Lpub]

~ jk ik
‘ <{7 }fe[Qmsg],ke[gkeyl,z‘eucku’ i }je[Qmsg],ke[ley],ie[Lpuu’“’a”XL""O'2>
(16)
where 7{']( — CTLGC for] € [Qmsg] ke [ley} i€ [|Ck|] H {O 1}/\ for] € [Qmsg] ke [ley] i€ [Lpub]’

and a < {0, 1} eiv@msgQiey, Note that the length of & is the same as that of auxpprio- Here CTbGC is the co-domain
of Garble; algorithm. This suffices to conclude the proof, since Equation (16) implies Equation (15) by the security of
LprlO and Lemma 5.7.

To prove Equation (16), we introduce the following sequence of hybrids.

Hyb;. This is the LHS distribution of Equation (16). By unrolling the definition of the functions and rearranging the
terms, we can see that this is equivalent to the following distribution:

: =ik i k Lk
{{labix } 4 d } , aux, {x]l)ub}je[Qmsg}’ {C o I }kG[ley]
E[L] jG[Qmsg],kE[ley]

where ({Iablb}lE[L be{m},a kY Garble(l/\ ck; R]k), t* « {0,1}* for j € [Qmsg] and k € [Qkey)s

(aux, {xpub}], {C*}) + Samp(1"), and x is the i-th bit of x/ = (x ]pub,x Note that here, we merge the

pr|v)
process of generating {C]’ e {Iab]’ }l, and {Iab]’ }l into a single process of running Garble(1%, C; R]’ ).
This does not change the dlStI‘lbuthl’l due to the decomposablhty of bGC, since the former processes are run on
input the common randomness R] for each j and k.

Hyb,. This hybrid is same as the previous one except that we compute the labels and the garbled circuits using the
simulation algorithm. Namely, the view of the adversary in this hybrid is

7k =ik j k _k

where we compute (C/, {Iab{:’k}ie[L]) + bGC.Sim(14, 1%, Ck(x/)) for all j € [Qmsg), k € [Qkey]. Due to the
simulation security of bGC, this hybrid is computationally indistinguishable from the previous one.

Hybs. This hybrid is same as the previous one except that we input random strings into the simulator of the blind
garbled gircuit. Namely, we compute (C/¥, {Iabﬁ’k}ie[L]) as (CI*, {Iabﬁ’k}iem) + bGC.Sim(1*, 1%, AVK),
where A/ {0,1} for all j and k. We can see that this hybrid is indistinguishable from the previous one by
Equation (14).
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Hyb,. This hybrid is same as the previous one except that we replace the output of the simulator for bGC with random
strings. By the blindness of bGC, this game is indistinguishable from the previous hybrid.

By rearranging the terms, we can see that the distribution in Hyb, is equivalent to that of the RHS of Equation (16). We
therefore have that the LHS and RHS of Equation (16). This completes the proof of Theorem 4.6. O

5.4 Reducing the Dependency on Private Input Length

The sizes of the master public key, ciphertexts, and the secret keys of our construction in Section 5.2 are all independent
from the length of x,, and C. However, they still depend on the length of xpriy. Here, we show a simple conversion that
removes this dependency from the sizes of the master public key and secret key. The size of the ciphertext inherently
depends on the length of the private input since it should be hidden, but we can make this dependency minimal if we
start from the scheme with the ciphertext size being independent of the length of the public input. In particular, the
size of the ciphertext only additively depends on the length of x,i,. By applying the conversion in this section to our
construction in Section 5.2, we obtain a construction of partial-hiding FE with the optimal parameter size.

Building Blocks. We use the following ingredients for our construction.

1. A secret key encryption scheme SKE = (SKE.Setup, SKE.Enc, SKE.Dec) with the message space {0, 1} eiv
with pseudorandom ciphertext space as per Definition 2.1. We denote the ciphertext space of the scheme by
CT ske and the key space of the scheme by Cskg. Without loss of generality, we assume Kske = {0,1}*.
Furthermore, we assume that the ciphertext space of SKE is CT skg = {0, l}LP”V“‘. Such a construction can be
obtained by using PRF for example.

2. A PHprFE scheme PHprFE = (Setup, KeyGen, Enc = (EncOff, EncOn), Dec) whose sizes of the master public
key, ciphertext, and secret key are all poly (A, Lpriv). We can construct such a scheme assuming LWE and evasive

Cton
LWE as is shown in Section 5. We denote the online part of the ciphertext space by CT prprre = {0, 1}éPHPrFE.

We describe the new scheme PHprFE' = (Setup’, KeyGen’,Enc’ = (EncOff’,EncOn’), Dec’) for circuit class
C:{0,1}Leub x {0,1}Feriv — {0,1} in the following.

Setu p’(l/\, 1Eeub, 1Leriv) It does the following.
— Run Setup(1*4, 1EeubFLoivtA 14) 5 (mpk, msk).
— Output the master public key mpk and the master secret key msk.

KeyGen'(msk, C). It does the following.

— Define the circuit C’ as follows.
On input (SKE.sk, Xpyb, SKE.ct), output

C’ (Xpub, SKE.ct, SKE.sk) = C(Xpyb, SKE.Dec(SKE.sk, SKE.ct)).

— It runs KeyGen(msk, C") — skcs and outputs skc.

Enc’(mpk, x = (Xpubs Xpriv) ). The encryption algorithm does the following. We divide the algorithm into the
following two steps.

EncOff’(mpk). It runs EncOff(mpk) — (ctof, st) and outputs the offline part of the ciphertext cto and state
st.
EncOn’(st, x = (Xpub, Xpriv) ). It does the following.

— Run SKE.Setup(1*) — SKE.sk.
— Run SKE.Enc(SKE.sk, Xpriy) — SKE.ct.
— Sety := (Xpub, SKE.ct) and z := SKE.sk and run EncOn(mpk, (y,z)) — cton.
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— Output cton’ := (SKE.ct, cton).
The final output of Enc’(mpk, X = (Xpub, Xpriv)) is ct’ := (ctofr, SKE.ct, Cton).
Dec’ (mpk, Xpub, skcr, C, ct’). It does the following.

— Parse ct’ — (ctofr, SKE.ct, cton) and set y := (Xpub, SKE.ct) and ct := (ctoff, Cton).
— Define C’ as in the key generation algorithm.

— Run Dec(mpk, y, skc, C’, ct) — w and output w.

Correctness. We make the following observations.

— From the perfect correctness of underlying PHprFE scheme, with public input y = (Xpub, SKE.ct) and private
inpute SKE.sk, we have

Dec(mpk, y, skcr, C', ct) = C'(y, SKE.sk)
= C'(xpub, SKE.ct, SKE.sk)
= C(Xpub, SKE.Dec(SKE.sk, SKE.ct)) ( by definition of C")

— Next, from the perfect correctness of the SKE scheme, we have

SKE.Dec(SKE.sk, SKE.ct) = SKE.Dec(SKE.sk, SKE.Enc(SKE.sk, Xpriv)) = Xpriv
Thus Dec(mpk, y, skcr, €', ct) = C(Xpub, SKE.Dec(SKE.sk, SKE.ct)) = C(Xpub, Xpriv) and hence the correctness.

Efficiency. Here, we show
Impk| = poly(A), [sker| = poly(A), [ct'| = poly(A) + Leriv-

Given that the length of the private input for the underlying PHprFE is A, it is straightforward to see the first two
equations above hold by the efficiency of PHprFE. To bound the length of the ciphertext ct’, we first observe that
ct’ = (ctofr, SKE.ct, cton ), Where ct := (Ctoff, Cton) constitutes a ciphertext of the underlying PHprFE encrypting
(y,z). We have |ct| = poly(A, |z|) = poly(A) and |SKE.ct| = poly(A) + Lpriv. Therefore, the last equation above
follows as well.

We therefore have the following theorem. The security of the scheme is proven in Theorem 5.11.

Theorem 5.9. Assuming LWE and evasive LWE assumptions, there exists a partially hiding pseudorandom FE scheme,
for circuit class C = {C : {0,1}Fewb x {0,1}Leiv — {0,1}}, that satisfies reusable security (as per Definition 5.4)
whose sizes of the master public key and the secret key are fixed polynomial poly(A). Furthermore, the size of the
ciphertext is Lpyiy + poly(A).

Optimal prFE. Using Remark 5.3, we get a prFE scheme as a special case of PHprFE, for x,,, = L and xpriy = x.
Next, observing the fact that (1) with x,,, = L the security of PHprFE (Definition 5.2) is equivalent to single-challenge
security of prFE (Definition 3.2, with Qmsg = 1) and (2) Definition 5.2 is implied by Definition 5.4, we get a prFE
scheme with optimal parameters. We formalise this in the following theorem.

Theorem 5.10. Assuming LWE and evasive LWE assumptions, there exists a prFE scheme, for circuit class C = {C :
{0,1}Eie — {0,1}}, that satisfies security (as per Definition 3.2, with Qmsg = 1) and efficiency

[mpk| = poly(A), |skc| = poly(A), |ct| = Linp + poly(A).
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Security The following theorem asserts the security of the construction.

Theorem 5.11. The above construction PHprFE’ satisfies reusable security as per Definition 5.4 if so does PHprFE and

SKE is secure as per Definition 2.1.
Proof. Consider a sampler SampPHerE/ that generates the following:
1. Key Queries. It issues Qyey key queries Cy, ..., Cley.

1 1

Qmsg Qmsg
xpub’ xpriv X )

)’ te ’mesg = (xpub 7 priv

2. Ciphertext Queries. It issues messages x! = (
3. Auxiliary Information. It outputs the auxiliary information aux 4.

To prove the security as per Definition 5.4, we prove

mpk, auX, {Cictie(Qn] - mpk, auX, {Cictie[Qmeg] -

{ske = sk }ke[Qmsg] ’ ~ | U= }ke[Qmsg] ’

Lobfosr, { X SKEY, cthy } Lobforr, { Xy 7, 0 }

J€[Qmsg] J€[Qmse]

where ¢/ < CT ske and &/ CT pHprre for j € [Qmsg), assuming we have

(1%, aux, (X0, Cor CO) Y [Qmegl kel Q) e (11 aux, (x5, Ckr A% = {0,1}} (00 ke [0key)

where

({Ck ke 10y 1¥ = (Xt Xbrs) e Qg 20% € (0,1} ) = Samppyypreer (1),
A , .

SKE.sk « SKE.Setup(1"), SKE.ct/ < SKE.Enc(SKE.sk,x.; ),

(mpk, msk) < Setup (174, 1beubFLeivFA 924y

ski < KeyGen(msk, Cy.) for k € [Qyey], where Cj is defined from Cj as in the construction,
(ctofr, st) <— EncOff(mpk),

Cton) EncOn(st,xj ) forj € [Qmsg]-

priv

We invoke the security of PHprFE with sampler SampPHerE that outputs

Functions: {Cli}kG[Qk 1’
) . Lkey ] .
Inputs: { X; = (X{) w = (XL, SKE.ct)), X) . = SKE.skJ) }je[gmsg],
Auxiliary Information: AUXprFE = (auX, {Ck}kE[ley])

By the security guarantee of PHprFE with sampler SampPHerE,

mpk, aux, {Cilicig,,)- mpk 3 {Cilke(Qu,)
k = k/ 7 ~ k = k/ 4
{S k=S Ck}kG[ley] ~e {s £ C"}ke[ley]
Lobf.¢, { Xy = (x, ub,SKE.ctf),cti,n}je[Qmsg] Lobfy, {X;ub = (X]pub/SKE.ctj)/é/}je o

holds if

aux, {C, X Cl(xI )z(aux,C,X],Aj )
( { b Kour Gl )}jG[Qmsg]rke[ley] ‘ { k7 “pub k}jE[Qmsg],kE[ley]
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We first observe that Equation (19) implies Equation (17), since we can invoke the security of SKE to conclude that
mpk, aux, {Ck}ke[ley] ¢ mpk, aux, {Ck}ke[ley} ,

{skk = sker }ke[ley] , o, {skk = sk¢r }ke[ley]

Loborr, { XL, SKE.ct, &/ | Lobforr, { Xy 77, ¢ }

J€[Omsg] J€[Qmsg]

holds by noting that SKE.sk/ is used only for computing SKE.ct/ and not used anywhere else.
Therefore, it suffices to prove Equation (20) to conclude the proof. We have

(aux,{Ck, X o= (<, SKE.ct), Czi(Xj)}j,J - (aux,{ck, x!, v, SKE.ctl, Ck(xj)}j,k)
~, <aux, {Ck, oo Y CTske, Ck(xj)}j/k>
~ (aux, {Ck, X 7V CTske, B ¢ {0,1}}],’]()
~e (aux, {Cor Xy SKE.cH, 4] {0,1}}}}}()

where the first line follows from the definition of Cl’( and X/, the second from the security of SKE noting that SKE.sk/ is
used only for computing SKE.ct/ and not used anywhere else, the third from Equation (18), noting that adding random
string {'yf } j to the distributions in Equation (18) does not make the task of distinguishing the distributions any easier,
and the fourth from the security of SKE again. This proves Equation (20) and therefore completes the proof. O

5.5 Handling Longer Output

So far we have only considered the case where C is a circuit that outputs a single-bit string. Here, we discuss more
general case where the output of the circuit C is longer. To handle such circuits in the construction, we only change the
key generation algorithm. To generate a secret key for C : {0, 1} — {0, 1}°1%, we first consider circuits {C;}; itielout]s
where C; is the circuit that outputs the j-th bit of C’s output and then generate secret keys for {C } j- Itis then easy to
see that the all bits of C(x) can be recovered by using the secret keys for {Cj } j by decrypting a ciphertext encrypting X.
This does not change the size of the master public key and ciphertext, but makes the secret key linearly dependent on the
output length of C. Thus, we get the following theorems.

Theorem 5.12. Assuming LWE and evasive LWE assumptions, there exists a PHprFE scheme, for circuit class
C = {C:{0,1}teuv x {0, 1}Leiv — {0,1}°Ut}, that satisfies reusable security (as per Definition 5.4) and efficiency

|mpk| = poly(A), [skc| = out-poly(A), |ct| = Lpriv + poly(A).

Theorem 5.13. Assuming LWE and evasive LWE assumptions, there exists a prFE scheme, for circuit class C = {C :
{0,1}Eie — {0,1}}, that satisfies security (as per Definition 3.2, with Qmsg = 1) and efficiency

|mpk| = poly(A), |skc| = out-poly(A), |ct| = Linp + poly(A).

6 KP-ABE/PE for Unbounded Depth Circuits with Optimal Parameters

Here we construct KP-ABE and KP-PE schemes supporting unbounded depth circuits and achieving optimal parameters.
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6.1 Construction of KP-ABE with Optimal Parameters

In this section we construct an ABE scheme kpABE = (Setup, KeyGen, Enc, Dec) for message space {0, 1} and circuit
family C, consisting of circuits with input space {0, 1}5 and output space {0,1}. For the purpose of application in
Section 7, we consider a decomposed encryption algorithm as Enc = (EncOff, EncOn) in our construction where
EncOff(mpk) — (ctoff, st), EncOn(st, x, ) — cton and Enc outputs (ctoff, Cton ).

Building Blocks. We require the following building blocks for our construction.

1. A PHprFE scheme PHprFE = PHprFE.(Setup, KeyGen, Enc = (EncOff, EncOn), Dec) from Section 5.4
for circuit family {Cprm = {C : Xpup X Xpriv — Y} }prm Where Xpup = {0, 1}, Xpriy = {0,131 and
Y = {0,1}. We denote the online part of the ciphertext space by PHprFE.CT on. We require the PHprFE
scheme to satisfy reusable security (Definition 5.4). As we show in Theorem 5.9, such a PHprFE scheme can be
constructed assuming LWE and evasive LWE assumptions.

2. A PRF scheme PRF : {0,1}* x {0,1}* — {0,1}. It is known that PRF can be constructed from one-way
functions.

Now, we describe our construction.
Setup (14, 1%). The setup algorithm does the following.

— Generate (PHprFE.msk, PHprFE.mpk) <— PHprFE.Setup (1%, (1¢,14+1)).
— Output msk = PHprFE.msk and mpk = PHprFE.mpk.

KeyGen(msk, C) — skc. The key generation algorithm does the following.

— Parse msk = PHprFE.msk.

— Sample r < {0,1}* and define the circuit C[r], with r hardwired, as follows.
On input (x, i, sd),

Clr)(x 1, sd) — U if C(x) =0
PRF(sd,r) otherwise.

— Compute PHprFE.sk <— PHprFE.KeyGen(PHprFE.msk, Cr]).
Output skc = (PHprFE.sk, 1).

Enc(mpk, x, j¢). The encryption algorithm works as follows.

EncOff(mpk). The offline phase of encryption does the following.

— Parse mpk = PHprFE.mpk.
— Compute (PHprFE.ctof, PHprFE.st) <= PHprFE.EncOff (PHprFE.mpk).
— Output ctoff = PHprFE.ctos and st = PHprFE.st.

EncOn(st, x, j¢). The online phase of encryption does the following.

— Parse st = PHprFE.st.

— Sample sd < {0, 1}, set Xpub = x and Xpriy = (1, d).

— Compute PHprFE.cton <~ PHprFE.Enc(PHprFE.st, Xpub, Xpriv)-
— Output cton := PHprFE.cton.

Output ct := (Ctof, Cton)-
Dec(mpk, skc, C, ct, x). The decryption algorithm does the following.

— Parse mpk = PHprFE.mpk, skc = (PHprFE.sk, r) and ct = (ctoff, Cton) = (PHprFE.ctys, PHprFE.ctop ).
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— Compute y = PHprFE.Dec(PHprFE.mpk, x, PHprFE.sk, C[r], PHprFE.ct), where C|[r] is as defined in the
key generation algorithm.

— Output y.

Correctness. For skc = (PHprFE.sk, t) and ct = (ctoff, Cton) = (PHprFE.ctofr, PHprFE.cton) = PHprFE.ct, we
have

PHprFE.Dec(PHprFE.mpk, x, PHprFE.sk, C[r], PHprFE.ct) = Clr|(x, jt,sd)

) ifC(x) =1
"~ | PRF(sd,r) otherwise.

from the correctness of PHprFE scheme. Now, if C(x) = 1, then from the definition of C[r], we get C[r]|(x, y,sd) = u
and hence the decryption outputs i = y correctly.

Efficiency. Instantiating the PHprFE scheme from Section 5.4 with |PHprFE.mpk| = poly(A), |PHprFE.skc| =
poly(A), |PHprFE.ct| = poly(A) + |Xpriv|, our kpABE scheme satisfies

Impk| = poly(A), [skc| = poly(A), |ct| = poly(A).
We formalise this instantiation using the following theorem. The security is proved in Section 6.2.

Theorem 6.1. Under the LWE and Evasive LWE assumption, there exists very selectively secure KP-ABE scheme
supporting circuits {C : {0,1}¢ — {0,1}} with unbounded depth and single bit message space with

Impk| = poly(A), |skc| = poly(A), |ct| = poly(A). 21

6.2 Security of KP-ABE

For our application in Section 7, we introduce the following security notion.

Definition 6.2 (VerSel-INDr Reusable Security). A kpABE scheme for circuit family C; = {C : {0,1}¢ — {0,1}} is
said to satisfy VerSel-IND reusable security if for all stateful PPT adversary A, the following holds

(aux 4, Cl,...,C%ke, x1,.. . xQms, U) A(l)‘);
(mpk, msk) < Setup(1*,1%);

pe| B =8: (ctoff, st) < EncOff(mpk); <
{Ctgn,() = EncOn(st, X, V)’Ct{)n,l = CTon}je[Qmsg]rﬁ - {01 1};

B’ + A(aux4, mpk, {Ck, Sk FkeQuey  Cloff, {x, Ct{)n,ﬁ }ie(Qmse))

+ negl(A)

NI~

where C7T o, is the ciphertext space of EncOn. We require that for all key queries Cl,...,Ce and challenge attribute
queries x!, ..., x%mss we have CK(x/) = 0.

Remark 6.3. We note that the above security definition implies more standard VerSel-IND security for ABE. This can be
seen by considering the case of Qmsg = 1 and recalling that ct = (Ctoff, Cton ). The above security definition in this
special case implies that the message carrying part of the ciphertext is pseudorandom in VerSel-IND security game.
This immediately implies VerSel-IND security.

We prove the above security of our scheme using the following theorem.

Theorem 6.4. Assume the PHprFE scheme satisfies reusable security (Definition 5.4) and PRF is secure. Then the
above construction of kpABE scheme is secure (Definition 6.2).
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Proof. Consider a PPT adversary A that outputs coins 4, cl,..., Cley, xt, ..., mesg, u. To prove reusable security
as per Definition 6.2, we show

coins 4, mpk = PHprFE.mpk, coins 4, mpk = PHprFE.mpk,
{skF = (PHprFE.skF, rk),Ck}kg[ley], ~e {skF = (PHprFE.skk, rk),Ck}ke[ley], (22)
PHerE.Ctoff,{Xj,PHerE.Ct{)n}je[Qmsg] PHprFE.ctog, {xj, 8 PHprFE.CT on }je[Qmsg]

..., x8mse jssued by the adversary, we

Also for all the key queries Cl,...,C%e and challenge attribute queries x
have C*(x/) = 0.

We invoke the security of PHprFE scheme with sampler Samp that outputs

circuits: {Ck [rk] e [Qeyl”

. I i X — ‘
Inputs: {Xpub = x],Xpriv = (Vde])}je[Qmsg]/
Auxiliary Information:  aux 4 = (coins 4, C',...,Cey,rl, ..., rQky, coins 4)

Using the guarantee of PHprFE scheme with sampler Samp we have that

aux 4, PHprFE.mpk, {Ck[rk}}ke[ley}, aux 4, PHprFE.mpk, {Ck[rk]}ke[ley],
{PHPFEsk }ieio, - | ~ {PHPrFEsk by, v (23)
PHPrFE.ctofr, {X) PHPIFE.Cton' }ic 0pey] PHPIFE.ctoft, { X000} je(0meq]

it (awxa AC I b0, Xt} e0melr 1O (X X Yeei0 € (O]

~e (@ AC I T e 0, {Xubieimalr 1Bt < {011 kel e Ome]) (24)

where X{)ub =x, X = (p,sd!) for sd/ <= {0,1}*,j € [Qmsg)»

priv

(PHprFE.mpk, PHprFE.msk) < PHprFE.Setup(1%, (1¢,1**1)),
PHprFE.skk < PHprFE.KeyGen(PHprFE.msk, CK[t"]), for ¥ « {0,1}%,
(PHprFE.ctys, PHprFE.st) < PHprFE.EncOff(PHprFE.mpk),

PHpIFE.cton/ < PHprFE.Enc(PHprFEst, X! X/ ),

6/ < PHprFE.CT on for j € [Qmsg| Wwhere PHprFE.CT oy is the ciphertext space of PHprFE.EncOn.

First we note that rearranging the terms of Equation (23), it is same as distribution in Equation (22). Thus, to prove
Equation (22), it suffices to prove Equation (24).
Equation (24) holds from the security of the underlying PRF scheme. To see this note that

i\ — CFR o sdl) — 4 P if CF(x/) =1
Xpriv) =C [I‘ ](X], }l,Sd]) - {

CH M) (X! .
) PRF(sd/, 1)  otherwise.

pub’

By the admissibility of the adversary into the kpABE security game, we have C¥(x/) = 0 for all k € [Qkeyl,j € [Qmsg]-
So, we get

CF[P(, u, sd') = PRF(sd/, *)
%C A],k H {0, 1}

where the last equation follows from the security of the PRF scheme. O
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6.3 Predicate Encryption with Optimal Parameters

In this section we sketch out the construction of a PE scheme PE = (Setup, KeyGen, Enc, Dec) supporting unbounded
depth circuits and achieving optimal parameters. The construction is same as that in Section 6.1 with the following
changes.

1. In the building blocks we use a PHprFE scheme with Xy, = { L}, Xprv = {0,1}***1and Y = {0,1}.

2. In KeyGen(msk, C) algorithm the circuit C[r| is defined as follows.
On input (L, x, y,sd),

Cl(Lxpsd) =4 " if C(x) =1
PRF(sd,r) otherwise.

3. In EncOn algorithm we set Xpup = L and Xpriy = (X, 1, sd).
4. In Dec(mpk, sk¢, C, ct)3, we compute y = PHprFE.Dec(PHprFE.mpk, L, PHprFE.sk, C[r|, PHprFE.ct).

It is easy to see that the above PE scheme satisfies correctness. The PE scheme also satisfies VerSel-INDr reusable
security as defined in Definition 6.2 with a similar security proof as in Section 6.2 with the above specified changes. Note
that since the online part of the encryption EncOn(st, x, 1) encodes both the attribute and the message p, replacing it
with a random string hides the information of x and u and thus it satisfies the security requirement for a PE scheme. As
for the efficiency, since we encode x into the private part of the input, the ciphertext size is |x| + poly(A). Summarizing
the above discussion, we have the following theorem.

Theorem 6.5. Under the LWE and Evasive LWE assumption, there exists very selectively secure KP-PE scheme
supporting circuits {C : {0,1}¢ — {0,1}} with unbounded depth with and single bit message space with

[mpk| = poly(A), |skc| = poly(A), [ct| = poly(A) + [x|. (25)

where x € {0,1}".

6.4 Extending the Message Space

Our construction of ABE and PE only allows us to encrypt a single-bit message. Here, we explain how to extend the
message space while maintaining the optimal parameter size. In both cases, it suffices to encrypt message of length A,
since this allows us to employ the hybrid encryption approach, where we encrypt a secret key SKE.sk € {0, 1}A of an
SKE scheme and then use this to encrypt the message.

In the case of ABE, we simply encrypt each bit of SKE.sk, which blows up the ciphertext size by a factor of A, but
this still results in the optimal parameter size of Equation (21). In the case of PE, this approach leads to a ciphertext
of size poly(A) + A|x|, which ruins the optimal ciphertext size of only additively depending on the length of the
attribute. Instead, we change the construction of PE from PHprFE by setting x5, = L and Xpriv = (x, SKE.sk, sd)
and considering a circuit C[i, r] for i € [A] that is defined as

; SKE.sk; if C(x) =1
Cli, 1] (L, x, SKE.sk,sd) = ki iPCR)

PRF(sd,r;) otherwise
where SKE.sk; is the i-th bit of SKE.sk. For generating a secret key of PE for circuit C, we generate PHprFE secret keys
for C[i, ;] for all i € [A] with freshly chosen r;. This allows the decryptor to recover SKE.sk in a bit-by-bit manner. It is
not difficult to see that the construction achieves optimal parameter size of Equation (25) and still maintains the security.

SHere we do not give x as an input.
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7 Compiling KP-ABE to CP-ABE using prFE

In this section we give a compiler that converts kpABE scheme for circuits of unbounded depth to a cpABE scheme
for circuits of unbounded depth using a prFE scheme for pseudorandom functionality. In particular, if we start from a
kpABE scheme with optimal parameter size, the resulting cpABE scheme achieves the optimal parameter size as well.
By combining the kpABE and cpABE, we obtain an ABE scheme for Turing machines from LWE and evasive LWE.
This improves [AKY?24a] in terms of the assumption, which requires the non-standard tensor circular LWE assumption
additionally.

7.1 Construction
Building Blocks. We require the following building blocks for our construction.

L. A key-policy ABE scheme kpABE = kpABE.(Setup, KeyGen, EncOff, EncOn, Dec) for circuit class Cy() =
{C:{0,1}* — {0,1}} consisting of circuits with input length £(A) that satisfies VerSel-INDr reusable security
(Definition 6.2). We require that the scheme satisfies optimal parameter size, namely, the size of the master public
key, secret keys, and ciphertexts are all fixed polynomial. We denote the online ciphertext space of kpABE scheme
by CT on == {0, 1}40”, online ciphertext size by £,,. We also assume that the randomness used by kpABE.EncOn
is of length A without loss of generality. If it requires longer randomness, we can derive it by a PRF. We can
instantiate such kpABE scheme by our construction in Section 6.1.

2. A FE scheme for pseudorandom functionality prFE = (prFE.Setup, prFE.KeyGen, prFE.Enc, prFE.Dec) for
circuit class C = {C : {0,1}1 — {0, 1} e }. Here, the depth of the circuit is unbounded, but the input and the
output lengths are fixed. For our compiler, we set L(A) = poly(A) for some fixed polynomial poly(-). We
require the size of the master public key and the ciphertext to be fixed polynomial in A and the size of the secret
key to be £on - poly(A). Such a construction can be obtained by applying the conversion described in Section 5.5
to our construction of PHprFE in Section 5.4. We use CT rg to denote the ciphertext space of the scheme and

prm = (1L, 150") to denote the parameters describing the circuit class.

3. A pseudorandom function PRF : {0, 1}* x {0,1}* — {0, 1}*. It is known that PRF can be constructed from
one-way functions.

Now, we describe our compiler for constructing a ciphertext-policy ABE scheme cpABE = (Setup, KeyGen, Enc, Dec)
for circuits of unbounded depth with attribute length /.

Setup(1%,1¢) — (cpABE.mpk, cpABE.msk). The setup algorithm does the following.

— Run (prFE.mpk, prFE.msk) < prFE.Setup(1%, prm).
— Set cpABE.mpk = prFE.mpk and cpABE.msk = prFE.msk. Output (cpABE.mpk, cpABE.msk).

KeyGen(cpABE.msk, x) — cpABE.sky. The key generation algorithm does the following.

— Parse cpABE.msk = prFE.msk and sample r < {0, 1}*.

Define circuit F[x, r], with x, r hardwired, as follows.
On input (kpABE.st,sd, u):

— Compute and output kpABE.cto,,
where kpABE.cton = kpABE.EncOn(kpABE.st, x, i; PRF(sd, r)).

Compute prFE.sk <— prFE.KeyGen(prFE.msk, F[x, 1]).
— Output cpABE.sky := (r, prFE.sk).

Enc(cpABE.mpk, C, i) — cpABE.ct. The encryption algorithm does the following.
— Parse cpABE.mpk = prFE.mpk and sample a PRF key sd < {0,1}*.
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— Generate (kpABE.mpk, kpABE.msk) < kpABE.Setup(1%,1¢).

— Generate (kpABE.ctoff, kpABE.st) <— kpABE.EncOff (kpABE.mpk).

— Compute prFE.ct < prFE.Enc(prFE.mpk, (kpABE.st,sd, u)).

Compute kpABE.skc <+ kpABE.KeyGen(kpABE.msk, C).

Output cpABE.ct := (prFE.ct, kpABE.mpk, kpABE.ctof, kpABE.skc).

Dec(cpABE.mpk, cpABE.sky, x, cpABE.ct, C). The decryption algorithm does the following.

— Parse cpABE.mpk = prFE.mpk, cpABE.skx = prFE.sk, and cpABE.ct = (prFE.ct, kpABE.mpk,
kpABE.ctosr, kpABE.skc).

— Compute y = prFE.Dec(prFE.mpk, prFE.sk, F[x, ], prFE.ct).
— Compute and output kpABE.Dec(kpABE.mpk, kpABE.sk¢, C, (kpABE.ctoff, ¥), X).

Correctness. We prove the correctness of our scheme using the following theorem.
Theorem 7.1. Assume kpABE is perfectly correct. Then the above construction of cpABE scheme is correct.

Proof. From the correctness of prFE scheme, with probability 1 we have
y = F[x, r](kpABE.st, sd, ;1) = kpABE.cton

where kpABE.cton = kpABE.EncOn(kpABE.st, x, y#; PRF(sd, r)). Next, from the correctness of kpABE, if C(x) = 1,
it follows that kpABE.Dec(kpABE.mpk, kpABE.skc, C, kpABE.ct, x) = u, where kpABE.ct = (kpABE.ctofr, kpABE.cCton ).
O]

Efficiency. Our cpABE scheme satisfies
|cpABE.mpk| = poly(A), |cpABE.skyx| = poly(A), |cpABE.ct| = poly(A).
To see the above we make the following observations:

1. Instantiating kpABE scheme as in Section 6.1, we have |kpABE.mpk| = poly(A), |kpABE.sk¢| = poly(A),
|[kpABE.ctoff| = |kpABE.cton| = poly(A)

2. Instantiating prFE scheme as in Theorem 5.13, we have |prFE.mpk| = poly(A), |prFE.sk| = fonpoly(A) =
poly(A), |prFE.ct| = Linp + poly(A), where Linp is the input length of the prFE scheme. In our construction
Linp = |kpABE.st| + |sd| + || = poly(A).

Using the above we note that

— |cpABE.mpk| = |prFE.mpk| = poly(A).

— |cpABE.sky| = |r| + |prFE.sk| = A + poly(A) = poly(A).

— |cpABE.ct| = |prFE.ct| + |[kpABE.mpk| + |kpABE.ctof| + |kpABE.sk¢| = poly(A).
We formalise the instantiation using the following theorem.

Theorem 7.2. Under the LWE and Evasive LWE assumption, there exists very selectively secure CP-ABE scheme
supporting circuits with unbounded depth {C : {0,1}¢ — {0,1}} and single bit message space with

|mpk| = poly(A), |skx| = poly(A), |ct| = poly(A)

where x € {0,1}".
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7.2 Security
We prove the security of our scheme via the following theorem.

Theorem 7.3. If the prFE scheme is secure (Definition 3.2, with Qmsg = 1), kpABE scheme satisfies VerSel-INDr
reusable security (Definition 6.2) then the construction of cpABE satisfies VerSel-IND security.

Proof. Suppose the adversary A with randomness coins 4 queries for C, y1, X1, . .. Xo. We want to prove

coins 4, cpABE.mpk = prFE.mpk, coins 4, cpABE.mpk = prFE.mpk,

{F[x, rk]}ke[Q]f cpABE.sky, = {erE.skk}ke[Q], ~. {F[x, rk]}ke[Q]r cpABE.sky, = {erE-Skk}ke[Q]r

cpABE.ct = (prFE.ct, kpABE.mpk, kpABE.ctoff, kpABE.skc) cpABE.ct = (A, kpABE.mpk, kpABE.ctff, kpABE.skc)
(26)

where A < CT prg, assuming we have C(x;) = 1 for all the key queries Xy, .. ., X and the challenge circuit C
issued by the adversary. Observe that the equation on the left is the view of the adversary in the real world and that
on the right is the view of the adversary in the ideal worlds. Here F[x, ri] denotes the functions corresponding to
k-th key query x; as defined in the KeyGen algorithm, prFE.sk; <— prFE.KeyGen(prFE.msk, F[xk, rx]) for k € [Q],
(kpABE.ctoff, kpABE.st) < kpABE.EncOff(kpABE.mpk), prFE.ct < prFE.Enc(prFE.mpk, (kpABE.st,sd, 1)) for
sd < {0,1}" and kpABE.sk¢ < kpABE.KeyGen(kpABE.msk, C).

We invoke the security of prFE with sampler Samp that outputs

Functions: {Fxk, %] bre ()
Input: (kpABE.st, sd, ),
Auxiliary

Information:  aux = ({xg, rk}ke[Q]/ kpABE.mpk, kpABE.sk¢, kpABE.ctoff, coins 4)

By the security guarantee of prFE with sampler Samp we have that

if (aux, {F[xg, rx], F[xg, 1] (kpABE.st, sd, P’)}ke[Q]) P (aux, {F[x, 1], 0 + {0, 1}fen }ke[Q])

N prFE.mpk, aux, {F[xy, ri], prFE.sky}rec(g) prFE.mpk, aux, {F[xy, ri], prFE.sky}ic(g]
then ~ ,
prFE.ct < prFE.Enc(prFE.mpk, (kpABE.st,sd, 1))/ A CT orre

where one can see that the latter equation is equivalent to Equation (26). Thus to prove Equation (26), it suffices to prove

(aux, {Xk, Tk }ke[q), {KPABE.ctonk = F[xy, 4] (kpABE.st, sd, ) }re(), kPABE.skc)
~ (aux,{xk,rk}ke[Q], {6 < (0,1} Y, kpABE.skc). 27)

For clarity in the further steps of security proof we write the equation on L.H.S. of the above equation as

( coins 4, {Xx, Tx fre[g), kPABE.mpk, kpABE.skc, )

KPABE.ctofr, {kpABE Cton s = kpABE.EncOn(kpABE st, xi, #; PRF (sd, 1¢)) }e (g 28)

where we unroll aux and F[xy, ] (kpABE.st, sd, ;1) based on their definitions. We prove the pseudorandomness of
{kpABE.cto k } in Equation (28) via the following sequence of hybrids.

Hyby. This is the distribution in Equation (28).

®Note that the information about y is encoded in prFE.ct.
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Hyb;. This hybrid is same as the previous one except that we output a failure symbol if the set {ry} ke[Q] contains a
collision. We prove that the probability with which there occurs a collision is negligible in A. To prove this it
suffices to show that there is no k, kK € [Q] such that k # k' and r; = rp. The probability of this happening
can be bounded by Q?/2" by taking the union bound with respect to all the combinations of k,k’. Thus the
probability of outputting the failure symbol is Q% /2" which is negl(A).

Hyb,. This hybrid is same as the previous hybrid except that we change all the PRF values { PRF(sd, ry) } to truly
random values {Ry < {0,1}*}. By the change introduced in the previous hybrid, PRF(sd, -) is invoked on
fresh input for each k. Therefore, we can replace { PRF(sd, 1) }; with truly random { Ry} by the security of
PRF without being noticed by the adversary. We now consider the following distribution:

coins 4, {xk,rk}ke[Q}, kpABE.mpk, kpABE.skc,
kpABE.ctos, {kpABE.Cton,k — kpABE.EnCOn(kpABE.St, xk'ﬂ)}ke[Q] ’

Hybs. In this hybrid we invoke the reusable security of kpABE scheme to switch {kpABE.ct,,  }x to be random
strings in {0, 1},
We claim that an adversary .4 who can distinguish Hyb, and Hyb; can be used to break reusable security of
kpABE. The reduction B works as follows.

— Asends coins 4,C,xq, ..., XQ, p to the reduction.
— Bsends (C, {x¢ }x, 1) to the kpABE challenger. The challenger does the following.
— Generates (kpABE.mpk, kpABE.msk) < kpABE.Setup(1%,1¢).
— Computes kpABE.skc <+ kpABE.KeyGen (1%, C) and (kpABE.ctof, kpABE.st) < kpABE.EncOff (kpABE.mpk).
- Computes kpABE.ctgn,k <+ kpABE.Enc(kpABE.st, x, ) and kpABE.ct(l)n/k  {0,1}fer for all k €
[Ql.

— Samples a bit B <— {0,1} and returns (kpABE.mpk, kpABE.skc, kpABE.ctof, {kpABE.ctfn K Tkelq]) to
5 ,

— Breturns (coinsA, {Xt, 1 }re|q), kPABE.mpk, kpABE.skc, kpABE.ctof, {kpABE.ctfnlk}kG[Q]) to A.

— A outputs a guess bit /. B outputs the same bit as its guess.
We note that if the challenger samples f = 0, then B3 simulates Hyb, with adversary else it simulates Hybs.
Admissibility of 3. Observe that by the admissibility of cpABE, A sends challenge queries C, x1, ..., XQ, 4

such that C(xx) = 0 for all k € [Q]. Thus the query (C, {xy }, ) sent by B to the kpABE challenger satisfies
C(xx) = 0 for all k € [Q]. This establishes the admissibility of B.

We observe that the view of the adversary in Hybs is the same as the R.H.S of Equation (27) and hence the proof. [

Implications to ABE for Turing Machines. We note that our unbounded CP-ABE scheme Theorem 7.2 and
unbounded KP-ABE scheme Theorem 6.1 can be used to instantiate ABE for Turing Machines ([AKY?24a]).

Corollary 7.4. Under the LWE and evasive LWE assumptions, there exists a very selectively secure ABE for TM with
Impk| = poly(A), [sk| = |M]-poly(A), [ct| = |x|-t-poly(A)
where the Turing machine M runs on input x for time step £.

[AKY?24a] uses the LWE , evasive LWE and circular tensor LWE assumptions for their construction with
Impk| = poly(A), |sk| = poly(|M],A), [ct| = poly(A, |x|, ¢).
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A Blind Batch Encryption from LWE

In this section, we construct a blind batch encryption scheme from LWE that is required for the construction of the
laconic pseudorandom poly-domain obfuscation scheme in Section 4.

A.1 Basic Scheme from LWE

Here, we provide the construction of basic blind batch encryption under LWE assumption. The construction is a slight
variant of the hash encryption scheme proposed in [DGHM 18], where we modify the construction so that it has perfect
correctness and satisfies our notion of strong blindness (Definition 2.27). The construction here does not satisfy the
efficiency requirement required in Section 4. However, we can bootstrap the construction to satisfy the requirement
using the conversion in Appendix A.2.

In the following, we use the rounding function ||, : Z; — Z; defined as | x], &f P : x-‘ mod 2.

q

Setup(1%,1N). The setup algorithm does the following.

— Sample u;, < Zj forj € [N] and b € {0,1}.

— Output crs := {u; }je|N]pef01}-
Gen(crs, X € {0,1}"). The generation algorithm does the following.

— Parse crs = {u]’,b}je[N],be{O,l}-

— Compute h := ¥ ;c [y uj x; € Zj where X; € {0,1} is the j-th bit of X.

— Output h.

SingleEnc(crs, h, i, (10, #1)). The single encryption algorithm, for i € [N] and messages (yo, #1) € {0, 1}, does
the following.
— Parse crs = {up }jc(n) pefo}-
— Sample s < Z, ¢j;, < Dy, forj € [N]\{i} and b € {0,1}, and ¢}, ¢;; < D ..
— Compute ¢;j, == sTu]«,b +ejp forj € [N]\{i} and b € {0,1}.
— Compute
Cip = {ST (h—u;p) + eﬁ,bw , D
forb € {0,1}.

— Check whether s (h —u;;) € [q/4—B,q/4+ B]U[39/4 — B,3q/4+ B] holds forb = O or b = 1. If
so, replace each of {c; }jc[n)pefo,1} With L and setc;, = py, for b € {0,1} and some B > 07. Otherwise,
do nothing.

— Output ct := {Cj,b}je[N],be{O,l}-
SingleDec(crs, X, i, ct). The single decryption algorithm, for X € {0,1}N and i € [N], does the following.
— Parse crs = {u;; }e[njpefo} €t = ({¢jp}je(n)peqo)) Where ¢jp € ZgU {L} for j € [N]\{i} and
cip € {0,1} forb € {0,1}.
— If ¢jp = L for some j, b, set ' := c; x;.

— Otherwise, compute

Woe=cix e | ), x| -
ey,

7We introduce this step to remove the correctness error.
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— Output ',

Remark A.1. We note that the crs in the above scheme is a uniformly random bit string.

Parameter. We set g to be a power of 2, so that a random string over Z, can be interpreted as a binary random string.
We set y super-polynomially larger than ¢ so that the smudging is possible.

q — 25)\, B — 23)\/ ,0_ — 22)\/N/ ,,)/ — 22)\)\(4}(1)
Succinctness. We can see that the hash is of fixed length and thus the construction is fully succinct.

Correctness. With the above set parameters, we show that our scheme achieves perfect correctness.

— Ifc;p, = L for some j € [N]\{i} and b € {0,1}, then ' := ¢;x. = ux, with probability 1 and hence the
b ] H ,Xi HX; P y
correctness.

— Ifcj, # L forany j € [N]\{i} and b € {0,1}, we compute

po=cix, @ Z CjX;
jeNI\{i} 2

- \‘ST (h - ui,Xi) + e;,X,-—‘ 5 D px; ® Z STuf/Xj T
N\ )
= S—r Z u],X] — ui,X; + el/‘,Xi @ ]/lXi @ Z STuj,X]' + e]‘,X].
e , eI {1} ,

= | X sTwix x| @m@| Y sTwxtex
eV ) 2 jeINT\(3 .

= I’lX,

where the last equality follows from our parameter setting, |e! . | < B and Lic[N]\{i} |€j,Xj| < B and the guarantee
that Zje[N}\ (i} sTu]-, X; is sufficiently far, from the second to the last step of the encryption algorithm, from the

"unsafe zone" where small noise can change the rounded value (i.e., [§/4 — B,q/4+ B] U [39/4 — B,3q/4 + B]).
Security. Next, we prove the security of our scheme.
Theorem A.2. The above construction satisfies SingleEnc security (Definition 2.26 ) under the LWE assumption.
Proof. We consider the following sequence of hybrids.
Hyb,. Real game.

Hyb;. Change the encryption algorithm so that it never sets ¢;, = L (i.e., we erase the branch of the computation

introduced to eliminate the possibility of the decryption error). Since s' (h — u;0) and s’ (h —u;1) are
distributed uniformly at random over Z,, the probability of | being output is bounded by 4B /. Therefore, this
hybrid is statistically indistinguishable from the previous one.

68



Hyb,. In this hybrid we compute ¢; x; as

Ci,X; = Z cix; + ef,xi D pux;-
jeINI\{i} 5

By the smudging lemma, this hybrid is statistically close to the previous hybrid. To see this, we note the following.
— In Hyb; we have
— el /
Cix; = {S (h - ui;Xi) + ei,Xi—‘ 2 D ux;

— Substituting h = Yic[N] u)x;, we get

ax = |s' Y wx+ex| @nx (29)

jEINT\(i} )

— From our parameter setting we have | Lic[n)\ (i} ej,X]-| < A@() YieN|\{i} e]«,Xj| < |ef/X’_\ wheree;, € D,

and engi S DZ,W' Thus using noise flooding (Lemma 2.4) and Equation (29) we have

agx, =|s Y ujx; + ) ej/X],—i-eg,Xi @ px,
jeINI\{i} jEINI\i} 2

= ‘ Z ‘ (sTu]',X]. + ej,X]-) + €§,XZ_ D ux,
e [NTL () )

= Z Cj,Xj + e;,Xi D HX;
e NI} ,

with overwhelming probability.
Hybs. To compute ¢; 1 _x,, we set it as
T /
Cil-X; = LS (h—wu;_x,) +e—x, + 61-,17;(,} ) D p1-x;,

where e;1_x, <~ Dy ,. By the smudging lemma, this hybrid is statistically close to the previous hybrid.
To see this, we note that initially we have

Cil-X;, = \‘ST (h - ui,1_X,.) + eg,l—X,»_‘ ) S Hi1-X; (30)

where egrl_ x. € Dz,,- Next, from our parameter setting, we have Av(@) lei1—x,| < |e§,1_ Xf' where ¢;1_x, <
DZ - Thus using noise flooding (Lemma 2.4), we can write Equation (30) as

_ T !
cii-x; =[5 (h—wpix) +e-x +e_x [ & p-x,
’ 1 2

Hyb,. Replace {c]-,b }j;«éi,be{o,l} ands ' (h — ui,lei) + e;1-x, computed for ¢; 1 _x, with random elements in Z;.
This game is computationally indistinguishable from the previous one by LWE.

Hybs. Now, ¢;1_x, is sampled as ¢;1_x, < {0,1}. This game is statistically close to the previous game, since the
value inside the round function is already uniformly random over Z;.
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O

Theorem A.3. The above construction satisfies strong blindness as per Definition 2.27 under the LWE assumption.

Proof. The proof is almost the same as that of Theorem A.2, where we consider the same sequence of the hybrids. We
can skip Hyb,, since ¢; x, is already random by the definition of the blindness security game. In Hybs, the ciphertext is
a random string. Therefore, we can conclude the proof of the theorem. O

A.2 Bootstrapping the Basic Scheme

Our construction of BBE in Appendix A.1 has large CRS size and single ciphertext size, both of which linearly depend
on N. However, we require a BBE scheme whose sizes of these parameters are independent of N in Section 4. Here, we
obtain a scheme with the required properties from LWE by applying the conversion from [BLSV 18] to our construction
in Appendix A.1.

Theorem A.4 (Adapted from Appendix A.2 of [BLSV18]). Assuming that there exists a 1/2-succinct BBE scheme
(defined in Definition 2.25) whose CRS size is poly(A, N) and single-ciphertext size is poly(A, N). Then, the
construction can be converted into a fully-succinct BBE scheme with CRS size poly(A, log N) and single-ciphertext
size poly(A,log N). Furthermore, the conversion preserves strong blindness property.

Sketch of proof. Since the above theorem is not explicitly shown in [BLSV 18], we provide an explanation on how to
extract the above theorem from their result. There, they show a construction of fully-succinct BBE scheme starting from
a 1/2-succinct BBE scheme. They only provide the description of the encryption algorithm, but it is easy to extract a
description of single encryption algorithm from it. For the reference for the readers, we sketch their construction and
explain how to obtain the single encryption algorithm out of it.

To setup the system, they generate d = log(N/A) number of CRSes, all of which are generated by Setup( 1%, 12’\).
Each CRS string is assigned to each layer of the tree. To compute a hash value on input X € {0,1}, they consider
a Merkle tree of depth d. The leaves of the tree consist of N/A nodes and X is evenly split and assigned to the
corresponding node. Then, we assign hash values to the internal nodes of the tree starting from the layer of the tree right
above the leaves to the root. To define a hash value /1, associated to a node v, we hash the values associated with its
children, namely, thO and thl, where we use the CRS corresponding to that layer. The final output of the hash (i.e.,
Gen(crs, X )) is the hash value /. assigned to the root node €.

We then explain how the encryption algorithm works. For each node v, they generate subct part of the underlying
BBE ciphertext and a garbled circuit.® We denote the former by subct, ; and the latter C,. For the garbled circuit
corresponding to the root node, we additionally provide the input labels laby,_that corresponds to he. The garbled
circuits associated with internal nodes are obtained by garbling a circuit that takes as input 4, and outputs subct, part of
the BBE ciphertext that encrypts the labels of the garbled circuits corresponding to its children under the public key 7.
For the leaf nodes, the garbled circuits encrypt the messages instead of the labels.

To decrypt a ciphertext, for each leaf v, we traverse the hash tree from the root to v and obtain the message
corresponding to X, as follows. We first obtain subct, » by evaluating Ce on labels laby,_. Then, combined with subct, 1,
this recovers the entire BBE ciphertext corresponding to the root node € that encrypts the labels of the garbled circuits of
the next layer. This BBE ciphertext can be decrypted by using the string that concatenates kg and /1. This in particular
gives the labels Iabhv1 corresponding to 1y, , where vy is the first bit of v. This then allows us to recover subcty, » by
evaluating the garbled circuit. We traverse down the tree in this way until we reach at the leaf node v, where we recover
the corresponding message.

We then explain how we define the single encryption algorithm. To encrypt a message for a position 7, we consider
the leaf node v corresponding to the index i. We then run the encryption algorithm and remove the ciphertext components
that are not necessary for traversing down the tree to the leaf node v. Namely, we only include labj,, and subcty, 1, Co
for all w that is an ancestor of v in the ciphertext. We can see that these components are sufficient for the decryption to
work correctly.

Now, we can see that the construction achieves CRS size of poly(A,log N), since there are d = log(N/A) number
of CRSes of the base BBE. Similarly, the single-ciphertext size is of poly (A, log N), since there are d number of garbled

8We refer to Remark 2.28 for the explanation on subct; and subct;.
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circuits and subcty, 1, each of which is of fixed polynomial size. We also observe that the conversion preserves the strong
blindness. In [BLSV18], they show that the ciphertext is pseudorandom except for {subcty, 1 } . is an ancestor of o- If the
underlying BBE satisfies strong blindness, subcty, 1 is an empty string for all w. This indicates that the entire ciphertext
of the final scheme is pseudorandom, as desired. This holds even if we consider single-ciphertext, since the single
ciphertext is obtained by removing some part of the ciphertext. O

By applying the conversion to our construction in Appendix A.1, we obtain the following theorem.

Theorem A.5. There exists a fully-succinct BBE scheme with CRS size of poly(A,log N) and single-ciphertext size of
poly(A,log N) from LWE where N denotes the length of the keys supported by the scheme

B Bootstrapping AB-LFE to KP-ABE with unbounded depth using prFE

In this section, we show a formal description of the construction of kpABE for unbounded circuits using 1ABE sketched
in Section 1.3. This provides an alternative pathway to obtain kpABE for unbounded depth circuits different from that
given in Section 6. Instead of 1ABE, our construction is formally described using abLFE, but this turns out to be almost
equivalent, as discussed later in this section. We can instantiate the abLFE by the recent construction by [HLL23] or
blind garbled circuit [BLSV18]. The former instantiation leads to more efficient construction than the latter, but it
introduces an additional assumption of circular LWE in addition to LWE and evasive LWE. Compared with Section 6,
the constructions obtained here are simpler, though their parameter sizes are sub-optimal. Importantly, we do not rely
on the result regarding pPRIO from our companion paper [AKY24b] in this section.

B.1 Attribute Based Laconic Functional Encryption

Syntax. An attribute based laconic function evaluation (abLFE) scheme for a circuit class {Cprm = {C :
Xorm — {0,1}}}prm for a parameter prm = prm(A) and a message space M consists of four algorithms
(crsGen, Compress, Enc, Dec) defined as follows.

crsGen(lA, prm) — crs. The generation algorithm takes as input the security parameter 1 and circuit parameters
prm and outputs a uniformly sampled common reference string crs.

Compress(crs, C) — digest. The compress algorithm takes as input the common random string crs and a circuit
C € C and outputs a digest digest.

Enc(crs, digest, (x, #)) — ct. The encryption algorithm takes as input the common random string crs, a digest digest,
an attribute x € Xprm and a message # € M and outputs a ciphertext ct.

Dec(crs, C,ct) — p/ L. The decryption algorithm takes as input the common random string crs, a circuit C, digest
and a ciphertext ct and outputs a message y € M or L.

Definition B.1 (Correctness). An abLFE scheme for circuit family Cprm is correct if for all prm, C € Cprm, X € Xprm
such that C(x) = 1, and for all messages 4 € M,

crs + crsGen (1%, prm),
digest = Compress(crs, C),
ct < Enc(crs, digest, (x, 1)) :
Dec(crs, C, ct) # p

Pr = negl(A)

where the probability is taken over the coins of Setup, KeyGen, and Enc.

Definition B.2 (Pseudorandom Ciphertext Security). For a abLFE scheme and an adversary A, we define the
experiment for security Exptg?hFE(lA) as follows.

1. Run A to receive circuit parameters prm. Run crs +— crsGen(1%, prm) and send crs to A.
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2. A chooses C € Cprm, X € Xprm and p € M. Run digest = Compress(crs, C), sample § < {0,1}. If =0,
it computes cty <— Enc(crs, digest, (x, jt)) else if B = 1, it computes ct; <— CT spLre, Where CT aprg is the
ciphertext space of abLFE. It sends digest, ctg to A.

3. A outputs a guess bit §’ as the output of the experiment.

We define the advantage Advi‘fLFE(/\) of A in the above game as

AdvEFE(R) = |Pr[ExptiTE(1Y) = 1] — Pr[Bxpt® (1Y) = 1]

We say that a abLFE scheme is adaptive pseudorandom ciphertext secure if for every admissible PPT adversary A, we
have Advi{’LFE(A) < negl(A), where A is said to be admissible if C(x) = 0.

The selective (resp. very selective) notion of the security requires the adversary A to choose x (resp. x, C) along with
prm before it receives crs.

Definition B.3 (Decomposability). We say that a abLFE scheme for a circuit class {Cprm = {C: Xorm —
{0,1}} }prm satisfies decomposability if for any crs < crsGen(1%, prm) and digest < Compress(crs, C), we have
digest = {digest; };c|,] for some polynomial gc, which may depend on C, and size(digest;) < poly(A). Further-
more, we have that Enc(crs, digest, (x, 1)) = {Enc;(crs, digest;, (x, 1)) }ic[q] Where size of the encryption circuit
size(Enci(, (,-))) < poly(A, Ix|).

Remark B.4. Here, we do not require the digest to be much smaller than the circuit description C, unlike the usual
convention in the context of abLFE. This relaxation allows us to instantiate abLFE using blind garbled circuits, which
do not have compact digests.

B.2 Construction of kpABE with Unbounded Depth
Building Blocks. We require the following building blocks for our construction.

1. An attribute-based laconic function evaluation scheme abLFE = abLFE.(crsGen, Compress, Enc, Dec) for circuit
class C ¢(1)» consisting of circuits with input length ¢(A) and with unbounded depth and size. We let £2PFE and

CT abLre = {0, 1}thb "% denote the ciphertext length and the ciphertext space of the scheme, respectively. We
assume that the abLFE scheme is decomposable (Definition B.3), i.e., we have abLFE.Enc = {abLFE.Enci}ie[qC]
for some g and use d,p e to denote the maximum depth of a circuit required to compute {abLFE.Enci}ie[q BE

2. A FE scheme for pseudorandom functionality prFE = (prFE.Setup, prFE.KeyGen, prFE.Enc, prFE.Dec) for

circuit class CL( A)orpe (1), (25LFE consisting of circuits with input length L(¢, A), maximum depth d,.rg(A) and
Mpr| rtc

output length Kgi’LFE. We denote by prm the parameters (1L(/\), 14prre(Y) 10 LFE) that specifies the function class
being supported. We also denote the ciphertext space of the scheme by C7 rE.

3. APRF function PRF : {0,1}* x {0,1}* — {0, 1}Rien where Ry, is the length of randomness used in abLFE.Enc.
We assume that PRF can be computed by a circuit of depth at most d,rg.

We assume that uniform sampling from the ciphertext space is possible without any parameter other than the security
parameter A.

Now, we describe our compiler for constructing a key-policy ABE scheme kpABE = (Setup, KeyGen, Enc, Dec) for
circuits of unbounded depth with attribute length £(A). We denote the ciphertext space of the scheme by C7T page. For
our construction, we have CT ypaBe = CT prrE-

Setup(14,1%) — (mpk, msk). The setup algorithm does the following.

— Run (prFE.msk, prFE.mpk) < prFE.Setup(1%, prm) and crs < abLFE.crsGen(1%).
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— Set msk = prFE.msk® and mpk = (prFE.mpk, crs). Output (msk, mpk).
KeyGen(msk, C) — skc. The key generation algorithm does the following.

— Parse msk = prFE.msk and sample r < {0, 1}*.
— Compute digest = abLFE.Compress(crs, C). Parse digest = {digest; };c[y]-

— For i € [q¢], define circuit Flcrs, digest;, r|, with crs, digest;, r hardwired, as follows
On input (sd, x, pt):
- Compute abLFE.ct; := abLFE.Enc;(crs, digest;, (x, t); PRF(sd, r)).
— Output abLFE.ct;.
— Fori € [gc] compute prFE.sk; <— prFE.KeyGen(prFE.msk, Fcrs, digest;, 1]).

— Output ske = ({digesti, prRE.ski}tic(pc)r r) :
Enc(mpk, x, t) — ct. The encryption algorithm does the following.

— Parse mpk = (prFE.mpk, crs) and sample a PRF key sd < {0, 1}*.
— Compute prFE.ct < prFE.Enc(prFE.mpk, (sd, x, jt)).
— Output ct := prFE.ct.

Dec(mpk, skc, C, ct, x) — y. The decryption algorithm does the following.
— Parse mpk = (prFE.mpk, crs), skc = ({digesti, erE.ski}ie[qC],r) and ct = prFE.ct.

— Foralli € [q¢c], compute y; = prFE.Dec(prFE.mpk, prFE.sk;, Fcrs, digest;, r], prFE.ct).
— Sety = (y1,...,Yqc) and output abLFE.Dec(crs, C, y).

Correctness. We prove the correctness of our scheme using the following theorem.

Theorem B.5. Assume abLFE and prFE schemes are correct, and PRF is secure. Then the above construction of kpABE
scheme is correct.

Proof. From the correctness of prFE scheme we have

y; =F[crs, digest;, r|(sd, x, i)
=abLFE.ct; = abLFE.Enc;(crs, digest;, (x, t); PRF(sd, 1))

for i € [gc] with probability 1. Thus we have y = {abLFE.ct;}c(;.) = abLFE.ct. Next, by the correctness of abLFE
scheme it follows that, if C(x) = 1,

abLFE.Dec(crs, C,y) = abLFE.Dec(crs, C,abLFE.ct) = u

with all but negligible probability. O

Security. We prove the security of our scheme via the following theorem.

Theorem B.6. Assume that the prFE scheme is secure (Definition 3.2), abLFE scheme satisfies very selective
pseudorandom ciphertext security (Definition B.2). Then our construction of kpABE scheme satisfies VerSel-INDr
security (Definition 2.16).

W.L.O.G we assume that msk contains mpk.
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Proof. Suppose the adversary A with randomness coins 4 queries for x, s, Cy, ... Cg. To prove the security of kpABE
scheme as per Definition 2.16, we show

coins 4, mpk = (prFE.mpk, crs), coins 4, mpk = (prFE.mpk, crs),

{Flers, digesty i, 4] }re [Qli€lgc, ]’ {Flers, digest ;, 4] }re Qli€lac, ]’

ske, = {p"FE~Skk,i}k€[Q],ie[qck]/ . skg, = {PrFE-Skk,i}ke[Q],ie[qck]/ Gh
ct = prFE.ct < prFE.Enc(prFE.mpk, (sd, x, 1)) ct =0+ CT prE

where Flcrs, digesty ;, 1] denotes the functions corresponding to k-th key query Cy as defined in the KeyGen algorithm
and prFE.sky; < prFE.KeyGen(prFE.msk, F[crs, digesty ;, 1i]) for k € [Q],i € [g¢c,]. Also for all the key queries
C1,...,Cq and the challenge attribute x issued by the adversary, we have Cy(x) = 0.

We invoke the security of prFE with sampler Samp that outputs

Functions: {F[crs, digesty ;, ry] }ke[Q],ie[qu]/
Input: (sd,x, 1),
Auxiliary Information:  aux = (coins 4, {crs, Cy, digesty ;, rk}ke[Q],ie[qu])

By the security guarantee of prFE with sampler Samp we have

prFE.mpk, aux, {F[crs, digesty ;, 1], erE'Skk,i}ke[Q],iE[qck]
prFE.ct <— prFE.Enc(prFE.mpk, (sd, x, 1))

[ PrFE.mpk, aux, {F[crs, digesty ;, 1¢], erE'Skk,i}ke[Q],ie[qck}
~c
A = CT oFe

if
(a ux, {Flcrs, digesty ;, 1], abLFE.cty;}re Qliclgc,] ) (32)

abLFE

N (aux/ {Flers, digesty, ti], (9r1,- - Okge ) {0,1}fa }ke[Q])

where abLFE.cty; = Fcrs, digesty ;, 1¢](sd, x, 1) = abLFE.Enc;(crs, digesty ;, (x, 1t); PRF(sd, r;)) for k € [Q],i €
[9c]-

Thus to prove Equation (31), it suffices to prove Equation (32). We prove Equation (32) via the following sequence of
hybrids.

Hybg. This is the LHS distribution of Equation (32).

(aux, {Flcrs, digesty ;, ri], abLFE.cty; = abLFE.Enc;(crs, digesty ;, (x, 1t); PRF(sd, rk))}ke[Q] ielge ]> .
’ &
We can rewrite the above distribution as

(aux, {Flcrs, digesty ;, ri], abLFE.cty = abLFE.Enc(crs, digesty, (x, #); PRF(sd, rk))}ke[Q] iclic ]> .
AElC,

where digest;, = {digEStk,i}ie[qu] and abLFE.cty = {abLFE'Ctk,i}ie[qck] for all k € [Q].

Hyb,. This hybrid is same as the previous one except that we output a failure symbol if the set {rk}ke[Q], in aux,
contains a collision. We prove that the probability with which there occurs a collision is negligible in A. To
prove this it suffices to show that there is no k, k' € [Q] such that k # k’ and r; = rp. The probability of this
happening can be bounded by Q?/2* by taking the union bound with respect to all the combinations of k, k’.
Thus the probability of outputting the failure symbol is Q% /2" which is negl(A).
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Hyb,. In this hybrid we change all the PRF values computed using sd to random. Namely, we replace PRF(sd, ry)
with true randomness Ry. Since PRF is invoked for fresh input for each k € [Q], this hybrid is indistinguishable
from the previous hybrid. We now consider the following distribution:

(aux, {F[crs, digesty ;, 1x], abLFE.ct; = abLFE.Enc(crs, digesty, (x, ;4))},(6[@,{6[%](])

Hybs. In this hybrid we invoke the security of abLFE scheme to switch abLFE.ct; to random for all k € [Q]. Namely,
the distribution is now:

({F[crs,digestk,i, 1;], abLFE.ct, < CTabLFE}kE[QMG[qu])

By the admissibility of the adversary and very selective pseudorandom ciphertext security of abLFE, this hybrid
is indistinguishable from the previous one.

This completes the proof. O

B.3 AB-LFE (or 1ABE) from Blind Garbled circuits.

In this section we give a construction of abLFE = (crsGen, Compress, Enc, Dec) for a circuit class C = {C : {0,1}F —
{0,1}} and message space {0,1} from blind garbled circuits. Our construction supports circuits of unbounded depth
and input length. Our construction can equivalently be seen as constructing a 1ABE scheme.

Building Blocks. A blind garbled circuit scheme bGC = (bGC.Eval, bGC.Garble, bGC.SIM) scheme for circuit class
C.

Construction. We describe our construction for abLFE scheme abLFE = (crsGen, Compress, Enc, Dec) below.
crsGen(1%) — crs. The crs generation algorithm outputs crs := L.
Compress(crs, C) — digest. The Compress algorithm outputs digest = C.
Enc(crs, digest, x, #) — ct. The encryption algorithm does the following.

— Parse digest = C, sample R < {0, 1} and define circuit C[R], with R hardwired, as follows
_JuifC(x) =1,

CIRIGo 1) =\ Ritcrx) = 0.

— Compute ({Iab]«,h}je[Hl]’be{OJ},(/Z[\R/]) < bGC.Garble(1*,1L+1,C[R], 11).

— Outputct = (C[R],Iabx,y) where laby, = (laby ..., laby, 1, labp 1 1,,).

Dec(crs, C,ct) — u/ L. The decryption algorithm does the following.

— Parse ct = ((/?[\R/],Iabx,y).

—_—

— Output ¢’ = bGC.Eval(C[R], laby).

Correctness. The correctness of the scheme follows directly from the correctness of the underlying bGC scheme. We
prove it using the following theorem.

Theorem B.7. Assume that the blind bGC is correct (Definition 2.19). Then the abLFE scheme is correct (Definition B.1).

Proof. For ct = (E[\I_{/], Iabx,y> where laby, = (labyy,, ..., labp x,,labr y1,,), we have

—_—

bGC.Eval(C[R], laby) = p

if C(x) = 1 from the correctness of bGC scheme with probability 1. This implies the correctness. O
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Efficiency. The abLFE scheme has the following efficiency properties.

|digest| = |C|, |ct] = O(|C|, L, A).

Decomposability. The decomposability follows from the decomposability of the blind garbled circuits. In particular
we can parse digest = {digest; };c(|c|], Where digest; = C; for i € [|C|] and C; denotes the i-th gate of C in topological

—

order. We can also parse ct = {ct; };[c|] Where we can set ct; = (C1[R], laby) and ct; = G;[R] for i € [2,[C]]

where C;[R] denotes the i-th gate of C;[R] and C;[R] is the corresponding garbling. Note that here |digest;| = poly(A)
and |ct;| < poly(A,L).

Security. The security of the scheme follows from the simulation security and the blindness of the underlying bGC
scheme. We prove this using the following theorem.

Theorem B.8. Assume that the bGC scheme satisfies simulation security (Definition 2.20) and blindness (Definition 2.21).
Then the abLFE scheme satisfies adaptive pseudorandom ciphertext security (Definition B.2).

Proof. Suppose the adversary after receiving crs = L from the challenger outputs the challenge circuit C and the
challenge inputs (x, y¢). To prove the security of the abLFE scheme, we consider the following sequence of hybrids.

Hybg. This hybrid corresponds to the real-world game where the ciphertext is computed honestly using the Enc
algorithm.

Hyb,. This hybrid is same as the previous hybrid except that the challenger computes (6, IE\B) + bGC.SIM(17%,

1/CIRIl 1L+1 R) where R + {0,1}.
Noting that C[R](x, #) = R by the admissibility of the adversary, Hyby ~. Hyb; follows by the simulation
security of the bGC scheme.

Hyb,. This hybrid is same as the previous hybrid except that the challenger samples uniformly random string (5, I;B)
such that |(C, lab)| = [bGC.SIM(1%4, 1541 1/CIRIl R)| and returns digest = C, ct = (C, lab) to the adversary.
Hyb; ~. Hyb, using the blindness of the bGC scheme.

Note that in Hyb,, the adversary is given a random string. Therefore, the adaptive pseudorandom ciphertext security
follows. J

Equivalence of 1ABE and abLFE from Blind Garbled Circuits. We show that the abLFE scheme instantiated from
blind garbled circuits is in fact equivalent to the instantiation of 1ABE using BGC— which we bootstrap to a full fledged
KP-ABE using prFE in the technical overview (Section 1.3).

First, we roughly outline the instantiation of 1ABE using BGC : 1) Setup: set msk = Rpgc, Where Ry is the
randomness required to compute bGC components. 2) Encrypt: To encrypt (X, ) using msk = Rpgc, we simply
generate bGC labels corresponding to (x, #) using randomness Rpgc. 3) Keygen : To generate a key for circuit C using
msk we first sample some randomness R < {0,1} and generate bGC garbled circuit corresponding to C[R], where
C[R] is defined exactly as in the above construction, using randomness Rpc. This secret-key 1ABE is (1-key,1-ct)
secure and has random keys and random ciphertexts.

Next, we note that this 1ABE is equivalent to abLFE from bGC except for minor syntactical differences. Both
primitives essentially generate the components of a bGC scheme, the only difference being that 1ABE generates the
garbed circuit and garbled labels in KeyGen and Enc separately using the same randomness, while abLFE generates
both in Enc(crs, digest, (x, j¢)) since digest = C is provided as input. So, when bootstrapping a 1ABE to kpABE, we
let the prFE output both 1ABE.sk and 1ABE.ct as described in technical overview. This is the only difference from the
construction of kpABE using abLFE.

Instantiating the abLFE scheme as above, and using a prFE scheme supporting dp,.re = poly(A) depth circuits
with input length L = ¢ + A + 1, we obtain the following theorem.
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Theorem B.9. Under the LWE assumption and the Evasive LWE assumption, there exists a very selectively secure
kpABE scheme for circuits of unbounded depth and attribute length £ with

|mpk| = ¢ -poly(A), |skc| =|C|-£-poly(A), |ct| =£-poly(A).

We note that the kpABE scheme instantiated as above has longer secret keys but is not based on any circular
assumptions.

B.4 Using the abLFE from HLL

We can directly instantiate the abLFE in Appendix B.2 with the construction shown by [HLL23] (HLL henceforth).
For this instantiation, we do not assume decomposability of abLFE since the HLL construction has succinct digest,
i.e. gc = 1 for any C and |digest| = O(1). This instantiation leads to the parameter size of |mpk| = poly(¢,A),
|skc| = poly(¥, A), and |ct| = poly (¥, A), which is already better than the previous instantiation.

By adding a twist to the construction in Appendix B.2 exploiting the structural property of HLL, we can improve the
secret key size so that its dependency on £ can be removed. To do so, we exploit the online-offline structure of the
abLFE.Enc algorithm which can be split as abLFE.Enc = (abLFE.EncOff, abLFE.EncOn). Here, abLFE.EncOff takes
as input crs and x and outputs the offline part of the ciphertext abLFE.ctyg and short state st and abLFE.EncOn takes as
input digest and st and outputs online part of the ciphertext abLFE.cton. Formally, HLL proved the following theorem:

Theorem B.10 ([HLL23]). Under the circular LWE assumption, there exists a very selectively secure abLFE scheme
for circuit class C = {C : {0,1}¢ — {0,1}"'} satisfying

crs| = O(4, 1), |digest| = O(A), |st| = O(A), |ctofr| = O, A), |cton] = O(F, A
|crs|

We make slight modifications to our construction of kpABE scheme to optimize the secret key size. The high level
idea is very simple. Instead of letting the prFE decryption recover the entire abLFE ciphertext, we recover only the
online part of it. We then put the offline part of abLFE ciphertext into the ciphertext of kpABE so that the decryptor can
recover the entire abLFE ciphertext during the decryption. This eliminates the necessity of hardwiring crs to the prFE
secret key, since the online part can be computed only from the short state and digest. This leads to the improvement on
the efficiency, since the state and digest are of fixed polynomial size, while crs is of size O(¢). Concretely, we modify
the KeyGen, Enc, Dec algorithm of Appendix B.2 as follows.

KeyGen(msk, C). This is same as the KeyGen algorithm in Appendix B.2 except the following.
— Define circuit F[digest, r] (instead of F|crs, digest;, r]) , with digest, r hardwired, as follows
On input (sd, st):
— Compute abLFE.cto, := abLFE.EncOn(st, digest; PRF(sd, 1)).
— Output abLFE.ctop,.
— Compute prFE.sk < prFE.KeyGen(prFE.msk, F[digest, 1]).
— Output skec = (digest, prFE.sk, 1).
Enc(mpk, x, j¢). The encryption algorithm does the following.
— Parse mpk = (prFE.mpk, crs) and sample a PRF key sd < {0,1}".
Compute (abLFE.ctys, st) <— abLFE.EncOff(crs, (x, i)).

Compute prFE.ct < prFE.Enc(prFE.mpk, (sd, st)).
Output ct := (abLFE.ctof, prFE.ct).

Dec(mpk, skc, C, ct, x). The decryption algorithm does the following.

— Parse mpk = (prFE.mpk, crs), skc = (digest, prFE.sk, r) and ct = (abLFE.cto, prFE.ct).
— Compute abLFE.cto, = prFE.Dec(prFE.mpk, prFE.sk, F[digest, ], prFE.ct).
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— Sety = (abLFE.ctf, abLFE.cton) and output abLFE.Dec(crs, C,y).

We note that even with the above changes the correctness and security arguments are same as that of Appendix B.2.

For this instantiation, we have dflg‘fgé‘ = poly(A) where dang?é‘ is the maximum depth of a circuit required to
compute abLFE.EncOn and hence we use a prFE scheme supporting d,rg = poly(A) depth circuits with input length
L = poly(A). We formalise this using the following theorem.

Theorem B.11. Under the circular LWE assumption and the Evasive LWE assumption, there exists a very selectively
secure kpABE scheme for circuits of unbounded depth and attribute length ¢ with

|mpk| = poly(¢,A), |skc|=poly(A), |ct| = poly({,A).
We note that the kpABE scheme instantiated as above has succinct keys and ciphertexts. Our scheme achieves the

same parameters as the unbounded depth KP-ABE scheme by [HLL23] but does not make use of the circular evasive
LWE assumption as they do.
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