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Abstract—Stablecoins, a type of cryptocurrency pegged to
another asset to maintain a stable price, have become an impor-
tant part of the cryptocurrency ecosystem. Prior studies have
primarily focused on examining the security of stablecoins from
technical and theoretical perspectives, with limited investiga-
tion into users’ risk perceptions and security behaviors in sta-
blecoin practices. To address this research gap, we conducted
a mixed-method study that included constructing a stablecoin
interaction framework based on the literature, which informed
the design of our interview protocol, semi-structured interviews
(n=21), and Reddit data analysis (9,326 posts). We found that
participants see stable value and regulatory compliance as key
security advantages of stablecoins over other cryptocurrencies.
However, participants also raised concerns about centralization
risks in fiat-backed stablecoins, perceived challenges in crypto-
backed stablecoins due to limited reliance on fully automated
execution, and confusion regarding the complex mechanisms of
algorithmic stablecoins. We proposed improving user education
and optimizing mechanisms to address these concerns and
promote the safer use of stablecoins.

1. Introduction

A stablecoin is a cryptocurrency that attempts to main-
tain price stability either by being backed by specific assets
or by using algorithms to adjust the supply based on de-
mand [1]. Notably, three of the five most traded cryptocur-
rencies are stablecoins, with a collective market capitaliza-
tion surpassing 130 billion USD by 2023 [2]. Tether USD
(USDT), a prominent stablecoin, is utilized by over four
million accounts on the Ethereum blockchain [3].

The widespread adoption of stablecoins has increasingly
made them targets for malicious attacks, with losses amount-
ing to 27 million dollars [4]. This underscores the critical
importance of researching security within the stablecoin
sector. Stablecoins uniquely combine the stability of fiat
currencies with the cryptographic security and transparency
offered by blockchain technology. This dual nature means
that interactions with stablecoins span both traditional fi-
nancial systems and the cryptocurrency ecosystem, raising
security concerns from both domains [5].

Existing research predominantly examines the secu-
rity of stablecoins from technical and theoretical perspec-
tives, exploring aspects such as the stability of stablecoin
value [6], [7], the impact of stablecoins on financial robust-
ness [8], [9], [10], and attacks on protocol designs [11],
[12], [13], leaving a gap in our understanding of users’ risk
perceptions and security behaviors in stablecoin practices.
Given the substantial market capitalization and widespread
usage of stablecoins, it is crucial to investigate why users
prefer stablecoins and the security risks they perceive during
cryptocurrency transactions. This study aims to bridge this
gap by focusing on user-centered issues related to stable-
coins. We explore users’ perceptions and interactions within
traditional and crypto financial systems, and the security
risks they face while using stablecoins. The research ques-
tions guiding our investigation are as follows:

RQ1: What security advantages do users perceive in
using stablecoins compared to other cryptocurrencies?

RQ2: How do users perceive unique security risks when
using stablecoins?

Our study aims to deepen our understanding of stable-
coins through a mixed-methods approach that addresses our
research questions. Initially, we collected online resources
and conducted an open coding analysis to understand the
interaction of stablecoins within the crypto market. This
foundation allowed us to conduct a qualitative study through
semi-structured interviews with 21 participants. Addition-
ally, we analyzed online discussions on Reddit to understand
community attitudes and interactions, enriching our findings
with perspectives from a broader demographic.

Our study reveals that users perceive stablecoins to offer
significant security advantages over other cryptocurrencies,
notably in terms of value stability and regulatory compli-
ance. The consistent value of stablecoins is a critical factor
that influences users to adopt stablecoins for the secure stor-
age of crypto assets and diversification of investment risks.
In terms of regulatory compliance, most users believe that
stablecoins provide a secure entry to engage in the crypto
market. Some users, however, exploit regulatory loopholes
to use stablecoins for tax evasion, viewing this as an “un-
ethical” security advantage. Security risks vary depending
on the type of stablecoin. For fiat-backed stablecoins, major



concerns include transparency, reserve adequacy, third-party
risks, and regulatory ambiguities. Crypto-backed stablecoins
elicit worries about the potential devaluation of the collateral
and limited reliance on fully automated execution. Algo-
rithmic stablecoins, which lack collateral, raise concerns
regarding the stability of their underlying algorithms and
the robustness of their ecosystems. We further discuss confu-
sions among users regarding the mechanisms of stablecoins,
as well as the technical characteristics of cryptocurrencies
and their implications for user risk profiles.

Our research makes three key contributions that aim to
inform both the practical development and usability design
of stablecoins and the broader cryptocurrency ecosystem:

• Firstly, we present the unique perceived risks associ-
ated with stablecoins compared to other cryptocurrencies,
analyzing the specific concerns users have regarding stable-
coin risks.

• Secondly, we uncover common confusions and iden-
tify perceived security risks of stablecoins, offering design
implications aimed at addressing these challenges. This
is pivotal for bridging the gap between user perceptions
and stablecoin designs, establishing a foundation for future
research to enhance stablecoin usability and security, and
guiding stakeholders toward developing stablecoins that are
both user-friendly and secure.

• Lastly, by focusing on users’ perspectives, our research
highlights the relationship between the technical features of
cryptocurrencies and users’ perceived security risks. This
offers valuable insights into the broader design of cryptocur-
rencies, suggesting ways to improve user engagement and
security.

2. Background and Related Work
In this section, we first provide a brief introduction to

stablecoins and summarize existing research on the topic.
We then review prior studies on the perception of security
risks associated with cryptocurrencies.

2.1. An Introduction to Stablecoins
Stablecoins are a rapidly evolving subcategory of cryp-

tocurrency designed to minimize price volatility [6]. The
stability is achieved by pegging the price to a stable asset,
typically a fiat currency (e.g., the US dollar). To keep the
price stable, operators either maintain physical reserves of
the underlying asset or employ algorithms that adjust to
fluctuations in demand and supply [6], [14]. There are three
main types of stablecoins: fiat-backed stablecoins, crypto-
backed stablecoins, and algorithmic stablecoins [14].

Fiat-backed stablecoins are supported by funds held
by an issuer for safekeeping. They are issued by an entity
that accepts a corresponding amount of fiat money at a
predetermined ratio (e.g., 1:1) [6], [14]. For every unit of
the stablecoin in circulation, an equivalent amount of fiat
currency is held in reserve by the financial institution [15].
Examples include USDT [16] and USD Coin (USDC) [17].

Crypto-backed stablecoins are backed by cryptocur-
rencies held as collateral [6]. Due to the volatile nature of
cryptocurrencies, crypto-backed stablecoins generally need

to be over-collateralized at a certain ratio to maintain sta-
bility. For example, a collateralization ratio requirement
of 150% means a user needs to deposit $150 worth of
cryptocurrencies to mint $100 of a stablecoin. A well-known
example of a crypto-backed stablecoin is DAI [18].

Algorithmic stablecoins leverage algorithmic and in-
centive mechanisms to maintain their price stability. They
often operate under-collateralized, meaning they don’t rely
on a reserve of assets to maintain a stable value. The laws
of supply and demand are integral to the mechanics of algo-
rithmic stablecoins [19]. For instance, when demand rises,
the algorithm can mint new tokens to maintain stability,
and when demand decreases, it can burn tokens to reduce
supply. A well-known example is TerraUSD (UST) [20],
which unfortunately experienced a severe crash.

2.2. Studies on Stablecoins

Prior research has primarily examined the stability of
stablecoins [19], [21], [22] and identified the interrelations
between stablecoins and other cryptocurrencies [6], [21].
There are few papers that have studied users’ perceptions of
stablecoins [9], [23] and a special type of stablecoin named
Central Bank Digital Currency (CBDC) [24], [25].

Researchers find that the stability of stablecoins differs
based on the underlying design choices. A study analyzing
high-frequency data of six major stablecoins found them ex-
cessively volatile [26]. Another study models how the prices
of fully collateralized stablecoins change due to traders’ be-
haviors, focusing on the interplay of trend following and peg
deviations, i.e., the role of arbitrage in keeping stablecoins
“stable” [27]. Some identify that volatility varies across
different stablecoins; for instance, the instabilities of major
stablecoins such as USDT and USDC drive comparatively
smaller stablecoins, while algorithmic stablecoins are easily
de-pegged [6], [21], [22].

Moreover, previous studies examine the relationship
between stablecoins and cryptocurrency [28], [29]. Some
studies focus on the impact of stablecoins on the returns
and trading volumes of other cryptocurrencies, especially
Bitcoin (BTC, a cryptocurrency) [28]. It has been observed
that there is a significant increase in BTC prices during the
crypto boom following purchases with USDT, which tends
to occur after market downturns. However, other research
argues that there is no evidence that stablecoins positively
influence the price of other crypto assets; rather, an increase
in stablecoin issuance follows other crypto asset price in-
creases [29].

Two studies discuss the user perceptions of stablecoins.
One study summarizes that an affinity for new technologies
and a penchant for political autonomy have emerged as
motivations for the preference towards stablecoins [9]. The
other study takes Libra, a stablecoin proposed in 2019 by
Facebook, as an example to discuss the adoption of sta-
blecoins [23]. Concurrently, scholarly attention has shifted
towards the exploration of CBDCs in recent years [24], [25].
CBDCs are digital currencies issued by a country’s central
bank to function as the digital equivalent of that nation’s



official fiat currency [30]. Prior research encompasses anal-
yses of various attributes and potential risks associated with
CBDCs, including concerns over privacy [31]. It is important
to emphasize that CBDCs are different from stablecoins.
Since CBDCs are centrally issued and managed, they con-
trast with stablecoins, which are typically praised for their
decentralized nature and the anonymity they provide in the
cryptocurrency market. Consequently, the public’s percep-
tion and the security challenges associated with stablecoins
may significantly differ from those related to CBDCs.

2.3. Perceived Security Risks of Cryptocurrency

Since the inception of BTC [32], cryptocurrencies have
garnered significant interest in the field of user studies.
Their decentralized nature places greater responsibility on
end users for managing their assets, thereby exposing them
to security risks when using cryptocurrencies [33].

Sas and Khairuddin pinpointed various risks encountered
by users, ranging from lost passwords and malicious attacks
to engaging with dishonest trading partners and failure to
recover from human error or malice [34]. Additionally,
Abramova et al. conducted a survey among cryptocurrency
users, exploring their perceptions of risks such as extor-
tion, theft of private keys, mistakes leading to loss, and
vulnerabilities associated with wallets and exchanges [35].
Based on previous work, Froehlich et al. categorized these
risks into three areas: human error, betrayal, and malicious
attacks [36]. Human errors are frequently reported across
studies, including forgotten passwords, forgotten storage
locations, lost private keys, wrongly sent transactions, or
poor investment decisions [34], [35], [37]. Risks of betrayal
result from users misplacing trust in a third party, such as
exchanges that fail to adequately protect their customers’
cryptocurrency [37]. Instances of malicious activities are
widely recorded, including dishonest traders, extortion, and
vulnerable wallets or exchanges [35], [37], [38].

2.4. Summary of Gaps in the Literature

Although stablecoins are widely adopted within the
crypto ecosystem, our understanding of stablecoins in user
studies is still limited. Existing studies have predominantly
focused on crypto users’ perception of interaction and secu-
rity concerns with cryptocurrencies, the macroeconomic im-
plications of stablecoins, and the stability mechanisms. Yet,
there is a significant gap in qualitative research exploring the
reasons why users choose stablecoins over other cryptocur-
rencies and how they perceive and mitigate security risks
during crypto practices. The security issues associated with
stablecoins exceed the risks faced by traditional cryptocur-
rencies, as stablecoins employ more complex stabilization
mechanisms and also exhibit significant differences in mar-
ket performance. Given the importance of stablecoins in the
blockchain ecosystem, there is a need for further research
focusing on the security implications from a user-centered
perspective. To bridge this knowledge gap, we propose two
research questions to understand users’ perceptions of the
security advantages of stablecoins and security concerns.

3. Methods
We adopted a mixed methods approach to explore users’

perception of stablecoins. Initially, we collected online re-
sources to establish a foundational understanding of the
stablecoin market and users’ interactions. This preparatory
study informed the design of our subsequent in-depth inter-
views and enabled us to design the interview protocol. Then
we conducted semi-structured interviews with 21 partici-
pants to explore users’ perceptions. We also examined online
discussions within cryptocurrency communities on Reddit to
capture a broader spectrum of perspectives, which allowed
us to reach a broader user base, thereby complementing and
enriching our interview findings.

3.1. Study1: Construction of a Stablecoin Interac-
tion Framework

We collected resources to understand how users inter-
act with stablecoins. Three primary sources were chosen
for a broad overview: (1) stablecoin introductions by the
Ethereum Foundation [39], which hosts many stablecoin
projects; (2) whitepapers and websites of notable stablecoin
projects highlighted by the Ethereum Foundation; and (3)
information from stablecoin projects listed on CoinMarket-
Cap [2], a leading crypto market data provider.

We then applied an inductive thematic analysis ap-
proach [40] to process the resources. We provide a summary
of the stabilization mechanisms, the methods for acquiring
stablecoins, and their various application scenarios. This
foundational understanding serves as the benchmark for
further analyzing user perceptions and their practical en-
gagements with various types of stablecoins. For detailed
information, refer to Figure 1 and online appendix, which
illustrates the interaction scenarios of stablecoins within the
crypto ecosystem.

3.2. Study2: Interview Study

3.2.1. Participant Recruitment. Web3 users frequently en-
gage in discussions on platforms such as Discord and Tele-
gram [41], so we posted our recruitment message through
these platforms. Prospective participants first completed a
screening survey that captured details such as age, gen-
der, and years of experience using stablecoins. We first
recruited 9 participants from Discord and 2 participants
from Telegram. During the interviews, we asked the directly
recruited participants if they could share our recruitment
message within their networks, which led to an additional
10 participants across three snowball sampling chains.

3.2.2. Participant Background. We had 21 participants,
with their demographics detailed in Table 1. Eight partici-
pants were aged 18-24, eleven were 25-34, and two were
35-44; eighteen identified as men and three as women. All
participants had prior experience using stablecoins, though
the length of their experience varied. Specifically, thirteen
participants reported over three years of expertise, five had
2-3 years, and three had 1-2 years.

https://github.com/AnonymousAuthor2025/Online-appendix/blob/main/Method/Study1_Details%20in%20Observation%20Study.md


Figure 1: An Interaction Framework of Stablecoin within the Crypto Ecosystem. The issuance process of fiat-backed
stablecoins corresponds to reference points ❶-❹ and ❽-❾. Take USDT as an example, ❶ User 1 deposits 100 dollars into
Tether’s bank account, and then ❷ Tether uses a smart contract to ❽ mint 100 USDT and ❾ allocates to the user. ❸ The
operator (issuer) deposits the fiat collateral in a reserve institution like a bank. Stablecoin reserves are maintained by central
entities that regularly audit their funds and ❹ work with regulators to ensure that the entities holding stablecoin reserves
remain compliant. The issuance process of crypto-backed stablecoin corresponds to reference points ❺-❻ and ❽-❾. Take
DAI as an example, ❺ User 2 deposits $150 worth of ETH into a collateralized debt position (CDP) [18] set up by Maker.
❻ The collateralized vault triggers a smart contract to ❽ mint $100 worth of DAI and ❾ sends it to the user [18]. The
issuance process of algorithmic stablecoin corresponds to reference points ❼-❽. Algorithmic operator ❼ manages to set the
conditions for the stablecoin’s stability mechanisms. Following this, ❽ the stablecoin is minted automatically by the smart
contract based on these predefined rules. ❾ The newly created stablecoins are allocated to users.

3.2.3. Semi-structure Interview. The interview was struc-
tured into two specific sections, each corresponding to one
of our research questions. (1) Experience with Stablecoin:
In the first part of our study, we explored the participants’
experience with stablecoins, including their preferences. The
discussions focused on the reasons behind their preference
for using stablecoins and their perceptions of the security
advantages these offer compared to traditional cryptocur-
rencies like BTC and Ether (ETH). Sample questions in-
cluded “How do you think stablecoins differ from other
cryptocurrencies like BTC?”, “Can you give some examples
of stablecoins you are familiar with?”, and “What made
you choose to use [specific stablecoins mentioned by the
participant]?”.

(2) Risk Perception and Mitigation: The second part of
our study aims to delve deeply into participants’ perceptions
of the security risks associated with stablecoins. Initially, we
encouraged open dialogues, prompting participants to articu-
late their personal views on the vulnerabilities of stablecoins.
For example, we posed questions such as “Have you ever
been concerned about the price instability of stablecoins?”
As the discussion progressed, we explored further into the
reasons behind their concerns to better understand the depth
and nuances of their views. Additionally, we inquired about
how they managed these various risks.

3.2.4. Interview Data Analysis. We transcribed interview
recordings and analyzed the qualitative data using thematic
analysis [42]. During the initial phase, two researchers
independently analyzed a subset comprising 20% of the
full set of interview transcripts. Two researchers engaged
in a comparative discussion of the emergent themes. Points
of divergence were thoroughly debated, and themes were
subsequently refined and synthesized into a preliminary
codebook. After coding all transcripts, the same researchers
checked an additional 10% to further verify the codebook’s
reliability. Both researchers independently conducted a de-
ductive thematic analysis using the preliminary codebook.
The analysis yielded a Cohen’s Kappa score of 0.81, sig-
nifying a high degree of interrater reliability. We identified
emergent themes across two core dimensions: users’ percep-
tion of the security advantages of stablecoins and security
risks of using stablecoins. To assess the robustness and
completeness of our data, we conducted a data saturation
analysis. All emergent themes were listed in the order of
their appearance from participant P1 to P21. The absence
of new themes in the latter stages of the interview sequence
substantiated our claim of achieving data saturation.

3.3. Study3: Online Discussion Data Analysis
We selected Reddit as the data source to gather online in-

teraction data. Reddit boasts a diverse user base representing
various geographic locations and cultural backgrounds [43],



TABLE 1: Demographics of the Interviewees. NA indicates that the interviewee was unwilling to provide this information.

ID Age Gender Occupation Country Exp. (yrs) Stablecoins Usage
P1 25-34 Male Engineer China 2-3 USDT
P2 18-24 Male Student China >3 USDC, USDT
P3 25-34 Male Freelancer Montenegro >3 USDT, USDC, DAI
P4 25-34 Male Investor China >3 USDT, USDC, DAI, UST
P5 25-34 Male Crypto researcher Singapore >3 USDT, USDC, DAI, UST, FRAX
P6 25-34 Male Software engineer China >3 BUSD, USDT
P7 25-34 Male Assets manager China >3 USDT
P8 18-24 Male Software engineer Singapore >3 USDT, USDC, LUSD, RAI
P9 25-34 Male NA United States >3 USDC
P10 18-24 Male Student United States 2-3 USDC, DAI
P11 18-24 Female Analyst Singapore 2-3 USDT, USDC
P12 35-44 Male Entrepreneur United Kingdom >3 USDT, DAI, USDP
P13 25-34 Female Student China >3 USDC, USDT, DAI
P14 35-44 Male Software engineer China 1-2 USDT
P15 25-34 Male Student China 1-2 BUSD, USDT, USDC
P16 18-24 Male Student Australia >3 USDT, USDC, UST
P17 25-34 Female Accountant Australia 1-2 USDT, BUSD, UST
P18 25-34 Male Software engineer Malaysia >3 USDT, USDC, BUSD, UST
P19 18-24 Male Web3 practitioner United Kingdom 2-3 USDT, USDC, DUSD
P20 18-24 Male Student United States 2-3 USDT, USDC
P21 18-24 Male Assets manager United Kingdom >3 USDT, USDC, DAI

enabling us to gather more insights for our research. De-
tailed information is provided in the online appendix.

3.3.1. Data Collection. We examined the top five hundred
subreddits on the Reddit platform, subsequently selecting
subreddits tagged as “crypto”. A total of seven such subred-
dits were identified: r/CryptoCurrency, r/ethereum, r/bitcoin,
r/dogecoin, r/NFT, r/CryptoMarkets, r/Crypto-Technology.

To construct our dataset, we initially extracted all posts
from the targeted subreddits using relevant keywords. The
extraction process was facilitated by the Python Pushshift.io
API Wrapper (PSAW) [44]. Our selection of keywords
included notable stablecoin projects such as “USDT”,
“USDC”, “DAI”, and the names of the stablecoin issuer
such as “Tether”, “Circle”. Following the data extraction, we
conducted a manual review of the collected posts to ensure
each contained at least one of the specified keywords. We
scratched 9,326 posts initially.

3.3.2. Data Processing. Prior to uploading our scraped
data to ChatGPT-4 [45], we performed local anonymiza-
tion of sensitive information within the dataset. For this
task, we utilized the open-source toolkit Microsoft Presidio,
specifically designed to ensure sensitive data identification
and anonymization [46]. Previous studies have validated
its effectiveness, with an accuracy rate of up to 99% in
identifying Personally Identifiable Information (PII) [47].
To uphold privacy and ethical research standards, we para-
phrased all Reddit user quotations in our main text to prevent
identification via search functionalities.

3.3.3. Data Analysis and Categorization. We categorized
Reddit posts to investigate user discussions about stable-
coins. First, we performed an initial classification of 9, 326
posts to gain an overview of online discussions related to sta-
blecoins. Next, based on the results of the first classification,
we further categorized 1, 192 posts under the “Stablecoin

Discussions” category to explore these discussions in greater
depth. Finally, again based on the first classification results,
we conducted a more detailed classification of 4, 211 posts
under the “Stablecoin Security Risk Discussions” category
to better understand the nuances of online discussions re-
garding stablecoin risks. Each round of classification fol-
lowed a specific procedure:

Step1: Initially, we randomly selected 100 posts from
each category. Two researchers independently analyzed 20%
of the selected posts, developed an initial coding framework,
and refined it through iterative comparison until a consistent
codebook was established. This finalized codebook was ap-
plied to the remaining posts by the two researchers, followed
by a final consistency check after all posts were coded.

Step2: Subsequently, the codebook was organized into
classification criteria through thematic analysis, which
served as prompts for ChatGPT-4 to analyze the posts.
ChatGPT-4 first categorized the same 100 posts that had
been manually classified by the researchers. The results
were compared, and if the accuracy rate reached 85%, the
same standard was used to allow ChatGPT-4 to continue
classifying the remaining posts.

Step3: For posts that could not be automatically classi-
fied, the researchers conducted manual reviews.

In our study, we first randomly selected 100 posts from
a total of 9,326 using a randomization function for thematic
analysis. Two authors independently analyzed 20% of the
selected posts, developing initial codes and refining them
through iterative comparison until a consistent codebook
was established. Following this, the two authors applied the
finalized codebook to the remaining posts and performed
a final consistency check after coding all the posts. This
iterative process ensured the development of a robust and
reliable coding framework. Our analysis identified three
primary categories: Category1: Introduction and Security
Issues of Stablecoins; Category2: Cryptocurrency Opera-
tional Assistance Requests and Category3: Cryptocurrency

https://github.com/AnonymousAuthor2025/Online-appendix/tree/main/Method


Investment Advertisements.
We utilized ChatGPT-4 to categorize all the posts by

providing it with the manually developed coding criteria as a
prompt. To test its accuracy, we first had it classify 100 posts
that had already been manually coded, achieving an accu-
racy rate of 89%. Subsequently, we applied the same criteria
to the remaining posts. The results showed that Category 1
contained 5,403 posts, with 1,192 posts broadly discussing
stablecoins and 4,211 posts discussing risks. Category 2
included 1,214 posts, while Category 3 included 2,243 posts,
with 12 posts requiring manual classification due to GPT-
4’s inability to classify them. Additionally, 466 posts were
found to be unrelated to stablecoins, verified manually.

Then we used the same classification method to classify
posts on the theme of discussing stablecoins (excluding risk-
related topics). The accuracy of classification using GPT-4
reached 87%. Table 2 presents the classification results. We
found that discussions primarily focus on the necessity and
specific uses of stablecoins, such as a medium of exchange,
payment method, and investment tool. These findings are
partially consistent with Section 4 and support conclusions
from our semi-structured interviews.

For classifying posts on the theme of stablecoin security
concerns, we employed the same method to categorize the
posts. We initially selected 100 posts for thematic analysis
and then used GPT-4 for reclassification to verify accuracy.
GPT-4 correctly categorized 91 posts, achieving an accuracy
rate of 91%. This standard was subsequently applied to
the remaining posts using GPT-4, with results presented
in Table 3. Our analysis revealed that online discussions
prominently feature users’ concerns about operators and
regulatory issues. Users are generally worried about stable-
coin operators’ ability to ensure stability and security, as
well as their transparency and credibility to maintain trust.
Additionally, users expressed significant concerns about reg-
ulatory issues, such as the impact of government crack-
downs on the use and circulation of stablecoins, which
could lead to a decline in market value and user confidence.
Discussions about third-party institutions are less frequent,
indicating relatively low user awareness of these entities.
In our interviews, some interviewees mentioned that they
only become aware of this issue when reserve institutions,
such as SVB, encounter problems. This further suggests that
although third-party institutions play an important role in the
stablecoin ecosystem, users’ understanding and awareness of
their potential risks still need to be improved.

3.4. Ethics and Data Protection
Our study and data protection measures were thoroughly

reviewed and approved by our Institutional Review Board
(IRB) to safeguard against undue participant risk. For inter-
view study, participants were asked for explicit consent to
participate in the study and to use their anonymized data for
research purposes. After the interview, participants received
20 dollars or equivalent as compensation. All data were
securely stored in university server, accessible only to our
team. Identifying details were removed or altered during
analysis to prevent participant identification. Regarding the

use of Reddit data, we implemented several measures to pro-
tect user anonymity and privacy. These measures included:
(1) unlinking usernames from the data set before conducting
any analysis, (2) refraining from using usernames to search
for additional information about users during or after the
study, and (3) paraphrasing quotes in our published work to
further protect user identities.

3.5. Limitation
Our study has identified three principal limitations: the

constrained sample size, the regional homogeneity of our
participants, and the unbalanced gender representation.

Firstly, the sample size of our interviews limits the
generalizability of our findings to the broader stablecoin
user population. Although we attempted to augment this by
integrating data from Reddit discussions, which included a
more varied participant demographic. Therefore, the themes
and patterns identified in this research serve as preliminary
insights and a foundational base for more extensive future
studies. Secondly, most of the participants are from Asia.
Although the decentralized nature of blockchain technology
diminishes the potential for location-based biases to impact
our findings, this geographic concentration might bring in
specific regional viewpoints or issues. While we attempted
to mitigate this by including Reddit data for a more global
perspective, future research should explicitly aim to include
participants from a wider range of geographical locations
to ensure the findings are universally applicable. Thirdly,
our interviewees exhibited a notable gender imbalance, with
a majority being male. This is consistent with the typical
demographic characteristics of cryptocurrency users, partic-
ularly the overrepresentation of young, experienced males
within the community [48], [49]. However, future research
should aim to include a more diverse gender representation
to capture a broader range of perspectives.

4. User Perceptions of Security Advantages of
Stablecoins (RQ1)

In this section, we present the perceived security advan-
tages of stablecoins as compared to other cryptocurrencies
by our participants, which are primarily evident in two key
aspects: value stability and regulatory compliance.

4.1. Value Stability
In our study, nearly all participants agreed that stable-

coins address the high price fluctuations associated with tra-
ditional cryptocurrencies such as BTC and ETH. Due to the
advantage of value stability, participants chose stablecoins
as tools for risk hedging and investment to help maintain
asset stability in the uncertain crypto market.

Hedge for Crypto Portfolios. The consensus among the
majority of our participants was that stablecoins acted as an
essential instrument for hedging against risk. Instead of exit-
ing the crypto market altogether, our participants shared that
they could temporarily convert their cryptocurrencies into
stablecoins. This strategy enhanced the resilience of their
investments against sudden market downturns. For example,



TABLE 2: Classification of Stablecoin Discussions from the Reddit Platform (Excluding Risk-Related Topics)

Topic Explanation Post Quantity Percentage(%)

Introduction of Stablecoin
Introduce the basic concepts of stablecoins, explaining how
they maintain their value stability, the entities that issue them,
and how they operate in the market.

104 8.72%

Concerns and Discussions About
Using Stablecoins

Discuss the concerns and questions about using stablecoins,
including why people choose to use them and a comparison
of different stablecoins.

171 14.35%

Using Stablecoins as a Means of
Payment

Discuss the use of stablecoins for making payments, includ-
ing their acceptance by merchants, transaction speed, and cost
efficiency compared to traditional payment methods.

331 27.77%

Using Stablecoins as a Medium of
Exchange in the Crypto Market

Discuss how stablecoins are used as a trading pair in the
cryptocurrency market, facilitating the exchange of other
digital assets and providing liquidity.

317 26.59%

Using Stablecoins as an
Investment Asset

Discuss the potential of stablecoins as an investment asset,
including their use in yield farming, interest-earning accounts,
and other investment strategies.

231 19.38%

Tax Implications and
Considerations for Stablecoins

Discuss the tax considerations associated with stablecoins, in-
cluding how they are treated under different tax jurisdictions,
reporting requirements, and potential tax liabilities.

38 3.19%

TABLE 3: Classification of Stablecoin Security Risk Discussions on the Reddit Platform

Topic Explanation Post Quantity Percentage(%)

Operator Risk
Discussions on the risks associated with the issuers or oper-
ators of stablecoins, including potential mismanagement and
lack of transparency.

1449 34.41%

Collateral Risk

Discussions on the risks related to the backing reserves of
stablecoins, such as the liquidity of collateral assets, over-
collateralization, and the potential for collateral value fluctu-
ations.

638 15.15%

Operational Risk
Discussions on the risks inherent in the operational mecha-
nisms of stablecoins, including technological vulnerabilities
and smart contract bugs.

387 9.19%

Third-party Risk
Discussions on the risks associated with third-party institu-
tions involved in stablecoin transactions, such as exchanges,
custodians, and other intermediaries.

293 6.96%

Regulation Risk

Discussions on legal and regulatory issues impacting sta-
blecoins, including compliance requirements, regulatory
scrutiny, and the potential for legal restrictions by govern-
mental authorities.

1444 34.29%

P13, who held ETH for participating in various decentral-
ized finance (DeFi) activities on the Ethereum blockchain,
explained that she converted ETH to USDT to protect their
investment from unpredictable market fluctuations. “I used
USDT to mitigate the volatility of the crypto market. By
converting ETH into stablecoins, I could avoid sudden price
fluctuations and preserve the value of my investments”(P13).
In online posts, we found that 11% of the posts on the topic
“Concerns and Discussions About Using Stablecoins” were
focused on the use of stablecoins for risk hedging. A post ex-
pressed a similar view: “People who had significant amounts
of stablecoins staked barely felt a thing and didn’t panic as
much as others. . . it was reassuring to ensure a portion of
my wealth remained secure through each dip”(Post 63).

Stable Investment Profit. Eleven participants (P2-6, P8,
P12-13, P18-20) actively integrated stablecoins into their
investment strategies as a method to diversify their crypto
asset holdings. Numerous use cases for stablecoins have
emerged in the crypto market (see Figure 1), with many
participants turning to these assets for investment purposes,
such as staking in DeFi platforms or participating in yield

farming. The advantage of using stablecoins in these sce-
narios lies in their ability to provide steady returns while
minimizing the risk associated with the extreme volatility
of other cryptocurrencies. As P5 mentioned, by doing so,
he could enjoy the dual benefits of participating in the
cryptocurrency market while safeguarding a portion of their
portfolio against sudden market corrections. “The market
offered a variety of stablecoin investment services, providing
investors with new opportunities for returns . . . I personally
held a certain amount of USDT . . . to earn income. The
stable income generated from such stablecoins offered more
peace of mind compared to holding BTC alone”(P5). Similar
sentiments were also observed on Reddit, where 231 posts
discussed how using stablecoins could earn stable returns,
highlighting the community’s perception of stablecoins as a
strategic asset for reinvestment.

4.2. Regulatory Compliance
Regulatory compliance was a consideration for half

of the participants when selecting stablecoins over other
cryptocurrencies. They perceived stablecoins as providing



a secure entry into the crypto market. And five participants
viewed the absence of taxation on stablecoin transactions as
a safety advantage compared to other cryptocurrencies.

Secure Entry for the Crypto Market. Fifteen par-
ticipants (P1-6, P8, P12-14, P16-20) perceived stablecoins
as a crucial and secure entry point to the cryptocurrency
market, facilitating the safe conversion of fiat currency into
cryptocurrencies. The fact that many centralized exchanges
evaluate stablecoin operators before listing their stablecoins
ensures adherence to operational standards, which provides
users with a sense of security. P3 highlighted that stable-
coins acted as a reliable base currency for trading pairs:
“USDC operated under a licensed framework and could
be directly purchased from exchanges . . . supported multiple
trading pairs . . . convert USDC to other cryptocurrencies,
thereby reducing exchange costs . . . since the difference of
the exchange rate”(P3). In our analysis, we found that a con-
siderable number of posts discussed stablecoins as a medium
of exchange within the crypto market. These discussions
particularly emphasized the safety and convenience of using
stablecoins for converting into other cryptocurrencies. Many
users noted how stablecoins facilitate smoother and more
secure transactions (see Table 2).

Avoidance of Tax Obligations. Stablecoins were seen
by five participants (P5, P7-8, P18, P21) as having a security
advantage over other cryptocurrencies because they were not
currently subject to taxation on payments. P21 explained
that “my employer paid me in USDT as my salary, which I
then converted into fiat currency for use. For the company,
this behavior helped to reduce tax liabilities”(P21). P8 sup-
ported this view and highlighted an additional privacy ben-
efit: by using stablecoins for salary payments and not trig-
gering taxable events, the number of transactions reportable
to tax authorities was minimized. “Paying with stablecoins
meant no taxes were incurred, which kept my financial status
unclear and enhanced privacy protection”(P8). A few posts
on Reddit also discussed the tax implications of stablecoins,
including their treatment under various tax jurisdictions. For
instance, one post mentioned the possibility of avoiding
taxes by using stablecoins. “Avoiding Taxes: Sometimes, if
you sold your valuable stuff, you had to pay taxes. But if
you used it to get DAI, it was like getting a loan, and you
might not trigger those taxes”(Post 142).

5. User Perception of Security Risks and Cor-
responding Mitigations (RQ2)

In this section, we present the common risks associated
with several stablecoins and the unique risks associated with
each stablecoin. To emphasize, we discovered that the risks
perceived by users, such as human error and cyber attacks,
are consistent with those reported in previous studies on
the use of cryptocurrencies [34], [35], [36]. Therefore, we
will not reiterate these previously reported risks. Instead,
we will focus on the unique risks that are pertinent to
stablecoins. Furthermore, we will outline specific strategies
for mitigating these risks.

5.1. Common Risks Faced by Stablecoins

In this section, we discuss the common risks faced by
several stablecoins. Participants reported concerns about the
smart contracts used to issue and operate the stablecoin
projects, as well as regulatory issues.

5.1.1. Risks Shared by Three Types of Stablecoins.
Participants identified vulnerabilities in smart contracts and
potential regulatory issues as major risks associated with the
use of the three types of stablecoins.

Code Vulnerability Impact on Operations. Eleven
participants (P1, P4-6, P8, P11-15, P18) expressed concerns
about vulnerabilities in the smart contracts that were used
for issuing and managing stablecoins, a concern particularly
evident among software engineers. Given that stablecoins
relied heavily on these contracts to maintain their value
and execute critical functions such as minting, burning, and
transferring assets, any vulnerabilities in the smart contract
code could pose significant risks. P6 noted that although
smart contracts were usually reviewed before being launched
on the market, they did not fully trust the reliability of such
reviews. “Even though the code was reviewed, it could not
guarantee 100% security, and many reviews were merely
formalities”(P6). If coding errors existed, malicious attack-
ers could have exploited these vulnerabilities to manipulate
the price of stablecoins or steal assets. “Once this occurred,
it would trigger market panic, leading to users selling off
the coins, causing a chain reaction”(P18).

Regulatory Oversight. Concerns about the imposition
of regulatory measures by the government on operators were
raised by twelve participants. Users in the cryptocurrency
industry, such as P5, P6, and P11, pointed out that the
impact remained unknown due to the uncertain nature of
government policies and regulations concerning these digital
currencies. “Do not assume that stablecoins were more
stable than cryptocurrencies like BTC and thus not sub-
ject to government regulation. After all, they still involved
fiat currency and could not escape regulation”(P5). P11
concurred, suggesting that as the usage of stablecoins in-
creased, so too would the attention from relevant authorities.
Recent developments, such as the Securities and Exchange
Commission (SEC)’s regulatory actions against Paxos [50],
further amplified these concerns. The possibility of im-
pending regulatory actions could influence user behavior.
P6 expressed apprehension about the SEC’s recent moves.
“Due to the SEC’s use of securities laws to sanction BUSD, I
was worried that the SEC might employ the same rationale
to target other stablecoins and cryptocurrencies, causing
concerns about the safety of my assets” (P6). Our analysis of
online conversations revealed that 1449 Reddit posts focused
on the repercussions of rigorous regulations on stablecoins,
demonstrating that regulatory risk was one of the most
significant concerns for users.

5.1.2. Risks Shared by Fiat-Backed and Crypto-Backed
Stablecoins. Our participants perceived that both fiat-backed
stablecoins and crypto-backed stablecoins faced collateral



risks. Additionally, 638 online posts discussed concerns
related to collateral risks.

Inadequate Reserves for Full Redemption. Nineteen
participants (P1-16, P18-19, P21) voiced concerns regarding
the inadequacy of collateral reserves backing fiat-based sta-
blecoins. They understood that a 1:1 backing by a reference
asset should allow a stablecoin’s value to track the peg.
However, they were concerned that in practice, issuers might
not have sufficiently liquid assets to ensure full and on-
demand redemption for holders. P12 emphasized the im-
portance of sufficient reserves, urging issuers to maintain
enough collateral to fulfill redemption promises. “USDC’s
reserves were ample . . . the assets were relatively stable
and reliable . . . capable of satisfying user redemption de-
mands. Such reserves offered some protection against bank
runs”(P12). Online discussions exhibited palpable skepti-
cism regarding the sufficiency of reserves, particularly for
USDT. One user cautioned, “The company had to have
reserves that matched the current supply of USDT circu-
lating . . . Tether if they didn’t always hold their reserves
accordingly, it only took something happening for USDT to
spiral down and crash the entire market”(Post 252).

A few participants admitted their limited understanding
of reserve sufficiency. Their awareness often coincided with
media reports criticizing stablecoin issuers like USDT for
lacking adequate reserves. Participants such as P1 and P13
initially chose USDT based on its high market cap, with-
out knowing the risks associated with insufficient reserves.
“Initially, I opted for the most widely used stablecoin,
USDT, without delving into its mechanisms or realizing the
potential risks. It was not until recently, when USDT faced
frequent scrutiny over its purportedly inadequate reserves,
that I became aware of the risks”(P1).

Sharp Fluctuations of Collateral Assets. Our partic-
ipants noted that significant fluctuations in cryptocurrency
prices could lead to scenarios where the collateral’s value
was insufficient to cover the stablecoin’s value. For instance,
P4 expressed a lack of optimism regarding DAI, with no
guarantee that ETH would not experience significant price
drops again. “I was not very optimistic about DAI because
its collateral mainly came from ETH, and the price of ETH
fluctuated a lot. Nobody could guarantee that the value
of ETH wouldn’t be significantly reduced again. In my
opinion, it could happen at any time”(P4). P2 shared the
same concern and believed that collateral volatility made
the stablecoin less stable. “When pledging ETH to generate
DAI, the collateral itself was highly volatile, which implied
that the stablecoin was relatively less stable. Moreover, there
was a risk of under-collateralization, where the value of the
collateral fell short, potentially triggering the liquidation
mechanism”(P2).

5.2. Risks of Fiat-Backed Stablecoins

Participants cited threats when using fiat-backed sta-
blecoins, risks stem from factors related to centralization,
including the stablecoin operator and reserve institution.

5.2.1. Operator Risks. From Figure 1, we learned that fiat-
backed stablecoins were issued and managed by central-
ized operators. The characteristic of centralization posed a
perceived risk for our participants, who were particularly
concerned about the operators’ lack of transparency and
significant control over the system.

Operator’s Lack of Transparency. 17 out of the 21 par-
ticipants (P1-8, P10, P12-P15, P18-21) expressed concerns
regarding the lack of transparency by operators who issued
and managed fiat-backed stablecoins. They feared that if
operators did not disclose their reserves during management
processes, it could have led to over-issuance and a lack of
sufficient fiat currency for exchange when decoupling issues
arose. P14 emphasized the importance of operational trans-
parency to enhance user confidence. “I believed the operator
should have disclosed reserve assets regularly to let us know
whether there had been any over-issuance . . . if I attempted
to convert USDT into fiat currency and discovered that the
actual reserves were insufficient . . . I might not have received
the full amount of fiat currency”(P14). This sentiment res-
onated with the broader community, as evidenced by Reddit
discussions. One post pointed out the uncertainty surround-
ing custodial stablecoin issuers, stating, “This meant that
investors could not easily verify whether everything was
going as promised. Instead, everyone was asked to have
faith in the company behind the coin . . . which was quite
ironic”(Post 67). Moreover, P5 highlighted that concerns
about transparency with stablecoin operators reflected simi-
lar issues that plagued traditional banking operations prior to
the advent of cryptocurrencies. “Initially, cryptocurrencies
were introduced to eliminate various problems associated
with centralized institutions; however, the collateral-based
model reignited concerns over transparency”(P5).

Centralized Control in Management. The role of sta-
blecoin operators extended beyond management; it included
the significant power to enforce compliance measures, which
sometimes undermined user interests. 8 out of 21 partic-
ipants (P2-5, P9, P11, P15-16) voiced concerns over the
substantial power held by operators, especially their ability
to freeze user accounts. News that USDC operator Circle
had frozen assets related to Tornado Cash sparked public
scrutiny and debate [51]. P5 and P9 both cited the criticism
faced by Circle for its actions, noting the inherent risks in
operating fiat-backed stablecoins under centralized control.
“Most fiat-backed stablecoins were at risk of censorship,
especially after the Tornado Cash debacle, and these US
dollar stablecoins remained subject to US regulatory poli-
cies. When the US Treasury imposed sanctions on a project,
these stablecoin projects might also be required to take
corresponding measures. I feared that my account would
be frozen one day for no reason”(P5). However, a few
participants had not been concerned about this risk until the
accounts related to Tornado Cash were frozen by Circle,
raising fears about potential freezes of their own stablecoin
usage. For instance, P17 expressed fear that his account
could be frozen one day. “I had never considered the
possibility of an account being frozen before the Tornado
Cash incident. Now I realize how extensive an operator’s



power could be, and I am now worried that my account
could be arbitrarily blocked”(P17). This apprehension was
not confined to our participant pool but was also echoed in
broader online discussions. For instance, Post 1489 explic-
itly warned, “Reminder: Tether (and some other stablecoins)
can freeze your tokens”(Post 1489).

5.2.2. Reserve Institution Risk. The reserve institution was
responsible for managing the collateral, and mismanagement
could lead to significant risks. Poor management practices
could result in insufficient collateral, which undermined the
stability and trust in the stablecoin.

Mismanagement of Reserves. Fourteen participants
(P1-4, P6-10, P12-14, P16, P18) and 5% of online posts
expressed concerns that reserve institutions might have faced
risks leading to de-pegging events. Participants initially
trusted these institutions to manage reserves as reliably as
traditional banks. However, the crypto market experienced
instances that undermined this confidence. USDC deviated
from its dollar peg following the disclosure of a $3.3
billion exposure to Silicon Valley Bank (SVB) [52]. Our
participants, including P9, P13, and P16, who held USDC,
were caught off guard by this event. P9 emphasized the
risks associated with custodial institutions in the stablecoin
sector, highlighted by the SVB incident, stating, “The SVB
event was a wake-up call, revealing the extent of the impact
that custodial institutions could have on the stability of
the stablecoin ecosystem, which I had not fully appreciated
before”(P9). P16 further noted that problems with reserve
institutions could have led to contagion risks within the
cryptocurrency ecosystem, similar to past financial crises. A
few participants pointed out that choosing reliable partners
remained a challenge for stablecoin operators. Although
some operators, like Tether, transparently disclosed where
reserves were held, the safety of these banks was question-
able. “These funds, when deposited in banks, were likely to
be utilized for other trading and investment activities”(P5).
Such reinvestment of funds might have increased risk expo-
sure, especially during unstable market conditions. Opera-
tors should have had a clear understanding of the financial
health of partner banks to assess the security of the funds
deposited.

5.3. Risks of Crypto-backed Stablecoin
In our interviews, participants were cautious about

crypto-backed stablecoins, considering them highly risky
due to their heavy reliance on automated smart contract
management and governance concentration.

Limited Reliance on Fully Automated Execution. All
operations of crypto-backed stablecoins were executed by
smart contracts, which raised some resilience concerns. Our
participants who used DAI generally believed that stable-
coins relying solely on code execution might not be able
to respond promptly in extreme situations. They expressed
concerns about this purely code-based automated execution
process. For example, when the market experienced sig-
nificant volatility, the value of the collateral decreased, or
the system faced attacks, participants were concerned that

smart contracts might not have been able to take appropriate
measures to maintain the stability of the stablecoin’s value.
P8 took liquidation as an example and perceived that if the
liquidation was not reasonable and timely, it might have led
to the system becoming insolvent and users facing losses.
“The liquidation involves auctioning off collateral to repay
the debt. However, the liquidation may take a while to
complete due to market volatility and the time required for
auctions. During this time, if the value of the collateral
continued to decline, the system might have been unable
to fully protect users’ interests, exposing them to greater
risks”(P8).

Concentration of Decision-Making Powers. Five par-
ticipants (P3-5, P13, P21) highlighted that governance weak-
nesses arose from the concentration of decision-making
power. P4 used DAI as an example to state that although
the protocol was ostensibly managed by a decentralized
autonomous organization (DAO) and was theoretically de-
centralized, this was not the case in practice. “The DAO
was decentralized in name only; in reality, it was controlled
by a small group of individuals, particularly crypto whales.
They held a majority of the voting power, enabling them
to enact protocol changes that served their interests”(P4).
Since the parameters of the DAI protocol were often de-
termined by MakerDAO governance, this centralization of
decision-making authority could result in protocol changes
that disproportionately benefited a few large stakeholders.
“The major stakeholders held a significant amount of tokens,
allowing them to make decisions that benefited their own
profits, such as adjusting the stability fee. We small investors
had little to no say in the matter”(P3).

5.4. Risks of Algorithmic Stablecoin

Our participants evaluated algorithmic stablecoins unfa-
vorably, citing security risks from their reliance on complex
algorithms and lack of physical collateral. The immature
application ecosystem was also a concern.

Complex Algorithms. Participants who held algorith-
mic stablecoins (P4-5, P16-18), there was a belief that
stabilizing prices through complex algorithmic mechanisms
made these stablecoins less accessible due to their high
entry barrier. P4, an investor in the cryptocurrency indus-
try, thought that the mechanism behind algorithmic stable-
coins was complex. “Algorithmic stablecoins operated on
an economic model . . . the principle was to adjust supply
and demand . . . involving many parameters. Hence, ordinary
people who did not thoroughly review the white paper or
understand the code logic could hardly grasp how the price
was pegged to the US dollar”(P4). If users did not fully
understand how these algorithms functioned to maintain
value, they might have felt uneasy about continuing to invest
in such uncollateralized assets. P16 shared his opinion: “I
vaguely understood that the price of UST was related to
Luna, but in reality, I didn’t know what this dual-token
model was about, which left me confused when the death
spiral occurred, prompting me to quickly sell off as the UST
price plummeted”(P16).



Additionally, we found that a minority of participants
displayed misconceptions regarding the stabilization mech-
anisms of crypto-backed and algorithmic stablecoins. For
instance, P10 erroneously classified DAI as an algorithmic
stablecoin. He asserted, “Decentralized stablecoins like DAI
are algorithmic stablecoins. They possess virtual assets in
the background and utilize algorithms to stabilize their
prices”(P10). In reality, DAI did not use an algorithm
specifically for price stabilization but rather employed an
algorithmic liquidation mechanism designed to maintain
sufficient collateral levels to protect user assets. Online
discussions similarly revealed such confusions. For example,
in Post 990, one user expressed the belief that both types
of stablecoins relied on a single asset, stating, “I’m not
familiar with the technical details and the code, but on
the surface, these two seemed identical—they both lost their
peg significantly when the single asset they were linked to
experienced a major downturn in the market . . . UST was
still mostly or entirely backed by LUNA and still had the
issues of a single collateral-backed coin”(Post 990).

Poor Ecosystem Integration. The risk of algorithmic
stablecoins was influenced by their degree of integration
within the broader crypto ecosystem. As stated by five
participants (P4-5, P15, P17-18), the ecosystem for algo-
rithmic stablecoins was currently immature. They believed
that if an algorithmic stablecoin was well-integrated across
multiple application scenarios, it could offer users greater
flexibility and utility. Conversely, if such stablecoins lacked
broad support within the crypto ecosystem, users faced
heightened risks. P15 noted the challenges posed by the
lack of ecosystem support for algorithmic stablecoins, es-
pecially when users needed to liquidate or transact their
holdings. “I had looked into Luna and UST before and
noticed that while they had certain applications within their
own protocol ecosystem, they were not as widely used as
USDT and USDC. This limited their liquidity, which was
not favorable for me when I wanted to sell during market
fluctuations”(P15). Online discussions also highlighted the
issue of a poor ecosystem, indicating that insufficient liq-
uidity could lead to significant problems. “In practice, this
space was still nascent and hadn’t reached peak potential
or actually acquired the critical mass of users and liquidity
to keep their pegs and offer a viable incentive to users to
stabilize . . . the goal was to find . . . how they interacted with
the user and the broader ecosystem”(Post 4125).

5.5. Corresponding Mitigation Strategies

Our study also uncovers the various mitigation strategies
that users employ to address their security risks. Organized
into four categories—risk acceptance, risk diversification,
risk avoidance and risk prevention. Figure 2 presents risk
profiles and corresponding mitigation. Compared with the
study by [53], which identifies user-perceived security risks
and their adopted mitigation strategies in the Web3 ecosys-
tem, we found some consistent mitigation strategies, such as
being forced to accept the occurrence of risks and adopting
risk diversification. However, a notable difference is that

users tended to continue holding stablecoins, specifically
diversifying their holdings among different types of stable-
coins when risks arose, as they perceived stablecoins as
having many use cases within the crypto ecosystem and
being a preferable asset to hold.

5.5.1. Risk Acceptance. Risk acceptance is the decision
to acknowledge the presence of a risk and consciously
decide to tolerate it without taking action to mitigate it. It
becomes reasonable to accept those risks when participants
believe that the risks cannot be reasonably mitigated and
feel optimistic about certain stablecoins.

Accept Reluctantly. Participants recognized certain
risks, such as centralized issues like the management of
collateral by custodial institutions and exchange bankrupt-
cies, as well as decentralized issues like governance flaws,
which were beyond their personal control. They felt helpless
in the face of these risks. “Even though I chose multiple
stablecoins to avoid the risk of relying on a single one, I
was still vulnerable to the centralization issues of fiat-backed
stablecoins. If there were problems with the institutions,
I could only accept the losses”(P2). Additionally, nearly
half of the participants believed that vulnerabilities in smart
contracts were unavoidable. Despite audits conducted by
projects, code attacks still occurred. This concern was par-
ticularly raised by participants with a technical background.
Moreover, a large portion of participants felt powerless
regarding regulatory risks, as the pressure from authorities
forced them to accept these risks. “Any decision made by
the government or relevant authorities was something I had
to accept, even if all I could do was complain”(P9).

Keep Holdings Optimistically. A number of partici-
pants who had held fiat-backed stablecoins exhibited a high
tolerance for collateral risks. This type of stablecoin had
already captured a significant market share, leading some
participants to believe that they would quickly regain their
pegged price even in the event of a deviation. For instance,
P3 and P15 firmly believed they could tolerate risks and
accept temporary deviations during stablecoin de-pegging
events. P3 mentioned that users should have confidence
that stablecoins would quickly recover to a stable price
level and choose to continue holding them despite the de-
pegging. “Stablecoins backed by fiat collateral increased
my confidence because of the assurance of having a tangible
asset as the underlying collateral. I believed that they would
quickly regain their regular prices as their market share
was large, and they were less likely to encounter issues
easily”(P3).

5.5.2. Risk Diversification. Risk diversification, which in-
volves selecting a varied portfolio of cryptocurrency assets,
serves as a mitigation strategy to reduce the impact of
security breaches or financial losses associated with single
stablecoin.

Choose Various Stablecoins. This strategy targeted
risks associated with fiat-backed stablecoins, including those
related to operators, collateral, and reserve institutions.
Users tended to choose multiple stablecoins to engage in
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Figure 2: Mitigation Strategies for Different Security Risk Perceptions. This matrix presents the relationship between users’
security concerns and specific mitigation strategies. The initial row enumerates seven strategies (M01-M07), and the last
column outlines the security concerns that each strategy is equipped to mitigate. The number represents the number of our
respondents who chose this mitigation.

the cryptocurrency market, as P3 mentioned, “Don’t put all
your eggs in one basket”(P3). This strategy allowed users
to diversify risk and mitigate potential losses from rely-
ing on a single stablecoin. Additionally, a few participants
mentioned selecting different types of stablecoins based on
specific trading needs. However, from a long-term holding
perspective, they tended to prefer fiat-backed stablecoins,
“as these were generally perceived as more reliable and
trustworthy, offering higher security and stability”(P18).
Choosing various stablecoins not only effectively diversified
risk but also enabled users to respond more flexibly to
different market conditions.

Use Different Management Tools. This strategy al-
lowed users to utilize a variety of management tools to
handle their stablecoin assets, mitigating risks associated
with exchange failures and wallet theft. By selecting dif-
ferent management tools, such as hardware wallets, soft-
ware wallets, and decentralized exchanges, users effectively
diversified their risk and avoided concentrating all assets
on a single platform or tool. P6 shared his experience, “I
used to store my USDT on exchanges, but after hearing
news about exchange hacks, I decided not to keep it there
anymore. Now I store some in wallets, and I even have
several different wallets”(P6). Participants agreed that the
efficacy of this strategy lay in its capacity to distribute risk,
thereby insulating assets from the adverse effects of a single
tool’s failure. However, while portfolio diversification could
reduce risk, it did not eradicate it entirely.

5.5.3. Risk Avoidance. Risk avoidance is a mitigation strat-
egy in which individuals cease using a particular stablecoin
after encountering a risk or choose not to use a stablecoin

upon becoming aware of certain risks.
Exit the Crypto Market. Participants who used stable-

coins for savings mentioned that when issues arose with the
collateral or operators of stablecoins, leading to price depeg-
ging, they chose to temporarily exit the cryptocurrency mar-
ket to mitigate potential losses. “I chose to use stablecoins
because they offered higher returns compared to storing fiat
currency directly in a bank, but now the operating team has
problems and there’s insufficient collateral, so I’m afraid of
losses and will exit the market immediately”(P12). Once the
market stabilized, they re-entered the market. P9 added that
the emergence of stablecoins enabled users to freely convert
between crypto assets and fiat currency. “It is convenient
for users to enter and exit the crypto market”(P9). This
functionality significantly lowered the entry barrier, allowing
users to more flexibly manage and adjust their investment
portfolios.

Refuse Certain Stablecoin Usage. This strategy re-
ferred to users choosing not to use a particular stablecoin,
typically due to concerns about its stability. Notably, users,
based on news reports or their own research, decided not
to use algorithmic stablecoins to avoid potential risks. As
discussed in Section 5.4, algorithmic stablecoins relied on
complex algorithms to maintain price stability, and the
immature ecosystem undermined users’ confidence in these
types of stablecoins. “Stablecoins like UST are too complex;
I don’t even understand how it maintains its $1 value,
so how can I use it”(P21). Algorithmic stablecoins lacked
actual collateral support, and if problems arose, they could
only rely on pre-set rules or mechanisms for adjustments.
This further exacerbated users’ concerns. Therefore, they
chose not to try algorithmic stablecoins to protect their assets



from potential risks.

5.5.4. Risk Prevention. Risk prevention is a proactive mit-
igation strategy that involves identifying potential risks and
implementing measures to reduce negative impact before
stablecoins encounter risks.

Review Project Information. Reviewing project infor-
mation was a crucial way for users to understand the overall
state of stablecoins. It helped them identify risks related to
operators and collateral, such as assessing the possibility
of over-issuance by understanding the current amount of
collateral. “Whitepapers and official websites are excellent
sources of information for understanding a stablecoin. We
should not merely trade but constantly stay informed about
the project’s latest developments”(P14). This practice also
served as a measure to address governance risks by pro-
viding insights into the project’s governance structure. “I
regularly followed MakerDAO updates because many de-
cisions in the DAI project were made through voting, so
I needed to keep an eye on the latest governance mod-
els and holdings”(P5). Participants considered reviewing
project information to be a more technical approach to risk
prevention, predominantly conducted by users with technical
backgrounds. They would examine the project’s code and
analyze its logic to identify potential code vulnerabilities or
logical flaws in the mechanism. “I reviewed the code and
focused on the technical details of stablecoins that relied on
smart contracts”(P18).

6. Discussion
In this section, we discuss users’ understanding and

confusions of stablecoins, examine how the technical char-
acteristics of cryptocurrencies influence user risk profiles,
and explore design implications for stablecoins to mitigate
potential risks and enhance user education.

6.1. User Understanding of Stablecoin

By exploring participants’ experiences with various sta-
blecoins, we discovered varying levels of understanding and
confusions. Such perceptions significantly influence their
views on the security risks of stablecoins.

Varying Understanding of Fiat-backed Stablecoins.
We observed varying levels of participant understanding
regarding the risks of fiat-backed stablecoins. In Section 5.2,
most participants recognized collateral-related risks but of-
ten overlooked the dangers of central control by operators.
Awareness of this issue typically emerged only after hearing
about incidents like the freezing of user accounts in the
news. While some participants acknowledged the authority
of central institutions, their lack of knowledge about specific
operations led to misplaced trust, increasing the risk to their
assets. Many users relied on market value and reputation
when choosing stablecoins, often selecting those with high
market capitalization without fully understanding the issuing
mechanism. Collapse events in the crypto market, such as
the SVB incident, underscored users’ limited understanding
of stablecoin risks and highlighted a knowledge gap that

could lead to significant financial losses. Interestingly, de-
spite these risks, users displayed a high tolerance for fiat-
backed stablecoins. As shown in Figure 2, even when faced
with risks related to operators or collateral, users remained
optimistic and continued to hold this type of stablecoin.

Confusion Between Crypto-Backed and Algorithmic
Stablecoins. Participants demonstrated significant gaps in
understanding regarding crypto-backed stablecoins and al-
gorithmic stablecoins. For instance, some conflated crypto-
backed stablecoins with algorithmic stablecoins, mistakenly
identifying DAI as an algorithmic stablecoin. This concep-
tual ambiguity likely stems from their limited understand-
ing of the stabilization mechanisms, thereby affecting their
relatively low risk tolerance for these types of stablecoins.
Interestingly, despite these confusions, it’s worth noting that
getting the classification wrong may not have substantial
practical implications. While clarity and precision are useful,
such misclassifications may not significantly affect how
users interact with or use these assets in real-world applica-
tions. However, it’s crucial to recognize that such misclassi-
fications could lead to conceptual issues. For example, when
discussions arise about the security vulnerabilities inherent
in algorithmic stablecoins, erroneous categorization could
result in users forming incorrect perceptions and beliefs
about specific coins.

6.2. Risks Perceptions in Cryptocurrencies

Cryptocurrencies, encompassing a wide array of digital
assets, are distinguished by technical foundations and design
principles. Native tokens, like BTC, are native to their
blockchain platforms and generated through specific consen-
sus mechanisms [54]. Non native tokens, such as Ethereum’s
ERC-20 tokens, are generated via smart contracts and serve
varied purposes across applications [55]. Among these, sta-
blecoins represent a unique subset of tokens, anchored in
blockchain technology through smart contracts and backed
by diverse collateral types [6], [56]. Despite the extensive
body of research on the risks associated with cryptocur-
rency participation, users’ risk perceptions vary significantly
among different cryptocurrency categories. Table 4 presents
the comparison of risk profiles across different cryptocur-
rency types.

Native Tokens Carry Systemic Risks Inherent to the
Blockchain Technology. Primary concerns include vulnera-
bilities within the blockchain system, such as protocol-level
disruptions caused by forking [57] and block reorganiza-
tion [58], which can lead to transactional inconsistencies.
The dependency of native tokens on network infrastructure
introduces additional layers of risk [1], [59], which can
experience security vulnerabilities, or network congestion,
leading to potential losses. We observe that users manage
on-chain assets through wallets and store off-chain assets in
CEXes in Figure 1, yet both approaches introduce third-
party risks [35], [36], [60]. The incidents of exchange
bankruptcies and attacks on wallets [61] serve as direct man-
ifestations of this risk. In addition, crypto users frequently
report asset loss due to human error [36], [62], [63]. The



decentralized nature of native tokens shifts the responsibility
of asset protection to the users themselves [36]. However,
due to a general lack of familiarity with the operation,
users often make errors in key management and transaction
processes, such as forgetting passwords, losing track of
storage locations, misplacing private keys, and mistakenly
sending transactions [34], [35], [37].

Non Native Tokens Present Smart Contract Risks
Due to Their Technical Characteristics. Tokens are cre-
ated by project teams through the deployment of smart
contracts on a blockchain, and this process introduces the
risk of smart contract vulnerabilities. Even a minor error
in the smart contract can lead to vulnerabilities that ma-
licious actors might exploit, resulting in a loss of partial
or total value of tokens [64]. This vulnerability also raises
concerns about the risks associated with project teams and
their operations. Some unscrupulous project teams might
deliberately exploit these vulnerabilities in smart contracts
to commit fraud and scam, such as by writing flawed code
to misappropriate user funds or engage in other fraudulent
activities [65]. For instance, there have been cases of “rug
pulls” where project teams suddenly withdraw all invested
capital, leaving investors with worthless tokens [66].

Stablecoins Introduce Distinct Risks Related to Sta-
bility Mechanisms. Although we identify the security ad-
vantages of stablecoins in Section 4, we also find that
stablecoins still have numerous security risks. Nowadays,
the most widespread stablecoins are fiat-backed stabelcoins
and their stability largely relies on real-world assets held
as collateral [67], necessitating the involvement of bank
accounts that are compatible with these fiat currencies and
inherently linked to a centralized financial system. As we
mentioned in Section 5, our participants recognize the risks
inherent in fiat-backed stablecoins, particularly those tied to
centralized entities, including mismanagement, fraud, and
insufficient reserves. Financial difficulties or a loss of public
trust in stablecoin operators and third parties (i,e., reserve
custodians) could lead to a loss of confidence, potentially
undermining the stablecoin’s value. Historically, there has
been a palpable concern among consumers regarding the
potential for financial institutions to mismanage or misap-
propriate deposits [68]. Cryptocurrencies present a novel
opportunity to alleviate some of the inherent risks tied
to traditional financial systems [69], however, stablecoins
have paradoxically reestablished the dependency on cen-
tralized institutions. Additionally, for stablecoins backed by
cryptocurrency collateral, apprehensions arise regarding the
volatility of the underlying crypto assets. As stablecoins
are anchored to the real world and gain widespread adop-
tion, they may be subject to financial regulations aimed
at ensuring they do not disrupt the traditional financial
system and protect consumers from fraudulent activities.
We categorized the risks associated with stablecoins and
integrated them with cryptocurrencies’ risk dimensions, as
detailed in Table 5.

TABLE 4: Comparison of Risk Profiles Across Different
Cryptocurrency Types. The checkmarks indicate the pres-
ence of a particular risk for each type of cryptocurrency. As
shown, stablecoins face risks that include fundamental risks
applicable to all cryptocurrencies, token-specific risks, and
stablecoin-specific risks.

Native Token Non-Native Token Stablecoin
Blockchain System Risk ✓ ✓ ✓

Human Error Risk ✓ ✓ ✓
Third-Party Risk ✓ ✓ ✓

Smart Contract Risk ✓ ✓
Operator Risk ✓ ✓
Operation Risk ✓ ✓
Collateral Risk ✓
Regulation Risk ✓

TABLE 5: Summary of Security Concerns Associated with
Different Security Issue Sources in Cryptocurrencies. The
table outlines specific security concerns linked to various
risk sources.

Security Issue Sources Security Concerns
Smart Contract Risk Code Vulnerability Impact on Operations

Operator Risk Operator’s Lack of Transparency
Centralized Control in Management

Operational Risk
Concentration of Decision-Making Powers
Complex Algorithms
Poor Ecosystem Integration

Third-Party Risk Limited Reliance on Fully Automated Execution
Collateral Risk Inadequate Reserves for Full Redemption

Regulatory Risk Regulatory Oversight
Sharp Fluctuations of Collateral Assets

6.3. Design Implications
In response to users’ confusions and perceived risks

associated with stablecoins, we have proposed several de-
sign implications for different stakeholders to help mitigate
participants’ confusions and reduce potential risks. Through
these design implications, we aim to enhance the trans-
parency and trustworthiness of stablecoins, thereby facili-
tating their broader adoption in the financial markets.

6.3.1. Reduce Confusion Through User Education. Par-
ticipants’ confusions about stablecoins are mainly from the
lack of transparency and information availability. We discuss
design implications for educating users through multiple
channels to reduce confusion.

CEXes Presenting Various Metrics Information. Our
findings indicate that participants encounter challenges in
comprehending crypto-backed and algorithmic stablecoins.
Their primary preference leans towards fiat-backed stable-
coins due to their market capitalization. As emphasized
in Section 4, CEXes serve as one of the most frequently
utilized financial applications among participants, playing a
critical role in the stablecoin ecosystem. We recommend that
CEXes enhance the user experience by integrating detailed
stablecoin information directly into the purchase interface.
This information should specifically include key metrics
such as trading volume, liquidity, market depth, and recent
price movements, which should be readily available at the
point of transaction. Additionally, we suggest that CEXes
introduce distinct informational segments for different types



of stablecoins. Each segment should offer comprehensive
details about the stablecoin’s backing assets, issuance and
redemption processes, and regulatory compliance. More-
over, clearly presenting typical use cases for each stablecoin
type will help users understand how they can best utilize
these assets in their own financial activities.

Enhancing User Awareness through Digital Wallets.
A digital wallet is not only a secure storage solution for
stablecoins but also a tool to improve participants’ aware-
ness. In Figure 1, we can see that part of the stablecoin is
stored in the wallet. We intend to utilize the wallet as a tool
to provide participants with multiple channels for enhanc-
ing their awareness. Wallet providers can offer educational
resources within their platforms that explain the concept of
stablecoins. These resources can cover topics such as the dif-
ferent types of stablecoins and their underlying mechanisms,
such as fiat collateralization or algorithmic algorithms. It
empowers participants to make informed decisions when
using stablecoins and fosters a greater understanding of the
intricacies of the stablecoin ecosystem.

Centralized Institution Disclosing Information in
Real Time. Due to the significant market presence of fiat-
backed stablecoins, their reliance on legal tender as col-
lateral has raised widespread concern and attention. For
participants, having detailed information about the collateral
is crucial for accurately assessing associated risks. Currently,
the collateral information provided by stablecoin issuers is
often limited, making it difficult for investors to access
essential data such as the amount and location of the collat-
eral assets. Furthermore, we have observed that participants
often place excessive trust in centralized issuing authorities,
believing that these institutions will adhere to declared
mechanisms, such as regularly updating information in white
papers and on platforms. However, the reality may differ
from these expectations. To enhance transparency and trust,
we recommend that these central institutions adopt more
transparent measures, such as publishing key on-chain data
like issuance volumes, as well as off-chain data, including
the exact quantities of reserve assets, in real-time.

6.3.2. Optimizing Mechanisms to Mitigate Risks. Our
findings reveal that participants primarily perceive stablecoin
risks related to the operator and the collateral, so we focus
on designing and optimizing solutions in these two areas.

Distributing Roles and Tasks to Form the Decentral-
ization Organization. In seeking to enhance the operational
mechanisms of stablecoins, we recognize the pivotal role
of transparency. Section 5.2.1 highlighted user concerns
regarding the operator’s transparency. Without robust trans-
parency, users are left in the dark about key aspects such as
collateral management and the extent to which the stable-
coin’s supply is backed by reserves. This information opac-
ity hampers users’ ability to proactively identify and evalu-
ate potential risks. The current model, where a single entity
controls all stablecoin operations, accentuates the risk of a
single point of failure. One proposed design choice is de-
centralization, distributing tasks and responsibilities among
multiple participants. For instance, the issuer could handle

token minting and burning, while collateral management
might fall to a dedicated institution or community, with inde-
pendent data validators managing on-chain data. This model
promotes mutual supervision and verification, potentially
enhancing transparency and system stability, and addressing
user concerns about centralized operations. However, this
strategy has drawbacks. Decision-making processes could
become more complex and time-consuming due to the need
for consensus among stakeholders. Additionally, the risk
of conflicting interests among participants may increase,
potentially leading to inefficiencies.

Promoting Decentralization and Diversification of
Collateral. Addressing the collateral-associated risks war-
rants attention to three crucial aspects of collateral design:
(1) selection of collateral, (2) storage location of collateral,
and (3) management of the collateral. Our findings from
Section 5.1.2 highlight that participants have significant
concerns regarding risks intrinsic to collateral, such as in-
sufficiency and price volatility. Insufficient collateral could
stem from operator mismanagement or economic struggles
faced by third-party reserve institutions, as discussed in
Section 5.2.2. To mitigate these risks, we propose two key
strategies: collateral diversification and storage decentral-
ization. To attenuate the risk attributed to extreme price
volatility, we can incorporate assets with inherent value sta-
bility, such as physical assets. On the storage front, adopting
a distributed approach can drastically curtail the risk of
reserve asset reduction caused by either operational errors
by a solitary third party or systemic failures in a single sys-
tem. In this regard, collateral can be securely stored across
both on-chain and off-chain platforms, effectively hedging
operational risks inherent in the ecosystem. Furthermore,
decentralization of management responsibility, orchestrated
through smart contracts or decentralized governance pro-
tocols, can significantly enhance transparency in collateral
management, thus instilling greater trust among stablecoin
holders. This blend of strategies, we argue, forms a robust
framework for addressing the prevalent collateral-associated
risks in the current stablecoin market. However, diversifying
collateral introduces challenges like price volatility, liquid-
ity, and market demand, increasing operational complexity.
Nonetheless, innovative solutions are crucial for building a
resilient stablecoin ecosystem.

6.4. Future Work

Future research could address the demographic and
geographical limitations by conducting large-scale survey
studies or cross-cultural user studies. Given the diverse
regulations and policies in different countries, crypto users
in regions with stricter restrictions might exhibit distinct be-
haviors and perceptions. Additionally, we have highlighted
design recommendations related to enhancing users’ edu-
cation and optimizing mechanisms for stablecoin organi-
zations. Future studies could delve deeper into this design
space, examining the usability and effectiveness of these
mechanisms across different user groups and contexts.



7. Conclusion

In this study, we conducted a mixed-method study to
examine participants’ perceptions and interactions with sta-
blecoins. Our findings revealed that users perceive stable-
coins as more secure than volatile cryptocurrencies. How-
ever, there are significant security concerns associated with
different types of stablecoins. To address these issues, we
proposed specific design recommendations aimed at over-
coming these challenges and fostering the development of
a more user-friendly stablecoin ecosystem.
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Appendix A.
Interview Protocol

Thank you so much for taking time to participate in our
user study. My name is *** and I’m a researcher from the
***. Our research is trying to understand users’ experience
and practices with stablecoins. Throughout our discussion,
I’ll be asking you a series of questions. Remember, there is
no right or wrong answer. We are keenly interested in your
unique experiences and opinions.

Would it be okay if I audio-record our session for
note-taking accuracy? Please be assured that your identity
will be kept confidential, and your real name won’t be
mentioned in any of our publications or presentations.
You’re free to ask questions or pause the interview at any
point. May I have your consent to record this call?

Part 1: Experience with Stablecoin

• In your opinion, what are stablecoins? Can you
describe them in your own words?

• How do you think stablecoins differ from other
cryptocurrencies like BTC?

• What is your primary purpose for using stablecoins?
• Can you share some specific scenarios in which you

typically use stablecoins?
• Do you know how many different stablecoins are

available in the market?
• Can you give some examples of stablecoins you are

familiar with?
• Do you know the differences between these different

stablecoins? Could you describe them in your own
words?

• Do you hold any of these types of stablecoins? If
so, could you list the stablecoins you have used?

• What made you choose to use [specific stablecoins
mentioned by the participant]?

• What made you decide not to use [specific stable-
coins mentioned by the participant]?

• Would you consider using [specific stablecoins men-
tioned by the participant]? If yes, please explain
why; if not, what are the reasons?

• If it is convenient, could you share the total amount
you have invested in stablecoins?

• How frequently do you use stablecoins?
• Has your usage frequency changed compared to

other cryptocurrencies?
• What factors have influenced the changes in your

usage frequency?

Part 2: Risk Perception and Mitigation

• When using stablecoins in [the scenario mentioned
by the participant], have you ever been concerned
about the price instability of stablecoins? What are
those concerns?

• Why are you concerned about these issues?
• How do you manage those concerns?
• Have you personally experienced a situation where

the price of a stablecoin became unpegged? Could
you share that experience with us?

• How did you handle that situation?
• How did this event influence your future behavior

regarding stablecoin usage?
• In recent years, there have been reports of some

stablecoin projects collapsing in the cryptocurrency
market. Have you heard of these events?

• Can you provide examples of the news you’ve
heard?

• How do you personally view these failures?
• Have these security issues affected your overall trust

in stablecoins? If so, in what ways?
• Have you taken any specific measures to protect

the security of your stablecoin assets? If so, what
measures have you taken?
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