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Abstract. In this paper, we explore a new type of key collisions called
target-plaintext key collisions of AES, which emerge as an open problem
in the key committing security and are directly converted into single-
block collision attacks on Davies-Meyer (DM) hashing mode. For this
key collision, a ciphertext collision is uniquely observed when a spe-
cific plaintext is encrypted under two distinct keys. We introduce an
efficient automatic search tool designed to find target-plaintext key col-
lisions. This tool exploits bit-wise behaviors of differential characteris-
tics and dependencies among operations and internal variables of both
data processing and key scheduling parts. This allows us to hierarchi-
cally perform rebound-type attacks to identify key collisions. As a re-
sult, we demonstrate single-block collision attacks on 2/5/6-round AES-
128/192/256-DM and semi-free-start collision attacks on 5/7/9-round
AES-128/192/256-DM, respectively. To validate our attacks, we provide
an example of fixed-target-plaintext key collision/semi-free-start colli-
sions on 9-round AES-256-DM. Furthermore, by exploiting a specific class
of free-start collisions with our tool, we present two-block collision at-
tacks on 3/9-round AES-128/256-DM, respectively.

Keywords: AES, Davies-Meyer hashing mode, collision, rebound at-
tacks

1 Introduction

1.1 Background

In block ciphers, a key collision is defined as two distinct keys that produce
identical subkeys through the key scheduling function. When such colliding keys
are used, any plaintext can be encrypted into the same ciphertext. Such key col-
lisions are known for several ciphers. For instance, Robshaw [38] revealed that
the block cipher CIPHERUNICORN-A, one of the CRYPTREC candidates, has
colliding keys. Kelsey et al. [31] found trivial colliding keys for the Tiny Encryp-
tion Algorithm (TEA) block cipher. Furthermore, Aumasson et al. [2] showed
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that the ISDB Scrambling Algorithm, MULTI2, also allows such keys. Biryukov
and Nikolic [10] found colliding keys of SC2000-256 by exploiting the weakness
of the key scheduling function. For stream ciphers, Matsui [35] investigated the
behavior of colliding key pairs for the stream cipher RC4, in which two distinct
keys generate the same key stream.

Recently, the importance of a new variant of key collisions has been demon-
strated in the domain of the key committing security. Albertini et al. [1] revealed
that standard AE (Authenticated Encryption) schemes such as AES-GCM and
ChaCha20-Poly1305 lack this type of security and introduce a simple countermea-
sure, referred to as the padding fix. This method involves prepending an ℓ-bit
string of 0’s, denoted as X, to the message M for each encryption, resulting in
Enc(K,N,A,X||M), and check for the presence of X at the start of the message
after decryption; decryption fails if X is not present. This countermeasure leads
to the following open problem [1].

“In particular, the padding fix with AES-GCM assumes an ideal cipher,
and therefore raises the following interesting problem: Is it possible to
find two keys k1 and k2 such that AESk1

(0) = AESk2
(0) in less than

264 trials. If the key size is larger than the block size, then such a pair
of keys must exist. While there has been some work on the chosen-key
setting [21] or using AES in a hashing mode [40], we are not aware of
any results on this specific problem.”

Compared to existing key collisions [2,10,31,35,38], particularly the subkey col-
lision in the key scheduling function, a ciphertext collision is uniquely observed
when a specific plaintext is encrypted under two distinct keys. In this paper,
we refer to this as a target-plaintext key collision. Such collisions can be further
categorized into two variants based on whether the target plaintext is predeter-
mined: fixed-target-plaintext key collision and free-target-plaintext key collision.
These key collisions can be directly converted into single-block collisions or semi-
free-start collisions on the Davies-Meyer (DM) hashing mode with AES. This is
due to the fact that target-plaintext key collisions are equivalent to the scenarios
of collision attacks on DM mode where only message difference (which is a key
part in AES) causes a collision when a fixed input chaining value (which is a part
of plaintext in AES) is given.

Despite its significance, to the best of our knowledge, this type of attack has
not yet been investigated for AES over the past 20 years. In fact, there are no re-
sults on collision and semi-free-start collision attacks on DM mode with AES over
the significant number of rounds. On the other hand, there are numerous results
of free-start collisions on DM hashing with AES [8,30,36], as well as collisions on
Matyas-Meyer-Oseas (MMO) and Miyaguchi-Preneel (MP) modes [17,19,19,20].
In these attacks, the adversary can also inject differences into the plaintext part
in AES to cause a collision, unlike DM mode. Once differential characteristics
for collisions in MMO and MP are obtained, the values that fulfill differential
characteristics are efficiently found by the rebound attacks [37], which consists of
an inbound phase and an outbound phase. In the inbound phase, the differential



Key Collisions on AES and Its Applications 3

characteristics are realized deterministically by exploding degrees of freedom of
the internal state. In the outbound phase, it is fulfilled in a probabilistic man-
ner. For more information, existing tools and their limitations for a key-collision
search on AES are discussed in Appendix A.

1.2 Difficulties for Finding Target-Plaintext Key Collisions

Here, we discuss the technical obstacles for finding target-plaintext key collisions
and (semi-free) collision attacks on DM mode with AES by existing approaches.

– First of all, as far as we know, no differential characteristics of AES where a
difference is inserted into only key, not into plaintext, leading to a ciphertext
collision, have been demonstrated in the literature. Compared to the search
for best related-key differential characteristics for AES [9, 15, 21, 25], this
search requires strict conditions such that key differences should be canceled
out by themselves without the help of plaintext differences. Consequently,
the weights of target differential characteristics become quite high, resulting
in time-consuming tasks. Therefore, finding these characteristics within a
practical time appears to be very challenging so far.

– Even if differential characteristics for key collisions are identified, efficiently
mounting rebound attacks in DM remains non-trivial. This difficulty arises
because the core techniques of rebound attacks, e.g. super S-box [26,29,33],
non-full-active super S-box [19, 20, 41], and super inbound [17] techniques,
face limitations in controlling plaintext values. These techniques rely on ex-
ploiting the degrees of freedom (DoF) in the plaintext of an underlying block
cipher, which is a message domain that the adversary can manipulate in
MMO and MP, while in DM, this is a chaining value domain. Additionally,
the strict conditions of differential characteristics for key collisions make it
exceedingly difficult to find differential characteristics that align well with
these techniques during the inbound phase. Particularly in DM, differential
characteristics in the key scheduling function should be carefully considered
in rebound attacks at the same time.

1.3 Our Contribution

In this paper, we introduce an efficient automatic search tool designed to find
target-plaintext key collisions of AES, and then apply it to AES-128/192/256
and its DM hashing mode.

New Tool for Finding Key Collision on AES. To address the limita-
tions of existing approaches, we first utilize bit-wise differential characteristics,
which lead to a ciphertext collision resulting solely from key differences, by SAT
method [44] with state-of-the-art SAT solver and encoding methods. In con-
trast, existing collision attacks on AES utilize truncated differential character-
istics [8, 17, 19, 19, 20, 30, 36]. Bit-wise differential characteristics enable us to
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exploit the bit-level relationship between the DoF of the inbound phase and the
differential probability of the outbound phase in rebound attacks.

Specifically, we convert bit-wise differential characteristics into a graphical
expression to leverage the DoF information of each vertex, dependencies between
each vertex, and grouping based on these relationships. We then use a depth-first
search in graph theory to generate a DoF tree, illustrating the optimal strategy
for selecting inbound vertices, which are vertices categorized in the inbound
phase, and determining the sequence for identifying outbound vertices, which
are vertices categorized in outbound phase, from a given inbound vertex.

This DoF tree allows us to mount new rebound-type attacks, which hierarchi-
cally perform inbound and outbound phases across several groups categorized by
vertex dependencies. As a result, our tool can efficiently mount rebound attacks
for very complex differential characteristics, including those of the key scheduling
function under the strict conditions of key collisions.

Application Results. We present fixed-target-plaintext key collisions on 2/5/6-
round AES-128/192/256 and free-target-plaintext key collisions on 5/7/9-round
AES-128/192/256. These are directly converted into single-block collision at-
tacks on 2/5/6-round AES-128/192/256-DM and semi-free-start collision attacks
on 5/7/9-round AES-128/192/256-DM, respectively. Table 1 summarizes our ap-
plication results. To show the validity of our attacks, we provide an example of
the fixed-target-plaintext key collision on AES-256 or semi-free-start collisions
on 9-round AES-256-DM. Furthermore, by exploiting a specific class of free-start
collisions, we present two-block collision attacks on 3/9-round AES-128/256-DM,
respectively. As far as we know, these are the first results of collisions and semi-
free start collisions of AES-DM over a significant number of rounds.

2 Preliminaries

2.1 Description of AES

AES [13] is a block cipher that supports a block size of 128 bits. It has three
variants called AES-128, AES-192, and AES-256, depending on the combina-
tion of a key size of Klen bits and the number of rounds Nr. More specifically,
(Klen, Nr) = (128, 10), (192, 12), and (256, 14) for AES-128, AES-192, and AES-
256, respectively. The internal state can be viewed as a 4× 4 array of bytes.

Round Function. The round function consists of the following four operations:

– SubBytes (SB) is a parallel execution of 8-bit S-boxes. Due to page limitation,
we do not give the specific table of the S-box.

– ShiftRows (SR) is a row-wise shuffle operation. Specifically, the i-th row of
the state is cyclically shifted by i-bytes to the left.

– MixColumns (MC) is a column-wise 4×4 matrix multiplication over the finite
field F8

2 with the irreducible polynomial x8 + x4 + x3 + x+ 1.
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Table 1: Summary of our application results.
Target Attack Round Time Memory Ref.

AES-128-DM

Collision 2 249 Negligible Appendix C.1
Collision∗ 3 260 252 Appendix F

Semi-free-start 5 257 Negligible Appendix C.2
Free-start 5 256 232 [36]
Free-start 6 232 216 [30]

AES-192-DM Collision 5 261 Negligible Appendix C.3
Semi-free-start 7 262 Negligible Appendix C.4

AES-256-DM

Collision 6 261 Negligible Sect. 5.1
Collision∗ 9 258 255 Sect. 6.3

Semi-free-start 9 230 Negligible Sect. 5.2
q pseudo-collision† 14 (full) q · 267 Negligible [8]

∗ It is a two-block collision. † The q pseudo-collision attack is synonymous with the q
free-start collision attack. Kim et al. [32] claimed that this attack [8] is insufficient
for a free-start collision attack on AES-256-DM, as it is inferior to the birthday
attack in terms of the generic notion of collision attacks.

– AddRoundKey (AK) is the application of the round key. The 128-bit round
key is XORed to the internal state.

The round function of AES is denoted by f = AK ◦MC ◦ SR ◦ SB; the i-th round
internal state before the SB, SR, MC, and AK operations are denoted by xi, yi,
zi, and wi, respectively; and the i-th round key is denoted by ki, as depicted in
Fig. 1. After an initial state w0 is initialized with the initial round key k0 by the
AK operation, the internal state is updated by iterating the round function Nr

times. Note that the MC operation is omitted for the final round.

Key Schedules. The key schedule algorithm takes the master key K and performs
the key expansion function to generate the round keys ki for 0 ≤ i ≤ Nr. The
resulting round keys consist of a linear array of 4-byte words, denoted by vj with
the range of 0 ≤ j < 4 · (Nr + 1); namely, ki[j mod 4] = v4i+j .

The key expansion function consists of two steps. The first step is to initialize
vj for 0 ≤ j < Nk with K, where Nk = 4, 6, and 8 for AES-128, AES-192, and
AES-256, respectively. The second step is to compute the remaining round keys,
i.e., vi for Nk ≤ j < 4 · (Nr + 1), as the following procedure (see Fig. 2):

vj =


vj−Nk

⊕ SW(RW(vj−1))⊕ RC(i/Nk) if j ≡ 0 mod Nk,

vj−Nk
⊕ SW(vj−1) if Nk = 8 and j ≡ 4 mod Nk,

vj−Nk
⊕ vi−1 otherwise,

where SW is the SubWord function that takes a 4-byte input word and applies
the SB operation to each of four bytes to produce a 4-byte output word, RW is
the RotWord function that takes a 4-byte input word [u0, u1, u2, u3], performs
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Fig. 1: The round function of AES.

the cyclic shift operation, and returns a 4-byte output word [u1, u2, u3, u0], and
RC(i/Nk) is the round constant.

2.2 Rebound Attack

The rebound attack, proposed by Mendel et al. at FSE 2009 [37], is a generic
tool for cryptanalysis of hash functions, especially on AES-like hashing. The
basic idea of the attack is to obtain a specific differential characteristic in the
underlying primitive (e.g., a block cipher or a cryptographic permutation) of
the target hash function. More specifically, the rebound attack consists of an
inbound phase and an outbound phase by decomposing the target primitive E
into three parts so that E = Efw ◦ Ein ◦ Ebw, as depicted in Fig. 3.

– The inbound phase aims to find a differential characteristic with a lower
probability in Ein of the target primitive. To achieve this, an attacker must
carefully control an input/output differential pair of the non-linear layers in
Ein and determine an input/output differential pair in Ein that maximizes
the differential probability in the following outbound phase. Searching for
such a pair enables us to obtain many available solutions, which are the
starting points for the outbound phase. It becomes the degree of freedom in
the inbound phase.

– The outbound phase aims to obtain a valid differential characteristic in
both forward and backward direction through Efw and Ebw to find a desired
collision. If the obtained differential characteristic has a sufficient probabil-
ity of violating the security of collision attacks, the rebound attack can be
considered successful. Otherwise, the attacker repeats the inbound phase to
obtain more starting points for the outbound phase.

2.3 Collision Attacks and Its Variant

Given a hash function H, a collision is to identify message pair (m,m′) satisfies
H(IV,m) = H(IV,m′), where the initial vector IV is a fixed initial value. Let
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Fig. 2: Key schedules of AES-128, AES-192, and AES-256. The SubWord and
RotWord functions are denoted by S and R, respectively. Note that the round
constant operation is omitted.

v be the chaining value that is equal to the output of the previous block. A
semi-free-start collision is to find a pair (v,m) and (v,m′), such that H(v,m) =
H(v,m′), where (v ̸= IV ). A free-start collision is to find a pair (v,mi−1) and
(v′,m′

i−1), so that H(v′,m) = H(v′,m′), where (v ̸= v′). When the hash function
H is built by iterating the compression function (CF ) with the Merkle-Damgård
construction, we can similarly define the semi-free-start and free-start collision
attacks on the compression function.

3 Key Collision

In block ciphers, a key collision is defined as two distinct keys that produce iden-
tical subkeys through the key scheduling function. When such colliding keys are
used, any plaintext can be encrypted into the same ciphertext. The existence of
such keys is known for a few ciphers. For instance, Robshaw [38] has shown that
the CRYPTREC candidate, the block cipher CIPHERUNICORN-A, has colliding
keys. Kelsey et al. [31] have found colliding keys for the Tiny Encryption Algo-
rithm (TEA) block cipher. Furthermore, Aumasson et al. [2] have discovered that
the ISDB Scrambling Algorithm, the cipher MULTI2, allows such keys as well.
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Fig. 3: A schematic view of the rebound attack.
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Fig. 4: Variants of key collisions.

Biryukov and Nikolic [10] have found colliding keys of SC2000-256 by exploiting
the weakness of the key scheduling function. For stream ciphers, Matsui [35] has
investigated the behavior of colliding key pairs for the stream cipher RC4, in
which, two distinct keys generate the same key stream.

3.1 New Variants of Key Collision

In this paper, we introduce new variants of key collisions, termed target-plaintext
key collision, defined as follows.

Definition 1 (Target-Plaintext Key Collision) It is two distinct keys that
generate the same ciphertext for a single target plaintext.

Compared to existing key collisions, particularly the subkey collision in the key
scheduling function, a ciphertext collision occurs exclusively with a specific plain-
text under two distinct keys. Identifying such a collision can be classified into
two different problems depending on whether a single target plaintext is prede-
termined or not, illustrated in Fig. 4.

Problem 1 (Fixed-Target-Plaintext Key Collision) Given a single target
plaintext, find a key pair that generates the same ciphertext.

Problem 2 (Free-Target-Plaintext Key Collision) Find a key pair and a
corresponding single plaintext that generates the same ciphertext.

In Problem 1, given a predetermined target plaintext, the adversary must
identify two distinct keys that yield the same ciphertext. In contrast, Problem 2
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EK

mi-1

hi-1 hi

Fig. 5: A schematic view of the Davies-Meyer (DM) hashing mode.

allows the adversary to choose the target plaintext and find colliding key pairs
freely. Clearly, Problem 1 is more challenging than Problem 2.

The time complexity for solving these problems by generic attack (assuming
an underlying block cipher is an ideal cipher) depends on the size of the cipher-
text. Specifically, for an n-bit ciphertext, such pairs can be found within a time
complexity of 2n/2, owing to the birthday paradox.

3.2 Applications of Target-Plaintext Key Collisions

We explore the implications and significance of target-plaintext key collisions in
theoretical and practical domains with several applications.

Collision Attack on DM Hashing Mode. The DM hashing mode is used to
construct a cryptographic hash function from a block cipher. In this mode, as
shown in Fig. 5, the key in the block cipher is treated as the message input for
the hash function, and the plaintext is the initial vector or chaining value.

A fixed-target-plaintext key collision, where two keys produce the same ci-
phertext for a predetermined plaintext, corresponds to a single-block collision
in DM mode. This implies that two different messages (keys) result in the same
hash output (ciphertext) for a given initial state (plaintext). Similarly, a free-
target-plaintext key collision, where the adversary can choose the plaintext and
find two keys that produce the same ciphertext, correlates with a semi-free-start
collision in DM mode. In this scenario, the attacker has the freedom to select the
initial state (plaintext) and find two different messages (keys) that lead to the
same hash output (ciphertext). This flexibility makes the semi-free-start colli-
sion less constrained and potentially attacks on more rounds than a single-block
collision.

Open Problem of Padding Fix for Key Committing Security. Recently,
the key committing security has garnered significant attention. In this line of
research, Albertini et al. [1] revealed that standard AE schemes such as AES-GCM
and ChaCha20-Poly1305 lack this type of security. In their paper, the authors
introduce a simple countermeasure, referred to as the padding fix. This method
involves prepending an ℓ-bit string of 0’s, denoted as X, to the message M for
each encryption, resulting in Enc(K,N,A,X||M), and check for the presence
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of X at the start of the message after decryption; decryption fails if X is not
present. This countermeasure leads to the following open problem [1].

“In particular, the padding fix with AES-GCM assumes an ideal cipher,
and therefore raises the following interesting problem: Is it possible to
find two keys k1 and k2 such that AESk1(0) = AESk2(0) in less than
264 trials. If the key size is larger than the block size, then such a pair
of keys must exist. While there has been some work on the chosen-key
setting [21] or using AES in a hashing mode [40], we are not aware of
any results on this specific problem.”

This issue is equivalent to the task of identifying target-plaintext key collisions
in AES. To the best of our knowledge, this type of attack has not yet been
investigated for AES over the past 20 years.

Embedded Device Keys by Malicious Factory. Regarding other appli-
cations of target-plaintext key collisions, consider the scenario of a malicious
factory setting in which a device-specific key is embedded at an untrustwor-
thy factory. This situation is akin to the context of a hardware trojan [5], with
Original Equipment Manufacturing (OEM) serving as an illustrative example.

In such cases, there exists a significant risk when the fixed key is utilized for
generating session keys via key derivation functions based on block ciphers for
each device [12]. If the factory puts in specific key pairs meant for key collisions
in two distinct devices, it may result in identical session keys for certain in-
puts. Consequently, an adversary possessing one device might be able to decrypt
messages intended for another.

Moreover, the adversary could feasibly impersonate another device in sys-
tems where devices authenticate their identities by responding to a challenge
computed using a block cipher with a device-fixed key. This is because their
responses, which are generated using colliding key pairs, would be identical.

4 Automatic Tools for Key Collision on AES

In this section, we propose a new automatic tool designed to efficiently identify
key collisions. This tool is comprised of six steps, and we describe them step by
step. The overview of our attack procedure is shown in Alg. 1. Our rebound-
type attack consists of the inbound and outbound phases as well as the standard
rebound attack, but they have complex structures. Therefore, we call the internal
states classified to the inbound phase (resp. outbound phase) as the inbound
vertex (resp. outbound vertex).

Step 1: Searching for Differential Characteristics for Key Collisions.
We employ the SAT-based automatic search method proposed by Sun et al. [44]
to find good differential characteristics applied to our rebound-type attack. We
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Algorithm 1: The Proposed Rebound-type Attack
Data: b, rounds, LT
Result: Tcomp

1 cnf ← GenCNF(b, rounds);
2 path← SAT(cnf) ; // Step1
3 G← GenGraph(path) ; // Step2
4 starts← GetStarts(rounds) ; // Step3
5 forall S in starts do
6 DoFtree ← GenTree(S,G) ; // Step4 and Step5
7 Tcomp ← CalcTime(DoFtree) ; // Step6

only give an overview of this method and our environment for evaluation. For
more information about the modeling method, please refer to [44].

In the SAT-based approach, we express a differential propagation in a prim-
itive and its weight caused by non-linear operations into CNF (Conjunctive
Normal Form). For linear operations, such as an XOR and a permutation, their
CNFs are shown in the previous works [42–44]. In contrast, for a non-linear
operation, such as an S-box, we can derive their CNF expression by some algo-
rithms used to simplify the Boolean function. Then, we employ Espresso logic
minimizer4 to derive CNF of an S-box. In addition to linear and non-linear op-
erations, it is necessary to model the output such that the output difference is
zero in order to discover a differential characteristic that leads to a collision.
After converting differential propagation and its weight into CNF expression,
we set the target weight k by Boolean cardinality constraints expressed in CNF
and give the created CNF to a SAT solver. If an SAT solver returns “SAT”, we
can find differential characteristics with a weight of ≤ k. Otherwise, we increase
k and repeat this procedure until a SAT solver returns “SAT”. In this work,
we utilize ParKissat-RS5 and totalizer as a SAT solver and Boolean cardinality
constraints, respectively. GenCNF() in Alg. 1 accepts the number of rounds,
rounds, that we attempt to find the key collision as the input and outputs a
CNF, cnf , to find a differential characteristic. Then, SAT() accepts the CNF
generated by GenCNF() and outputs the found differential characteristic, path,
with its probability. In the standard situation where we attempt to identify op-
timal differential characteristics, we solve SAT models with a target weight k in
ascending order. In contrast, we do not need to find optimal differential charac-
teristics but good differential characteristics for our rebound-type attack.

In our attack, the probability of an underlying differential characteristic is
constrained by the maximum DoF in each attack for successful attacks. A fixed-
target-plaintext key collision can utilize the DoF of the key, while the free-
target-plaintext key collision can utilize the DoF of both the key and plain-
text. Thus, fixed-target-plaintext key collision requires a differential characteris-
4 https://ptolemy.berkeley.edu/projects/embedded/pubs/downloads/espresso/index.

htm
5 https://github.com/shaowei-cai-group/ParKissat-RS

https://ptolemy.berkeley.edu/projects/embedded/pubs/downloads/espresso/index.htm
https://ptolemy.berkeley.edu/projects/embedded/pubs/downloads/espresso/index.htm
https://github.com/shaowei-cai-group/ParKissat-RS
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tic with probability of more than 2−128/2−192/2−256 on AES-128/192/256 while
it is 2−256/2−320/2−384 on AES-128/192/256 for the free-target-plaintext colli-
sion, respectively.

Step 2: Converting Differential Characteristics into Graphical Expres-
sion. Since our rebound-type attack consists of the complex structure of the in-
bound and outbound vertices, we need to efficiently calculate the available DoF
for fulfilling the differential characteristics found in Step 1. To this end, we first
convert the differential characteristics into the graphical expression, including
a set of vertices and edges, and utilize depth-first search to calculate the avail-
able DoF. GenGraph() in Alg. 1 accepts the differential characteristic found in
Step 1 as the input and generates the corresponding graph.

Let G = (V,E) be the graph of the differential characteristic where V and
E denote a set of vertices and edges, respectively. V and E are determined as
following rules:

Degree of the Graph. We first determine how the degree of bit-wise we con-
vert differential characteristics into a set of vertices and edges. It significantly
influences the efficiency of the later steps in our tool; the smaller the degree
will be, the more complex constructing the attack will be. In this paper, we
generate the graph in 32-bit wise for AES. Therefore, we treat a 32-bit word
as a single unit on AES.

A set of vertices V . V is a set of vertices v, representing a unit of internal
states that we can independently determine the values. Each vertex holds
information about its weight and the available DoF.

A set of edges E. E is a set of edges e, representing vertices to which a par-
ticular vertex is connected. For example, if the vertex vα is connected to the
vertices vβ , and vγ , we hold the edge evα [vβ , vγ ] in E. We can interact with
the available DoF in each connected vertex via the edge.

After creating the graph of the differential characteristic, we classify each SB
and SW layer depending on in which v they belong. It can allow us to add infor-
mation about the total probability in each vertex, helping us determine which
vertices will be set to inbound or outbound vertices. It should be mentioned that
the shape of the graph is determined by a specification of a primitive and the
number of analysed rounds while available DoF in each vertex corresponds to a
differential characteristic.

Example. For a better understanding, we take Fig. 6 as an example, which
shows the round function and key scheduling function of the 2-round AES. First,
as shown in Fig. 6, we convert the internal state into a set of vertices in 32-bit
wise as follows:

V = {vIV [i], vs1[i], vMC1[i], vs2[i], vSR2[i], vOUT [i], vK0[i], vK1[i], vK2[i]},

where i ∈ {0, 1, 2, 3}, each of which can independently determine their values.
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Fig. 6: Example of the graphical expression of round functions of AES.

From a set of vertices, we can obtain a set of edges corresponding to the
vertices vIV [i] and vK0[i] where i ∈ {0, 1, 2, 3} as follows:

E = {evIV [i]
[vK0[i], vS1[i]], evK0[0]

[vIV [0], vS1[0], vK0[3], vK1[0]], evK0[1]
[vIV [1], vS1[1], vK1[0], vK1[1]],

evK0[2]
[vIV [2], vS1[2], vK1[1], vK1[2]], evK0[3]

[vIV [3], vS1[3], vK0[0], vK1[2], vK1[3]]},

where i ∈ {0, 1, 2, 3}, each of which connects vertices. We can obtain the remain-
ing edges in the same manner. For simplicity, we depict edges in a part of the
2-round AES in Fig. 6.

Step 3: Determining the Starting Points. In the inbound phase of rebound
attacks, we can determine the values following the differential characteristics by
leveraging the DoF in the internal state. Specifically, by properly choosing values
of internal state, we ensure that the probability of differential transition through
an SB layer is one. This operation is executed for multiple vertices, depending
on the available DoF. We call such a set of vertices as the starting points and
vertices in the starting points as inbound vertices. The total number of inbound
vertices is determined by the maximum available DoF in the target primitive
and setting. For example, to find the fixed-target-plaintext key collision of the
r-round AES-128, we can choose four vertices including SB or SW layers as the
inbound vertices because the maximum available DoF is 2128. In that case, since
each round includes a total of 5 vertices, including SB and SW, the number of
combinations for inbound vertices is

(
5r
4

)
, which will be too expensive to evaluate

all combinations as r becomes large. Therefore, we restrict the number of rounds
that include inbound vertices to the minimum in our evaluation.

We conduct the depth-first search from the inbound vertices to efficiently
obtain the value pairs following the differential characteristics in the later steps.
Hereafter, we call a vertex not belonging to the starting points as an outbound
vertex. Once we determine the starting point, the outbound vertices, which con-
sists of all the vertices not belonging to the starting point, is also determined
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simultaneously. GetStarts() in Alg. 1 accepts the number of rounds that we
attempt to find the key collisions as the input and outputs all combinations of
starting points.

Step 4: Calculating the Degrees of Freedom in the Starting Points.
After determining the starting point, we calculate DoF derived from the given
individual inbound vertices. This calculation is equivalent to determining the
number of valid values within the starting point that fulfills the corresponding
differential characteristics.

Available Degrees of Freedom. Suppose that the total size of inbound vertices in
the given starting point is b bits, and the probability of its differential propaga-
tion is 2−P1 , we can obtain the DoF of 2b−P1 . It should be emphasized that we
can independently calculate the DoF derived from each inbound vertex. There-
fore, the time complexity in a starting point will not be 2b−P1 but can be much
smaller than it. Inbound() in Alg. 2 accepts an starting point as the input and
outputs this starting point with its DoF if the starting point is valid. Note that
any choice of starting points does not always lead to the valid collision attacks,
meaning that some choices of starting point cannot bring the colliding pairs due
to their structures. In that case, Inbound() outputs NULL.

Example. Suppose that we choose the vertex vS1[0] in Fig. 6 as one of inbound
vertices and its probability is 2−14, the available DoF derived from vS1[0] is
estimated 218(= 232−14). Note that we must derive the DoF from all those states
if there are multiple states over the non-linear operation in an inbound vertex.

Step 5: Finding Value Pairs Fulfilling the Outbound Vertices. After
determining the starting point, we proceed to derive the value pairs fulfilling the
entire differential characteristics for key collisions. To derive such pairs efficiently,
we categorize inbound and outbound vertices using the depth-first search. During
this depth-first search, we classify them based on their ability to calculate the
values independently using the available DoF. This categorization allows us to
derive the value pairs independently in each category, thereby minimizing the
time complexity. For a better understanding, we give a simple example of how
to categorize the inbound and outbound vertices.

Categorizing Vertices by Depth-first Search. Fig. 7 illustrates the overview of
the depth-first search with a simple example. In this example, we have a set
of vertices V = {vin1

, vin2
, vin3

, vout1 , vout2 , vout3} where (vin1
, vin2

, vin3
) and

(vout1 , vout2 , vout3) are inbound and outbound vertices, respectively. Besides, ac-
cording to Fig. 7, we also have a set of edges

E = {evin1
[vin2 , vout1], evin2

[vin1 , vin3 , vout1 , vout2 ], evin3
[vin2 , vin3 ]

evout1
[vin1

, vin2
, vout2 , vout3 ], evout2

[vin2
, vin3

, vout1 , vout3 ], evout3
[vout1 , vout2 ]}
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Algorithm 2: GenTree
Data: S,G
Result: DoFtree

1 if Inbound(S,G) = NULL then // Step4
2 break;

3 else
4 DoFtree ← Grouping(S,G) // Step5

𝑣!"!

𝑣!""
𝑣!"#

𝑣#$%"𝑣#$%!

𝑣#$%#

Search.3

Search.1
Search.4

Search.6

Search.2

Search.5

Fig. 7: The illustration of the depth-first search to categorize outbound vertices.

Then, we attempt to categorize outbound vertices based on the inbound vertices.
This search starts from all inbound vertices in the starting point. The pro-

cedure of our depth-first search is as follows:

Search 1. Start the depth-first search from vin1 . According to evin1
[vin2 , vout1],

we know that vin1 is connected to vin2 and vout1 , but value pairs of both
vertices have not been determined yet. Therefore, only the value pairs of in1

can be determined in the first invocation of the depth-first search, and the
corresponding vertices from vin1

are only vin1
.

Search 2. Start the depth-first search from vin2 . According to evin2
[vin1 , vin3 , vout1 , vout2 ],

we know that vin2
is connected to vin1

and the value pairs of vin1
have been

already determined in Search 1. In other words, we have already conducted
the inbound phase for vin1

( or the outbound phase for the outbound ver-
tices). However, the corresponding vertex of vin2 is only vin2 because we can
determine the value pairs of vin2 independently.

Search 3. After Search 2, we know that value pairs of vout1 can be determined
because the value pairs of vin1

and vin2
have been already determined. Be-

sides, according to evout1
[vin1 , vin2 , vout2 , vout3 ], vout1 is also connected to

vout2 and vout3 , but we cannot determine their value pairs yet. Therefore,
the corresponding vertices of vout1 are vin1

and vin2
.

Search 4. Start the depth-first search from vin3
. For the same reason as Searches 1

and 2, the corresponding vertex of vin3 is only vin3 .



16 K. Taiyama et al.

s

𝑔{"!"#}

𝐷𝑜𝐹"!"# 𝐷𝑜𝐹"!"$

Prob.(𝑣!"#!) s𝐷𝑜𝐹"!"%

𝐼𝑁$𝐼𝑁%

𝑂𝑈𝑇%
𝐼𝑁&

Prob.(𝑣!"#" ,𝑣!"##)

𝑔{"!"$}

𝑔{"!"%}𝑔{"!"# ,"!"$}

𝑔{"!"# ,"!"$ ,"!"%}

Fig. 8: Overview of the DoF tree. Prob.(vout1) and Prob.(vout2 , vout3) denote the
probability of the outbound groups g{vin1

,vin2
} and g{vin1

,vin2
,vin3

}, respectively.
(DoFvin1

, DoFvin2
, DoFvin3

) denote the available DoF of (vin1
, vin2

, vin3
), re-

spectively. (IN1, IN2, IN3, OUT1) denote the DoF used to find the value pairs
of the connected outbound groups.

Search 5. After Search 4, we know that vout2 can be determined. The value
pairs of vin3

can be determined independently, but the value pairs of vin2

have already been determined depending on the value pairs of vin1
to obtain

the value pairs of vout1 . Therefore, the value pairs of vout2 must correspond
to the value pairs of vin1 , and the corresponding vertices of vout2 are vin1 ,
vin2 , and vin3 .

Search 6. We determine the value pairs of the remaining vertex vout3 . Accord-
ing to evout3

[vout1 , vout2 ], vout3 is connected to vout1 and vout2 , and their cor-
responding vertices contain vin1 , vin2 , and vin3 . Therefore, the corresponding
vertices of vout3 are also vin1

, vin2
, and vin3

.

Then, we obtain Table 2 that shows which inbound vertices each vertex cor-
responds to. After categorizing them, we generate a tree construction of ver-
tices, called a DoF tree, which allows us to calculate the value pairs of each
vertex with a minimum time complexity. Fig. 8 shows the DoF tree based on
Table 2. In Fig. 8, each surrounded vertex by the black square can be calcu-
lated from their value pairs independently. For g{vin1

,vin2
}, we can use DoFvin1

and DoFvin2
to find the value pairs of g{vin1

,vin2
,vin3

} while we can also cal-
culate the value pairs of g{vin1

,vin2
,vin3

} using DoFvin3
at the same time. If

Prob.(vout2 , vout3)−1 > DoFvin3
, we use DoFvin1

and DoFvin2
via g{vin1 ,vin2}.

Hence, in that case, we can partly calculate the value pairs of g{vin1
,vin2

,vin3
}

independently. The detailed attack complexity will be calculated in Step 6.
Grouping() in Alg. 2 accepts the starting point and the graph expression of
the differential characteristic as the input and outputs the DoF tree.
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Table 2: Categorizing outbound vertices. The outbound vertices are highlighted
in red.

Step Start points Corresponding inbound vertices Groups
1 vin1 {vin1} g{vin1

}

2 vin2 {vin2} g{vin2
}

3 vout1 {vin1 , vin2} g{vin1
,vin2

}

4 vin3 {vin3} g{vin3
}

5 vout2 {vin1 , vin2 , vin3} g{vin1
,vin2

,vin3
}

6 vout3 {vin1 , vin2 , vin3} g{vin1
,vin2

,vin3
}

Step 6: Estimating Attack Complexity. We check whether the total avail-
able DoF is enough to find the value pairs fulfilling the differential characteristic
and its time complexity. We use MILP (Mixed-Integer Linear Programming) to
check those and minimize the time complexity. During an MILP modeling, we
assign DoF derived from each outbound group, highlighted red color in Table 2,
as the linear constraints. For a better understanding, we give all constraints as
the product of the probability and DoF, but we can express them by the lin-
ear inequalities by the weight and give them to an MILP solver. Let DoFOUTi ,
DoFCj

, and Prob.(OUTi) be DoF derived from outbound group OUTi, the DoF
used to calculate the value pairs in each connected group cj , and the probabil-
ity of outbound group OUTi, respectively. The DoF derived from the outbound
group OUTi is calculated as follows:

DoFOUTi
=

 n∏
j=1

DoFCj

 · Prob.(OUTi), (1)

where n denotes the number of connected groups to OUTi. We assign Eq. (1) for
all outbound groups as the linear constraints in an MILP model. For inbound
groups, the black colored groups in Table 2, DoF used to calculate the value
pairs of the connected outbound groups must be smaller than DoF derived from
this inbound group. Thus, we assign such constraints as follows:

INk ≤ DoFINk
, (2)

where INk and DoFINk
denote the DoF used to calculate the value pairs of

the connected outbound groups and DoF derived from this inbound group INk,
respectively. We assign Eq. (2) for all inbound groups as the linear constraints
in an MILP model.

Besides, for each outbound group, we need to ensure that the time complexity
is smaller than the birthday bound as follows:

T i
max ≥

m∏
j=1

INj ·
n∏

k=1

OUTk (3)
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where T i
max, m, and n denote the objective variables, the number of outbound

groups, and the number of inbound groups connected to the target outbound
group, respectively. We assign Eq. (3) for all outbound groups as the linear
constraints in an MILP model.

Then, we need to set the objective function, which minimizes the time com-
plexity. In the field of symmetric-key cryptography, we often assign one objective
function, such as the number of active S-boxes and the total weight in primitives,
and minimize it, equivalent to solving the minimization problem. In contrast, the
time complexity of our attack is dominated by the maximum T i

max, but there
is no way to know which T i

max will be maximum in the standard MILP model.
Therefore, we solve the MIN-MAX problem, a class of problems where the ob-
jective is to minimize the maximum value of a set of variables and functions,
instead of the minimization problem. Hence, we assign a set of all T i

max as the
objective function as follows:

(T 1
max, T

2
max, . . . , T

m
max). (4)

Then, we minimize the maximum variables in Eq. (4) by an MILP solver. In
this work, we use SageMath6 as an MILP solver. Our attack is successful if the
maximum value in Eq. (4) will be smaller than the birthday bound. Otherwise,
we conduct the same procedure for another DoF tree. CalcTime() in Alg. 1
accepts the DoF tree as the input and outputs the time complexity of this attack.

5 Key Collisions on AES-128/192/256

In this section, we show fixed-target-plaintext key collisions on 2/5/6-round
AES-128/192/256 and free-target-plaintext key collisions on 5/7/9-round AES-
128/192/256, which are found by our automatic tool provided in Sect. 4. Here,
we only show the attacks on AES-256, and the attacks on AES-128/192 are shown
in Appendix C. Besides, the optimality of the fixed-target-plaintext key collision
attack on AES-128 with respect to the number of attacked rounds is discussed
in Appendix B.

Notations. We use the following notations for our attacks. For i ∈ {1, . . . , 12},
let ini be the inbound vertices; let INi be the assigned degrees of freedom in
the attack; let INMi

be the available degrees of freedom from a given differ-
ential characteristic; and let P (ini) be a differential probability of ini in the
corresponding SB operation.

Moreover, the internal states of AES are treated here as a column-wise array
of 4-byte words, with columns numbered from the left. For example, xi[0] and
xi[3] are represented as 4-byte words in the leftmost and rightmost columns in
the i-th round internal state before the SB operation, respectively. In the same
manner, the i-th round internal state before the AK operation is represented as

6 https://www.sagemath.org

https://www.sagemath.org
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wi[3] and wi[0], respectively, and the i-th round key is denoted by ki. Besides, all
inbound vertices are written in the same color since it is clear that their values
are obtained independently.

5.1 Fixed-Target-Plaintext Key Collision on 6-round AES-256

Fig. 26 in Appendix D illustrates an underlying differential characteristic for
a fixed-target-plaintext key collision for 6-round AES-256 with a probability of
2−179. Assuming that the 1st and 2nd rounds in the data processing part are
an inbound phase (i.e., {in1, . . . , in8} = {x1[3], . . . , x1[0], x2[3], . . . , x2[0]}), and
the remaining part, including the key scheduling part, is an outbound phase, the
probability of inbound and outbound phases are 2−118 and 2−61, respectively.
After applying our tool, we can obtain the DoF tree as shown in Fig. 27 in
Appendix D for collision attacks. By using this tree, we can construct a fixed-
target-plaintext key collision on 6-round AES-256.

Degree of Freedom in the Inbound Phase. In our attacks, we exploit the
degrees of freedom of each inbound vertex as follows: IN1 = 217, IN2 = 217,
IN3 = 217, IN4 = 20, IN5 = 211, IN6 = 211, IN7 = 211, and IN8 = 212.

By using our automatic tool, we have obtained the differential probability
of each inbound vertex as follows: P (in1) = 2−7, P (in2) = 2−0, P (in3) =
2−0, P (in4) = 2−28, P (in5) = 2−21, P (in6) = 2−21, P (in7) = 2−21, and
P (in8) = 2−20. Based on these results, the maximum degrees of freedom in
each vertex are estimated as INM1

= 225(=32−7), INM2
= 232(=32−0), INM3

=
232(=32−0), INM4

= 24(=32−28), INM5
= 211(=32−21), INM6

= 211(=32−21),
INM7 = 211(=32−21), and INM8 = 212(=32−20). Thus, the degrees of freedom
of each inbound vertex, which is required for the attack, are sufficiently avail-
able.

Attack Procedures.
1. Start with 251(=17+17+17+0) sets of {in1, . . . , in4} = {x1[3], . . . , x1[0]} and

the fixed initial value sets of {w0[3], . . . , w0[0]} (red part in Fig. 9); then,
obtain 251 sets of {w1[0], . . . , w1[3], k0[0], . . . , k0[3]} (blue, purple, green, and
orange parts in Fig. 9).

2. Prepare 211 values of in5 = x2[3] (red part in Fig. 9); then, obtain 262(=51+11)

sets of {k1[3], k2[0], . . . , k2[3], k3[0]} (turquoise part in Fig. 9). As the differ-
ential probability of the corresponding two SW functions in the key schedule
part is 2−35(=−28−7), there exist 227(=62−35) values that fulfill the differential
characteristic (turquoise part in Fig. 9).

3. Prepare 222(11+11) sets of {in6, in7} = {x2[2], x2[1]} (red part in Fig. 9); then,
obtain 249(=27+22) sets of {k1[2], k1[1]} (yellow and brown parts in Fig. 9).

4. Prepare 212 values of in8 = x2[0] (red part in Fig. 9); then, obtain 261(=49+12)

values of the remaining data processing and key scheduling parts (gray part
in Fig. 9). As the differential probability of the remaining parts is 2−61, there
exists 1 = 20(=61−61) value that fulfills the differential characteristic (gray
part in Fig. 9).
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Fig. 9: Fixed-target-plaintext collision attack on 6-round AES-256.

Attack Complexity. Following the above attack procedures, the attack com-
plexity for Step 2 appears to be dominant, which requires approximately 262

computations of the 1-round AES-256 key schedule. However, the attack com-
plexity for Step 4 requires approximately 261 computations of the partial (at least
4-round) AES-256 encryption; thus, from the perspective of a fair complexity es-
timation, it can be considered that the attack complexity for Step 4 is dominant.
Therefore, total complexity is bounded by 261 computations of 6-round AES-256.

As in the actual execution of the attack, it is not necessary to store a complete
set of values at each outbound vertices. For example, in Step 3, rather than
storing 249(=27+22) sets of {k1[2], k1[1]}, we can proceed to evaluate the next
outbound vertices for a single value of the previous outbound vertices. Thus,
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our attacks in this section and Appendix C can be done with negligible memory.
This is confirmed by our experiment for the semi-free start collision attack on
9-round AES-256.

5.2 Free-Target-Plaintext Key Collision on 9-round AES-256

Fig. 28 in Appendix E illustrates an underlying differential characteristic for
a free-target-plaintext key collision for 9-round AES-256 with a probability of
2−193. Assuming that the 7th, 8th, and 9th rounds in the data processing part are
an inbound phase (i.e., {in1, . . . , in12} = {x7[3], . . . , x7[0], x8[3], . . . , x8[0], x9[3], . . . , x9[0]}),
and the remaining part, including the key scheduling part, is an outbound phase,
the probability of inbound and outbound phases are 2−102 and 2−91, respec-
tively. After applying our tool, we can obtain the DoF tree as shown in Fig. 29
in Appendix E for collision attacks. By using this tree, we can construct a free-
target-plaintext key collision on 9-round AES-256.

Degree of Freedom in the Inbound Phase. In our attacks, we exploit the
degrees of freedom of each inbound vertex as follows: IN1 = 21, IN2 = 20,
IN3 = 20, IN4 = 20, IN5 = 226, IN6 = 20, IN7 = 20, IN8 = 29, IN9 = 219,
IN10 = 26, IN11 = 211 and IN12 = 219.

By using our automatic tool, we have obtained the differential probability
of each inbound vertex as follows: P (in1) = 2−6, P (in2) = 2−6, P (in3) = 2−6,
P (in4) = 2−6, P (in5) = 2−6, P (in6) = 2−7, P (in7) = 2−6, P (in8) = 2−7,
P (in9) = 2−13, P (in10) = 2−13, P (in11) = 2−13, and P (in12) = 2−13. Based on
these results, the maximum degrees of freedom in each vertex are estimated
as INM1

= 226(=32−6), INM2
= 226(=32−6), INM3

= 226(=32−6), INM4
=

226(=32−6), INM5
= 226(=32−6), INM6

= 225(=32−7), INM7
= 226(=32−6), INM8

=
225(=32−7), INM9 = 219(=32−13), INM10 = 219(=32−13), INM11 = 219(=32−13) and
INM12 = 219(=32−13). Thus, the degrees of freedom of each inbound vertex, which
is required for the attack, are sufficiently available.

Attack Procedures.

1. Start with 21(=1+0+0+0) sets of {in1, . . . , in4} = {x7[0], . . . , x7[3]} (red part
in Fig. 10); then, obtain 21 sets of {w7[3], . . . , w7[0]} (blue part in Fig. 10).

2. Prepare 226 values of in5 = x8[3] (red part in Fig. 10); then, obtain 227(=26+1)

values of k7[3] (purple part in Fig. 10). As the differential probability of the
corresponding SW function in the key schedule part is 2−27, there exist
20(=27−27) values that fulfill the differential characteristic (purple part in
Fig. 10).

3. Prepare 20 values of in6 = x8[2] (red part in Fig. 10); then, obtain 20(=0+0)

values of k7[2] (green part in Fig. 10). As the differential probability of the
corresponding key schedule part is 20, there exist 2(=0−0) values that fulfill
the differential characteristic (green part in Fig. 10).
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Fig. 10: Free-target-plaintext collision attack on 9-round AES-256.
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4. Prepare 20 values of in7 = x8[1] (red part in Fig. 10); then, obtain 20(=0+0)

values of k7[1] (orange part in Fig. 10). As the differential probability of the
corresponding key schedule part is 20, there exist 20(=0−0) values that fulfill
the differential characteristic (orange part in Fig. 10).

5. Prepare 29 values of in8 = x8[0] (red part in Fig. 10); then, obtain 29(=9+0)

values of k7[0] (turquoise part in Fig. 10). As the differential probability of
the corresponding key schedule part is 20, there exists 1 = 29(=9−0) value
that fulfills the differential characteristic (turquoise part in Fig. 10).

6. Prepare 219 values of in9 = x9[3] (red part in Fig. 10); then, obtain 228(=19+9)

values of k8[3] (yellow part in Fig. 10). As the differential probability of the
corresponding key schedule part is 2−28, there exist 20(=28−28) values that
fulfill the differential characteristic (yellow part in Fig. 10).

7. Prepare 26 values of in10 = x9[2] (red part in Fig. 10); then, obtain 26(=0+6)

values of k8[2] (brown part in Fig. 10). As the differential probability of the
corresponding key schedule part is 2−6, there exist 20(=6−6) values that fulfill
the differential characteristic (brown part in Fig. 10).

8. Prepare 211 values of in11 = x9[1] (red part in Fig. 10); then, obtain 211(=0+11)

values of k8[1] (gray part in Fig. 10). As the differential probability of the
corresponding key schedule part is 20, there exist 211(=11−0) values that fulfill
the differential characteristic (gray part in Fig. 10).

9. Prepare 219 values of in12 = x9[0] (red part in Fig. 10); then, obtain 230(=11+19)

values of k8[0] (violet part in Fig. 10). As the differential probability of the
remaining parts is 2−30, there exists 1 = 20(=30−30) value that fulfills the
differential characteristic (violet part in Fig. 10).

Attack Complexity. Following the above attack procedures, it is obvious that
the attack complexity for Step 9 is dominant, which requires approximately 230

computations of the partial AES-256 encryption. Therefore, total complexity is
bounded by 230 computations of 9-round AES-256.

Experimental Verification. We experimentally verify the validity of the pro-
posed attack, especially of the free-target-plaintext collision attack on 9-round
AES-256. Our experiment was executed on AMD Ryzen Threadripper™PRO
5995WX @2.7GHz (64C/128T) with 512GB RAM; then, it was completed in
12 hours. As a result, we have practically found the value at which such a key
collision occurs. Table 3 shows an example case of a free-target-plaintext key
collision for 9-round AES-256 (see Table 4 in Appendix E for more details), and
the values with differences in the keys are shown in red.

6 Application to AES-DM

In this section, we present single-block (semi-free-start) collision attacks on AES-
DM, which are based on the fixed/free-target-plaintext key collision attacks on
AES provided in Sect. 5. Moreover, we show two-block collision attacks on AES-
128-DM and AES-256-DM, also found by our automatic tool in Sect. 4. Here, we
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Table 3: An example input and output values of a free-target-plaintext key colli-
sion for 9-round AES-256. It is directly converted into a semi-free start collision
attack on 9-round AES-256-DM by adding the feedword operation.

i P laintexti Keyi Ciphertexti

1

83 66 63 dc ca 45 20 ea 26 11 ac 9c 7f ea d8 40
b1 bc 61 82 30 3c c2 06 7c 39 55 e2 c0 59 30 d5
30 38 ab f7 7e 2f d9 46 84 1f b2 3e 11 29 07 d0
14 c3 d4 6a 96 2a 82 ef 21 00 57 6c 39 08 5a 65

2

83 66 63 dc 35 45 20 ea 26 11 ac 9c 7f ea d8 40
b1 bc 61 82 cf 3c c2 06 7c 39 55 e2 c0 59 30 d5
30 38 ab f7 94 5a ac d9 84 1f b2 3e 11 29 07 d0
14 c3 d4 6a 7c 5f f7 70 21 00 57 6c 39 08 5a 65

only show the attack on AES-256-DM, and the attack on AES-128-DM is shown
in Appendix F.

Notations. Unlike the notations in Sect. 5, the internal states of AES are treated
here as a byte-wise array. Then, we denote the i-th round of the state array at
the m-th row from the left and the n-th column from the top by xi[4m+ n] for
m,n ∈ {0, 1, 2, 3}. For example, xi[6] is represented as the i-th round state array
at the 1st row from the left and the 2nd column from the top.

6.1 Single-block (Semi-Free-Start) Collision Attacks on AES-DM

As discussed in Sect. 3.2, fixed-target-plaintext key collisions and free-target-
plaintext key collisions on AES-128/192/256 are naturally converted into one-
block collision and semi-free collision attacks on AES-DM, respectively. Thus, we
can construct collision attacks on 2/5/6 round AES-DM-128/192/256 and semi-
free-start collision attacks on 5/7/9 round AES-DM-128/192/256, respectively.

6.2 How to Find Two-block Collision Attack on AES-DM

We show that a class of single-block free-start collision attacks on AES-DM is
converted into 2-block collision attacks. Specifically, in the second block, we
prepare a specific class of free-start collision attacks in which an input chaining
values could have any difference ∆hi, but its value hi is predetermined, while
in the setting of the standard free-start collision, both of value and difference
of input chaining values are freely chosen by the adversary. We call this type of
collision free-differential-start collision, defined as follows.

Definition 2 (Free-Differential-Start Collision) Given a compression func-
tion CF , it finds a pair (v,m) and (v′,m′), so that CF (v,m) = CF (v′,m′),
where v is a fixed value and (v ̸= v′).
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Fig. 11: Overview of the proposed two-block collision attack.

Basic Idea. Suppose that a free-differential-start collision in the second block
can be found with a time complexity of T2 < 264. Furthermore, we assume
that such collisions can be obtained, along with N different input differences of
∆h

(1)
1 , ∆h

(2)
1 , . . . ,∆h

(N)
1 with corresponding message differences of ∆m

(1)
1 , ∆m

(2)
1 ,

. . . , ∆m
(N)
1 , and each of them can be found with the same complexity of T2 < 264.

It is expressed as follows:

∆CF (∆h
(1)
1 , ∆m

(1)
1 ) = ∆CF (∆h

(2)
1 , ∆m

(2)
1 ) = · · · = ∆CF (∆h

(N)
1 , ∆m

(N)
1 ) = 0.

We first compute the first block by randomly choosing a pair of input mes-
sages m0. Suppose we obtain a pair of h1 having a difference that is equal to
one of N patterns of ∆h

(1)
1 , ∆h

(2)
1 , . . . ,∆h

(N)
1 . In that case, we mount a free-

differential-start collision attack on the second block where a pair of input h1 is
fixed to the value identified in the search in the first block, and ∆h1 corresponds
to one of N candidates. Consequently, this approach enables us to connect be-
tween the first and second blocks, thereby finding a collision in a two-block
AES-DM as shown in Fig. 11.

Attack Complexity. The probability that ∆h1 coincides with one of N spec-
ified patterns of ∆h

(1)
1 , ∆h

(2)
1 , . . . ,∆h

(N)
1 is estimated to be N/2128. Therefore,

upon collecting 2128/N pairs of h1, we can find such a pair with high probability.
Due to the birthday paradox, 2128/N pairs can be prepared from

√
2128/N =

264/N
1
2 values of hi. Thus, the total complexity is estimated as

264/N
1
2 one block comp.+ T2 one block comp.

For example, if N = 4 and T2 = 262, the time complexity is estimated as

263 one block comp.+ 262 one block comp. < 263 two block comp.
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The memory requirements of 264/N
1
2 in the first block.

6.3 Two-Block Collision Attacks on 9-round AES-256-DM

Using our automatic tool, we can develop a 9-round free-differential-start colli-
sion in the second block with a time complexity of 258 as shown in Fig. 12. To
convert it into a two-block collision attack, we need to construct multiple attacks
with N distinct input differences ∆hi and the same time complexity.

How to Find N Distinct Inputs. We can easily obtain such attacks by
exploiting the differential characteristics in Fig. 13 (see Fig. 33 in Appendix G
for more details). It is well known that given a fixed input and output difference
of ∆x and ∆y, the probability of (∆y = Sbox(∆x)) is approximately 1/2 where
Sbox() is an operation of S-box of AES [37].

This property indicates that there are about 128 distinct differences of ∆x0[7],
which result in ∆y0[7] = 0x33 through S-box. It means that ∆h1[7](= ∆x0[7]⊕
∆k0[7]) also has 128 possible values, which lead to differential characteristics of
y0.

∆h1[7] is forwarded to the output, and ∆y8[7] is computed as ∆y8[7] =
∆k9[7]⊕∆h1[7]. Once ∆h1[7] is chosen out of 128 candidates, the corresponding
∆y8[7] is determined. The probability that (∆y8[7] = Sbox(∆x8[7] = 0xfd)) is
1/2. Thus, there exists 128/2 = 64 possible ∆h1[7], which follow the character-
istics for collision with time complexity of 258. As ∆h1[5] and ∆h1[6] also have
64 possible candidates, respectively, with the same reason, in total, there are
N = (64)3 = 218 distinct inputs with the same time complexity.

Attack Complexity. For N = 218 and T2 = 258, the time complexity for
2-block collision attack is estimated as

255 one block comp.+ 258 one block comp. < 258 two block comp.

The memory requirements of 255 in the first block.

7 Conclusion

In this paper, we investigated the new type of key collisions called target-
plaintext key collisions of AES, which arise as an open problem in the key
committing security and are directly converted into collision attacks on Davies-
Meyer (DM) hashing mode. This key collision is such that a ciphertext collision
is uniquely observed when a specific plaintext is encrypted under two distinct
keys. We introduced an efficient automatic search tool designed to find target-
plaintext key collisions. As a result, we demonstrated collision attacks on 2/5/6-
round AES-128/192/256-DM and semi-free-start collision attacks on 5/7/9-round
AES-128/192/256-DM, respectively. Furthermore, by exploiting a specific class of
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Fig. 12: Free-differential-start collision on 9-round AES-256-DM.
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Fig. 13: Differential characteristic for the free-differential-start collision on 9-
round AES-256-DM.

free-start collisions, we present collision attacks on 3/9-round AES-128/256-DM,
respectively.

For further directions, it would be interesting to optimize how to determine
the best choice of inbound vertices. Also, efficiently identifying invalid starting
points would be promising to improve the efficiency of our method.
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A Existing Tools for Key Collision Search on AES

As mentioned in Sect. 1.1, no studies have been reported to date that have
addressed the task of identifying target-plaintext key collisions in AES. For this,
there are no existing tools yet that address this task directly. However, some
existing tools have the potential to solve this task indirectly. For example, search
tools for related-key differential characteristics on AES, collision attacks on AES-
DM, and collision attacks on other AES-like hashing modes (e.g., MMO and MP
modes). In this section, we outline these existing tools and then discuss the
difficulty of applying them to finding the key collision on AES.

A.1 Existing Tools and Their Applications on AES-like Schemes

Related-key Differential Characteristics Search on AES. Based on Def-
inition 1, the problems of searching for target-plaintext key collisions can be
considered equivalent to the problem of searching for related-key differential
characteristics where both the input and output differences are zero and the
key difference is non-zero. Search tools for related-key differential characteristics
on AES can be roughly divided into two categories: search tools implemented
from scratch in general-purpose programming languages [7, 9, 21, 27, 34, 36] and
automatic search tools based on optimization problems (e.g., MILP, SAT/SMT,
CP) [11, 15, 23–25,39,45]. In the following, we mainly focus on the second cate-
gory.

The first automatic search tool for finding related-key differential characteris-
tics on AES was proposed by Gérault, Minier, and Solnon at CP 2016 [25]. Their
tool is based on the CP-based approach, and their proposed algorithm consists
of two steps. The first step is to search for all truncated characteristics with the
lowest number of active S-boxes. The second step aims to decide whether each
characteristic is valid or not. If it is valid, this step continually aims to find the
actual cell values that maximize the differential probability. Although most of
the proposed CP modeling methods rely on the existing techniques [9, 21], by
adding new constraints, the proposed tool succeeded in obtaining tight charac-
teristics faster and less memory than the existing techniques. The proposed tool
also succeeded in proving that an optimal characteristic claimed in the existing
studies [9, 21] is not optimal by providing a better solution. Since then, auto-
matic search tools for finding tight related-key differential characteristics have
developed based on their CP-based approach [11,23,24,39,45].

As another direction, there is a MILP-based tool proposed by Derbez et al.
at ASIACRYPT 2022 [15]. Their tool is based on the existing MILP modeling
techniques [14,18,28], but these techniques highly rely on the linearity of the key
scheduling function in the target cipher; thus, they cannot be applied to the anal-
ysis of AES directly. Then, the authors in [15] tweaked the existing techniques
to find related-key boomerang characteristics for AES-192 and AES-256. Since
then, the latest automatic search tools have been provided by Boura, Derbez,
and Funk at ToSC 2023(4) [11]. Both the existing CP-based and MILP-based
approaches [15,39] have a potential issue of requiring many additional variables
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and constraints to avoid obtaining invalid truncated differential characteristics.
Then, the authors in [11] tackled this issue and proposed two types of search tools
to obtain a correct solution at high speed: one is based on a new MILP-based
approach, and the other is a new ad-hoc algorithm based on dynamic program-
ming. It can be seen from Table 2 in [11] that the new MILP-based approach is
the fastest for finding optimal characteristics on AES-128 and AES-192, whereas
the new dynamic programming-based approach is the fastest for finding optimal
characteristics on AES-256.

Collision Attacks on AES-DM. As far as we know, no studies have been
reported on an automatic search tool based on optimization problems for collision
attacks on AES-DM. Then, we outline here the existing collision attacks on AES-
DM from the following two approaches: one is an approach based on applying a
known-key or chosen-key distinguisher to a free-strat collision attack [30,36], and
the other is an approach based on a notion of differential q-multicollision [3,8,32].

At SAC 2009, Mendel et al. [36] improved the existing rebound attack [37],
and the improved method was applied to Grøstl-256, ECHO, and AES. Focusing
on AES, they provided the 7-round known-key distinguisher with a time com-
plexity of 224 and showed that the provided distinguisher can be applied to a
free-start collision attack on the 5-round AES-DM with a time complexity of 256.
This free-start collision attack is based on the fact that both the first and the
sixth rounds in the 7-round distinguisher have the same active byte positions.
At SAC 2013, Jean, Naya-Plasencia, and Peyrin [30] showed that the chosen-key
distinguisher provided in [16] can be applied to a free-start collision attack on
the 6-round AES-DM with a time complexity of 232, which is the same way as
Mendel et al.’s method [36].

At CRYPTO 2009, Biryukov, Khovratovich, and Nikolic [8] provided the
full-round chosen-key distinguisher on AES-256 based on a new notion of a dif-
ferential q-multicollision. Then, by exploiting the provided distinguisher, they
demonstrated that q pseudo-collision (i.e., q free-start collision) attacks on the
full-round AES-256-DM can be done with a time complexity of q · 267. In 2020,
Kim et al. [32] claimed that the chosen-key distinguisher provided in [8] is in-
sufficient for a free-start collision attack on AES-256-DM, as it is inferior to the
birthday attack in terms of the generic notion of collision attacks. Then, to show
a valid attack on AES-256-DM, they provided a new chosen-key distinguisher on
the 12-round AES-256 and demonstrated a free-start collision attack on the 12-
round AES-256-DM with a time complexity of 261.3 by exploiting the provided
distinguisher. In the latest study, Beck, Cho, and Kim [3] presented a quan-
tum free-start collision attack on the full-round AES-256-DM, which is based
on the chosen-key distinguisher provided in [8]. However, we identify that these
attacks [3,32] are invalid for the following reasons. These attacks rely on 2-block
collision strategies, wherein, a 1-block free-start collision in the second block is
connected to chaining values which are computed from IV (Initial Value) of the
hash function in the first block. In these attacks, triangulation algorithm [8],
which exploits the degree of freedom of parts of key and plaintext in an under-
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lying block cipher, is used for finding a free-start collision in the second block.
However, in the situation of the 2-block collision attack, as input chaining val-
ues (namely plaintext part) to the second block are predetermined, there is no
degree of freedom in these inputs (plaintext parts). Thus, a freestart collision in
the second block cannot be constructed with a complexity of less than 264.

Collision Attacks on Other AES-like Hashing Modes. One of the power-
ful collision attacks on other AES-like hashing modes is a rebound attack [37],
including its extended versions based on super S-box [26, 29, 33], non-full-active
super S-box [19, 20, 41], and super inbound [17] techniques. Then, we outline
here the existing studies [17, 19, 20, 29] used an automatic search tool based on
optimization problems.

At EUROCRYPT 2020, Hosoyamada and Sasaki [29] proposed a dedicated
quantum collision attack on AES-MMO, AES-MP, and Whirlpool, which is based
on the classical rebound attack [37]. They applied the super S-boxes technique to
the inbound phase in the proposed attack. Note that they used the MILP-based
tool only to verify the optimality of the differential trail; thus, the automatic
search tool was not used to automate the rebound attack.

At ASIACRYPT 2020, Dong et al. [19] proposed classical and quantum (semi-
free-start) collision attacks on AES-MMO, AES-MP, and Grøstl, which is also
based on the rebound attack. They applied the non-full-active super S-boxes
technique to the inbound phase in the proposed attack and used the MILP-
based tool to search for a valid truncated differential characteristic with non-full-
active super S-boxes. At ASIACRYPT 2021, Dong et al. [20] proposed classical
and quantum (free-start) collision attacks on Whirlpool, Saturnin-hash, SKINNY-
MMO, and SKINNY-MP. This is similar to Dong et al.’s attack [19], but they
focused on searching for a free-start collision on the target ciphers. For this,
they introduced the MILP-based tool to determine a related-key truncated dif-
ferential characteristic with non-full-active super S-boxes, which were optimized
for rebound attacks. At CRYPTO 2022, Dong et al. [17] first proposed a new
technique called super inbound for rebound attacks by generalizing the super
S-boxes and non-full-active super S-boxes techniques. Then, they applied the
super inbound technique to the inbound phase in the rebound attack and used
the CP-based tool to search for a valid truncated differential characteristic with
a super-inbound property.

A.2 Limitations on Existing Results and Tools for Key Collisions

Several existing methods described in Appendix A.1 have the potential to apply
to finding the key collision on AES. In this subsection, we discuss the difficulty
of applying them to finding the key collision on AES.

Related-key Differential Characteristics. The natural way to find the key
collision is to utilize the automatic search tools for differential characteristics in
the related-key model, i.e., searching the related-key differential characteristics
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with the differences in both the plaintext and ciphertext fixed to zero. The most
straightforward approach is to collect and encrypt the plaintext pairs following
a differential characteristic with a probability of greater than 2−64, which can
find the free-target-plaintext key collision. However, according to [39], optimal
related-key differential characteristics of AES become less than the probability of
2−64 over 4, 7, and 9 rounds for the 128-, 192-, and 256-bit key variants, respec-
tively. Considering the differences in the plaintext and ciphertext fixed to zero,
the number of rounds that we can construct differential characteristics for the
key collision could decrease more. Hence, this approach does not seem suitable
for finding the key collision. However, we can generally control the internal state
in the chosen-key setting, leading to a more sophisticated technique as described
next.

Rebound Attacks. The rebound attack is one of such sophisticated tech-
niques applying to hash functions [37]. For the hash functions based on AES-like
permutations, such as ECHO [6], Whirlpool [4], and Grøstl [22], the super S-box
technique [26, 29, 33] is often employed to efficiently collect the starting point
of the inbound phase, called the degrees of freedom (DoF). The concept of the
super S-box technique is to collect a lot of value pairs in the input and output of
super S-boxes and check the validation by the meet-in-the-middle technique. In
that case, we can no longer find the fixed-target-plaintext key collision because
value pairs in the input of super S-boxes can not be pre-determined, i.e., all key
collisions that we can find by this technique are categorized to the free-target-
plaintext key collision. Hence, we focus solely on the free-target-plaintext key
collision by the rebound attack with the super S-box technique, equivalent to
the semi-free-start collision on AES-DM.

To the best of our knowledge, there are no studies published on the semi-
free-start collision on AES-DM by the rebound attack, despite their significance.
This fact already implies its difficulty, but we take a closer look at it here. First
of all, no differential characteristics of AES where a difference is inserted into
only key, leading to a ciphertext collision has not been demonstrated in the liter-
ature. Compared to the search for best related-key differential characteristics for
AES [9,15,21,25], this search requires strict conditions such that key differences
should be canceled out by themselves without the help of plaintext differences.
Consequently, the weights of target differential characteristics become quite high,
resulting in time-consuming tasks. Therefore, finding these characteristics within
a practical time appears to be very challenging so far. Besides, even when dif-
ferential characteristics for key collision are identified, rebound attacks [37] and
triangle attacks [8], which efficiently find the values which fulfill differential char-
acteristics, are not well-suited for solving target-plaintext key collisions.

Experiments. To briefly examine their capacities for finding key collisions on
AES, we attempt to explore the truncated differential characteristics with well-
known super S-box structures. Our evaluation is simple: putting well-known
super S-box structures into arbitrary rounds as the inbound phase and then
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counting the number of active S-boxes in the outbound phase and key scheduling
with differences in both plaintext and ciphertext fixed to zero. As we can find
one value pair by one super S-box operation on average, the DoF obtained by
the super S-box technique is limited up to 264, that is, the number of active
S-boxes must be less than 11 (2−6×11 < 2−64 < 2−6×10).We give the overview
of our evaluation in Fig. 14.
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Fig. 14: The overview of our evaluation with an example of the 6-round AES. We
check the popular four input and output patterns of the super S-box in X and
Y . Our evaluation does not consider the linear equations from the round func-
tion and key scheduling shown in [11], namely, not to remove invalid truncated
differential characteristics.

As a result of our evaluation, the number of active S-boxes outnumbers
11 (2−6×11 < 2−64) over 4, 5, and 4 rounds in AES-128, AES-192, and AES-
256, respectively, implying that it can be difficult to find key collisions by these
techniques. There are several novel techniques for extending the inbound phase
including the non-active super S-box and the super inbound techniques [17, 41]
for collision attacks on MMO and MP mode. However, we believe that their direct
applications in finding key collisions pose significant difficulties. These difficul-
ties arise from the fact that key differences are inserted in the inbound phase,
and key differences should be canceled out by themselves, without plaintext and
feedforward differences, unlike MMO and MP. Thus, it is difficult to construct
specific differential characteristics that are well-suited for these techniques in
the inbound phase. Furthermore, even if we succeed in extending the number of
rounds in the inbound phase using these techniques, it is essential to consider
the probability of causing a collision in the final sub-key addition, which requires
additional time complexity.
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Since our evaluation is straightforward, it would be notable that our ex-
perimental results do not show the impossibility of applying the super S-box
technique but how difficult it is.

B Optimality for Fixed-Target-Plaintext Key Collision
Attacks on 2-Round AES-128

Some might consider that our approach can achieve a very small number of
rounds on AES-128 for fixed-target plaintext key collision attacks. To demon-
strate the optimality of the 2-round attack, we derive tight bounds of the differ-
ential characteristic probability for key collisions on AES-128, where a difference
is inserted into only key, not into plaintext, leading to a ciphertext collision.

As a result, the probability drops below 2−128 after 3 rounds. It means that
in the fixed-target-plaintext scenario, no key collision pairs are guaranteed after
3 rounds for a given target plaintext, even when considering the entire 128-bit
key space. This confirms that more than a 3-round attack is infeasible, even if
an efficient rebound attack is applied, under the estimation of single differential
characteristics.

C Key Collisions on AES-128/192

In this section, we show fixed/free-target-plaintext key collisions on AES-128/192,
which are found by our automatic tool provided in Sect. 4.

Notations. We use the following notations for our attacks. For i ∈ {1, . . . , 12},
let ini be the inbound vertices; let INi be the assigned degrees of freedom in
the attack; let INMi

be the available degrees of freedom from a given differ-
ential characteristic; and let P (ini) be a differential probability of ini in the
corresponding SB operation.

Moreover, the internal states of AES are treated here as a column-wise array
of 4-byte words, with columns numbered from the left. For example, xi[0] and
xi[3] are represented as 4-byte words in the leftmost and rightmost columns in
the i-th round internal state before the SB operation, respectively.
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C.1 Fixed-Target-Plaintext Key Collision on 2-round AES-128

Fig. 15a illustrates an underlying differential characteristic for a fixed-target-
plaintext key collision for 2-round AES-128 with a probability of 2−98. Assum-
ing that the 1st round in the data processing part is an inbound phase (i.e.,
{in1, . . . , in4} = {x1[3], . . . , x1[0]}), and the remaining part, including the key
scheduling part, is an outbound phase, the probability of inbound and outbound
phases are 2−42 and 2−56, respectively. After applying our tool, we can obtain
the DoF tree as shown in Fig. 15b for collision attacks. By using this tree, we
can construct a fixed-target-plaintext key collision on 2-round AES-128.

Degree of Freedom in the Inbound Phase. In our attacks, we exploit the
degrees of freedom of each inbound vertex as follows: IN1 = 214, IN2 = 214,
IN3 = 214, and IN4 = 214.

By using our automatic tool, we have obtained the differential probability of
each inbound vertex as follows: P (in1) = 2−7, P (in2) = 2−7, P (in3) = 2−14,
and P (in4) = 2−14. Based on these results, the maximum degrees of freedom in
each vertex are estimated as INM1 = 225(=32−7), INM2 = 225(=32−7), INM3 =
218(=32−14), and INM4

= 218(=32−14). Thus, the degrees of freedom of each
inbound vertex, which is required for the attack, are sufficiently available.

Attack Procedures.

1. Start with 214 values of in1 = x1[3] and the fixed initial value of w0[3] (red
part in Fig. 16); then, obtain 214 values of k0[3] (blue part in Fig. 16). As
the differential probability of the SW function in the first round of the key
schedule part is 2−7, there exist 27(=14−7) values that fulfill the differential
characteristic.

2. Prepare 228(14+14) sets of {in2, in3} = {x1[2], x1[1]} and the fixed initial
value sets of {w0[2], w0[1]} (red part in Fig. 16); then, obtain 235(=7+28) sets
of {k0[2], k0[1]} (purple and green parts in Fig. 16).

3. Prepare 214 values of in4 = x1[0] and the fixed initial value of w0[0] (red part
in Fig. 16); then, obtain 249(=35+14) values of the remaining data processing
and key scheduling parts (orange parts in Fig. 16). As the differential prob-
ability of the remaining parts is 2−49, there exists 1 = 20(=49−49) value that
fulfills the differential characteristic (orange parts in Fig. 16).

Attack Complexity. Following the above attack procedures, it is obvious that
the attack complexity for Step 3 is dominant, which requires approximately 249

computations of the partial AES-128 encryption. Therefore, total complexity is
bounded by 249 computations of 2-round AES-128.
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Fig. 15: Fixed-target-plaintext collision attack on 2-round AES-128.
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C.2 Free-Target-Plaintext Key Collision on 5-round AES-128

Fig. 17 illustrates an underlying differential characteristic for a free-target-plaintext
key collision for 5-round AES-128 with a probability of 2−251. Assuming that the
2nd and 3rd rounds in the data processing part are an inbound phase (i.e.,
{in1, . . . , in8} = {x2[0], . . . , x2[3], x3[3], . . . , x3[0]}), and the remaining part, in-
cluding the key scheduling part, is an outbound phase, the probability of inbound
and outbound phases are 2−187 and 2−64, respectively. After applying our tool,
we can obtain the DoF tree as shown in Fig. 18 for collision attacks. By using this
tree, we can construct a free-target-plaintext key collision on 5-round AES-128.

Degree of Freedom in the Inbound Phase. In our attacks, we exploit the
degrees of freedom of each inbound vertex as follows: IN1 = 211, IN2 = 220,
IN3 = 24, IN4 = 24, IN5 = 24, IN6 = 25, IN7 = 211 and IN8 = 25.

By using our automatic tool, we have obtained the differential probability of
each inbound vertex as follows: P (in1) = 2−21, P (in2) = 2−7, P (in3) = 2−28,
P (in4) = 2−28, P (in5) = 2−28, P (in6) = 2−27, P (in7) = 2−21, and P (in8) =
2−27. Based on these results, the maximum degrees of freedom in each vertex
are estimated as INM1 = 211(=32−21), INM2 = 225(=32−7), INM3 = 24(=32−28),
INM4

= 24(=32−28), INM5
= 24(=32−28), INM6

= 25(=32−27), INM7
= 211(=32−21)

and INM8
= 25(=32−27). Thus, the degrees of freedom of each inbound vertex,

which is required for the attack, are sufficiently available.

Attack Procedures.

1. Start with 239(=11+20+4+4) sets of {in1, . . . , in4} = {x2[0], . . . , x2[3]} (red
part in Fig. 19); then, obtain 239 sets of {w2[0], . . . , w2[3]} (blue part in
Fig. 19).

2. Prepare 24 values of in5 = x3[3] (red part in Fig. 19); then, obtain 243(=39+4)

values of k2[3] (purple part in Fig. 19). As the differential probability of the
SW function in the third round of the key schedule part is 2−7, there exist
236(=43−7) values that fulfill the differential characteristic (purple part in
Fig. 19).

3. Prepare 25 values of in6 = x3[2] (red part in Fig. 19); then, obtain 241(=36+5)

values of k2[2] (green part in Fig. 19). As the differential probability of
the SW function in the second round of the key schedule part is 20, there
exist 241(=41−0) values that fulfill the differential characteristic; then, obtain
241(=41−0) sets of {w1[3], k1[3]} (green part in Fig. 19).

4. Prepare 211 values of in7 = x3[1] (red part in Fig. 19); then, obtain 252(=41+11)

sets of {k1[2], k2[1]} (orange part in Fig. 19). As the differential probability
of the SW function in the second round of the key schedule part is 20, there
exist 252(=52−0) values that fulfill the differential characteristic; then, obtain
252(=52−0) sets of {w1[2], k0[4]} (orange part in Fig. 19).

5. Prepare 25 values of in8 = x3[0] (red part in Fig. 19); then, obtain 257(=52+5)

values of the remaining data processing and key scheduling parts (turquoise
part in Fig. 19). As the differential probability of the remaining parts is 2−57,
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there exists 1 = 20(=57−57) value that fulfills the differential characteristic
(turquoise part in Fig. 19).

Attack Complexity. Following the above attack procedures, it is obvious that
the attack complexity for Step 5 is dominant, which requires approximately 257

computations of the partial AES-128 encryption. Therefore, total complexity is
bounded by 257 computations of 5-round AES-128.
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Fig. 17: Differential characteristic for a free-target-plaintext collision attack on
5-round AES-128.
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C.3 Fixed-Target-Plaintext Key Collision on 5-round AES-192

Fig. 20 illustrates an underlying differential characteristic for a fixed-target-
plaintext key collision for 5-round AES-192 with a probability of 2−186. Assuming
that the 1st round and part of the 2nd round in the data processing part are
an inbound phase (i.e., {in1, . . . , in6} = {x1[0], . . . , x1[3], x2[0], x2[1]}), and the
remaining part, including the key scheduling part, is an outbound phase, the
probability of inbound and outbound phases are 2−125 and 2−61, respectively.
After applying our tool, we can obtain the DoF tree as shown in Fig. 21 for
collision attacks. By using this tree, we can construct a fixed-target-plaintext
key collision on 5-round AES-192.

Degree of Freedom in the Inbound Phase. In our attacks, we exploit the
degrees of freedom of each inbound vertex as follows: IN1 = 23, IN2 = 23,
IN3 = 23, IN4 = 22, IN5 = 225, and IN6 = 225.

By using our automatic tool, we have obtained the differential probability of
each inbound vertex as follows: P (in1) = 2−28, P (in2) = 2−28, P (in3) = 2−27,
P (in4) = 2−28, P (in5) = 2−7, and P (in6) = 2−7. Based on these results, the
maximum degrees of freedom in each vertex are estimated as INM1

= 24(=32−28),
INM2

= 24(=32−28), INM3
= 25(=32−27), INM4

= 24(=32−28), INM5
= 225(=32−7),

and INM6
= 225(=32−7). Thus, the degrees of freedom of each inbound vertex,

which is required for the attack, are sufficiently available.

Attack Procedures.

1. Start with 211(=3+3+3+2) sets of {in1, . . . , in4} = {x1[0], . . . , x1[3]} and the
fixed initial value sets of {w0[0], . . . , w0[3]} (red part in Fig. 22); then, obtain
211 sets of {w1[0], . . . , w1[3], k0[0], . . . , k0[3]} (blue, purple, green, and orange
parts in Fig. 22).

2. Prepare 225 values of in5 = x2[0] (red part in Fig. 22); then, obtain 236(=11+25)

values of k1[0] (turquoise part in Fig. 22).
3. Prepare 225 values of in6 = x2[1] (red part in Fig. 22); then, obtain 261(=36+25)

values of the remaining data processing and key scheduling parts (yellow
parts in Fig. 22). As the differential probability of the remaining parts is
2−61, there exists 1 = 20(=61−61) value that fulfills the differential character-
istic (yellow parts in Fig. 22).

Attack Complexity. Following the above attack procedures, it is obvious that
the attack complexity for Step 3 is dominant, which requires approximately 261

computations of the partial AES-192 encryption. Therefore, total complexity is
bounded by 261 computations of 5-round AES-192.
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Fig. 20: Differential characteristic for a fixed-target-plaintext collision attack on
5-round AES-192.



48 K. Taiyama et al.

2! 2"

2!

2#2!

2"

2!

2#2#

2$

2!

2#2%

2"

2!

2&2'

2&$

2!

2&$2((

2&$

2)%(

2&$2#%

𝑖𝑛(

𝑖𝑛&

𝑖𝑛#

𝑖𝑛"

𝑖𝑛$

𝑖𝑛%

IV

2!

Fig. 21: DoF tree for a fixed-target-plaintext collision attack on 5-round AES-
192.



Key Collisions on AES and Its Applications 49

key0

MC ◦ SR

MC ◦ SR

Rcon1

IV key0

key1

key2

key1

key2

key3

MC ◦ SR

key3

MC ◦ SR

key4

key4

key5

Rcon2

Rcon3

SR

Out

key5

in1 in2 in3 in4

in5 in6

out1 out2 out3 out4 out5 out6

out6 out6
out6 out6

out6 out6 out6 out6

out6 out6 out6 out6

out6 out6 out6 out6

out6 out6 out6 out6 out6 out6

out6 out6 out6 out6

out6 out6 out6 out6

Rot

Rot

Rot

2
−7

2
−13

2
−7

2
−7

2
0

2
0

2
−7

2
0

2
0

2
0

2
0

2
0

2
−7

2
−7

2
0

2
−6

2
3

2
3

2
3

2
2

2
25

2
25

2
0

out4 out4 out4 out4

out6 out6 out6 out6

out6 out6 out6 out6

out6 out6 out6 out6

out6 out6 out6 out6

Fig. 22: Fixed-target-plaintext collision attack on 5-round AES-192.



50 K. Taiyama et al.

C.4 Free-Target-Plaintext Key Collision on 7-round AES-192.

Fig. 23 illustrates an underlying differential characteristic for a free-target-plaintext
key collision for 7-round AES-192 with a probability of 2−248. Assuming that the
3rd and 4th rounds and part of the 5th round in the data processing part are an
inbound phase (i.e., {in1, . . . , in10} = {x3[0], . . . , x3[3], x4[0], . . . , x4[3], x5[0], x5[1]}),
and the remaining part, including the key scheduling part, is an outbound phase,
the probability of inbound and outbound phases are 2−186 and 2−62, respectively.
After applying our tool, we can obtain the DoF tree as shown in Fig. 24 for col-
lision attacks. By using this tree, we can construct a free-target-plaintext key
collision on 7-round AES-192.

Degree of Freedom in the Inbound Phase. In our attacks, we exploit the
degrees of freedom of each inbound vertex as follows: IN1 = 20, IN2 = 20,
IN3 = 20, IN4 = 20, IN5 = 20, IN6 = 22, IN7 = 25, IN8 = 24, IN9 = 226 and
IN10 = 225.

By using our automatic tool, we have obtained the differential probability of
each inbound vertex as follows: P (in1) = 2−6, P (in2) = 2−7, P (in3) = 2−28,
P (in4) = 2−21, P (in5) = 2−28, P (in6) = 2−28, P (in7) = 2−27, P (in8) = 2−28,
P (in9) = 2−6, and P (in10) = 2−7. Based on these results, the maximum de-
grees of freedom in each vertex are estimated as INM1

= 226(=32−6), INM2
=

225(=32−7), INM3
= 24(=32−28), INM4

= 211(=32−21), INM5
= 24(=32−28), INM6

=
24(=32−28), INM7 = 25(=32−27), INM8 = 24(=32−28), INM9 = 226(=32−6) and
INM10 = 225(=32−7). Thus, the degrees of freedom of each inbound vertex, which
is required for the attack, are sufficiently available.

Attack Procedures.

1. Start with 20(=0+0+0+0) sets of {in1, . . . , in4} = {x3[0], . . . , x3[3]} (red part
in Fig. 25); then, obtain 20 sets of {w3[0], . . . , w3[3]} (blue part in Fig. 25).

2. Prepare 211(=0+2+5+4) sets of {in5, . . . , in8} = {x4[0], . . . , x4[3]} (red part
in Fig. 25); then, obtain 211(=0+11) sets of {w4[0], . . . , w4[3], k3[0], . . . , k3[3]}
(purple, green, orange, and turquoise parts in Fig. 25).

3. Prepare 226 values of in9 = x5[0] (red part in Fig. 25); then, obtain 237(=11+26)

values of k4[0] (yellow part in Fig. 25).
4. Prepare 225 values of in10 = x5[1] (red part in Fig. 25); then, obtain 262(=37+25)

values of the remaining data processing and key scheduling parts (brown
parts in Fig. 25). As the differential probability of the remaining parts is
2−62, there exists 1 = 20(=62−62) value that fulfills the differential character-
istic (brown parts in Fig. 25).

Attack Complexity. Following the above attack procedures, it is obvious that
the attack complexity for Step 4 is dominant, which requires approximately 262

computations of the partial AES-192 encryption. Therefore, total complexity is
bounded by 262 computations of 7-round AES-192.
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Fig. 23: Differential characteristic for a free-target-plaintext collision attack on
7-round AES-192.
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Fig. 25: Free-target-plaintext collision attack on 7-round AES-192.
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D Supplemental Materials for Fixed-target-plaintext
Collision Attack on 6-round AES-256

This section provides supplemental materials for the fixed-target-plaintext col-
lision attack on 6-round AES-256, explained in Sect. 5.1. Fig. 26 illustrates an
underlying differential characteristic for the fixed-target-plaintext key collision
for 6-round AES-256 with a probability of 2−179. Fig. 27 shows the DoF tree for
the attack, which has been obtained by our automatic tool.
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Fig. 26: Differential characteristic for a fixed-target-plaintext collision attack on
6-round AES-256.
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E Supplemental Materials for Free-target-plaintext
Collision Attack on 9-round AES-256

This section provides supplemental materials for the free-target-plaintext colli-
sion attack on 9-round AES-256, explained in Sect. 5.2. Fig. 28 illustrates an
underlying differential characteristic for a free-target-plaintext key collision for
8-round AES-256 with a probability of 2−193. Fig. 29 shows the DoF tree for
the attack, which has been obtained by our automatic tool. Moreover, Table 4
shows an example trail of a free-target-plaintext key collision for 9-round AES-
256, provided in Sect. 5.2.
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Fig. 28: Differential characteristic for a free-target-plaintext collision attack on
9-round AES-256.
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Table 4: An example trail of a free-target-plaintext key collision for 9-round
AES-256.
i P laintext1 Key1 i P laintext2 Key2

0

83 66 63 dc ca 45 20 ea 26 11 ac 9c

0

83 66 63 dc 35 45 20 ea 26 11 ac 9c
b1 bc 61 82 30 3c c2 06 7c 39 55 e2 b1 bc 61 82 cf 3c c2 06 7c 39 55 e2
30 38 ab f7 7e 2f d9 46 84 1f b2 3e 30 38 ab f7 94 5a ac d9 84 1f b2 3e
14 c3 d4 6a 96 2a 82 ef 21 00 57 6c 14 c3 d4 6a 7c 5f f7 70 21 00 57 6c

i After SB After MC SubKey i After SB After MC SubKey

1

3b 26 1a 05 ef de 10 b2 7e 2f d9 46

1

4e 26 1a 05 05 ab 65 2d 94 5a ac d9
88 95 bd 72 0f 66 6d 77 84 1f b2 3e 88 95 bd 72 0f 66 6d 77 84 1f b2 3e
63 f2 f9 a1 d9 65 ec 76 96 2a 82 ef 16 f2 f9 a1 33 10 99 e9 7c 5f f7 70
45 2d 0c c4 fc 74 fa 0d 21 00 57 6c 45 2d 0c c4 fc 74 fa 0d 21 00 57 6c

2

81 a1 dd bf a8 a3 38 74 a8 1e 70 17

2

81 a1 dd bf a8 a3 38 74 57 1e 70 17
3d b6 9e 3b c7 35 52 33 8e 0f dc 8b 3d b6 9e 3b c7 35 52 33 71 0f dc 8b
84 84 9f ee 58 fc fa ae be 33 1e 8d 84 84 9f ee 58 fc fa ae be 33 1e 8d
c1 92 95 ef 11 cf 6e a0 c2 0a 4b 6f c1 92 95 ef 11 cf 6e a0 c2 0a 4b 6f

3

63 7a 52 fb be 49 b4 43 5b 48 6a ee

3

16 7a 52 fb 54 3c c1 dc b1 3d 1f 71
3b 80 19 6c 37 8e d9 15 df 57 d8 d0 4e 80 19 6c dd fb ac 8a 35 22 ad 4f
8e 8a 69 26 c8 43 38 a5 49 7d 5a 3f 8e 8a 69 26 c8 43 38 a5 49 7d 5a 3f
66 a6 3f 8a 7d 9f 44 85 68 7d 0d 53 66 a6 3f 8a 7d 9f 44 85 68 7d 0d 53

4

d9 7c 1d 95 aa a0 a2 18 55 c9 9d 52

4

d9 7c 1d 95 aa a0 a2 18 aa c9 9d 52
9b 35 7c a6 4e 3c fb 0e db c6 41 d9 9b 35 7c a6 4e 3c fb 0e db c6 41 d9
0c b2 aa b8 10 a6 5f c6 65 f5 5f 54 0c b2 aa b8 10 a6 5f c6 65 f5 5f 54
59 98 3b f6 f2 9d 0e 80 a7 ff 14 3b 59 98 3b f6 f2 9d 0e 80 a7 ff 14 3b

5

16 f9 75 d6 d2 03 d8 bb 07 5e 90 0c

5

63 f9 75 d6 38 76 ad 24 ed 2b e5 93
2a 2d f4 0e 0c c0 f9 86 d8 09 48 dc 2a 2d f4 0e 0c c0 f9 86 d8 09 48 dc
9d ed 63 4f bf 43 cf 7f 91 74 12 e3 9d ed 63 4f bf 43 cf 7f 91 74 12 e3
fc aa a2 ea 48 5d 27 8c f9 09 1f b0 fc aa a2 ea 48 5d 27 8c f9 09 1f b0

6

03 4c 52 a9 50 11 61 d4 50 09 7a cb

6

03 4c 52 a9 50 11 61 d4 af 09 7a cb
48 dd c8 be 8b c7 3c 0c 8b cf 3b 12 48 dd c8 be 8b c7 3c 0c 74 cf 3b 12
31 9a c1 de ee 39 6c 46 ee 3a 64 46 31 9a c1 de ee 39 6c 46 11 3a 64 46
c8 20 07 eb 49 cd 76 60 49 c5 70 7d c8 20 07 eb 49 cd 76 60 b6 c5 70 7d

7

63 ad af c0 02 f7 c4 f6 3c f8 c1 f3

7

16 ad af c0 e8 82 b1 69 a3 8d b4 6c
63 30 c5 72 e4 e4 9d 2a e4 f1 89 2f 16 30 c5 72 0e 91 e8 b5 7b 84 fc b0
63 7b 30 63 4b 9b 80 de 75 85 9b cc 16 7b 30 63 a1 ee f5 41 ea f0 ee 53
63 30 6f a4 8c 15 fa 0b 8c 8c 84 7c 16 30 6f a4 66 60 8f 94 13 f9 f1 e3

8

b2 76 6b 6b ce 1f aa ca 3c 56 6a af

8

b3 76 6b 6b cc 1e ab c9 3e a8 6b b6
63 59 fa 6b c8 e2 51 f2 b7 99 51 bd 9d 59 fa 6b 2f 1c af eb 4a 67 50 a4
b2 72 af c9 56 a3 37 9e 59 a3 35 fb b3 72 af c9 54 a2 36 9d 5b 5d 34 e2
63 ee f3 f5 6f 53 ba a0 10 66 45 86 9d ee f3 f5 88 ad 44 b9 ed 98 44 9f

9

89 3b ba 4d – – – – f6 cb af b7

9

89 4e ba d2 – – – – f6 cb af b7
d2 21 63 84 – – – – 12 3a 26 98 4d 21 16 84 – – – – 8d 4f 53 07
76 63 77 4d – – – – 67 bf bd 54 76 16 77 d2 – – – – 67 bf bd 54
d2 96 16 f7 – – – – eb 33 39 28 4d 96 63 f7 – – – – 74 46 4c b7

Ciphertext1 Ciphertext2

7f ea d8 40 7f ea d8 40
c0 59 30 d5 c0 59 30 d5
11 29 07 d0 11 29 07 d0
39 08 5a 65 39 08 5a 65
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F Two-Block Collision Attacks on 3-round AES-128-DM

Our automatic tool enables us to develop a 3-round free-differential-start collision
in the second block with a time complexity of 260 as shown in Fig. 30.

Notations. Unlike the notations in Sect. 5 and Appendix C, the internal states
of AES are treated here as a byte-wise array. Then, we denote the i-th round of
the state array at the m-th row from the left and the n-th column from the top
by xi[4m+n] for m,n ∈ {0, 1, 2, 3}. For example, xi[6] is represented as the i-th
round state array at the 1st row from the left and the 2nd column from the top.

How to Find N Distinct Inputs. We can easily obtain such attacks by
exploiting the differential characteristics in Fig. 31 (see Fig. 32 for more details).
It is well known that given a fixed input and output difference of ∆x and ∆y,
the probability of (∆y = Sbox(∆x)) is approximately 1/2 where Sbox() is an
operation of S-box of AES [37].

This property indicates that there are about 128 distinct differences of ∆x0[4],
which result in ∆y0[4] = 0x65 through S-box. It means that ∆h1[4](= ∆x0[4]⊕
∆k0[4]) also has 128 possible values, which lead to differential characteristics of
y0.

∆h1[4] is forwarded to the output, and ∆y2[4] is computed as ∆y2[4] =
∆k3[4]⊕∆h1[4]. Once ∆h1[4] is chosen out of 128 candidates, the corresponding
∆y2[4] is determined. The probability that (∆y2[4] = Sbox(∆x2[4] = 0x42)) is
1/2. Thus, there exists 128/2 = 64 possible ∆h1[4], which follow the characteris-
tics for collision with time complexity of 260. As ∆h1[5], h1[9] and ∆h1[13] also
have 64 possible candidates, respectively, with the same reason, in total, there
are N = (64)4 = 224 distinct inputs with the same time complexity.

Attack Complexity. For N = 224 and T2 = 260, the time complexity for
2-block collision attack is estimated as

252 one block comp.+ 260 one block comp. < 260 two block comp.

The memory requirements of 252 in the first block.
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Fig. 30: Free-differential-start collision on 3-round AES-128-DM.
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Fig. 32: Details on a differential characteristic for a free-differential-start collision
on 3-round AES-128-DM.
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G Supplemental Materials for Two-Block Collision
Attacks on 9-round AES-256-DM

This section provides supplemental materials for the two-block collision attack
on 9-round AES-256, explained in Sect. 6.3. Fig. 33 illustrates an underlying
differential characteristic for the two-block collision for 9-round AES-256 with a
probability of 2−58.
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Fig. 33: Differential characteristic for a free-differential-start collision on 9-round
AES-256-DM.
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