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Abstract. Multiparty computation (MPC) is an important field of cryp-
tography that deals with protecting the privacy of data, while allowing to
do computation on that data. A key part of MPC is the parties involved
having correlated randomness that they can use to make the compu-
tation or the communication between themselves more efficient, while
still preserving the privacy of the data. Examples of these correlations
include random oblivious transfer (OT) correlations, oblivious linear-
function evaluation (OLE) correlations, multiplication triples (also known
as Beaver triples) and one-time truth tables. Multi-point function secret
sharing (FSS) has been shown to be a great building block for pseudo-
random correlation generators. The main question is how to construct
fast and efficient multi-point FSS schemes. Here we propose a natural
generalization of the scheme of Boyle et al [BGI16] using a tree structure,
a pseudorandom generator and systems of linear equations. Our schemes
SLAMP-FSS and SLAMPR-FSS are more efficient in the evaluation phase
than other previously proposed multi-point FSS schemes while being also
more flexible and being similar in other efficiency parameters.

Keywords: Function secret sharing - secure computation - distributed
point functions.

1 Introduction

A two party function secret sharing scheme allows the parties to jointly evaluate
a parameterized function on common inputs such that the parties separately
do not learn anything about the output or the parameters nor do they need to
communicate during such evaluation.

Point functions are functions that evaluate to a predetermined value b at the
predetermined special point a and evaluate to 0 everywhere else. Multi-point
functions have some constant number of such special points.

Multi-point function secret sharing is part of the broader topic of secure mul-
tiparty computation (MPC), which is prevalent in all areas of life, where private
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information needs to be processed. If private information has to be processed
and no single party can be trusted with the whole data, then the computation
can be shared between multiple parties such that no single party learns any
significant part of the private data. Examples of this include: medical information
for research, handling private financial data or keys for cryptocurrencies [IEE].

Function secret sharing (FSS) was proposed to be useful in the setting of
querying and updating distributed databases (private information retrieval —
PIR) [BGI15] and it has also been used to construct ORAM [DS17]. In addition
to that, multi-point FSS has seen some success in the constructions of other
primitives such as vector oblivious linear-function evaluation (VOLE) [BCGI18]
and random oblivious transfer [BCGT19] The common denominator is that
the FSS schemes can be used to construct efficient pseudorandom correlation
generators (PCGs) and then the PCG can provide correlated randomness to the
parties involved. Correlated randomness is a precious resource in cryptographic
applications. For example, identical random strings distributed among the parties
can be used for perfectly secure encryption by using one-time pad encryption.
Other examples of more useful types of random correlation in respect to MPC are
random oblivious transfer (OT) correlations, oblivious linear-function correlations
(OLE), multiplication triples (also known as Beaver triples [Bea91]) and one-time
truth tables [BCGI18,BCG*19].

We propose two new schemes for multipoint FSS. We call our main scheme
Simple Linear Algebra MultiPoint Function Secret Sharing, or SLAMP-FSS for
short. Previous schemes rely on many pseudorandom generator (PRG) evaluations
that are by far the most expensive part of the protocol and a large number of
PRG calls are needed in the protocol. Therefore, our goal was to bring down the
number of required PRG calls in the evaluation step. SLAMP-FSS has similar
key size and time complexity to other multi-point function secret sharing schemes
and its advantages are a simple mathematical constructions and efficiency of
evaluating the shared function at some small constant number of points.

For constructing PCGs, commonly, ¢ (where ¢ is in the approximate order of
magnitude of 25 — 210) applications of a distributed point functions are needed,
and often it is necessary to evaluate the function at all points. We refer to
evaluating the function on all points as full evaluation. So far, the most common
approach has been using the distributed point function from [BGI16] as a black
box and using various approaches for example, using combinatorial objects such
as batch codes [BCGI18] and probabilistic batch codes [ACLS18,SGRR19] to
reduce the total evaluation cost. However, batch codes are technically complicated
and obtaining good specific parameters is difficult, and modifications such as
probabilistic batch codes have their own tradeoffs.

We propose a natural generalization of the [BGI16] for ¢ points. The scheme
uses simple linear algebra and is conceptually simple. Like [BGI16], our construc-
tion will be based on a binary tree with n levels, with the leaves corresponding
naturally with the domain of the DPF. The tree has t leaves where the function
will evaluate to non-zero, we will think of these leaves and nodes on the paths
leading to them from the root as alive nodes, the other nodes we will consider to
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be dead nodes. Evaluating the DPF at a point x corresponds to travelling down
to the leaf corresponding to x. The parties will have a secret-shared value with
the invariant that the value of this is zero if and only if we are currently at a
dead node. Thus it is important to construct the DPF in such a way that if a
node is dead, its children will automatically be dead. For alive nodes, at each
level of the tree, there can be at most ¢ of them. They will have twice the amount
of children some of which will be alive and some will be dead. We will use simple
linear algebra to achieve that this property will be satisfied at all levels.

We also propose a variation of the scheme that is more effective for full
evaluation, but outputs random values at the predetermined points. We call this
scheme Simple Linear Algebra MultiPoint Random Function Secret Sharing, or
SLAMPR-FSS for short. The scheme differs from SLAMP-FSS only slightly but
leads to twice as effective full evaluation.

We note that unlike batch-code based attempts, which can only be used for
full evaluation, our schemes can be used to evaluate on any number of points. For
full evaluation, they are up to several times more efficient than previous works
while having a key size that is approximately similar.

We currently leave the secure instantiation of the setup as a future work.
However, note that while at first glance there may seem to be two large roadblocks
that are hard to instantiate securely, namely, evaluating a PRG and solving a
system of ¢ linear equations, it is plausible that these problems can be solved
much more efficiently than the naive approach. First, note that the PRG is not
evaluated on shared values but on shares. Hence, it is possible that a solution
like the setup algorithm by Doerner and shelat [DS17] could also be adapted to
our case to evaluate all PRG-s locally. Secondly, if we wish to solve a system of
linear equations [A]x = [b] over a large field where A has ¢ rows and v columns
with ¢ < v, then there exists the following approach. One can fix the first v — ¢
values of @, in which case solving the rest of the system is equivalent to solving
a related system [A']z’ = [b’] where A’ is with an overwhelming probability a
random square matrix, and [A’] and [b’] can be computed with no communication
(i.e quickly). This can be solved by computing [A’~'] and computing [A'~'][b/].
Computing [A’ _1] can in turn be solved by a two secure matrix multiplications
[BB89.

The outline of this work is as follows. In Section 2, we give a short description
of prior work. In Section 3, the preliminary knowledge that the reader needs
for understanding the paper is given. In Section 4, algorithms are introduced
and explained. In Section 5, the properties of SLAMP-FSS are presented and
rigorously proved. In Section 6, we compare SLAMP-FSS and SLAMPR-FSS
to prior works. Finally, Section 7 concludes this paper. In Appendix A, we give
the missing proofs and games that did not fit into the main body of the paper.
In Appendix B, we give the modified version SLAMPR-FSS and show that it
satisfies the necessary properties. In Appendix C, we calculate the efficiency of
our schemes.
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2 Prior work

Our work expands on the work of Boyle et al. [BGI16] in which the construction
of a single-point DPF is proposed. This construction requires n evaluations of
the PRG to evaluate a single point and 2 - 2" evaluations of the PRG for full
evaluation.

Recently, Guo et al. [GYW 23] improved on the construction of the original
point function, making the full evaluation 1.33 times faster, making it require
1.5 - 2™ evaluations of the PRG instead of 2 - 2" evaluations. Note that this still
requires to run the protocol ¢ times to obtain the multipoint DPF, thus the total
cost would be 1.5¢ - 2™.

In [BCGI18] two approaches were proposed to obtain the goal of ¢ point
functions. The first was to partition the domain of the function into ¢ smaller
sections and to apply the original construction to each section separately. This
construction results in a distribution of the secret points with a much lower
entropy, however, using the stronger Regular Syndrome Decoding (RSD) assump-
tion, one can still build the necessary applications securely using this construction.
In practice this has meant, however that a larger value of ¢ is used for applications,
for example as in [BBMS22| where the ¢ used is larger by the statistical security
parameter.

The second proposal in [BCGI18] was to use combinatorial objects called
batch codes. These do give a full evaluation in O(2™) evaluations of the PRG and
have a setup cost of only O(n), but the concrete estimation requires the coefficient
in O(2") to be quite high. It also allows to only apply the full evaluation.

In [ACLS18,SGRR19], probabilistic batch codes were used. These do achieve
the full evaluation computation of 3-2" PRG calls. However, they in fact implement
a weaker primitive called Known-Index FSS, where one of the parties learns the
position of the secret point. Although this is sufficient for some applications, it
is not sufficient for all of them. Also, there is a small (~ 274°) error probability
and the construction again can be only used for full evaluation.

3 Preliminaries

This section is meant as a guide to return to, if something in later sections
becomes confusing. However, it is recommended to read through sections about
secret sharing, functional secret sharing, distributed point functions and multi-
point functions as these topics are less well known. Most of the definitions given
are classical with some minor changes to fit more tightly with this research paper.

3.1 Notation

Let us list some important notation. For sets X and Y, we denote F(X — Y) as
the family of all functions ¢ : X — Y. For n € N, we denote {0, 1}" as bit strings
with length n and {0,1}* as the set of all bit strings. For bit strings = € {0,1}*
and integers i € N, we denote z* as the i-th bit of x. For bit strings a, b € {0, 1}*,
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we denote a||b as the concatenation of a and b. For bits a',a? € {0, 1}, we denote

a'a? as the concatenation of a! and a?. For bit strings a,z € {0,1}", we denote

zla? .. .x' = a'a?...a’ as the first i bits of  coinciding with the first ¢ bits of

a. For vectors x,y € FY,, we denote (z,y) as the scalar product of the vectors x

ok
and y, defined by
v
<'Ta y> = Z ZiYi-
i=1

For values a,b from some set X, we denote [a L b] as the boolean function
that checks the equality of two elements of X. In other words

0 (0, ifa#b,
[“_b]_{L if 0 =b.

3.2 Cryptography

Probabilistic polynomial time (PPT) algorithm Probabilistic polynomial
time algorithms are algorithms that run for polynomial number of steps and that
can use some internal randomness to make choices. Polynomial number of steps
means that there exists some polynomial ¢, such that for all inputs z € {0,1}*
and all internal randomness the time it takes for the algorithm to halt is less
than t,01, (J2|) [Gol01].

Pseudorandom generator (PRG) A pseudorandom generator is a polynomial
time deterministic algorithm that gets a small uniform seed as its input and
outputs a large pseudorandom value [KLO08]. Pseudorandom here means that no
bounded adversary can distinguish between this large value and a uniform large
value. More formally,

Definition 1. Let X and Y be sets such that | X| < |Y|. We say that a function
f X — Y is a eprg-pseudorandom generator (PRG), if for every PPT
adversary A

Pr[A(f(x))=1|a:<iX] —Pr[A(y)=1|y<iYH < epRG.

Secret sharing Secret sharing is the process of sharing a piece of data between
multiple parties such that a malicious subset of parties cannot access the data
without cooperating with at least ¢ parties, where ¢ is a threshold set by the
scheme [Sha79,Bla79,KL23]. A piece of data held by one party is called a secret
share. Let us denote the set of parties with P :={P,..., P, }.

Definition 2. A perfect secret sharing scheme for a set of secrets S, thresh-
old t and set of parties P consists of a pair of PPT algorithms (share, reconstruct),
where

— share: On input s € S outputs shares o1,...,0, € {0,1}*;
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— reconstruct: On inputs (i,0;) from parties P; € P C P, outputs the secret
s €8 or the error symbol L.

This scheme must satisfy the following properties:
— Completeness: For every s € S and every subset of parties P C P, that
satisfy ‘75‘ >t

Pr [s/ =5 (01,...,0,) < share(s); s’ + reconstruct({P;() : P; € 75})} =1,

where P;() := (i,0;) denotes the output of the i-th party;
— Privacy: For every subset of parties P C P, that satisfy ‘75‘ < t, and every
PPT algorithm A

Pr|s’' =s|s<+ S;(01,...,0,) < share(s); s’ < A{P;(): P; € 75})} < Ptrivs

where P;() := (i,0;) denotes the output of the i-th party and piri, denotes the
trivial probability of guessing the secret or guessing the shares of other parties

Diriv := max{max{Pr[s + S|}, max {Pr[o; < share(s)]}}.
s€S P‘IG,P\,’5
0'16{0,1}*

Definition 3. Let G be an abelian group. Additive secret sharing is a perfect
secret sharing scheme with thresholdt = n = |P| and pyripy = maxsec{Pr [s < G|},
for which

— share: On input s € G, samples o1, . ..,0n_1 < G. Then computes
n—1
Op =8— Z o;
i=1
and outputs shares o1,...,0n,.
— reconstruct: On input of all n shares o1,...,0,, outputs Y, 0;. On any

other subset of input shares outputs L.

For secret shared value 7 from some abelian group G and a two-party additive
secret sharing scheme, we denote [7]; and [7]2 as the secret shares of party 1 and
party 2. That is

[Th+ [l =T

We denote by [7] the tuple ([7]1, [7]2) and call it a secret-sharing of 7. For an
abelian group G, a function f: G — G, a value 7 € G, and a sharing of 7 that is
[7] = ([T]1, [7]2), we use the notation f([r]) to denote the tuple (f([7]1), f([7]2))
Thus, if in some algorithm we write [z] « f([7]), it means that [z]; < f([7]1)
and [z]2 < f([7]2).
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Function secret sharing (FSS) Function secret sharing is a type of secret
sharing, where the data shared by the parties is a description of some function ¢
from a predefined function family F. This description can be used to calculate
the secret share of ¢(z) for any z in the domain of ¢ [BGI15]. We now will give
the more formal definition.

Definition 4 ([BGI15]). Let p € N. A p-party function secret sharing
(FSS) scheme with respect to function class F(X — Y) and secret sharing
scheme SS is a pair of PPT algorithms (Gen, Eval), where

— Gen: Gets the description of ¢ € F as its input and it outputs p keys
ki,...,ky, € {0,1}*.
— Eval: On input (i, k;, x), the algorithm outputs the i-th party’s secret share of
p(x) with respect to SS , wherei € {1,...,p}, k; € {0,1}* and z € X.
The scheme must satisfy the following properties:
— Completeness: Forallp e F(X - YY),z € X,

Pr[reconstruct(Eval(1, k1, x), . .., Eval(p, kp, z)) = ()]
ki,...,kp < Gen(p)] = 1.

— Security: We call an FSS scheme (Q, egss)-indistinguishable, if for all cor-
rupted parties T C {1,...,p}, |T| < Q < p and for all PPT algorithms
A: )

Pr[b=1b] — 3 < &Fss,

where b and b come from the following experiment:
o The adversary outputs (1, p2,0) < A(), where 1,902 € F(X = Y) are
descriptions of two functions from function family F and o € {0,1}* is
the state of A.
o The challenger selects b < {0,1} and calculates (k1, ..., kp) < Gen(pp).
e The adversary gets the corrupted keys and calculates b <+ A({k;}ier,0).

Note that in the following sections we denote Eval(i, k;, z) as Eval’ (k;, z).

Distributed point functions (DPF)

Definition 5. Let X be a set and let G be an abelian group. For a € X and
b € G the point function P, : X — G is defined by P, (a) = b and P, p(x) =0
for all x # a.

Definition 6 ([BGI15,GI14]). A distributed point function (DPF) is an
FSS scheme with respect to the family of point functions over X = {0,1}" and
G ={0,1}™ where the group operation is defined to be as the pointwise XOR.

Definition 7 ([BCGI18]). Let X be a set and let G be an abelian group. For
a € X" and b € G' the t-multi-point function P, is defined by

_ bi) fo = Qq,
Pap() = {07 otherwise,

where a; is the i-th element of a and b; is the i-th element of b.



8 Erki Kiilaots, Toomas Krips, Hendrik Eerikson, and Pille Pullonen-Raudvere

Ideal Cipher Model We will use the Ideal Cipher Model in this paper. This
essentially assumes that the output of a block cipher with a known key is randomly
distributed. Note that we will use the model in only showing the correctness
of the model, that is, we use it in the proofs where there is no adversary who
tries to break the model but we merely use it to assume that the output of a
block cipher is approximately evenly distributed regarding some subspaces. We
consider this a reasonable assumption to make as this assumption is typically
made in this line of work.

Definition 8 ([KLO08]). Let v,k € N and F : {0,1}7 x {0,1}* — {0,1}" be an
efficient function. We call F' a keyed permutation or a block cipher if for all
k € {0,1}" the function F (-, k) is bijective.

Definition 9 (JCPS08]). The Ideal Cipher Model (ICM) is an idealized
model, where a publicly accessible block cipher exists. This block cipher takes in
k bit keys and v bit inputs and returns v bit outputs and is chosen uniformly
from all such block ciphers. This is equivalent to choosing a function from 2%
independent random permutations.

Note that in this paper we will use the input to our function as the key to the
PRG that is evaluated at a fixed point, thus achieving that the output will be
longer than the input. This approach was introduced by Guo et al. [GKWY20]
and is commonly used. We will state this in more detail in Section 5.

3.3 Statistical distance and computational distance

In this section statistical distance comes from [Gol01] and computational distance
from [KLOS|.

Definition 10 (Probability Ensemble). Let I be a countable index set. An
ensemble indexed by I is a sequence of random variables indexed by I. Namely
any X = {X;}ier, where each X; is a random variable, is an ensemble indexed
by I.

Definition 11. Let X := {X;}ien and Y := {Y; }ien be ensembles. The statis-
tical distance between X and Y is defined as

1
SD(X,Y) =5 Zaj |Pr[X, = a] — Pr[Y, =q]|.
Definition 12. Let X := {X;};eny and Y := {Y;}ien be ensembles. We say X
and Y are e-indistinguishable if for every PPT distinguisher D:
[Pr[D(Xyn) =1] = Pr[D(Y,) = 1] <&,

where D(X,,) means that © is chosen according to the distribution of X, and
then D(X,,) is run.
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Definition 13. We call two cryptographic games Gy and Gy e-close, if for all
PPT algorithms A

[Pr[Go(A) = 1] = Pr{Gi(A) = 1]| <¢,

where Go(A) denotes that A is used as a subroutine in Gy and the probability is
taken over the randomness of the games and the randomness of A.

Note: Two ensembles can also be called e-close, if the statistical distance between
them is less or equal than €.

Theorem 1 (Bernoulli inequality). [Car00]. Let a € R, n € N. If a > —1
andn > 1, then
(I1-a)">1-na.

Now let F be a field and m,n € N. The next definitions and theorems come
from [AR91].

Definition 14. Let r € N and vy, ..., v, be vectors in a vector space V' over the
field F. Vector w € V is called a linear combination of the vectors vy, ..., v,
if there exist ky, ..., k. € F such that

w=kivy + ...+ krv,.

Definition 15. Let r € N and vy,...,v, be vectors in a vector space V. We
call subspace 1% of V the space spanned by vi,...,v, if every ¥ € V can be
expressed as a linear combination of v1,...,v, and every linear combination of
Viy.v.,Up 1S 1N V.

Definition 16. If A is a m X n matrix over the field F, then the subspace of F™
spanned by the row vectors of A is called the row space of A. The subspace of
F™ spanned by the column vectors of A is called the column space of A. The
solution space of a homogeneous system of linear equations Ax = 0 is called the
nullspace or the kernel of A.

Theorem 2. For any matriz A over IF, the dimension of the row space and the
dimension of the column space are equal.

Definition 17. The common dimension of the row space and the column space
of matriz A is called the rank of the matriz. It is denoted by rank(A).

Definition 18. The dimension of the nullspace of A is called nullity of A and
is denoted by nullity(A).

Theorem 3. A system of linear equations Ax = b is solvable if and only if the
rank of the coefficient matriz A is the same as the rank of the augmented matriz

(A]0).

Theorem 4 (Dimension theorem of matrices). If A is a matriz with n
columns then
rank(A4) + nullity(A) = n.
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4 Algorithms

From now on let k,n,t,v € Ny v > t+ 1, f : For — IF;’;H be a eprg-PRG,
(a1,...,a;) € ({0,1}")" and (by,...,b;) € F%,. We also assume that f to be in
the ideal cipher model. We require that if 4,5 € {1,...,t} and i # j, then a; # a;
The values a;, b; define a multi-point function ¢ : {0,1}" — Far such that for all

je{l,...,t}
by, it =ay,
(o) = {O7 otherwise.

A function secret sharing scheme consists of two algorithms — the key gen-
eration algorithm (Gen) and the evaluation algorithm (Eval). The following
subsections define these algorithms. The idea is to generalize DPF construction
of Boyle et. al [BGI15,BGI16] to the multi-point function case. This means the
keys returned by the key generation algorithm should define complete binary
trees with k levels.

To evaluate ¢ on x both parties essentially move bit by bit down the binary
trees defined by the keys given to the parties by Gen. This means if we are at
some node and the next bit is 0, then we move to the left child and if the next
bit is 1, then we move right. If a path from the root node to some leaf node
follows some a;, then we call that path an alive path. Every other path from
root to leaf is called a dead path. We call nodes that lie on some alive path
alive nodes and other nodes dead nodes. The goal is to have a shared secret
of 0 at the dead nodes and non-zero shared secret at alive nodes.

To achieve this we will use linear algebra. Both parties have to apply a linear
function to the values at the leaf nodes to get either a shared secret of 0, if the
last node was dead, or b;, if the alive path followed was a;. Note that every alive
node has to have at least one alive child, but it can have two. Also note that there
are at most t alive nodes at each level of the binary tree. Dead nodes cannot
have any alive children, therefore our construction must preserve the deadness of
nodes. Similarly to [BGI16], the key part we use in accomplishing this goal is
that we are working over a field of characteristic 2. This means the sum of two
equal elements is always zero and if the sum of two elements is zero, then they
are equal. We use a deterministic PRG to guarantee that, if both secret sharings
become the same, then they stay the same.

For example, in Figure 1 alive paths are colored green, alive nodes are colored
green and dead nodes are colored black and the 3-multi-point function from the
function family F({0,1}* — Fys) is defined by points (0010,001), (0011, 101)
and (1011,010). On the left we can see for each input at the corresponding leaf
the values that the parties will obtain by evaluating the algorithm locally and on
the right we see the resulting shared secret on all the leaves. Note that on the
left the parties locally cannot tell which nodes are alive and which are dead.

4.1 Key generation algorithm

The key generation algorithm (formalised in Algorithm 1 and Algorithm 2) works
as follows:
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Fig. 1. Illustration of SLAMP-FSS

1. Sample X, from F%, \ {0} and 7. from Fy.. Sample shares of (X, 7.) for
party one and party two. Add e to set Ry.
2. Tterate over i € {1,...,n} and at each iteration do the following:

(a)

(b)

Randomly sample two different values w; ¢ and w; ; from Fyx. They have
to be different, because this ensures that alive nodes with exactly one
dead child can kill only one child and not both of them.

Iterate over the set R;_; (set of alive nodes) and separate its nodes’
children 7||b into alive nodes R; and dead nodes R). Here r € {0,1}*7!
and b € {0,1}. Collect the nodes from R;_; with two alive children into
the set ﬁi,l.

For each dead node 7||b in R}, add a constraint (X,,d,_1) = 7, - w; to a
system of linear equations. This kills this dead node. We note that here
d;_1 denotes the variables in the linear system of equations that we will
obtain. N

For each alive node r in R;_; from the previous layer ¢ — 1 that have two
alive children 7||0 and r||1, add a constraint (X,,d;_1) = 7, - wy2 to the
system of linear equations, where w, 5 € For is not equal to w; o nor w; ;.
This ensures with high probability that alive nodes that have an alive
sibling are not killed by accident.

Solve for d;_; € Fj,. Since there are at most ¢ rows in the system of
linear equations and v > t variables, then we know there are either no
solutions or a lot of solutions. If the system is not solvable, then return
L and abort. If it is solvable, then sample one of those solutions.

For each alive node r||b in R;, set as the new secret shared values

([Xrplts [rrypl1) = FUXG diea) + 7)1 - wig),
([ X pl2; [Trpl2) < F(([Xrl2 die1) + [Tr]2 - wip),
(X 1oy Tr1p) < ([ Xrpp)1s [Trppl1) + ([Xoppl2s [Trp]2)-
Note that we do not have to do this operation for dead nodes, because

at each iteration we are only using the secret shares of the values in the
alive nodes.
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Solve linear system of equations, where for every j € {1,...,t}

(Xa,.9) =bj +7ay,

Raudvere

and uniformly sample a solution to this. If the system is not solvable, then

return L and abort.

it to Pl-

. Set ([Xe1, [Tel1s {wio by, {wia Yy, {d; ?gol,g) as the first key ski and send

Set ([Xclo, [Tel2, {wi o}y, {win}iq, {d; ?;01,9) as the second key sko and

send it to Ps.

Algorithm 1: Gen — Key generator for the scheme

=

0 N O A W N

10

11
12
13
14
15

Input :{(ai,b1),...,(as,;b0)}, f
(X1 & Yy
[XJo & Fy \ {[X1};
Xe « [ X1+ [Xe]2;
[rel, [rle & Far;
Te < [Te]1 + [7e]2;
Ry < {€}, where € is an empty string;
for i=1 to n do
L wi,o,wi,l,di_hRi <— SubGen();

Xa,

A+ ;
Xa,
b1 + 7o,y

B + ;
bt + Ta,

Solve Ag = B and sample g from the solution space ;
ski ¢ [XeJ, [re], {wio}ing, {windin, {di}i 5 95
skz = [Xc]a, [Te]2, {wio}iny, {win iy, {di}i 5y, 95
Give to P; the key ski;

Give to P> the key ska;

4.2 Evaluation algorithm

The evaluation algorithm for party P € {1,2} on input = = z!||x

{0,

1.
2.

all
1}™ works as follows:
Set ([Xolp, [70]p)  ([X]p, [re]p).

Iterate over i € {1,...,n} and do the following:
(a) Calculate z; < <[X,‘_1}p, di_1> + [77'1'—1]P S Wy i

A A S
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Algorithm 2: SubGen — Subroutine for Gen(Algorithm 1)

=

© o N O U R W N

-
= ©

e
W N

14
15
16
17
18
19
20

21

22
23
24
25

26
27
28
29
30
31

32

Input :The state of Gen
Output : wi o, wi,1, di—1, R
wi0 & Far \ {0};
wi,1 & For \ {0, wi0};
R; + @;
R} + 0;
j%ifl — 0
for r € R;—1 do
for b € {0,1} do
if 3a; such that a; starts with r||b then
‘ R; < R; U {7‘||b},
else
| R+ RiU{r|b};

if 7||0 € R; and r||1 € R; then
L Ri1+ R;i_1U {7”};

Let A be a |R;—1| x v matrix of zeroes;
Let B be a zero column vector of length |R;—1];
Ji L
for 7||b € R; do
Set the j;-th row of A to be X;;
Set the j;-th element of B to be 7, - w; p;
| Ji<Jet+1;
for r € I/?:i,l do

Wr,2 & For \ {wi,0,win};

Set the j;-th row of A to be X,;

Set the j;-th element of B to be 7 - wy. 2;
L JisJit+ 1

for r||b € R; do

Xoip < [Xeplr + [Xopp)2;
L Trip < [Trip]1 + [Trpp)2;

return w; o, w;,1, di—1, Ri;

Solve Ad;—1 = B and sample d;_1 from the solution space;

([Xrpplas [rrppln) <= FUX )1, dioa) + [Te]1 - wig);
([Xrpl2, [Trypl2) < FUXr]2, diz1) + [7r]2 - wip);
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(b) Evaluate ([X;]p,[7]p) < f([zi]p). If r|la’ := xt[|2?|].. .||z is an alive
node, then we have got ([X;]p, [T:]p) = ([Xr||a:i]Pv [Tr||:1:i]P)- If 7"”931 is
a dead node, then r is either alive or dead. If r is alive then from

(X, di—1) = 7 - w; 4i, we can deduce that
([(Xp]1, dic1) 4+ [Te]r - w; i = ([Xpl2, dio1) + [Tr]2 - w; g

This means both parties use the same argument in f and since f is
deterministic, then we know that both parties have the same value as
their secret shares, which means that their shared secret is 0. And since
the evaluation algorithm for both parties continues exactly the same,
we know that both secret shares will stay the same until the end of the
protocol. If r is dead, then we know that for some ancestor of » must be
dead and the same reasoning follows.

3. Calculate z < (X, g) + Tp-

We formalise this in Algorithm 4. To make the analysis easier we have separated
the subroutine that is evaluated at each level to a separate Algorithm 3.

Algorithm 3: Eval] — Subroutine for the evaluator in Algorithm 4
Input :[X;_1]p, [Fic1]p, wio0, wi,di1, f, "

1 [z]p < <[Xi71]P, di71> + [Fic1]p - w; 445

2 ([Xilp, [i]p) < f([2i]P);

3 return (X;, 7;)

Algorithm 4: Eval? — Evaluation algorithm
Input :skp,f,z=a'||...|z"
1 [Xclp, [re]p, {wio}ioy, {winYiny, {di} Dy, g « skp;
2 ([Xop, [fo] ) « ([Xc]p, [r]p);
3 fori=1tondo
4 L ([X:lp, [7i]p) < Evall ((Xi—1]p, [Fici]py wio, win, dio1, f,2");
5 [2]p + ([Xnlp,g) + Tn;
6 return z

In Appendix B, we will provide a slightly different version of our algorithm
along with altered security proofs. That version of the algorithm will output
random values instead of predetermined (by,...,b;), but the last evaluation
of the PRG is omitted. In the full evaluation, this will halve the amount of
PRG-evaluations needed, bringing it down from 2 - 2™ to 2.
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5 Properties of SLAMP-FSS

In this paper, we model the PRG f in the Ideal Cipher Model. Let us assume
we have the ideal block cipher F : {0, 1}*(+1) x {0, 1}* — {0, 1}k +1) Sample
z € {0,1}*+D) | fix it, and define an ideal PRG f as F(x,-). Since F is sampled
randomly from all permutations and also z is uniform, then f produces uniformly
random elements from {0,1}*(*+1). We can interpret these as elements of ]F”'H.

In the following proofs we assume that our PRG f behaves like f in all matters
that are relevant.

We have to prove that the following properties hold, then we can easily reason
that this protocol satisfies the conditions for being an FSS scheme.

1. Algorithm 2 has a low probability of error assuming its inputs are correct.
2. If the secret shared by the parties P, and P, is [0], then after one evaluation
cycle by Algorithm 3 the secret is still [0].

3. If (Xi—1,7-1) # 0, then z'a? ... 2"~ = ajal ... ;_1 for at least one of the
;.
4. For all 7 and all 7 with high probability
(X J-lad ) T |\|a;) # 0.

5. Algorithm 1 has a low probability of error assuming its inputs are correct.

6. If there exists j € {1,...,t} such that = a;, then executing Algorithms 1
and 4 produces a shared secret of b;.

7. If there does not exist j € {1,...,t} such that « = a;, then executing
Algorithms 1 and 4 produces a shared secret of 0.

8. It is not possible to tell any information about a; or b;, for any j € {1,...,t},
from the viewpoint of one party.

5.1 Error probability of SubGen

The problem with solving systems of linear equations is that they might not be
solvable. Therefore, there is a small chance that Algorithm 2 will terminate with
an error.

Theorem 5. The probability that Algorithm 2 will end with an error provided
that its inputs are correct is

t
Pr [Algorithm 2 returns 1] < o
By correct inputs we mean that the values SubGen uses are correctly defined and
for all alive nodes r of the previous level: (X, .) # 0.

Proof. Let us analyse what is the probability of success and look at the system
of linear equations Ad = B. At first let us assume that A € Fé,f” is fixed, where
t' < v. From Theorem 3 we get that Ad = B is solvable iff rank(A) = rank(A | B).
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We know that the rank of a matrix shows the number of independent rows in
the matrix. Thus, there exist rank(A) independent rows of A. The same rows
must be independent in matrix (A4 | B), because adding elements to independent
vectors cannot make those vectors dependent. For rank(A) = rank(A | B) to
hold, the dependent rows of A must also be dependent in (A | B). Since these
rows are dependent on the independent rows, then there are rank(A) elements of
B that we can choose freely and ¢’ — rank(A) elements that are determined by
them. Therefore, for a fixed A there are (2¥)"k(4) different vectors B for which
rank(A) = rank(A | B) and the probability of getting such vector is thus

(2k)rank(A)
(2+)"

However, A is not fixed, it is also uniformly random. Therefore, if we want to
calculate the probability of success we have to sum over all A. Hence

Pr s .., [Ad = B is solvable] =
14«7F2k

Pr_ ., [Ad = B is solvable] =
L?«—F;k

BEFY,
= PrB&]F;,k [Ad = B is solvable | rank(A) = 0] - PrA&]F;,ka [rank(4) =0]+ ...+
+ PrBﬁw, [Ad = B is solvable | rank(A) =] - PrAﬁIF;’kX’” [rank(A) =] =

¢
Z e, [Ad = B is solvable | rank(A4) = j] Pros [rank(A) = j] =

2ok

(=)

v ‘{A|A6F””/\rank ):j}‘
(2k)t’ (2k)t’~'u

Jj=0

The number of A with rank j is

iy AT crokyo—i kyt'—i _
’{A | A€ FLXY A rank(A) = j}| = (2 H () (Qk)li)-i-(l(2_)1 2

according to [MP13]. Therefore success of a single call of SubGen is

J(J 1)

! . i—1 kyv—i __ k tlfi_
Lol @ TES St
j=0 (2F)t"v
t’ j—1 i "
_ G ]H (28"~ = )((2")"~ = 1) |
(2k)t/(v+1) = P (2k)l+1 1

where ¢ = |R;_1]. Let us bound it further to show that this value is close to 1.
Notice that the last element of the sum is also the biggest. Hence

LD =1 okyo—i _ 1) (k)¢ ~i _ 1
H(( ) )((2%) )

(2F)iHT =1

2F)

Pr [success] > O

=0
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In the product we divide with the following elements (2¥)! — 1, (2¥)2 — 1, ...,
(28)" — 1 and multiply by (2¥)! —1, (2¥)2 — 1, ..., (2%)" — 1. Thus, we get

ok t’(t;+1) t'—1

Pr [success] > @D (24— —1).
=0

Notice that WTH) is the sum of an arithmetic series from 1 to ¢’ with step 1

(see [Gra72] for example). We have

(Qk)1+2+...+t’ t'—1

II (@) -1)=

Pr [success] >

(2k) v+ i
kYO . (gkyt! T ] _
- (2()2k)t’v(2lf)2t') ((Qk)vﬂ -1)=
i=0
t'—1 oky; t =1 ‘
IT 5 1T (@ -,
§=0 i=0

Let us combine the two products and get

@2 oyt TT (1L
(zk)v ((2 ) 1) o H (1 (Zk)v—z’) :

=0

t'—1
Pr [success] > H
i=0

The smallest term in this product is when ¢ = ¢’ — 1, thus

t'—1 1 1 ¢
pepuces) > [T (1= gerer) = (1= )

i=0
Now from the Bernoulli inequality (1) we get

t/

1 t
Pr [success] > (1 - (Qk)q;—f/+1> z1- (2k)yv=t+1"

Since ¢t > t, then

t/ t
Pr [success] > 1 — W >1- W

And thus the probability of error is

t t

Pr [Algorithm 2 returns 1] <1 -1+ @ = @
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5.2 Dead nodes’ children stay dead

If the secret shared by the parties P; and P, is [0], then after one evaluation
cycle by Algorithm 3 the secret is still [0]. This can be stated more formally as
follows.

Theorem 6. Foralli € {1,...,n};x" € {0,1}; [X;_1]1, [Xi—1]2 € Fyy; [rica1, [Tim1]2 €
For and all key pairs generated by Gen: if [X;_1]1 = [Xi—1]2 and [1i—1]1 = [Ti—1]2
and

(X1, [7i]1,[ X2, [7i)2) = au([Xiza]s, [Tic1lis [Xic1)2, [Tici]2, wio, win, dio1, f,2t),

then [X;)1 = [Xi]2 and [1i]1 = [ri]a, where a; is Algorithm 5 and Eval! is
Algorithm 8.

Algorithm 5: a; — One cycle of multiparty computation
Input :[X;_1]1, [Tic1]1, [Xio1]2, [Ti-1]2, wi0, wi, diz1, f, @°

1 ([Xi—l]l, [Ti—l]l) <~ EV3|11'([X1'—1]1, [Ti—l]l,wi,o,wi,l,di—l,f, mi);

2 ([Xi—1]27 [Ti—1]2) <~ EV3|12([X1'—1]2, [Ti—1]2,wi,o,wi,lydi—hf, ﬂii);

3 return ([X;—1]1, [Ti—1]1, [Xi-1]2, [Ti=1]2)

Proof. Let us fix i € {1,...,n}, 2° € {0,1} and a key pair generated by Gen.
Assume [X;_1]1 = [X;-1]2 and [1;_1]1 = [Ti—1]2. Now let us calculate oy

[zi]1  ([Xici]1, diz1) + [Tica]1 - w; i,
(1Xa]1, [rilh) = f([zi]h),
[zi]2 + ([Xiz1]o, dic1) + [Tic1]2 - wipi =
= ([Xicili, dic1) + [Tic1]1 - wy i = [2i]1,
([Xa]2, [1i]2) <= f([2i]2) = f([zi]1) = ([Xi]1. [7i])

Therefore, we get
[(Xi]1 = [Xi]2, and  [r]1 = [7i2,

which is exactly what we wanted to show. O

5.3 Node is alive if it is supposed to be alive

This can be stated more formally as follows.

Theorem 7. Foralli € {0,...,n} if (X;,7:) # 0, then there exists j € {1,...,t}

such that

1,.2 A

2zt =atd? ... d

1
g e Ay
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(Notice that due to the construction of Algorithms 1 and 4, we can be

sure that the shared value in the evaluation phase (X;_1,7;—1) is the same as
(Xp1z2. gi-1,Tgpig2. gi—1) in the key generation phase. This is the reason why we
can denote (X;_1,7i—1) as (Xpig2 gi—1, Tpigp2. gi-1).)

Proof. Let us prove the claim of the theorem by induction.

Base step: Let ¢ = 0. The statement holds trivially, because there is no 0-th
bit of z, therefore, it coincides with the beginning of every a;.

Induction step: Let us assume for ¢ — 1 the statement holds and denote

i.e.

(Xp, ) #0 = EljE{1,...,t}:r:a;a?...a;_1.

Let us show the statement holds for 7 as well and assume towards contradiction
that

(Xpjzis Tri) #0 A Fjef{l,... t}ir|la’ = a;a? . ..aj—.
Since (X jgi; Tr||2i) 7# 0, then property 2 implies that (X, 7.) # 0. Now we can

use the induction assumption and get that 35 € {1,...,t} :r = a}a? e aéfl. This

means that during the execution of SubGen r € R;_; and since #ij € {1,...,t}:

r||lzt = aja3 .. .d}, then we know that r|[z* € Rj. In SubGen lines 17 to 20 the

following equation is enforced:
(X di—1) = T - w; 4i,
which, because of linearity of the scalar product and the fact that
[(Xo]1 + [Xr]o = X and  [1]1 + [7]2 = 7,
is the same as
([Xrl,dic1) + ([ Xrlo, dic1) = [T0]1 - w; 00 + [Tr]2 - W i
that is
([Xr]1,dic1) — [70]1 - wy i = — (X, dic1) + [Tr]2 - w; i
Since we are working in For, then we get
((Xrli dir) + [ wigi = ([Xrl2, dica) + [7r]2 - wy 00
Now we can calculate (X, gi, Tr||2):
(XojwosTrpar) = ([Xrjei]s [Trjzi]n) + (Xopeeles [Trjei]2) =
= f({([Xo]n, dicy) + [7)1 - wigi) + f (Xl dic1) + [7r]2 - wigi) =
= f({[Xrl, dic1) + [m)1 - wigi) + f (((Xe]n dica) + [7e]1 - wipi) =

=(0,...,0,0).
This is a contradiction, because we assumed (X,(|zi,Tp(|z:) 7 0. Therefore,
there exists j € {1,...,t} : 7||z* = aja? ... af. By the principles of mathematical

induction, the statement holds for any i € {0,...,n}. O
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5.4 Alive nodes are probably not dead

Theorem 8. Denote by (f(x)), the last k bits of f(x). For all i € {0,...,n},
forall j € {1,...,t} and for all PRG f : For — F;jl for which

Pr[(f(@), = (@) A w# 2’ 00! & Fau] < e

it holds )
PI‘ |:TaJ1H||(13 7& 0:| 2 (psolvable : (]- - 5col)t) )

where the probability is taken over the randomness of Gen and

t
Dsolvable := 1 — W

Proof. Let us prove this claim by induction over i € {0,...,n}.

Base step: Let i = 0. In any case (X, 7) # 0 and thus the probability is 1,
because the construction of Gen ensures that X, is not 0. Therefore the claim
holds trivially.

Induction step: Let us assume that the claim holds for ¢ — 1 and show it
also holds for 7. Denote

p; :=Pr [(Tajl.H...Ha;l) 70/,

and r; == ajl| ... Ha;*l.

The proof follows the scheme seen in Figure 2. Nodes of the scheme represent
different events and edges between them represent the probability of this event
happening on the condition that previous events happened. If there is only one
outgoing edge, then the next event happened with probability 1 given the previous
events. If there are two outgoing edges, then the sum of the probabilities equals 1,
or in other words, the child events of the parent are complements of each other.

Let us start to calculate the probability of the success path from Figure 2. The
first question is, if 7., # 0 for all j € {1,...,¢}. This happens by the induction
assumption with probability

i—1
Di—1 > (psolvable : (1 - Ecol)t)l

On the other hand, if there exists j € {1,...,¢} such that 7, = 0, then it is possi-
ble that (X, 7,,) = 0. Then we know from property 2, that (er||a§a7'r]||a;l) =0.
Therefore, for easier calculation, we count this path as a failure.

Now let us assume for all j € {1,...,t} : 7., # 0. The next question is,
whether Ad;_; = B is solvable during the i-th step. If it is not, then Gen aborts
and we end in failure. We know from Subsection 5.1 that it is solvable with

probability at least
t

Psolvable *= 1- W

If Ad;_1 = B is solvable, then a random d;_1 is picked. Let us fix this value.
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Jji7; =0 Vit #0
\
EI] : (er|\a§‘7 T'era;.) =0
fail Ad;_1 = B is not solvable Ad;_; = B is solvable
\ \
algorithm aborts Vj:<X,rj ,di,1>;&-r7\j w,
U

fail Z-7=1“<[er]1*di—1>+[Trf]1-w">“§
zj,2<—<[X7‘j]27di*1>+[TTf]2'wi al
y .aj

T

EVH \H
(f(zj,l))k:(f(zj,2))k (f(zj,l))k?f(f(zj,z))k
E‘j: VL’:
T i+ =0 T i
’V‘]‘HCL]- era
| |

fail

0

5
Fig. 2. Proof scheme for property 4.

Let us fix j € {1,...,t}. If r has one alive and one dead child, then we know
that r||a} is alive and 7||(1—a%) is dead. Therefore, the system of linear equations
enforces

<X7“j’di—1> = Try " Wi, (1-ai)-
Since Wi (1-ai) # Wi ais then <Xr].7di,1> # Tr, " Wi ais because 7., # 0.

If r has two alive children, then we know that the system of linear equations
enforces

<er ) di—1> = Tr; * Wr; 2.
Since wy, 2 # W; 4i, then (Xy,, di—1) # 7o, - W 4.
Therefore, we know that for all j € {1,...,t} it holds <er , di,1> F Try Wi g
(]
This also means that

<[X'rj]17di71> + [T’Fj]l . wi,a; 75 <[X’rj]27di71> + [Trj]z - wi,a;‘.
Let us denote
Zj1 = <[er]1’di*1> + [TTj}l " Wiats
zj2 = ([XpJo dic) + 7]z - Wi 00

During the execution of Gen, Trilla

i is calculated as (f(zj,1)), + (f(2j,2)),. Now
there are two possibilities: on the one hand, if for all j € {1,...,t} : (f(2;1)), #
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(f(%j2)),, which means Trlla # 0, then we succeed. Otherwise, if there exists
j € {1,...,t} such that (f(z1)), = (f(2j2)),, then for that j the equality
Trillai = 0 holds. This is a failure.

What is the probability that for all j € {1,...,t} : (f(2;1)), # (f(25,2)),7
By our assumption, if we show that the inputs to f are uniformly random and
different, then we can conclude that for a fixed j this happens with probability
no less than 1 — e.;.

Let us thus show that the inputs to f are uniformly random and different.
Let us fix j € {1,...,t}. We know that [, ]; and [7,,]2 are both uniform over
Fox. Therefore, [7,]; - W; g and [7;,]2 - Wj g1 are uniform over Fyr, because Wi g
is fixed and nonzero. Thus z;; and z;2 are also uniform over For. From before
we get z;1 # zj2. Thus it follows from our assumption about f that for one
J the probability of (f(z;1)), # (f(2j.2)); is 1 — €cor. Assuming all ¢ instances
of z;1,%;2 are independent, the probability that we are looking for is equal or
larger than (1 — e.07)".

Now let us follow the success path:

Di Z Pi—1 * Psolvable * (1 - 500!)t Z
i

i—1
> (psol'uable (11— ecol)t)z “ Psolvable - (1 — é‘col)t = (psolvable (1— Ecol)t) >

> (0w (1 o))

Therefore, by the principles of mathematical induction for all ¢ € {0,...,n} the
statement holds. O

5.5 The evaluation of an alive path produces correct output

Theorem 9. For all x € {0,1}", if there exists j € {1,...,t} such that x = a;,
then [b;]1 + [bjla = b;, where [b;]y is the output of Eval' and [b;]2 is the output
of Eval®, provided that Gen succeeds.

Proof. Let us fix x € {0,1}"™ and assume there exists j € {1,...,¢} such that
z = a; and that Gen, Eval' and Eval® succeed. Let [b;]; be the output of Eval'
and [b;]s be the output of Eval®.

Since the scalar product is linear,

bj = (X2, 9) + 72 = ([ X1 + [Xel2, @) + [T2]1 + [T2]2 =
= ([Xal1,9) + [7]1 + ([Xal2, ) + [72]2 = [bs]1 + [bj]2-

Therefore, if the protocol succeeds, then P, and P> have a shared secret of b;. [
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5.6 Error probability of Gen

In the Subsection 5.4, we saw what is the success probability of SubGen in the
sense that it does not kill alive nodes and it does not abort. These are the success
conditions of Gen as well. However, in the end Gen calculates g as well, which
is also a possible point of failure. This subsection captures the entire failure
probability of SLAMP-FSS. At first, let us show that, if during the process an
alive node has been killed, then Gen aborts (unless that alive path is supposed
to evaluate to 0).

Lemma 1. Forallj € {1,...,t}, if
(Xa,;:7a;) =0 and b; #0,
then Gen aborts.
Proof. Let us fix j € {1,...,t} and assume
(Xa;,7a;) =0 and b; #0.
During the execution of Gen at lines 9 to 11, we try to find g € FJ, such that

<X,1j,g> = bj + Ta,-

That is
(0,9) =b; +0,
0 =1b;.
This is not possible, because b; # 0. Therefore, Gen aborts. O

From the previous proof we also get that, if b; = 0, then Gen does not abort,
due to this alive node having been killed. This is not a problem, because the
end result of the protocol is still correct. The evaluation of desired ¢-multi-point
function on x = a; is b; = 0.

Theorem 10. The probability that Algorithm 1 will end with an error provided
that its inputs are correct is

Pr [Algorithm 1 returns L] <1 — p?j{iable (1 —eco)™

where eqo; 18 defined as in Theorem 8. and

t
Psolvable = 1- W

Proof. From Lemma 1 and Theorem 9 we can conclude that Gen succeeds if Gen
does not abort. By succeeding we mean that Gen does not make any keys that
do not evaluate to the original multi-point function. Aborting can happen during
the executions of SubGen or during the solving of the linear equation Ag = B.
There are three possibilities:
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1. For all j € {1,...,t} we have
(XajvTaJ) # 0'

and for all j in the generation as described through the Figure 2, we got no

result fail on all levels i € [1,...,n].
This holds with probability

Pr [(Xaj77—aj) 7& 0] Z (psolvable : (1 - Ecol)t)n

From the ideal cipher model we have that in this case (Xq;, 7,,) are uniformly
random for all j € {1,...,t}. The question is what is the probability of solving
Ag = B, if A and B are uniformly random. Thus, we have the same case as

in Subsection 5.1 and the probability not aborting is greater than pgoipabie-
2. For all j € {1,...,t} we have

(Xa;+7a;) # 0.

but for at least one j at some level i € [1,...,n], we got the result fail. In this
case the algorithm may or may not abort. However, due to it being difficult
to evaluate, we will bound the success with 0.

3. There exists j € {1,...,t} such that

(Xa,+7a;) = 0.

We saw in Lemma 1 that in this case if b; # 0, then the algorithm aborts.
We do not know what is the probability of b; # 0. Thus, it is easier to bound
the success with 0.

From previous three branches we get that the probability of success is

Pr [Gen succeeds] 2 Psolvable (psolvable . (1 - €col)t)n+0+0 - pn+1 (1*500l)tn-

solvable”

Thus the probability of aborting is
Pr[Gen outputs L] <1 —p"Hl = (1 —e.0)™.

5.7 The evaluation of a dead path produces shared secret of 0
Theorem 11. For all x € {0,1}", if there does not exists j € {1,...,t} such
that = aj, then [2]; + [2]2 = 0, where [2]; is the output of Eval' and [y is the
output of Eval®, provided that Gen succeeds.
Proof. Let us fix x € {0,1}"™ and assume there does not exists j € {1,...,t} such
that = = a; and that Gen, Eval' and Eval® succeed. Let [z;]; be the output of
Eval' and [zj]2 be the output of Eval?>. We know from Gen and property 2, that
at some point the shared secret becomes 0 and it stays 0, thus we know that
[Xz]h = [Xg]2 and [73]1 = [7z]2. Let us calculate [z;]1 + [2;]2:

[2j]1 + [z5]2 = ([Xz]1, @) + [T2]1 + ([Xa]2,9) + [1e]2 =

= ([Xz]1,9) + [7e]1 + ([Xe]1,9) + [12]1 = 0.

This is exactly what we wanted to show. O
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5.8 One party cannot evaluate the secret function alone

For readability, the games are moved to Appendix A.2. In the games the notation

2 denotes the output that is given to P; and 2 denotes the output that is given
to PQ.

It is not possible to tell any information about a; or b;, for any j € {1,...,t},
from the viewpoint of one party. We can define a security definition that should
capture property 8.

Definition 19 (FSS real or random indistinguishability). We call a FSS
scheme epss-ROR-indistinguishable if for every PPT adversary A it holds

|Pr[Game 1(A) = 1] — Pr[Game 3(A) = 1]| < efss,

and
|[Pr[Game 2(A) = 1] — Pr[Game 3(A) = 1]| < epss.

Theorem 12. For all eprg-PRG f : For — ]F‘Q’,j'l
SLAMP-FSS is (t-n-eprc + (n+ 1) - €4t )-ROR-indistinguishable, where

t
Emat = W
5.9 Completeness and security

Theorem 13. SLAMP-FSS is complete. That is, for all a € ({0, 1}”)t, beF,,
all input « € {0,1}™ and all PRGs f, if ¢ is t-multi-point function defined by a
and b, then

Pr [Evall(skl,x) + Eval®(sky, ) = @(c) | ski, sky + Gen(a, b,f)] =1
Note that this probability assumes Gen did not abort.
Proof. This follows straight from Theorems 9 and 11. O
Theorem 14. SLAMP-FSS is (1,t-n-epre + (n+ 1) - €mat)-indistinguishable.

That is, for all eprg-pseudo random generators f, if P; is corrupted, i € {1,2},
and P3_; is not corrupted, then for all PPT algorithms A

1
Pr[Game 15(A) = 1] — 5 <t-n-eprc+ (n+1)-mar,

where
t

Emat = W

Proof. From Theorem 12 we know that SLAMP-FSS is (t-n-eprg+ (n+1) - €mat)-
ROR indistinguishable. Let us assume towards contradiction that SLAMP-FSS is
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Algorithm 6: 5()

1 (af,b9),..., (af,bY), (a1, 1), ..., (ai, by), 0 4 A();
2 b<&{0,1});

3 return (al{7bl{),...7(ai’,b?);

Algorithm 7: B(sk;)
1 b+ A(ski,0);

2 return [b < b];

not (1,¢t-n-eprg + (n + 1) - £,14¢)-indistinguishable. Thus, there exists PPT
algorithm A such that

Pr [Game 15(A) = 1] — % > t-m-epre + (M4 1) - Emar.
Let us define a new adversary B against ROR indistinguishably in Algorithms 6
and 7:

Without loss of generality, let us assume ¢ = 1. Now let us inline B into
Game 1 and 3. We get Game 16 and 17. In Game 17, we can delete line 3, because
we do not use these values and move line 2 down. We get Game 18.

Let us calculate |Pr[Game 1(B) = 1] — Pr [Game 3(B) = 1]|. For this notice
that Game 16 = Game 15. Therefore,

Pr[Game 1(B) = 1] = Pr[Game 16(B) = 1] = Pr[Game 15(A) = 1] >
1
> §+t~n~5pRG+(n+1) - Emat-
Since in Game 18 b is sampled randomly just before the comparison with b, then
the probability that b = b must be % ie

Pr[Game 3(B) = 1] = Pr[Game 18(B) = 1] = %

That is
|[Pr[Game 1(B) = 1] — Pr[Game 3(B) =1]| >t -n-eprc + (0 + 1) : €mat-

We have reached a contradiction. Thus, SLAMP-FSS is (1,¢-n-eprg+(n+1)-€mat)-
indistinguishable. O

5.10 Efficiency

Here we give results about the efficiency of our schemes. The detailed results can
be found in Appendix C. Let tr denote the time for one field operation over Fyx,
tFvec the time for one operation over vector space 3, and tprg the time for one
PRG evaluation.
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Proposition 1. Algorithm 1 produces keys with size vnk + 2vk + 2nk + k bits.

Lemma 2. For SubGen to check if a child node r||b of an alive node r is supposed
to be dead or alive, takes O(t [logt]) steps per level.

Proposition 2. Algorithm 2 (SubGen) is O(vt? - tg +t - tpyee +t - tprg). In fact
it takes at most 2t PRG evaluations.

Proposition 3. Algorithm 1 (Gen) is O(nvt?® -ty + nt - tprg). In fact it takes at
most 2tn PRG evaluations.

Proposition 4. Algorithm 4 (Eval”) has time complexity ©(nvtp + ntprg). In
fact it takes n PRG evaluations.

Proposition 5. Full evaluation of SLAMP-FSS requires 2 - 2™ calls to the PRG.

Proposition 6. Full evaluation of SLAMPR-FSS that is given in Appendiz B
requires 2™ calls to the PRG.

6 Comparison to prior works

In this section we compare our results with some prior works. In Table 1 we can
see how the three schemes compare to each other. Parameters ¢, n, k come from
that t-multi-point functions are taken from the function family F({0,1}" — Fax),
€ > 0 is a constant used in the batch-code scheme and v is the security parameter.

We compare mainly the key size and the number of PRG calls in various
stages. We note that the PRG evaluation is by far the most expensive step and
thus we measure that.

We compare our results to the original results of Boyle et al. [BGI16], the
two techniques proposed in Boyle et al. [BCGI18] and to Schoppmann et al.
[SGRR19].

Concerning key size, we note that other schemes tend to have it somewhat
bigger than O(tvn) while our solution is O(vnk) and is in practice dominated by
vnk as can be seen from Proposition 1. Thus our solutions are competitive in
the area of the key size, with the specific most effective scheme depending on the
relations between ¢, k and other parameters.

We can see that our approach is competitive in the amount of PRG calls in
the generation procedure with the exception of the batch code solution. However,
the full evaluation of the batch code solution is many times as costly as our
solutions, because of the difficulty of finding good batch code parameters.

We note that we estimate the key sizes and the number of PRG calls in the
table with big O notation. This is largely due it being difficult to find more
precise values to various code-based solutions, as those values depend on the code
parametres. We note however, that in those categories, we are not hiding a large
constant in our big O, as the key sizes for SLAMP-FSS and SLAMPR-FSSis
dominated by the term vnk, and the number of PRG calls in Gen is 2¢n.
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Number of{Number off] Number of |[Known-point

Scheme Key size PRG calls| PRG calls| PRG calls FSS
in Gen in Eval in FullEval

Simple [BGI16| O(t(vn + k)) O(tn) tn 2t2" No
[BCGIL8], batch codes|O(t' (v [n — logt] +k))| O(n) - o2") No
[BCGI1g], RSD ! O(t(vn + k)) O(tn) n (1+[-55]2" No
PBC [SGRR19J? O(t(vn + k)) O(tn) - 32" Yes
SLAMP-FSS O(vnk) O(tn) n 22" No
SLAMPR-FSS? O(vnk) O(tn) n 2" No

! The algorithm requires a stronger assumption, thus the ¢ under question should be probably larger,
compared to others.
2 The algorithm has a small =~ 274° error probability.
3 The output values are randomly distributed.
Table 1. Multi-point function secret sharing scheme comparison

We note that an issue with our scheme is that in Gen, we require solving
n systems of linear equations. However, as explained in the introduction, this
boils down to 2n private t x t matrix multiplications and n private matrix-vector
multiplications which is not too expensive.

Compared to the RSD solution of [BCGI18|, we note that its amount of
PRG calls in FullEval is at minimum 2 - 2%, thus being tied in this regard with
SLAMP-FSS but being twice as costly as SLAMPR-FSS. In the other parametres,
the results are similar, although the respective value of ¢ should be larger due to
the stronger assumption.

7 Conclusions

We presented a new multi-point function secret sharing schemes SLAMP-FSS and
SLAMPR-FSS and proved that they is complete and secure with a generation
function that passes with overwhelming probability. The scheme has the biggest
advantage over its competitors that in the evaluation process, the number of
PRG evaluations needed is much smaller while keeping the other efficiency
numbers competitive with the other schemes. Moreover, it is built from simple
mathematical constructions, and is conceptually simple. It seems likely that this
approach can be combined with other techniques in the future.
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Proof. Let us describe Gaussian elimination [AR91] line by line and bound the
time complexity of each step. Operations on rows are done on the augmented
matrix (A | B).

Start iterating over columns of A from left to right. Let j be the column
index. And S be an empty set at the beginning.

1. Search for a row i ¢ S with non-zero element in j-th column. It takes at most
t field operations.

2. If all elements were 0, then move onto the next column and go back to the
previous step.

3. If a non-zero element ¢ was found, find its inverse a~! and add ¢ to set S.
This takes one field operation and some constant number of steps.

4. Multiply the elements of this row ¢ with a~! and replace the i-th row with
these values. This takes O(v) field operations.

5. For each row i’ € S take the j-th element b. Multiply each element of the
i-th row with b and subtract these values from the elements of the i'-th row
and replace the i'-th row with the result. This takes O(tv) field operations.

6. Repeat for column j + 1 until j = v or |S| =t.

After this the matrix is in the row-echelon form. The worst case scenario is if
first v — ¢ columns are all zero columns and the last ¢ are linearly independent
of each other. In this case, we do O(t(v —t)) = O(tv) field operations to check
the zero columns and O(t(t + 1 + tv + 1)) = O(vt?) field operations to get the
row-echelon form.

To get to the reduced row-echelon form, we do similar triangular process, but
look at column indices in S. This is similar enough that it also takes O(vt?) field
operations. O

A.1 Theorem 12

Theorem 16. For all eprg-PRG f : For — ]F;’jl

SLAMP-FSS is (t-n-epre + (n+ 1) - €mat)-ROR-indistinguishable, where

t
Emat = W

Proof. In this proof, we color changes in code magenta.

Without loss of generality, let us assume that adversary A is playing as P». Also,
let us assume we have eprg-PRG f : For — F;’jl This means that for every
PPT adversary B

|Pr [Game 4(B) = 1] — Pr[Game 5(B) = 1]| < epgrg-
Now let us look at Game 2 and the first occurrence of the line (1)
([Xrp)1s [Trpln) = FUXR], dica) + [70]1 - wig)- (1)

Since € € Ry, then at least one of the corresponding node’s children must be
in R;. Let us denote this child by b. Now let us look at ([X.]1,do) + [Te]1 - w1 p.
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Since wy p # 0 and [7]; is uniform over For, then [7]; - w5 is also uniform over
Fyr. From this we can also conclude that ([X.]1, do) + [Te]1 - w1 p is also uniform
over Fyx. Notice that .4 does not know this value, because they do not know [7];.
Even if they know all the other parts of this expression [r.]; hides it.
Therefore, we have reached Game 4. We can replace the first occurrence of
line (1) with
(X1, [rryp)n) € o,

and get a new game called Game 2-1, which differs by only this line and is
eprg-close to Game 2. Repeating this procedure at every occurrence of line (1)
or in other words at every alive node, we can replace all such lines and reach
Game 2-t/, which is ¢ - n - eprg-close to Game 2. Let us write out Game 2-t' and
rename it to Game 6. This can be further simplified, because X, ; and 7., on
lines 30 and 31 of SubGen are now also uniformly random. We get the new game
Game 7. We can do the sampling right before we need sampled values and get
Game 8, which turns into Game 9, because the aim of the sampling is to sample
random matrices and vectors. Note that the symbol “...” denotes the lines that
have not been changed and are the same as in Game 2.

Since d;_1 is not used for calculating X, 7,5, then we can try to replace
it with a random vector of length v. Let us fix d € Fj,. Let us show that the
statistical distance between Game 10 and Game 12 is small. For this let us
consider Game 11. This game is like Game 10, but it returns 1, if Ad = B is
not solvable. In fact because of Theorem 3, Game 10 returns L if and only if
Game 11 returns L. Thus,

SD(Game 10, Game 12) = SD(Game 11, Game 12).
Let us calculate SD(Game 11, Game 12):
SD(Game 11, Game 12) =

1
= Z |Pr[Game 11 = o] — Pr[Game 12 = of| =
a€Fy, U{ L}

%Z S Y PeAPe(B| 4]

>k | aerl i peplfit]
d= BNA 71
rd(isolutions to [ = | ] o (2k)v +
Ad=B
1
DY S Pr[APt[B|APr,  [d=L1|BnAl.
AeplFim1lxv g gl izl Ad=B
ok ok

Since B is independent of A, then

1 1

Pr[A] = W’ Pr[B] = W
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Now we can see that d = L iff rank(A) < rank(A|B). The analysis for this
probability can be seen in Section 5.1. Therefore, the second summand is

1
5 ' Z Z Pr [A} Pr [B] Prdﬁsolutions to [d =1 | BN A] -

|Ri—1|xv [Ri—1] =
AeIsz Be]F2k

# of A and B such that

1 1 rank(A)<rank(A|B)
— - Pr[A|Pr[B]= =" =
2 2 > rAIPrB] = 5 - and B

i—1|xv

[Ri—1]
BeF,,*
rank(A)<rank(A|B)

|R
A€F2k

1
3 Pr[Ad = B is not solvable] .

Let us fix « and look at the first summand. More precisely let us calculate

> > PrlA]Pr[B|Pr s . [d=a|BnAl
AEFL}:“”X” BGJFLI:"*‘ =
Ionz;éB,thenweknowthatPrdﬁ‘ltA L [d=a| BN A]=0.If Aa = B,

then Ad = B is solvable and there are (2¥)v="2"(4) solutions to it. The probability
of uniformly sampling d such that d = « is thus

1

[d:alBﬂA]:W'

r
dﬁsolutions to
Ad=B
We get

> > Pr(A]Pr(B]Pr s [d=a|BnA]=
d<—solutions to

i—1|xv

[7;—1]
BeF,,'

1 1
= Z Z (2F) Rl (v+D) ‘ (2k)v—rank(A) =

|R;i—1|xv [Ri—1]
AeIsz Be]F%
Aa=B

|R
AG]F2,c

[Ri—1]

1 1
= Z Z (29[ Rical(0+1) ’ (2k)v—i

j=0 |R |R;—1]
A€F . BeF,,'
rank(A)=j Aa=B

¢71|><'U

If A and « are fixed, then there is exactly one B for which Aa = B. Therefore,

|Ri—1]

1 1
Z Z (2k)‘Ri—1|(’U+1) : (Qk)v—j —

|R;_1|xv |Ri—1]
AcF,, BeF),
rank(A)=j Aa=B

=0
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E
|

_ 3 1 1 _
. i |><v( RYRial(o+1) ~ (2k)v=j

AeF,

rank(A) j

[Ri—1] ’{A | A e IF'R’ o rank(4) = j}
(2k)|Ri—1|(’U+1) . (Qk)vfj

<
i
o

7=0
1 |R;—1] ’{A|A6F|R’ txv o rank(A):j}‘
= (2k)v 4 ‘ ( (Qk)\Rq 1[(v+1)
i=
1

(Qk) Pr[Ad = B is solvable] ,

where the last equality comes from Subsection 5.1. Replacing this result into the
first summand we get

D

—Pr[Ad = B is solvable] —

1
(207

aE]F" (
1 1 .
=5 @ Z |Pr[Ad = B is solvable] — 1| =
ocE]F;’k
1 1 kyv 3
=5 Ik (2¥)? - (1 — Pr[Ad = B is solvable]) =
1
= —- (1 —Pr[Ad = B is solvable]) .
2

We can now calculate the statistical distance

SD(Game 11, Game 12) =
1 1
. (1 —Pr[Ad = B is solvable]) + 5 Pr[Ad = B is not solvable] =

] t
=1-Pr[Ad = B is solvable] < (@)

Thus, the statistical distance between Game 10 and Game 12 is at most

t
Emat ‘= (2F)v—t+1"

Now we can replace the linear equations in Game 9 with random d and get
Game 13 that is k - €,,4¢ close to Game 9.

The same analysis can be done for finding g and thus we can replace it as
well and get Game 14 that is g,,4¢ close to Game 13. We can also notice that
Game 14 = Game 3. This means we have found the computational distance
between Game 3 and Game 2:

|Pr[Game 2(A) = 1] — Pr[Game 3(A) =1]| <t-n-eprc + (n+ 1) - emar-
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If A plays the role of Py, then the proof is analogous. O

A.2 Games

In the following security games Game 1, 2, the notation 2 denotes the output

that is given to P; and £ denotes the output that is given to Ps.

Game 1:
Input: A - the adversarial algorithm

1 (a’lvbl)v sy (atvbt) A A()v

2 sk & Gen((ar,br),.... (ar,br), );
3 return A(sky);

Game 2:
Input: A - the adversarial algorithm

1 (al,bl), ceey (at,bt) — .A(),

2 sk £2 Gen((a1,b1), ..., (ar,by), f);
3 return A(sks);

Game 3:
Input: A - the adversarial algorithm

1 (a1,b1),...,(a, b)) < A();

2 X, & Fo;

3 T & For;

4 fori=1tondo

5 W;,0 (i ng \ {0},

6 | wi1 & For \ {0,wio}s
7 di—1 & ngQ

8 g & Fy;

9 Sk — Xe; Te, {wi,O}?:h {wi,l}?:la {dl ?:_0179;
10 return A(sk);

Game 4:
Input: B - the adversarial algorithm

1 x(iIFQk;
2y« flz);
3 return B(y);

Game 5:
Input: 5 - the adversarial algorithm

1y & ngl;
2 return B(y);
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Game 6:
Input: A - the adversarial algorithm

(a1,b1),...,(as, be) + A();

for r||b € R; do
([Xopo) 1, [Ty pn)1) & F;fl;

1
2
3
4
5 ([Xrpl2s [Trppl2) < F{([Xr]2, dio1) + [Tr]2 - wip);
6 Xoio < [ Xoolr + [ Xopp)2;

7 Trilb <= [Tripl1 + [Trppl2;

8

9

return A(skz);

Game T:

1 .o 4;

2 for r||b € R; do

3 t (X (s Trijp) Foit;

4 ...;

Game 10:

$ |Ri_1|x
1 A<—F|2kL 1l v

2 B& IF‘;”“”;
Solve Ad = B and choose a d;
4 return d,;

w

Game 11:
Ri7 v
A &Flﬂ 1l :
B & Fli-l,
if rank(A) < rank(A|B) then
L return |;

Solve Ad = B and choose a d;
return d;

B W N -

=23

Game 12:

1 d & FY,

2 return d;
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Game 8:

1 (al,bl),...,(at,bt)<—¢4();

2 [X]o & FY;

3 [Te)2 & For;

4 Ry + {€}, where € is an empty string;

5 fori =1 to n do

6 PR ;

7 Let A be a |R;—1| x v matrix of zeroes;

8 Let B be a zero column vector of length |R;_1];
9 jl — 1;

10 for r||b € R; do

11 (Xo,7r) éF:,ﬂr',

12 Set the j;-th row of A to be X,;

13 Set the j;-th element of B to be 7, - w; p;
14 | JisJi+1;

15 for r € }%,1 do

16 Wr,2 <i sz \ {wi,o,wi,l};

17 (Xr,7r) & FoH

18 Set the j;-th row of A to be X,;

19 Set the j;-th element of B to be 7, - wy2;
20 | Ji<Jit+1;
21 | Solve Ad;_1 = B and sample d;_1 from the solution space;
22 fori=1tot do

28 | (Xai7a) & Fpls

Xa,
24 A<+ : ;
Xa,

25 B (b1 4 Tay, b0 +7ay) 7

26 Solve Ag = B and sample g from the solution space;
27 return A([Xc]2, [z, {wio}ior, {win}ior, {di}is), 9);

Input: A - the adversarial algorithm
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Game 9:
Input: A - the adversarial algorithm

1 (a1,b1),..., (a,be) < A();

2 [X]o & FY;
3 [1e]2 <& For;
4 Ry < {€}, where € is an empty string;
5 for i =1 to n do
6 w;,0 (i FQk \ {0},
7 | win & For \ {0, wio};
8 R; + @;
9 R, «+ 0;
10 Ri1+ 0
11 for r € R;,_; do
12 for b € {0,1} do
13 if Ja; such that a; starts with r||b then
14 ‘ R; +— R; U {7“||b},
15 else
16 | R« R;U{r|[b};
17 if r||0 € R; and r||1 € R; then
18 L Ri_1+ R;_1 U {r};
19 A&FL]:"”‘XU;
20 B&F‘j”';
21 | Solve Ad;_1 = B and sample d;_1 from the solution space;
$ v
22 A FY
23 B &,

24 Solve Ag = B and sample g from the solution space;
25 return A([Xc]2, [7e]2, {wio e, {wi }i1, {di} 12, 9);
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Game 13:
Input: A - the adversarial algorithm

1 (a17b1) -5 (@, by) = A();
[Xcl2 ng;
[Te]2 & Fox;
for i =1 ton do
W;,0 <i Fox \ {O};
Wi, 1 <i ng \ {0,11),‘70};
di_ & F2y;

1574
A<—F2k”,

9 B& Fhes
10 Solve Ag = B and sample g from the solution space;

11 return A([X]o, [7e]2, {wi o}y, {wi1 }q, {di} 20 9)s

N

[

N o %]

®

Game 14:
Input: A - the adversarial algorithm

(alvbl) (atvbt) A A()v
[Xe]2 & IB‘Qk,
[75]2 (— ]ng,
for i =1 ton do

wi o & For \ {0};

wi g & For \ {0, wi0};
7 di—1 & ]nga

=

(=] [S B ) (V)

®

g <_ le )
o return A([X.]s, [te)2, {wi o}y, {win } iy {di} =g 9);

Game 15:
Input: A - the adversarial algorithm

(a’lvbo) (a’tvbo) (a%ab%)a"'v(a%abtl)’g<_'A();
2 b & {0, 1},
3 fklvst A Gen((a?vbl{) (atvbb) f)
4 b+ A(sk;,o0);

-9
5 return [b = b|;

Game 16:
Input: A - the adversarial algorithm

(apbo) - (ag, b)), (ai,b1),- .-, (af, bi), 0 + A();
2 b <& o0, 1},

s sky £ Gen((a},0%),..., (b, b0), f):
4 b+ A(sky,0);

5 return [b < bl;
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Game 17:
Input: A - the adversarial algorithm

1 (a},0%),.., (a7, 00), (a1, 01), - . (ag, b), 0 4= A();

2 b <& {0,1};

3 (a1,b1),..., (a,,br) < (a},00), ..., (a?,0});
4 X, & Fo;

5 Te & For;

6 for i =1 ton do

7 Wi 0 & For \ {0};

8 w; 1 & For \ {0, w;0};

9 di_1 ﬁng;
10 g & Foe;

11 §k — Xe; Te, {wi,O}?:h {wi,l}?:la {dl ?:_0179;
12 b A(sk,0);

13 return [b < bl;

Game 18:
Input: A - the adversarial algorithm

1 (al,09),...,(a?,0?), (ai,b)),... (a},b}),0 < A();

2 X & FY;

3 7. & For;

4 for i =1to ndo

5 W;,0 - Far \ {0}

6 W; 1 & Foi \ {0, w;0};
7 diq & F2ys

8 g & FSk%

9 fk — Xéa Tea {wi,o}?=17 {wi,l}?zlv {dl}?;017g7
10 b+« A(sk,0);

11 b & {0,1};

12 return [b < bl;

B SLAMPR-FSS

Here we present another version of our scheme along with its security and
correctness proofs. This is very similar to the algorithm described in the main
body with two differences. First, here the values b; will be random, which is
sufficient for many applications. Secondly, in the iteration, the last evaluation of
SubGen is omitted. This is a small difference when evaluating the scheme just
once, but will make the full evaluation of the scheme twice as fast.

The scheme is presented in the Algorithms 8,9,10 and 11. More precisely,
Algorithm 8 will describe the key generation algorithm. It is very similar to
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Algorithm 8 but solving the last system of equations is omitted, as is the last call
to the PRG. To model this we have defined the algorithm 9 which is identical
to the primitive SubGen, except at the last iteration, it does not call the PRG
on the values ([X,]|p,d;i—1) + [7]p - wsp and does not output any new [X,;]p
and [7,p] p, as these values will not be needed any more. The Algorithm 10 is
similar to Algorithm 4, except that for i = n, we do not call the PRG on the
value ([X,|p,di—1) + [7]p - wi 4~ , but simply output it.

We will see that this modified scheme satisfies the necessary properties mutatis
mutandis.

The altered requirements are, roughly speaking that a single evaluating party
still does not know the values of the indices {a;}!_;, that the function evaluates
to zero on inputs that are not equal to any of the a; and that it evaluates to a
nonzero value at the a; with an overwhelming probability. In addition, we also
will show that the values obtained by evaluating at a; will be pseudorandom.

Algorithm 8: Gen — Key generator for the scheme SLAMPR-FSS
Input :{(ai,...,a¢)}, f
(X1 & FYy;
[Xclo & F \ {[X1 };
Xe +— [Xe]l + [XE}Qv
[rel1, [rel2 & Fors
Te < [Te]1 + [7e]2;
Ry < {¢}, where € is an empty string;
fori=1ton—1do
L Wi,0, Wi, 1, di_1, R; +— SubGen();
Wn,0, Wn,1, n-1, Rn < SubGenPrim();
sky [ X, [e]n, {wiobier, {wia iy, {di} 2o
sk« [Xc)2, [Te]2, {wi,o0 im1, {wi1 Fieas {di}?;ol;
Give to Pi the key ski;
Give to P; the key ska;

© 0N s W R

el e
w N = O

Let us consider the properties outlined in Section 5. We note that as GenPrim
algorithm coincides with Gen until the calling of SubGenPrim, which in turn
coincides with SubGen, except for not including the last five lines before the
return statement. Thus we can assume that the properties in hand hold until
SubGenPrim is called. Thus we have that for all » € R,,_1, we have that 7. # 0
with probability no smaller than

t

(- =) 1 »)

by Theorem 8. We also have that if a path r of length n—1 it holds that r ¢ R,,_1,
then (X,.,7.) =0, by Theorem 7.
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Algorithm 9: SubGenPrim — Subroutine for Gen(Algorithm 1)
Input :The state of Gen
Output : w; 0, w;i1,di—1, R;
Wi,0 (i FQk \ {0},
Wi,1 (i ng \ {0,71)7;7()};
R; @;
R+ 0;
,§1‘71 < @;
for r € R, do
for b € {0,1} do
if Ja; such that a; starts with r||b then
‘ R; + R; U {7"||b}7
else
| Ri+ Riu{r|ib};

[uy

© o N O G AW N

e
= o

[y
N

if 7||0 € R; and r||1 € R; then
L Ri—1 + Ri—1 U{r};

o
w

14 Let A be a |R;—1| X v matrix of zeroes;

15 Let B be a zero column vector of length |R;_1];
16 j; < 1;

17 for r||b € R; do

18 Set the j;-th row of A to be X,;

19 Set the j;-th element of B to be 7, - w; p;
20 JiJi+1;

21 for r € ﬁ,‘fl do

22 Wr 2 <i ]FQA-, \ {wi,o, wi,l};

23 Set the j;-th row of A to be X,;

24 Set the j;-th element of B to be 7, - wy2;
25 Ji+Ji+1;

26 Solve Ad;—1 = B and sample d;_; from the solution space;
27 return w;,o, ws,1, di—1, Ri;

Algorithm 10: Eval” — Another way to define Eval?
Input :skp,f,z=2z'...|z"
(Xclp, [re]p, {wiobiet, {wii iy, {di} 12y, g = skp;
([Xolp, [To]p) <= ([Xc]p, [l p);
fori=1ton—1do
L ([Xi]p, [7]p) + Evalf ((Xi-1]p, [fic1]p, wio, w1, di1, f,3°);
Z 4 <[)_(n]p,dn_1> + [Ta—1]PWn,zn;
return z

W N =

[0
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Algorithm 11: Eval!” — Subroutine for the evaluator in Algorithm 10
Input : X1, 751, wi,0, wi,1, di-1, f, "
1 [zi)p < ([Xicalp, dic1) + [Tic1]p - w45

2 ([Xilp, [R]p) « f([zi]P);

3 return ([X;]p, [7i]P)

Now, if (X,,7.) = 0, that is [X,]y = [X,]2 and [7.]1 = [7]2, then also
(Xr,dn—1)+Trwn0 = (Xp,dy—1) + Trwy,1 = 0. Thus the children of a dead node
are dead also in this case, and thus those nodes will be correctly evaluated.

Now, if r € R,_1 and also r € R/n?h then we have that (X,,d,_1) = 7w, 2.
Thus the value at 7||0 is set to 7w, 2 + 7w 0 = 7o (wWr2 + w; o) and the value at
7|1 is set to 7wy 2 + Trw; 1 = Tr(wr2 + w;1). These values are 0 only if 7,, =0
which happens with probability €.,;.

Now, if r € R,—1 and r ¢ R/n:, then we have that one of the children of
r is alive and one is dead. Let us denote the dead child by r||b and the alive
one by 7||b. We note that by construction, (X,,d,_1) = 7w, . Thus we have
that the evaluation of z at the dead node r||b is z < (X,,dp_1) + Trwpp =
TrWnp + TrWpp = 0. Thus the evaluation at this point is correct. The evaluation
at the alive node is z < (X;, dy 1) + 7w, j = TrWnp + Trw,, 5 = T (Wnp +w,, 5)-
This is 0 only if 7, = 0 which which happens with probability €.0;. As the number
of r € R,,_1 can be no greater than ¢, then we have that the probability that
some a; evaluates to zero is no greater than

t

(]- - Ecol)t ((1 - W) : (1 - scol)t> ) .

To show the security of our scheme, we will need to redefine the security
games so that they do not contain the (by,...,b,) any more.
Thus our security will be captured by the following proposition.

Proposition 7. We have that
|Pr[Game 19(A) = 1] — Pr [Game 21(A) = 1]| < efss,

and
|[Pr[Game 20(A) = 1] — Pr[Game 21(A) = 1]| < efss,

where £ denotes the output that is given to Py and 2 denotes the output that is
given to Py and where epss = (t-n - eprg + (n+ 1) - (gk)v%t-#l

We will now show that Game 19 is epgg-close to Game 21.

To see this, we note that due to the construction of the games 1 and 19, and
games 3 and 21, the values given to A in 19 have the same distribution as the
first five values given to A in 1. Likewisethe values given to A in 21 have the
same distribution as the first five values given to A in 3. Thus, if there existed
an adversary B who was better at distinguishing between games 19 and 21, then
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Game 19:
Input: A - the adversarial algorithm

1 (al,...,at) <—A(),

2 ski £ GenPrim((a1, ..., ar), f);
3 return A(sk;);

Game 20:
Input: A - the adversarial algorithm

1 (al,...,at) <—A(),

2 sky 2 GenPrim((a1,...,a:), f);
3 return A(skz);

Game 21:
Input: A - the adversarial algorithm

1 (al,...,at) <—A()7

2 X & FY;

3 T & For;

4 fori=1tondo

5 | wio & For\ {0}

6 Wi 1 & For \ {0, wi0};
7 d;_1 (i ]F;k;

8 g & Fors

9 Sk — X€7 Te, {wi,o}?:U {wivl}?:h {dZ ?:_01;
10 return A(sk);
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an adversary A whose task it was to distinguish between 1 and 3 could just omit
his last input and give the inputs to B to distinguish. Thus we have that

[Pr [Game 19(A) = 1] — Pr[Game 21(A) = 1]| < efss,

We also note that SLAMPR-FSS has the property that the values at the
points {a;} are pseudorandom. More precisely, consider the Games 22 and 23.
We will claim that the difference between these two games is negligible.

For that we will use the following natural assumption about our PRG f.

Assumption 1. Let f: M — N be a function. Fix a one-dimensional subspace
B of N. We say that [ is a espra-subspace-PRG if for any PPT adversary A,

|Pr[b = 1|z & M,y « f(2),b  A(y)Ay € B]-Prb = 1|b - A(y),y < B| < espra
Essentially we assume that an adversary cannot distinguish between a random

element of a subspace B or a pseudorandom element on the condition that it is
an element of B.

Game 22:
Input: A - the adversarial algorithm

1 (ai,...,a:) < A();

2 ski,sks < Gen((a1,...,a:), f);
3 fori=1totdo

4 [b:]1 < Eval'(ski, f,a:);

5 L [bz]g < Eval2(sk2,f7 ai);

6

return A(ski, {[bi]1 }iz1, {[bi]2}iz1);

Game 23:
Input: A - the adversarial algorithm

(aty...,a¢) < AQ);
ski, ska < Gen((a1,...,a¢), f);
fori=1totdo
[bz]l < Evall(slﬁ, f7 ai);
[bi]z <i th
return A(ski, {[bi]1 }i1, {[bi]2}i=1);

D A W N =

Proposition 8. Suppose that f is a espra-subspace-PRG and espra-PRG.
Then
|Pr [Game 22(A) = 1] — Pr [Game 23(A) = 1]| < tespra,
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Game 24:

B W N =

Input :.A - the adversarial algorithm

(al, - ,at) — A(),

ski, ska < Gen((a1,...,a¢), f);

For i € [1,...,n], compute R;, R}, E: as in SubGenand SubGenPrim;

For all r € J;_, R: UJ;_, Ri, compute [X,]1,[rr]1, using ski and the EvalPrim
algorithm ;

Using the EvalPrim algorithm, compute the ({[b;]1}!{—;) from the {a;}!_; and
the [X,]; and the [7.]1;

For all r € U;_, R: UU}_, Ri, compute [X,]2, [7]2, using sk and the EvalPrim
algorithm ;

Using the EvalPrim algorithm, compute the ({[b;]2}¢—;) from the {a;}!_; and
the [X,]2 and the [7]2;

return A(ski, {[bi]1 }i1, {[bi]2}i=1);

Game 25:

B W N =

Input :.A - the adversarial algorithm

(a1,...,a¢) < A();

ski, ska < Gen((a1,...,a¢), f);

For i € [1,...,n], compute R;, R}, Ri_1 as in SubGenand SubGenPrim;

For all r € J;_, R: UUJ}_, Ri, compute [X,]1,[7r]1, using ski and the EvalPrim
algorithm ;

Using the EvalPrim algorithm, compute the ({[b;]1}!—;) from the {a;}!_; and
the [X,]; and the [7]1;

For all r € U R; UUZ> R}, compute [X,]2, [1,]2, using sk» and the
EvalPrim algorithm ;

For all r € R,,—1:

8 ifr§ZEn:then

10

11
12

13
14
15

16
17
18

19
20

21

if 7]|0 € Ry, then
Sample randomly [X,]2, [7-]2 on condition
<[X'r]27dn—l> + [TT]Q *Wn,0 = <[Xr]17dn—1> + [Tr}l *Wn,0
else
Sample randomly [X, ]2, [7-]2 on condition
<[Xr]27d”—l> + [Tr]2 cWn,1 = <[XT‘]17d7l—1> + [Tr}l *Wn,1 s
else
[Xr]2 & Fis
| ]2 & Fa
forr € R,_1: do
if Ja; : r||0 = a; then
L [bi]2 < ([Xr]2,dn-1) + [Tr]2 - Wn,o ;
if 3a; : ||l = a; then
L [bz]Q — <[X'r}2,dn—l> + [T’I‘]2 : wn,l 3

return A(ski, {[bi]1 }i1, {[bi]2}i1);




SLAMP-FSS:Two-Party Multi-Point Function Secret Sharing 47

Proof. For syntactic sugar, we restate Game 22 as Game 24.

We will now first argue that Games 24 and 25 are te;pprg-close.

We note that Game 25 only differs from Game 24 is that here, on lines 7 to
15, instead of using the PRG f with the adversary knowing that the result would
satisfy ([X, o)z, dn—1) + [Trpl2 - Wn—1,6 = ((Xpp]1, dn—1) + [Trp)1 - wn—1, where
r||b € R),_,, we sampled a random vector where this property holds, and that for
re ﬁi,l, we sampled a random value instead of using the output of f. By our
assumption that f is a e;prg-subspace-PRG (this concerns the changes made for
rllb € R, _,) and e,pre-PRG (this concerns the changes made for r € R;_;) and
that there are together at most ¢ instances where these two changes are made, no
PPT adversary can distinguish between Games 24 and 25 better than tesprg-

Let us now analyze the output values of the [b;]2 in Game 25. We will show
that they are negligibly close to being uniformly randomly distributed.

Letr € R,_1.1fr € R/n:, then we note that the distributions of ([ X, ]2, dp—1)+
[Tr]2 - wno and ([X,]2,dn—1) + [Tr]2 - wp 1 are uniformly at randomly distributed.
Thus in those cases [b;]2 are indeed uniformly at randomly distributed.

Ifr¢g R,_1, then exactly one of r]|0 and r||1 is alive and one is dead. Let us
denote the dead child by ||b and the alive one by 7||b. Now we have that the
condition

<[Xr]27 dn—1> + [Tr]2 cWpp = <[Xr]1a dn—1> + [Tr]l : wn,b (2)

holds.

Let the last nonzero index of d,,_1 be § that is at position j, denote the vector
of the first j — 1 positions of d,,_1 by d.

Let the value at jth position in [X,]s be z;,, denote the vector of the first
j — 1 positions of [X,]z by X,.

We note that ([X,]2,dp—1) = <XT, CZ> + 0z,

Denote 8 := ([X,]1,dn—1) + [T]1 - Wnp — <X7., CD Thus we can rewrite the
condition 2 as 0z, + [Tr]2 - wpp = B.

Note that we have that for every choice of X,., we have that the pair (2o, [7,]2)
satisfies condition 2 iff dz, = [7,]2 - wnp — B.

Note that from the viewpoint of the adversary who knows sk; and thus
(Xr]1, [7]1, drn—1 and wy, p, fixing the value of X, also fixes the value of 8. We
thus have that [r,]o = (dz, + B)w] ;. Note that for every value of z,, the
value of [7,]s is different, thus each value of [7+]2 is equally likely. Now, by
construction we have that 7||b must be equal to some a;. Thus we have that [b;], =
([Xrl2, dn1) + [1r]2 - w,, 5. We also have that [b;] = ([X;]1,dn—1) + [7]1 - w,, -
Thus

bi = [bi1 + [bi]l2 = ([Xo]1, dn1) + [Te]1 - wy g + ([(Xr ]2, dn1) + [Tl - wy, 5 =
B+[m “Wn b +0z + ]2 Wpp = B+I[m ‘W, 5t [7r]2 ‘Wb — B+ [Tr]2 Wpp =

[7r]1 - w,, 5 + (]2 - (wnp + wn,5)~

Now note that from the viewpoint of an adversary who knows sk, the values
[Tr]1 - w,, p is fixed. However (wy,p + w, ;) is nonzero and possible values of [7;]2
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are uniformly at random over Fyx. Thus also the distribution of b; is uniformly
random over Fyr, which, due to [b;]; being known to the adversary, means that
[b;]2 is distributed uniformly random. Thus we have shown that in the output
of Game 25 the values [b;]2 are uniformly random. Hence we can say that the
outputs of Games 25 and 23 are the same. The claim hence follows. O

C Efficiency Calculations

Let tg denote the time for one field operation over Fox, tgye. the time for one
operation over vector space Fy, and tprg the time for one PRG evaluation.

Proposition 9. Algorithm 1 produces keys with size ©(vkn) bits.

Proof. The key for P;, i € {1,2} is defined as ([X.];, [Te]is {wio}roq, {wi1}iq,
{d;}"=}', g). Element of Fyr takes k bits to store. Let us analyze the key size
element wise:

— [X]i € FY, takes v - k bits.

— [7e]i € Fyr takes k bits.

— {wio}ie, € Fi, takes n -k bits.

— {wi 1}, € Fh, takes n - k bits.

— {d;}!=) € Fy" takes v-n - k bits.
—gE€ Iﬁ‘gk takes v - k bits.

Let us sum this together and get
vek+k+n-k+n-k+v-n-k+v-k=@w-n+2v+2n+1) k=06 (vkn).
O

Lemma 3. For SubGen to check, if a child node r||b of an alive node r is supposed
to be dead or alive, takes O(t [logt]) steps per level.

Proof. Let us describe a possible algorithm for this operation.
1. For each alive node r keep a list of indices j for which a}H e ||a‘jr‘
Denote it by L,..
2. During the check, iterate over L, and check if (|r| 4 1)-th bit of a; is equal
to b. Return this truth value.
3. While iterating, divide indices into two lists L, and L.

=

Each index takes [logt] space and [logt] time steps to be read. On any given
level there are ¢ indices distributed among L, and since only one bit of each a;
is looked at, the time complexity per level sums up to O(t [logt]). This means
that when evaluating for all » € R;_4, then the total cost is O(t [logt]). O

Proposition 10. Algorithm 2 (SubGen) is O(vt? - tp +t-tpyec +t-tprg). In fact
it takes at most 2t PRG evaluations.
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Proof. Let us count the operations made by SubGen.

— Lines 1 to 5 take O(tg) steps, because the operations are either over Fyr or
constant.

— Lines 6 to 13 take O(t [logt]), due to check on line 8 taking O(¢ [logt]) for
all r € R;_1 and other operations can be done in constant time.

— Lines 14 to 25 take O(t(tpyec + tr)) steps, because there are at most ¢ alive
nodes in R, U ﬁi,l and for each alive node a constant number of field and
vector space operations are done.

— Line 26 takes O(vt2 g + tpyec) steps. We can use Gaussian elimination
on the system of linear equations, which takes O(vt?) field operations (see
Theorem 15 in the Appendix). Choosing d;_; is an operation in the vector
space.

— Lines 27 to 32 take O(t(2tprg + tFvec + tr)) steps. There are at most ¢ alive
nodes in R; and for each alive node the PRG is called twice and some constant
number of field operations and vector space operations are done.

Summing these together we get

O(tr) + O(t [logt]) + O(t(tr vee + tr)) + OVt - tp + tr yee)+
+ O(t(2tprg + trvec +tr)) = OV - tg 4+t tryec +t - tpra).

O

Proposition 11. Algorithm 1 (Gen) is O(nvt? - tg + nt - tprg). In fact it takes
at most 2tn PRG evaluations.

Proof. Let us count the operations made by Gen.

— Line 1 to 6 take O(tp,cc + tr) steps, because there are constant number of
field operations and vector space operations.

— Line 7 and 8 take O(nt(vt - tp + tryec + tPra)) steps, due to n evocations of
SubGen.

— Line 9 and 10 take O(tg yec 1 tr) steps, because there are constant number of
field operations and vector space operations.

— Line 11 takes O(vt2 - tp + tpyec) steps. We can use Gaussian elimination on
the system of linear equations, which takes O(vt?) field operations. Choosing
g is an operation in the vector space.

— Lines 12 to 15 take ©(vkn) steps, due to the key size.

Summing these together we get

@(t]pvec + t]F) + O(nt(vt ctp + tRyec + tpRg)) + @(t]Fvec + t]F)-‘r
+ O(vt? - tp + tyyee) + O(vkn) = O(nt(vt - tg + tg yee + tprg) + vEn).

Let us assume that tg,e. ~ v - tg and tgp > k. Then

O(nt(vt - tg + tppee + tprg) + vkn) = O(nvt?® -ty + nt - tprg).
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Proposition 12. Algorithm 4 (Eval”) has time complezity ©(nvtg + ntprg). In
fact it takes n PRG evaluations.

Proof. Let us count the operations made by Eval”.

— Line 1 takes @(vkn) steps, due to the key size.
Lines 2 to 4 take O(n(tryec + tr + tpra)) steps, because lines 3 and 4 are
repeated n times.

e Lines 3 and 4 take O(tg yec +tr+1tpra) steps, because the scalar product is
a vector space operation, addition and multiplication are field operations
and the PRG is called once.

Line 5 takes O(tpyec + tr) steps, because of the scalar product and addition.
— Line 6 takes some constant number of steps.

Let us add these values together and get

O(vkn) + O(n(tr yeec + tr + trrc)) + O(tFvec + tr) + O(1) =
= @(n(thec + tr + tprg + Uk))

Let us assume that tpyec = v -ty and ty > k. Then

O(n(trvec + tr + tpre + vk)) = O(n(v -ty + tg + tpre + vk)) = O(nvty + ntpre).
O

Proposition 13. Full evaluation of SLAMP-FSS requires 2-2™ calls to the PRG.

Proof. We note that a full evaluation of the scheme SLAMP-FSS can be obtained
by recursively computing for each level ¢, for all bitstrings r of length ¢ the values
[X,]p, [7+] p- Let the parent node of r be r’ with r = /||b. We note that we can
compute [X,]p, [1,]p by computing ([X,]p,d;—1) + [7+] pw;, and then applying
f to the result. Thus, for full evaluation, we need one application of f for every
non-root node in the tree. There are 2 - 2" — 2 non-root nodes in the tree which
we round to 2 - 2" for easier presentation. O

Proposition 14. Full evaluation of SLAMPR-FSS requires 2™ calls to the PRG.

Proof. The proof of this proposition is analogous to the previous one but with the
difference that we do not need to evaluate f for the leaves. There are 2" — 2 non-
root-non-leaf nodes in the tree which we round to 2™ for easier presentation. [
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