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Abstract. Coppersmith’s method, combined with the Jochemsz-May
strategy, is widely used to find the small roots of multivariate polynomi-
als for cryptanalysis. At Asiacrypt’23, Meers and Nowakowski improved
the Jochemsz-May strategy from a single polynomial equation to a sys-
tem of polynomial equations and proposed a new method, called Auto-
mated Coppersmith. Note that it is typically a tedious and non-trivial
task to determine asymptotic upper bounds for Coppersmith’s method
and manual analysis has to be performed anew when a new set of polyno-
mials is considered. By making certain heuristic assumption, Meers and
Nowakowski showed that the bound can be obtained using Lagrange in-
terpolation with the computer, but it is still time-consuming. Moreover,
we find that sometimes the interpolation method may get stuck in lo-
cal convergence, which will result in an incorrect bound when a natural
termination strategy is employed in the method.

In this paper, we revisit the Jochemsz-May strategy as well as the work
of Meers and Nowakowski and point out that the bound can be obtained
by calculating the leading coefficient of some Hilbert function, which
is exactly the volume of the corresponding Newton polytope. To this
end, we introduce the concept of Sumsets theory and propose a series of
related results and algorithms. Compared with the Automated Copper-
smith, we overcome the issue of getting stuck in local convergence and
directly eliminate the time-consuming calculation for f™ in Automated
Coppersmith when m is large, which brings a 1000x~1200x improvement
in running time for some polynomials in our experiment.

Additionally, our new method offers a new perspective on understanding
Automated Coppersmith, thus providing proof of Meers and Nowakowski’s
Heuristic 2 for the system of a single polynomial.

Keywords: Coppersmith - Sumsets - Newton polytopes - Additive com-
binatorics
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1 Introduction

In 1996, Coppersmith [6/7] introduced a method to find the small solutions of
a univariate polynomial modular equation, and another method to find the small
roots of a bivariate polynomial. Since then, these methods have been extended
in several ways, such as [14J21], and have found significant applications in the
cryptanalysis [ABIT3I2012112212430].

The main idea behind Coppersmith’s methods lies in constructing a set of
polynomials sharing common roots with the original polynomial. In general, the
coefficients of such polynomials are used to build a lattice £ to be reduced in
the sequel. To improve Coppersmith’s method, the key is to construct a better
family of polynomials G.

In 2006, Jochemsz and May [I6] presented a heuristic strategy, known as
the Jochemsz-May strategy, for choosing the collection G,, of the polynomi-
als g; j(z1,...,x,) satisfying a congruence of the form g; ;j(z1,...,25) = 0
(mod M)™ for a specific integer m. The main idea in the Jochemsz-May strat-
egy is to decrease the order of M in g; ;. The Jochemsz-May strategy applies
to all multivariate polynomials that have either modular or integer roots, which
generalizes the work of Blomer and May [2] that finds optimal bound for small
integer roots of bivariate polynomials.

At Asiacrypt’23, Meers and Nowakowski’s [23] proposed an automated method,
called Automated Coppersmith. They improved on Jochemsz-May from a single
polynomial equation to a system of polynomial equations. Moreover, it is typi-
cally a tedious and non-trivial task to determine asymptotic upper bounds for
Coppersmith’s method and manual analysis has to be performed anew when a
new set of polynomials is considered. It seems convoluted to prove the asymp-
totic bound. By making certain heuristic assumption, Meers and Nowakowski
showed that the bound can be obtained using Lagrange interpolation with the
computer, but it is still time-consuming.

More precisely, both strategies encounter estimating the exponents of the
following inequality at the end EL where X is the upper bound of the absolute
value of x; fori =1,--- , k:

XD LX) e () < ppanim) e,

How to quickly calculate these py, ..., pg, pF and paq(m) is an unavoidable issue.

For some simple polynomials, we can compute them by summation. Taking
the modular polynomial equation f(x1,22) = ajz1 + asxs + C = 0 (mod M)
as an example, pa(m) is mlsupp{f™} = mY "3 1 = 7”73 However,
for polynomials with more variables, manual analysis becomes tedious and time-
consuming significantly. In [23], Meers and Nowakowski claimed that the func-
tions p,;(m)’s (j = 1,...,k) and paq(m) are polynomials in m when m is large
enough, but gave no proof. Furthermore, they assumed that the function pz(m)
becomes a polynomial when m is sufficiently large. This allows them to select

! This is just a simplified version, details can be found in Section
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specific values m and then utilize Lagrange interpolation to solve for pa(m),
pj(m)’s and pr(m).

However, the interpolation method will usually involve the computation of
f™, which needs lots of time in the worst case since the number of monomi-
als of the power of f grows very quickly. Hence, Automated Coppersmith is
still very time-consuming for general polynomials, which is also verified by the
experiments.

Furthermore, when using the interpolation method, it’s necessary to ensure
that m is big enough for p v¢(m) and p;(m) to be polynomials. The current bound
for m in theory is very huge [11]. A natural idea in practice is to continuously
adjust the value of m and add the corresponding interpolation polynomials into
a sequence, and output the polynomial when some new added interpolation
polynomials remain the same. However, another question of how many times we
should adjust m arises. We find in our experiments that sometimes there can be a
continuous subsequence of unchanged polynomials before the correct polynomial
appears, resembling the phenomenon of local convergence, which means that an
incorrect result will be outputted if the times we adjust m is not enough. This
significantly affects our confidence in the correctness of the outputted result from
the interpolation method.

As a consequence, the following natural question arises:

Can we compute pp(m), p;(m)’s and pr(m) more efficiently?

In fact, for the asymptotic upper bound of the roots, only the leading coef-
ficient of these polynomials (if they are) are needed.

Note that for the single polynomial f, pp(m) = m|supp{f™}|. In 1992,
Khovanskii [I7] proved that |[supp{f™}| is indeed polynomial in m when m is
big enough and the leading coefficient of |supp{f™}| is exactly the volume of
the convex hull related to f. See Fig. 1| for an example. Hence we can compute
the leading coefficient of pa((m) by computing the volume, which is usually very
fast in practice.

0.1 f(z1,x2) = a1x1 + azx2 + C,

A is a triangle of {(0,0),(0,1),(1,0)},

(0,0) — f1.0)

Fig. 1: Newton polytope corresponding to supp{f} = {z1,z2, 1}

Subsequently, researchers investigated how large m needs to be such that
|[supp{f™}| is a polynomial in m. Such explicit results were only previously
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known in the special cases when the number of variables k = 1 [T0/T226]32],
when the convex hull of f is a simplex or when |supp{f}| = k + 2 [8] until 2023
Granville et al. [I1] give the first effective upper bounds for this threshold for
arbitrary f. When |supp{f}| = n, it tends to be as least n™! It might imply
that in certain worst-case, if we using Lagrange interpolation, we would need to
compute f™ for very large m = O(n™).

Obviously, Khovanskii’s results can help improve the computation of dim (L)
for the Jochemsz-May strategy, while to our best knowledge, no similar results
have been found for computing dim(£) for a system of multi polynomial equa-
tions with Automated Coppersmith. Moreover, it remains unsolved to compute
the leading coefficients of p;(m)’s and pr(m) more efficiently for a system of
polynomial equations with Automated Coppersmith, even for a single polyno-
mial equation with Jochemsz-May strategy.

Our Contribution. Inspired by Khovanskii’s results [I7], we try to solve the
problem of computing the leading coefficients of paq(m), p;(m)’s and pr(m) from
the perspective of sumsets theory, and present some more efficient algorithms in
this paper. These algorithms are aimed to construct Newton polytopes, whose
volume equals the desired leading coefficient of paq(m), pj(m)’s and pr(m).
Therefore, we avoid encountering the phenomenon of local convergence and the
calculation of f™ using Lagrange interpolation.

Compute the leading coefficient of ppq. By [17], we know that for a single poly-
nomial f, the number of monomials in f becomes a polynomial in m when m
is sufficiently large. The leading coeflicient of this polynomial is exactly the vol-
ume of the convex hull of f. However, no similar results are found for a system
of multi polynomials fi,..., f, when n > 1. We try to generalize Khovanskii’s
results for such case.

To solve the system of multi polynomials with Coppersmith’s method, two
types of collections of polynomials have been utilized to construct the lattice.
The first one is considered in the Automated Coppersmith, which is { ffl e
finlir, ... in < 2}, and the second one is {f{* -...- fin|iy + ...+, < m} used
in [9], which has been found performing better for linear modular equations.
Hence, we consider computing supp{fli1 oo finliy i, < o} and Supp{ﬁ1 .
coor finlin 4+ .o+ i < m} to yield pag(m). By successfully reducing the multi-
polynomial case to the single polynomial case, we prove that pr((m) is also a
polynomial in m when m is big enough and present two more efficient algorithms
to calculate the leading coefficient of paq(m) via computing the volume of some
Newton polytope.

Compute the leading coefficient of p;. Meers and Nowakowski [23] claimed that
p;’s are polynomials in m when m is large enough, but no proof is presented. We
find that it is non-trivial to prove this. Furthermore, we also aim to construct a
Newton polytope such that its volume equals LC(p;).

By introducing the concept of "High Dimension Duplicate”, a method for
constructing higher-dimensional convex hull N;, we prove that p;’s are exactly
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polynomials in m when m is large enough and the leading coefficient of p; is the
volume of N;. The definition we propose is quite intriguing, possessing many
desirable properties, such as Lemma From these useful Lemma, we can
show that its vertex count doesn’t need to exceed twice the number of vertices
of the original convex hull, making the computation of IN; not too challenging.
It is worth mentioning that we provided an algorithm to compute this higher-
dimensional convex hull, along with Theorem [5] and Algorithm [5]

Compute the leading coefficient of pr. Meers and Nowakowski assumed that pr
becomes a polynomial in m when m is sufficiently large [23]. The difficulty with
prF lies in characterizing the optimal polynomial for each monomial, making it
challenging to prove that pr becomes a polynomial in m for large m. However,
by introducing sumset theory, we realize that for n = 1, that is, the system
has a single polynomial f, and the selected monomial sets correspond to the
saturated Newton polytope of f. Regardless of the order, the leading monomial
of f is definitely a vertex of this Newton polytope. Besides, we not only prove
that when n = 1 pr becomes a polynomial in m for large m, i.e., Heuristic 2
n [23], but also provide a symbolic solution for the leading coefficient of pr.

As with Meers and Nowakowski in [23], we also do not consider the ” Extended
Strategy” mentioned in [I6]. Just ”Basic Strategy” is enough in practice, such
as CI-HNP in [23]. Besides, using the ”Extended Strategy” leads to an increase
in the dimension of the lattice.

However, we have made an interesting discovery. Upon studying the uni-
variate case, we observed that there is no need to introduce additional shift
polynomials for the ”Extended Strategy”. Instead, we simply modify N™*
to N™ax(t=40) This modification yields the same results as before but with a
smaller lattice dimension. Using the same idea, we studied multivariate case. In
the case of modular unknown divisors, this result can produce an effect similar
to shift polynomials without increasing the lattice dimension.

Roadmap. The paper is organized as follows: In Section [2| we give some basic
preliminaries about polynomials (such as the definition of Hilbert function),
Coppersmith’s method (Jochemsz-May Strategy and Automated Copper-
smith) and Sumsets Theory (such as the definition of Newton polytope). Our
algorithms for computing Automated Coppersmith’s method quickly is described
in Section [3] where we omit the calculation about the values of po¢ and p; when
m; is relatively large. Then we provided our proof of Heuristic 2 in Automated
Coppersmith for n = 1 in Section[d] In order to fully demonstrate the superiority
of our algorithm, we have conducted sufficient experiments, and the experimen-
tal results can be found in Section o} We also provide an example to illustrate
the phenomenon of local convergence encountered with interpolation methods.
Finally, We conclude our work in Section [6]
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2 Notations and Preliminaries

Let Z denote the ring of integers and @ denote the field of rational numbers.
We use lowercase bold letters (e.g., v) for vectors and uppercase bold letters

(e.g., A) for matrices. The notation (:1) represents the number of ways to select

m items out of n items, which is defined as Wlm), If m > n, we set (T”n) =0.
2.1 Polynomials
Let x1,...,2 be k variables. Suppose f is a polynomial in Z[z1,...,z],

then the polynomial f can be expressed as

f(JZl,. .. 7$k) = Z Qi iy 3}211 L— Z‘Z‘

T yeeey i €N

Here, z’f Ce xz’“ is termed as a monomial of f if its coeflicient v, . ;, # 0.
The set of all monomials of f is denoted as supp{f}. The total degree deg(f) of
f is defined as

deg(f) := max?éo(il + i)

The following definitions serve to simplify the notations related to multivari-
ate polynomials.

Definition 1. Let M be a positive integer. For a set of polynomials F C Z[x1,. .., Tk,
we define the set Zy(F) of its roots as

Zy(F)={r=(r1,...,rx) €ZF |Vf €F : f(r)=0 mod M}.

Similarly, for parameters M, Xi,..., X, € N, we define the corresponding
set of its small modular roots as

Zatxy, xp (F)i={r=(r1,...,rx) €ZF |Vf € F: f(r) =0 mod M,Vj: |rj| < X;}.

Definition 2 (Monomial Order). Let M be a set of monomials. A monomial
order on M is a total order < that satisfies the following two properties:

1. For every A € M, it holds that 1 < A.
2. If M1 < Ag, then X - Ay < X\- Ay for every monomial A € M.

For example, suppose 1 < x2 < x3, then x% < x3 and 1 < T9 < m% when
using the lexicographic monomial order <j.x. Because lexicographic monomial
order (<jex) first compares exponents of x; in the monomials, and in case of
equality compares exponents of x5, and so forth.

If < is a monomial order, the leading monomial of a polynomial f is the
unique monomial X\ of f that satisfies A’ < A for every monomial X of f. We
denote the leading monomial, and the leading coefficient of the leading monomial
of f by LM(f) and LC(f) respectively. The leading term of f is denoted LT(f)
and satisfies

LT(f) = LC(f) x LM(f).

If LC(f) = 1, then we say that f is a monic polynomial.
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Definition 3 (Ideal). Let F = {f1,..., fn} be a set of polynomials in Z[z1, . .., xk].
The ideal I generated by F is the set of all linear polynomial combinations of

fi,--y [n, that is
I={aifi+...+anfn:a; € Zxy,...,zx]}.

If I is ideal, then the set of all leading terms of the elements of I is denoted
LT(I) and satisfies LT (1) = {LT(f)|f € I}.

Definition 4. Fix a monomial order, and let I be an ideal. A finite subset G =
{g1,.-.,9-} C I is a Grébner basis for I if

LT(I) = {LT(gl)v ce VLT(gr)} .

Before we introduce the Hilbert Function of an ideal I, we need the following
definition:

Definition 5. Suppose I is an ideal in Z[xi,xa,...,x;] and then we define
Zlr1,x2,. .., Tk <s to be the set of polynomials in Z{xy,xa, . .., xx] of total degree
< s, and I, is the set of polynomials in I of total degree < s. That is,

Llxy,z2,. .., Tk)<s = {f € Z[z1, 22, ..., z1] - deg(f) < s},
Ico =INZ[x1,22,...,08)<s = {f € I:deg(f) < s}
Both Z[x1,x2,...,2k]<s and I¢s are vector spaces over Z, with I¢, exactly

being a subspace of Z[z1,x2, ..., Tk]|<s. Now, we are prepared to introduce the
Hilbert function.

Definition 6 (Hilbert function). Let I be an ideal in Z[x1,22,...,xk], and
let I, be the space of elements of I of degree at most s. The (affine) Hilbert
function HF (s) of I is defined to be the dimension of Z[z1,xa, ..., Tk|<s/I<s as
a vector space over Z. That is,

HF[(S) = dim(Z[ml,xQ, “e ;xk]§5/1§5)~

There is a useful lemma for Hilbert function, which is called Hilbert’s theorem
(see [[25], Theorem 6.21]):

Lemma 1. Let I C Z[x1,xa,...,x;] be a proper ideal. Then there exists a poly-
nomial h(z) € Q[z] such that deg(h) = dim([I), for sufficiently large m,

HF;(m) = h(m).
The polynomial h(z) is often referred to as the Hilbert polynomial of I.

Remark 1. The concepts of Hilbert functions and Hilbert polynomials of graded
algebras are crucial in commutative algebra. For more detailed results, please
refer to [29].

Finally, there is one more result about the sum of the p-th powers of the first
m positive integers.
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Lemma 2 (Faulhaber’s formula,[15]). The sum of the p-th powers of the
first m positive integers

m
DR =1"+ 2P 43+ m?, (1)
k=1

s a polynomial in m with leading term ”;pTT.

2.2 Lattices, SVP, and LLL

Let m > 2 be an integer. A lattice is a discrete additive subgroup of R™. A
more explicit definition is presented as follows.

Definition 7 (Lattice). Let vi,va,...,vy € R™ be n linearly independent
vectors with n < m. The lattice L spanned by {v1,Vza,...,Vvn} is the set of all
integer linear combinations of {vi,va,...,vp}, i.e.,
n
Lz{veRm | V:Zaivi,aieZ}.
i=1

The integer n denotes the rank of the lattice £, while m represents its dimen-
sion. The lattice £ is said to be full rank if n = m. We use the matrix B € R"*™,
where each vector v; contributes a row to B. The determinant of £ is defined
as det(£) = /det (BB!), where B! is the transpose of B. If £ is full rank, this
reduces to det(L) = |det (B)].

Definition 8 (Fundamental domain). For a lattice basis vi,Va,...,Vy €
R™, the space generated by all real number combinations in [0,1)™ is called the
fundamental domain of the lattice L. It is denoted as

P(L) = {i a;vil0 < a; < 1}.

i=1

The volume of the fundamental domain P is equal to the determinant of the
lattice, that is vol(P) = det(L).

In lattice theory, numerous hard problems are used to secure several cryp-
tosystems. The Shortest Vector Problem (SVP) is one of them.

Definition 9 (Shortest Vector Problem (SVP)). Given a lattice L, the
Shortest Vector Problem (SVP) asks to find a non-zero lattice vector v € L of
minimum FEuclidean norm, i.e., find v € L\{0} such that ||v| < ||w]|| for all
non-zero w € L.

Although SVP is NP-hard under randomized reductions [I], there exist al-
gorithms that can find a relatively short vector, instead of the exactly short-
est vector, in polynomial time, such as the famous LLL algorithm proposed by
Lenstra, Lenstra, and Lovéasz [18] in 1982. The following result is useful for our
analysis [21].
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Theorem 1 (LLL). Let L be a lattice spanned by a basis (uy,...,u,). In poly-
nomial time, the LLL algorithm finds a new basis (v1,...,v,) of L satisfying
w(w—1)
Ivill < .. < lvill < 2385755 det(£) =74,
fori=1,...,w.

The following result [14] is useful to find the small solutions of a multivariate
modular polynomial equation, where, for h(z1,...,21) = > a2 - x)F,
the Euclidean norm of h(Xyx1, ..., Xgxg) is

IhXan,. o Xl = /a2 XP X

Theorem 2 (Howgrave-Graham). Let h(zy,...,2;) be a polynomial with
at most w monomials, and let m, M, Xy,..., X € N. Suppose h has a root
r=(ry,...,rg) modulo M™, satisfying |r;| < X; for everyi=1,... k. If

m

M
Hh(XliL'h - 7Xk$k)|| < %,

then h(ri,...,r;) =0 holds over the integers.

2.3 Growth of sumsets

For any given finite subset A of an abelian group G, suppose 0 € A, we
consider the sumset mA := {a; + as + -+ + an : a; € A}. Khovanskii’s 1992
theorem [I7] states that if A C Z* is finite, then there exists p(z) € Q[z] of
degree k and Nkp(A) such that if m > Nkp(A), then |[mA| = p(m). Moreover, if
the difference set A — A generates all of Z* additively, then deg(p) = k and the
leading coefficient of p is the volume of the convex hull of A, which we define as
H(A).

To make things more straightforward, we introduce the Newton polytope.

Definition 10 (Set of points). Let G = ZX. For a polynomial f, consider
A(f) as the set of points corresponding to the monomials of f as follows:

A(f) = {(i1, ... ip)|zl - ... - 2} is a monomial of f}.

Definition 11 (Newton polytope). Let f be a polynomial in Zlxy,...,xg].
The Newton polytope N(f) of f is defined as the convex hull of A(f)

Obviously, the Newton polytope has the following property:
Property 1. For all polynomials fi, fo in Z[z1,...,zk], it holds that

N(f1- fa) = N(f1) + N(f2).

Definition 12 (Saturated Newton polytope). We say that a polynomial f
has Saturated Newton Polytope if every integer point of the convexr hull of its
exponent vectors corresponds to a monomial of f.
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For example, when supp{f} = {2%, x1, 72,1}, A(f) is {(0,0), (1,0), (2,0),(0,1)},
corresponding to {1,z,2?,y} and the Newton Polytope of f is a triangle with
{(0,0),(2,0),(0,1)}. Then |mA(f)| corresponds to supp{f™}. For simplicity, we
write A(f) as A. So Khovanskii’s 1992 theorem [I7] can be stated as follows:

Lemma 3 (Khovanskii, [17]). There exists a value Ny, such that if m > Ny,
then there exists a polynomial p(x) € Q[x] of degree k such that | J;—, supp{f’}| =
p(m).

Khovanskii proved this by constructing a finitely generated graded module M
over the polynomial ring Cl[t,...,ts], where the cardinality of set A is denoted
by s. This module possesses the characteristic that its homogeneous component
M, forms a vector space over C with precisely supp{f™} dimensions for all
m > 1. Therefore, the dimension of M,, over C is exactly the Hilbert Function.
According to Hilbert’s theorem, the dimension of M,, over C is a polynomial in
m for sufficiently large m, thereby yielding the desired result.

Suppose A C ZF is full rank, which means there exist vy,..., vy that are lin-
early independent. We denote the linear space spanned by A over Z as span(A),
that is

span(A4) = {a1vi + ... + apvglai,...,a; € Z}.

Moreover, if span(A) = Z* additively, then deg(p) = k and the leading coefficient
of p is the volume of N(f).

When span(A) # ZF, we use the following definition to calculate the leading
coefficient of p:

Definition 13. For a polynomial f, let A(f) be the set of points corresponding
to the monomials of f, and span(A) be the corresponding lattice over Z. Then
we denote the fundamental domain of span(A) as P(f).

See Fig as an example, suppose f = a1x1 + azx2 + C. We have supp{f} =

{z1,22,1}. Now A(f) = {(1,0),(0,1),(0,0)} and span(A) = {(1,0)21+(0,1) 22|21, 22 €

Z} is a lattice over Z. Then P(f) is a unit square.

(0,1) (0,1) (1,1)

(0,0) (1,0) (0,0) Vi (1,0)

Fig.2: A(f) and P(f): we can see that A(f) is a triangle and P(f) is a unit
square.

Therefore, we can rewrite Corollary 2 in [I7] as follows:
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Lemma 4. There exists a value Ny, such that if m > Ny, then there exists a
polynomial p(x) € Q[z] of degree k such that |U;n:O supp{f’}| = p(m) and the

leading coefficient of p is the volume of ‘é%g((]{;;

Proof. The idea of the proof is as follows: since the points in the fundamental
domain are unreachable, we consider Z¥ mod P(f). In this case, it is equivalent
to the situation where span(A) = Z*, and thus the proof is completed. O

Remark 2. If f has a constant term and all coefficients are positive, i.e., 0 belongs
to A(f), then it holds that: [Jj_, supp{f’} = supp{f™}.

Regarding the size of Ny, in 2023, Granville et al. [I1] provided the first
effective upper bounds for this threshold for arbitrary A. For any such A in
terms of the width of A, w(A) = width(A) := max,, g,ea ||@1 — a2]|co- Then the
upper bound proposed by Granville et al. is as follows:

Lemma 5 (Granville et al., [11]). If A C Z is finite, then U;":() supp{fi}| =
p(m) for all m > (2|A| - width(A))*+IAl

We note that the former upper bound is too large. When |A| = n, it tends
to be at least n™!

2.4 Jochemsz-May Strategy E| and Automated Coppersmith Method

At Asiacrypt’06, Jochemsz and May [16] described a strategy to find small
modular and integer roots of multivariate polynomials. Recently, Meers and
Nowakowski [23] generalized the idea of the Jochemsz-May strategy and pro-
posed a new method called Automated Coppersmith. Their idea is based on the
notion of (M, <)-suitability of a set of polynomials.

Definition 14. Let M be a finite set of monomials, and let < be a monomial
order on M. A set of polynomials F is called (M, <)-suitable if:

1. Every polynomial f € F is defined over M.
2. For every monomial A € M, there is a unique polynomial f € F with a
leading monomial A\ with respect to <.

If Fis (M, <)-suitable and A € M, then we denote by F[A] the unique
polynomial f € F with the leading monomial A.

Therefore, it is crucial to understand how to generate an (M, <)-suitable set
of polynomials F from M. Unlike in all other Coppersmith-type results, simply
construct F using so-called shift-polynomials, i.e., polynomials of the form

fjl Jryi1 i = CL'jl-l L. l'i:k . lil et fé" . ]\4-771_@1+“'+i")7 (2)

,,,,,

2 Because the Jochemsz-May strategy can be viewed as Automated Coppersmith’s
method when n = 1, we will only provide a detailed introduction to the latter.
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for some appropriately chosen integers ji, ..., jk,%1,--., %, € N. For a monomial
A € M, Meers and Nowakowski define the polynomials of the form
A

= i L, pin m— (it i) 3
ool = TR DT g o

and provide the following algorithm in [23]:

Algorithm 1: Constructing an (M, <)-suitable set F

Input: Set of monomials M, monomial order < on M, monic polynomials
fi,..., fn, and integer m € N
Output: (M, <)-suitable set of shift-polynomials F, satisfying
Zaixq,x, (f1, oo fn) © Zyim x4, x, (F), and minimizing

2nem [LC(FA]]
F + 0;

for A € M do

3 Enumerate all shift-polynomials f[x i;,...,:,,) @s in Equation such that
LM(fi,) - ... - LM(fi,) divides A and f[x,,...s,,] is defined over M;

4 Among all such f[x i, ,...,i,,), Pick one that maximizes i1 + ...+ 4, and

include it in F;

N =

end
return F;

[

Meers and Nowakowski also provide a way to choose monomials set M.
Denote m; =i-n. Let f1,..., fn € Z[x1,...,z]. For i € N, define

Muo= |J swp{f* - fin).

0<j1,--Jn <t

This is a breakthrough idea, but it introduces a new heuristic. Suppose we
want to find the small modular roots as Zas, x,,....x, (f1,-- -, fn) with an (M, <)-
suitable set of polynomials F C Zym|[z1,...,zk]. We need the following condi-
tion before applying the LLL algorithm:

det(£) = [ MX1,..., Xg) - M2read LOFRDE < pplm=k)IM], (4)
AEM

When i is sufficiently large, the terms M (m~*)IMil and [Taem, MX1, -, Xi)

in Equation grow as MpM(mi)7Xf1(mi) e X,fk(mi), where pa, p1y-- - Pk
are polynomials of degree k + 1. Therefore, we need ]y, [LC(Fi[A])] to be
writable as MP7("™) when i is sufficiently large, where pr is also a polynomial
of degree k + 1. Although it often holds true in experiments, it is challenging
to prove that the set F obtained from Algorithm [l satisfies this property for
arbitrary fi,..., fn. Hence, the following heuristic is used in Algorithm [2] and
we call it the Heuristic in Automated Coppersmith in the sequel.
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Heuristic 1. Let fi,...,fn € Z[z1,...,xx], let < be a monomial order on
Z1,...,TE. Define an increasing sequence My C My C M3 C ... of sets of
monomials and m; := i -n. Then there exists a polynomial pr(m) of degree

k 4+ 1, such that for any set F;, that is obtained from Algorithm |1 on input
(M, <, (f1,-- -y fn), my), it holds that

[T e = .
AEM;

After constructing the lattice £ and applying the LLL algorithm, Copper-
smith’s method needs to assume the following assumption.

Assumption 1. The polynomials obtained from the LLL-reduced basis in Cop-
persmith’s method generate an ideal of a zero-dimensional variety.

Assumption [l is often used in connection with Coppersmith’s method in
the multivariate scenario [SIT2TI283T], the heuristic holds for most instances
arising in practice.

Finally, we give a formal description of the Automated Coppersmith Method
by the following algorithm.

Algorithm 2: Coppersmith’s Method

Input: Integers M, m € N, polynomials f1,..., fn € Z[z1,...,zk], bounds
0 < Xi,..., Xk, set of monomials M, monomial order < on M, and a
(M, <)-suitable set of polynomials F C Zprm[x1, ..., zk] satisfying
Equation .
Output: All roots r € Zar, x,,....x,, (f1, -+, fn)-
1 Construct an |[M| x | M| basis matrix B, whose columns are the coefficient
vectors of the polynomials F[A|(X1z1, ..., Xkzk), where A € M;
2 LLL-reduce B;
3 Interpret the first k£ columns of the resulting matrix as the coefficient vectors
of polynomials h;(X121,..., Xpxk);
a return all 7 € ZF(ha, ..., i) N Zarxy, x5, (fis e ooy fu)

3 Algorithms related to Newton Polytope

3.1 Algorithm for quickly calculating LC(pa4)

Next, we will associate the leading coefficient of py and p; with the volume
of the convex hull by analyzing the Hilbert Function of some graded algebra.
Therefore, we only need to calculate the volume of the convex hull to obtain
the desired value, which is a very fast operation. In [23], since m needs to be
sufficiently large to ensure that pas,pj, pF are polynomials about m, it is nec-
essary to calculate the values of pay, pj, pr when m is relatively large, and then
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calculate the results of paq,p;, pr using Lagrange interpolation based on these
values. When m is relatively large, the computation of the values of prs and p;
is time-consuming, so our method avoids this operation, which is very useful.
When we consider the case n = 1, which means considering that m is suffi-
ciently large, supp{f™} = pam(m). Recall from Lemma [4] that we know that the

leading coefficient of paq is the volume of the convex hull of A divided by the

_ VIN() _ V(NG
V(P() — det(L(f))"
For example, when we consider a modular polynomial equation f =0 (mod M)

with supp{f} = {z1,x2, 1}, we use supp{f™} as the dimension of L. In Copper-

m—iy 1 ~ ’I’TL2
~

smith’s method, we usually compute ZZ:O Zz’2=0 5. For Automated Cop-
persmith method, we have to choose a large value m, then calculate |[supp{f™}|
and use Lagrange interpolation.
However, with our new method, we have an easier way to compute it. What
we need is just LC(paq), so we do not need the other coefficients of pa4.
From Fig[2] we have N(f) is a triangle of {(0,0), (0,1), (1,0)} and P(f) is a
unit square. Then we can compute LC(prq) as follows:
Le(pa — VYU 1
V(P(f) 2
When we select a polynomial f which is slightly more complex, the advantage
of our method is more obvious because it does not require finding f™, which is
time-consuming.
Next, when considering n > 1 and the corresponding situations for fi,..., fn,
we consider two generalizations. The first one is proposed in Automated Cop-
persmith, using supp{fli1 e fin iy, iy < ™ }. The second one is introduced

volume of fundamental domain of L(f), that is LC(pa)

in [9] using supp{ fi*-...- fir|iy +...+1i, < m}. It performs better computations
for linear modular equations.
For the first generalization, we have the following result.

Theorem 3. There exists a polynomial f such that

m

, ) ) ) m m
supp{fi* ...  for | 0§11,...,zngg} = |supp{f ™ }

Moreover, when m is sufficiently large, there exists a polynomial paq with degree
k41 such that

. . m m
Oglla"'vzng gH:m‘Spr{f }‘:pM(m)v

where the leading coefficient of paq is %

m|supp{f1i1 o ffl

Proof. Consider f = fi-...-f,. Define M%) = supp{ffl-. o fin 0 <y, i <
o}, we have

M) = supp{fy" ... fu' } = supp{f*=}.

This way, we reduce it to the case of n = 1. Hence, the leading coefficient of p4
V(N(£)) 0

IS S
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Remark 8. This can also be seen as a special case of Theorem 1 in [27] with
B=0,hi =..=hy.

By Lemma [4 we can quickly compute the leading coefficient of the corre-
sponding paq by computing the volume of the convex hull of f. We provide the
following algorithm for the corresponding calculation process.

Algorithm 3: Calculate LC(p)

Input: Set of monic polynomials F = {f1,..., fn}
Output: LC(pay), satisfying Theorem
Define N(f) = 0;
forjel,...,ndo
Compute N(f;);
N(f) < N(f) + N(f5);
end
Compute V(N(f)) and V(P(N(f)));

V(N(f))
nkV(P()’

N O N W N

return

Next, for the second case, we have the following result.
Theorem 4. There exists a polynomial f such that
|supp{ﬁ1 o ffl" [0<i1+...4+1i, < m}| = |supp{f™}|.

Moreover, when m is sufficiently large, there exists a polynomial paq with degree
k+ 1 such that

m\supp{fli1 o fff |0 <iy+...4+ 4, <m}| =m|supp{f™} = pm(m).

] . . V(N())
The leading coefficient of paq is VP

Proof. Consider f = fi + ... + fu. Define MY = supp{fi* -...- fir | 0 <
i1+ ...+, <m}. We have

M2 = supp{(fi + ...+ fn)™} = supp{f™}.

This way, we also reduce it to the case of n = 1. Hence, the leading coefficent of

VNG
P s vip(py - -

Similarly, we can provide an upper bound for m, but we can still devise an
algorithm to directly compute the leading coefficient of the corresponding pa4.
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Algorithm 4: Calculate LC(p)

Input: Set of monic polynomials F = {fi,..., fn}
Output: LC(par), satisfying Theorem

1 Define f =0 so N(f) = {0};

2 forjel,...,ndo

3 | fe 4T

4 end

5 Compute V(N(f)) and V(P(N(f)));
6 return ‘\;((g((;;;

3.2 An Algorithm to efficiently compute LC(p;)

Through the analysis above, for p1,...,pr when n > 1, we can also reduce
it to the case when n = 1. Before giving an algorithm to compute the leading
coefficient of p;, we introduce a new definition called High dimension duplicate
in Definition [[5

The idea is to transform p; of M,, into a number of elements in a higher New-
ton polytope. For example, we choose f with supp{f} = {x1,z2,1}. If we want
to directly calculate p,, we need to calculate Y 7" _( > "7t iy ~ %3. However,
we can use the following method to compute LC(p;). Now we think about the
convex hull of {(0,0,0), (0,1,0), (1,0,0), (1,0,1)} instead of {(0,0), (0,1),(1,0)}.
To introduce the above idea more formally, we introduce the following definition.

— A tetrahedron of {(0,0,0),(0,1,0),(1,0,0),(1,0,1)},

Volume of tetrahedron% 1-1-1= %7
V(P(f) =1,

1
LC(p1) = 6

Fig. 3: supp{f} = {z1, 22,1}

Definition 15 (High dimension duplicate). Suppose A is a monomial in
Z[w1,. .., 21|, we use the following map from Z[x1, ..., x| to ZF" to generate
a h-dim duplicate over the j-th coordinate:

Hh,j : f — Zk+h

lelxzk — (il,...,ik)@{o,ij}h

Here ® means direct sum, for example, (1,1) ® (0,0) = (1, 1,0,0).
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Definition 16 (Full High dimension duplicate). Suppose \ is a monomial
inZlxy, ..., Tk], we use the following map from Zlxy, ..., xx] to Z**t" to generate
a h-full dim duplicate over the j-th coordinate:

ﬁh,j : f — Zk+h

xﬁlxzk — (il,...,ik)@{0,1,...,ij}h

We choose f with supp{f} = {z%, 22,1} as an example.
— A(f) ={(2,0),(0,1),(0,0)};

- N(f) = {(270)7 (17 )» (07 1)a (070)}a

= Ho,;(f) =Ho;(f) = A(f)

- Hl,l(f) = {(27070)’ (2707 2)’ (07 170)7 (Oa 070)}a

- gl,l(f) = {(2a Oa 0)7 (27 0’ 1)7 (270’ 2)) (07 17 O)v (07070)}7
- H1,2(f) = {(27070)’ (07 170)’ (07 1, 1)’ (Oa 070)}5

- Hl,l(f) = {(2v 0, 0)7 (Ov L 0)) (07 L 1)) (070’ 0)}

There are some useful properties related to Definition [15|and Definition The
first property gives a relation between Definition [L5| and Definition

Lemma 6. For f € Z[xy,...,xx], denote the 1-dimension duplicate of f and
the full 1-dimension duplicate of f as Hi ,;(f) and, H1 ;(f) respectively. Then,
we have

H (M1 ;(f)) = H(H1;(f)), (5)

where H(z) is the convex hull of x.

The proof of this lemma is provided in Appendix [Al The second property is
related to span(A), span(H1,;(f)), or span(Hi ;(f)).

Lemma 7. For f € Z|xy,. .., x|, we have
(28 H(Ha ()] = (28 = A()).
Moreover, if span(A) = ZF, then

span(Ha,;(f)) = span(Fy (/) = Z+1.

The proof of this lemma is provided in Appendix[B] Another useful property
is as follows.

Lemma 8. Let f € Z[x1,...,xx]. Then

Ha i (f™) =mHa;(f). (6)

The proof of this lemma is provided in Appendix [C]
We also have the following result.

Theorem 5. Consider f € Zlxy,...,xy]. Suppose N; is the conver hull of 1-
dim duplicate of f over the j-th coordinate, that is N; = H(H1;(f)), then

_ V(N
LC(p)) = vopry -
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Proof. Define the j-th coordinate projection mapping as:
P; z* — Z
(t1,...,0k) —>  ij

We want to prove that there exists polynomial p;, such that » y . 4 ¥;(A) =
p; (M), when m is large enough.
From the definition of H; ;, we have

o= Y =Y w3 L

)\Eﬁl,j (F™) AEMA AEMA AEmA

Sen= Y 1- YL (7)

AEMA Aeﬁl,j (Fm) AEMA

So we have

Then we analysis the growth of N1 (F™) 1. From Lemma [8) we have
EEEID S
AEH: 5 (f™) AemHi ;(f)

And we know that there exists a polynomial p’(m), when m is large enough,
such that >0\ ()1 ="p}(m), that is

Yoo1= ) 1=pim),

XeHq ;(f™) xemHa ;(f)

where the leading coefficient of p is the volume of the convex hull of Hii(f)
divided by the volume of the fundamental domain generated by H; ;(f), that is
V(H(H;(f
LC(p;) _ ( (71,j( )))7
V(P(H1,;(f)))
and the degree of p; is k + 1.
From Lemma@ we have H(H1,;(f)) = H(H1,(f)). Then

LC(p,) = V(HM () V(Nj)

VPHL () VP(HL ()

Besides, using Lemma [7] we have

Therefore, we have
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When m is large enough, there exists a polynomial pys with degree k, such that
Z 1 =pm(m).
AEMA
Therefore, using Equation , there exists a polynomial p; with degree k + 1,
such that
> () =pj(m),

AEmMA

and the leading coeflicient of p; is % =

We provide the following Algorithm [5| for the corresponding calculation.

Algorithm 5: Calculate LC(p;)

Input: Set of monic polynomials F = {f1,..., fu}

Output: LC(p,), satisfying Theorem

LC(p;) = 0;

if M,, is chosen as Mﬁ,{) in Theorem [3] then

Compute f =[], f;;

Compute the convex hull of H1 ;(f) as N; in Definition
Compute V(N;) and V(P(f));

V(N;)
LC(pj) + nk+lvi(;:(f)) ;
else

Compute f = >, fj;

Choose M$3) in Theorem {4 as My;

Compute the convex hull of H; ;(f) as N; in Definition
Compute V(N;) and V(P(f));

V(N
LC(ps) < vomiHys

end
return LC(p;).

© N O A W N -

[
=

[y
N

[
W

Remark 4. Here we require A to be full rank. Otherwise, we can use an isometric
projection mapping to achieve this, for example, f with supp{f} = {z122,1}.
Although it corresponds to a convex hull of Z2, it is not actually two-dimensional.
We consider another polynomial g with supp{g} = {z1,1} as a full rank version

of f.

Remark 5. Obviously, computing LC(par), LC(p;) when m is large enough is as
hard as computing V(N(f)), V(H(H1;(f)))

Remark 6. There exists a O(n*) estimate algorithm to compute V(N(f)) if f
has n monomials with error e.
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Remark 7. Using the same idea, we can prove that there exists a polynomial p
with degree k + h such that

Y N =p(m), (8)

AEMA

when m is large enough. We can use the same idea to calculate LC(p(m)), which
is the volume of Hy, ;(f). We think it is an interesting problem whether the
threshold of Equation changes when h changes.

Remark 8. Observe that Automated Coppersmith requires more than one equa-
tion. Therefore, we can generalize Lemma[b|and provide similar results. However,
since Lagrange interpolation method are no longer considered at this time, we
will not elaborate on the bound of threshold N, further.

4 Algorithm for efficient calculation of LC(px)

When we use Coppersmith’s method, we require that each coefficient of f™ is
used to construct the lattice. This implies that each monomial of /™ must be in
the lattice. However, we know through the theory of sumset that when m is large
enough, A(f™) tends to N(f™). This means that the monomial corresponding
to each point of the convex hull can be obtained.

In [21], regarding f being a univariate polynomial, May selected the poly-
nomials z7 fAM™% and xf™,22f™,...,at f™. If we only look at the first part,
we actually need to find the corresponding optimal polynomial for each set of
monomials {7/ | 0 < j < dm}, and this is the monomial set corresponding to
supp{ f™}. The latter part is looking for whether 2! LM(f™) will be smaller than
M™ which is certainly possible. This is called Extended Strategy in [16].

However, for these shift polynomials, we can use another method to replace
them, that is, choose m — (i1 + ...+ 4,) as max{t — (i; + ... + i,),0} with the
optimal parameter ¢ in Equation , which can also achieve the bound of the
shift polynomial. It is worth to be noticed that the dimension in max{t — (i1 +
...+1y),0} is smaller than the one using the Extended Strategy. The detail can
be found in Appendix

In the next part, we mainly perform two tasks. The first one is to use the
fact that when m is large enough, A(f™) tends to N(f™). This enables us to
prove Heuristic 2 (n = 1) in [23]. This also enables us to solve the open problem
of this paper. The second part is to introduce a new variable t to achieve the
effect of replacing part of the Extended Strategy in [I6]. We propose our result
in Theorem [7] and Corollart [2| which shows that introducing ¢ is effective when
the modular is an unknown modular.

4.1 Proof of Heuristic 2 of Automated Coppersmith

Following the growth of mA, we know that the set of the monomials tends to
mN(f). This implies that we can assume that A is a Saturated Newton Polytope,
as in the following definition, showing the partition of mA.
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Definition 17 (Partition of mA). Suppose A(f) C Z* is finite and saturated,
LM(f) is related to o € A, then we define Sy = LA+ (m — {)a. We define
Ty = Se\Se—1 for £ =1,...,m and Ty = ma. Therefore, we can write mA as
follows:

mA:T()UTlU...UTm.

We call {Te}o<e<m as a partition of mA.
Using m = 2 as an example, we have
To = 2a,
T = (A+ a)\2¢,
Ty =2A\(A + ).
Then the following holds: 24 = T, UT; U T5.

The following result is directly connected to the former definition, which is
useful to understand Algorithm

Corollary 1. Therefore, we can estimate pr as follows, when m is large enough:

m

pr(m) = " (m —0)|Ty |

£=0
The following theorem characterizes pr very well.

Theorem 6. If m is sufficiently large, then pr is a polynomial of m with degree

k+1, and its leading coefficient is %.

Proof. Suppose {T;}o<e<m is a partition of mA denoted in Definition and
LM(f) is related to a € A. Then we have mA = J;~, Tv.
For finite A C N*, we have V(mA(f)) = m*V(A(f)). Then

e VAU _ e ey VAW
B () I 0

Using Corollary (1| and Equation @7 we can estimate pr as follows

pr =S (m— OlTd = 3074
-Fewmiy
SR
S Ee-gor(e-
SRR
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From Lemma 2] we know that, for each iy, the sum

i(_m (io i 1>£HU

£=0

is a polynomial of m with degree k + 1 —ig. Therefore, when m is large enough,

pr is a polynomial of degree k + 1 in m and the leading coefficient of pr is
kV (A(f)) 0
(k+1)V (P

4.2 Benefit of introducing the parameter t

We introduce a parameter ¢ to partially overcome the Extended Strategy of
Jochemsz and May [16] without altering the dimension of the lattice L.

We replace m — (i1 +...+1ix) by max{t — (i1 +...+4x),0} with the optimal
parameter ¢t in Equation . Sometimes, we have f(z1,...,z5) = 0 mod M
instead of f(x1,...,2;) =0 mod M, where M is an unknown divisor of M. We
need to make full use of this condition. For an unknown divisor, we will show
that the extremum point of ¢ is not % = 1, which means that introduction ¢ is
beneficial. Suppose the known modular M is a multiple of the unknown divisor
M. In our scenario, we want to solve ZM,Xl,...,Xk (f1,---, fn). To be more precise,
it takes the following form

A

fong = (/)" - ff . pma{t=603 (10)

Now we have the following results.

Theorem 7. If m is sufficiently large, then there exists a polynomial pr(t,m)
with total degree k + 1 such that )y, max{t —£,0} = pr(t,m), and the
leading term of pr is

V(A(S)) mMH — (m — t)FH
) (mkt — P > .

Proof. We only need to sum up to ¢ instead of m. We adopt a similar approach
to the proof of Theorem 6] thus only considering the leading term. ”~” indicates
that only the leading term is considered. For example, 2m!° + O(m?) ~ 2m1!°.

For a finite A C N*, we have V(mA(f)) = m*V(A(f)). By Equation (9] it
holds that

k—1
il = (¢ = (€= DVA) ~ e
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Therefore, we can estimate pr as follows:

pr =Y (t =0T

£=0

S D) (1 VAW
D A (G0
VAW,

where I} = Eé:o(m —0)-k-(m—£0FYand I, = Eé:o(m —t) k- (m— )L
First, we calculate I; = Zzzo(m —0) k- (m—£)*"! using Lemma [2| as follows:

t
L=kY (m—0F
{=0

m m—t
=kY Pk
£=0 £=0
- k mk-‘rl B (m _ t)k+1
k+1 k+1

Second, we calculate Iy = Zz:o (m—1t)-k-(m—£)*! using Lemma as follows:

I =(m—t)k Zt:(m — k1

£=0
= (m—t)k iek—l B e’H)
=0 =0
~ mk (m_ )k
~ (m—t)k (k’ — 3 )

Therefore, we continue to calculate pr as

VI (- ittt — (m t)k“) |

bFr =

V(P(f)) kE+1
So the leading term of pr is ggég;g% (mk‘t - %) O

Moreover, we show that the introduction of ¢ will lead to a better result when
the modulus is an unknown divisor of a known integer.

Corollary 2. For unknown disivor, the extremum point of t is not % =1, which
means the introduction of t is useful.
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Proof. Suppose p = MP? is an unknown divisor of M, now we consider the
following inequality

XPre X M < ptdim (D),
Only focus on terms that contain ¢, we have

mk+1 _ (m _ t)kJrl

k
tf
m k+1

< Btmk.

Suppose % = ¢, the above inequality can be rewritten as

(k+1)d— (1 -1 =861 - (k+1)85 <0.

The optimal value for § is §p = 1 — (1 — ﬁ)%. Hence, when 8 # 1, we have
0o # 1. O

Remark 9. The leading term of pr is the most important part. Considering at
EV(A(S))
(k+1)V(P(£))
Newton Polytope is smaller yields better results.

If we have more than one equation, we must carefully select the polynomials
with different leading monomials. Additionally, a smaller Newton Polytope leads
to better results.

in the leading coefficient of pr, choosing a polynomial f whose

Note our Newton Polytope based Coppersmith’s method isn’t only used to
compute the bound for small roots but used to design the lattice for Copper-
smith’s method.

5 Experiments

Our experiments were performed using Sagemath 10.3 on a MacBook Pro
with an M1 chip, boasting a maximum CPU clock rate of 3.2 GHz. We first
present an example to illustrate the phenomenon of local convergence in Sec-
tion Then, we provide details of the example mentioned in the abstract in
Section [5.2] Finally, we provide more examples to validate the efficiency of our
algorithm in Section [5.3

5.1 Example for Local Convergence

Let’s illustrate the phenomenon of local convergence encountered when using
the interpolation method proposed in [23]. Consider the following polynomial f
with

supp{f} = {a}, 2122, 2123, 22, 2323, 23, 1}.

We compute f™ and then track the corresponding pa(m) and p;(m). Here, f
has four variables, i.e., k = 4. According to the results of [I7], we know that
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pam(m) and pj(m) should be polynomials in m with degree 5 when m > N.
However, according to the result in [I1], the upper bound,

Nip = (2 x 7 x 5)87 ~ 2343,

is extremely large, making it impractical.

A natural idea is to consider the values of ppq and p; at m —5,m — 4,m —
3,m —2,m — 1,m when m > 5, and then interpolate to obtain a fifth-degree
polynomial, recording the leading coefficient. The relevant numerical values are
presented in Figure [4] In Figure we observe that as m increases, the leading
coefficient of pyq stabilizes at 25/12. However, this is incorrect. Continuing to
increase m, we eventually find that the leading coefficient of pa, stabilizes at 2.
All the information can be found in Figure db] where the part to the left of the
gray dashed line corresponds to Figure [{a]

variable variable
— cp) 25 ‘\/—\/7 — e
— p2) — p2)

— 3 — Lc(p3)
20 — Lc(p4) 20 ‘\/—\/7 — o
— LC(p_M) — LC(p_M)
v 15 @ 15
2 2
3 s ‘\/—\/7
10 /¥ 1.0

(a) No.1 (b) No.2

S

Fig. 4: An example for Local Convergence

In practical applications of the interpolation method, one might encounter
issues with results getting stuck in local convergence. Additionally, the utilization
of Ny, as proposed in [IT] may lead to overly large computations. However, our
method effectively tackles these challenges.

5.2 A Toy Example

We conducted experiments to demonstrate the significant reduction in com-
putational time achieved by our new method.
For a slightly more complex example:

f1 with supp{f1} = {2323, 2%, v122, 1}
f2 with supp{ fo} = {2, 231, 27, 2, 1}.

We must choose m > 40 if we select M,,, as in Theorem [3| which costs more
than 20 minutes! However, if we just compute the volume of Newton Polytope,
the time costs is less than 0.5s!
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The leading coefficient of pas is 583/192,
The leading coefficient of p; is 431/256,
The leading coefficient of py is 317/256,
The leading coefficient of p3 is 769/384,
The leading coefficient of p4 is 2437/768.

Now we see the following figure to see how large m needs to be to satisfy the
interpolation and get the value we want, that is, when the leading coefficient
remains stable.

variable
— )
— cp2)
— cp3)
—
— Lcpm)

The leading coefficient of pys is 583/192, .
The leading coefficient of p; is 431/256,
The leading coefficient of po is 317/256, s
The leading coefficient of p3 is 769/384, 50
The leading coefficient of p4 is 2437/768. s

Seeing the above figure, we must choose m > 40 if we select M,, as in
Theorem [3] that is why it costs about 10 minutes!

5.3 More Experiments

We propose a metric for polynomials. This metric is the ratio of the number of
monomials in f to the number of points in the corresponding saturated Newton
polytope. Intuitively, the smaller this ratio, the larger m needs to be chosen to
approach the Hilbert function, and the more apparent our advantage becomes.
We call this metric the saturation of f, denoted as sat(f). Formally speaking, we
define the saturation of f as follows:

|supp{f}|

_ ) 11
sat(f) the number of points in A(f) .

We conducted experiments for different saturations. It is worth noting that this
result also depends on the number of variables involved. We restrict our analysis
to cases with up to four variables. Naturally, as the number of variables increases,
the complexity grows, making our advantage more pronounced.

In Section[3] there are two ways to select the monomial sets: one is to multiply
all the polynomials together (Theorem [3)), and the other one is to add them
(Theorem . Therefore, we compared these two approaches. For our previously
mentioned toy example in Sec. we chose to multiply the polynomials. Now
we record the time needed for the method that adds them together, which is
shown in (Table [1} No. 2). No. 3 represents the toy example mentioned earlier,
facilitating the comparison.

The required values of m can be found in Fig[f]in Appendix[E] As m increases,
we select new m along with their corresponding values to compute Lagrange



Newton Polytope 27

sat(f) Method for choosing M Time for [23] (s) Time for our method (s)

1 Theorem 0.027 0.063
<1 Theorem 23.507 0.078
<1 Theorem 681.299~10 minutes 0.271

Table 1: Experimental results for Section

interpolation and record the leading coefficients. Hence, when m is sufficiently
large, the leading coefficient remains constant. It can be observed that when f is
saturated, there is no need to compute f™ for large m. Consequently, sometimes
our algorithm may be slower, but it still manages to compute the solution very
quickly, less than one second.

We also conducted experimental simulations for the results in Section [4]
focusing solely on the case where n = 1. Since we characterized the polynomials
constructing the lattice, there is no need to search for the optimal polynomial
for each monomial, unlike in the Automated Coppersmith method. This saved
a significant amount of time.

sat(f) Time for [23] (s) Time for our method (s)

1 10.886 0.223
<1 46.157~ 1 minute 0.037
<1l 2238.237x 2 hours 0.069

<0.5 828.326~ 14 minutes 0.073

Table 2: Experimental results for Sectionlﬁ

The required values of m can be found in Fig [6] in Appendix [E] The de-
tailed information about the polynomials used in our experiments in Table [3]in
Appendix It is worth noting that a higher proportion of randomly selected
polynomials f are not saturated. When f is not saturated, the Automated Cop-
persmith method requires selecting a large m, leading to increased computational
time.

6 Conclusion

In this paper, we introduced a new and powerful mathematical tool called
Growth of Sumsets Theory from Additive Combinatorics. We revisited the Jochemsz-
May strategy as well as the work of Meers and Nowakowski and pointed out
that their bounds can be obtained by calculating the leading coefficient of some
Hilbert function, which is exactly the volume of the corresponding Newton poly-
tope. To this end, we introduced the concept of Sumsets theory and proposed



28

Yansong Feng, Abderrahmane Nitaj, and Yanbin Pan

a series of related results and algorithms that improve the former methods for
solving modular polynomial equations.
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A Proof of Lemma
Proof. We take this proof into two parts. One is

H(H1;(f) € H(H1;(f)

and the other is o
H(Ha1,;(f)) C H(H1,;(f))

For the first part, we know A(f1) C A(f2) implies H(f1) C H(f2). It is
obvious that Hq ;(f) C Hi,;(f), so we have

H(M1;(f)) € HHu;(f))-

For the second part, suppose (i1,...,ix) € A(f), we know
{(il, R Y3 0), (’il, - ,ik,ij)} S HLj(f),

SO {(7:1, e ,ik,O), (il, . -Jilm 1), e (il, .. ik, Z])} eXibt in H(,Hl,](f))
Therefore, we have Hq ;(f) C H(H1 j( )). Then we have

H(Hy;(f)) € H(H(H1,;(f)))-

We know H(H(-)) = H(-), so we have H(H1 ;(f)) C H(H1;(f)). Therefore, we
know H(H1,;(f)) = H(H1,;(f)) holds. O

B Proof of Lemma [T

Proof. From the definition of H ;(f), we known it is saturated at the k + 1-th
coordinate. So [ZFT1: H(H, ;(f))] = [Z* : A(f)] holds true.

Obviously, the k£ + 1-th coordinate is generated by j-th coordinate, when
0,0,..,1,...,0) € span(4), we know (0,0,...,1,...,0,1) and (0,0,...,1,...,0,0)
are exist in Hy ;(f) and Hi ;(f). So do (0,0, ...,0,...,0,1). O

C Proof of Lemma

Proof. Here we prove a stronger conclusion, where the ”+4” represents Minkowski
sum:

Haj(fr- f2) = Ha(f1) + Hay(f2)
If this holds, then considering the m-fold addition of Hj ;(f), we have

ng(fm) = mﬁl](f)

First, let’s consider the scenario where A(f1)\{0} and A(f2)\{0} are both single
points. Assuming A(f1)\{0} = {(i1,...,ix)} and A(f2)\{0} = {(#1,...,i})}, if

we only consider the first k components, then 1 ;(f1- f2) and H1 ;(f1)+H1,;(f2)
are equal.
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For the (k + 1)-th component, which is generated by a full high dimension
duplicate, we know that for (iy,...,ix) € A(fi-f2), we have H1 ;j({(i1,...,ix)}) €
Hig(f1) +Hi(f2) B

Conversely, for A\ € Hi ;(f1) + H1,;(f2), suppose its first components is
(%, ...,1},), then we know (¢},...,i)) € A(f1 - f2). Therefore

Hj(fr- f2) = Haj(fr) + Haj(fa).

Hence, ﬁl,j(fm) = mﬁl,j(f)'

D More results for Section [4]

In Section [ we said for univariate shift polynomials, we can use another
method to replace them, that is, choose m — (i1 +...414,) as max{t — (i1 +...+
in), 0} with the optimal parameter ¢ in Equation , which can also achieve the
bound of the shift polynomial. Besides, it is worth to be motioned that the dim
in this method is smaller than using Extended Strategy. Now we give detailed
proof to show its correctness.

Theorem 8. Let N be an integer of unknown factorization, which has a divisor
p > NP. Let f(x) be a univariate monic polynomial of degree 5. We can choose
m— (i1 + ... +in) as max{t — (i1 + ... + in),0} with the optimal parameter t
i FEquation to achieve the bound of solving f(x) =0 mod p in Theorem 6
in [21).

Proof. For f(x) € Z[x] with degree d, we know N(f) = [0,]. And we need to
compute paq, p1, pr in the following equation:

XPIN,, < pPM. (12)

From Section [3] we know that the leading coefficient satisfy

YD)

VP T ged(A)

VN, & )
=V 2 ged(A(f))
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Suppose X = N7 and % = «, then we can rewrite Equation is as follows:

L~5+a_1—(17a)2

where the extremum point for a is a = f.

Therefore, Equation yields

52
7 < 5

which is the same as the bound in Theorem 6 in [21]. O

E Details for f in Section

The required values of m in Table

6 variable
variable — (p_1)
— cp.) — 2
— 1c(p2) 5 — 1c(p_3)
— LC(p_3) — LC(p_4)
— LC(p_M) — LM

0300

0275
0250
0225

g
g H
2 0200 23
g
0175
0150

0125 1

0.100

(a) No.1 (b) No.2
Fig.5: Corresponding values of m in Table
The required values of m in Table 2]

We also provide detailed information about the polynomials used in our ex-
periments in Table
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8.00 variable 5.0 variable
— Lc(p_) — Lcp 1)
775 — 2 — 1C(p_2)
— Lc(p_3) a5 — LC(p_3)
7.50 — Lc(p_M) — LC(p_M)
— LC(p_F) — LC(p_F)
7.25
o 40
2 700 ]
g
6.75
35
6.50
6.25 3.0
6.00
400 425 450 475 500 525 5.50 575 6.00 4 5 6 7 8 9 10
m m
(a) No.1 (b) No.2
35.0 variable variable
— Lc(p) 20 — Lc(p )
325 — LC(p_2) — LC(p_2)
— LC(p_3) 18 — LC(p_3)
30.0 — Lc(p_M) — cp_M)
— LC(p_F) — LC(p_F)
275 16
2 — N
2 250 IR AN —
225
12
200
17.5 10
150
8
4 5 6 7 8 9 10 4 5 6 7 8 9 10
m m
(c) No.3 (d) No.4

Fig. 6: Corresponding values of m in Table

No. supp{/}

f in Table

f1 with supp{f1} = {z1 * 22, 21, 22,1}
No.1 f2 with supp{fo} = {x2 * x3,x2, 23,1}
f3 with supp{ f2} = {x1 * 23,21, 23,1}

No.2 f1 with supp{fi} = {x%xﬁéx%,xémg, 1}
f2 with Supp{f2} = {1'471'31'1,.’,51,262, 1}

No.3 f1 with supp{f1} = {x323, 23, z122,1}

: f2 with supp{f2} = {mi,m%xl,w?,wz, 1}

£ in Table

No.1 supp{(z1 *z2 +z1+ 22+ 1) * (xaxx3 + 22+ a3+ 1) * (z1 *xx3 + 21 + 23+ 1)}
No.2 supp{x?f+x1 * To + X1 *$§+x§*x§+x§+x2+2}
No.3 supp{(z3 * 23 + 23 + z1 x 22 + 1) * (23 x 21 + 25 + 22 + 1)}
No.4 supp{(«3 4+ 3 * 2 + 1) * (2 + z2 xx3 + 25 + 1)}

Table 3: Details of f in Experiments.
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