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Abstract—Through tremendous efforts, the communication
cost of secure multi-party computation (MPC) in the honest-
majority setting has been significantly improved. In particular,
the state-of-the-art honest-majority MPC protocol by Escudero
et al. (CCS’22) takes 12 field elements in total per multiplication
gate for arithmetic circuits in the online phase. However, it still
requires 12log(5n/4) bits of online communication per AND
gate for Boolean circuits. That is, for Boolean circuits, no MPC
protocol with constant online communication is known.

In this paper, we present an unconditionally secure MPC
protocol for Boolean circuits in the honest-majority setting,
which has constant online communication complexity and the
offline communication complexity linear to the number n of
parties. We first describe the semi-honest MPC protocol and
then show how to extend it to achieve malicious security, where
the maliciously secure protocol has the same communication cost
as the semi-honest protocol. In particular, our protocol achieves
the amortized communication cost 36 bits per AND gate in the
online phase and 30n + 24 bits per AND gate in the offline phase.

Index Terms—Secure multi-party computation, honest major-
ity, information-theoretic security

I. INTRODUCTION

Secure multi-party computation (MPC) [1]-[4] allows a
number of parties to jointly compute a function over their
inputs while keeping their inputs private and only the output
of the function is disclosed after the execution of the protocol.
MPC integrates cryptography and distributed computing tech-
nology, which is an important research direction in the field of
information security. It has a very wide application prospect,
such as privacy preserving machine learning (PPML), privacy
preserving data mining, etc.

We focus on honest majority setting, where the number of
corrupted parties ¢, satisfies t < (n—1)/2, n is the total num-
ber of parties. Communication complexity serves as a critical
metric in evaluating the performance of secure multiparty com-
putation protocols. In this work, we present a constant honest
majority multiparty computation protocol for Boolean circuits
with information theoretic security in the preprocessing model
that achieve the constant online communication complexity.
Here, the term ’constant’ signifies that the communication
complexity per AND gate is independent of the number of
parties involved. Several works [5]-[10] have achieved the
overall communication complexity O(|C| - n) elements in the
evaluation of arithmetic circuit C', where |C| is the number of
multiplication gates in the circuit. The protocol [9] achieves 4n

Kang Yang
State Key Laboratory of Cryptology
Beijing, China
yangk @sklc.org

Yu Yu
Shanghai Jiao Tong University
Shanghai, China
yyuu@sjtu.edu.cn

elements per multiplication gate, which includes 2n elements
in offline phase and 2n elements in online phase. And [11]
achieves 1.5n elements per multiplication gate in online phase
and 4n elements in the offline phase.

There are also several works achieve constant online com-
munication complexity for arithmetic circuits. For instance,
TURBOPACK [12] achieves 12 elements in online phase and
10n 4 32 elements in offline phase ( includes 10n + 24 ele-
ments in circuit-independent phase and 8 elements in circuit-
dependent phase), which is roughly about 12 log(1.25n) bits in
online phase and (10n + 32)log(1.25n) bits in offline phase
per multiplication gate. Note for Shamir secret scheme, the
field size must be larger than n, and for packed secret sharing
scheme, the field size must be larger than n + k, where n is
the number of parties, k is parameter of packed secret sharing
scheme and k = n/4 in the honest majority setting. The study
of [13] achieves 14n/k elements per multiplication gate and
addition gate for dishonest majority over arithmetic circuits.
The state-of-the-art dishonest majority protocol SUPERPACK
[14] achieves 6/ elements per multiplication gate over arith-
metic circuits, which is about 6 - (log(n + k))/e bits and € is
the percentage of honest parties among all parties.

Inspired by the works described above, we proposed a
constant online communication MPC protocol for Boolean
circuits. This protocol achieves amortized 36 bits per AND
gate in the online phase and 30n + 24 bits per AND gate in
the offline phase, in both semi-honest and malicious settings.
The potential application scenarios for our protocol are numer-
ous, such as multi-party PPML, privacy-preserving database
queries, and more. In PPML, when dealing with non-linear
operations such as ReLU, max-pooling, etc., elements in the
field are usually decomposed into bit representations, which
leads to significant communication overhead. Our constant
online MPC protocol, based on Boolean circuits, offers a
potential solution for reducing the communication overhead
associated with such operations. For instance, consider a ReLU
operation based on packed secret sharing (PSS). This operation
incurs a communication complexity of at least O(/2) in the
online phase, where [ denotes the size of an element. When
taking | = 63, the complexity equates to an estimated 30,000
bits for a singular ReLU operation. In contrast, our protocol
slashes this number down to an estimated 2300 bits. This
significant reduction stems from the Boolean circuit’s ReLU



operation, which strategically uses the most significant bit to
perform an AND operation.

In some application scenarios, the primary burden is com-
munication overhead, a large portion of which is independent
of the input. Consequently, this part of the communication can
be conducted during the offline phase to enhance the efficiency
of the protocol during the online phase. These approaches of
dividing the protocol into online and offline phases are also
commonly used in dishonest majority multi-party computation
protocols, such as [15]-[17], and all other subsequent works
which based on these works. Thus we also divide our protocol
into an offline phase and an online phase.

A. Our Contribution

In this work, we propose an honest majority MPC protocol
that is the first constant online communication complexity
protocol for Boolean circuits, has an online phase whose
total communication complexity per AND gate is constant
and independent of the number of parties. Previous related
work [12]-[14], [18] was focused on arithmetic circuits not
for Boolean circuits, and did not achieve constant online
communication complexity in terms of bits. Our approach,
which is based on [12], achieves the first constant bits online
communication protocol for Boolean circuits. We also opti-
mize the offline communication complexity of [12], reducing
the communication overhead of the whole protocol. We split
our protocol into two phases:

1) Offline Phase: Requires 30n + 24 bits per AND gate
for both semi-honest security and malicious security in
honest majority setting.

2) Online Phase: Requires 36 bits per AND gate for both
semi-honest security and malicious security in honest
majority setting.

In the offline phase, parties generate two types of random-
ness: circuit-dependent randomness and circuit-independent
randomness. These random values are unrelated to the circuit
inputs. The generation of correlated randomness for each
AND gate in the offline phase incurs a total communication
complexity of 30n + 24 bits.

In the online phase, the parties evaluate the AND gates
and XOR gates layer by layer. The communication complexity
for each AND gate in the online phase is 36 bits, while the
communication for XOR gates is free. It is important to note
that the communication complexity mentioned above is in
the average sense. In the case of our online protocol with
malicious adversaries, the parties also need to verify secrets
and ensure the correctness of computation results during the
online phase.

Recalling our protocol’s achievement of both semi-honest
and malicious security, our focus in this section will be primar-
ily on the semi-honest protocol. Due to space constraints, the
primary concept of our malicious security protocol is described
in Section V, while the detailed protocols are presented in
Appendix IX. To achieve a constant communication com-
plexity in the online phase for Boolean circuits, we leverage

two key techniques: packed secret sharing [19] and reverse
multiplication friendly embeddings [20]:

— Packed secret sharing is a technique that enables the
distribution and operation on multiple secrets simulta-
neously, while incurring the cost of a single secret. It
allows us to efficiently handle multiple inputs within a
single secret sharing scheme.

— Reverse multiplication friendly embeddings are employed
to map pairs of vectors from the binary field to its
extended field. This technique facilitates the mapping
of multiple inputs of gates in the binary field to a
single element in the extended field, reducing the overall
complexity.

By utilizing reverse multiplication friendly embeddings and
packed secret sharing, we can distribute and operate on mul-
tiple elements in the extended field simultaneously, further
optimizing the communication complexity. A more detailed
explanation of packed secret sharing and reverse multiplication
friendly embeddings will be provided later in the paper.

The comparison of the communication cost per AND gate
between our protocol and the state-of-the-art protocols appears
in Table I. For protocol in arithmetic circuits, we denote the
field size is log(n + k) = log(1.25n) bits when the protocol
uses packed secret sharing scheme, and the field size is log(n)
bits when the protocol uses Shamir secret sharing scheme. For
the communication complexity of online phase per AND gate,
when the number of parties n > 12, our result is superior to
[21], and when n > 7, our result is superior to [12]. For the
communication complexity of offline phase per AND gate,
when the number of parties n > 2, our result is superior to
[21], and when n > 3, our result is superior to [12]. When the
number of parties n = 50, our communication complexity of
offline phase per AND gate is 2x better than [12], 1.57 X better
than [21], and the communication complexity of online phase
is 1.98x better than [12], 4.16x better than [21]. When the
number of parties n = 100, our communication complexity of
offline phase per AND gate is 2.37x better than [12], 1.58
better than [21], and the communication complexity of online
phase is 8.3x better than [21], 2.32x better than [12].

B. Related Work

We focus on the honest majority information-theoretic MPC
protocol in both semi-honest and malicious settings. The first
protocol which achieves linear communication complexity is
DNO7 [7], commonly known as the DN protocol. Then there
are many works have utilized the DN protocol to achieve
security-with-abort [6], [8], [10], [11], [22] or guaranteed
output delivery [11], [23]. Some works even achieved better
performance, such as [11] achieves 5.5n elements per multi-
plication gate and [9] achieved 4n elements per multiplication
gate.

The Order-C protocol, as outlined in [18], proposed a
constant communication complexity for highly repetitive cir-
cuits, based on packed secret sharing scheme. However, it
is not optimized for common arithmetic or Boolean circuits.
While both our approach and Order-C employ packed secret



TABLE I
COMPARISON OF THE COMMUNICATION COST PER AND GATE BETWEEN OUR PROTOCOL AND THE STATE-OF-THE-ART PROTOCOLS.

Honest-majority MPC | Offline communication (bits) | Online communication (bits) | Corruption threshold Security
[12] (10n + 32) log(5n/4) 121og(5n/4) (n—1)/2 Information Theoretic and Active
[21] 48n 3n (n—1)/2 Information Theoretic and Active
Our protocol 30n + 24 36 (n—1)/2 Information Theoretic and Active

sharing schemes, the methodologies diverge significantly. In
Order-C, packed secret sharing is directly applied to secret
operations, necessitating a rearrangement step after each layer
of circuit operations. In contrast, our approach obfuscates the
secret with random values. This allows us to minimize com-
munication overhead primarily when executing multiplication
via packed secret sharing. Moreover, addition operations are
executed locally by participating parties, and any necessary
rearrangement is performed on the masked plaintext rather
than on the shared secret. As a result, our scheme offers
greater versatility and is adaptable to a wider range of circuit
types compared to Order-C. Then [12] proposed a constant
online communication complexity MPC over arithmetic circuit
with the communication complexity of 121og(1.25n) bits per
multiplication gate.

The work in [20] revisited the amortized complexity of
unconditional MPC and proposed the concept of Reverse Mul-
tiplication Friendly Embeddings (RMFE), which can embed
several instances of the computation of a Boolean circuit into
a single computation of an arithmetic circuit over an extension
field. By using RMFE, the work achieves communication com-
plexity of O(n) bits per gate for SIMD circuits. Subsequently,
[21] employed RMFE to propose a communication complexity
of O(n) bits per gate MPC protocol over binary fields.

II. TECHNICAL OVERVIEW

In this section, we aim to provide a high-level overview of
our techniques, illustrating how we achieve a constant online
communication complexity for Boolean circuits. Throughout
this explanation, we will use bold letters to denote vectors,
while n represents the number of parties and ¢ represents
the number of corrupted parties. In the setting of the honest
majority, we have n = 2¢t+1. The packing parameter of packed
secret sharing is represented by k, which specifies the number
of secrets that can be stored within a single secret sharing
scheme, and d represents the degree of packed secret sharing.
By utilizing packed secret sharing with appropriate values of k
and d, we are able to achieve efficient and secure operations
on multiple secrets simultaneously, thereby reducing overall
communication complexity.

Throughout the subsequent sections, we will delve into the
details of our techniques in order to provide a comprehensive
understanding of our approach.

A. Starting Idea: Constant Online Protocol for Boolean cir-
cuits Based on [12], [13], [24]

TURBOPACK [12] serves as a constant online multi-party
computation protocol focused on arithmetic circuits, employ-
ing a method to aggregate multiple secrets into a single

polynomial over a large field. This innovation motivated us
to design a constant online protocol tailored for Boolean
circuits. One key challenge is efficiently packing multiple bits
into a single secret. While Packed Secret Sharing offers a
straightforward method, its reliance on using a field element to
represent each bit is both space-inefficient and non-constant in
terms of communication complexity, at O(log(n)) per AND
gate.

Our solution leverages Reverse Multiplication Friendly
Embeddings (RMFE) [20], perfectly suited for our needs.
RMEFE allows us to fold multiple instances of Boolean circuit
computations into a singular arithmetic circuit operation over
an extension field. To be more precise, RMFE enables the
conversion of several bits into a single field element. This
conversion process is repeated to form multiple field elements,
which are then packed and shared via a packed secret sharing
scheme.

However, the use of RMFE introduces a new challenge:
each RMFE-mapped element necessitates an inverse transfor-
mation following each multiplication operation. Fortuitously,
the multiplication process in TURBOPACK inherently requires
masking the multiplication result and sending it to a designated
leader for repackaging. This step conveniently allows us to
perform the required RMFE inverse transformation without
adding extra communication overhead. Having addressed these
challenges, we successfully integrated the TURBOPACK to
realize a constant online MPC protocol tailored for Boolean
circuits.

Subsequently, we will delineate the particular architecture
of our protocol. To accomplish this, we will employ two types
of secret sharing schemes:

— The variant Shamir Secret Sharing scheme [25]: To
represent this scheme, we will use [z|s;]; to denote a
degree-t Shamir secret sharing scheme that corresponds
to a degree-t polynomial f such that f(1),..., f(n) are
the shares and f(s;) as the secret.

— Packed Secret Sharing scheme [19]: For this scheme, we
will use the notation [x]4 to denote a degree-d Packed
Secret Sharing scheme that corresponds to a degree-d
polynomial f such that f(1),..., f(n) are the shares and
f(s1),..., f(sk) are the secrets z1,...,x, where = =
(z1,...,xx) and (s1,...,8;) are the default positions to
store the secrets (z1, ..., Tg)-

Packed secret sharing, proposed by [19], is a generic
approach for reducing the communication complexity which
based on Shamir secret sharing. To clarify, we employ the
variable k as the packing parameter, signifying that the Packed
Secret Sharing scheme can encapsulate & secrets within a



single instance of secret sharing. For a packed secret sharing
scheme of degree-d capable of accommodating & secrets, it is
imperative to secure the scheme by ensuring that d > k+t—1.
Furthermore, when performing multiplication operations be-
tween two Packed Secret Sharing instances, one with a of
degree-d and another with d’, attentiveness to degree con-
straints is vital. Since d’ > k — 1, and the combined degree
d + d’ must not exceed n — 1. This dictates that d should
be less than or equal to n — k, culminating in the inequality
n—k>d>t+k—1.

To increase the storage capacity for secrets, we set n — k =
d = t+k—1, which allows us to store more secrets. By solving
for k in terms of n and ¢, we derive k = (n —t + 1)/2. This
selection maximizes the packing parameter, thereby enhancing
the efficiency of both storage and manipulation of multiple
secrets within our Packed Secret Sharing scheme.

Reverse Multiplication Friendly Embeddings (RMFE), in-

troduced by [20], are a pair of specialized mapping techniques
that enable the transformation of a pair of vectors from a bi-
nary field to its corresponding extended field while preserving
certain operational properties.
Review of the Reverse Multiplication-Friendly Embeddings
[20]. Let IB‘ZQ denote a vector space of Fy with dimension
k, and let Fom denote the extension field of Fo with degree
m. A reverse multiplication-friendly embeddings consists of
a pair of Fy-linear maps (¢,%), where ¢ : F, — Fom and
¥ : Fym — FY. For all vectors x,y € F,, these maps satisfy
the condition:

xxy = P(o(x) - o(y)).

Here, * denotes the coordinate-wise product. The work [20]
proved that a family of RMFEs exists such that m = O(k).
Consider the superscript (2) to indicate a binary value, and let
vectors a = (a?),.. al(2)),b = (b§2>, ...,bl(2)) satisfy a,b €
L and a§2)7 bl@) € Fy forall i € {1,...,1}. A pair of mappings
(¢,9) forms RMFE that satisfies a x b = ¥ (p(a) - (b)),
where ¢(a), p(b) € Fam. Moreover, [20] proved that for all
r < 33, there exists a (37, 10r — 5)2-RMFE. In this work, we
set m ~ 3.

We utilize the combination of packed secret sharing and re-
verse multiplication friendly embeddings to construct an MPC
protocol with constant online communication complexity. In
our approach, we adopt the superscript (2) to denote binary
values.

To begin, we group each [-k values that need to be computed
by the same ty e of circuit gate on a given layer, denoted
as {UM,. oy l . Next, employing the RMFE mapping
(), we convert a set of [ binary values to an element v;
within its corresponding extended field Fom. Specifically, for
all i € {1,...,k}, we have v; = ¢(U§,21)7- . fl)) € Fam. Then
we use a degree-(n— k) packed secret sharlng scheme to pack
the values and then secretly share v = (v, ..., vy), obtaining
the sharing [v],—g.

We use K to denote the set K = {1,..
to denote the set £ = {1,...,

.k} and use L
I}. Let o = {oy ek jecs

B = {Bij}tick, jer denote the input wires of k-1 XOR or
AND gates for Boolean circuit. Let vgi)J be the value of the
wire o j, v[(f_) be the value of the wire j3; ; for all i € K,
j € L. As described above, we can compute the packed
sharing [va]n—#k, [vg]n—k such that va = (Vay,...,Vay,)s
vg = (vgy,...,Vg,) and v,, = gb(vgi)l, . v(()i),) vg, =
q&(vg)17 " véf)) for all ¢ € K. This enables us to perform
batch computation of k - [ gates at a time.

We have adopted the approach of TURBOPACK [12] as
a basis for achieving constant online communication com-
plexity. However, TURBOPACK was originally designed for
arithmetic circuits and cannot be directly applied to Boolean
circuits. Therefore, we have made significant modifications to
TURBOPACK in order to achieve constant online communica-
tion complexity specifically for Boolean circuits. Furthermore,
we have optimized the communication in the offline phase of
TURBOPACK to enhance its efficiency. In the following sec-
tions, we will provide a detailed introduction to TURBOPACK
and the modified version that we have developed.

Review of TURBOPACK [12]. In the offline phase of TUR-
BOPACK, every wire « that is not the output of an addition
gate is assigned to a uniformly random value \,. If a wire ~
is the output of an addition gate with input wire a3, A,
is defined as A\, + Ag. Assume a group of multiplication
(or addition) gates in a given circuit level with input wires
o, and output wires . Let Ay, Ag, A, represent the
random values associated with the wires «, 3, =, respectively.
The random sharings [Aa]n—#, [Ag]n—; [Ay]n—1 and Beaver
triple ([a]n—k, [b]n—k, [c]n—1) are distributed to all parties in
the offline phase. Define 1o = vo — Ao and pug = vg — Ag,
where v, vg is the values associated with corresponding
wires «, 3 respectively.

For input gates with the output wires «, parties will group
and send the masks A, of input wires to the client who owns
the gates. Then client can compute and send pto, = Vo — A
to P; where v, is the input values of client.

For a group of addition gates with the input wires o, 3
and output wires -y, note that P; holds pq, pg. Thus P; can
locally compute pt = pro + pg.

Recall that random sharings [Aa]n—r, [Agln—rs [Ay]n-1
and Beaver triple ([a]n—&, [b]n—k, [c]n—1) have been dis-
tributed to all parties in the offline phase, where ¢ = a x b .
For a group of multiplication gates with the input wires «, 3
and output wires “:

1. All parties locally compute [Ag — @]n—k = [Aa]n-t —
[[a]]n_k, [P\a — b]]n—k = IIAﬁ]]n—k — [[b]]n—k and send
[[Aa - a]]n—k7 [[AB - b]]n—k to Pr.

2. Pj reconstructs Ag — a, Ay — b and computes v, —a =

Ba + (Aa —a),vg —b = pug+ (Ag — b). Then P,
distributes shares [ve — a]i—1 and [vg — b]k—1 to the
parties.

3. Using the [va — a]k-1,[vg — bJk—1 and



(laln-k; [b]ln—k; [€]n-1). parties can locally compute:

[ty]n-1 = [va — alk—1 * [vg — b]k—1
+ [['Ua - a]]k—l * [[b]]n—k,
+ [[’Uig — b]k—l * [[a]]n_k
+ [e]n-1 = [Ay]n-1-
4. Parties send [pt~],,—1 to Py and P; reconstructs fi-.

There are two methods to compute multiplication gates in
TURBOPACK. One is as described above, known as improved
multiplication. The other method, termed original multipli-
cation, requires all parties use a Beaver triple to compute
[Ae ¥ Ag — Ay]n—1 in the offline phase. In the online phase,
Py sends [pa]k—1, [#a]k—1 to the parties. Subsequently, the
parties can compute [ft],—1 locally, and the rest of the
process is the same as above. In either method, parties need
to generate [Aq[n—«, [Agln—k, [Ay]n—1 and a packed Beaver
triple in the offline phase. We noticed that we can gener-
ate a packed Beaver triple ([a],—k, [b]n—k, [€]n—k) and set
[[Aa]]nfk = [[a]]nfk; [[)‘ﬁ]]nfk = [[b]]nfk and [[)\Q*Aﬁ]]nfk =
[e]n—« in the offline phase. This approach eliminates the
communication of assigning random values to the input wires
of each multiplication gate.

Note that TURBOPACK is designed for arithmetic circuits
and does not directly apply to binary circuits. However, we
have observed that the RMFE technique can convert a pair of
vectors from a binary field to its corresponding extended field
while maintaining specific operational properties. Therefore,
we can utilize the RMFE transformation to convert a vector of
inputs from a binary field to its extended field representation.
Subsequently, we can effectively perform computations on
these values using arithmetic circuits and achieve batch AND
gate computations by performing multiplications over the
extended field.

It should be noted that the properties of RMFE are not
preserved in all cases. RMFE can only guarantee a * b =
P(p(a) - ¢(b)) where a,b are two binary vectors and a,b €
. This does not imply any two elements in Fan will still
hold the properties. For instance, it may not be possible that
axbxc = 1(p(a) &(b) ¢(c)). Therefore, when using RMFE
for multiplication operations, such as computing ¢’ = ¢(a) -
@(b), it is necessary to re-encode ¢’ and compute ¢ = ¢(¢(c’))
after each multiplication operation on Fom.

Summary of our protocol for each group of AND gates:

Recall that we use K to denote the set £ = {1,...k} and
use L to denote the set £ = {1, ...,1}. For each group of AND
gates with input wires & = {«; j }iex jec, B = {Bi,j biek. jec
and output wires 7y, let v((fl)J be the value of the wire « ;
and Ug)J be the value of the wire §; ; for all i € K, j €
L. We can compute the packed sharings [ve]n—k, [Vg]n—k
where vo = (Vay,...,Va,) and vg = (vg,,...,vs,). Here,
Vo, = qﬁ(v((fb.?l, ...,vgi.?L), vg, = qb(v;)l7...,vg)l) for all 7 € K.
Then we can generate the random shafrings [[)\(;]]n, ks [AB]n—k
and compute [pa]n—r = [valn—k — [Aaln—ks [1a]n-r =
[valn—r — [Agln—k-

For each group of AND gates:

1. Note that P; holds pn,pg. P1 computes and sends
[alk—1, [ra]k—1 to the parties.

2. Parties receive [fta]r—1, [#8]k—1 from P;. Note that the
parties hold [Aa*Ag]n—k, [Aaln—t: [Ag]n—k, [Ay]n-1,
thus they can locally compute:

[r]n—1 = [tale—1 * [ali-1 + [Halk—1 * [Ag]n—k
+[[Hﬁﬂk71 * [Aadn—k + [Aa * )‘B]]nfk - [[)"y]]nfl

3. Parties send [p~]n,—1 to P;. Pp reconstructs p, =

(,Uf"/l PR /'L’Yk) € Fgm
4. Py computes {t(u+,)}¥_; and rearranges the bits ac-

cording to the circuit’s next layer to get ' @ =

i
(Hlfi?ﬂ«--aﬂlg),) for ¢ € K. Then P, computes p.,, =

¢(NIEZ)) for 7 € K.

Correctness: [ty = Vo ¥ V3 — Ay = (o + Aa) * (U +
AB) — Ay = Ba * U3 + Pa * Ag + g * Aa + Ao * Ag — Ay.

For each group of AND gates, P; needs to distribute two
degree-(k — 1) packed Shamir sharings [pa]r—1, [#a]k—1 to
all parties, and all parties need to compute [ft],,—1 and send
it to P;. As a result, the total communication complexity is
3n field elements per group of k-1 AND gates. The amortized
communication complexity per AND gate is 3 - n - m/(k -
l) =~ 36 bits (note m is roughly equal to 3 - [20], and k is
roughly equal to n/4). It should be noted that in Step 4, P,
performs a re-encoding of p to ensure that it satisfies the
RMEFE properties. Because the random value of the next layer
of circuit wires is pre-generated and redistributed according to
the circuit structure in the offline phase, it is only necessary
for P, to rearrange the bit vectors according to the circuit
structure. P needs to compute {t(p1+,)}F_; to get the masked
bit vectors, then P; rearranges the bits according to the next
layer of circuits and use ¢(-) to repack the bit vectors.

B. Instantiating the Offline Phase

In the offline phase, our goal is to prepare packed Beaver
triples ([a]n—k, [b]n—k, [€]n—&) for each group of AND gates
and assign random values A, for each group of wires a:

— For each group of AND gates with the input
wires «,3, all parties prepare a packed Beaver
triple ([@]n—k, [b]n—k, [c]n—k) and let [Ag]n—r =
[[a]]nfky [[Aa]]nfk = [[b]]nfkn [[Aa * )‘ﬁ]]nfk = [[c]]nfkr-

— For each group of AND gates with the output wires =,
all parties prepare [A]n—1.

— For each group of XOR gates with the input wires o, 3
and output wires =, all parties prepare [Aa]n—k, [Ag]n—k
and let HA'Y]]H*]C = [P\a]]nfk + [P\,B]]nfk'

— For each group of input gates with the output wires a or
output gates with the input wires «, all parties prepare
[[)\a]]n—l-

There are potential solutions from [12], [13], [24] that could
prepare random packed Shamir sharings. The approach in [24]
is not in the IT setting and need constant corrupted parties and
the approach in [13] requires interaction for addition gates. The
approach in [12] can potentially generate the random packed
Shamir sharings, but the protocol in [12] is for arithmetic



circuit, and the random sharings generated by [12] may not
satisfy the RMFE properties. Our approach first prepares
random Shamir sharings over [, and then use ¢ to map to
]:FQ‘VYL .

Preparing Random Sharings. We make use of the following
functionality Frandom from [21] to let all parties prepare
random sharings in the form of [¢(r)];. Recall that (¢,1))
is an (I,m)2-RMFE. Here each [¢(r)]; is a degree-t Shamir
sharing of the secret ¢(r) where 7 is a random vector in F.
Let X be a linear secret sharing scheme in [F. The description
of the functionality F,,,40m appears in Functionality 1. At a
high level, this approach is similar to [7]:

1. Each party P; generates and distributes random 3 shar-
ings, denoted by S,

2. Let MT be a Vandermonde matrix of size n x (t + 1)
in F. All parties use M as a random extractor to
extract n —t = t 4+ 1 random sharings. Parties compute
(RY, ..., REHNT = pr(SM . ST,

Because each R is a linear combination of {S?)}”_, and
any sub-matrix of size (¢t + 1) x (¢t + 1) of n x (¢ + 1)
Vandermonde matrix is invertible. Thus, for each random
sharing R there is a one-to-one map between the random
sharings prepared by honest parties and the output sharings.
Therefore, the output sharings are still random.

It is important to emphasize here that the random sharings

we use must take the form of [¢(r)]; and cannot be generated
directly on the field Fom. This is because a random element
over Fom may not lie within the domain of the mapping (-).
Mapping ¢ (-) only guarantees 1(¢(a)-¢(b)) = ax*b, meaning
that only an element ¢ resulting from ¢ = ¢(a) - ¢(b) is
guaranteed to be in the domain of (-).
Preparing Packed Beaver Triples. Let e; denote the unit vector
where the length is k and i-th entry is 1, and all the other en-
tries are 0. Note that parties can convert e; to a degree-(k —1)
Packed Secret Sharings locally. Then, the parties can compute
degree-(n—k) packed secret sharing by degree-t Shamir secret
sharing. For Beaver triple ([a],—g, [b]n—&, [€]n—k), the first
two sharings can be prepared as follows: First, the parties in-
voke Frandom to generate {[(r1,3)|i]t, [#(r2,3)|i]: }_, where
71,0, 72,; € Fy. Then:

— To compute [a],—x, [b]n—k, parties calculate:

k
la],—k = Z[[eiﬂkq * [p(ry,q)lils,
[b]n—r = Z[[ei]]kq * [p(12,4) 1]

— To compute [c],,—x, we need to calculate [c;|i]; where
¢i = ¢(r1,:) - #(re,;). Note that there is no need to
compute ¢(Y(d(r1,5) - ¢(r2,:))), because in the last step
of evaluation of AND gate, P; will always re-encode fi~.
We rely on the state-of-the-art multiplication protocol [9]
in the standard honest majority setting to compute [c;|i]+,
which costs 4n elements, the functionality appears in

Fsingle-mult- After obtained {[c;|i]; k_, from [9], parties
can compute [¢],—x = Zle[[e,-]]k,l * [c;]1]¢ locally.

The communication complexity for preparing these packed
Beaver triples involves 8n elements over Fom per [ AND gates
and 24n bits per AND gate.

With the above approach, we can instantiate the full offline
phase:

— For each group of k£ -1 XOR gates with the input
wires «, 3 and output wires =y, parties use the above
approach to generate random sharings in the form of
{[p(71,:)|il¢, [¢(72,:)|i]¢ }¥_, and associate them with the
wires a, B, Tet P lili = [6(ry,olili and g, =
[6(r2,5)]t]; for all i € K. Let [\, |ils = [¢(r1,5)]i]e +
[¢(72,s)|7]: and associate them with the wires ~.

— For each group of k-1 AND gates with the input wires
a, 3 and output wires =y, parties use the above approach
to generate a Beaver triple {([Aa,l|d]s, [Ag;ld]e, [Aa; -
A0}, and assoctate {INa il {[Aslili )i,
with the wires «, 3. Parties use the above approach
to generate random values {[\,,]i];}¥_; and associate
these random values with the wires «, which involves
2n elements over Fom per [ AND gates.

In addition to generating random sharings as described
above, we also need to prepare three sets of random degree-
(n — 1) packed Shamir sharings of 0 € TF5%,.. These sets
correspond to the each group of output wires of the AND
gates, the input wires of the output gates, and the output
wires of the input gates. These random sharings of O serve
to re-randomize the sharings and protect the shares of honest
parties. Utilizing the above approach for preparation, the
communication complexity of generating random zero sharing
for per AND gate is 2-n-m/(k - 1) = 24 bits.

In summary, our offline phase has communication complex-
ity of 6n + 24n + 24 = 30n + 24 bits per AND gate.

C. Achieving Malicious Security

In this section, we will discuss how to attain malicious
security without compromising the practical efficiency of
the protocol. For degree-t Shamir secret sharing in honest
majority setting, the whole sharing is fully determined by the
shares of honest parties. But for the degree-(n — k) packed
secret sharing, malicious parties can modify the secret without
attracting the attention of honest parties, and this makes the
verification protocols in the recent IT MPC protocols with
honest majority setting [S], [9], [26] not work. We will explain
in more detail how malicious parties achieve this process in
Section V.

The approach proposed in [12] can achieve malicious se-
curity in a degree-(n — k) packed secret sharing scheme.
However, the Beaver triples and random values generated
using this approach are not guaranteed to satisfy the properties
of RFFEs, making it unsuitable for direct use. On the other
hand, the approach presented in [21] can generate shares
of random values and Beaver triples that satisfy the RMFE
properties while ensuring malicious security. However, this
approach is based on a degree-t Shamir secret sharing scheme.



To address this, we combine the ideas from both [12] and
[21]. We utilize the approach of [21] to generate the random
values and Beaver triples with malicious security in a degree-t
Shamir secret sharing scheme, ensuring that they satisfy the
RMEFE properties. We then locally convert these shares from
the degree-¢ Shamir secret sharing to a degree-(n — k) packed
secret sharing. Subsequently, we can leverage the approach
proposed in [12], which is based on [22], to achieve malicious
security in the online phase. Due to space limitations, we only
show the main body of our malicious protocols in Section
V, the security proof and details of our malicious security
protocol can be found in the Appendix IX.

III. PRELIMINARIES
A. The Model and Notation

In this work, we use the client-server model. In this model,
clients only provide inputs to the functionality and receive
outputs, and servers can participate in the computation but
do not have inputs or get outputs. Each party may have a
different role in the computation, perhaps as both a client and
a server. We only focus on functions which can be represent
as a Boolean circuit with input, XOR, AND, and output gates.
We use C to denote the circuit, |C| to denote the size of the
circuit.

For clarity, we will use superscript (2) to denote a binary
value. If there is no superscript, the value defaults to Fom.
For example, v(?) represents a binary value and v represents
a value on Fom.

We use [x]q to represent a degree-d packed secret sharing
of x, where x is a vector of (71, ...,zx) € F&... We use [z]q
to denote a standard degree-d Shamir Secret Sharing of x. We
use n to denote the number of parties, use {P,..., P,} to
denote the set of parties. We use [z|s;]q to denote a degree-
d Shamir sharing of x such that the secret x is stored at
the evaluation point s;, which represents the secret sharing
polynomial f(s;) = x. We use A to denote the Adversary
and t to denote the size of corrupted parties by A. We use
F to denote the secure function evaluation functionality, C to
denote the set of all corrupted parties and H to denote the set
of all honest parties. We will use m, [ to denote the parameters
of (I,m)2-RMFE, use L to denote the set {1,...,1}, use K to
denote the set {1,...,k} where k is the packing parameter of
the packed secret sharing scheme.

We use « to denote the security parameter and we will use
an extension field of Fy denoted by Fom (of size 2™). We
always assume that [Fom| = 2™ > 2"

B. Security Definition

We construct an ideal model that satisfies our security
requirements. If our real model is no different from our
constructed ideal model in a certain sense, it proves that the
real protocol we designed has the same security as the ideal
model. Our security definition and model are same as [8], [21],
reader can find more details from [8], [21]. A can corrupt at
most ¢ clients and ¢ servers. A can receive all messages sent
to corrupted parties.

— If A is semi-honest, then corrupted parties honestly
follow the protocol.

— If A is fully malicious, then corrupted parties can deviate
from the protocol arbitrarily, and .4 can provide inputs to
corrupted clients.

Due to space limitations, we will provide a more detailed
description of our security model and security definitions in
Appendix VIIL

C. Secret Sharing Scheme

1) Shamir Secret Sharing. : Shamir Secret Sharing [25] is
a linear secret sharing scheme and Shamir secret shares are
homomorphic in a special way. Let n be the number of parties
and G be a finite field of size |G| > n + 1. Let a4, ..., o, be
n distinct non-zero elements in G. A degree-d Shamir Secret
Sharing of z € G is a vector (y1, ..., y,) Which satisfies that
there exists a polynomial f(-) € G[X] of degree at most d
such that f(0) = z and f(«;) = y; for i € {1,...,n}. Each
party P; holds a share y; and the whole sharing is denoted by
[(E]d.

2) Packed Secret Sharing Scheme. : Franklin and Yung
proposed a vectorized version of Shamir Secret Sharing called
Packed Secret Sharing (PSS) [19] which can implement batch
computing based on Shamir Secret Sharing. Let n be the
number of parties and G be a finite field of size |G| > n + 1.
Let aq,...,a, be n distinct non-zero elements in G. Let

r = (x1,...,2k),(81, ..., Sk) are two vectors which satisfy
z; € G,e;, € G for i € {1,...k}. A degree-d Packed
Secret Sharing of * = (z1,...,x) is a vector (y1,...,Yn)

which satisfies that there exists a polynomial f(-) € G[X]
of degree at most d such that f(s;) = z; and f(a;) = y; for
1 € {1,...,n}. Each party P; holds a share y; and the whole
sharing is denoted by [x]4.

D. Reverse Multiplication Friendly Embeddings

Reverse Multiplication Friendly Embeddings can embed
several instances of the computation of a binary circuit into a
single computation of an arithmetic circuit over an extension
field, as proposed by [20].

Definition ITLI.1 ( [20]). Let ¢ be a power of a prime and F,
a field of ¢ elements, let [, m > 1 be integers. A pair (¢, 1)) is
called an (I, m),-reverse multiplication friendly embeddings
(RMFE for short) if ¢ : F, — Fgm and ¢ : Fgm — F, are
two [F,-linear maps satisfying

zxy=Y(o(x) 9(y)) (1)
for all ¢,y € F! where * denotes coordinate-wise product.

Lemma IIL1 ( [21]). Let I,m be integers and F, be a
finite field. Suppose (¢, ) is an (1, m),-reverse multiplication
friendly embedding. Then there exists an Fq-linear map (;Ab_l:
Fogm — JFfZ such that for all x € F!,

o' (p(x)) = . )



Functionality 1: F,sndom

1. Frandom receives the set of corrupted parties, denoted by
Corr. And Frandom receives from the adversary a set of
shares {u;}(;ccorr}. Then Frandom randomly samples
r € F5 and generates a degree-t Shamir sharing [¢(r)];
such that the share of P; € Corr is u;.

2. Frandom distributes the shares of [¢(7)]; to honest par-
ties.

Fig. 1. Functionality for generating random sharings

E. Building Blocks

In this part, we will introduce some functionalities that will
be used in our main construction.

— Functionality F,4nd0m allows all parties to generate a
random element which is a degree-t Shamir secret shar-
ing and satisfies RMFE properties (for instance, parties
generate [r]; such that r € Fom and 9 (r - (1)) € F}).

The instantiation of F,4nd0m for the malicious security version
is described in [21].

IV. EFFICIENT MPC FOR BOOLEAN CIRCUITS WITH
SEMI-HONEST SECURITY VIA RMFE AND PSS

Recall that we use c to denote the number of clients and n to
denote the number of parties. Recall the corruption threshold
t = (n—1)/2 and the packing parameter £k = (n — t +
1)/2 = (n+3)/4. We will use (¢,v),¢ : F, — Fgm and ¢ :
Fgm — ]Ff] to denote an (I, m)s-reverse multiplication friendly
embedding (RMFE), and m = 3l. For r = (71, ...,7}) € F&..,
we will simplify the notation to use ¥(r) to represent v (r;)
for all ¢ € K.

A. Ideal Functionality for Offline Phase

We present the ideal functionality Fo ¢ fiine, as given in
Functionality 2, which prepares correlated randomness for the
online phase and associates random values with wires. We will
use superscript (2) to denote a binary value, use C to denote
the set {1,...,k}, use £ to denote the set {1,...,1}.

B. Online Protocol

In the online phase, P; will learn u, = v, — Ay, Where
Vo = qb(v&?l),...,vg)) € Fom and v((fl),...,vézl) are the real
values associated with the wire ag,...,a;. At the end of
the online protocol, for each group of gates that belong to
some clients, all parties will send their shares of [Ay]n—1
to clients, where « are the input wires associated with
these output gates. P, will send p, to clients, allowing
them to reconstruct the output v, = o + An. Assumed
Voo = (Vays s Vay,) € o, 1= (1,1,...,1) € Fb, clients can
compute (vfj,l,...,vaiwl) = (v, - ¢(1)) for j € K. Note
that we denote a group of [ - k wires by o = {a; j }iek jec-

Input Phase. Recall that in the offline phase, for each
group of input gates that belong to some clients, Fo fiine
distributes a degree-(n — 1) packed Shamir sharing [Aq]n—1

to all parties, where o refers to the output wires associated
with these input gates. To allow P; to learn p,, clients
collect the whole sharing [Aq],—1 from all parties, then
they reconstruct the secret A, and finally, they compute
and send pto = Vo — A to Pi, where vo = (Vg -, Vay,)
and v,, = (i)(v&%?l,...,v&%%) for all ¢ € K, {U&%?j}iejc’jeg
are the inputs of the client. The description of the protocol
IT;5.pue appears in Protocol 1. The communication complexity
per batch of [ - k input gates is (n + k) - m bits, and the
communication complexity per input gate is approximately
(n+k)-m/(k-1)~ 15 bits.

Computation Phase. Now we will introduce how P; can
learn p, for every wire « in the circuit C'. This follows
the idea in [12], [13], [24] with the change that we use the
technique of RMFEs introduced in [21] for converting AND
gate to multiplication gate.

Note that P; has already learned pu, for the first layer
(the input layer) and the circuit is evaluated layer by layer.
Assuming that P; learns p, in previous layers for every group
of input wires o of the current layer since o serves as an
output wires in previous layers.

For a group of [ XOR gates with input wires {a;, 8;}!_;
and output wire {y;}!_;, the goal is to compute p, =
vy — A,. Recall that v, = v, + vg,Ay = Ao + Mg and
Vo = qb(v((fl), ...,v((y%)),v,g = ¢(v£,21), ...,vg)), where ¢(-) is an
Fy-linear map. Therefore P; can locally compute

Hy = Vy — Ay = [l + [43.

We handle AND gates by converting them to multiplication
gates using packed secret sharing and RMFE. The description
of the protocol I1,,,;; appears in Protocol 2. The communi-
cation complexity per AND gate is 3-n-m/(k-1) ~ 36
bits.

Furthermore, it is imperative to rearrange the computation
results’ bits for the next layer. Here, P, possesses ., which
is masked by a random value vector A,. Random values,
such as A, intend for the next layer of circuit wires, have
been pre-generated and redistributed in accordance with the
circuit structure during the offline phase. P; needs to compute
{¥(11;)}¥_, to get the masked bit vectors. Subsequently, Py
rearranges these bits {1 (i, ) }¥_; according to the structure of
the subsequent circuit layer. Following this, P; will use ¢(-)
to repack the bit vectors, resulting in a new A,.

Output Phase. In the output layer, for each group of k-[ output
gates that belong to some Client, we use a to denote the input
wires of these output gates. Recall that all parties have re-
ceived a degree-(n — 1) packed Shamir sharing [Aq],—1 from
Fof fline in the offline phase and P; holds pto, = vo — Ao We
use {U&Z)l ) vg)l }%_| to denote the output values of Client,
denote vy, = (Vayy ey Vay) and vy, = qﬁ(u((fi?l,...,vggl) for
i € K. The description of the protocol Il,y¢py: appears in
Protocol 3.

Online Protocol. Once we have established the preceding
protocols, we can now provide a comprehensive description
of our online protocol, denoted as Il,.;ine. The detailed



Preparing Packed Beaver Triples:

Functionality 2: Fofiine

Foffiine receives the circuit from all parties, and receives the set of corrupted parties,

denoted by Corr. For each group of AND gates:

a.
b.

d.

Foffline Teceives from the adversary a set of shares {u1,;, u2 ;,us,;}jecorr

Fofsline samples [ - k uniform values {ag,bg?}ign,jeg, for each i € K,j € L. Then Foyfiine computes a; =
(j)(aﬁ, ...,agzl)), b; = qb(bz@l), ...,bﬁ)), c; = a; - b; for each 7 € K.

Let @ = (ai,..,ax), b = (b1,....,bx), ¢ = (c1,...,ck). Based on (a,b,c) and the shares of corrupted parties,
Foffline computes the packed Shamir sharings [a]n—x, [B]n—k, [€]n—& such that for all P; € Corr the j-th share of
(la]n—r, [bln—r, [eln—k) is (u1,5, uzj, us,5).

Foffline distributes the shares of ([a]n—k, [b]n—k, [€]n—«) to honest parties.

Prepare Random Zero Shaings: For each group of AND gates, input gates, output gates:

a.

b.

Fof fline receives from the adversary a set of shares {u;}jecorr. Fosfiine sets 0 € &, samples a random degree-(n — 1)
packed Shamir sharings [0],—1 such that for all P; € Corr, the j-th share of [0],—1 is u;.
Fof fline distributes the shares of [0],—1 to honest parties.

Assign Random Values and Distribute Shares for each Wires: 7, ;1:c receives the circuit from all parties.

a.

For each group of k - [ output wires o« = {c,j bick,jer of input gates and AND gates, Fosfiine samples k - I uniform
values {¢(r;)}iex and sets Ao, = ¢(r;), associates these random values with the wires c. The same step is done for the
input wires of each group of output gates.

Starting from the first layer of C' to the last layer, for each group of XOR gates with input wires {(«,j, 8i,5) }iek,jec
and output wire {7; ; biex jes, Foffiine samples random values in the form of ¢(r1,5),0(r2,s) for i € K. Forsiine sets
Aa; = P(T1,5), Ag; = @(r2,:) and Ay, = Ao, + Ag, for all 4 € K, associates these random values with the wires o, 3, .
Starting from the first layer of C to the last layer, for each group of AND gates with input wires {(c ;, 8i,;) }ick,jer and
output wire {7;,; bick,jes, Fof fline S€tS Aa; = @i, Ag, = bi, Ag, - A\g; = ¢;, associates these random values with the wires
«,

4. Preparing Packed Shamir Sharings: 7, riine receives the set of corrupted parties, denoted by Corr. For each intermediate
layer in C:

a.

For each group of [ - k output wires{«; ; }iex,jer of input gates and AND gates, Foffiine receives from the adversary a
set of shares {u;}jecorr. Foffiine samples a random degree-(n — 1) packed Shamir sharing [Aa]n—1 such that for all
P; € Corr, the j-th share of [Aa]n—1 i uj. Fofyiine distributes the shares of [Aq]n—1 to honest parties. The same step
is done for the input wires of each group of output gates.

For each group of XOR gates with input wires {(a,j, 3i,5) }iek,jec and output wires {7i ;tick jer, Foffiine receives
from the adversary a set of shares {u1j,us2,;}jccorr. Foffiine computes degree-(n — k) packed Shamir sharings
[Aaln—k; [Ag]n—r such that for all P; € Corr, the j-th share of ([Aa]n—k, [Ag]n—k) is (w1,5,u2,5). Fosfiine distributes
the shares of ([Aa]n—, [Ag]n—«) to honest parties.

For each group of XOR gates with input wires {(cau,j, B8i.j) }ieq1,..., k}.5e{1,...,;} and output wire {v; j}ic(1,... k}je{1,...,1}»
the random packed Shamir sharing has already distributed in step 1.

Fig. 2. Functionality for offline phase

Lemma IV.1. Protocol 11,,ine Securely computes Foqin in

Protocol 1: IT;ypu:

1. For each group of input gates that belong to Client, let
denote the batch of output wires of these input gates. All
parties receive the sharing [Aq]n—1 from Foffiine and
clients hold inputs {’U(()i)l s vﬁi) .

All parties send to Client their shares of [Aa]n—1.

3. Client reconstructs the secret Ao and computes Va; =
o( ﬁ)l,,vg)L) for i € {1,....k}, ha = Vo — Aa
where Vo = (Vay s -, Vay, )-

4. Client sends pq to Pi.

N

Fig. 3. Protocol for Client input

description of our online protocol can be found in Protocol
4.

The online communication complexity of Iy, ine is 3n/(k-
l) ~ 36 bits per AND gate. Recall that £ = (n + 3)/4 and
m=3-1.

the Fof fiine-hybrid model against a semi-honest adversary
who controls t out of n = 2t + 1 parties and corrupts up to c
of the clients.

The proof of Lemma IV.1 is given in the Appendix VIII-A.

C. Offline Protocol

In this section, we will show how to implement F,f f1ine-
Recall that in F,ff1ine, We need to prepare packed Shamir
sharings for the random values and Beaver triples, and assign
random value for each wire.

To prepare random sharings that satisfy RMFE properties,
we follow the technique in [21] as described in Functionality
1. The instantiation of F,.4,40m in the semi-honest and honest
majority setting is Protocol 5.

For preparing Beaver triples {([a;|], [bilis, [ci]i]e) Yo ;s
we rely on the state-of-the-art multiplication protocol AT-
LAS [9] in the standard honest majority setting to compute
[¢i]?]t, which costs 4n elements in Fam. In ATLAS [9], the



Protocol 2: I1,,.;:

1. For each group of AND gates with input wires o, 3 and
output wires v, P holds po an pg, and all parties have
received packed Shamir sharings [Aa]n—r, [Ag]n—ks
|I)\a * A,B]]n—k, HA'y]]nfl from ]:offline-

2. P computes [pa]r—1,[pp]k-1 and distributes the
shares to all parties

3. All parties locally compute:

[v]n—1 = [Halk-1 * [alk-1 + [Halk-1 * [Ag]n—k
‘ + [Aaln—r * [uale-1 + [Aa - Ag]n—k
= [Ay]n-1

and send [t~ ]n—1 to Pi.

3. P collects the whole sharing [tt~]n—1 from all parties
and reconstructs fo- .

4. Py computes ¥ (p~) and rearranges the bits according to

the next layer of circuits to get u.(yz), then sets p~ =

o(us?).

Fig. 4. Protocol for evaluating AND gates by multiplication

Protocol 3: I uiput

1. For each goup of k - [ output gates that belong to some
Client, let « denote the input wires of these gates. All
parties send their shares of [Aa]n—1 to Client.

2. P; sends pe to Client.

3. Client reconstructs A and computes vo = Ao + Has
WS,y v82) = Y(va, - ¢(1)) fori € {1, ..., k}, where
1=(1,1,..,1) € F.

Fig. 5. Protocol for output

communication complexity of preparing packed Beaver triple
is 8n elements. We use the ideal functionality Fingic-muit
from [12] to perform the multiplication of degree-t Shamir
sharings. This functionality is described in Functionality 4.
The description of our offline protocol Il . appears in
Protocol 6.
We analyze the communication complexity of IL, ¢ fiine:
— For each AND gate, the total communication complexity
is (8n+2n+2n/k) - m/l = 30n + 24 bits.
— For each input or output gate, the total communication
complexity is (2n + 2n/k) - m/l ~ 6n + 24 bits.

Lemma IV.2. Protocol 11, ¢1ine securely computes Fof fiine
in the Frandom-hybrid model against a semi-honest adversary
who controls t out of n = 2t + 1 parties.

The proof of Lemma IV.2 is given in the Appendix VIII-B.

Recall the communication complexity of our AND gates:

— In the offline phase, the communication complexity for
each group of [ - kK AND gates consists of generating the
random values [A~],_, the random zero sharing [0],,_1,
and [Aa]n—k, [Agln—k, [Aa*Ag]n—k. The total commu-
nication complexity per AND gate is (2n+ (2n/k)+8n)-
m/l &~ 30n + 24 bits.

Protocol 4: I1,.ine

1. Offline Phase: All parties invoke Foffiine to receive
correlated randomness that will be used in the online
phase.

2. Input Phase: In the input layer, for each group of k - [
input gates that belong to some Client, let « denote
the output wires of these input gates. All parties and
Client invoke II;pnpu:. At the end of the protocol, Pp
learns pta = Vo — Aq, Where va = (Vay,-.;Vay)
and vo, = ¢(v¢(fi),1,.4.,v&2i>yl) for i € K, {v&i)] Yiek jec
are the input values of Client. And A, are the random
values associated with the batch of wires ¢ generated by
F, of fline-

3. Computation Phase:Note for each computation layer, P;
holds o = va — Aq. The circuit is evaluated layer by
layer. Assume that the invariant holds for wires in previous
layers. Consider gates in the current layer:

— For each group of | XOR gates with input wires o, 3
and output wires v, P; locally compute py = po +
Hg-

— For each group of k- AND gates with input wires
a, 3 and output wires -y, all parties invoke IL,,q¢.
At the end of the protocol, P; learns fi-.

4. Output Phase: For each group of k - [ output gates,
all parties and Client invoke Ilou¢pus. At the end of the
protocol, Client learns {vgfj Ve jec.

Fig. 6. Protocol for online phase

Functionality 3: Fonain

1. Fmain receives the input from all clients. Let  denote
the input and C' denote the circuit.

2. Fimain computes C'(x) and distributes the output to all
clients.

Fig. 7. Functionality for main protocol

Protocol 5: I, 4ndom (2)

1. All parties agree on a Vandermonde matrix M7 of size
nXx (t+1)inF.

2. Each party P; randomly samples a random-X sharing S ®
and distributes the shares to other parties.

3. All parties locally compute (RW,.. RIY)
M(SWY, ..., 8™ and output (RY, ..., RE+D),

Fig. 8. Protocol for generating random sharing

— In the online phase, the communication complexity for
each group of [ - kK AND gates consists of P; sending
Ko, B to parties, and P; collecting [pt~],—1, which is
3n bits. The total communication complexity per AND
gate is 3n-m/(k - 1) ~ 36 bits.

V. ACHIEVING MALICIOUS SECURITY

In this section, we will show how to achieve malicious
security in the honest majority setting. Our main idea follows
the approach of [12], compiling our semi-honest protocol



Protocol 6: I1,ffiine
1. Preparing Packed Beaver Triples: For i € {1,2,...,k}, let X be the secret sharing scheme corresponding to [¢(r)|i]:, parties
invoke Frandom to prepare random sharings in the form of [¢(7)|]:.

a. For each group of AND gates, let {[¢(a:)|i]¢, [#(b:)]i]¢ }5_, be the unused random sharings.

b. For all i € {1, ..., k}, parties invoke Fingie-murt to compute {[¢(c:)|:]¢}*, which satisfied ¢(c;) = d(a:) - $(b;).

c. Let e; € F* be the i-th unit vector, i.e., all entries of e; are 0 except the i-th entry is 1. All parties locally transform e; to
the degree-(k — 1) packed Shamir sharing [e;]x—1. Then, all parties locally compute :

laln—r = Z[[ei]]k—l * [¢(as)li:,

[6]n—k = Z[[ei}]kfl * [o(bs)]i]:,

k

[e]n—r = > _leilk-1 * [(ci)lil},

i=1

2. Preparing Degree-(n — 1) Zero Sharings: Let ¥ be the secret sharing scheme corresponding to [0],—1, where 0 € F*. For
each goup of AND gates, input gates, and output gates, all parties invoke Frqndom to prepare random sharings in the form of

[0] 1.
3. Assigning Random Sharing for Each Wire:

=1

Parties associate [Aq]n—1 with the wires c.

wires o, 3, 7.

[Aaln—k; [Ag]n—r with the wires a, 3.

a. For each group of [ - k output wires ¢ of input gates and AND gates, or input wires of output gates. For all ¢ € {1, ..., k},
all parties invoke Frqndom to prepare random sharings in the form of [¢(7;)|i]:. Let e; € F* be the i-th unit vector, all
parties locally transform e; to the degree-(k — 1) packed Shamir sharing [e;]r—1 and compute:

Pradnos = leiles * [6(ro)li]: + [0]a-1

b. For each group of I-k XOR gates with the input wires «, 3 and output wires =y, parties invoke Frqndom to generate the random
sharings in the form of [¢(r1,:)|t]e, [P(72,s)|é]¢ for all ¢ € K. Parties set [Aa]n—r = Zle[[ei]] * [P(1r1,3)|)e, [AB]n—k =
SF lei] # [6(r2,:)|i]e, and let [Aq]n—k = [Aaln—k + [Agln—k. Parties associate [Aa]n—t, [Agln—t, [Ay]n—r With the

c. For each group of [-k AND gates with the input wires o, 3, parties use the packed Beaver triples ([b]n—xk, [@]n—k, [€]n—k)
generated by step 1, set [Aalln—t = [a]n—k, [A8ln—k = [Bln—k,[Aa * Agln—k =

[c]n—k. Parties associate

Fig. 9. Protocol for offline phase

Functionality 4: F;ngie-muit

1. Fsingle-mult receives the secret position ¢ from all parties.
Let [z|¢]; denote the input sharings. Fg;ngie-muit receives
from honest parties their shares of [z|é]+,[y|i]¢. Then
Fsingle-mult rECONstructs the secret x, y and computes the
shares of [z|i]¢, [y|¢]+ held by corrupted parties, and sends
these shares to the adversary.

2. Fsingle-mult receives from the adversary a set of shares
{Zi}iECO'rr-

3. Fsingle-mult computes x - y. Based on the secret z =
x -y and t shares {z;}iccorr, Fsingle-muit Teconstruct
the whole sharing [z|é]; and distributes the shares of [z]7]+
to honest parties which satisfied the shares of [z|i]; of
corrupted parties are {z; }iccorr-

Fig. 10. Functionality for single elements multiplication

to achieve malicious security. Due to space limitations, we
mainly introduce the main ideas of our malicious protocol
and the differences between it and the semi-honest protocol

here. The complete protocol and security proof will be shown
in Appendix IX.

Recall that for degree-t Shamir secret sharing of honest
majority setting, the whole sharing is fully determined by
the shares of honest parties, if malicious parties add a linear
error to the secret, it will be discovered by honest parties.
But for the degree-(n — k) packed secret sharing, malicious
parties can modify the secret without attracting the notice of
honest parties. Malicious parties can let the honest parties
hold the secret shares of 0 to generate a linear attack of
any error 6 = (1, ...,0;—1). For example, assume the packed
secret sharing is [«],_, and the secret is store in the default
positions sy, ..., S in the corresponding packed secret sharing
polynomial f(-) where f(s;) = z;. Let P; hold the packed
share f(p;), and let C denote the set of corrupted parties,
‘H denote the set of honest parties. Adversary can generate
a degree-(n — k) polynomial g(-) satisfying g(p;) = 0 for
all j € H, and g(s;) = 0; for all 4 € {1,...,k — 1}. Thus,
depending on the g(-), the adversary can let the shares held
by malicious parties be g(i) + f(i) for all i € Corr, then



honest parties can’t notice the error.

The previous works [13], [16] use information-theoretic
MAC:s, this method can detect attacks in the dishonest majority
setting, but increases the communication complexity at least
twice. The MPC protocols [S]-[12] in the honest majority
setting, compute degree-t Shamir sharings to detect attacks.
And [12] uses different evaluation points to store the se-
cret, computes k degree-t Shamir sharings and converts such
Shamir sharing into a packed secret sharing. We follow the
approach of [12], the difference is that we don’t assign a
random degree-t Shamir sharing for a single wire, but assign
a random degree-t Shamir sharing for a group of [ wires.

For each group of | wires, we will assign a random degree-t
Shamir sharing. The degree-t random sharings used in what
follows have the form of [¢(r)]:, which we will abbreviate as
[r]¢. For each group of k- I AND gates:

1. First, we will generate k& Beaver triples in the form of

{([a:|d)e, [bild]e, [cili]e) }E_, such that ¢; = a; - b;.

2. Let o, B be the input wires, where o = {a; ;}, B =
{B:;} for i € KL and j € L. For each [ wires of a, 3,
let [Aa,l2]e = [ailt]s, [Ag;|i]e = [bs]4]+, associate [Aq, |4t
[Ag; |i]: with the wires {a 1, ..., i1} {Bit, - Bid}-

3. In the online phase, P; sends [tto]r—1, [48]k—1 to par-
ties, then parties can locally compute [Aa]n—k. [Ag]n—k-
[t~]n—1. And all parties can locally compute [vy, |i]; =
it + P liles [v8,]i): = [al—1 + [g,|i]: for all
i€ k.

If we view [po]r—1 as a degree-t Shamir sharing, we can
compute the degree-t Shamir sharings of input values [vg, |i];
locally. Recall that for degree-t Shamir secret sharing of honest
majority setting, the whole sharing is fully determined by the
shares of the honest parties. In the following, we will show that
this is sufficient to verify the correctness of the computation.

A. Offline Phase

In the offline phase, which diverges from its semi-honest
counterpart, parties will receive for each packed Beaver
triple  ([@a]n—k, [B]n—k, [€]n—r) and the output {([a;|]s,
[bi]i]¢, [eili]¢) }E_,. For each group of input gates or output
gates, all parties will prepare a set of random degree-t Shamir
sharing {[r;|i];}*_,. During the output phase, these degree-t
Shamir sharings can help Client to detect attacks launched by
corrupted parties. The functionality o fiine-mai and protocol
16 f1ine-mat for the offline phase with malicious security are
given in Appendix IX Protocol 7.

The amortized communication complexity of preparing a
random degree-¢ sharing for [ binary values with malicious
security is 2n elements.

The communication complexity of Il,¢fiine-mar is as fol-
lows:

— For each AND gate, the amortized communication com-
plexity is (2n + 8n 4 2n/k) * m/l ~ 30n + 24 bits.

— For each input gate, the amortized communication com-
plexity is (2n+2n+3n/k)*m/l ~ 12n+36 bits. For each
output gate, the amortized communication complexity is
12n + 24 bits.

B. Online Phase

In the online phase, we compute degree-t Shamir sharings
for each [ input wires of AND gates. Recall that in honest
majority setting, the degree-¢ Shamir sharing is totally decided
by honest parties. By using these degree-t Shamir sharing,
parties can verify the correctness of the secret.

Input Phase. Note that in Fo ¢ fiine-mat» for each group of input
gates with input wires « that belong to some Client, parties
hold [Aaln_1, {[rilii}5_,. We use {v$), Viex jec to denote
the input values of Client, let v,, = ¢(Ua2i,17 ,vg?),) and

Vo = (Vayy s Vay )-
1. First, all parties send their shares of [Ag]n_1, {[ri]i]: }5_,
to Client.

2. Client reconstructs » = (rq,...,7r%), computes and dis-
tributes [vg + 7] to all parties.

3. Parties locally compute [vg,|i]: = [va + 7] — [r:]i]: for
ie{l,.. Kk}

4. Client also computes pto, = Vo — Ao and sends to P;.

Because the degree-t Shamir sharing [va+7]; is determined
by t+ 1 parties, the honest parties can reconstruct these shares
by themselves, malicious parties are unable to alter these
values without being detected.

The description of Il;uput-mar appears in Appendix IX
Protocol 8. The communication complexity of IL;,pyut-mai 15
(n-(k+1)+n+k)-m/(k-l) = 3n+ 27 bits per input gate.
Computation Phase. For computing AND gates, we follow
the approach of semi-honest protocol of II,,,;; in general,
but the difference is that parties need to locally compute
vailile = [malk-1 + [Aa,lie and [vg,]i]e = [mple-1 +
g lile and [Aalnk = 30 [edli—1 * Do [ili; gLk =
i leidi-1x Dl Pa# Xgln—k = S [eilk-1 % [a,
)‘Bi|i]t'

The correctness of the protocol follows the same argument
as the semi-honest version. The description of Il yit-mal
appears in Appendix IX, Protocol 9. The communication
complexity of I1,,uit-mal is 12-m/l =~ 36 bits per AND gate.
Output Phase and Validity Check. We use Il.onsistency tO
check the degree-(k — 1) packed sharings lie on a degree-
(k—1) polynomial. This is described in Appendix IX, protocol
10. We describe the functionality Feyqiuate in Appendix IX,
Functionality 8. The protocol Il¢yqiuate 1S an instantiation of
Fevaiuate and appears in Appendix IX, Protocol 11.

We also follow the approach of [12], [24] to verify the
correctness of the secret, the functionality Fyerify to check
the correctness of the computation, the instantiation of Fyer; fy
can be found in [12]. The description of F¢,;s, appears
in Appendix IX Functionality 10. we refer the readers to
Appendix IX for more details.

VI. CONCLUSION

Building upon previous research, we developed a constant
online communication MPC protocol for Boolean circuits
using RMFE and PSS. This protocol achieves amortized 36
bits per AND gate in the online phase and 30n + 24 bits



per AND gate in the offline phase, in both semi-honest and
malicious settings.

In multi-party PPML applications, non-linear operations of-
ten lead to significant communication overheads. Our protocol,
by leveraging the strengths of Boolean circuits, stands out in
situations like machine learning inference and training that
hinge on activation function computations. Moving forward,
our goal is to delve deeper into the practical application
of this protocol in the realm of PPML, capitalizing on the
unique benefits Boolean circuits offer in processing nonlinear
functions.
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APPENDIX
VII. THE MODEL
A. Security Definition

In the work, we focus on the honest majority setting. Let
t = (n —1)/2 be an integer. Let F be a secure function
evaluation functionality. An adversary A can corrupt at most
t parties, provide inputs to corrupted parties, and receive all
messages sent to corrupted parties. In this work, we consider
both semi-honest adversaries and malicious adversaries.
— If A is semi-honest, then corrupted parties honestly
follow the protocol.
— If A is fully malicious, then corrupted parties can deviate
from the protocol arbitrarily.
Real-World Execution. In the real world, the adversary A
controlling corrupted parties interacts with honest parties. At
the end of the protocol, the output of the real-world execution
includes the inputs and outputs of honest parties and the view
of the adversary.

Ideal-World Execution. In the ideal world, a simulator
S simulates honest parties and interacts with the adversary
A. Furthermore, S has one-time access to ., which includes
providing inputs of corrupted parties to JF, receiving the
outputs of corrupted parties, and sending instructions specified
in F (e.g., asking F to abort). The output of the ideal-world
execution includes the inputs and outputs of honest parties
and the view of the adversary.

Semi-honest Security. We say that a protocol II computes F
with perfect security if for all semi-honest adversary A, there
exists a simulator S such that the distribution of the output of
the real-world execution is identical to the distribution in the
ideal-world execution.

Security-with-abort. We say that a protocol II securely
computes F with abort if for all adversary A, there exists
a simulator S, which is allowed to abort the protocol, such
that the distribution of the output of the real-world execution
is statistically close to the distribution in the ideal-world
execution.

B. Hybrid Model

The hybrid model is used in [27] to prove security. In
the hybrid model, all parties are given access to a trusted

party (or alternatively, an ideal functionality) which computes
a particular function for them. The modular sequential com-
position theorem from [27] shows that it is possible to replace
the ideal functionality used in the construction by a secure
protocol computing this function. When the ideal functionality
is denoted by g, we say the construction works in the g-hybrid
model.

C. Client-server Model

To simplify the security proofs, we consider the client-
server model. In the client-server model, clients provide
inputs to the functionality and receive outputs, and servers
can participate in the computation but do not have inputs
or get outputs. Each party may have different roles in the
computation. Note that, if every party plays a single client and
a single server, this corresponds to a protocol in the standard
MPC model. Let ¢ denote the number of clients and n denote
the number of servers. For all clients and servers, we assume
that every two of them are connected via a secure (private and
authentic) synchronous channel so that they can directly send
messages to each other. The communication complexity is
measured in the same way as that in the standard MPC model.

Security in the Client-server Model. In the client-server
model, an adversary A can corrupt at most ¢ clients and ¢
servers, provide inputs to corrupted clients, and receive all
messages sent to corrupted clients and servers. The security
is defined similarly to the standard MPC model.

We say that a protocol II securely computes F if there
exists a simulator S7m, such that for all adversaries A,
the distribution of the output of the real world execution is
statistically close to the distribution of the output of the ideal
world execution.

VIII. SECURITY PROOFS OF OUR SEMI-HONEST
PrROTOCOL

A. Proof of Lemma IV.1

Lemma IV.1. Protocol Il,,:ne securely computes Fi,qin
in the F,f f1ine-hybrid model against a semi-honest adversary
who controls ¢ out of n = 2t 4 1 parties and corrupts up to ¢
of the clients.

Proof. We use A to denote the adversary, use Corr to denote
the set of corrupted parties and H denote the set of honest
parties. We will construct a simulator § to simulate the
behaviors of honest parties.
The correctness of Il follows from the description.
Now we will describe the construction of the simulator S :

1. In the offline phase, S emulates the ideal functionality
Fosfiine and receives the shares of corrupted parties for
each packed Shamir sharing. Recall that Fyf15n. does
not need to send any message to corrupted parties.



2. In the input phase, for each group of k- [ input gates that Now we will show that S can perfectly simulate the
belong to some Client, let o denote the batch of output behaviors of honest parties. It is sufficient to focus on the
wires of these input gates. places where honest parties and clients need to communicate

— If Client is honest, after receiving the shares of with corrupted parties and clients:

[Aa]n—1 from all parties. S samples random values 1. In the input phase, for each group of k - [ input gates of

and converts them to g, by RMFE and sends them
to P 1-

— If Client is corrupted, S samples random values and
converts them to Ao by RMFE. Then based on the
secrets Ao and the shares of corrupted parties, S
samples the whole sharing [Ay],—1 and sends the
shares of [Aq]n—1 held by honest parties to Client.
From the inputs v, of Client, S computes po =

o« — Aa-

3. Note that in the computation phase, S will always know

o for each group of wires. In the input layer S has
known p4,. For each group of XOR gate with input wires
o, 3 and output wire vy, S honestly compute (i = pto +
pa. For each group of AND gates with input wires o, 3
and output wires ~y, S simulates I1,,,,;; as follows:

— If P; is honest, S computes degree-(k — 1) packed
Shamir sharings [fte]x—1 and [pg]x—1 based on pro
and pg. Then S computes the shares of [, —1 of
corrug)ted parties. S samples 2 - k - [ random values

”,bgzj)}le;gdeg over 5 and uses RMFE to
convert them to 2-k random values as a, b over Fom,
compute g = a * b. Finally, based on the random
values pt and the shares of corrupted parties, S
computes the shares of [gt-],—1 of honest parties.

— If Py is corrupted, S receives from P; the shares
of [pta]k—1 and [pg]r—1 of honest parties. Then S
recovers the whole sharings [pta]r—1, [a]k—1, and
learns the shares of corrputed parties. Now S can
compute the shares of [pt~],—1 of corrupted parties.
S samples 2-k-I random values {(a (2]), bEQJ))}ZvE;Qng
over F5 and uses RMFE to convert them to 2 - k
random values as a, b over Fam, compute g = axb.
Based on the random values p-, and the shares of
corrupted parties, S computes the shares of [gt~],—1
of honest parties and sends them to P;.

4. In the output phase, for each group of k - ! output gates

that belong to some Client, let « denote the batch of
input wires of these output gates.

— If Client is honest, S does nothing.

— If Client is corrupted, S sends the inputs of corrupted
clients to F,qin (note S can access to the inputs
and random tapes of corrupted clients and corrupted
parties). Then S receives the output v, of Client
from F4in. S computes Ay, = Vo — o Based on
the secrets A, and the shares of corrupted parties,
S randomly samples the whole sharing [Ag]n—1.
S sends to Client the shares of [Aq]n—1 of honest
parties. If P; is honest, S also sends u, to Client.

This completes the description of S.

honest parties that belong to some Client, let « denote
the batch of output wires of these input gates. If Client
is honest, then S needs to simulate the values g, sent
from Client to P;. In the ideal world, S samples [ - k
random values and converts them to po, by RMFE. Since
Hoa = Vo — Aq and A, are uniformly random, both
Vo and A, satisfy the properties of RMFE. Therefore
Mo are uniformly random and satisfy the properties of
RMEFE, the distribution of po simulated by S has the
same distribution as that in the real world.

If Client is corrupted, then S needs to simulated the
shares of [Aq]n—1 of honest parties. In real world, parties
need to send the shares of [Aq]n—1 to Client. In the
ideal world, S randomly samples A, which satisfies the
properties of RMFE. Note the degree of [Ay],—1i8 n—1,
at least n values can totally decide the polynomial. Then
S randomly samples the shares of honest parties based
on the secrets Ao and the shares of corrupted parties.
Therefore, the distribution of the shares of A\, of honest
parties is identical to that in the real world. And from
the inputs of Client, S can also compute 1. Therefore,
S perfectly simulates the behaviors of honest parties and
clients in the input phase.

. In the computation phase, we will show that S can always

learn pq, for each group of wires « in the circuit, and p
has the same distribution with g, in real world. Recall
that S already learns po, in input layer. For each group
of XOR gates with input wires «, B and output wires -,
S can compute pt = po + pg. For each group of AND
gates with input wires ¢, 3 and output wires =y, we will
divide the case into whether P; is honest or not:

— If P, is honest, S honestly computes and dis-
tributes [pta]r—1.[p8]k—1. Therefore the distribu-
tion of the pq, g and the distribution of sharings
[alk—1,[a]k—1 is the same in both worlds. Then
for [pt+]n—1, in real word parties compute [fe~]n—1
as follow:

[yln—1 = [Halr—1 * [#a]k—1
+ [[Ma]]k—l * [[)\B]]n—k’ + [[)‘a]]n—k’ * [[Nﬁﬂk—l
+ [P‘a ’ Aﬁ]]n—l - [P"y]]n—l

send to P, P; reconstructs p and rearranges the
bits according the next layer of circuit, computes
B~y = ¢(¢(p~)). Because A are uniformly random
and generated by Fofiine, the shares of [pu~y]n—1
of honest parties are also uniformly random. In the
ideal world, S samples 2 - k - [ random values

{(a ﬁ%bﬁ)}i“,jeﬁ over Fy and uses RMFE to
convert them to 2 - k random values as a,b over
Fam , compute 1 = a+b, and based on the shares of



corrupted parties compute [gt~],—1. Thus, the values
of p~ and the shares of [g-],—1 all have the same
distribution in both worlds.

— If P, is corrupted, S receives the shares of
[talk—1.[ma]k—1, and computes the shares of hon-
est parties. Then S computes the shares of [f]n—1
of corrupted parties. With the same argument as
above, the shares of [p-],—1 of honest parties are
uniformly random. In the idea world, & samples
2.k -1 random values {(af}, bg?)}ie’c,jeg over Fy
and uses RMFE to convert them to 2 - k random
values as a, b over Fom, computes py = a x b, and
based on the shares of corrupted parties computes the
shares of [ft],—1 of honest parties and send to P;.
Thus, the values of g and the shares of [f],—1
all have the same distribution in both worlds.

3. In the output phase, for each group of k-l output gates that
belong to some Client, let a denote the batch of input
wires of these output wires. If Client is honest, honest
parties and clients do not need to send any messages to
corrupted parties and clients. If Client is corrupted, S can
learn the output of Client from F,,q;,. Since S learns
B, S can compute Ay. In both worlds, [Aq]n—1 is a
random degree-(n — 1) packed Shamir sharing given the
secrets Ao, and the shares of corrupted parties. Thus, the
shares of honest parties generated by S have the same
distribution as that in the real world.

B. Proof of Lemma 1V.2

Lemma IV.2. Protocol Il f;ine securely computes Fo frine
in the F,4ndom-hybrid model against a semi-honest adversary
who controls ¢ out of n = 2¢ + 1 parties.

Proof. We will prove that the secrets of the output sharings
of Il,¢ f1ine have the same distribution of these of Ffiine.
We will construct a simulator S to simulate the behaviors of
honest parties. Let C'orr denote the set of corrupted parties
and H denote the set of honest parties. First, recall the
structure of Protocol Il frine:

1. Preparing Packed Beaver Triples.
2. Preparing Degree-(n — 1) Zero Sharings.
3. Computing Random Sharing for Each Group of Wires.

Now, we will construct the simulator S to simulate the
behaviors of honest parties:

1. In the phase of preparing packed Beaver triples, S
emulates the ideal functionality of F,gn4om to gener-
ate random sharings [¢(a;)|i]; and [@(b;)|i], for i €
{1,2,...,k}, and receives the shares of corrupted par-
ties of [¢(a;)|i]t, [¢(bs)]i]t. Then S emulates the ideal
functionality of Fyingie-muit to obtain ¢(c;), such that
¢; = a; * b;, receives the shares of ¢(c¢;) of corrupted
parties. Finally, S computes the packed Beaver triples
(laln-k- [b]n—k, [c]n—r) following the same local com-
putations as in the protocol.

2. In the phase of preparing random degree-(n — 1) zero
sharings, S simulates the invocation of F.qndom to gen-
erate random sharings [0],,_1, where 0 € F¥.

3. In the phase of computing random sharings for each
group of wires,

a. For each group of output wires of input gates and
AND gates, and input wires of output gates, S
emulates the functionality of F,.qnqom tO prepare
[¢(r:)|7]: and receives the shares of corrupted par-
ties. S follow the protocol compute [Aq]n—1.

b. For each group of XOR gates, & emulates
the Frandom the generation of random sharings
[Aa]n—k, [Ag]n— and receives the sharings of cor-
rupted parties as above, and computes [Ay],—r =
[Aaln—k + [Asln—k-

c. For each group of AND gates, S uses the packed
Beaver triples generated in step 1 to set [Aq]n—r =
laln—k, [Agln—k = [bln—r, [Aa * Agln-1 =
[e]n—k-

Next, we will show S perfectly simulate the behaviors of
honest parties.

— In the phase of preparing packed Beaver triples, in the real
world, the parties invoke F,qndom to generate random
sharings, and S does the same in the ideal world, the
sharings have the same distribution in both world. Simi-
larly, the invocation of F;pngie-muir generated the share
of ([a;|i]¢, [bili]t, [ci]é]¢), which has the same distribution
in both worlds.

— In the phase of computing random sharing for each group
of wires:

— For each group of output wires of input gates and
AND gates, and input wires of output gates, in the
real world, [Aq]n—1 is a random degree-(n — 1)
packed Shamir sharing given the secrets A, and
the shares of corrupted parties. In the ideal world,
Forfiine generates a random degree-(n — 1) packed
Shamir sharing of A, given the shares of corrupted
parties. Therefore, the sharing [Ay],—1 has the same
distribution in both worlds.

— For each group of XOR gates with the input
wires «, (3 and output wires <, in the real
world, the random sharings [Aq]n—x.[Ag]n—k gen-
erated by degree-t random Shamir sharing, which
has the same distrbution in both worlds, thus
[[)\a]]n—k'a[P‘ﬁ]]n—ka[[)"y]]n—k = [P‘a}]n—k + [[A,@]]n—k
has the same ditribution in both worlds.

— For each group of AND gates with the input wires
a, B, the [Aa]n—r, [Ag]n—k generated by Step
1, which has been proved that they have the same
distribution in both worlds.

Thus, we can conclude that Protocol Il fsne securely com-
putes Fof riine in the Frandom-hybrid model against a semi-
honest adversary who controls ¢ out of n = 2¢ + 1 parties.



IX. POTOCOL AND PROOF OF MALICIOUS SECURITY

In this section, we will show how to achieve malicious
security in the honest majority setting. Our main idea follows
the approach of [12], compiling our semi-honest protocol to
achieve malicious security.

Recall that for degree-t Shamir secret sharing of honest
majority setting, the whole sharing is fully determined by the
shares of honest, if malicious parties add a linear error to
the secret, it will be discovered by honest parties. But for
the degree-(n — k) packed secret sharing, malicious parties
can modify the secret without attracting the notice of honest
parties. Because for a degree-(n — k) packed secret sharing,
malicious parties can let the honest parties hold the secret
shares of 0 to generate a linear attack of any error § =
(61, ...,0k—1). For example, assumed the packed secret sharing
is [x],,—x, and the secret is store in default positions s1, ..., S
in the corresponding packed secret sharing polynomial f(-)
where f(s;) = x;, and P; hold the packed share f(p;), let C
denote the set of corrupted parties, H denote the set of honest
parties. Adversary can generate a degree-(n — k) polynomial
g(-) satisfied g(p;) = 0, for all j € #H and g(s;) = ¢;, for
alli € {1,...,k — 1}. Thus depend on the g(-), the adversary
can let the shares held by malicious parties be g(¢) + f(¢) for
all 4 € Corr, then honest party can’t notice the error.

The previous work [13], [16] use information-theoretic
MAC:s, this method can detect attack in the dishonest majority
setting, but increases the communication complexity at least
twice. The state-of-the-art MPC protocol [5]-[12] in the honest
majority setting, compute degree-t Shamir sharing. And [12]
uses different evaluation points to store the secret, computes
k degree-t Shamir sharings and convert such Shamir sharing
into a packed secret sharing. We follow the approach of [12],
the difference is we don’t assign a random degree-t Shamir
sharing for a single wire, but assign a random degree-¢t Shamir
sharing for a group of [ wires.

For each [ wires, we will assign a random degree-t Shamir
sharing. Note in honest majority setting, the degree-t Shamir
sharing is totally decided by honest parties. For each group of
k-1 AND gates:

1. First we will generate k Beaver triples in the form of
{([aalile, [bildle, [ei]ile) Yoy and satisfy ¢; = a; - b;.

2. Let o, B be the input wires, where o« = {a; ;}, 8 =
{B;;} for i € I and j € L. For each [ wires of o, 3,
let [Ao, 7]t = [as|i]e, [Ag; |i]e = [bi]i]e, associates [Aq, |4t
[)\51 Z]t with the wires {ai,17 ...7ai’l}, {ﬂi,17 ceny Bi,l}

3. In online phase, P; sends [fta]r—1, [#a]k—1 to parties,
then parties can locally compute [Aq]n—k. [Ag]n—k.
[t~]n—1. And all parties can locally compute [vy, |i]; =
[alr—1 + [Aa,lile, [vg,lile = [mple—1 + [Ag,|ile for all
ie{l,.. k}

If we view [po]r—1 as a degree-t Shamir sharing, we can
compute the degree-¢ Shamir sharings of input values [vg, |i];.
And recall that for degree-t Shamir secret sharing of honest
majority setting, the whole sharing is fully determined by

the shares of honest. In the following, we will show this is
sufficient to verify the correctness of the computation.

A. Offline Phase

In the offline phase, different from the semi-
honest offline phase, for each packed Beaver triple
([aln—k, [b]n-k, [€]n—r), parties will also take {([a;|i;,
[bilis, [cili]s)}E_, as output. And for each group of input
gates or output gates, all parties will prepare a set of random
degree-t Shamir sharing {[r;|i];}¥_,. In the output phase,
these degree-t Shamir sharings can help Client to detect
attacks launched by corrupted parties. The functionality
for the offline phase with malicious security appears in
Functionality 5.

Now we will describe the protocol Il,f fiine-mai that real-
izes Fof fline-mai- 1t follows the semi-honest protocol Il f1ine
and we use the ideal functionality F;ngie-mult-mal from [9],
[12], use the ideal functionality Fjundom from [21]. The
ideal functionality Fgingie-mult-mai allows an additive attack
towards the multiplication result, and can be instantiated by
the protocol in [9]. we refer the readers to [9], [21] for more
details. The amortized communication complexity of preparing
a random degree-t sharing for [ binary values with malicious
security is 2n elements. The protocol I, fiine-mai appears in
Protocol 7.

The communication complexity of IL;¢ fiine-mai:

— For each AND gate, the amortized communication com-
plexity is (2n + 8n + 2n/k) x m/l ~ 30n + 24 bits.

— For each input gate, the amortized communication com-
plexity is (2n+2n+3n/k)*m/l = 12n+36 bits, for each
output gate, the amortized communication complexity is
12n + 24 bits.

Lemma IX.1. Protocol Il,ffiine-mat Securely computes
Fof fline-mal N the Fgingle-mult-mal-hybrid model against a
fully malicious adversary who controls t = (n — 1) /2 parties.

Proof. We will construct a simulator S to simulate the
behaviors of honest parties. Let Corr denote the set of
corrupted parties and H denote the set of honest parties.

The simulator S works as follows.

1. In Step 1, S emulates the functionality Fjqndom tO
prepare the random sharing in the form of {[¢(a;)|i]:},
{lp(b;)|i]} for i € {1,..,k}. Then, for each pair
([p(ai)|ile, [#(bs)|i]:), S emulates the functionality
Fsingle-mult-mal and receives from the adversary the
shares of [¢(¢;)|i]; of corrupted parties and the additive
error §;. Then for each pair of ([¢p(a;)li]s, [6(b:)]i]), S
sends the shares of [¢(c;)|i]; of corrupted parties and the
additive error §; to Fof fline-mal-

2. In step 2, S emulates the ideal functionality F,qndom
to prepare the random sharing in the form of [0],_;
and receives the shares of [0],_1 of corrupted parties. S
sends the shares of corrupted parties t0 Fof fiine-mal-

3. In Step 3, S emulates the ideal functionality F,qndom tO
prepare the random sharings in the form of [¢(7;)]|é]; and



Functionality 5: 7o fiine-mai

Preparing Beaver Triples: 7., fiine-mat receives the circuit C' from all parties, and receives the set of corrupted parties, denoted
by Corr. For each group of AND gates Fof fline-mal prepares a set of Beaver triples
{([¢(a@:)]i]¢, [¢(b:)]i]e, [@(ci)|i]e) } i1, which satisfy that a;,b; are random values and ¢; = a; * b;. This is done by the
following:
a. Forall i € {1,....k}, Foffline-mar receives from the adversary a set of shares {u} ;,ub ;,us ;}jecorr and an additive d;.
Fof fline-mal samples two random values ¢(a;), ¢>(b ) € Fam and computes ¢(c;) = ¢d(ai)-d(bs)+ ;. Then Fof fline-mal
computes three degree-t Shamir sharings [(¢(as)|i¢, [0(bs)|ile, [(cs)|ile), such that for all P; € Corr, the j-th share of

[(@(@s)|de, [@(bi)]ale, [p(ea)lile) is {urj,us,;, us5}ecorr.
b. For all 7 € {1, , Fof fline-mal dsitrbutes the shares of

[(@(as)lile, [6(b2)]i)e. [é(es)]ils) to honest partis.
Preparing Degree-(n — 1) Zero Sharings: For each group of [ - k AND gates, input gates, and output gates:

a. Foffline-mal Teceives from the adversary a set of shares {u;}jecorr. Then Fof fiine-mai prepares a random degree-(n — 1)

Preparing Shamir sharings for Input and Output Gates:

Assigning Random Sharings for Each Group of Wires:

d. For each group of output gates with the input wires o, Fof fiine-mal receives from the adversary a set of shares {ui;} ]ecow

packed Shamir sharings of 0 € F&.., denote by [0],,—1 such that for all P; € Corr, the j-th share of [0],—1 is u;.

b. Foffline-mal distributes the shares of [0],—1 to honest parties.

For each group of k - [ input gates or output gates:

a. Foralli € {1,...,k}, Foffiine-mal receives from the adversary a set of shares {u; ; }jecorr. Fof fline-mal Samples a random
value in the form of ¢(7;). Then Fof fiine-mai computes a degree-t Shamir shaings [¢(r;)|é]¢ such that for all P; € Corr,
the j-th shares of [¢(7s)]i]+ is wi,j.

b. Forall i € {1,...,k}, Foffiine-mal distributes the shares of [¢(r;)|é]¢ to honest parties.

a. For each group of k - I output wires o = {a j }icic,jer of input gates and AND gates, Fo fiine-ma: Samples a random
values in the form of ¢(7;). Let Ao, = ¢(r;) for all ¢ € K, and Ao = (Aay, s Aay ). Foffline-mal Teceives from the
adversary a set of shares {u; } jecorr and a vector 8. Foy fiine-mar Samples a random degree-(n — 1) packed Shamir sharings
[Aa + 8] n—1 such that for all P; € Corr, the j-th share of [Aa + 8]n—1 is u;. Then, Fof fiine-mar distributes the shares
of [Aa + 6]n—1 to honest parties.

b. For each group of k- XOR gates with o, 3 and output wires Y- Fof fline-mal Samples random values ¢(71,:), ¢(72,:).
Fof fline-mal Teceives from the adversary a set of shares {ul s UD J}JGCDTT Based on the {ul j>Us j}jecorr and ¢(1°1 z),
d(72,i), Fof fline-mal computes [¢(r1,4)]t]s, [p(1r2,:)]i]: such that the j-th shares of [P(r1,5)|i]e, [P(1r2,:)|i]e are uj ;,ud
Fos ptime-mat 5618 P |ile = [6(r2,3)[i]er Mg, [ile = [0(r2,)[ile. Do [1)e = [6(ra,a)[i] + [6(r2,)]i.

c. For each group of k- AND gates with the input wires o, 3 and output wires v, Fof fline-mat St [Aa;|i]e = [¢(as)]|i]¢,

P lile = [0(ba)[dle, [Ma; - Agildle = [d(es)li]

2J*

Foffline-mar samples k random elements in the form of {¢(r})}F_,. Based on the {u”}Jecwr and {o(r]) 1y,
Fof fline-mal computes the degree-t sharings [¢(r})|i]; where j-share of [¢(7])|i]¢ is ws,; for all i € {1,.. k} Let
Aa; e = [d(73)|i]e and e = (Aay s -5 Aay,)s {[(75) 1] }%_, are the random sharings that prepared in Step 3. }'offlme -mal
receives from the adversary a vector § = (91, ..., 0x). Then Fof fine-mar computes Ao + 7 + & and sends these values to
Pr.

Fig. 11. Functionality for offline phase with malicious security

receives the shares of [¢(r;)|i]; of corrupted parties. S

1. Fsingle-mult-mal receives the secret position ¢ from
all parties. Let [z|i]:[yli]:

sends the shares of corrupted parties t0 Fof fiine-mal-
4. In Step 4,

a. For each group of k- output wires « of input gates
and AND gates, S emulates the ideal functionality

Functionality 6: F;,gic-muit-mal

denote the input sharings.

Fsingle-mult-mal Teceives from honest parties their shares
of [z|i]t,[yli]e- Then Feingie-muit-mar reconstructs the
secrets , Y. Fsingle-mult-mal further computes the shares
of [z|]¢, [y|i]¢ held by corrupted parties, and sends these
shares to the adversary.

Fsingle-mult-mal Teceives from the adversary a set of
shares {z;}iccorr and an additive error .
Fsingle-mult-mal COmputes x -y + 6. Based on the secret
z = $y+5 and the ¢ shares {Zi}iECorra Fsingle-mult-'mal
reconstructs the whole sharing [z|i]; and distributes the
shares of [z|i]: to honest parties.

. For each group of k -

Fig. 12.

security

Functionality for single element multiplication with malicious

Frandom to prepare the random sharings in the form
of [¢(r;)|i]+ as described above, and receives the
shares of [¢(r;)|i]; of corrupted parties. Then S uses
the zero sharing generated in Step 2 and follows the
same step as the protocol to compute [Ay],_1.

I XOR gate with the input
wires a, 3 and output wires vy, S emulates the ideal
functionality F;qndom to prepare random sharings in
the form of {[¢(rs)lili Y, {[6(ra)lili}, as
described above. Then S follows the same step as
the protocol to [Aa, |i]¢, [Ag, |t [Ay |2t

. For each group of k-1 AND gates, S use the Beaver

triples prepared above, follow the protocol to get



Protocol 7: I, fiine-mai

. Preparing Packed Beaver Triples: For each group of AND gates, all parties invoke Frqndom to prepare random sharings in the
form of [¢(7)]d]¢.
a. For each group of k-1 AND gates, let {([¢(as)|i]:, [¢(bs)]i]:)}*_; be the unused random sharings.
b. For all s € {1,..., k}, all parties invoke Fiingie-muit-mal o0 (%, [p(as)|i]:, [¢(bs)]i]¢) and receives [¢p(as) - p(bi)|i]:.
. Preparing Degree-(n — 1) Zero Sharings:
a. For each group kof AND gates, all parties invoke Frqndom to prepare random sharings in the form of [0],—1 where 0 =
0,0,...,0) € Fgm.
b. 1(70r each g)roup of k-1 input gates or output gates, all parties invoke F,.qndom to prepare random sharings in the form of
[0]n—1.
. Preparing Random Sharing for Input and Output Gates: For each group of £ - [ input gates or output gates, parties invoke
Frandom to prepare k random sharings in the form of [¢(7;)|é]¢ for all < € {1,..., k}.
. Assigning Random Sharing for Each Wires:
a. For each group of k-1 output wires o of input gates and AND gates, all parties invoke Fqndom to prepare random sharings
in the form of [¢(r;)|i]; for all i € {1,...,k}. Let e; € F* be the i-th unit vector, all parties locally transform e; to the
degree-(k — 1) packed Shamir sharing [e;]x—1 and use the [0],—1 which generated by Step 2 to compute:

Paln-1 = [eili-r  [6(ra)ldle + [0]n-1

i=1

b. For each group of k - [ XOR gate with the input wires o, 3 and output wires ~y, parties invoke Frandom tO prepare
random sharings in the form of {[p(71,:)]i]e }oot, {[@(r2,4)]i]e ooy, Let Ao, |i]e = [0(71,:)]i]e, [Ng; |i]e = [@(r2,:)i]s. For
all 4 € {1,...,k}, parties associate values [\, |?]: with the wires o, associate values [Ag, |t]; with the wires 3, compute
Ay 7]t = [Aa; )¢ + [As; 9]¢ and associate values {[\,|é]¢} with the wires ~.

c. For each group of k-1 AND gates with the input wires «, 3. Let ([¢(a;)|i]¢, [¢(bs)|i]+, [#(cs)|i]:) be the packed Beaver
triples associated with these gates generated by Step 1. Let [Aq,|é]e = [@(@i)li]e, [Ag;|i]e = [0(bs)]i]e, [Aay « Ag;li]e =
[p(ai) - ¢(b;)|i]:, associate {([Aa,|P]e, [Ag; |E]e, [Aa; - Ag;li]e)} with the wires o, 3

d. For each group of output gates with input wires «, all parties invoke F,qndom to generate the random sharings in the form
of [¢(7})]i]+ and let [\a,|i]: = [p(r})4]: for all « € KC. Then parties use the random sharings {[¢(rs)|i]:}%_, that generated
by Step 3 and random zero sharing that generated in Step 2, locally compute [Aq + 7]n—1 = Zle[[ei]]k,l * [d(rs)]e]e +
SF leilk—1 * [Ma;lilt + [0]n—1 and send the shares to Py. P; reconstructs Aq + 7.

Fig. 13. Protocol for offline phase with malicious security

e lt]es [Ag,18)es [Aq it Now we will show that S perfectly simulate the behaviors
. For each group of k - [ output gates with the input of honest parties.

wires a, S follows the protocol and computes [Aq + 1. In Step 1, S emulates F,q,40m to generate the random

r+],—1 held by corrupted parties.

— If P is honest, S receives from the adversary the
shares of [Ao,+7]n—1 of corrupted parties, which
can be different from those computed by S. Let
[Ae + 7]n—1 denote the degree-(n — 1) packed
Shamir sharing where the shares of corrupted par-
ties are those computed by S. S locally compute
the shares of

[6]n-1 = [Aa + 7ln-1 — [Aa +T]n-1

of corrupted parties and sets the shares of honest
parties to be 0. Then, S reconstructs the secrets &
and sends to F,f f1ine-mal-

— If Py is corrupted, S sets § = 0 € F%,.. Then, S
sends to F, fiine-mal the vector of additive errors
and receives Ao +7. S generates a random degree-
(n—1) packed secret sharing [A,, + 7],,—1 based
on the Ay + 7 and the shares of corrupted parties
computed by S. Finally, S sends the shares of
[Aa + 7]n—1 of honest parties to P;.

This completes the description of S.

sharings in the form of [¢(a;)]|i]:, [¢(b;)|é]: and emulates
Fsingle-muit-mai to generate [¢(a;) - ¢(b;)|t];. The inputs
of § is random elements as these in real world. There-
fore, the distribution of ([¢(as)l|i]s, [0(bs)|i]t), [P(aq) -
@(b;)]i]+ is identical in both worlds.

. In Step 2, S emulates F,qndom to generate the random

sharings in the form of [0],_;. Note a degree-(n — 1)
packed secret sharing requires n values to reconstruct the
whole sharing, and given the shares of corrupted parties,
the sharings are still random. As same described in Step
1, the sharings have the same distribution in both worlds.

. In Step 3, as described above, the sharings have the same

distribution in both worlds.

. In Step 4.a, S emulates F,qn40m to generate degree-

t random sharings and uses a random degree-(n — 1)
zero sharing, as described above, the sharings have the
same distribution in both worlds. In Step 4.b, the degree-t
Shamir sharing has the same distribution in both worlds
as described above. In Step 4.c, there is no interaction and
correlated random sharings generated in Step 1. In Step
4.d, if P; is honest, because P; collects and reconstruct



shares, adversary will not get any new information from
P;, and the shares of corrupted parties are degree-t
Shamir sharing and random zero sharing, as described
above, the distribution of shares of corrupted parties
is same in both world. If P, is corrupted, in the real
world, the degree-(n — 1) sharings which P; received
are masked by degree-(n — 1) random zero sharing, thus
the [Aq + 7]n—1 is uniformly random in real world.
And in the ideal world, the shares of [Aq + 7],—1 are
also uniformly. Thus the distribution of the shares of
[Aa + 7]5n—1 is same in both worlds.

B. Online Phase

In the online phase, we will compute degree-t Shamir
sharings for each [ input wires of AND gates. Recall that in
honest majority setting, the degree-t Shamir sharing is totally
decided by honest parties. By using these degree-t Shamir
sharings, parties can verify the correctness of the secret. Recall
that in our semi-honest online protocol, for each group of
AND gates with input wires o, 3 and output wires ~, P;
distributes [fta]r—1, [8]r—1 to all parties, and parties can
compute [pt~],—1 by using these two sharings.

Input Phase. Note in F, fiine-mai, for each group of input
gates with the input wires « that belong to some Client,
parties hold [Aa]n—1, {[r:|i]:}5_,. We use {v&?}ieic,jeﬁ to
denote the input values of Client, let v,, = gb(vg%?l, ces vg),)
and vo = (Vay, .-, Vo, ). First, All parties send their shares
of [AaJn—1, {[r:li]:}¥_, to Client. Client reconstruct r =
(r1,...,7), computes and distributes [vq + 7]: to all parties.
Because [vy + 7] is a degree-t packed secret sharing, honest
parties can totally decide the secret, parties can locally com-
pute [vy,|i]s = [va + r]e — [r:li)e for ¢ € {1,...,k}. Client
also computes and sends ptoq = Vo — Ag to Py

The description of II;,p,-mae; appears in Protocol 8, the

communication complexity of IL;,pyt-mar is (n- (k+1)+n+
k) -m/(k - 1) = 3n + 27 bits per input gate.
Computation Phase. For computing AND gates, We follow the
approach of semi-honest protocol of II,,,,;; in general, but the
difference is parties will locally compute [v,, |7+, [vg,]i]+, and
[Aa]n—k>[Aa]n—k- The correctness of the protocol follows the
same argument as the semi-honest version. The description
of Il,uit-mai appears in Protocol 9. The communication
complexity of I1,,yit-mar is 12-m/1 = 36 bits per AND gate.
Output Phase and Validity Check. The main goal of output
phase is send the output of the circuit to Client and verify the
correctness of the computation. Recall that all parties have
received {[r;|i];}¥_, in offline phase. And P; has received
Ao + 7 in offline phase, P; also holds pto = v — Ag-

Now we will show how to achieve these goals:

Py locally compute v +7 = pro + (Ao +7) and distributes
the degree-(k—1) packed sharing [vs +7];—1 to all parties. In
this way, all parties can locally compute the degree-t Shamir
sharings for input wires of output gates. But before this,
parties need to verify the correctness of the computation. The
verification contains two parts:

. For all 7

Protocol 8: II;,put-mai

. For each group of input gates that belong to Client,

let &« = {ou,jtiex,jec denote the batch of output
wires of these input gates. All parties receive {[r:|i]s }5—,
and [Aa]n-1 from Foffiine and Client holds va =
(Vays -y Va, ) Where va, = qb(vc(i.,))l,...,vg?l) for each

. 2 . . .
ie{1,...,k} and vfxi?j is the input value of wire a ;.

. All parties send to Client their shares of {[r;|4]:}5_, and

[Aa]n-1-

. For all ¢ € {1,...,k}, Client checks whether the shares

of {[r|i]:}¥_; lie on a same degree-t polynomial. If not,
Client aborts.

Client reconstruct the secrets r = (r1,...,7%) and Aa,
then samples a random degree-t packed Shamir sharing
[va + 7]: and computes po = Vo — Aa.

Client distributes the shares of [va + r]; to all parties
and sends pto to Pi.

€ {1,...,k}, all parties locally compute
[vas li]e = [va + 7] — [rali]e.

Fig. 14. Protocol for input phase with malicious security

Protocol 9: I1,,41t-mal

. For each group of AND gates with input wires o, 3 and

output wires -y, all parties receive from Fo frine-mal

- {(P‘QL |i]f7 [Aﬁimt’ P‘,@L : Aai mf)}le
— A random degree-(n — 1) packed Shamir sharing
[P"Yﬂn—l
Note P learns pt«, pt3 during the online phase. Py locally
computes [fta]k—1, [£8]k—1 distributes the shares of and
[talr—1, [1a]k—1 to all parties.

. All parties locally compute

k

alnr = lelk—1* [Na,lile

1=1
k

ol =D leik—1* [Asli

[Aa * Agln—k = Z[[ei]]k—l * [Aa; - Ag, e
[e~] = [palk-1* [Balk-1 + [Balk-1 * [Agln—rk
+rpli-1 * [Aaln—k + [Aa + Asln-k = [Ay]n-1

. Py collects the whole sharing [tt~]»—1 from all parties

and reconstructs pt, and computes (), rearranges the
bits according to the next layer of circuits to get /L.yz),
then sets p~ = ¢)(u,(,2)).

For all ¢ € {1,..,k}, all parties locally compute
[va, |i]e = [malk-1+ [Aa; il and [vg,|i]: = [palk-1+
[)‘ﬁi ‘l]t

Fig. 15.
security

Protocol for evaluating AND gate by multiplication with malicious




Functionality 7: F.oin

Feoin samples a random field element 7.

. Feoin sends 7 to the adversary.

— If the adversary replies continue, Fcoin sends r to
honest parties.

— If the adversary replies abort, Fc:n sends abort to
honest parties.

DN —

Fig. 16. Functionality for generating random elements to all parties

Protocol 10: Il onsistency

1. Let {[w:]x—1}, denote all degree-(k—1) packed secret
sharings distributed by Pi.

2. All parties invoke Fcoin to generate a random element
rel.

3. All parties locally compute

[[w]]k—l = Z’f’iil . [[wi]]k_l.

4. Each party P; sends its share of [w]r—1 to all other
parties. Then each party P; checks whether the shares
of Jw]k—1 lie on a degree-(k — 1) polynomial. If true, P;
acceptes the check. Otherwise, P; aborts.

Fig. 17. Protocol for check the consistency

— Parties need to verify the degree-(k — 1) packed Shamir
sharings distributed by P, are valid. Parties need to
check each degree-(k — 1) packed Shamir sharing which
distributed by P; lie on a degree-(k — 1) polynomial.

— Then parties need to check that for each group of input
wires of AND gate or output gate, the secret of the
corresponding degree-t Shamir sharing is the correct wire
value.

Then we will discuss how to check the shares lie on a degree-
(k — 1) polynomial. We follow the approach of [12], use the
ideal functionality F..;, to samples random field element to
all parties, the instantiation of F,,;, can be found in [26].
We also use the Ilconsistency from [12] to check the degree-
(k—1) packed sharings lie on a degree-(k—1) polynomial. We
refer the readers to [12], [26] for more details. The description
of Feoin appears in Functionality 7, and the description of
eonsistency appears in Protocol 10.

Let K be an extension field of IF such that |K| > 2" where x
is the security. All parties use F..;,, to generate a random field
element r € K. Let {[w;]x—1}},; denote all degree-(k — 1)
packed Shamir sharings distributed by P;. All parties locally

. N -1
compute: [w]p—1 => ;7" [w]r—1.

Then each party collects the whole sharing [w];—; and
checks whether the shares form a valid degree-(k — 1) packed
Shamir sharing. The description of Ilconsistency appears in
Protocol 10. The communication complexity of Ilconsistency
is O(n?) elements in K, which is independent of the number
of sharings.

Functionality 8: F.,qiuate

1. Fevaluate receives the input from all clients. Let C' denote
the circuit.

2. Fevaluate receives the set of corrupted parties, denoted
by Corr. For each group of input gates with output wire
«, let v, denote the input values associated with . For
all i € {1,...,k}, Fevaiuate receives from the adversary
a set of shares {u; ;}jecorr. Then Fevaluate computes
a degree-t Shamir sharing [va,|é]: such that for all P; €
Corr, the j-th share of [va, |i]: is us,;. Finally, Fevatuate
distributes the shares of [vq, |i]: to honest parties.

3. Fevaluate €valuates the circuit C layer by layer. For each
group of addition gates with input wires c, 3 and output
wires v, Fevaluate COMpPUteS vy = Vo + vg. For each
group of AND gates with input wires «, (3:

a. Fevaluate Teceives two vectors of additive errors
6(va), 6(vg) from the adversary. Then Feyaiuate
sets Vo = Vo + (Vo) and vg = vg + §(vg).

b. For all ¢ € {1,...,k}, Fevatuate receives from
the adversary a set of shares {(uj ;,u3 ;)}jecorr.
Then Fevaiuate computes degree-t Shamir sharings
[Va, |?]¢ and [vg,|i]¢ such that for all P; € Corr,
the j-th share of [vq,|i]¢ is u} ; and the j-th share
of [vg, |i]; is uéyj. Finally, Feyaluate distributes the
shares of [va, |i]¢, [vg,|i]+ to honest parties.

C. Fevaluate cOMputes vy = ¢(1(va * vg)).

4. For each group of output gates with input wires o

a. Fevaluate receives a vector of additive errors 6(vq)
from the adversary. Then, Feyaluate S€tS Va = Vo +
4(va)

b. Foralli € {1,...,k}, Fevaluate receives from the ad-
versary a set of shares {u; ; }jecorr. Then Fevaluate
computes a degree-t Shamir sharing [vq, |]¢ such that
for all P; € Corr, the j-th share of [vq, [i]: is u ;.
Finally, Fevatuate distributes the shares of [vq, |¢]+ to
honest parties.

5. On receiving abort, Feyaiuate sends abort to all parties.

Fig. 18. Functionality for evaluating Boolean circuits

Lemma IX.2. If there exists i € {1,..., N} such that [w;],—1
is not a vaild degree-(k — 1) packed Shamir sharing, then
all honest parties abort in 1 opsistency With overwhelming
probability. (Jw;]x—_1 is vaild means the shares of [w;]k—1 of
honest parties lie on a degree-(k — 1) polynomial) [12].

After check the validity of degree-(k — 1) packed secret
sharing that distributed by P, all parties can locally compute
[Va; ]t = [V + T]k—1 — [ri]é]e for all i € {1,...,k}.

We describe the functionality Fe,qiuate in Functionality
8 from [12] for the evaluation of the circuit in the online
phase. The protocol Il.,qiuate 18 the instantiation of Feyqiuates
appears in Protocol 11.

Lemma IX.3. Protocol Ileyqiuate Securely computes
Fevaluate i the Fof fline-mal-hybrid model against a fully
malicious adversary who controls t parties and up to c
clients. [12]

We will follow the approach of [12], [24] to verify the



Protocol 11: Il.yquate

. Offline Phase: All parties invoke Fo fiine-mal tO receive
correlated randomness that will be used in the online
phase.

. Input Phase: In the input layer, for each group of k -

! input gates belong to some Client, let a denote the

output wires of these input gates. All parties and Client

invoke Il;y,put-mai. At the end of the protocol, all parties
hold {[va, |i]:}5_1. And Py learns pto, = Vo — Ao Where

Va = (Vay,--sVay ) and va, = ¢(U¢<12i),1»~~»71c(x2,;),1) fori €

{1,...,k}, {v((l%)] }iek,jec is the input values of Client.

. Computation Phase: Note that P; holds ptq.

a. For each group of XOR gates with input wires o,
B and output wires =y, P; locally compute p =
Ha + pp

b. For each group of AND gates with input wires
o, (B and output wires ~, all parties invoke
Iuit-mai. At the end of the protocol, all parties
hold {[va, |i]t, [s, |i]: } o=y, and P; learns p.

. Output Phase and Validity Check: For each group of k£

output gates with input wires «, recall that all parties have

received {[r:|i)¢}r=y from Fof frine-mat. Pi has received

Aa + 7 from Fof frine-mar and P; has been learned pte .

a. Pp computes Vo + 7 = fa + (Aa + 7), distributes
the degree-(k — 1) packed Shamir sharing [ve + 7]
to all parties.

b. For all ¢ € {1,...,k}, parties locally compute
[va,|i]: = [ve + 7]i — [rild]s.

c. Let {[u]g—1}" denote all degree-(k — 1) packed
Shamir sharings distributed by P, all parties invoke
Feonsistency to check the validity of these sharings.

Fig. 19. Protocol for evaluating Boolean circuits

Functionality 9: F,,qin-mai

. Fmain-mal teceives the input from all clients. Let x
denote the input and C' denote the circuit.
. Fmain-mar computes C(z). Fain-mar first distributes
the output of corrupted clients to the adversary.
— If the adversary replies continue, Fain-mai dis-
tributes the output to all clients.
— If the adversary replies abort, Fi.ain-mar sends
abort to all clients.

1.

2.

Functionality 10: Fcrify

Let C denote the Circuit.

a. For each group of input gates with output wires
o, Fuerify receives from honest parties their shares
of {[va;lie}f_y. For all i € {1,...k}, Foerify
recovers the whole sharing [va, |¢]+ and reconstructs
the secret vo,;. Then Fyeripy sends the shares of
[va, |7]¢ Of corrupted parties to the adversary.

b. For each group of AND gates with input wires o, 3,
Fuerify receives from honest parties their shares of
{[va,|ilt, [vs; |i]e ooy Forall i € {1, ...k}, Foerify
recovers the whole sharings [va,|i]:, [vg,|i]: and
reconstructs the secrets vq,;, Ug,. Then Fyeripy sends
the shares of [vq, |, [V, |t]: of corrupted parties to
the adversary.

c. For each group of output gates with input wires
o, Fyerify receives from honest parties their shares
of {[va;li]e}_y. For all i € {1,...k}, Foerify
recovers the whole sharings [vq,|]¢ and reconstructs
the secrets vU4,. Then Fierify sends the shares of
[va, |7]¢ of corrupted parties to the adversary.

Fuerify evaluates the circuit C' by using the secrets of the
degree-t Shamir sharings associated with input gates.

a. For each group of XOR gates with input wires «, 3
and output wires 7y, Fyerify COMpUtes v = Vo +
vg.

b. For each group of AND gates with input wires a,
B and output wires v, Fyerify computes 6(va) =
Va — Vo and §(vg) = vg — vg. Then, Fyerify
sends §(va ), (vg) to the adversary. Finally, Fyers fy
computes vy = Vg * Vg.

c. For each group of output gates with input wires c,
Foerify computes §(Va) = Vo — V. Then, Fyerify
sends 0(veq) to the adversary.

Fuerify checks whether there exists an input wire o of
AND gates and output gates such that §(va) # 0. If true,
Fuerify sends abort to all parties. Otherwise, Fyerify
sends accept to all parties.

On receiving abort, Fyerizy sends abort to all parties.

Fig. 21. Functionality for verify the result

Fig. 20.

correctness

Functionality for main protocol with malicious security

of the secret, the functionality Fye,if, to check

the correctness of the computation, the instantiation of Fye; fy
can be found in [12]. The description of F.;f, appears in
Functionality 10.

C. Main Protocol with Malicious Security

Now we

will introduce our main protocol I1,,4in-mae; With

malicious seurity in Protocol 12. The ideal functionality

fmain-mal

appears in Functionality 9.

Protocol 12: I1,,4in-mal

. All parties and clients invoke Feyaiuate tO compute a

degree-t Shamir sharing for each group of output wires
of input gates, and for each group of input wires of AND
gates and output gates.

. All parties invoke Ferify to check the correctness of the

computation.

For each group of output gates that belongs to some
Client, all parties hold a set of degree-t Shamir sharing
{[va; |i])¢ Y5, that is associated with these gates.

a. All parties send their shares of [vq,]é]: to Client.

b. Client checks whether the shares of [vq; |i]; lie on a
degree-t polynomial. If true, Client reconstructs the
secret vq, and computes 1 (vq, - $(1)) and take it as
the output of this gate. Otherwise, Client aborts.

Fig. 22. Our main malicious security protocol




