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Abstract. Z" is one of the simplest types of lattices, but the compu-
tational problems on its rotations, such as ZSVP and ZLIP, have been
of great interest in cryptography. Recent advances have been made in
building cryptographic primitives based on these problems, as well as
in developing new algorithms for solving them. However, the theoretical
complexity of ZSVP and ZLIP are still not well understood.

In this work, we study the problems on rotations of Z" by exploiting
the symmetry property. We introduce a randomization framework that
can be roughly viewed as ‘applying random automorphisms’ to the out-
put of an oracle, without accessing the automorphism group. Using this
framework, we obtain new reduction results for rotations of Z™. First, we
present a reduction from ZLIP to ZSCVP. Here ZSCVP is the problem of
finding the shortest characteristic vectors, which is a special case of CVP
where the target vector is a deep hole of the lattice. Moreover, we prove a
reduction from ZSVP to v-ZSVP for any constant v = O(1) in the same
dimension, which implies that ZSVP is as hard as its approximate ver-
sion for any constant approximation factor. Second, we investigate the
problem of finding a nontrivial automorphism for a given lattice, which
is called LAP. Specifically, we use the randomization framework to show
that ZLAP is as hard as ZLIP. We note that our result can be viewed as
a Z"-analogue of Lenstra and Silverberg’s result in [JoC2017], but with
a different assumption: they assume the G-lattice structure, while we
assume the access to an oracle that outputs a nontrivial automorphism.

Keywords: Lattice automorphism - Randomized reduction - ZLIP -
Gradient descent - Characteristic vectors of the unimodular lattice
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1 Introduction

Lattices are fundamental mathematical concept that represent discrete additive
subgroups of R™. A lattice is usually defined by a set of n linearly independent
basis vectors by, bs,... b, € R™, such that any point in the lattice can be
expressed as an integer linear combination of the basis vectors. Lattices offer
a rich geometric structure that can be used to define various computationally
hard problems. Two of the famous problems are the Shortest Vector Problem
(SVP), which involves finding the shortest non-zero vector in a given lattice,
and the Closest Vector Problem (CVP), which involves finding the lattice point
closest to a given target point. Both of these problems are known to be NP-hard,
and their theoretical complexity and solving algorithms have been extensively
studied [8,10,1,5]. In recent decades, lattices have played a crucial role in cryp-
tography, with numerous cryptographic schemes being constructed based on the
lattice-related computationally hard problems [45].

In addition to SVP and CVP, there are also other important lattice-related
problems that have gained considerable attention. One such problem is the Lat-
tice Isomorphism Problem (LIP). Two lattices £4 and Lo are said to be isomor-
phic if there exists an orthogonal transformation that maps £; to L. The LIP
is to find such an orthogonal transformation given the lattice bases of £; and
Lo. Research on the LIP dates back to the 1990s, with the development of al-
gorithms for solving low-dimensional LIP [46]. Then a subsequent work studies
the asymptotic complexity of LIP and proves that LIP is at least as hard as
the Graph Isomorphism Problem (GIP) [50]. In [28], Haviv and Regev propose
an n®(-time algorithm for the general LIP, which remains the fastest known
algorithm for solving LIP. There are also works that study LIP from different
perspectives. Sikiri¢ et al. [21] demonstrate that with access to an SVP oracle,
an LIP instance can be converted to a GIP instance. Although GIP has a quasi-
polynomial time algorithm as shown in [7], the worst-case number of shortest
vectors may be exponential, which can lead to a potentially exponential-sized
graph in [21]. Recently, Ducas and Gibbons have adapted the notion of the
hull of a code and showed that it could be used to launch geometric attacks on
certain special lattices [17]. Another line of research focuses on constructing cryp-
tographic schemes based on the LIP. The proposed schemes include public-key
encryption, signature, key encapsulation mechanism, and identification [9,18,19].
Notably, the security of some of these schemes relies on a special case of the LIP,
i.e., the ZLIP.

The ZLIP involves finding an orthogonal transformation that maps Z" to L,
provided that £ is isomorphic to Z™. Initially, the ZLIP is studied for crypt-
analysis purposes of GGH [26] and NTRUSign [30]. In [25], Gentry and Szydlo
extract the secret key of NTRUSign by solving an special form of the ZLIP,
i.e., solving a structured U from its Gram matrix G = UTU up to a signed
permutation. Then Nguyen and Regev propose an alternative method for GGH
by tackling a learning a parallelepiped problem using gradient descent [43]. Ad-
ditionally, an in-depth analysis of the algorithm proposed by Gentry and Szydlo
is provided in [32,33]. For the theoretic complexity of ZLIP, Szydlo [53] provides
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a reduction from search ZLIP to decision LIP, and results from [31] suggest that
ZLIP is in co-NP. On the other hand, solving algorithms and experiments for
ZLIP are proposed in [23,11]. Recent progress has also been made in [20], where
Ducas provides a reduction from n-dimensional ZLIP to 5-dimensional SVP.
Plugging in the fastest known algorithm for SVP from [2], it results in a 2"/2-
time algorithm for ZLIP. In addition, Bennett et al. [9] provide a reduction from
ZSVP to O(1)-uSVP, which leads a 2"/2 time algorithm for ZSVP. Due to the
well-known reduction from ZLIP to ZSVP, the results of [9] imply a reduction
from ZLIP to O(1)-uSVP and a 2"/2-time algorithm for ZLIP.

1.1 Our Results and Techniques

The basis observation of this work is that Z™ (and its rotations) possesses a
remarkable degree of symmetry. For a lattice £ isomorphic to Z", the auto-
morphism group Aut(£) is isomorphic to the signed permutation group S (see
Section 2), which is known to be the largest possible for any lattice in R” when
n > 10.! Leveraging this powerful property of symmetry, we delve into the ZLIP
and focus on two key questions, i.e.,

Q1: Can the symmetry be used to assist in the solving or the reduction of the
computational problems associated with Z™?

Q2: Is it feasible to efficiently obtain a nontrivial automorphism for a lattice
isomorphic to Z™?

Centered on these two questions, we present the following results.

A Randomization Framework. To address the first question, we provide a
randomization framework, which can be roughly viewed as ‘applying random au-
tomorphisms’ in Aut(L£) to the output of an oracle, without knowing the specific
elements in Aut(£). The framework utilizes the fact the Aut(£) is a subgroup
of the orthogonal group O, (R), and the latter can be efficiently sampled uni-
formly at random.? The following toy example illustrates how the randomization
framework operates.

! In fact, the signed permutation group SF is the largest possible automorphism group
among all lattices in R™, with the exception of dimensions n = 2,4,6,7,8,9,10 [44].

2 Strictly speaking, we can efficiently generate matrices in O, (R) distributed with
Haar measure. We refer to Section 3 for a detailed discussion.
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Denote the square on the left-hand side as [y, and define G = R/(27Z).
Consider the action of G on Oy as rotations, i.e., p(0o) = O,,Vp € G, where
0, is the rotation of Ly around the origin O by p. In terms of rotations, the
automorphism group of [y can be expressed as Aut(Cy) = 5Z4, which is a
subgroup of G = R/(27Z). We assume there is an oracle O that takes as input
any [, and outputs an arbitrary vertex of [,. The oracle does not know the
specific rotation p and the correspondence of the vertices between Uy and [,,.
Next, we show how the randomization framework can obtain random vertices
of Oy without accessing Aut([g). Specifically, the randomization framework 1)
generates a p € G uniformly at random; 2) invokes the oracle O with input
p(0o) = O, and obtains an arbitrary vertex of [J,,; 3) applies p~! to the obtained
vertex and outputs a vertex of [Jy. Using the randomness of p, it can be proved
that the obtained vertex is uniformly distributed with respect to the action of
Aut(0p) (see Appendix A).

The randomization framework for lattices generalizes the above example.
Specifically, given a lattice £ and an oracle defined for any rotations of L, the
framework randomizes the oracle’s output such that the resulting samples follow
a distribution that is invariant under the action of Aut(L£). Another challenge
should be addressed by the randomization framework is how to ‘conceal’ the
information of the random orthogonal matrix from the oracle’s input. This is
achieved by using the method introduced in [28,9,19], which samples a basis via
a discrete Gaussian distribution.

New Reduction Results for ZLIP. The randomization framework enables
us to derive new reduction results for ZLIP or ZSVP.

Theorem 1.1 There is an efficient randomized reduction from ZLIP to ZSCVP.

In Theorem 1.1, we introduce a new problem, ZSCVP, which requires finding
the shortest characteristic vector of a given lattice £ = Z™. We note that the set
of characteristic vectors forms a coset w + 2L, and a characteristic vector can
be efficiently computed for a given basis (see Lemma 2.6). Thus ZSCVP can be
viewed as a CVP in the lattice 2£. Previous studies on ZLIP mainly focused
on reductions to SVP or its variants [9,18,20]. To the best of our knowledge,
Theorem 1.1 is the first direct reduction from ZLIP to CVP. Moreover, ZSCVP
is a very special case of CVP, where the target vector is a deep hole in the
lattice 2L. We believe this is a non-trivial observation that could facilitate further
research on ZLIP, as finding or verifying a deep hole for a lattice is generally
hard [27].

The proof of Theorem 1.1 relies on the fact that Aut(L) acts transitively
on the set of shortest characteristic vectors. This allows us to sample uniformly
from this set using the randomization framework. Then we can show that with
polynomial many samples, we can efficiently find the shortest vectors of £ by
using the gradient descent method adopted in [43].
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Theorem 1.2 For any constant v = O(1), there is an efficient randomized
reduction from ZSVP to v-ZSVP in the same dimension.

Theorem 1.2 shows that ZSVP is as hard as its approximate version for any
constant approximation factor. Plugging the best known algorithm for O(1)-SVP
in [39,6] gives a 2°-892"_time algorithm for ZSVP. However, 7-ZSVP is a special
case of v-SVP, so a more efficient algorithm for ZSVP might exist if we can
exploit its special structure, which can be an open problem for future research.

The proof of Theorem 1.2 relies on an analysis of the orbits of the vectors in
LN~yBY under the action of Aut(L). We show that we can sample uniformly from
one orbit using the randomization framework. The shortest vectors can then be
obtained by doing pairwise subtraction on a polynomial number of vectors in
the same orbit.

The Lattice Automorphism Problem. To answer the second question, we
introduce a new problem, ZLAP, which requires finding a nontrivial automor-
phism in Aut(£). Our main result is the following reduction.

Theorem 1.3 There is an efficient randomized reduction from ZLIP to ZLAP.

According to Theorem 1.3, it has ZLIP < ZLAP. On the other hand, a simple
deduction gives ZLAP < ZLIP by using Lemma 2.8. Therefore, we can conclude
that ZLAP = ZLIP with respect to the randomized reduction.

The key idea to prove Theorem 1.3 is still to use the randomization framework
to sample automorphisms for a lattice £ = Z", such that they are uniformly dis-
tributed with respect to the conjugate action of Aut(L). However, the number
of conjugacy classes of Aut(L) is exponential in n, which makes direct appli-
cation of the randomization framework inefficient. To overcome this, we devise
a preprocessing method and a two-level randomization technique, which effec-
tively transform the automorphisms into some specific conjugacy classes, while
maintaining the uniformity. Then our problem turns to how to use these ran-
dom automorphisms to recover the shortest vectors of £. To solve this problem,
we consider the distribution of (x, ¢x) for a random automorphism ¢ uniformly
distributed over a conjugacy class and a fixed x € R™. This distribution captures
the geometric information of the automorphisms, and we show that the shortest
vectors of £ can be recovered from this distribution using the gradient descent
method.

Additionally, we can use the hardness of ZLAP to link ZLIP with the hidden
subgroup problem (HSP) on GL,(Z). To see this, let £ be a lattice with a
basis B. Then Aut(L£) is isomorphic to the stabilizer group Stab(G), where
G = B'B. Hence, LAP of £ is equivalent to finding a nontrivial element in
Stab(G) (see Lemma 2.9). Since Stab(G) is a subgroup of GL,(Z), we can
formulate a corresponding HSP on GL,(Z). By Theorem 1.3, we eventually
obtain the following result. The only previous relation between lattice problems
and HSP that we are aware of is due to Regev [47], who shows that HSP on the
dihedral group is harder than y/n-uSVP.
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Corollary 1.1 There exists an efficient randomized reduction from ZLIP to a
variant of HSP on GL,(Z).

1.2 Related Works

Reduction from ZSVP to Approximate SVP. In [9], Bennet et al. present
a reduction from ZSVP to y-uSVP for any constant v = O(1) using lattice
sparsification techniques [34,51]. They also propose a simple projection-based
reduction from ZSVP to v/2-SVP, and suggest that this result may be extended
to a more general case. Our result in Theorem 1.2 provides a different perspective
on the reduction from ZSVP to approximate SVP, and includes the /2-SVP
result in [9] as a special case.

Graph Automorphism Problem (GAP). The GAP, which requires to find
a generating set of the automorphism group of a given graph,? is a well-studied
problem that has a close connection to the GIP. It is known that GAP and GIP
are computationally equivalent [40]. Our result shows that ZLIP and ZLAP
are also equivalent in the sense of randomized reduction. For general lattices,
we further prove that LAP < LIP (Corollary 4.2), while the reverse direction
remains open.

LIP for G-Lattices. In [33], Lenstra and Silverberg investigate the isomor-
phism problem between a G-lattice and Z(G) = Z|G]/(u+1), where G is a finite
abelian group containing an element u of order 2. A G-lattice is defined as a
lattice £ equipped with a homomorphism f : G — Aut(L) such that f(u) = —1.
The authors propose a deterministic polynomial time algorithm for solving the
isomorphism problem between a G-lattice and Z(G). Our results on LAP can
be viewed as a Z"-analogue of Lenstra and Silverberg’s result, but there are two
key differences. Firstly, Lenstra and Silverberg’s algorithm assumes the G-lattice
structure, whereas in our reduction we assume access to an oracle that returns an
arbitrary nontrivial automorphism. Secondly, they focus on deterministic algo-
rithms, where we employ a randomization framework that produces randomized
reductions.

1.3 Outline

The rest of the paper is organized as follows. Section 2 provides basic definitions
and preliminaries. In Section 3, we present the randomization framework and
use it to prove Theorem 1.1 and Theorem 1.2, along with some corollaries. In
Section 4, we show the proof of Theorem 1.3 and some corollaries. Section 5
concludes the paper.

3 This differs slightly from our definition of LAP, which only asks to find a nontrivial
automorphism. We remark that for ZLAP, finding a nontrivial automorphism and
finding a generating set of the automorphism group are equivalent by Theorem 1.3.
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2 Preliminary

2.1 Notations

— Matrices and column vectors are denoted by bold letters, such as A and a.
For a matrix A = (ay,...,a,) we denote its Gram-Schmidt orthogonalisa-
tion by A = (ay,...,&,). The Euclidean norm of a € R™ is denoted by |a]|.
The transpose of A is denoted by AT, and (A~!)T is abbreviated as A~ .

— Let [n] = {1,2,...,n} for a positive integer n. The size of a finite set A is
denoted by |A|. For a,b € Z, a | b means that b is divisible by a.

— Let GL,(R) and GL,(Z) be the general linear group of rank n over R and
Z respectively. We use O,,(R) to represent the group of orthogonal matrices
O € GL,(R) such that OTO = I,,, where I, is the identity matrix.

— For a matrix B € GL,(R), we denote £(B) as the lattice generated by B.
We denote the standard basis of Z" as {e; };c[n). We use L1 = L, to represent
that two lattices £1 and Lo are isomorphic.

— We denote the group of permutation matrices of size n x n as S,,, and denote
the group of signed permutation matrices of size n x n as S;¥, where a signed
permutation matrix is a type of generalized permutation matrix, where the
nonzero entries are +1. We use P, to represent the permutation matrix
(Lf{l é) For two groups G and H, we use H < G to represent H is a
subgroup of G.

2.2 Lattice and Related

A lattice £ of rank n and dimension m is a set of points in R™ that can
be expressed as integer combinations of n linearly independent basis vectors
bi,...,b,. Denote B = (by,...,b,) as the basis of the lattice £, and then
L = {Bz: z € Z"}. In the rest of this paper, we will consider only full-rank
lattices, where m = n and B € GL,(R). The dual lattice of £ is defined as
L£* = {fueR": (u,v) €Zforall ve L}, and the dual basis of a lattice basis B
is defined as B* = B~ T. Let \;(£) denote the i-th successive minimum of the
lattice £, and let bl(L) denote the minimum value of max;cy ||bi|| taken over
all bases of L. It is known that A, (L) < bl(L) < @/\n(ﬁ) [13].

For the lattice Z™, a bound on the number of integer points contained in a
ball of radius r centered at the origin is established in [48].

Lemma 2.1 ([48]) Suppose r satisfies 1 < r < +/n and r? € Z, then it has
2 2
(2n/7“2)r <|Z"nrBy| < (263n/r2)r ) (1)

where BY is the closed Fuclidean unit ball. Then forr = O(1), it has |Z™ NrBY| <
nO.
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Lattice Problems. In addition to SVP and CVP, the following approximate
lattice problem is also involved in our reduction.

Definition 2.1 (7-SVP) Given a basis B of a lattice L as input, the v-SVP is
to find a nonzero short vector in L of length at most y\1(L). If L= Z"™, we call
this problem v-ZSVP.

~v-SVP has been extensively studied in the literature, see, e.g., [39,54,6,3,4].
The lemma below states the best-known result for v-SVP with v = O(1).

Lemma 2.2 ([39]) For every constant € > 0, there exists a constant y = y(e) >
1 depending only on € such that there is a randomized algorithm that solves y-SVP
on lattices of dimension n in 20080249 poly(n) time.

Gaussian Measure over Lattices. Let py(y) = exp (—7||y||?/s?) ,y € R™, to
be the Gaussian function centered at origin with parameter s, then the discrete
Gaussian distribution with parameter s on a lattice £ of rank n defined by

Drs(y) = ps(y)/ps(L),y € L. (2)

For a set A C L, we denote ps(A) = > 4 ps(x). The following results will be
used in our reduction.

Lemma 2.3 ([28]) Let L be a lattice of dimension n with det(L) > 1. Then for
any s > bl(L), the probability that a set of (n* + n(n + 20loglog(s\/n)) log(sy/n))
vectors chosen independently according to Dy s does not generate L is G0N

In [24], Gentry et al. present an efficient approach that produces a sample
distribution that is statistically close to the D, ; for sufficiently large parame-
ter s. Furthermore, Brakerski et al. provide an algorithm that samples exactly
according to D s [12].

Lemma 2.4 ([12]) Suppose L is a lattice of dimension n with a basis B. Then
there exists an efficient algorithm SampleD which inputs B and outputs a vector

from D s for any s > y/In(2n +4)/7 - max; b;|.

Lemma 2.5 (Chernoff-Hoeffding Bound [29]) Let X;,..., Xy € [0,1] be
independent and identically distributed random variables. Then for s > 0 it has

Pr{M~E[Xi]—ZXi

> SM} < 9e—Ms*/10 (3)

2.3 Characteristic Vector of Unimodular Lattices

A lattice L is said to be unimodular if £ = £*. Equivalently, the Gram matrix
of B is unimodular, i.e., BTB € GL,(Z), where B € GL,(R) is a basis of L.
Clearly, any rotation of Z™ is unimodular. However, a lattice being unimodular
does not necessarily imply that it is isomorphic to Z™, e.g., the unimodular
lattice Eg is not isomorphic to Z8.
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Definition 2.2 (Characteristic Vector) Suppose L is a unimodular lattice.
A vector w € L is called a characteristic vector of L if it has (w,v) = (v, V)
mod 2 for allv € L.

We denote the set of characteristic vectors as x(£). For any unimodular
lattice L, the following properties hold for the characteristic vector, and their
proofs can be found in [41] and Appendix B.

Lemma 2.6 Assume B = (by,...,by,) is a basis of a unimodular lattice L and
BT =(dy,...,d,), then it has:

1) w=" ||d:||*b; is a characteristic vector of L.

2) x(£) =w + 2L for any characteristic vector w € x(L).

3) w € L is a characteristic vector if and only if (w,b;) = (b;,b;) mod 2 for
i€ n.

Lemma 2.6 indicates that for a given basis B, we can efficiently compute a
characteristic vector of £, as well as efficiently verify whether a given vector is a
characteristic vector. For a lattice £ that is isomorphic to Z", the characteristic
vector has the following more particular properties.

Lemma 2.7 Suppose L = Z". Assume B = OU is a basis of L, where O €
O, (R) and U € GL,(Z™). Then it has:

1) x(£) ={O0z:z € Z™ such that z; =1 mod 2,Vi € [n]}.
2) The shortest characteristic vectors are exactly {Oz : z; = £1,Vi € [n]}.

The problem of finding the shortest characteristic vector plays a crucial role
in our reduction. We note that this problem is equivalent to the CVP in the
lattice 2L, with the target point being any characteristic vector w € x(L).

Definition 2.3 (Shortest Characteristic Vector Problem (SCVP)) Given
a basis B € GL,(R) of a unimodular lattice L as input, SCVP is to find a short-

est characteristic vector w € x(L). In particular, if L= 7", we call this problem
Z.SCVP.

2.4 Lattice Isomorphism and Automorphism

Two n-dimensional lattices £1 and Lo are said to be isomorphic if there exists
an orthogonal matrix O € O, (R) such that Lo = {Ov : v € £;}. The auto-
morphism group Aut(£) of an n-dimensional lattice £ consists of all orthogonal
matrices that preserve L, i.e.,

Aut(£) ={0 € O,(R): Ov € L for all v € L}. (4)

It is clear that Aut(L) contains the automorphisms +I,,, which are called trivial
automorphisms of L.
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Lemma 2.8 For any two isomorphic lattices L1 and Lo, it has:

1) Aut(L1) = Aut(Ly). For any O € On(R) such that L3 = OLy, the map
¢ defined by ¢(0O1) = 00,071, V0, € Aut(Ly), is an isomorphism from
Aut(Ly) to Aut(Ls).

2) There is a one-to-one correspondence between Aut(L1) and the set all iso-
morphisms between L1 and Ls. For any O € O,(R) such that Lo = OLq,
the map ¥ defined by ¥(01) = O01,V0; € Aut(Ly), is a bijection between
Aut(Ly) and the isomorphisms from Ly to L.

For a lattice £ with a basis B, Aut(L) is closely related to the stabilizer of
G = B'B. Particularly, for a positive definite n x n matrix G, the stabilizer of
G is a finite group defined by Stab(G) = {U € GL,(Z) : UTGU = G}.

Lemma 2.9 Let L be a lattice with a basis B. Then it has Stab(BTB) 2 Aut(L),
and the map ¢ defined by $(U) = BUB™!, VU € Stab(B'B), is an isomorphism
from Stab(B"B) to Aut(L).

Proof. For any U € Stab(B"B), it has (¢(U)) " (¢(U)) =B~ "UT(B'B)UB~! =
I, and ¢(U)B = BU. Thus it has ¢(U) € Aut(£). On the other hand, for
any O € Aut(L), there exists a U’ € GL,(Z) such that OB = BU’. Thus
B~'OB € GL,(Z) and it can be easily verified that ¢~!(O) € Stab(B"B). Be-
sides, it is clear that ¢ defines a homomorphism, which completes the proof. O

A natural problem related to lattice automorphism is how to find a nontrivial
automorphism for a given lattice £, which is defined as follows.

Definition 2.4 (Lattice Automorphism Problem (LAP)) Given a basis B
of a lattice L, such that Aut(L) # {£1,}. The LAP is to find an automorphism
O € Aut(L) such that O # £1,,. In particular, If L = Z", we call this problem
ZLAP.

Automorphisms of Rotations of Z™. It is known that Aut(Z") = S. Then
for any £ = Z", it has Aut(£) = S;F. Specifically, from Lemma 2.8 it has
Aut(£) = OS0! for any isomorphism O such that £ = OZ". Besides, sup-
pose w € x(L£) is a shortest characteristic vector of £, then the set of shortest
characteristic vectors of £ can be expressed as {Ow : O € Aut(L)}.

Besides, it is worth noting that finding a shortest vector of £ = Z" directly
yields a non-trivial automorphism of £. Assume that we have a shortest vector
v e L Let L' = m (L) = 2"}, then £ = vZ @ L'. From this, we can
easily construct an O € O, (R) such that Ov = —v and Ox = x for all x € L'.
Thus O € Aut(£) and O # +1,,.

3 Randomized Reduction Framework for Rotations of Z"

This section demonstrates how the randomization framework can be used to
obtain specific reductions for rotations in Z™. In Section 3.1, we explain the
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randomization framework and discuss how it can be used to get a reduction
from ZLIP to ZSCVP. Then we prove the reduction from ZSVP to y-ZSVP in
Section 3.2. Additionally, Section 3.3 presents some other interesting results that
can be obtained using the randomization framework.

3.1 A Reduction from ZLIP to ZSCVP

Suppose that £ = Z™ and B is a basis of L. Given a ZSCVP oracle O, which takes
a lattice basis B as input and returns a shortest characteristic vector in x(L£).
We first show that the randomization framework enables us to sample uniformly
and independently from the set of shortest characteristic vectors of £. We then
prove that, with a polynomial number of such samples, we can effectively recover
the shortest vectors in £ and thus solve the ZLIP.

The Randomization Step. To begin with, we establish the following lemma,
which states we can efficiently sample a basis according to some distribution,
such that the distribution is invariant under the action of Aut(£) on the input.
The primary technique used in this lemma is to sample a basis via a discrete
Gaussian distribution over £, which has been commonly utilized in existing
lattice literature. e.g., [14,28,9,19].

Lemma 3.1 There is an efficient algorithm that takes as input a basis B for
a lattice L and outputs a basis according to a distribution A(B), such that the
distribution A(B) is identical to A(OB) for any O € Aut(L).

Proof. We assume that det(£) = 1. If this is not the case, we can consider
L£/det(L£)7 instead of £. To start with, we apply LLL algorithm to B and obtain
a reduced basis B’ = [b),...,b/] of £ such that ||b}|| < 2*/2. Then using
Lemma 2.4, we can efficiently sample p(n) vectors vi,..., vy, according D,
where s = 2™ and p(n) is the number of vectors required in Lemma 2.3. We
note that the vectors vy,...,v,,) generate £ with overwhelming probability by
Lemma 2.3. Finally, we run LLL algorithm on vi,...,v,) to get a basis By
of £ and output it. Observe that applying Aut(£) to the input basis has no
effect on the distribution D, ,, and thus has no effect on the output distribution

A(B). O

An intuitive explanation of Lemma 3.1 is that the input basis is ‘concealed’
within the output basis. This is a crucial point in our randomization framework.

Proposition 3.1 (Randomization) Given a ZSCVP oracle O, which takes a
lattice basis B as input, subject to the condition that E(B) = 7", and returns
a shortest characteristic vector in x(L(B)). Then for a lattice £L = 7", we
can sample uniformly and independently from the set of shortest characteristic

vectors of L.
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Proof. Let B be a basis of the lattice £. To start with, we sample an orthogonal
matrix O; from O, (R) uniformly at random. Here the term "uniform” refers
to the Haar measure, which ensures that the distribution of the matrix remains
unchanged when multiplied by any orthogonal matrix [15]. Please refer to the
discussion following this proof for the sampling method. Using Lemma 3.1 we
can obtain a basis B; < A(O1B) of the lattice £; = O1L. Then we call the
ZSCVP oracle O, taking B; as input to obtain a shortest characteristic vector
w1 € x(£1). Finally, we compute O *w; € x(£).

We claim that O7 'w; is uniformly distributed in the set of shortest charac-
teristic vectors of L. In other words, the probability

Pro, 0, [®)B1A0:8)[07 'O(B1) = W] (5)

is identical for any shortest characteristic vector w € x(L£). Note that the set
of shortest characteristic vectors of £ can be written as {Ow : O € Aut(L)}.
Then it suffices to show that Pr[O;'O(B;) = w] = Pr[0;'O(B;) = Ow] for
any O € Aut(L). Note that

Pro, 0, ®)B,—A0:8)[07 'O(B1) = Ow]
= Pro, 0, ®):B 40,8 [(010) ' O(B;) = w]|
= Pr(0,0)<0,(®)B, 40,8 [(010)'O(By) = w
= Pr(0,0)<0, ®):B:1<A0,08)[(010) ' O(B;) = W]
= Pro, 0, ([®):B:«A0,8) 07 'O(B1) = w].

The second equality follows from the property of Haar measure. The third
equality can be deduced from the fact that O;0B = (0;00;')0;B and
0,00;" € Aut(£;) using Lemma 3.1. The last equality is simply a substitu-
tion of the variable. Thus O] *w is uniformly distributed in the set of shortest
characteristic vectors of L.

To establish the independence of O] 'w for each trial, we can consider the
joint distribution by leveraging the above method and taking into account that
the choice of O; is independent. The detailed proof is in Appendix C. ad

To carry out the randomization framework, it is necessary to generate a uni-
formly distributed random orthogonal matrix, i.e., with respect to the Haar mea-
sure. Random orthogonal matrices are important in various fields, such as mul-
tivariate analysis, directional statistics, and physical systems modeling. There
have been numerous studies on efficiently generating random orthogonal matri-
ces. One method is to perform a QR decomposition on a matrix whose entries
are independently drawn from a standard normal distribution, with the result-
ing orthogonal matrix distributed according to the Haar measure [42]. Another
approach involves constructing a Householder reflection from a uniformly dis-
tributed unit vector of dimension n, and then applying it to an (n—1) x (n —1)
uniformly distributed orthogonal matrix [16,52].

Remark 1. Tt appears that we need to tackle the precision issue in our approach
because matrices over R are involved. Precision is a subtle issue for LIP because
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orthogonal matrices often involve irrational numbers that cannot be represented
exactly. This issue has been explored in the literature on lattices, such as [28,9].
In our paper, we follow their approach of ignoring the precision issue and focus
on the core aspects of reduction. We note that the precision issue is not a critical
concern in our reduction. As demonstrated in the recovery step, it is possible
to efficiently reconstruct the shortest vectors from their approximations. Fur-
thermore, the connection between the automorphism group and the stabilizer
group, as described in Lemma 2.9, allows us to transform our reductions using
the Gram matrix (as adopted in [18,19,21]). For a detailed discussion, please see
Appendix D.

The Recovery Step. In this step, we demonstrate how to recover the shortest
vectors in £ from a polynomial number of shortest characteristic vectors in x(£)
obtained in the previous step. Essentially, our task is to solve the following
problem.

Problem 3.1 Given a basis B of a lattice L= Z", and W1, W2, ..., Wyoiyn) €
X (L) that are drawn uniformly and independently from the set of shortest char-
acteristic vectors of L. The goal is to find the shortest vectors of L.

Suppose that {vi,...,v,} is a set of n linearly independent shortest vectors
of £, and denote O = (vy,...,v,) € Oy(R). Then by Lemma 2.7, the set of
shortest characteristic vectors of £ can be expressed as {z1v1+- -+ 2,Vy 1 25 =
+1,¥i € [n]}. Define the function

Mk(x) = E[<W7X>k]7l' € Rna (6)

where k € Z*, and w is uniformly distributed over the set of shortest characteris-
tic vectors of L. From Chernoff-Hoeffding bound, we can effectively approximate
My (x) by making use of a polynomials number of shortest characteristic vector
as provided in Problem 3.1. As the set of shortest characteristic vectors is sym-
metric around the origin, it has My (x) = 0 for any odd k. On the other hand, a
straightforward calculation shows that

Ma(x) =3HXH4—2Z<V1‘,X>4 (7)

Next, we focus on the x that is on the unit sphere and define

n

F6) = 5 (Ma) =) = (v ). (5)

i=1

Then the following lemma is clear.

Lemma 3.2 The global mazimum of f(x) over the unit sphere is attained at
{£v1,..., £V, }, which is exactly the set of shortest vectors of L.
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Lemma 3.2 allows us to convert Problem 3.1 into the problem of maximizing
f(x) over the unit sphere. One widely-used approach to solve this problem is via
gradient descent as that adopted in [43]. Taking into account the approximation
error of My(x), we present Algorithm 1 as a solution to Problem 3.1, as well as
an analysis of the algorithm in Proposition 3.2.

Algorithm 1: Solve Problem 3.1 via Gradient Descent.

Require: A polynomial number of samples uniformly distributed over the shortest
characteristic vectors of a lattice £ = Z"
Ensure: An approximation a shortest vector of £
Choose x uniformly at random from the unit sphere of R™
Compute an approximation of the gradient V f(x)
Xnew — Vf(x)
Xnew = Xnew/ ||[Xnew ||
Compute the approximations of f(Xpew) and f(x)
if f(Xnew) < f(x) then
return x
else
Replace x by xnew and go to step 2
. end if

—_
o

In step 2 of Algorithm 1, we need to approximate the gradient V f(x), which
can be done via two methods. The first method involves using the equations
VMy(x) = E[V({w,x)*)] = 4E[(w,x)3w], and V f(x) = —1(VMy(x)—12x). Al-
ternatively, the second method involves approximating f(x+ty) = > o, (vi, x+
ty)* for 0 <t < 4, and then computing > (vi, x)*(v;, y)47%,0 < k < 4, us-
ing linear algebra. Specifically, by setting k = 3, we get Y . (vi,x)*(v;,y) =
(>r (vi,x)®v;,y), and by letting y run over the standard basis e;, i € [n], we
can obtain an approximation of V f(x) = 4" | (vi,x)v;.

Proposition 3.2 Suppose that L = 7™. For any ¢y > 0, there exists a constant
c1 > 0 such that Algorithm 1 inputs n°t samples that are independently and
uniformly distributed over the shortest characteristic vectors of L, and outputs
a vector x such that ||x — v|| < n=% for some shortest vector v € L, with
O(loglogn) descent steps and a constant probability. Moreover, O(nlogn) calls

to Algorithm 1 will find all shortest vectors of L with an overwhelming probability.

Proof. We start by ignoring the approximation error and analyzing Algorithm 1.
In this proof, we use the coordinate representation of vectors under the orthog-
onal basis {v;}i<i<n, .6, x = (21,...,2,) € R", where z; = (x,v;). Then
by

Vf(x) = 4Z(vi,x>3vi, (9)

we can deduce that a single iteration transforms the the vector x = (z1,...,2,)

into o - (23,...,23) for some normalization factor a. Thus after r iterations,
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a vector (z1,...,T,) becomes a vector a - (z} ..., 22") for some normalization
factor o. We note that the original vector (x1, ..., x,) is uniformly sampled from
the unit sphere. It can be proved that with some constant probability, there exits
a k € [n] such that |zx| > (14 £2(1/logn))|z;|, Vi # k [43]. For such a vector,
r = O(loglogn) iterations are enough to increase this gap to more than n'°&",
which means that we have one coordinate very close to +1, and all others are at
most n~1°8™ in absolute value.

Next, we take into account the approximation error. By Chernoff-Hoeffding
bound, for any ¢ > 0, there exits a ¢; such that with overwhelming proba-
bility all gradients in r < poly(n) iterations have errors at most n~¢ in the
Euclidean norm. In one iteration, let x = (z1,...,2,) be such that |zg| >
(1 + 2(1/logn))|z;|,Vi # k. Then clearly |zx| > n~'/2 since ||x| = 1. Let
(Y1,---,yn) = Vf(x) and hence |yx| = 4|zx|® > n=2.

Let (91,...,9n) be an approximation of Vf(x). By our assumption on the
approximation V f(x), for each i, we have |g; — y;| < n™¢. Then, for any i # k,
we have
el _ sl —n° _ [yl (1 —n—(2)
il ~ |yl +n7c lyi| +nme

(10)

Hence, if |y;| > n=(¢~1 | then % is at least (1 — O(1/n))(zx/x;)3. Otherwise,

el i at least 2(ne3). After r = O(loglogn) steps, the gap xy/x; becomes

[9:]
(Z(nc—3). Therefore, for any ¢y > 0, we can choose ¢ appropriately such that the
Euclidean distance between the output vector and one of +v;’s is less than n =,

Finally, from the Coupon Collector’s problem, O(nlogn) calls to Algorithm 1
will find all shortest vectors of £ with overwhelming probability. O

Given approximations of the shortest vectors of £ as in Proposition 3.1,
there is an effective way to recover the exact shortest vectors {v;}1<;<, from its
approximations {V;}1<i<, using a set of n linearly independent shortest char-
acteristic vectors. Specifically, let W = {wy,...,w,} be a set of n linearly
independent shortest characteristic vectors, where w; = z;1vy + ... + 2inVa
and z;; = £1, and suppose V; = v; + €; such that |€;|| < n™° Observe that
(Wi, Vi) = zij + >y za(vis €5), and (vy, €;) < ||vi| - [|€;|| < n~c. It follows that
[(wi, V) — 2] < n~(¢"D < L for ¢ > 2,n > 2. Thus z; can be recovered by
just taking sign((w;, v;)), and {v; }1<;<n can be exactly recovered consequently.

Proof of the Reduction. By combining the above two steps, we can conclude
the following reduction.

Theorem 3.1 There is an efficient randomized reduction from ZLIP to ZSCVP.
Proof. The theorem is a direct result of Proposition 3.1 and Proposition 3.2. O

For a unimodular lattice £, it has x(£) = w + 2L for any characteristic
vector w € (L) according to Lemma 2.6. Therefore, SCVP can be considered
as a CVP in the lattice 2L, with the target vector being w. Furthermore, for
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L =27", the ZSCVP is a very special case of CVP. Lemma 2.6 tells us the target
w is completely dependent on the given basis and Lemma 2.7 tells us that the
distance between w and 2L is v/n, and the deep holes of 2L are exactly x(L).
Therefore, the ZSCVP can be viewed as a CVP in the lattice 2£, with a deep
hole as the target vector. We believe this is a non-trivial observation that could
aid in further study of ZLIP, as it is known that calculating or verifying a deep
hole for a lattice is a difficult problem in general [27].

3.2 A Reduction from ZSVP to ~-ZSVP

The randomization framework can be readily adapted to other oracles for rota-
tions of Z™. In this subsection, we explore the approximate ZSVP and establish
the following reduction.

Theorem 3.2 There is an efficient randomized reduction from ZSVP to -
ZSVP for any constant v = O(1).

Proof. Suppose that £ = Z". Denote A = L N ~vBY, then by Lemma 2.1 it
has |A| = |Z" NyBY| < n° for some constant c. Consider the action of Aut(L)
on A. Write A = U,c 1Ay to be the disjoint union of distinct orbits, where
A, ={0v : 0 € Aut(£)} and A is a set of representative vectors with respect
to the action of Aut(L£) on A.

Using the randomization framework, we can invoke the v-ZSVP oracle m =
poly(n) times, with m > n°, yielding a vector set X = {x1,...,x»} C A. Then
through a deduction similar to Proposition 3.1, it can be shown that, if X N A,
is nonempty, the vectors in X N A, are independently and uniformly distributed
over Ay. Since m > n¢ > |AJ, there must exist two x; and x; fall in a same orbit
Ay. We claim that the probability that x; —x; is a multiple of a shortest vector
of L, (i.e., ﬁ is a shortest vector), is at least 1/|Ay| > 1/n°. To prove
the claim, suppose that vq,...,v, are n linearly independent shortest vectors
of £, and write x; = z;1v1+ - -+ x; nV,. Without loss of generality, we assume
x;1 # 0. It is evident that z; 1 (—v1) 42 2va+- - -+ 24, vy, € Ay. Moreover, with
probability 1/|Av|, it has x; = ; 1(—V1) + 2;2Ve + - - + 2; ,, vy, for a randomly
chosen x; from A,. Thus x; — x; = 22, 1v1, which is a multiple of the shortest
vector vy.

Then we compute x; — x; for all ¢,j € [m], and check if it is a multiple
of a shortest vector. This step requires at most m? checks. Finally, repeating
the whole process O(n°t1) times, we can get a shortest vector in £ with an
overwhelming probability. a

Using the fastest known algorithm for O(1)-SVP as stated in Lemma 2.2,
we can obtain a 20-8027_time algorithm for the ZSVP. It is worth noting that
v-ZSVP is a special case of v-SVP, so there is potential for a better algorithm for
the ZSVP problem if we can develop a more specialized algorithm for y-ZSVP.
However, further research is needed to establish such an algorithm.

The approach used in Theorem 3.2 can be extended to handle general values
of v, but the resulting reduction may not have a guaranteed polynomial-time
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complexity. Specifically, denote £(y,n) = |A| and £(y,n) = maxyc|Av|. Let
Tzsve(y,n) be the run time of an algorithm for v-ZSVP on lattices of dimension
n.

Corollary 3.1 There is a randomized algorithm that solves ZSVP on lattices of
dimension n in £(y,n) - (£(y,n) - Tzsvp(v,m) + £(v,n)%) - poly(n) time.

3.3 Other Corollaries from the Randomization Framework

Another advantage of the randomization framework is the suitability for using
fixed-dimensional oracles, which makes it useful for fixed-dimensional reduction.
As a simple example, we demonstrate how to use the randomization framework
to establish a reduction from ZLIP to ZSVP for a fixed dimension in the fol-
lowing corollary. Note that without the fixed dimension restriction, a reduction
from ZLIP to ZSVP can be established by employing the projecting method [9].
Specifically, suppose that £ = Z™. We call an n-dimensional ZSVP oracle to
obtain a shortest vector vi € L, from which we can efficiently obtain a basis for
the (n— 1)-dimensional sublattice £; C £ that is orthogonal to vq. Then we call
an (n — 1)-dimensional ZSVP oracle to obtain a shortest vector in £, and then
we recursively find n linearly independent shortest vectors of L.

Corollary 3.2 There is an efficient randomized reduction from ZLIP to ZSVP
in the same dimension.

Proof. Suppose that £ = Z". Note that Aut(L) acts transitively on the set
of shortest vectors of L. By invoking the ZSVP oracle with the randomiza-
tion framework, we can obtain vectors that are independently and uniformly
distributed over the set of shortest vectors of £. Then we just need to sam-
ple O(nlogn) shortest vectors to get a set of linearly independent ones, e.g.,
{v1,...,vp}. This gives the matrix O = (vi,...,vy,) € O,(R) which is an iso-
morphism from £ to Z". ad

It is worth noting that, like Corollary 3.1, the reductions in Theorem 3.1 and
Theorem 3.2 can also be modified to fixed-dimensional reductions. Another sim-
ple application of the randomization framework is demonstrated by the following
result.

Corollary 3.3 In the sense of randomized reduction, the (n — 1)-dimensional
ZSVP is easier than the n-dimensional ZSVP.

Proof. Suppose that £ =2 Z"~!. We first embed £ into an n-dimensional lattice
L1 = 7™ by adding e, to the basis of £. Then we invoke the n-dimensional
ZSVP oracle using the randomization framework to obtain vectors that are in-
dependently and uniformly distributed over the set of shortest vectors of £;. The
probability of such a vector falling into £ is 1— % By invoking the n-dimensional
ZSVP oracle O(logn) times, we can obtain a shortest vector in £(B) with an
overwhelming probability. O
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4 A Reduction from ZLIP to ZLAP

This section focuses on the ZLAP, which involves finding a nontrivial automor-
phism in Aut(L) for a given lattice £ = Z™ (Definition 2.4). Although the effect
of ‘applying random automorphisms’ to the output of an oracle can be achieved
via the randomization framework, the ZLAP still seems difficult. In fact, we
can prove that the ZLAP is as hard as ZLIP. Note that ZLAP < ZLIP follows
directly from Lemma 2.8. Therefore, in this section, we focus on the reduction
from ZLIP to ZLAP, which is achieved in two steps. The first step shows how
to efficiently sample automorphisms independently and uniformly from a special
conjugacy class by invoking the ZLAP oracle using the randomization framework
(Section 4.1). The second step demonstrates how to use these automorphisms to
recover the shortest vectors (Section 4.2). Besides, in Section 4.3 we introduce
other results related to ZLAP.

4.1 Random Sample from a Conjugacy Class

To begin with, we give a brief introduction to the conjugation of the automor-
phism group Aut(£) for any lattice £ = Z™. For convenience, lowercase Greek
letters such as ¢ are used to represent automorphisms in Aut(£) throughout
this section. In Aut(£), two automorphisms ¢, and ¢o are conjugate if there
exists an automorphism ¢ € Aut(£) such that ¢ = ¢po¢~!, which is denoted
by ¢1 ~ ¢2. Conjugation is an equivalence relation that divides Aut(£) into
disjoint conjugacy classes, which are denoted by €4 = {¢1 € Aut(L) : $1 ~ ¢}.
For two lattices £1 = Lo, from Lemma 2.8 it has Aut(£;) = Aut(Lz2). This
implies that the isomorphisms between £ and L5 induce a canonical bijection
between the conjugacy classes of £; and those of Lo, i.e., 7: €4 — €g40-1 for
any ¢ € Aut(£L;) and any O € O,,(R) such that L5 = OL;. Thus by an abuse of
notation, we also use ¢1 ~ ¢o to represent 7(Cy, ) = €4, for any ¢ € Aut(Ly)
and ¢ € Aut(Lsg).

For the lattice Z", it has Aut(Z") = SF and we are particularly interested
in the conjugacy classes defined by the following types of matrices in S.

— Tk = diag{(94),...,(93),-L,1I;}, where there are k (9})’s on the
diagonal such that 2k +:+j =n and 7,5 < n.

— T, = diag{Py,..., Py, I,_p1}, where there are k P,’s on the diagonal and
p > 2 is an odd prime number. We remind that P, = (Ip(il E‘))

- T, = diag{((l) _01) ey ((1) _01)}, where n is even.

The aim of this subsection is to prove the following statement, which claims
that we can efficiently sample automorphisms from one conjugacy class.

Proposition 4.1 Assume that n is odd and the lattice L = Z". Given a ZLAP
oracle O for dimension n. Then there exists i,j,k such that we efficiently ob-
tain poly(n) samples ¢1, P2, ..., Ppoiy(n) € Aut(L) that are independently and
uniformly distributed over the conjugacy class {¢ € Aut(L)| ¢ ~ T j 1}
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The main approach for proving the proposition is still utilizing the random-
ization framework to generate samples uniformly distributed over each conjugacy
class. However, due to the total number of conjugacy classes being exponential
in n, we can not effectively sample from one class as that in Theorem 3.2. To
address this, we modify the randomization procedure by preprocessing the out-
puts of the oracle to ensure that the resulting automorphisms belong to one of
the conjugacy classes corresponding to T ; i, Tp r or T,. The number of these
types of conjugacy classes is a polynomial of n, allowing for efficient sampling
from one conjugacy class.

Preprocessing and Randomization. Firstly, we give an efficient preprocess-
ing algorithm that transforms the output of the oracle into specific conjugacy
classes.

Lemma 4.1 (Preprocessing) Suppose that L = Z™. Then there exists an ef-
ficient algorithm P that takes a nontrivial automorphism ¢ € Aut(L) as input
and returns an automorphism P($) € Aut(L) falling into one of the conjugacy
classes corresponding to T; ;1 , Tpx, or T,. Additionally, it can be efficiently
identified which conjugacy class P(¢) belongs to.

Proof. The algorithm begins by computing ord(¢) := min{i € Z* : ¢* =1,,}. It
is clear that ord(¢) | |S¥|. We note that ord(¢) can be computed in a polynomial
time of n, which is proved in Lemma 4.2. In the following, the algorithm processes
¢ according to its order.

(1) ord(¢) is odd. Let p be the smallest odd prime factor of ord(¢).* Then
the algorithm outputs P(¢) = ¢°"4¢)/P. It can be deduced that P(¢) ~ T,
where k = (n —d)/(p — 1) and d is the dimension of the eigenspace associated
with the eigenvalue 1 of P(¢). The proof is given in Lemma 4.3.

(2) ord(¢) is even and ¢°*4(#)/2 = _1, If 4f ord(¢), it can be deduced that
ord(—¢) = ord(¢)/2 is odd. Thus, we can preprocess ¢ by multiplying it with
—I,,, which transforms it into the case of (1). If 4 | ord(¢), then the algorithm
outputs P(¢) = ¢°*4#)/% and it can be deduced that P(¢) ~ T,,. The proof is
given in Lemma 4.3.

(3) ord(¢) is even and ¢°4(#)/2 £ _I,. The algorithm outputs P(¢) =
¢°*4(@)/2 Let V; be the eigenspace associated with the eigenvalue 1 of P(¢), and
let d be the dimension of V;. Define £, = V3 N L. It can be deduced that P(¢) ~

Th—d—k,d—kk, Where k = log, (det(£1)2). The proof is given in Lemma 4.3. O

Lemma 4.2 Suppose that L = Z™. Then there is an efficient algorithm that
takes any ¢ € Aut(L) as input and computes ord(g).

Proof. Suppose that \s(x) € Z[z] is the characteristic polynomial of ¢. Then
Ag () can be factorized into the product of integer irreducible polynomials using

* Note that ord(¢) | |SE|, then each prime divisor of ord(¢) is no more than n.
Therefore p can be computed efficiently.
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LLL algorithm [38]. Since the eigenvalues of ¢ are roots of unity, it follows that
these irreducible polynomials are cyclotomic polynomials of degrees no more
than n. Next, we turn to determine the order of these cyclotomic polynomials.
For a cyclotomic polynomial &,,(z) of order m, its degree is the Euler’s totient
function p(m). It is known that ¢(m) > y/m/2, then the orders of these cyclo-
tomic polynomials are no more than 2n2, and thus can be efficiently determined.
Finally, ord(¢) is computed by just taking the least common multiple of the or-
ders of these cyclotomic polynomials. a0

Lemma 4.3 Suppose that 1) € ST. Let Vi be the eigenspace associated with the
eigenvalue 1 of ¥, d = dim(V1), and let L, = V1 NZ"™. Then

— If ord(y)) = p for a odd prime p, it has ¢ ~ Tp, where k = (n—d)/(p—1).

— If ord(v)) = 4 and ¥? = —1,, it has 1 ~ T,,.

— Iford(¢)) =2 and ¢ # =L, it has ¢ ~ Tp_g—p d—kk for det(L1) > 1, where
ke = logy(det(L1)?).

Proof. As 1 is a signed permutation, we focus on the action of 1) on the set of
vectors E = {+ey,...,te,}.

If ord(¢)) = p for a odd prime p. For any e; € E, it has either ie; = e; or
the vectors e;,1e;,...,YP 'e; € E are linearly independent. Thus ¢ ~ T, . It
follows that d = dim(Vy) = k+ (n — pk), e, k=(n—d)/(p—1).

If ord(z) = 4 and ¥? = —I,,. For any e; € E, there is a v € E such that
v # +e; and Ye; = v, v = —e;. It follows that ¢ ~ T,.

If ord(¢)) = 2 and @) # —I,,. Then the vectors in E can be divided into three
categories. The first catergry consists of the v € E such that ¥»v = v, and the
second catergry consists of the v € E such that ¥»v = —v. The third catergry
contains all u,v € F such that u # v, Yu = v and v = u. It follows that
¥ ~ Ty ;. Since ¢ # £I,,, it has 7,5 < n. Moreover, observe that for T; , a
basis of V; is {€1+e€2,e3+€q4,..., €2 1+€2}U{€r_j11,...,€,}. Thusd = k+j
and det(£) = 2%, which implies that k = log,(det(£1)?), i = n — d — k and
j=d—k. O

Next, we integrate the randomization framework (Proposition 3.1) and the
preprocessing technique (Lemma 4.1) to establish the following proposition.

Lemma 4.4 (Randomization) Given a ZLAP oracle O, which takes a lattice
basis B as input, subject to the condition that C(B) = 7" and returns a nontriv-
ial automorphism in Aut(ﬁ(B)). Then for a lattice L = 7", we can efficiently
sample automorphisms in Aut(L) such that they are uniformly and independently
distributed in each of the conjugacy classes corresponding to 'T; j ., Tp i, or T,

Proof. Let B be a basis of L. Similar to Proposition 3.1, we sample an orthogonal
matrix O; from O, (R) uniformly at random, and obtain a basis By + A(01B)
of the lattice £; = O1L. Then we call the ZLAP oracle, taking B; as input
to obtain a nontrivial automorphism ¢, € Aut(L£q). Applying the preprocessing
technique in Lemma 4.1 to ¢1, we obtain an automorphism ¢, € Aut(Ly) in
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one of the conjugacy classes corresponding to T; ; %, Tp r, or T,. Finally, we
compute 0;1¢101 € Aut(L).
Next we prove that for any conjugacy class €4, 9o € Aut(L), the probability

Pro, <0, ®)Bi+A0,B)[07 '¥101 = ¢] (11)

is identical for each ¢ € €4,. Note that for each ¢’ € Aut(L), it has

Pro, 0, ®)B:1A0:B)[07 Y101 = ¢'¢p¢' ]
= Pr(0,6/)0,®):B1<A0,8)[(01¢") ' ¢1(019") = ¢]
= Pro,« 0, (R);B1+A(0,B) (0,110, = ¢].

Moreover, it is clear that Of11/1101 is in one of the conjugacy classes corre-
sponding to T j i, Tp k, or Ty, which proves the uniformity. The independence
of each trial follows from the same reason as in Proposition 3.1. O

Conversion to a Special Conjugacy Class. Observe that the total number
of conjugacy classes corresponding to T ;x, Tpr and T, is O(n?). Then by
Lemma 4.1 and Lemma 4.4, we can efficiently sample poly(n) automorphisms
in Aut(£) such that they are independently and uniformly distributed in a con-
jugacy class corresponding to one of the T; ;, Tpr and T,. In order to ease
the analysis of the shortest vector recovery, we further introduce a technique
that transforms the automorphisms into a conjugacy class that corresponds to
T; j i For the sake of simplicity, we will focus on the case where n is odd, which
excludes T,,. To begin with, we establish the following lemma.

Lemma 4.5 Assume that n is odd and L = Z". Let ¢ € Aut(L) be an auto-
morphism such that ¢ ~ T, and let ¢1 be an automorphism that is uniformly
distributed over €. Then the probability that 2 | ord(p1¢) and (¢1¢)°rd(@1#)/2 £
—1,, is at least 1/n*.

Proof. Suppose O € O,(R) is an isomorphism from Z" to L such that ¢ =
OT, ,O~'. Then we can express ¢ as OST, ;S™1O~!, where S is uniformly
distributed over Si. Therefore ¢1¢ = OST, ,S™'T, ,O~'. In the following, we
analyze the probability that ST, ;S™'T, s contains a 2-cycle. There are two
cases.

(1) p > 3 or k > 2. In this case there exist four distinct integers i1, i, 43,44 €
[n] such that T, xe;, = e;, and T, ze;, = e;,. We are interested in the proba-
bility that ST, ,S™'T), re;, = e;, and ST, ,S™'T, re;, = €;,, i.e., (i1,i3) is a
2-cycle with respect to the action of ST, ,S™'T, . Note that the above con-
ditions can be written as Tp ,(S7'e;,) = S7le;, and Tp (S le;,) = S7'e;,.
Since 8 is uniformly distributed over S;, it can be deduced that the probability
is as least % . w > n%

(2) p =3,k = 1. In this case we are interested on the probability that (1,2) is
a 2-cycle with respect to the action of ST, xS™1T, 1, i.e., ST, ,S™!T, re; = €2
and ST, yS™'T, re2 = e;. The conditions can be written as T, x(S™'e2) =
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S~'ey and T, (S~ 'es) = S 'e;. It can be deduced that the probability is at

least n=pk . 1. pk o L
n 2 n2 nt*
Observe that ST, ,S™!T, ; contains a 2-cycle implies that 2 | ord(¢1¢) and

(p1¢)°rd(@19)/2 £ _T, . Therefore we can conclude the lemma. ad

In the rest of this subsection, we give the proof of Proposition 4.1. Partic-
ularly, we present a two-level randomization technique for generating automor-
phisms that are uniformly and independently distributed over a conjugacy class
associated with T ; .

Proof of Proposition 4.1. To begin with, we randomly select O; € O,(R) and
create the lattice £; = O1L (first-level randomization). Using Lemma 4.4, we
can efficiently obtain poly(n) samples in @1, ..., ¢porym) € Aut(Ly) that are
uniformly and independently distributed in one of the conjugacy classes corre-
sponding to T; ; r or T, i (second-level randomization). Note that we exclude
T,, since n is odd. There are two cases.

(1) These poly(n) samples are in a conjugacy class corresponding to T ; .
We just apply O7'$;0; and obtain poly(n) samples in Aut(L).

(2) These poly(n) samples are in a conjugacy class corresponding to T, .
Using Lemma 4.5, we can show that, with a probability of at least 1/n*, the
automorphisms ¢ad1, $p301 ..., Ppory(n)@1 € Aut(Ly) satisfy the conditions 2 |
ord(¢;¢) and (¢1¢)°"4(#®)/2 o _1,. By properly defining poly(n), we can ob-
tain such an automorphism ¢;¢ with overwhelming probability. We can then
apply the preprocessing procedure (Lemma 4.1) to ¢;¢ to get an automorphism
in a conjugacy class corresponding to T; ; i, resulting in a desired random au-
tomorphism in Aut(L).

Then Proposition 4.1 can be proved by repeating the above procedure poly-
nomial times. a

4.2 Recover the Shortest Vectors

Using Proposition 4.1, a reduction from ZLIP to ZLAP can be established by
solving the following problem, which can be viewed as an analogue of Prob-
lem 3.1.

Problem 4.1 Given a basis B of a lattice L = Z™, and a set of automorphisms
B1, P2, -+ s Ppoiy(n) € Aut(L) that are drawn uniformly and independently from
a conjugacy class €y, where ¢g ~ Ty, k,1 and ki, ko, l are fized. The goal is to
find the shortest vectors of L.

Define the function
ge(x) = E[(¢x, x)"], x € R, (12)

where k € Z and ¢ is uniformly distributed over €,,. Similar to the deduction
in Section 3, for any z € R", gi(x) can be effectively approximated by using
the given samples in €4, due to Chernoff bound. Suppose {v1,...,v,} is a set
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of independent shortest vectors of £. Then any x € R" can be expressed as a
linear combination x = x1vy + - -+ + z, vy, i€, x; = (x,v;) for 1 <i < n. Then
the following lemma can be derived.

Lemma 4.6 For k =1,2, it has

ke —kix~ o ko—ki 2
) = PSSt = B
n? —2nl — (k1 —ko)? =4l g~ 4 614 (k1 —F2)® =1 = 5.9
92(x) = n(n —1) le + n(n —1) (Z i)
i=1

i=1

Proof. We refer the proof to Appendix E. ad
On the other hand, note that

VE[(¢x,x)?] = E[V(¢x,x)?] = 2E[(¢x,x) - (¢ + ¢ )x]. (13)

Thus the gradient

n
i ||x[1*) v

" n? = 2nl — (ky — kp)? — 4l 61 + (k1 — ko)? —
Vo (x) = 42( n(n—1) 7+ n(n—1)
=1

can be effectively approximated by using the given samples in €4, .

Observe that n is odd and n = ki + ko + 2, it follows that the coefficient
n? —2nl — (ky — ko)? — 4l = 4k1ko + 21(k1 + kg — 2) # 0. Again we can use the
gradient descent to solve Problem 4.1. Specifically, we assume that x is on the
unit sphere, and define

. 6l+(k:1—k:2)2—n n2—2nl—(k1—k2)2—4l_ 2 4
fQ(X) - (92(X> n(nfl) )/ 77,(77,7].) - ;<V“X> .
Then Vfa(x) = 4, (v;,x)3v; can be computed from Vgs(x)®, and clearly
the global maximum of f5(x) over the unit sphere is attained at {£vy,...,£v,}.
Taking into account the approximation error, we present Algorithm 2 as a solu-
tion to Problem 4.1, and an analysis of the algorithm in Proposition 4.2.

Proposition 4.2 Suppose thatn is odd and L = Z™. For any co > 0, there exists
a constant ¢y > 0 such that Algorithm 2 inputs n* samples that are independently
and uniformly distributed over a conjugacy class €4, where k1, ks, are fived and
®0 ~ Ty kou- And Algorithm 2 outputs a vector x such that ||x — v| < n~c
for some shortest vector v € L, with O(loglogn) descent steps and a constant
probability. Moreover, O(nlogn) calls to Algorithm 2 will find all shortest vectors
of L with an overwhelming probability.

5 The second method described in Section 3 can also be used to approximate the
gradient Vga(x).
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Algorithm 2: Solve Problem 4.1 via Gradient Descent

Require: A polynomial number of samples in Aut(£) that are uniformly and
independently distributed over the conjugacy class €, where k1, k2, [ are fixed
and ¢o ~ T, ko,

Ensure: An approximation a shortest vector of £

1: Choose x uniformly at random from the unit sphere of R™
2: Compute an approximation of the gradient V f2(x)
3: Xpew — Vf2(x)

4: Xpew ¢ Xnew/ || Xnew|

5: Compute the approximations of f2(Xnew) and f2(x)
6: if fo(Xpew) < f2(x) then
7.
8
9
10

return x
: else

Replace x by xnew and go to step 2
: end if

Proof. The proof is similar to that of Proposition 3.2 and is omitted here. O

Similar to Proposition 3.2, we can also recover the exact shortest vectors through
good enough approximations of the shortest vectors of £ by using a set of random
automorphisms. The details can be found in Appendix F.

Combining Proposition 4.1 and Proposition 4.2, we can prove our main result
in this section.

Theorem 4.1 There is an efficient randomized reduction from ZLIP to ZLAP.

Proof. If the dimension n is odd, then the theorem follows directly from Propo-
sition 4.1 and Proposition 4.2. For even n, we utilize Corollary 3.3 to convert
the ZLIP into an n + 1 dimensional problem, which we can then solve using the
same approach. a

Remark 2. It is worth mentioning that all reductions in this paper are dimension-
preserving, except for Theorem 4.1. In Theorem 4.1, the condition that n is odd
(required in Proposition 4.1 and Proposition 4.2) is primarily for ease of analysis
and is not a fundamental requirement. We believe that for even n, similar results
can be obtained through a more complex deduction process. However, we do not
provide a detailed analysis in this paper and leave it as future work.

4.3 Related Corollaries of Lattice Automorphisms

To begin with, we show that the lattice automorphisms can be linked with the
hidden subgroup problem (HSP) on GL,(Z). HSP is a fundamental problem in
quantum computation that encompasses a variety of problems, including fac-
toring, discrete logarithm [49], principal ideal [22], graph isomorphism [35], and
unique shortest vector problem [47]. Tt is of great importance in the theory of
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quantum computing as virtually all known quantum algorithms that run super-
polynomially faster than classical algorithms solve special cases of the HSP on
abelian groups such as those presented in [49] and [22], while the other problems
correspond to non-abelian groups. As far as we know, prior to this paper, there
were no known applications of the HSP on GL,(Z).

Definition 4.1 (HSP) Given a group G, a subgroup H < G, and a set X. Let
f: G — X be a function that hides H, i.e.,Yg1,92 € G, f(g1) = f(92) & g1 H =
goH. The HSP is to find a generating set of H given the function f as an oracle.

Typically G and X are required to be finite, allowing for a well-defined prob-
lem size and efficient solution strategies. Nevertheless, for certain special infinite
groups G and sets X, well-defined problems can still be formulated and solved
efficiently [36,37]. Additionally, the case where G is a continuous group is also
addressed in [22].

Corollary 4.1 There is an efficient randomized reduction from ZLIP to a vari-
ant of HSP on GL,(Z).

Proof. Given a basis B of lattice £ = Z". Let G = X = GL,(Z) and H =
Stab(B'B) < G. Define f : G — X such that f(U) = U'B'BU,VU ¢
GL,(Z). Then clearly f can be computed efficiently, and f hides H. By Lemma 2.9
there is a direct connection between H = Stab(BTB) and Aut(L£), and thus the
statement follows directly from Theorem 4.1. O

Another natural question is whether the randomization framework can be
applied in the reduction of general lattices. The following conclusions demon-
strate that it is still applicable to specific problems. However, we believe that
the randomization framework is better suited to lattices with high symmetry,
i.e., those with a large automorphism group.

Corollary 4.2 There is an efficient randomized reduction from LAP to LIP in
the same dimension.

Proof. Let £ be an n dimensional lattice with a basis B. To begin with, we choose
arandom O; € O, (R). Using Lemma 3.1, we can obtain a basis By + A(0;B).
Then we call the LIP oracle O with input B and By, and get an isomorphism
O = 0O(B,B;) from L to L;. For any ¢, ¢p € Aut(L), it can be deduced that

Pro, o, ®)B, 40,807 'O(B,B1) = ¢¢]
= Pro,6 0, (®)B,+A(0,68)[(019) " O(B,B1) = ¢
= Pro,« 0,®):B, 40,807 OB, B1) = ¢,
which implies that O;*O(B,B;) is uniformly distributed in Aut(£). Thus if
Aut(L) # {£I,}, we can efficiently obtain a nontrivial automorphism from

Aut(L) with an overwhelming probability by repeating the above process O(n)
times. 0
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5 Conclusion

We present a randomization framework for lattices that randomizes the output
of an oracle in such a way that the resulting samples conform to a distribution
that is invariant under the action of the automorphism group. Using this frame-
work, we derive three randomized reductions related to the rotation of Z™: ZLIP
to ZSCVP, ZSVP to O(1)-ZSVP, and ZLIP to ZLAP. These results offer new
insights into the study of rotations of Z™, and we believe they will pave the way
for further research into ZLIP and ZSVP.
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Appendix A Proof of the Toy Example

With respect to the oracle O, the rotated square is determined by the angle 6
between the line connecting its vertex on the first quadrant to the origin O and
the positive direction of the x-axis. Denoted the rotated square by (g, 6 € [0, 7).
Note we can regard 6 as functional of p, and write 6[p] = 6[p + §]. We’ll show
that,

R
Pr,clp ' O(Ogy) =] = Ve 7./AZ.

Proof. For any i € Z/AZ, Pryalp~'O(Ug(,)) = i] is a functional about p which
is a distribution on G = R/27Z. Then we have

Prye o™ O0gy)) = i) = Prypec[O0g,)) = p(i)]

= Prp+%ec[0(|:|9[p+g]) =(p+ g)(’i)]

= Pr,,.;.%,_c [O(Dé[p]) = p(i + 1)]
=Pr,_;[00)) = p(i +1)].

This means Vi € Z/4Z, Prpclp~ O(0g,)) =i = 1. O

Appendix B Proof of the Property of the Characteristic
Vectors

Lemma 2.6 Assume B = (by, ...,b,) is a basis of L and B~ T = (d1, ...,dy,), then
it has:

Hw=>", |d;||> b; is a characteristic vector of L.

2) x(£) =w+ 2L for any characteristic vector w € x(L).

3) w is a characteristic vector if and only if (w,b;) =
i€n).

Proof. 1) Letv =" vid; € L(B), then (w,v) = (30 [|dy]|> by, 27, vidy)
=>" v Id;|)* = S v? |d;[|* = (v,v) mod 2, we used v; = v2 mod 2.
Thus w is a characteristic vector.

2) Assume w is a characteristic vector of £, then for any x € £, w+2x is also a
characteristic vector of £, because (W +2x,v) = (w,v) +2(x,v) = (w,v) =
(v,v) mod 2. On the other hand, if w' = Y  a;b;, € x(£), then a; =
(w',d;) = (d;,d;) = ||d;||*> mod 2, thus for any i € [n], a; = ||d;||> mod 2
and we know w = Y | [di]I> b; € x(L£), thus w’ = w + 2£. Thus x(£) is a
coset of w + 2L, where w is any element in x(£).

3) Obviously, if w € x(L£), Vi € [n], (w,b;) = (b;,b;) mod 2. On the other
hand, if w € L satisfying Vi € [n], (w,b;) = (b;,b;) mod 2. Then for any
v = > "  vb; € L, without loss of generality, assume v; = 1 mod 2 for
1 <i<k and v; =0mod 2 for k+ 1 < i < n. Thus we have (w,v) =

(w,by +...+bg) = Zf:1<w,bi> = Z?:1<bi7bi> = (v,v) mod 2.

(b;,b;) mod 2 for

a
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Lemma 2.7 Suppose L = Z". Assume B = OU is a basis of L, where
O € O,(R) and U € GL,(Z™). Then it has:

1) x(£) ={0z:z € Z™ such that z; =1 mod 2,Vi € [n]}.
2) The shortest characteristic vectors are exactly {Oz : z; = £1,Vi € [n]}.

Proof. 1) Let O = (vi,...,v,) and w = B(U"!z) = Oz, where z € Z"
is the vector that Vi € [n], z; = 1. Note that £ = O - Z". Thus assume
v =" a;v; then (w,v) =3 " a;z; = > a? = (v,v) mod 2, where
we used a? = a; mod 2 and z; = 1 mod 2. Thus w € x(£), so x(£) = {Oz:
z € 7" such that z; =1 mod 2,Vi € [n]}.
2) Note that O is an orthogonal matrix, thus the shortest characteristic vectors
are {Oz:z; = +1, Vi € [n]} by 1).
O

Appendix C Proof of the Independence of Proposition 3.1

Proof. We demonstrate the proof of independence by considering the case where
the number of trials is two. The general case follows in a similar approach.
Specifically, our goal is to demonstrate that for any shortest characteristic vectors
w1, Wy € x(£), it holds

Pro, 0, ®) B, 40,807 'O(B1) = wi1,05'O(Bs) = wo]
o2<_0n(R),B2<_.A(02B)
=Pr o,0,® (07 'O(B1) = wi] - Pr 0, 0,® [0;'O(B;) = ws]
B1<—A(01B) B2<—A(02B)
L
- (27) )
where the second equality follows from the uniformity as shown in Proposi-
tion 3.1. For any M1, My € Aut(£), it has

Pro, 0, ®)B140,8)[07 'O(B1) = Miwy, 0;'O(By) = Myws)]
02(—O7L(R),B2<_.A(02B)

= Pro,«0,(®),B1<4(0,B)[(01M1)'O(B1) = w1, (0:M;) 'O(B3) = wy)]
Oz(—O,L(R)7B2(~A(02B)

= PrOIMlHOn(R),BlH.A(OlB) [(O]_M]_)_10<B1) - Wl; (02M2)_1O(B2) = W2]
0:>M2+4-0,(R),B2+A(O2B)

= Pro,m, <0, (®),B1A0,M;B) [(01M1) ' O(B1) = w1, (0:M) ' O(B3) = ws]
OzMQ(—On (R),BQ(—A(OQMQB)

= Pro,0,®),B,<40,8)[01 'O(B1) = wi,0,'O(B;) = wa,
OzeOn(]R),Bge.A(OQB)

Where the second equality is derived from the property of Haar measure and
the independence of O; and O, the third equality follows from Lemma 3.1 and
the independence of randomness used by A in each trial, and the last equality
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is simply a substitution of the variable. Thus, for any shortest characteristic
vectors wy, ws € x(£),

_ _ 1
Pro,« 0, (®)B1A0:8) 07 O(B1) = wi,05'0(B;) = wa] = (27)27
0240, (R),B3+A(0,B)
which completes the proof. a

Appendix D Reductions in the Gram Matrix Form

We demonstrate how the reductions in this paper can be expressed in the Gram
matrix form (i.e., in a quadratic form setting as in [18,19,21]). In this appendix,
we use the notation G; = Go to indicate that two positive definite matrices
(quadratic forms) G1, Gy € Z™*"™ are equivalent, i.e., there exists a unimodular
matrix U such that UTG;U = G,. Recall that a lattice £(B) is unimodular
if and only if its Gram matrix G = BB is a unimodular matrix. Then the
characteristic vectors can be defined using the Gram matrix. Specifically, define
X(G)={z€Z":2"Ge;, = e] Ge; mod 2, i € [n]} to be the set of characteristic
vectors of G. Then z € x(G) if and only if Bz € x(£(B)). The lattice problems
involved in this paper can be reformulated using the Gram matrix as follows.

LIP (ZLIP): Given two matrices G; = Gy (=I,,), find a unimodular matrix
U such that UTG,U = G;.

ZSVP: Given a matrix G = I,,, find a z € Z" such that z' Gz = 1. We call
such z a shortest vector of G.

7-ZSVP: Given a matrix G = 1,,, find a z € Z" such that z' Gz < 7.

— ZSCVP: Given a matrix G = I,,, find a z € x(G) such that z' Gz = n.

— LAP (ZLAP): Given a matrix G (= I,,), find a unimodular matrix U €
Stab(G) such that U # £I,,.

D.1 A Reduction from ZLIP to ZSCVP

To begin with, we provide a Gram matrix version of Lemma 3.1. Analogous
results have also appeared in [9,14,28,19].

Lemma D.1 There is an efficient algorithm that takes as input a Gram matriz
G of a lattice £ and outputs two matrices (G1,U;) such that G; = U{ GU,
according to a distribution B(G), satisfying that

Pr[(G1,U;) + B(G)] = Pr[(G1,VUy) + B(G)] (14)
for any V € Stab(G).

Proof. To obtain (G1,Uy), we first apply the Cholesky decomposition to decom-
pose G into BT B. Then, using Lemma 3.1, we obtain a basis By < A(B) of the
lattice £(B). Next, we compute a unimodular matrix U; such that B; = BU;.
Finally, we output the matrices (G; = B] By, Uy).
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It is clear that G; = U] GU;. On the other hand, from Lemma 3.1, we
know that Pr[By < A(B)] = Pr[OB; + A(B)] for any O € Aut(L). According
to Lemma 2.9, for any O € Aut(L), there exists a unique V € Stab(G) such
that OB = BV. Therefore, we have Pr[B; < A(B)] = Pr[B;V « A(B)], i.e.
Pr[(G1,U;) «+ B(G)] = Pr[(G1,VU;) « B(G)] for any V € Stab(G). O

Remark 3. We note that the decomposition and basis operations are only per-
formed to simplify the presentation of the above proof. A more effective approach
to obtaining (G1,Uy) is to perform Gaussian sampling and LLL algorithms di-
rectly on the Gram matrix (as demonstrated in [19]), without decomposing G.
This method avoids any potential precision issues that may arise in Lemma D.1.

The proposition below can be viewed as a Gram matrix version of Proposi-
tion 3.1.

Proposition D.1 Given a ZSCVP oracle O, which takes a Gram matriz G as
input, subject to the condition that G = I,,, and returns a shortest vector in
X(G). Then we can sample uniformly and independently from the set of shortest
characteristic vectors in x(G).

Proof. Given the Gram matrix G, we first obtain (G1,U;) < B(G) according
to Lemma D.1. We then call the ZSCVP oracle O, taking G as input to obtain
a shortest characteristic vector z; € x(G) satisfying z{ G1z; = n. Finally, we
compute Ujzq, which can be easily verified to be a shortest characteristic vector
of G.

We claim that U;z; is uniformly distributed in the set of shortest character-
istic vectors of G. In other words, the probability

Pr(Gl,U1)<—B(G) [Ul(’)(Gl) = Z] (15)

is identical for any shortest characteristic vector z € x(G). Since the set of
shortest characteristic vector of G can be written as {Vz : V € Stab(G)}, it
suffices to show that Pr[U;O(G1) = z] = Pr[U;O(G1) = Vz] for any V7! €
Stab(G). Note that

Pr, u))«5(¢)[U10(G1) = 2]
=Prg, v-rupesG) [V7'U,0(Gy) = 7]
= Prg, u)es@ [V 'UI0(Gy) = 7]
= Pr(g, uy)«s@)[U10(G1) = Vz].

The first equality results from a simple substitution of the variable, while the
second equality is derived from Lemma D.1. As a result, the uniformity holds.
To demonstrate the independence of U;z; for each trial, we can examine the
joint distribution by utilizing the above method and taking into account that
the randomness used in B(G) are independent. The proof is analogous to that
of Proposition 3.1. O
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Theorem D.1 There is an efficient randomized reduction from ZLIP to ZSCVP
in the same dimension.

Proof. Given a matrix G = I,, and suppose that we have access to a ZSCVP
oracle O as described in Proposition D.1. Our goal is to obtain a unimodular
matrix U such that G = U U.

First, we apply the Cholesky decomposition to decompose G = B' B, where
L(B) = Z™. Note that z € x(G) if and only if Bz € x(£(B)). Using Propo-
sition D.1, we can uniformly and independently sample shortest characteristic
vectors in x(G) and transform them into x(£(B)). Finally, by Proposition 3.2,
we can obtain an O such that £(B) = OZ" and then compute U = O~'B. It
can be easily verified that U is unimodular and G = UTU. a

Remark 4. In the proof, we transform the characteristic vectors into the basis
form. We note that the precision issue in this step can be disregarded for two
reasons: 1) An arbitrarily accurate approximation of a basis can be extracted
from a Gram matrix using the Cholesky decomposition. 2) Given a sufficiently
accurate approximation of a purported orthogonal transformation, it is possible
to verify if it corresponds to a true lattice isomorphism by extracting the cor-
responding unimodular matrix U and checking the equality G = UT U, which
only involves exact arithmetic.

D.2 A Reduction from ZLIP to ZSVP

Theorem D.2 There is an efficient randomized reduction from ZLIP to ZSVP
in the same dimension.

Proof. Given a matrix G = I,, and suppose that we have access to a ZSVP
oracle O, which takes a Gram matrix G’ as input, subject to the condition that
G’ =1, and returns a shortest vector z € Z" such that z' G’z = 1.

From Lemma 2.9, we can deduce that Stab(G) acts transitively on the set
of shortest vectors of G, i.e., {z € Z" : z' Gz = 1}. By invoking the ZSVP
oracle with the randomization framework in the Gram matrix version, we can
obtain vectors that are independently and uniformly distributed over the set of
shortest vectors of G. Then we can sample O(nlogn) shortest vectors to get a set
of linearly independent ones, e.g., {z1,...,2,}. Define V = (z,...,2,). For any
B € R"*" such that G = BB, it has {Bz;,...,Bz,} is a set of independent
shortest vectors in £(B). It follows that VTGV = VIB'BV = I, which
completes the proof. |

D.3 A Reduction from ZSVP to v-ZSVP

Theorem D.3 There is an efficient randomized reduction from ZLIP to -
ZSVP for any constant v = O(1) in the same dimension.
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Proof. Given a matrix G = I,, and suppose that we have access to a v-ZSVP
oracle O, which takes a Gram matrix G’ as input, subject to the condition that
G’ =1, and returns a vector z € Z" such that z' G’z < 7.

Let X, = {z € Z" : 2" Gz < v}. By Lemma 2.1, we have |X,| < n¢ for some
constant c. Also, it can be deduced from Lemma 2.9 that Stab(G) acts on X,
by (U € Stab(G),v € X,,) — Uv € X.,. Using the randomization framework,
we can invoke the v-ZSVP oracle m = poly(n) times, where m > n°, to obtain
a vector set {z1,...,2z,}. We then compute z; — z; for all ¢,j € [m] and check
if it is a multiple of a shortest vector. As shown in Theorem 3.2, the probability
that z; — z; is a multiple of a shortest vector of G is at least 1/n°. By repeating
the whole process O(n°*1) times, we can obtain a shortest vector in G with an
overwhelming probability. d

D.4 A Reduction from ZLIP to ZLAP
Theorem D.4 There is an efficient randomized reduction from ZLIP to ZLAP.

Proof. Given a matrix G = I,, and suppose that we have access to a ZLAP
oracle O, which takes a Gram matrix G’ as input, subject to the condition that
G’ 21, and returns a unimodular matrix V' € Stab(G’) and V' # +I1,.

To begin with, we show how to obtain random matrices in Stab(G) by invok-
ing the ZLAP oracle O. As in Proposition D.1, we first generate (G, U’) + B(G)
according to Lemma D.1. Then by invoking the ZLAP oracle O and taking G’
as input, we obtain a V' € Stab(G’) such that V' # +I,. This allows us to
obtain a U'V/U’~! € Stab(G’).

Next, we use the Cholesky decomposition to decompose G = BT B. Since
Stab(G) = Aut(L£(B)), the operations in Section 4.1 can be transformed into
the Gram matrix form. Specifically, finding the eigenspace X; of BVB~! ¢
Aut(L(B)) is equivalent to finding the eigenspace X5 of V € Stab(G) for the
same eigenvalue such that X; = BXs, where V acts on R™ by (V,x € R") —
Vx € R™. Moreover, the corresponding induced sub-lattices are V3 N £L(B) and
Vo NZ™ respectively. Other operations in Section 4.1 can be directly converted to
the Gram matrix form. Then, we can efficiently sample from a conjugacy class
Cy = {WVW™!: W € Stab(G)} of Stab(G), where V € Stab(G) corresponds
to an automorphism ¢ € Aut(L£(B)) with ¢ ~ T, ;. Next, we use Lemma 2.9
to transform these samples in €y into automorphisms in Aut(£(B)). Finally,
we employ Proposition 4.2 to obtain an O such that £(B) = OZ™ and compute
U = O~ 'B. It can be easily verified that U is unimodular and G =UTU. 0O

D.5 A Reduction from LAP to LIP

Theorem D.5 There is an efficient randomized reduction from LAP to LIP in
the same dimension.

Proof. Given a Gram matrix G and suppose that we have access to an LIP oracle
O, which takes two Gram matrices G, Gy as input, and returns a unimodular
matrix U such that UTGoU = G;.
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To begin with, we obtain (G, U;) < B(G) according to Lemma D.1. Then
we call the LIP oracle O with input G, G1, and get a unimodular matrix U such
that UTGU = G;. For any V,V{ € Stab(G), it can be deduced that

Pria, u)es(@)[0(G1)U " = V]
= Pr(a, vouy«8(@)[O(G1)(VoUy) ' = V]
= Prq,,u,)Bc)[0(G1 )(VoUl) '=V]
(G

= Pr(G1>U1)<—B(G) [O ) = VVO]

Thus O(G, G1)U; " is uniformly distributed in Stab(G). Thus if Stab(G) #
{£I,}, we can efficiently obtain a nontrivial elements from Stab(G) with an
overwhelming probability by repeating the above process O(n) times. ad

Appendix E Proof of Lemma 4.6

Proof. Let D be the set of n xn diagonal matrices whose diagonal entries are +1.

Then D forms a subgroup of S, and S is the semidirect product of D and S,,.%

For ¢ € Aut(L) and ¢g ~ Tk, k.1, let O € On(R) such that £ = OZ", then it

has €4, = {OTTy, 4, T 1O : T € SF}. Denotey = O~ 1x = (21, ,2,).7
For k =1, it has

1 PN
gl(x):EK(ban”:ii Z <OTT}€1J€2JT 10 1X,X>
|S" | TesE
|Si| > ) (OPDTy, 4, D 'P'O 'x,x)
PeS, DeD
Si > Y (DT, 4, D'PT'O %, PO x)
| |PeS DeD
|5i| > ) DTy, 4, D 'Ply, P ly).
PeS, DeD

Denote Wi, ,; = diag{02;, —Ij,, I, }, where 0 is the 21 x 2] zero matrix. Then
it has ZDED DTk1,k2,lD71 = |D| . Wkl,kQ,h and thus

D _ _
gl(x) = |‘|S':t| Z <Wk1~,k2,lP 1y7P 1y>
"l pes,
1
=5 Z (*($2P(21+1) +oe Tt x%(zzwﬁ)) + (x%’(2l+k1+1) +ooet IzP(n)))
S0l 525
—k k ko — k
= L(xf+-~-+mi) =2 M x?,
n n

6 ‘Semidirect product’ means that S,ﬂf = DS,, DNS, = {I,} and D is a normal
subgroup of SF. This implies that for any T € S, there exist unique D € D and
P € S, such that T = PD.

7 This is consistent with the notation z; = (x,v;) in Section 4.2.
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where P(4) represents the row number of the ‘1’ in P’s ¢-th column.
For k = 2, it has

1 PN 2
gg(x):@ Z (OTTy, 4, T 1O %, x)
" pess
|si| Z Z (DT}, 4, D P10 'x, P10 x)*
"l pes, DeD
Si > > DTk D 'P Ty Py
==

For fixed P € S, and D € D, denote z = P~y = (21,--+ ,2,) and D=D"! =
diag{dy,--- ,d,}, where d; = £1. Then it has

—1
DTy, 1, D™z = (didaza, d1do 21, . . ., doy—1do a1, doi—1dai 221-1,

T 2241y oy T R4k R2+k1 1y - s Zn),

_ ! I+k
and (DTy, , D 'z,2) = > ,_, 2d2i—1d2i22i—132i_212 Zl}rl 2 Y k41 %
It follows that

Z (DT%, 4, D" '2,2)” = |D| 422'21 1Z5; + Z i+ Z 2122]2

DeD i=20+1 204+1<4,j<21+k1

2,2 2.2
-2 E z;z5 + E 2 %5

2+1<i< 24k, 24k +1<i,5<n
2+k1+1<j<n

Observe that z; = TP() for 1 < i < mn, then it can be deduced that

(%) Si Z Z (DT}, 4, D '2,2)"
‘ |P€S DeD
4l+k1(/€1—1)—2k1k2+k2(l€2—1) 2 92 (n—21) 4
= rixr; + — x;
n(n—1) 1§;§n ! n 1<zz<n
61 + (kl - k2)2 —-—n 2 9 (TL — QZ) 4
- n(n—1) Z Tyt n Z i
1<i,5<n 1<i<n
n? —2nl — (k‘l — k2)2 —4 & 4 6l + (k‘l k‘g) —-n
N n(n—1) 2T + n(n —1) ZIZ

|
_

1=

Appendix F Recover the Exact Shortest Vectors in
Proposition 4.2

In this appendix, we demonstrate how to recover the exact shortest vectors by us-
ing good enough approximations of the shortest vectors of £ and automorphisms
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of Aut(L), thereby completing Proposition 4.2. In fact, this can be reduced to
the following problem.

Problem F.1 Suppose n is odd. Given a basis B of a lattice L =2 7™, a poly-
nomial number of automorphisms ¢1,da,...,¢pm) € Aut(L) that are drawn
uniformly and independently from a conjugacy class €4, where ¢pg ~ Ty gy
and ki, ko,l are fized, and an approximation of a set of independent shortest
vectors v;, i.e., {Vi,...,Vn} such that v; = v; +€; and ||€;|| < n~¢. The goal is
to find the shortest vectors of L, i.e., V.={vy,...,vp}.

Note that for any ¢ € €4, it has ¢ = VSV ! where S € StandS ~ Th kol
(ie., AT € SF such that S = TTy, 1,,T7'), and ¢ acts on the set of shortest
vectors {£vy,...,+v,}. Then for 1 <4,j <n, it has ||¢v; £ v;|| =0 or 2 and

lovi 9,1 = lovi £ vjlll < [[pei + €] < 2n7°. (16)

Thus, for any given ¢ € €,,, we can decide whether ||¢v; £ v,|| = 0, and thus
exactly recover the corresponding matrix S € S7.

Next, we demonstrate that, for the given automorphisms ¢1, @2, ..., ¢p(n)
¢y, and the corresponding matrices S; € St 1 < i < p(n), such that ¢; =
VS, V71 we can efficiently recover V. For ¢,S € R"*", define K(¢,S) :=
{X € R : XSX ' = ¢}. Then clearly, K(¢,S) is an R-linear space, and
V € K(¢;,S;). Moreover,

m

K(6:,8;) = {X:XS;X ' =VS,;V'}
={X:(VX)S;(V'X)"' =8;}
={VX:XS,X ' =8}
=V {X:XS8;X!'=8}
=V K(Si,S)).

Therefore, V € V - ﬂfg) K (S;,S;). Note that K(S;,S;) is a subgroup of S;.
Let T; € S,jf such that S; = TiTk17k27lT;1. Then it has

K(S;,S;) ={X:XS; X '=8;}
= (X XTy Ty 4yt T X = Ty T, o T
= {X : (T;IXTi)Tkhkz,l(T;1XTi)_1 = Tklvk%l}
= TiK(Tkl,k2J7 T}Chkz’l)T;l'

Since ¢; is drawn uniformly from the conjugacy class €4, then S; is distributed
uniformly in the conjugacy class €, , . Then from the group action perspec-
tive, the coset T; K (Tk, ky,15 Thy ks ) is distributed uniformly in the left cosets
of Tk, &y, in SF. Equivalently, K(S;,S;) = TiK(Tkl’k%bTk17k2,l)T;1 can be
viewed as a random subgroup of S such that T; is drawn uniformly at random

+
from S,-. There are two cases for Ty, , -
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Case 1. 1 = 0. In this case, it has ki, ks > 0, and thus there exists 1 <

a # b < n such that Ty, x, €, = €, and Ty, 1, 1€y = —ep (we recall that
{€a}aepn) is the standard basis). Thus, for an X € K(Tk, k,,1, Tk, ks,1), We have
eJXeb = —eIXT;ﬂ’kz,leb = —eITkl,k%lXeb = —eIXeb, i.e., eIXeb = 0.

Similarly, it can be deduced that ebTXea =0.

Therefore, for any Y € K(S;,S;), we have T;'—YTi € K(Thy kot Thy koil)-
It follows that (T;e,) Y (T;e;) = (Tie;) " Y(Tse,) = 0. Note that T; can
be viewed as drawn uniformly at random from SF, and S;f acts transitively
on all the pairs {(f+e,,+ep) : 1 < a # b < n}. Thus, for a sufficiently large
polynomial p(n), it has e, Ye, = e/ Ye, = 0 forall 1 <a#b<nandY €
ﬂfg) K(S;,S;). In other words, ﬂfg) K (S;,S;) consists of all diagonal matrices
in R™*" i.e., ﬂfﬁ}) K(¢i,S;) = {V -diag{dy,...,d,} : d; € R}. Then V can be
reconstructed by first computing an R-linear basis of the space ﬂfﬁ? K(¢,S;)
and then recovering each +v; via vector normalization.

Case 2: 1 # 0. In this case, it has k1 # 0 (or k2 # 0). Thus we have
T4, ko001 = €2, Th, 1, €2 = €y, and there exists 3 < j < nsuch that Ty, x,€; =
—e; (or Ty, k,e; = €; if kg # 0). Then, by a similar deduction as in Case 1,
we have e] Xe; = ej] Xez, e Xe; = ej Xe;, and ef Xe; = —ej Xe; (or
el Xe; = e; Xe; if ky # 0) for all j € [n] and X € K(Tk, ky.t> Thykal)-

Again, due to the transitivity of the action of S on {(+e,, +e;, fe.)}, we
can deduce that for a large enough polynomial p(n), it has e/ Ye, = eZ—Yeb,
eIYeb = e;';Yea7 and e;rYeC = —e;rYeC, e;rYec = e;,rYec for all 1 < a #
b#c<nand Y € '™ K(S;,S;). In other words, ") K(S;,S;) = {hI,, :
h € R}. Then V can be reconstructed by first computing a nonzero matrix in

fg) K(¢;,S;) and then performing normalization.



	Exploiting the Symmetry of Zn: Randomization and the Automorphism Problem

