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Abstract

Although we have known about fully homomorphic encryption (FHE) from circular security
assumptions for over a decade [Gentry, STOC ’09; Brakerski-Vaikuntanathan, FOCS ’11],
there is still a significant gap in understanding related homomorphic primitives supporting
all wunrestricted polynomial-size computations. One prominent example is attribute-based
encryption (ABE). The state-of-the-art constructions, relying on the hardness of learning with
errors (LWE) [Gorbunov—Vaikuntanathan-Wee, STOC ’13; Boneh et al., Eurocrypt ’14], only
accommodate circuits up to a predetermined depth, akin to leveled homomorphic encryption.
In addition, their components (master public key, secret keys, and ciphertexts) have sizes
polynomial in the maximum circuit depth. Even in the simpler setting where a single key
is published (or a single circuit is involved), the depth dependency persists, showing up in
constructions of 1-key ABE and related primitives, including laconic function evaluation (LFE),
1-key functional encryption (FE), and reusable garbling schemes. So far, the only approach of
eliminating depth dependency relies on indistinguishability obfuscation. An interesting question
that has remained open for over a decade is whether the circular security assumptions enabling
FHE can similarly benefit ABE.

In this work, we introduce new lattice-based techniques to overcome the depth-dependency
limitations:

e Relying on a circular security assumption, we construct LFE, 1-key FE, 1-key ABE, and
reusable garbling schemes capable of evaluating circuits of unbounded depth and size.

e Based on the evasive circular LWE assumption, a stronger variant of the recently proposed
evasive LWE assumption [Wee, Eurocrypt ’22; Tsabary, Crypto '22], we construct a full-
fledged ABE scheme for circuits of unbounded depth and size.

Our LFE, l-key FE, and reusable garbling schemes achieve optimal succinctness (up to
polynomial factors in the security parameter). Their ciphertexts and input encodings have
sizes linear in the input length, while function digest, secret keys, and garbled circuits have
constant sizes independent of circuit parameters (for Boolean outputs). In fact, this gives
the first constant-size garbled circuits without relying on indistinguishability obfuscation. Our
ABE schemes offer short components, with master public key and ciphertext sizes linear in the
attribute length and secret key being constant-size.

Keywords. attribute-based encryption, laconic function evaluation, functional encryption,
garbled circuits, lattice, unbounded.
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1 Introduction

Over the past few decades, there has been remarkable progress in developing a diverse array of
homomorphic primitives. They enable computations involving secrets in a non-interactive and
reusable manner, all while ensuring data privacy and/or integrity. This advancement has real-
ized long-sought-after primitives such as fully homomorphic encryption (FHE) [RAD78,Gen09],
attribute-based encryption (ABE) [SW05,GPSW06], functional encryption (FE) [SW05,GPSW06,
O’N10,BSW11], and indistinguishability obfuscation (:0) [DH76,BGIT01]. Additionally, a plethora
of intriguing concepts have emerged, including laconic function evaluation (LFE) [QWW18a],
reusable garbling [GKP*13b], homomorphic commitments and signatures [BF11,GVW15b], con-
strained pseudorandom functions [BW13], among others.

A central research objective is to develop homomorphic primitives supporting all unrestricted
polynomial-size computations, with no predetermined bound on the parameters such as description
size, input length, and depth. Notable successes in this pursuit include the development
of FHE from circular security assumptions [Gen09,BV11], as well as FE and iO from well-
studied assumptions [JLS21,JLS22]. These constructions accommodate unrestricted polynomial-
size circuits. Since iO serves as a powerful tool for achieving other cryptographic goals, the
latter results imply the feasibility of FHE [CLTV15] and ABE [GGH"13a,JLL23] for unrestricted
polynomial-size computations, and potentially other homomorphic primitives.

However, beyond these two successes, progress has stagnated, particularly concerning ABE and
related primitives. ABE provides fined-grained access control for encrypted data, allowing data
owners to encrypt data tied to public attributes x. Users hold partial decryption keys linked to
various access policies f, ensuring that a ciphertext can only be decrypted by keys with matching
policy, i.e., f(z) = 1. The state-of-the-art ABE construction based on the hardness of learning with
errors (LWE) by Boneh et al. [BGG14], following the initial work by Gorbunov, Vaikuntanathan,
and Wee [GVW13], only supports circuits up to predetermined (polynomially bounded) depth,
akin to leveled homomorphic encryption. This depth dependency presents itself in two ways.
Functionally, it requires fixing a bound d on the maximum computation depth when generating
the master public key, limiting subsequent computations to depths below d. In terms of efficiency,
the scheme’s components — master public keys, secret keys, and ciphertexts — grow in length
polynomial in d. Such dependency has been inherited by other homomorphic primitives that
employ techniques developed for ABE, including predicate encryption [GVW15a], homomorphic
signatures [GVW15b], and constrained pseudorandom functions [BV15].

Even in the simpler scenario with just one secret key published, there is no known solution to
overcome the depth limitation. Hence, we only have 1-key ABE for bounded-depth circuits, and sim-
ilarly for LFE [QWW18a], 1-key FE [SS10,GVW12,GKP*13b], and reusable garbling [GKP13b].

In summary, without using i©, we are limited to leveled versions of ABE and related
homomorphic primitives. = However, these primitives are intuitively closer to homomorphic
encryption in terms of capabilities and techniques than to iO. Gentry [Gen09] introduced the
bootstrapping technique based on circular security assumptions to remove depth dependency in
FHE. However, after nearly fifteen years, there is no equivalent of bootstrapping for ABE, even
when considering circular security assumptions and other lattice-based assumptions. In this work,
we aim to fill the gap and give direct lattice-based constructions of unbounded depth ABE, LFE,
1-key FE, and reusable garbling. Such direct constructions without relying on iQ yield simpler,
more efficient, and post-quantum secure schemes.
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1.1 Our Results

We present the first lattice-based constructions of ABE and several related primitives supporting
circuits of unbounded depth (and size). Our constructions come in two versions. In the single-key
setting, we construct 1-key ABE, LFE, 1-key FE, and compact reusable garbling schemes, based
on a circular security assumption. In the multi-key setting, we achieve full-fledged ABE (secure
against unbounded collusion) by leveraging a new evasive circular LWE assumption, which is a
variant of the recently proposed evasive LWE assumptions [Wee22,Tsa22]. Notably, our LFE, 1-key
FE, and reusable garbling schemes enjoy (asymptotically) optimal succinctness (up to polynomial
factors in the security parameter). Their input encoding/ciphertexts scale in length linear in the
input length, while function encoding/secret keys are of constant size (for Boolean-output circuits),
independent of circuit size or depth. In fact, we obtain the first constant-size garbled circuits
without using ¢Q, irrespective of the reusability property. Our ABE schemes have the same level of
succinctness. Compared to prior constructions, our schemes eliminate the multiplicative overheads
that grow polynomially with the maximum depth of the computations.
Below, we describe our results in more detail.

Depth-Unbounded LFE, 1-Key FE/ABE, and Reusable Garbling from Circular LWE.
Circular security assumptions postulate that LWE samples are pseudorandom even when they
are used to encrypt the underlying secret vector. We rely on the following specific circular LWE
assumption (Assumption 1):

with &m:<§m>,S:AmRMMN,D®G,
r' Agpe
it holds that Ao, S, A, r"A' ~ 8,8, 8, 8,

. . . . . ax -/ /
where r consists of small Gaussian entries, G is the gadget matrix, A, < Zg=™, A & Zg™™,

R < {0, 1}me” for some appropriate m, m” and any polynomial m’, and independent Gaussian
noises are added to the terms with wavy underlines. Here, Ag, is a public key with the
corresponding secret key s = (r", —1)7 satisfying s" Ame = 0, and S is a circular encryption of (the
bits of) s under the secret key s, both generated honestly using the Gentry—Sahai-Waters FHE
scheme [GSW13]. The assumption states that this circular encryption together with the other LWE
samples are jointly pseudorandom. It is almost identical to the circular security assumption needed
for bootstrapping the [GSW13] FHE scheme, except here the secret key is small Gaussian instead of
uniformly random. In the literature, circular security assumptions with small secrets have already
been used, e.g., for bootstrapping the Brakerski-Gentry—Vaikuntanathan FHE scheme [BGV12].
Assuming the above circular LWE assumption, we construct depth-unbounded LFE, 1-key FE
(implying 1-key ABE), and compact reusable garbling schemes, all achieving optimal succinctness.

Laconic Function Evaluation. Introduced by Quach, Wee, and Wichs [QWW18a], LFE enables
one party, Alice, to compress a large circuit C into a short digestc. Using this digest, Bob can
encrypt any input x in a way that allows Alice to recover C'(x) without learning anything else
about x. In LFE, the digest size and the encryption time (consequently, the ciphertext) are small
— much smaller than the circuit size. It is a useful primitive in secure computation, implying
Bob-optimized 2-party function evaluation and MPC protocols with laconic online computation.
The prior construction of LFE [QWW18a] uses techniques developed in the constructions of ABE
by [BGG*14] and 1-key FE of [GKP*13b], and inherits their depth dependency. The common
reference string, circuit digests, and ciphertexts all grow in length polynomially in a bound on
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the computation depth (specified when generating the common reference string). Assuming the
circular LWE assumption, we remove such dependency.

Corollary 17 (LFE). Under the circular LWE assumption, there exists a very selectively secure
LFE scheme for circuits of unbounded depth and bounded input/output lengths L, L' with

lers| = O(L), |digestc| = O(L)), Tenc = O(L + L), lct| = O(L + L').
In the above statement and rest of this introduction, O(-) hides poly(\) factors.

1-Key Functional Encryption. Sahai and Seyalioglu [SS10] introduced the idea of single-key FE
and gave the first construction based on public-key encryption, followed by [GVW12] extending it
to the setting with a bounded number of keys. However, these schemes only support circuits of
bounded size, with components scaling with the maximum circuit size. Goldwasser, Kalai, Popa,
Vaikuntanathan and Zeldovich [GKP*13b] presented the first single-key succinct FE, handling
unbounded-size but bounded-depth circuits, where the components grow with the maximum
depth of the computations instead of maximum size. Later, in the same work that introduced
LFE [QWW18al, it was shown that LFE can be transformed into a succinct single-key FE scheme,
using just a non-succinct single-key FE scheme such as the ones based on public-key encryption.
Applying the same transformation to our LFE scheme for circuits of unbounded depth and size
immediately yields a single-key FE for the same class of circuits.

Corollary 18 (1-key FE, implying 1-key ABE). Under the circular LWE assumption, there exists
a very selectively 1-key simulation-secure FE scheme for circuits of unbounded depth and bounded
input/output lengths L, L’ with

mpk| = O(L+L),  Iskel = O(L'),  [et(x)| = O(L+L').

Reusable Garbled Circuits. An important application of single-key FE is reusable garbling
introduced by [GKP*13b]. Here we consider reusable garbling that guarantees input privacy but
not circuit privacy (i.e., the circuit C' being garbled is public and does not need to be included in
the garbled circuit). It enables converting a circuit C into a garbled form C together with a public
key pk. Using pk, one can encode an unbounded number of inputs x; into encodings X;’s, which,
together with C' and pk, reveals only the outputs C (x;). As noted in [GKP"13b], 1-key FE scheme
with succinct components implies succinct reusable garbled circuits — the garbled circuit is an FE
secret key and the input encoding is an FE ciphertext. Therefore, our 1-key FE for unbounded-
depth circuits immediately implies reusable garbled circuits with optimally succinct garbled circuit
and input encodings.

Corollary 20 (reusable garbled circuits). Under the circular LWE assumption, there exists a
selectively secure reusable garbling scheme for circuits with

ICl=0(L), |pkl=O(L+L), |&=0(L+L)
where L, L' are the input/output lengths of C.

Optimal Succinctness. We remark that our LFE, 1-key FE, and reusable garbling schemes for
Boolean-output circuits have optimally succinct components. The digests/secret keys/garbled
circuits have constant size independent of any aspect of circuit complexity. The sizes of
ciphertexts/input encodings are linear in the length of the inputs encoded, which is necessary
in order to hide the inputs. We remark that even for standard (non-reusable) garbling schemes,

3 /48



constant-size garbled circuits were not known before without using ¢©0. While our notion of garbling
does not hide the circuit, it is easy to generically transform such a garbling scheme to also hide
the circuit — encrypt the circuit C' using a one-time rate-1 secret-key encryption scheme to obtain
a ciphertext C' and garble the augmented circuit C’ that on input the right secret key k and the
original input x, decrypts C using k to obtain C' and computes C(x). The new garbled circuit
consist of C, garbling of ¢, and labels for k, and has rate-1 size (|C| + O(1)).

Full-Fledged Depth-Unbounded ABE from Evasive Circular LWE. We also construct full-
fledged depth-unbounded ABE assuming a stronger assumption, called the evasive circular LWE
assumption, which incorporates circularity into the evasive LWE assumption of [Wee22,Tsa22]
(more on that later).

Construction 4 (depth-unbounded ABE). Under the evasive circular LWE assumption and
the circular LWE assumption, there exists a very selectively secure ABE scheme for circuits of
unbounded depth and bounded input length L with

Impk| = O(L),  |ske| = O(1),  |ctx| = O(L).

The secret key size of our ABE scheme is constant, while the master public key and the ciphertexts
are compact, of size linear in the maximum attribute length. We can further remove the
predetermined bound L on attribute length by applying the generic transformation of [GKW16] to
obtain an ABE scheme for, truly, all polynomial-size computations, at the price of increasing the
secret key size to be linear in the input length of the function encoded.

Corollary 24 (attribute-unbounded depth-unbounded ABE). Under the evasive circular LWE
assumption and the circular LWE assumption, there also exists a very selectively secure ABE scheme
for circuits of unbounded depth and input length with

Impk| = O(1),  [ske| =O(L),  |etx| = O(Jx]),
where L is the input length of C in skc.

The Evasive Circular LWE Assumption. We explain the evasive circular LWE assumption at
a high level. The evasive LWE assumption [Wee22,Tsa22] asserts that LWE samples (s'B + ef;)
remain secure even in the presence of low-norm trapdoors B~!(P) mapping B to another (not
necessarily random) matrix P, provided that (r"B + ef,r"P + e) (with fresh random noises ep)
are jointly pseudorandom. A simple formal version is the following. Fix an efficiently sampleable
joint distribution & of matrices K’,P and auxiliary information aux € {0,1}", the evasive LWE
assumption postulates that

if @®: B, A, P, r'B, Ij;gj, r'P,aux ~ (@: B, A, P, 8, 8, $, aux,
then ®: B, A, P, r'B, IE\/, K ,aux ~ @: B, A", P, §, $, K, aux.

Here, B <* Zy*™ for m = ©(nlogp), and K < B~!(P) is a low-norm matrix satisfying BK = P.!
The public-coin version of this assumption requires that aux contain the random coins used for
sampling from S.

Our multi-key depth-unbounded ABE scheme relies on a stronger variant of the evasive LWE
assumption, where both the precondition and the postcondition additionally include a public key

'K can be efficiently sampled using a trapdoor [MP12] of B.
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Age of [GSW13] and a circular encoding of the secret key. The circular encoding consists of two
parts — a circular encryption S of the secret key under itself, and the attribute encoding [BGGT14]
of S using the same secret and a matrix Acy.. More formally, fix an efficiently sampleable joint
distribution of ACirC,K/,P,aux, the evasive circular LWE assumption (Assumption 2) stipulates
that

if @7 Afh67 S, Acirm ST(ACirc_S®G ~ @7 $; $7 Aire, $7
then @7 Afhe7 Sa Acirca ST(ACirC _S®G @7 $7 $7 ACiI‘C7 $

Recall that s = (r", —1)" is essentially the same as r. Note also that ACirC,X/, P, aux are sampled
independent of the public key Ag,e and the circular ciphertext S, which are honestly generated.

The works of [Wee22,VWW22| argue that for evasive LWE, if the precondition holds, then
no attacks are known against the postcondition. In particular, the family of zeroizing attacks
(e.g., [CHL*15,CVW18,HJL21,JLLS23]) that have successfully ruled out many post-quantum
obfuscation candidates and several recently proposed LWE with leakage assumptions (e.g., [GP21,
WW21,DQV*21]) do not work. These attacks crucially rely on collecting equations of LWE secrets
over the integers from correlated LWE samples (provided by or derived from the assumption or
construction being analyzed). For evasive LWE, this strategy fails, since the precondition ensures
that all LWE samples that can be obtained are jointly pseudorandom, and hence one cannot collect
any useful equation over the integers. Our circular variant adds an FHE public key and a circular
encoding to the precondition and the postcondition, while maintaining the same justification.

Lastly, we remark that it is possible to construct contrived auxiliary information with respect
to which the (circular or non-circular) evasive LWE assumption becomes false (e.g., aux contains
an obfuscation [VWW22]). However, no such counterexamples are known in the public-coin case,
when aux contains the randomness used for sampling the matrices. Our KP-ABE only relies on the
public-coin version of the evasive circular LWE assumption.

Q

Our Techniques in a Nutshell. Our key technical contribution is a new bootstrapping
method for the ABE schemes of [BGGT14]. At a high level, our bootstrapping technique
allows transforming an attribute encoding (s"(A —vG) +el) of a bit v with large noises e,
into another encoding (s"(A’ — vG) + (€/)7) of the same bit with smaller noises €' of some fixed
magnitude. Moreover, the new matrix A’ can be derived efficiently from A and other public
matrices, independent of s, v, and the noises. The reason that the scheme of [BGGT14] only
supports evaluating circuits with a priori bounded depth d is the follows. Starting from an
input encoding (s"(A —x® G) +e"), for any circuit C, the homomorphic evaluation procedure
produces an output encoding (s"(Ac — vG) + el ), where the noise is exponential in d. To allow
decryption, the modulus ¢ (chosen when the scheme is set up) must be larger than the maximum
output noise, upper-bounding the maximum depth of circuits that can be handled. Now, using
our bootstrapping technique, when the noise becomes too large, we can simply reduce the noise to
obtain a refreshed encoding (s"(A’ — vG) + (€/)"), and perform further homomorphic evaluation
on it. Since bootstrapping can be applied for an unbounded number of times, we can handle circuits
of unbounded depth.

Our ABE bootstrapping is inspired by the FHE bootstrapping [Gen09], but differs significantly.
The idea of FHE bootstrapping is publishing a circular encryption S of the secret key s, and
whenever a ciphertext C becomes too noisy, one can homomorphically evaluate the decryption
function Dec(-, C) with the ciphertext hardcoded inside, over the circular ciphertext S to obtain a
new, less noisy, ciphertext C’ of the same plaintext. Unfortunately, throughout the past decade, it
remained unknown how to adapt FHE bootstrapping to the context of ABE.
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Our ABE bootstrapping proceeds roughly in two steps. The first step adapts the rounding (or
modulus reduction) technique used in the FHE scheme of [BGV12] to the ABE setting. Rounding an
attribute encoding (s"(A — vG) + el ) mod p naively would cause the modulus to decrease, leading
again to depth-bounded evaluation. Instead, our new technique first rounds and then recovers the
modulus. But after recovery, the result is not a well-formed attribute encoding, rather, it should be
regarded as a “noiseless ciphertext” of form (RndPad(s) — vs"G), where vs™G is the payload and
RndPad(s) is a “blinding factor” that depends only on s and public matrices. We complement round-
then-recover with another procedure generating an encoding of form (s"A’ — RndPad(s) + (e/)")
with small noises, which then gives a well-formed attribute encoding (s"(A’ — vG) + (€’)") for the
same bit v with small noises. The second step crucially relies on an attribute encoding of the
circular ciphertext, s"(Acire — S ® G) + €/, as described in our evasive circular LWE assumption.
More details in the technical overview (Section 1.3).

Lastly, we mention that it is not clear how to combine our bootstrapping techniques with the
lattice trapdoor techniques employed in prior ABE constructions [GVW13,BGG'14]. As a result,
our security proof does not rely on trapdoor simulation, more similar to recent works [QWW18a,
LLL22,Wee22|. This contributed to our full-fledged ABE schemes relying on the evasive circular
LWE assumption. We leave the question of removing the new assumption as an interesting future
direction.

1.2 Related Works

Table 1 summarizes the current state of KP-ABE for circuits.

ABE Constructions Using 1O and Related Primitives. Prior to our work, depth-unbounded
ABE and (1-key or multi-key) ABE with depth-independent succinctness were only known using
the strong tools of iO or iO-related primitives. The work of [GKP*13a] builds ABE for Turing
machines from extractable witness encryption and SNARK. Both the existence of extractable
witness encryption and that of SNARK are knowledge assumptions in nature, and the only
candidate of extractable witness encryption relies on differing-input obfuscation [ABG™13], which
is even stronger than 0. It is well known that iO itself implies FE for unbounded-depth
circuits [GGH'13a], which implies ABE for unbounded-depth circuits. However, the direct
construction yields an FE with non-succinct secret keys, of size polynomial in the circuit size.
The recent work of [JLL23] uses such FE with non-succinct keys to construct FE and ABE for
random-access machines (RAM) with succinct components. All the components of their scheme,
the master public key, secret keys, and ciphertexts, are of constant size, whereas the master public
key and ciphertexts of our ABE schemes still scales with input length.

ABE Constructions Without 0. As mentioned earlier, the lattice-based ABE schemes
of [GVW13,BGG™14] support circuits of a priori bounded depth and input length, and the scheme
of [BGGT14] has components of size polynomial in the maximum depth. Several follow-up works
improve their construction on the fronts considered in this work. The work of [LLL22] improves
the secret key size from poly(d, A) to poly(\), but unfortunately still suffer the constraint of being
depth-bounded and have the master public key and ciphertexts of size polynomially dependent on d.
In addition, their scheme is designed in the generic pairing group model, thus not post-quantum
secure. Observe that if using the [LLL22] scheme to construct LFE, 1-key FE, or resuable garbling,
the resulting schemes would still have ciphertexts/input encodings scaling with computation depth,
hence not optimally succinct.

Brakerski and Vaikuntanathan [BV16] presented an ABE scheme supporting unbounded at-
tributes and satisfying semi-adaptive security, based on and modified from the scheme of [BGG™*14].
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Table 1. Comparison among select KP-ABE schemes for circuits.

depth-

reference | P 04 [mpk| |ske] |ctx| assumptions
[GGH"13a] v poly(L) poly(|C]) poly(L)  iO
[GKPT13a] v 0O(1) 0O(1) poly(L)  exWE & SNARK
[AS16] v O(1) poly(|C)) poly(L) O
[AJS17] v 0O(1) o)) O(L) 1O (subexp)
[AM18] v 0(1) poly(|C]) O(L) FE
[KNTY19] v O(1) poly(|C)) poly(L) FE
[GWZ22] v poly(L) poly(|C]) O(L) 10
[ACFQ22] v O(1) poly(|C)) poly(L) FE & DE-PIR
[JLL23] v 0(1) 0(1) O(1)  FE
[GGHT13b] L poly(d) |C| poly(d) Lpoly(d) MMaps
[GVW13] L poly(d) |C| poly(d) Lpoly(d) LWE
[BGGT14] L poly(d) poly(d) Lpoly(d) LWE
[BV16] O(1) O(L) + poly(d) |x|poly(d) LWE
this work, 1-key v O(L) O(1) O(L) csLWE
this work v O(L) O(1) O(L) evesLWE
this work v 0O(1) O(L) O(|x|) evesLWE

L,d,|C| are the input length, the depth, and the size of C, and |x| is the length of x in
attribute-unbounded schemes. For schemes supporting Turing machines or random-access
machines, the shown efficiency is that when the scheme is used for circuits. In component
sizes, poly(\) factors are ignored. For assumptions: exWE is extractable witness encryption;
subexp means subexponential security; FE is for circuits; DE-PIR is doubly efficient private
information retrieval; MMaps is multilinear maps; csLWE is circular small-secret LWE;
evesLWE is evasive small-secret LWE; only the heaviest assumptions are listed.

Goyal, Koppula, and Waters [GKW16] presented a generic transformation converting any selectively
secure attribute-bounded ABE into a semi-adaptively secure attribute-unbounded one. As men-
tioned above, the transformation of [GKW16] can also be applied to our depth-unbounded ABE
scheme to further remove the predetermined bound on attribute length, yielding a scheme that
handles truly all polynomial-size computations.

1.3 Technical Overview

In this section, we present the core techniques of our unbounded homomorphic evaluation before
exemplifying its usage with attribute-based laconic function evaluation (AB-LFE).

[BGGT14] Bounded Homomorphism. Our starting point is the attribute encoding and its
homomorphic evaluation due to [BGGT14]. Let G be the gadget matrix. Given public matrix A
and LWE secret s, the encoding of x (bit-string) is s"(A —x ® G), where the wavy underline
indicates the presence of noise. Given a circuit C' with Boolean output, one can compute a low-
norm matrix He, and both C' and x, a low-norm matrix H¢ x, satisfying

(A-x®G)Hex = AHo — C(x)G - s'(A —x®G)Hox =s' (AHg — C(x)G).

The procedure can be regarded as evaluation on a matrix-valued circuit x — C(x)G, and it can be
extended to such circuits having arbitrary matrix output (not just multiples of G).

The norms of He and He x grow exponentially with the depth of C', which translates to the
noise growth. Once the modulus ¢ is fixed, it puts a polynomial bound on the depth — O(log ¢q) at
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the very most. After some a priori fixed polynomial depth, the noise will grow beyond tolerance.
Beyond correctness, the security proof of [BGG'14] also relies on H being low-norm. Clearly, the
crux of the matter is controlling noise growth during homomorphic evaluation.

Inspirations from FHE. In fully homomorphic encryption literature, there are two major ways
of dealing with noise, rounding and bootstrapping.

Let M (factor of ¢) be a rounding resolution, C' a low-depth subcircuit, x an input, and
A = AH_ the public matrix for C. As a first attempt, after evaluation of C' with noise about to
overflow, we might try

(s"(Ac — C(x)G) + ej,,,,) mod ¢
M

:4§A%mm—amgemm+§@mmmj% (1)

The secret s is now assumed to be low-norm. Here, egyan contains both the rounded ejaee and the
rounding error. Rounding reduces the absolute magnitude of noise, but it also shrinks the modulus,
and the modulus-to-noise ratio remains large. Therefore, rounding does not enable unbounded
homomorphic evaluation by itself.

Bootstrapping reduces the noise without diminishing the modulus. Let hct(x) represent an
FHE ciphertext of x. Suppose HEval is the FHE evaluation procedure such that

HEvalc (het(x)) = het(C(x)) for any circuit C' : x — C(x),

where the noise magnitude of the output hct(C(x)) depends on that of the input hct(x) and the
depth of C. To bootstrap, we publish hct(hsk), an FHE ciphertext of the FHE secret key hsk
(encrypted under itself). Given hctyyge = hct(z), which, though still decryptable to x, might
contain large noise, we let Cy(v) be a circuit with u hardwired that performs FHE decryption
on u (ciphertext) using input v (key), and run

hctgman = HEvaIChctlarge(hct(hsk)) = hct(Chetyyyy, (hsk)) = het(z).

The output hctgnan is again a ciphertext of x, but its noise magnitude only depends on that
of hct(hsk) and the depth of FHE decryption circuit, not that of hctjyrge. This procedure restores
the noise to a fixed amount and helps achieving (non-leveled) FHE. However, it is not clear how
bootstrapping can be applied to attribute encoding [BGG*14] (or more generally, ABE).

Difficulties of Bootstrapping ABE. A naive envision of reducing the noise in ¢" = s"(A¢ — C(x)Q)
by bootstrapping is to homomorphically evaluate, on an attribute encoding of s, a circuit Cy(v)
with u = ¢ hardwired that outputs the value (i.e., C(x)) encoded using the input v = s so that?

(wishful thinking) s'"(A —s® G)H¢, =s"(AHg, — Ce(s)G) =s"(AHq, — C(x)G),

where the output noise only depends on that in s"(A —s ® G) and the depth of C¢, but not that
in c. There are two issues with this approach.

One is that the circuit C; is ciphertext-dependent, thus unknown at key generation time, making
it difficult, if possible at all, to generate the key corresponding to the correct circuit. This is also
highlighted by the difference between the security of FHE and ABE — in FHE, decryption works
regardless of the homomorphic computation applied to the ciphertext, whereas in ABE, since the

ZPrecisely speaking, the attribute encoding (and FHE ciphertexts of s later) is bit by bit for s (and S later), and
needs to include a helper encoding of 1. We let go of those details for a simplified exposition in this overview.
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key is bound to a specific circuit, the homomorphic evaluation must be authenticated and decryption
must implicitly verify that the correct computation is performed.

The other difficulty is that in [BGG™14] homomorphism, it is necessary to know the value being
encoded, so evaluating a circuit on s requires knowing s, which we cannot afford as revealing it
would destroy security.

Our Unbounded Homomorphic Evaluation. We achieve unbounded homomorphism for
[BGG14] attribute encoding by combining rounding and (circular-FHE-style) bootstrapping.

Noise Removal. We make rounding noiseless. Recall that egyay in Equation (1) contains both the
rounded €jarge and the rounding error. To remove the former, we round when ||€jarge|| is much less
than M. To get rid of the latter, we draw inspiration from the learning with rounding (LWR)
assumption — instead of taking s out from rounding, we keep it inside:

M M

(s"(Ac — C(x)G) + ej,,,,) mod q_‘ ( {(STAC + €Jyrge) mod ¢
B M

-‘ - C(x)sTGsmall> mod L

sTAc mod ¢

ith high probabilit =
(with high probability) <{ 7

-‘ — C(X)STGsman> mod %

For the first equality to hold, we need M to be a power of two so that M | G (ignoring the small
entries in G for now) and C(x),s, % are integral hence can be freely taken out of rounding. The
second equality holds when ej,ge does not introduce carrying/borrowing. Intuitively, s"A¢ for Ac
arising from homomorphic evaluation should just be random, hence is likely to be far away from
the boundary of rounding jumps.

Rounding transfers the encoding to a smaller modulus 7. We restore the large modulus ¢ by
multiplication:

i Vi —‘ —C(x)s" - MGsmaH> mod q.

<M{@WA0—C@XD+eQ$Mmﬁqw_(M{§Aommm
We want to recover G, but M Ggpay only contains the large powers of two in G. We also glossed
over the issue of entries in G less than M when rounding. The fix is to rearrange G by small and
large portions G, Gg and amplify Gy, by M before rounding. Let Q be the permutation matrix
such that (Gr,, Gr)Q = G, then the rounding procedure is

| L8 CHQET MGG modd) (T g

M

The matrix multiplying C'(x)s" is (note that the quantity being rounded is integral)

{GG_I(J\]@GL,GR)W <I MI> Q- (GL, %) <I MI> Q= (G1,Gr)Q =G,

and the other part is a rounded pad dependent on Ac and s,

T -1
RndPada,,(s) = f AcG (MEL’GR) mod ﬂ (I MI) Q.
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Bootstrapping. After noise removal (rounding and modulus restoration), the encoding is no longer
amenable to [BGGT14] homomorphism. If we can compute sT Ai; — RndPada . (s) for some (other)
public matrix Af, related to C, we will be able to continue homomorphic evaluation using

sTAr — RndPada . (s) + (RndPada(s) — C(x)s"G) = s" (A — C(x)G).

This naturally calls for homomorphic evaluation on s. But again, we cannot perform [BGG'14]
evaluation on s as it must not be known to the evaluator for security. Instead, we circularly
encrypt s, perform [BGG™14] evaluation on its ciphertext S under itself, and employ the dual-use
technique of [BTVW17] for automatic decryption.

In the FHE scheme of [GSW13], the secret key is s, a ciphertext is a matrix C, and decryption
is noisy linear. Suppose C encrypts x', then s"C = x" + noise.® The technique of [BTVW17] is to
use the same s for attribute encoding and FHE secret key. We additionally publish

(circular encryption) S = hct(s), (circular encoding) s'(Acirc — S® G).

Given A, we evaluate HEvalgngpad Ao ON attribute S, which yields the desired

.
s (Acic —S®G HHEvaIRndPadAC .S ACirC?HEvaandPadAc

([BGG+14D = STAcirCHHEvaandpadA — STHEvaandPadAc (S) = §I/é\IQ — STHEvaandPadAC (th(S))
IOV O

([GSW13]) =s"Ap —s"het(RndPada . (s)) = s' Ay — RndPada . (s).

Note that FHE decryption happens automatically when an FHE ciphertext is evaluated on the
attribute. The noise in s"Af; — RndPada (s), thus that in s"(Ay — C(x)G), only grows with the
depth of HEvalrndpad Ac which is fixed and does not grow with that of C.

Summary. By removing noise and bootstrapping after every gate, we keep the noise at a fixed
level hence achieve unbounded homomorphic evaluation. Abstractly, the procedure gives rise to
two efficient algorithms (corresponding to He, Hex of [BGGT14])

UEvaIC(AattU Acirc; C) = AC7 UEvalcx(Aattr7 C—arttm ACirCu c;ttm Ca X, S) = C—éa

satisfying (with high probability) UEVIC(Anste, Acgee,C)
va attr,fcircy

2
UEvalCX (Auttr; 8T (Anits — X ® G), Acire, 8 (Agys — S ® G), 0, x,S) = sT(A¢ — C(x)G)

if S is a circular [GSW13] encryption of s.

One More Thing. We highlight a technicality here. Recall that noise removal relies on s" A being
far away from the boundary of rounding jumps. The intuition was s"A¢ is (pseudo-)random, but
in reality, s"Ac = sTAH¢ for some low-norm Hg dependent on A. Although s"A is marginally
random, H¢ has complicated dependency (described by C') on it, so the distribution of s" A is not
easy to work with. For our scheme, the last entry of s is always —1, in the worst scenario without
considering the exact structure of H¢g, for every z, there exists a function H : A — H outputting
a low-norm matrix that makes sTAH(A) = z" happen with overwhelming probability.*

3The formulation in [GSW13] is different. For their bit encryption, we can regard zs'G as the plaintext x'. Tt
extends to any vector x' and to ciphertexts homomorphically evaluated for vector-valued circuits. (See Section 2.5.)
“For most z, this H is not known (nor believed) to be efficiently computable.
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We take advantage of the fact that the low-norm H¢ is efficiently computable. Our technique
is to introduce (another, independent) noise e. Under the LWE assumption, (s"A + e")H¢ is
indistinguishable from d "H¢ (for 6 random and independent of H¢). The latter can be shown to
be far away from the boundary of rounding jumps. (See Lemma 8.)

Alternatively, the issue can be worked around by adding a random shift to the value before
rounding. The shifts can be generated using a PRF key.

Laconic Function Evaluation. Putting things together, we present our AB-LFE construction
using unbounded homomorphic evaluation. Its components are

Crs = (Aattra Acirc)a digeStC = AC’» Ctx(,u) = (X, S, Cattr; Ccirc, Z, Cmsg)a
A . . .
where S = ( e )R — s ® G is the circular ciphertext, and
8 Afhe+efhe

C;ttr = ST(Aattl“ —X® G) + e;ttrv Clirc = ST("ACiI“C -S® G) + elirc?
Cmsg = 8" ACG T H(2) + emsg + - |q/2]

are the attribute/circular/message encodings. To decrypt when C'(x) = 0, run UEvalCX to obtain

Chix = $"(A¢ — C(x)G) = S"Ac.

which can be used to cancel sTAcG™1(z) in s for message recovery.
The security proof when C'(x) = 1 involves two steps. First, simulate message encoding using

=1

~ =
sTACG ! (2) +p1- /2] = - [a/2] + € G (2) + O(x) -s'z.
—_——— o

Then, invoke circular LWE on secret s to hide p with the pseudorandom pad s'z.

2 Preliminaries

The security parameter is A, which is omitted for brevity except in definitions. Efficient means
probabilistic polynomial-time. Adversaries might also be given poly(\)-bit advice dependent on \.°
All circuits are Boolean and use only conjunction, disjunction, and negation gates. For conceptual
reasons, the domain/codomain of circuits might be written as any finite set, but pragmatically, the
input/output are always encoded as bits. We write A %5 B for distributions over B indexed by A,
i.e., a randomized function mapping A to B.

Vectors are denoted by boldfaced lowercase letters, and matrices, boldfaced uppercase letters.
They are indexed using brackets, not subscripts, so wi, wo are two vectors, and Wi, j] is an entry
of W. We write I, (or simply I) for the n x n identity matrix, and 0y,x, (or simply 0) for the n x m
zero matrix. When the dimension is clear, the standard basis vectors are denoted by ¢, to,..., i.e.,
¢; is the i*" column of I. We consider the infinity norm and its operator norm:

Iwil = max|will, W] = max >~ [WIi, ]|
J

5The reductions in this work are advice-preserving.
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We strictly follow the convention of vectors being columns. If w € Z7 is a vector, |w'|| is an operator
norm and |[w'|| < z||w||. Given an object, we write bits(- - -) for its fixed-length bit representation,
arrange in a row, i.e., a matrix in {0, 1}1XL for some L. For two matrices A, B of shapes n; x my
and no X me, their Kronecker product is an nino X mime matrix,

All1,1]B All,m|B
A®B= :

A[Tll, 1]B A[nl,mI]B

A useful property is (A ® B)(C ® D) = AC ® BD whenever all multiplications are compatible.

For a,b € R, we write [a,b) for { z € Z | a < z < b}, i.e., intervals are intersected with Z. Useful
facts are |[a,b)| = [b] — [a] for all a <b, and 2a —1 < [a] — [—a] <2a+1 for all a. Given a
natural number n, we use [n] as a shorthand of [1,n + 1). For natural number ¢ > 2, we denote
by Z4 the integers modulo ¢q. Matrices over Z are naturally and implicitly mapped to those over Z,
so that they can be arbitrarily mixed for various operations. For z € Z,, the canonical bits(z) is
the binary representation of its smallest non-negative representative (less than ¢), low to high,
potentially with extra trailing (high) zeros. The expression (z mod ¢) denotes the representative in
[—%, %) We also write (z mod p) when p divides ¢. For x € R, we define [z] to be Lac + %J Bits,
remainder, and rounding extend to matrices entry-wise.

Symbols. Table 2 explains select single-letter symbols used in this work.

Table 2. Non-self-explanatory symbols in this work.

symbol ‘ meaning
A, B, A,S | security parameter, challenge bit, adversary, sampler
J,j | key count, index
P, X,Y,n | ABE predicate, policy set, attribute set, message
y,C,d | policy (abstract), policy circuit (concrete), depth
x,x, L, ¢ | attribute (abstract), attribute (concrete), length, index
1,1, g, G | standard basis, identity matrix, gadget vector, gadget matrix
n,m | LWE dimension, sample count (shape of matrix with trapdoor)
m/,q,0 | LWE sample count, modulus, Gaussian error width
0, B | hardness exponent, error bound
A, A a" | matrix without trapdoor, first n rows, last row
B, 7 | matrix with trapdoor, trapdoor of matrix
p,P.k, K | image, many, Gaussian preimage, many
r,s | circular LWE secret without —1, with —1 [s" = (¢, —1)]
e,e,c,0,0, A | error, many, LWE samples, random value, many, many
R,X,C,S | FHE randomness, ciphertexts of x, of C'(x), of s
H,h,h | homomorphic evaluation matrix, column, column function
M, p | rounding resolution (dividing ¢), generic factor of g
Gr,Gr, Q | “left” part of G, “right” part, permutation [(Gr, Gr)Q = G]
z | public vector creating one-time pad
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2.1 Laconic Function Evaluation

Definition 1 (LFE [QWW18a]). Let F = {FA,paramF}AeN,paramFeParamsf be a family of sets of
functions, where each Fy . ..r is a set of functions {f: Xparam; — {0,1}" }, with each Xparam;

being a set described by paramy (which itself is dependent on f) and Params’” = {Paramsf Faen
a sequence of function set description sets. A laconic function evaluation (LFE) scheme for F
consists of four efficient algorithms:

e GenCRS(1*, param?) takes a function set description param®” ¢ Paramsf as input, and outputs
a common reference string crs.

° Compress(l)‘,crs, f) takes as input crs and some f € F paramP- 1t outputs a deterministic

params (fully determined by A, param!’ f) and a potentially randomized digesty. If the
algorithm is randomized, digesty must be a pair whose first element is the random tape
prefix read by that invocation of Compress (i.e., the algorithm is public-coin).

e Enc(1?,crs, paramy, digests, x) takes as input crs, paramy, digesty, and some = € Xparam;- It
outputs a ciphertext ct of x.

e Dec(1*crs, f, digest, ct) is supposed to compute f(z).
An LFE scheme for circuits of unbounded depth is one with
Paramsy = {1% | L e N}, Fy 1o = {circuit C' | C': {0, 13- = {0,1}*},
param¢g = L for C : {0,1} — {0,1}", X ={0,1}*
An AB-LFE scheme for circuits of unbounded depth is one with®
Paramsi = {1 | L e N}, Fyq1 = { fo | circuit C': {0,1}" — {0,1}* },
param¢ = (L, L") for C : {0, 1}L — {0, 1}1XL’, X1 = A0, 1}L x {0, 1}L/,
fo(x, pm) = (x, u" A=C(x)) for C: {0,1}F = {0, 1}, x € {0, 1}, € {0,1}1".
Here, “A” (resp. “—=7) is bitwise conjunction (resp. negation).

Offtine-Online Encryption. We consider LFE whose encryption can be decomposed into two phases.
The offline phase only depends on crs and x and outputs a partial ciphertext and a (hopefully small)
state. The online phase only depends on paramy, digests, and the state (not directly crs, , part of
which can be passed in the state if needed), and it completes the ciphertext.

Definition 2 (LFE two-phase encryption). Given an LFE scheme (Definition 1), consider two
efficient algorithms:

° EncX(1>‘7 crs, x) takes crs, z as input. It outputs ctog and st.
° EncD(l)‘,st, paramy, digests) takes st, paramy,digest; as input. It outputs ctop.
The scheme has two-phase encryption of (EncX, EncD) if Enc operates as follows:

1. Run (ctof, st) <= EncX(1, crs, z).

SStrictly speaking, we should say paramy, but represent fc by C, so paramc is a reasonable notation.

13 / 48



2. Run ctoy, < EncD(1%, st, paramy, digesty).
3. Output (ctof, Cton)-

Definition 3 (LFE correctness). Given an LFE scheme (Definition 1), consider Expi%%}(l)‘,A):
e Setup. Launch A(1*) and receive param?” € Params{ from it. Run crs < GenCRS(1*, param®)
and send crs to A.

e Query. A chooses f € F) 7. Run (paramy, digest ) <= Compress(1*, crs, f) and send
digesty to A.

e Challenge. A chooses © € Xparam,. Run ct & Enc(1?, crs, paramy, digesty, x).

e Test. Run y <& Dec(1%,crs, [,digesty,ct). If y # f(x), the output of the experiment is 1.
Otherwise, the output is 0.

Epr’j'FSEl , is modified from ExpidF%\} by requiring A to choose f during Setup together with param®’
(before it receives crs).

The scheme is computationally (resp;. statistically) adaptively (respg. f-selectively) correct
(default is computational)” if Pr[Exp®i* (1}, A) — 1] (resps. for Expipa ) is negligible for all
efficient A (resp;. all, potentially inefficient, A whose total output length (|param®’| + |f| + |z]) is

poly(A)-bounded).

Definition 4 (LFE security). Given LFE scheme (Definition 1) and a simulator Enc, consider
Exp™P-0 (12, A) for 5 € {0,1}:

e Setup. Launch A(1*) and receive param?” € Params{ from it. Run crs < GenCRS(1*, param®")
and send crs to A.

e Query. A chooses f € F) ,.,#. Run (paramy, digest) <& Compress(1*, crs, f) and send
digesty to A.

e Challenge. A chooses © € Xparam,. Run
cto < Enc(1?, crs, paramy, digest, ), cty & ﬁ(l’\crs, f,digesty, f(x)),
and send ctg to A.

e Guess. A outputs a bit 8 € {0,1}, which is the output of the experiment.
Exp¥el (resp. Expi‘}rﬁ'sel) is modified from Expi%%v by requiring A to choose = (resp. z, f) during
Setup together with param?’ (before it receives crs).

The scheme is adaptively (resp. x-selectively; very selectively) secure if there exists an efficient

. —— 1 ] _sel
simulator Enc such that Expi%l}fv’o ~ Expi%%tv’ (resp. for Exp¥3st; for Expy o)

"The strength of correctness is not the same as the nature of its proof. See Footnote 9.
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2.2 Partially Hiding Functional Encryption

Definition 5 (PHFE). Let ® = {( param } AeN,parameParams, be a family of functionalities, where
each ©,param 1S & function F param X X param X Y param — {0, 1}* and Params = {Params) } \cn is a
sequence of functionality description sets. A partially hiding functional encryption (PHFE) scheme
for ® consists of four efficient algorithms:

e Setup(1*, param) takes the functionality description param € Paramsy as input, and outputs
a pair of master public/secret keys (mpk, msk).

o KeyGen(1*, msk, f) takes as input msk and some f € F) param- It outputs a secret key sk for f.

° Enc(l/\7 mpk, z, y) takes as input mpk, public input & € X param, and private input y € Y\ param-
It outputs a ciphertext ct of y tied to x.

e Dec(1*, mpk, f, sk, z,ct) is supposed to compute ¥ param(f,,y)-

A key-policy (KP) ABE scheme for circuits of unbounded depth is one with

Paramsy = {17 | L e N}, Fy 1 = {circuit C' | C': {0,1}" — {0,1} },
x € Xy ={0,1}%, pe Yy ={0,1}, o1z (Cx, ) = ot (X).
1, otherwise.

A KP-ABE scheme for circuits of unbounded depth and input length is one with®

Paramsy = {L}, Fy, 1 = {circuit C' | C : {0, 1}* — {0,1} for some L < 2*},
p, if |x| > L and C(x) = 0;

A
x€Xy 1 ={0,1}%%, pevyi={0,1}, @1 (C,x,p)= .
1, otherwise.

A functional encryption (FE) scheme for circuits of unbounded depth is one with
Paramsy = { (1%,1%) | L, L' e N}, F\ 1 = {circuit C'| C': {0, 13- = {0, 1}L/ },
Xy =1{1}, x €Y, L =10, 135, or12(C, L, x) = C(x).
Definition 6 (PHFE correctness). Given a PHFE scheme (Definition 5), consider Exp;(%flg\g/(l)‘, A):

e Setup. Launch A(1") and receive param € Paramsy from it. Set up the scheme by running
(mpk, msk) <& Setup(1*, param) and send (mpk, msk) to A.

e Query I. Repeat the following for arbitrarily many rounds determined by .A. In each round,
A chooses fj € F) param- Run sk; <= KeyGen(1*, msk, f;) and send sk; to A.

e Challenge. A chooses © € X) param and y € Y param- Run ct ¢ Enc(1*, mpk, ,y) and send
ct to A.

e Query II. Same as Query 1.

8Unlike the case of monotone functions in many pairing-based schemes, here it is important to check the attribute
length and the circuit input length so that security can be maintained for length-mismatching policy-attribute pairs.
There are also variants where decryption is allowed if and only if the lengths match exactly, or where both the attribute
and the policy circuit specify an index set over which they are defined and decryption considers the inclusion relation
between the two sets.
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e Test. Run z; <> Dec(1*, mpk, f;,sk;, z,ct) for all j. If z; # ©xparam (f5, ¢, y) for some j, the
output of the experiment is 1. Otherwise, the output is 0.

Variants of Exp;(%flg‘ét are “xy-sel+”, “f-sel4+”, “adptv”, “xy-sel”, “f-sel”, “very-sel”, where “+”

(strong) means msk is given (default is non-strong) and “xy-sel” (resp. f-sel; very-sel) means (x,y)
(resp. all f;’s; (x,y) and all f;’s) must be chosen together with param (before mpk is generated).

The scheme is computationally (resp. statistically) which-correct (default is computational)’
if Pr[Explsich ‘/(1>‘,A) — 1] is negligible for for all efficient A (resp. all, potentially inefficient, A
whose total output length (|param|+ 3 , [f;| + |z[ + [y]) is poly(A)-bounded).

Definition 7 (PHFE security). Given an PHFE scheme (Definition 5) and a stateful simulator
Sim, consider Exp%‘%ﬁ%ﬁ(l/\,A) for 5 € {0,1}:

e Setup. Launch A(1%) and receive param € Paramsy, from it. Run
Setup(1*, param), if 8 =0;

(mpk, msk) <
& Sim(l)‘, param), if 8=1;

mpk
and send mpk to A.

e Query I. Repeat the following for arbitrarily many rounds determined by A. In each round,
A chooses fj € F) param- Run

sk; < KeyGen(1*, msk, f;), if =0,
sk; < Sim(f;), if g =1;
and send sk; to A.
e Challenge. A chooses © € X param and y € Y) param- Run
ct & Enc(l)‘, mpk, z,y), if 8 =0;
ct <& Sim(x, {©a param (f5: T, Y) }%s so far), if =1,
and send ct to A.

e Query II. Same as Query I except when § = 1, the secret key is generated as
Skj & Sim(fj7 @A,param(fju xz, y))

e Guess. A outputs a bit 4 € {0,1}, which is the output of the experiment.

Variants of Exp%‘%{pl% are “xry-sel”, “f-sel”, “very-sel”, “1-7, “ABE”, where “zy-sel” (resp. f-sel;

very-sel) means (z,y) (resp. all f;’s; (x,y) and all f;’s) must be chosen together with param (before
mpk is generated), “1-” (1-key) means there is at most one f;, and “ABE” (constrained; only
applicable to and default for ABE) means ¢y param(fj, %, y) = L must be satisfied for all j.

The scheme is [1-key] [constrainedly] which-(simulation-)secure if there exists some efficien

simulator such that Exp‘{.fﬂ%'}éo ~ Expvﬁ'?{igﬁl [with subscript “1-” or “ABE”, e.g., for Exp{'ich.].

tlU

. . . . . . . -sel
9The strength of correctness is not the same as the nature of its proof. Since there is no interaction in Exprirmy s

computational very selective correctness against non-uniform adversaries is equivalent to statistical very selective
correctness, and its proof might well rely on non-uniform computational hardness.

0We require that the simulator make Expgh;f;g halt in polynomial time (counting the time of the adversary and

that to generate keys and ciphertexts) whenever Expggﬁ?]’g does so. In case a stateful machine is modeled as passing
the state as input, this prevents the simulator from gaining too much time by stretching its state (e.g., making it

twice long in each round) across polynomially many rounds.
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2.3 Reusable Garbled Circuits
Definition 8 (reusable garbling). A reusable garbling scheme consists of three efficient algorithms:

e Garble(1*,C) takes a circuit C : {0,1} — {0, 1}L, as input. It outputs a garbled circuit C
and a public key pk.

e Enc(1?, pk,x) takes as input pk and an input x € {0, 1}L. It outputs an encoding X.
e Eval(1},C, 6’, pk,X) takes C, 6, pk, X as input. It is supposed to compute C(x).

Definition 9 (garbling correctness). Given a reusable garbling scheme (Definition 8), consider
Expgey (1%, A):

e Setup. Launch A(1*) and receive a circuit C : {0,1}* — {0, l}Ll from it. Set up the scheme
by running (C, pk) <= Garble(1*,C) and send (C, pk) to A.
e Challenge. A chooses x € {0,1}*. Run X < Enc(1*, pk, x).

e Test. Run z <& Eval(1*,C, 6, pk,X). If z # C(x), the experiment outputs 1. Otherwise, the
output is 0.

The scheme is computationally (resp. statistically) correct (default is computational)'! if for for
all efficient A (resp. all, potentially inefficient, A whose total output length (|C| + |x|) is poly(A)-
bounded), Pr[Expacy (17, A) — 1] is negligible.

Definition 10 (garbling security). A reusable garbling scheme (Definition 8) is selectively secure
if there exists an efficient simulator Enc such that Exp%C = Expéc, where Expéc(l’\,fl) proceeds
as follows:

e Challenge. Launch A(1*) and receive from it C,x. Run
(C,pk) < Garble(1*,C), R <~ Enc(1*,pk,x), X1 < Enc(1*,C, pk, C(x)),
and send 6, pk,Xg to A.

e Guess. A outputs a bit 4 € {0,1}, which is the output of the experiment.

2.4 Lattices

Let n,m > 1 and g > 2 be integers such that log, ¢ < ;%7 € Z. Let
m__ G
= (20,24, 2517 )7 G=1 T
g ( I ) ) ) n+1 @8 L;+1 ® gT

be the gadget vector and the gadget matrix, with G being the first n rows of G. For p € Z*!, we

write G~!(p) for the m-bit vector (bits(p[l]),...,bits(p[n + 1]))T, where bits(pli]) are - bits for

each i € [n + 1]. The notation extends column-wise to matrices and it holds that GG~}(P) = P.
Given B € Zy*™ and p € Zy such that Bk = p has a solution k* € Z™, we write

Ay(B)={keZ" |Bk=p}=k"+A5(B),

which is a lattice coset. Let S be any lattice coset and o > 0, we denote by Dg, the discrete
Gaussian distribution [MP11] over S with width . We truncate Dy, for ease of boundedness:

"The strength of correctness is not the same as the nature of its proof. See Footnote 9.
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Lemma 1 (tail and truncation of Dyz,). There exists By € ©(v/\) such that
Pr[z < Dy, : |z| > 0By(N)] <272 for all 0 > 1 and A € N.

Let B >0, the distribution Dz, <p is sampled by first sampling x & Dy, then returning x if
|x| < B, and 0 otherwise. Let c > 1 and B =0 - @(\A), then Dz 5<p 15 2~ QN _close to Dz

We will also need noise flooding with discrete Gaussian:

Lemma 2 (noise flooding with Dyz,). Let z € Z, 0 > 2 5%, then (2 + Dz,,) is 27 *-close to Dz,
and as a corollary, (z + DZ,U,ga\fA) is 2~ N _close to Dy 5 <ovx:

Assumption. We rely on the LWE assumption for small secrets with circular security.

Assumption 1 ((circular) (small-secret) LWE). Let n,m,m’, q, 0,0’ be functions of A and

A $ nXxXm A 8 nxm! $ Ty T T
Ape < Zg™™, A <77, reDZJ’SUﬁ, s+ (r',—-1)",
eme <~ DI e & D R ¢ {0, 1}m*(m+Dfloga glm
the Z,0,<ovVN\’ Z,0! <o/ /N ) 3
$ 7m 1,8 pm/ $ r7(n+1)x(n+1)[log; glm
Ome < Ly, 0 < Ly, A&7y 22,

The circular small-secret LWE assumption csLWE,, ;, /.00 states that

Aq, Aq, i ) 1
1A __“ithe __the R — bit G, A r"A nT
{< ’ (rTAfhe +e}he> ’ <rTAfhe +eﬁle> s(5)® G, A, rA (e) )heN

s ) S )

circular terms

For the small-secret LWE assumption sL\WE,, ./ 5., the circular terms are removed from both
distributions. For the LWE assumption L\WE,, ,, ,,, the distribution of r is changed to r & Zg
and the circular terms are removed.

Lemma 3. The following hardness implications are true:

. CSLWEn7m7m/7q7o-70'/ z SLWEn7ml7q7O.7UI : LWEn7m/7q7U/;
o LWEn,An—&-m’,q,a’ - SLVVEmm/’(LU/’U/ [ACPSOQ],
. LWE,, 21 nflog, g1.9.2- 20" = IWEp v g0 for all m" = poly(A);

o SLWE, 5)infiog, g],0.0.2 20 = SLWEy 1/ g,000 for all m’' = poly(A);

o csSLWE,, ;1) o) tnflogy q],0,0,2 20" = SSLWE; 1 g.0.07 fOr all m’ = poly(X).

We note that due to the presence of circular encryption, the reductions in Lemma 3 cannot alter
the distribution of r in the last implication.
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Parameters. We rely on csLWE with the following parameters:
e n is a fixed polynomial in A and m = 3(n + 1)[log, q];'>
e m/' varies over all possible polynomials in \;
e log, q is an integer and fixed polynomial in n;

e 0,0’ are fixed functions of n such that —4- Q(2"") for some constant 0 < 6 < 1.

_a_ _
n’ o'\/n
By Lemma 3, they reduce to a single ¢csSLWE,, ,;, 53 n[10g, ¢],¢,0,2- 20+ assumption, which also implies
all SLWE,, ,o1y(2),q,0,00 and LWE o~ In our derivation, we might use more specific choices of
parameters.

We remark that we could solely rely on quasi-polynomial modulus-to-noise ratio. Clearly, the
correctness error would not go below quasi-polynomial. There is a less obvious cost. Since our
security proof relies on correctness, the provable advantage bound would also be quasi-polynomial,
even if the assumptions have subexponential security. We choose to not go this route. In contrast,
we obtain subexponential correctness and security from subexponential modulus-to-noise ratio if
the assumptions are subexponentially secure, because our reductions are polynomial-time.

n,poly(A),q

2.5 Homomorphic Encryption and Evaluation a la [GSW13]

We rely on the (leveled fully) homomorphic encryption due to [GSW13]|. Since we use it as a
building block and the security proof of our construction will be different, we only recall the format
(without the distribution) of its components and the correctness property:

Lemma 4 ([GSW13]). The leveled FHE scheme works as follows:
o The keys are

tho

(public) Ame = (rTA Yol > € zintxm, (secret) s" = (r",—1) € Z"!,
fhe fhe

where r € 2", Ame € L™, eme € 7M.
o A ciphertext of x € {0,1} is
X = AR — 2G € Z
where R € Z™*™ s the encryption randomness. The decryption equation is
s'X = —ep R —2s"G € Z,
which can be used to extract x via multiplication by G=(|q/2]tny1).
e There is an efficient algorithm
MakeHEvalCkt(1",1™, q,C) = HEvalx
that takes as input n,m,q and a circuit C : {0, 1}L — {0,1} and outputs a circuit
HEvale(Xy,...,X1) = C

taking L ciphertexts as input and outputting a new ciphertext C.

2This choice of m enables the reduction of non-circular IND-CPA security of the [GSW13] FHE scheme (used in
the circular terms) to LWE,, ,, 4 ./, providing heuristic justification for our assumption. It also satisfies the constraint
in Lemma 21 for trapdoor generation.
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— The depth of HEvalc is d O(logmloglogq),"* where d is the depth of C.
— Suppose Xy = AmeRy — x[(]G for £ € [L] with x € {0,1}, then

C = Ap.Re — C(x)G,
where |[RG|| < (m +2)? maxge ) [|R -
Additionally, in the circular version, ciphertexts of bits(s) are published.

It will be convenient for us to extend the homomorphic evaluation procedure for vector-valued
functions similarly to [BTVW17].

Lemma 5 (homomorphic evaluation for vector-valued functions; ). For the scheme in Lemma 4,
there is an efficient algorithm

MakeVEvalCkt(n, m,q,C') = VEval¢x
that takes as input n,m,q and a vector-valued circuit C' : {0, 1}L — Zéxm/ and outputs a circuit
VEvalg(Xy,...,X) =C

taking L ciphertexts as input and outputting a new ciphertext C of different format.

e The depth of VEvalc is (d O(log mloglog q) + O(log? log q))'* for C of depth d.

e Suppose Xy = AmeRy — x[(]G for £ € [L] with x € {0,1}*, then

where |RE|| < (m + 2)%[log, q] maxcr) [Ry||. The new decryption equation is

s'C=—ep Rc+C(x) € Zéxm/.

Proof (Lemma 5). Recall that the codomain of C' being Zéxm/ is just conceptual — pragmatically,

the output is computed bit by bit. Let C,, , : {0, 1}L — {0, 1} be the subcircuit of C' computing the
v bit (low to high) of the u'? scalar output, i.e., Cy»(x) = bits(C(x)[1,u])[1,v]. The algorithm
MakeVEvalCkt works as follows:

1. Given n,m,q,C, it splits C into C,,,’s and runs

HEvalg, , < MakeHEvalCkt(n,m,q, Cy.) for all u € [m'] and v € [0, log, q).

2. It constructs and outputs the following circuit VEvalc.

(a) Given Xy, ..., X, first use HEvalg, , to obtain C,, for all u,v in parallel.

(b) Then compute, for all v in parallel,

Cu=) CuoG '(2%n1).

13 A better bound is O(logm + loglog q). Consequently, some parameters can be tighter. We choose to keep the
bound used during the initial write-up to avoid an overhaul at this time.
1A better bound is (dO(logm + loglog q) + O(loglog q)). See Footnote 13.
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(c¢) Lastly, output C = (Cy,...,C,y).

To analyze the depth of VEvalc, let dy,, be the depth of Cy 4, then d,, , < d since C,, , is a subcircuit
of C, which is of depth d. Step 2a thus is of depth d O(log mloglogq) by Lemma 4. In Step 2b,
multiplication by G~1(2V¢,1), which is a standard basis vector known to MakeHEvalCkt as a

constant, can be implemented by wiring the correct entries (namely, the (n - ;2 4 v + 1) column)
)15

of C, y, hence requires no additional depth. Summing up [log, ¢| values in Z, takes O(log2 log q
depth. Step 2c simply specifies the output, making no contribution to the depth. The bound for
the total depth follows.

To see the new decryption equation and analyze ||Rf||, we have Cy,, = AmeRe,, — Cuo(x)G
by Lemma 4, where

R; < (m+ 2)% max [|R}|| < (m + 2)% max ||R}||.
|| Cu,vH ( ) 0e(L] || é” = ( ) 0e(L) || ZH
For each u € [m/],

Cu=> CuuG '(2%n11) = Ame ¥ Re, ,G ' (2%n11) = Y Cun(x)GG (22 11)

_ —1/0v _ 0n><1
_AﬂleZU:RCMG (2%41) (C(X)[Lu]>,

and therefore,
C=(C Cov) = ApcRe — O’
== 15+ Ym/) = LHfhellC C(X) )

with Re = (Z RCLUG_l(QULn_H), ceey Z Rcm,’vG_l(Qan_H)).

Note that every row of Rf, is a sum of [log, ¢| rows among all the rows of R¢, ,; from which the
desired norm bound follows. O

2.6 Attribute Encoding and Homomorphic Evaluation aux [BGG1t14,BTVW17]

We use the attribute encoding and its homomorphic evaluation in [BGG™14], with the extension
to matrix-valued circuits in [BTVW17]. We further extend the dual-use technique in [BTVW17]
to circular encryption and vector-valued circuits.

Lemma 6 ([BGGT14,BTVW1T7]). The attribute encoding and its homomorphic evaluation work
as follows:

o For L-bit input, the public parameter is A,y € Z((InH)X(LH)m.
e The encoding of x € {0,1}" is
ST(Aattr - (17 XT) ® G) + e;ttr’

where sT = (r", —1) with r € Z" and ey, € ZETI™,

5 A better bound is O(loglogq). See Footnote 13.
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e There are efficient deterministic algorithms [BGG™ 14]
EvalC(A,tr, C) = He and EvalCX(A,ttr, €, x) = Heox

that take as input Aar, a circuit C : {0,1}" — {0,1}, and (for EvalCX) some x € {0,1}%,
and output some matriz in ZEAHDMxM,

— Suppose C'is of depth d, then |HE||, [[He || < (m + 2),
— They satisfy encoding homomorphism, (A — (1,x7) @ G)Heox = AgrHe — C(x)G.

e There are efficient deterministic algorithms [BTVW17]

MEvalC(Auer, C) = He  and  MEvalCX(Aggr, O, x) = Hex
that take as input Aager, a matriz-valued circuit C : {0, l}L — Zgnﬂ)xm/, and (for MEvalCX)

some x € {0,1}%, and output some matriz in ZE+Dm>xm'

— Suppose C'is of depth d, then [|Hg|[, [|[He || < (m + 2)Tlog, q].
— The matriz encoding homomorphism is (Aaer — (1,X7) ® G)Hex = Agrer He — C(%).

Dual-Use Technique and Extension. In [BTVWI17], the attribute encoded with secret s' is
FHE ciphertexts under key s™ (the same, “dual-use”) and the circuit being MEvalCX’ed is some
HEvalc. This leads to automatic decryption. Let C be a circuit with Boolean output, x an input,
X a bunch of FHE ciphertexts of bits(x) under s”, and e,,, €', €” some unspecified noises, then

(5" (Aater — (1,bits(X)) ® G) + e3) Hiivalo, x
(MEvalCX) = s"AuHugval, — s"HEvalo(X) + (€)'
(HEval decryption) = s"AuuHugval, —s'C(x)G + ()"
= s"(Auttr HHEvale — C(x)G) + (7).

To extend the dual-use technique to vector-valued circuits, let the codomain of C' be Zéxm/, then

VEvalc is Zgnﬂ)xm/—valued and

(ST(Aa‘Etr - (1’ bitS(X)) ® G) + e;ttr)HVEV?ﬂc,X
(MEvalCX) = s"AuuHveval, — s'VEvale(X) + ()T
(VEval decryption) = s"AutrHyeval, — C(x) + (€”).

Extension to circular encryption means setting x = s, for which we say S, Airc in place of X, A atr-

3 Bootstrapping Homomorphic Evaluation

We first introduce some lemmas that will come handy later.

Lemma 7 (). Let ¢ and h € Z™ be fized. Let g = ged(q,h[1],..., h[m']) and d & Z;"/, then d"h
is uniformly random over

92, ={g:zlwcls}={g (zmod(a/g) |z €Zyq}

multiplication over Zq multiplication over Z
then sent into Z4
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Proof (Lemma 7). Let ¢ run through [m’]. By Bézout’s lemma, there exist zg, 21, ..., 2 € Z with
20q+ » _ zhli] =g
i

Let z < Z, and d'[i] = d[i] — zz;, then d’ is independent of z. Note that

dh =gz +d"h— gz =gz + Z d[i]h[i] — = (Zoq + Z Zﬂl[ﬂ)

= 9o —gr% + Z — x2;)h[i] = gz + (d)"h.

Clearly, (d')"h € gZ,. Since gz is uniformly random over gZ, and (d’)"h is independent of z, we
conclude that d"h = gz + (d’)"h follows the uniform distribution over gZ,. O

Lemma 8 (Y). Let B,B',n,m’,q,0,0',p >0 and h : Z(HH)XM 3, Zm/, all of which are efficiently
computable. Supposep | ¢ and Pr[||(Rh(A))"|| < B'] = 1, then under SLWE,, s 4 5.0 (Assumption 1),

A& Z(n+1)><m
pe|peapy o WTDARO | am e VRe B
h & h(A) 2 2
Proof (Lemma 8). Let
A= A e D 6&£ 7", B=B+B'dV\ Ey:|ehl < Bdo' VA,
- QT 9 Z,U’,So“f’ q > - 0 -
E;: ((r',—1)Ah mod p) € [ g + B g ),
Ey: (("A'+e" —a")hmod p) € [ §+ g ~),
Es: (6" —a")h mod p) € [ §+ g ~).

Note that (r"A' +e" —a")h = (r",—1)Ah + e"h, so E; D Ey N E,. Together with Pr[Eo] = 1,
PI‘[El] > PY[E() N EQ] = PI‘[EQ]

It follows from sSLWE,, ,,/ 40,0 that Pr[Es] > Pr[E3] — negl(A). (The reduction algorithm receives
A’ and either (r"A’ +e") or 87, and performs the range testing after sampling a, h.)

Moving to modulus p, let g = ged(p, h[1],...,h[m/]) and d € ZITI such that d = (6 — a) mod p,
then d is uniformly random and independent of h, g. By Lemma 7, conditioned on g, the quantity
d'h is uniform over gZ,. Since ||h"|| < B’, either g =p (if h =0) or g < max|h[i]| < B’. We
proceed with a case analysis:

e (9 =p.) In this case, d"Thmod p=0,s0 Pr[E3 |g=p]=1> 1—3/%?5.
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d"h mod p

e (g =go < B'.) In this case, is uniformly random over [—— —), S0

[_p+§ P_§>
290 90 290 9o

= 2B)/2g0] — [~ (p — 2B)/290] L 20— 2B)/2g0 — 1

Pr[Es|g=go] =Pr|u& [_p)p) tu €
290" 290

a P/ 90 P/ 90
_ ) _
@ +2B . B'42B
p D

>1

Therefore,

Pr[E)] > Pr[Es] > Pr[E3] — negl(\) = E[Pr[E3 | g]] — negl(\)
_ B'+2B 2B + (20'VA+1)B’
p

>1

—negl(\) =1— — negl(A).

Lemma 9 (). For all u,v € Z and w € Z,

{ul—l;v_‘ = LI:—‘ if and only if (u 4 v) mod w = (u mod w) + v.

Proof (Lemma 9). Taking the difference between the two sides,

V+ﬂ - m _ (u+v) — ((utv)modw) u— (umodw)

w w w w

((umod w) +v) — ((u + v) mod w) .

w

The lemma follows from the equivalence of being zero for both sides.

O]

Notations and Parameters. Let ¢ be the modulus, M the rounding resolution, B the bound
of removable noises (also a loose bound on the secret), B’ the bound of homomorphism matrices
for one step of computation, and o, ¢’ Gaussian widths. For the purpose of this section, they must

satisfy these relations:
e M is an exact power of two (so that M divides a large portion of G) and M | g;
e M?B/q, 0'B'/q, B/M, o' B'/M are negligible;
o B is 22005° ) and gv/A < 272 B and o’ VA < 27B.
For the applications except KP-ABE, we need another Gaussian width op,s; and require
amsgﬁ +Bm+1<q/4, Omsg > 2>‘+6(Bm + a'\[\).

For KP-ABE, we need 0_1, 0pre; Opost and require

m - O'post\/X co_ivm+aVI+Bm+1< q/4,
Opre = 2’\+6(Bm + U,\/X), Opost = Opre-
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We rely on csSLWE,, ,, 931 nl0g, q],q,0,2- 2o (Assumption 1) for some n < poly(A) (dependent on 6; see
discussion after Lemma 3) and m = 3(n + 1)[log, ¢]. By Lemma 3, it implies csSLWE,, 11, i/ g.0.07
SLWE,, 1/ g.0,0" LWEy, 7 . o for all m < poly(A) and ¢” > o,

We always write s = (r", —1) for r € Z". We define “left/right” gadget vectors/matrices

g£:(207217227--'7M/2)7 GL:In+1®g£>
gl = (M,2M,4M, ... 27411, Gr = L,y1 ® gR,

then g" = (gj,gR) and G = (G, Gr)Q for some efficiently computable permutation matrix Q.
Concretely, we can set (exact numbers)

q= 215)\’ M _ 25)\7 B — 24)\’ B/ — 2)\7 o= 2)\’ O_/ — 22)\7

6 A 6 A
Umsg:2 ) o1 =27, Upre:2 ) O—post:2 >

and choose n appropriately. (The proofs in this section work with the general relations, not this
particular version, and some are stated for conditions even weaker than the general ones set above.)
3.1 Noise Removal

In this subsection, we present the procedure RemoveNoise(-). It takes as input an attribute encoding
(s"(A —z2G) +e') € Z;* with large noise e. The deterministic algorithm, with overwhelming
probability over the input, outputs a noiseless encoding (RndPada(s) — 2s'G) € Z}", where the
function RndPad (+) is fully described by A (not dependent on z,e).

Construction 1 (noise removal). RemoveNoise(u" € Z*™) computes

[ mod & mod
VI « W'GTYMGL), vheu'G Y Gr), w' ([LEOCD) | YREOCTH) o
M M
and outputs w' as a Z'-element. The function RndPada (s) is RemoveNoise(s™A).

Lemma 10. A canonical Boolean circuit of RndPada (+) is of depth O(lognloglog q)'® and can be
efficiently generated from A € Zgn+1)xm.

RemoveNoise satisfies the following conditional correctness property.

Theorem 11 (). Let T = G (MG, Gg). For all s, A such that ||s| < B, if both

(s"TAT mod ¢)" € —% + M*B, g - M23> and (sTAT mod M)" € 5 B - B)

hold, then for all x € {0,1} and e such that |le|| < B,
RemoveNoise(s' (A — zG) + e") = RndPada (s) — zs'G.

Proof (Theorem 11). The proof works by expanding RemoveNoise. Letting u" =s"(A — 2G) + e’
and v = u'Il’, we can rewrite v as
(v, vRk) = (s"(A — 2G) + e")G (MG, GRr)
= (s"AL — Mas"Gy, + e[, s"Ag — 2s"Gg + ef), (2)

16 A better bound is O(logn + loglog q). See Footnote 13.
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where (Ar, Ar) = AT and (e],ep) = e'I" are blocked correspondingly. Because M is an exact
power of two and M? < ¢, each column of I' = G™1(M Gy, Gr) is a standard basis vector, which
implies [|[T'T]| < 1. Since (G1,, Gr)Q = G, it suffices to prove both of

v| mod ¢ _ s"Ap, mod ¢
M M
vk mod q—‘ iy {STAR mod ¢

left part —as'Gp,,
(

(right part) M { 7 7

—‘ —28"Gr  (mod gq).

For the left part, observe that
I(=Mas"Gr +ef)"| < M -||s|| - |GLIl + llell - [T7]| < M - B - M/2+ B -1 < M*B.
Combining it with the first premise, we obtain
(sTA, — Mxs"Gy, + e[) mod g = (s"Ap, mod q) — Mzs'Gy, + ey (3)
By the second premise and the fact that ||er|| < |e]| - [|[T7|| < B,

((s"Ap, mod q) + e) mod M = ((s" A, mod M) + ef,) mod M
= (s"Ap, mod M) + ef, = ((s"AL, mod ¢q) mod M) + ef..

Applying Lemma 9 to it,

(s"TApmod q) +e/ ] |s"Ar modgq
M B M )

Now we have
vimodgq| 2 |(s"AL— Mxs'Gr +ef)mod q]| (3) |(sTAr mod q)
M o M o
TA d T sTA d
- [ehn ] e e

— Mxs"Gy, + e
M

—‘ — 2" Gr.

This completes the proof for the left part.
For the right part, since M | g, for all k,u € Z, it holds that

) YA | g A =gy | vt
M{M—‘:M{M-‘+kQ—M{M+k M-‘_M{ % -‘ (mod q). (5)
Therefore,
v mod ¢ (2) (s"AR — 28"Gg + e;) mod ¢
M R =2 M R
[ R
(5) u (sTARr mod q) — zs"Gg + e},
L M
TA d T
(by M| Gr) — M| Rm;\} %) +elﬂ —2s"Gr  (mod q).

By the second premise, the fact that |leg| < |le|| - ||T'"|| < B, and Lemma 9,

(sTAg mod q) + ef, _ sTAgr mod ¢
M M '

This completes the proof for the right part. O
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3.2 Bootstrapping

In the previous subsection, we showed how to remove noise from an attribute encoding, yet the
noiseless encoding is not amenable to further homomorphism. To support unbounded evaluation,
we transform it back to an attribute encoding with smaller noise (magnitude independent of that
of the old encoding). This is done with the help of a circular encoding of the secret.

Theorem 12 (bootstrapping; ). It works as follows:

o The secret is s = (r7,—1)7 € Z"+1 with bits(s) € {0, 1} "+DMe2al - Tpe cireular ciphertest is

Age . (n+1)xm(n+1)[log, q]
> (rTAfhe + eﬁu) (Ra,- - Rens1fiog, 1) — bits(s) @ G € Zy =,

where Ape € Z2*™, eme € Z™, and Ry € {0,1}™™ for 1 < < (n+1)[logy q].
Let Ls = m(n + 1)2[logy q] be the bit-length of S so that bits(S) € {0,1}*%s.
o The circular encoding is
s"(Acire — (1,bits(S)) ® G) + €iye,
where Acire € Z,(In+1)X(LS+1)m and egiye € ZEstm,

o There are efficient deterministic algorithms

EvalRndPad(Aire, A) = HR™*¢  and  EvalRndPadS(A.i, A, S) = HR"§™™

that take as input Acie, a target matriz A € Zgnﬂ)xm, and (for EvalRndPadS) some S, and
output some matriz in ZEsTU™Xm It holds that

H(Hindpad)T”v H(HIR;ngPad)TH < (m + 2)O(lognlogmlog2 log q) < 20(10g5 /\).
Moreover, when S is indeed of the correct form,
s"(Acire — (1, bits(S)) ® G)HR'§*? = s A, HR"?? — RndPada (s) + efj, . RrndPada »
for RndPada defined in Construction 1 with

RRndPada || < (M + 9)Olegnlogloga) . (log ) < 9O(log? A)

Before proceeding to the proof, we remark that the procedure, combined with RemoveNoise, indeed
reduces the encoding noise. Suppose ||efel|, [[€circ|| < 27*B, then the output encoding is

(s"(Acire — (1,bits(A)) ® G) + el HR'S™
= 5" Acirc HR™P2d — RndPada (s) + ef,.RRndpada + €l HR'S 2,

whose noise is bounded by
RndPad - ly(log A
letnell - | Rfndpada | + llecill - [|(HRIE)T]| < B - 27 Fpelvios),

Adding it to the output of RemoveNoise, we restore the format of attribute encoding with the
noise level reduced from close to B to much lower below it, which can be done after each step of
homomorphic evaluation for unbounded homomorphism.
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Proof (Theorem 12). We employ the dual-use technique in Section 2.6. By Lemmas 5 and 6, define

VEvalrndpad, = MakeVEvalCkt(n,m, g, RndPada),
EvalRndPad(Acire, A) = MEValC(Acire, VEvalRadpad, ),
EvalRndPadS(Adcirc; A, S) = MEvalCX(A irc, VEValrndPad, , bits(S)),

all of which can be efficiently computed. By Lemma 10, the depth of RndPada is O(lognloglogq),
so by Lemma 5, the circuit VEvalrndpad, is of depth

O(log nloglog q) - O(log mloglog q) + O(log?log ¢) = O(log nlog m log? log q).

The desired norm bounds of HR"4Pad and er\;n,gpad follow by Lemma 6.
When S is in the correct form,

s"(Acire — (1, bits(S)) ® G)Hir:gPad

(Lemma 6) = s" A HR"P2 — sTVEvalgngpad, (S)
(Lemma 5) = s" A, HR"P2 _ RndPada (s) + e}, RRndPad, -

Lastly, Rrndpad, satisfies (again by Lemma 5) <2
<m<m

HREndPadA H < (m + 2)O(lognloglog 9 HOgQ q—‘ + MAaX71 <¢<(n+1)[logs q] HR}H
< (m+ 2)O(l°g"1°g1°g 9. O(logq). O

3.3 Unbounded Homomorphic Evaluation

In this subsection, we present homomorphic evaluation for circuits of unbounded depth. Unlike
Lemma 6, our evaluation procedure is non-linear, and we cannot formulate them as producing
low-norm linear transformation.

Construction 2 (unbounded homomorphic evaluation of attribute encoding). It works as follows.

e UEvalC(Aattr, Acire, C) takes as input the public matrices Ay € ZgﬂH)X(LH)m (for attribute
encoding) and A € ZgnH)X(LSH)m (for circular encoding, with Lg = m(n + 1)?[log, ¢]?),

and a circuit C : {0,1}" — {0, 1}1XL, of arbitrary size and depth. It does the following:

1. Let Cy (for £ € [L]) be the input gate of C' corresponding to x[{], and Cr41,...,C|¢
the other gates of C' in topological order. Let A,y = (Ao, Aq,...,Ar), where Ag
corresponds to the constant 1 and Ay (for ¢ € [L]), the input x[¢], in the attribute
encoding.

2. For i=L+1,...,|C|, let fan-ins of C; be fan-outs of Cj,Cy» for some i',i" < i (for
negation gates, ignore 7). Use Lemma 6 to compute'”

H/cy + EvalC((Ag, Ay, Ajr), gate C; as one-gate circuit), A} < (Ag, Ay, Ai”)H/Cia
then use Theorem 12 to compute

H[R{}dPad — EvaIRndPad(AcirC, A;)7 A; — AcircHir)_dPad.

1"The notations are different from those used in the technical overview. Here, primes are put on matrices before
bootstrapping (an implementation detail) so that matrices defined for gates (the interface if the gate is an output)
do not use primes (contrary to technical overview, where primes are attached to matrices appearing later in text).
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3. Let 41,...,ir be the indices of the output gates. Set Ac. < A;, for all £ € [L'] and
output Ac = (Acua, ..., Ac.r/)-

o UEvalCX(Auttr, Clitys Acire, Chpes Cy X, S) takes as input all the input to UEvalC, attribute
encoding Cugy € ZgLH)m, circular encoding Cgirc € ZgLSH)m, attribute x € {0,1}L, and
circular ciphertext S € Zgnﬂ)xm(nﬂ)ﬁo& 91, Tt does the following:

1. Parse C into Cy,...,CL,CLy1,-..,Clc| and Ay, into (Ag, Ay,...,Ar) as in UEvalC.

Split ¢ly, into (cj,cq, ...,y ), where cg is the encoding of constant 1 and ¢, (for £ € [L]),
that of input x[/].
2. For i=L+1,...,|C|, let fan-ins of C; be fan-outs of Cj, Cy» for some i',i" < i (for

negation gates, ignore "), and x[i'],x[i"] the wire values out of Cy,C;». Evaluate the
gate and store the result into x[i] (extending x). Use Lemma 6 to compute

H’wa[zv]’x[i,,] + EvalCX((Ag, Ay, Ajn), gate C; as one-gate circuit, (x[i'], x[i"])),
and set (c;)" « (cj, ¢, el )He, (i) x[i)- Next, run Construction 1,
()" +- RemoveNoise((c})").
Then, use Theorem 12 to compute

HE%2¢ o EvalRndPad(Acie, A, S),

T IN\T T RndPad
and set ¢ < (c})" + ¢l HYG*.

circ i,S
3. Let 41,...,ir be the indices of the output gates. Set cc . < c;, for all £ € [L'] and
output cg, = (cale, .. 7cax:L,).

We expect the homomorphism property — with overwhelming probability over the input, the
output satisfies ci, =s"(Ac — C(x) ® G) + e, for small ecx. We consider this in two steps.
We first show a sufficient condition (barring “bad event”) for correctness, and then prove that “bad
event” happens with negligible probability.

Theorem 13 (). Let A be sufficiently large. For C : {0,1}* — {0, 1}1XL/ and x € {0,1}*, suppose

mxm(n+1)[log, q] _ 7Kﬂle _ bi
R € {0,1} , S = <STAfhe v eﬁle> R — bits(s) ® G,
C;ttr = ST(Aattr + (17 XT) ® G) + e;ttrv cl—irc = ST(ACirC + (1’ bitS(S)) ® G) + egircv

Is|| < B, and |lemel|, ||€circ|| [|€cire|| < 27*B. Define T' = G™Y(M Gy, GRr) as in Theorem 11 and
let A;, Al be those in Construction 2. If both premises

m M M m
(s"AJT mod ¢) € —g+M2B,g—M2B> and (STAQFmodM)G[—2+BvQ—B>

hold for alli € [L + 1,|C|], then the output

Ac = UEV3|C<Aattr7 Adire, C)
and ¢y = UEvalCX(Aattr, Caggrs Acires Coier O, X, S) = 8" (Ao — O(x) ® G) + e

satisfy |lec x| < B.
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Proof (Theorem 13). Evaluate C'(x) and store the intermediate wire values into the extended x as
done in UEvalCX. It suffices to show the stronger statement that for all ¢ € [0, |C|],

leil| <27*2B  with ¢} =s"(A; —x[i]G) +e].

We prove it by induction on i. The basis case of i € [0, L] is by assumption. For the inductive case,
suppose i € [L + 1,|C|]. By the definitions of UEvalC, UEvalCX and Lemma 6,

( ) (c87 ’7C ”)H/C X[, x[¢"]
(ST( Ag, Ay, Ay ”) (17 X[i/]a X[iﬂb ® G) (907 ez’? z”))HC X[, x[8"]
= s"(A] —x[i]G) +\(68, eir e )He, i i

()T

Since a single gate C; is of depth 1, by Lemma 6, it holds that ||Hy, i x|l £ m—+2, and

lefll < max{[leoll, llex ], llei I} - [HE

1,x[¢],x[¢

where the second-last inequality invokes the induction hypothesis on 0,4’,7” < i. Combining the
premises with ||e}], ||s|| < B, Theorem 11 yields

(c{)" = RemoveNoise((c;)") = RemoveNoise(s"(A; — x[i]G) + (e;)") = RndPad 5/ (s) — x[i]s'G.

7
By Theorem 12, we have

HRndPad (ST(Acirc . (1 bItS(S)) ® G) + eCer)HRndPad

T RndPad R dp d
=s ACerH nara RndPadA/( )+eﬂleRRndPadA, -l-eCerH g0

ClI‘C

Because we set A; = ACWCHRndpad it follows that

ef =cf —s"(A; —x[i]G) = (c])7 + i HYIS™ + (—s"A; +x[i]s"G)
= (RndPada/(s) — x[i]s"G) + (s TACHCHR”dPad RndPady; (s)
+ efheRRndPadA/ + eCerHRndPad) + (—STAi + X[i]STG)

RndPad
= efheRRndPadA/ + e H g™

Therefore,

R dP d
ledll < llemell - RRndpad,, | + llecirell - [| (A7)
S 2—>\B . 20(10g4 )\) + 2—>\B . 20(10g5 )\) < 2—>\/2B’

where the second-last inequality uses Theorem 12 and the assumption that ||eme/, ||€circ|| < 27*B.
This completes the induction proof. O

Assuming small-secret LWE, the premises of Theorem 13 hold with overwhelming probability:
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Theorem 14 (). Let A be an efficient adversary choosing a circuit C : {0, 13- = {0, 1}1XL/ and

L a polynomial upper bound of L that could ever be chosen by A. Under sSLWE (T+Ls+2)

m7q7o—7o-

(Assumption 1) and our choice of parameters,

C & A()

Aattr <i Z((ln-i-l) X (L+1)m

m
- MQB>

there exists ¢ € [L + 1,|C|] such that

(s"AT' mod q) ¢ [_q + M*B, %

2

Acirc <i Z((]n-i—l) X (Ls+l)m

M M mn
or (s"ATl' mod M) ¢ [2 + B, 5 B>

oo

n
r DZ,O’,SO’\/X

is negligible, where A;, A, are those in Construction 2.
Combined with Theorem 13 and the fact that ||r|| < ov/A < 272B (by our choice of parameters),
it follows as a corollary that

for all €fhe, €attr; €circ such that ”efheH7 HeattrHa ||ecircH < 2_)\37

Pr| allRe {0, 1}m™mDMos2dl g all x € {0,1},
it holds that ||ecx|| < B.

is overwhelming, where the probability is taken over C, Aattr, Acire, T as in the previous one and the
variables follow the relations in Theorem 135.

We emphasize that the correctness is strong in the sense that it does not depend on the randomness
of e’s or R, nor the choice of x — only reliant on s (i.e, r) and A’s following the right distribution.
Moreover, in case of non-uniform assumptions, it holds for any C' of polynomially bounded size (by
letting the “worst” C' be the advice of A).

Proof (Theorem 14). Augment the probability space in the statement with i* <> [L + 1,|C|] and

j* <% [m], define events (with 4, j running through [L + 1,|C|] and [m])
Bine (AL mod o) ¢ | -1+ 08,8 - 0%B).
M M
E;jo: ((s"AII)[1, 4] mod M) ¢ [2 + B, 5 - B)’
ICl m
E: \/ \/ 1,0 \ Ez 1
i=L+1 j=1

and let C' > 0 be a polynomial upper bound of the size of C' that could ever be chosen by A, then

Pr[Ejys jo1V Ep jq«o | E,C]1>1/(|C| = L)ym >1/Cm
= Pr[Ej je1 V Ejx je 2] = E[Pr[Ej» j«1 V Ejx j= 2| C]]
>E|[Pr[E|C]/Cm]|=Pr[E]/Cm
= Pr[E] < CmPr[Ej j«1 V Ei» j» 2]
< CmPr[Eis j» 1] + CmPr[Eps j» o].

It suffices to show that both Pr[E;« = 1] and Pr[E;« ;- o] are negligible. We prove it by reduction to

Lemma 8. Let m’ = (L + Lg + 2)m and define h : Z((;H_l)xm/ 3, Z™" as follows. On input A:
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1. Sample C ¢ A() to obtain C : {0,1}* — {0, 1}1XLI. Sample i* < [L + 1,|C|] and j* < [m].

2. Parse A as (Aattr, Acirc, - - - ), where Aggqr € Z((IHH)X(LH)m and Agire € Z,(J"H)X(LSH)m, with
the rest (“...”) ignored.

3. Run UEvalC(A,ttr, Acire, C) and use the intermediate values to find (low-norm) H such that
AH = Al.. Let i,i" be the fan-in indices of Cj«, then Al. = (Ao, Ay, Aj»)Hy .. Here, Ay
is part of Aagtr, and the first third (by rows) of H/Cz* becomes part of H. When ' < L,
the matrix A; is again part of A.i,. When 7' > L, by definition, A, = AcircHir}_:jPad, and
Hir)_jjpad multiplied by the second third of H/CZ* contributes to H. Similar handling applies

to i;’ , and most parts of H are zero-padded.
4. Split HT' by column into (hy,...,h,,) and output h = hj-.
Clearly, h is efficient. Recall that B’ is 2910e" ) ipy our choice of parameters. By construction,
< . <3. N .om+2)-1< B,
hT HT FT 3 2O(log

where the factors come from addition among the three parts, Hi’}dpad, H’Ci*, T, respectively. Note

also that sTh = (sTALT)[1,5*]. Invoking Lemma 8 on h with its (p, B) being our (g, M2B) and
(M, B) yields that under sSLWE,, ,,,/ ¢ .07

2M?2B + (20’ 1B’ 2B + (20’ 1B’
+2oVA+ ) +negl(A), Pr[Ej j=2] < +(20'VA+1)

Pr[E j=1] < . %

+ negl(}),

both of which are negligible under our choice of parameters. This completes the proof. O

3.4 Stronger Correctness

The primary version in the previous section requires that A’s be chosen independently of C. It can
be avoided by applying a random shift to each RemoveNoise. We explain the modifications:

e In Construction 1, define RemoveNoise’(u",w") to be

WG (MG, Gr)+w'] (I
| [(* e

M

and define RndPad’, ,(s) to be RemoveNoise’(s"A + wT). In all the succeeding constructions,
propositions, and proofs, replace RemoveNoise, RndPad by RemoveNoise’, RndPad’.

e In Construction 2, the algorithm UEvalC is randomized. It samples wu/ for each A} and
outputs the information necessary to recover them. The algorithm UEvalCX additionally
takes that information as input so that it can use the same w’s. The w’s can be either truly
random or pseudorandom — in the latter case, the information can be just a PRF key of
length some fixed poly ().

e In Theorems 11 and 13, change sTAT to (s"AT' +w").

e In Theorem 14, the adversary A is allowed to choose C' and Attr, Acire, I', but not w’s. The
probability is taken over the randomness of A and w’s.
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— If w’s are truly random, the statement holds unconditionally against worst-case C, A attr,
A e, r of polynomial total length.

— If w’s are pseudorandom (against uniform adversaries), it holds against uniform A’s.

— If w’s are pseudorandom against non-uniform adversaries, it holds against worst-case C,
A sttr, Acire, r of polynomial total length.

The stronger correctness makes the applications adaptively (instead of only selectively) correct and
enables proofs of selective (instead of only very selective) security.

4 Applications

In this section, we show how our new homomorphic evaluation algorithm helps achieving various
primitives for circuits of unbounded depth. This includes laconic function evaluation, 1-key secure
attribute-based encryption, 1-key secure functional encryption, and reusable garbling schemes.

4.1 Laconic Function Evaluation

The (AB-)LFE scheme of [QWW18a] is obtained by modifying the ABE scheme of [BGG™14] and
its proof does not rely on the techniques for multi-key security. Essentially the same construction
using our unbounded homomorphic evaluation yields AB-LFE for circuits of unbounded depth.

Construction 3 (AB-LFE). Our AB-LFE for circuits of unbounded depth works as follows:
e GenCRS(1%) takes the attribute length L as input. It samples

Aattr & Z((]”+1)><(L+1)m Acirc & Z((]n+1)><(LS+1)m

) Y

and outputs crs = (Aagtr, Acire)-
e Compress(crs, C') takes as input crs and a circuit C : {0, 1} — {0, 1}1XL/. It runs
digestc = (Aci, . ... Acir) = Ac + UEvalC(Agser, Acire, C),
and outputs paramg = (L, L’) and digestc.

e Enc(crs, param¢, digestc, (x, ) takes as input crs, parame, digestc, an attribute x € {0, 1}L,
and a multi-bit message p € {0, l}L . It operates in the two-phase manner.

1. EncX(crs, (x, 1)) samples r < D and sets s «— (r',—1)". The algorithm creates

n
Z,0,<cvA
a circular encryption by

Agpe & 277, eme & Dga,ga\f’ R < {0, 1}me(n+1)ﬂog2 al.

Ape :
Apo <I’TAfhe v eTfhe> , S + Ap.R — bits(s) ® G,

and the attribute/circular encodings by

L+1
Cattr 4> D; o <)7:/ 5% Cartr 8" (Aater — (1,X7) ® G) + egyyy,
s (Ls+)m T T : T
€circ ¢ DZ,O”,SO”\/X’ Ceire < 8 (Acire — (1,bits(S)) ® G) + €lye-

It outputs ctog = (X, S, Cattr, Ceirc) and st = (u, s).
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2. EncD(st, param¢, digestc) samples and sets
Zl,...,Z[) & ZZ—H, Amsg — (AczlG_l(Zl), - ,AC:L/G_I(ZL/)).
The algorithm creates the message encoding by

$ L T T T T
Cmsg < Dy <omaVA Cinsg S Arsg + ey + (/2] - 1"

It outputs cton = (Z1,...,2ZL/, Cmsg)-
e Dec(crs, C, digestc, ct) evaluates C'(x), computes

(Cg,lev ce 7CE’,x:L’) = CE‘,X — UEvalcx(Aattry C;ttrv Acirc7 CZirc? C? X, S)?
(€))7 ¢ (Chsg — (€Lx1GTH(21), -+, €Ly G (210))) mod g,

and sets for all £ € [L/],

0, if C(x)[1,4] =1,

Wl 0, if C)[1,4 =0 and [ € [~q/4,4/4);

1, otherwise.

The algorithm outputs (x, (u)7).
This scheme has a deterministic Compress, and satisfies

lcrs| = O(L), |digestc| = O(1), Ictor| = O(L), cton| = O(L),
TGenCRS = O(L)a TCompres& Tbec = O(|CD7 TEnex = O(L + L/)a TeneD = O(L,)

Theorem 15 (). Under sLWE (Assumption 1) suitable for Theorem 14, Construction 3 is
computationally f-selectively correct (Definition 3; C must be chosen before seeing crs). If the
assumption holds against non-uniform adversaries, then the correctness becomes statistical (still
f-selective).

Proof (Theorem 15). Let A be an efficient adversary against Exp{‘ﬁ%1 , and write

cox =8 (Ac—C(x)®@G) +elx,  Chxr=5 (Ao~ CX)[LAG) +eqy, forlelLl],

then el , = (€f .15+ --+€0 1) For each £ € [L'], it suffices to consider the case of C(x)[1,¢] =0,
in which during decryption,

'[l] = (s"AcuG(20) + emsglf] + pl0] - 1¢/21)
— (5"(Acu = C()[1,4G) + ey )G (20)
= (emsgll] — elx:eG ™ (20)) + mlf] - [¢/2]  (mod g).

Suppose |lecx|| < B, then [lec x| < |lecx|| < B and by our choice of parameters,

lemsel]] + 680G (zo)| + |1lf] - (¢/2 = [a/2])] < omseVA + llecell - (G (z0)T]| + 1
So'msg\/X+B'm+1 <Q/47
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so c'[f] € [—q/4,q/4) (ie., u'[¢] = 0) if and only if p[¢] = 0. It remains to bound Pr[|lec x.¢|| > B].
Note that

lemel| < VA <27B, leatiell, llecirell < 0’V <27*B,

so applying Theorem 14 (corollary part) to the first phase of A (choosing 1%, C') yields the desired
bound.

Statistical f-selective correctness follows from non-uniform assumption, because Theorem 14
guarantees simultaneous correctness for all x (not necessarily efficiently computable after choosing C'
and seeing A’s) with overwhelming probability. O

Theorem 16 (Y). Under csLWE (Assumption 1) with our choice of parameters, Construction 3 is
very selectively secure (Definition /).

Proof (Theorem 16). The simulator Enc(crs, C, digestc, (x, (11/)7)) works as follows.

L/

1. Sample z1,...,21/, S, Cattr, Ceire Uniformly at random and e & D .
Z70'msg7§0'msg\/x

2. Compute

(CTQX:17 e cax:L,) + UEvalCX(Aattr, Chitrs Acires Coive, Cs X, S),
A CE’,X:ZGil(ZZ) + emsg[g] + “/[6] : Lq/2~‘7 if C(X)[L E] =0;

for each £ € [L']:  cpsgl/] ) .
&7, if C(x)[1,¢] = 1.

3. OUtPUt (Zla sy 217, X, S’ Cattr; Ccirc Cmsg)-
We describe the hybrids by their changes to the previous one.

e Hgis Expﬁ%’sel’o, where the ciphertext sent to A is from Enc. We write

T T T T
(Coxitr--os cax:L/) = UEvalCX(A.attr, Cattrs Acires Ceires C, X, S)

= (ST(AC:l - C(X)[lv 1]G) + eale? s 7ST(AC:L’ - C(X)[lv L/]G) + eTC,x:L’)'
e In Hy, for each ¢ € [L’], the message encoding component is computed as

C [E] = CE,X:ZG_I(ZZ) - eE‘,x:ZG_l(ZZ) + emsgw] + /“l’/[é] ’ LQ/2-|7 if C(X)[LE] =0;

msg caxzé(}*l(zz) +5sTz, — eax:erl(ZZ) + emsell] + 1l - [q/2], if C(x)[1,4] =1.
Note that p'[¢] = p[f] when C(x)[1,#] = 0. This is just rewriting, so Hy = H;.

e In Hy, the experiment aborts if ||ec x|| > B. We have H; = Ha by (the proof of) Theorem 15.18

e In Hj, using ey for flooding, the terms eax:eG_l(zz) are removed from ¢y, and a small

noise €y, [¢] is inserted into cmsg[f] if C(x)[1,4] =1, i.e.,

Cneelf] = {cangG*(zf) Fewsgld + 10 Lg/2]. i CEO[L =0
o Clyt G (20) + 8720 + €y (] + emsgl] + plf] - [q/2], i CL,0 =1

8 This relies on A being selective in C.
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where €., < DZ/M o We let w[l] = s"z; + e}, [{] for £ € [L']. When the experiment

does not abort, we have
20(|e'[l]] + el G (z0)]) < 2XO(I 1] + llec]l - (G (ze)7)
< 2’\+6(a'\f)\ + Bm) < Opmsg
by our choice of parameters, so Hy =4 H3 by Lemma 2.

e In Hy, the experiment no longer tests whether ||ec x| > B nor aborts. Hs ~ Hy by (the proof
of) Theorem 15.

. sel 1 .
e Hjyis Exp‘ﬁ% b where S, Cattr, Ceire are uniformly random and

Cansg ] = {CB”‘:EGI(Z” +emssll] + 1[0 [0/2], i CX)[L, 4 = 0;
e random, if C(X)[l,ﬁ] - 1.

To prove Hy ~ Hs, we invoke csLWE while setting'’
——/

A .
(Aattra ACirC7 Z,... 7ZL’> - (aT) + ((17XT7 17 bItS(S)) X G? 0(n+1)><L’)7

where K/, S are public matrix and circular ciphertext received from csLWE, and a is sampled by
the reduction algorithm. Note that in Hy,

(C-arttr? CZirc? WT) = rTK/ + (e/)T - gT - ((la XTa 17 bItS(S)) ® l’;—i—l ® gTv 01><L’)7
CE’,X:KGil(ZZ) + emsg[g] + p/[f] ’ LQ/z]v if O(X)[la f] =0;
ltG T (20) + W + emsgl] + plf] - [q/2], i C(x)[L, 4] =1

The components change into the distribution in Hs once csLWE is applied.
very-sel,0 __ very-sel, 1

By hybrid argument, Exp; o = Ho =~ Hs = Exp; o O
AB-LFE can be lifted to LFE generically [QWW18a] using FHE:

for each £ € [L']:  cmsgll] = {

Corollary 17 (LFE). Under csLWE (Assumption 1) under our choice of parameters, there ezists
an f-selectively correct (Definition 3), very selectively secure (Definition 4) LFE scheme for circuits
of unbounded depth (Definition 1) with

lcrs| = O(L), |digestc| = O(L'), |ctosr| = O(L), cton| = O(L),
TGenCRS = O(L)7 TCompre557TDec = O(|CD7 TEncX = O(L)7 TEncD = O(L/)u

where L, L' are the input/output lengths and whose Compress is deterministic.

Corollary 17 follows by applying Section 4.4 of [QWW18b] to Construction 3 using a non-leveled
FHE (which exists under csLWE, e.g., a circular version of [GSW13]). Although the transformation
in [QWW18b] is presented for perfectly correct and selectively secure schemes, it is readily verified
that it preserves the lesser correctness and security considered here.

To derive the stated two-phase encryption efficiency, we have to break the abstraction. The
offline phase of Corollary 17 performs homomorphically encrypts x and runs EncX of AB-LFE on the
ciphertext of x, crucially leaving the AB-LFE message length indeterminate, a feature supported
by Construction 3. The state consists of the FHE key and the AB-LFE state. During the online
phase, the FHE decryption circuit is garbled, and EncD of AB-LFE is executed to transfer the
labels.

19Embedding X into Aater relies on A being selective in .
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Stronger Correctness and Security. When using unbounded homomorphic evaluation with
stronger correctness, the (AB-)LFE schemes become adaptively correct (computationally or
statistically) and selectively secure. They will use randomized Compress (see Definition 1).

4.2 1-Key Functional Encryption and Attribute-Based Encryption
LFE generically implies 1-key FE:

Corollary 18 (1-key FE). Under csLWE (Assumption 1), there exists a strongly f-selectively correct
(Definition 6), very selectively 1-key simulation-secure (Definition 7) FE scheme for circuits of
unbounded depth (Definition 5) with

Impk| = O(L + L), ske| = O(L), ct(x)| = O(L + L'),
TSetup - O(L + L/)a TKeyGenaTDec = O(’CD; TEnc = O(L + L/)a

where L, L' are the input/output lengths.

Corollary 18 follows from a tweaked version of Theorem C.1 of [QWW18b] to remove the additive
dependency on L in sko. Recall that in [QWW18b], skc contains an underlying 1-key FE key for
the LFE encryption circuit (whose size is linear in the LFE encryption circuit size), making sko be
of size linear in |Enc|, which is Q(L + L"). We instead only use the underlying 1-key FE perform
EncD so that the key size is linear is |[EncD| = O(L’). Although the transformation was presented
for perfectly correct and selectively secure schemes, its tweaked version (and itself) preserves strong
f-selective correctness and very selective security considered here.

Corollary 18 implies 1-key ABE with constant-size keys, since the ABE functionality has 1-bit
output:

Corollary 19 (1-key ABE). Under csLWE (Assumption 1), there exists a strongly f-selectively
correct (Definition 6), very selectively 1-key secure (Definition 7) ABE scheme for circuits of
unbounded depth (Definition 5) with

mpk| = O(L), [ske| = O(1), [ctx| = O(L),
TSetup = O(L)7 TKeyGenaTDec = O(‘CD, TEnc = O(L),

where L is the attribute length.

Alternatively, Corollary 19 can be obtained applying Section C of [QWW18b] to Construction 3,
again with the trick of reducing ciphertext size using the two-phase encryption structure.

Stronger Correctness and Security. When using unbounded homomorphic evaluation with
stronger correctness, the 1-key FE/ABE schemes become adaptively correct (computationally or
statistically) and selectively secure.

4.3 Reusable Garbled Circuits
From [GKPT13b], it is known that 1-key FE implies reusable garbling.

Corollary 20. Assuming csLWE (Assumption 1), there is a selectively secure reusable garbling
scheme (Definitions 8, 9, and 10) with

IC|=0(L), |pkl=OL+L), [g=0(L+L),

where L, L' are the input/output lengths of C.
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Note that in [GKPT13b], the garbled circuit C hides C (and input garbling is secret-key), whereas
in our scheme it does not, in exchange of better efficiency. We tweak Section 4.1 of [GKPT13b] so
that C' is a 1-FE key for

C(x), ifb=0;
y if b=1;

C'(b,x,y) = {

and the input encoding X is a 1-FE ciphertext for (0,x,0). The simulator outputs X as a 1-FE
ciphertext for (1,0, C(x)).

Using the unbounded homomorphic evaluation algorithms with stronger correctness does not
improve correctness or security of our reusable garbling scheme from csLWE.

5 KP-ABE for Circuits of Unbounded Depth

In this section, we show how to achieve full-fledged ABE with our unbounded homomorphic eval-
uation algorithms by additionally assuming the evasive (circular small-secret) LWE assumption.

5.1 Lattice Trapdoors and Evasive LWE Assumption
We introduce additional preliminaries needed for KP-ABE.

Trapdoor Generation and Gaussian Preimage Sampling. We rely on the following:

Lemma 21 ([MP12; Theorem 2]). There are efficient algorithms TrapGen and SampD and functions
mo € ©(nlogq) and oy € w(y/mlogm) N O(m) satisfying these conditions:

e TrapGen(1™,1™, q) takes as inputn > 1, ¢ > 2, and m > mqg(n,q). It outputs (B, T) such that
B € Zy*™ and B is negl(n)-close to uniform over Zy*™.

e SampD(B, 7,p,0) takes as input B,7 from TrapGen, some p € Z;, and o > oo(n,m). It
outputs k € Z™ such that Bk = p, || k|| < ov/m, and k is negl(n)-close to DrL(B)o-

In particular (not aiming for optimality), mo can be taken as 3(n + 1)[logs q].

Batch Notation. It is convenient to extend SampD to process multiple p’s in one shot. Let
P = (p1,...,pPm) be a matrix or a batch of vectors, then SampD(B, 7, P, 0) is

K& (SampD(B,T,pl,U), ..., SampD(B, T, pm/,a)),
with fresh randomness for each call to SampD on the right-hand side.

Assumption. We formulate the variant of evasive LWE assumption needed for our KP-ABE. While
it appears complicated due to incorporation of circular ciphertext and encoding, the assumption
follows the same rationale as existing variants of evasive LWE. More discussion follows the definition.

Assumption 2 (evesLWE). Let S(1%;aux) be an algorithm that, given randomness aux, outputs
J— +1 2 1 2+1 — ’
A € 2D Tom alH UM g e g pe g o o)) 01, Gposts Opre
where m > mg(n, q) and o_; > og(n, m) are constrained by Lemma 21 and opest > Opre. Suppose

Ape & 2™, (B, ) < TrapGen(1™,1™, q), K ¢ SampD(B, 7,P,0_1),
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$ Tym . s y(m(n+1)?[log, q]2+1)m /.8 ym’ m J
€fhe < 7.0, <oV/N’ €circ < DZ,U’,go’ﬁ , € DZ}Q/7§UI v €B eZ™, epel”,

$ 7m s rp(m(n+1)*[logs q1°+1)m 1,8 pm! $ r7m $ 7J
(sfhe<—Zq, Ocire <~ Zg 2 , 5<—Zq , 5B<—Zq, 6p<—Zq,

3 n
r
< Z,0,<oVN’

s (T, —1)7, A& gitxleszaim

R(i {0’1}m><(n—|—1)|'10g2q'\m

) o the .
S = <I’TAfhe v eﬁle) R — bits(s) ® G.

S

In the precondition, the entries of eg, ep are independent and follow DZ’UPW <oprer/ and evesLWES,

states that

1>‘7 aux, Age, B, rTApe + eTfhev S, 1)‘, aux, Ape, B, 5EIe, A,

r' (A — (1,bits(S)) @ G) + €l ~ e

r'’A’ + (), r'B+eL, r'P +el \eN (6")", &5, op \eN

" . . S

In the postcondition, the entries of ep are independent and follow DZ’UPO% <oposi /N and evesLWEL o
states that

1Y, aux, Ape, B, r"Age + €fo, S, 1%, aux, Ape, B, Ofher A,

I'T(lAcirc - (17 bitS(S)) ® G) + ezircv ~ Zirc’

I'TK, + (e')T, I‘TB —|— eTB, K AeN (6,)Ta -]5) K AEN
The evasive circular small-secret LWE assumption states that evcsLWElfre implies evcsLWEgOst for

all efficient sampler S.

Remarks. As in [Wee22 WWW22], our evasive circular small-secret LWE is only for public-coin
samplers, enforced by providing the sampler randomness to the distinguisher. This is weaker than
the versions [Tsa22,VWW22| used for witness encryption, which considers private-coin samplers
and the distinguisher, instead of the sampler randomness, gets the auxiliary information produced
as an additional output of the sampler. Assuming evasive LWE only for public-coin samplers
avoids obfuscation-based counterexamples, where P is sampled with a trapdoor and the auxiliary
information contains an obfuscated program with the trapdoor hardwired.

As suggested in [Wee22], the noise magnitude in the postcondition can be made larger than
that in the precondition for a more conservative assumption. We can implement it by requiring
evasive LWE to hold only for samplers with a certain gap between opest and opre. We additionally
allow a worse Gaussian preimage K. Unlike [Wee22 WWW22 Tsa22, VWW22], we do not require
an exact advantage relation between the the precondition and postcondition distinguishers (i.e.,
they share the same values of A for which indistinguishability fails). Other than those two aspects,
our assumption is stronger than the version in [Wee22], and is incomparable to that in [WWW22].

We note that in our formulation, in contrast to eg,ep, the distributions of r, ege, €circ, € are
invariant across evesLWE,;e and evesLWE 5. Intuitively, eg, ep being smaller in the precondition
compensates for the fact that in the postcondition, the noise attached to r"BK is not an independent
ep but correlated with eg. However, this does not apply to r, ege, €circ, €. In the presence of circular
encryption, a distribution-varying r is difficult to interpret. Lastly, the formulation must consider
different magnitudes for €', ep — for correctness, efe, €circ, € (the last contains attribute encoding
noises) must be small to be successfully refreshed; operationally, the (refreshed) homomorphic
noises are larger than e.; for security, ep must be large to flood the homomorphic noises. We
thus settle for the version above.

The sampler is allowed to choose Ag. Since the public matrices for circuits depend on it, it
must be known to the sampler, either (here) chosen by or (alternatively) given to the sampler. In
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both cases, the structure of (Acirc — (1,bits(S)) ® G) must be incorporated into the assumption,
because the sampler cannot choose S. We settle for one possible version here.

5.2 Construction of KP-ABE
Construction 4 (KP-ABE for circuits of unbounded depth). It works as follows.

° Setup(lL) defines appropriate n,m,q,o,0',0_1,0p0st as described in Section 3, and sets
Ls = m(n + 1)?[log, ¢]?. The algorithm samples

Aattr & Z((Jn—i—l)X(L—i-l)m, (B7 T) <i TrapGen(l”, 1m’ Q),
Acire & ZgH* s+ Dm, 7 & 70

It outputs mpk = (n,m, ¢, 0,0’,0_1, Opost, Aattr; Acire, B, z) and msk = (mpk, 7).

e KeyGen(msk,C) takes as input msk and some circuit C : {0,1}* — {0,1}. It computes
A + UEvalC(Attr, Acire, C) and samples z’ & ZZLH. The algorithm generates a trapdoor

k < SampD(B, 7, AcG (') +2z,0_1),
where A¢ € Zy*™ is the the first n rows of Ag. The algorithm outputs sk¢ = (', k).

e Enc(mpk,x, 1) takes as input mpk, attribute x € {0, 1}L, and message p € {0,1}. It samples

r& Dy <oVX and sets s < (r", —1)". The algorithm creates a circular encryption by
A & 2™ eme £ DI _ o R <& {0, 1) mintDllog: d]
) ,O',SO' ) 9 )
A .
Age <I'TAfhe v e}_he) , S +— ApcR — bItS(S) R G,

and the attribute/circular encodings by

L+1

€attr ¢ D(Z ; <)7:,\/X7 Cattr < 8" (Aattr — (1,X) ® G) + ey,
Lg+1 .

Caire € DY e — 8 (Acire — (1,bits(S)) ® G) + el

It also generates the message encoding as

eg & D

m T T T
c rB+e
Zv"'postyﬁ"'postﬁ’ B < + B>
$ T
€msg DZ7O'/,§O'/ A0 Cmsg <~ T Z+ €msg + [ LQ/2-| )
The algorithm outputs ctx = (8, Cattr, Ceirc, CB, Cmsg) -

e Dec(mpk, C, sk, x, ctx) takes mpk, C, ske, X, ctx as input. It computes

(25) = AC’ — UEVB'C(Aattr,Acircvc)v

T T T
cox  UBvalCX(Aagir, Cattys Acires Ceires Cs X, S),

¢+ Cmsg + €0 xGTH(Z) — (cfk — ap G (2))).

The algorithm outputs ' = 0 if ¢ € [—¢/4,q/4), and ¢/ = 1 otherwise.
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The efficiency parameters of the scheme are

[mpk| = O(L), [ske| = O(1), [ctx| = O(L),
TSetup = O(L), TKeyGenaTDec = O(‘CD, TEnc = O(L)

Theorem 22 (Y). Under sLWE (Assumption 1), Construction 4 is strongly f-selectively correct
(Definition 6).

Proof (Theorem 22). The proof resembles that of Theorem 15. When C}(x) = 0, we write
ng,x = ST(ACJ‘ - C](X)G) + egj,x = STACj + egj,x'
By definition,

cpkj — gBijl(z;-) =r"A¢,G7'(2)) + r'z + egk; — gBijl(z;-)
=s"A¢, G (2)) + r'z + egk;,
= = cmgg + 0, xG 7 (2)) — (cpk; — af, G (2]))
= (t"z + emsg + 1+ [4/2]) + (sTAc,GT(2)) + eg, G (2]))
— (sTchGfl(z;-) +r'z + egk;)
= 11 ¢/2+ (epkj + emsg + €F, G (2)) + - (la/2] — 4/2)).

When |lec; x|| < B, according to our choice of parameters, the total error is bounded by

m - [les| - 1| + lemsg| + llec; x| - (G~ (z))T] + 1
SWL'O'post\F)\'O'_l\/ﬁ-i‘O'/\F)\—FB'm—Fl < q/4,

in which case y/ = p. From Theorem 14, it follows that Pr[|lec; x|| < B for all j] is overwhelming
by a standard guessing reduction. This completes the proof. O

Stronger Correctness. When using unbounded homomorphic evaluation with stronger correct-
ness, our KP-ABE scheme becomes (computationally or statistically) adaptively correct. We note
that it does not become more secure due to the reliance on evesLWE.

5.3 Security of KP-ABE

Theorem 23 (Y). Under csLWE (Assumption 1) and evesLWE (Assumption 2), Construction /4 is
very selectively secure (Definition 7).

Proof (Theorem 23). Technically, we are considering simulation security (the constrained variant,
so there is no decrypting key). In general, this can be done by using the normal Setup, KeyGen to
generate keys and encrypting any message chosen by the simulator under the known attribute, but
it is more convenient in our proof to simulate the ciphertext as uniformly random.

Let A be an efficient adversary against the very selective security of Construction 4. Consider
the following sampler S(aux):

e Parse aux into (r,7’).
e Launch A(r) to obtain (1%, x,{C;};e(s), where x € {0, 1} and C; : {0,1}* — {0,1} with
Cj(x) =1 for all j € [J].
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e Pick n,m,q,0',0',0_1,0p0st as in Setup(1¥). Pick an appropriate opye.
o Kattr L KCirc / . . 20 . /
e Sample A, = T JAcre = | 1 ,Z, {zj}je[J] in a straight-forward way=" using »'.
Qattr Zcirc
e Compute and set

A -
(aTC'J> - ACj < UEValC(Aattra Acirca Cj)? p; < AC]'G I(Z;) + z,
U5

-/

A F(Xattr_(la)(-l—)(gé?Z)a P<—(p17"'7pJ)7
where G is the first n rows of G.

__ _ ,
e Output (Acirm A,P,0,0,0 1, Opost s Upre)-

f-sel+.,0 the

We first show that evcsLWE‘gOSt implies ABE security against A by proving that in Exppypg’

challenge ciphertext is pseudorandom. We can rewrite the view of A in ExpéfleFlE’O as

mpk = (TL, m,q,0, OJ? 0—1,0post; Aattra ACier a Z)? {Sk]}]E[J] = ({Z;'}je[J]a)a
Ctx = (7 Cattr, Ccirc 7 Cmsg)a where

Chitr =8 (Aater — (1,X") ® G) + ey,

=|r"(Aaer — (1,x") ® G) + attr |~ Bater T (1,X) @ ’/7Tz+1 ®g,
Cgirc = ST(ACiYC - (17 bItS(S)) ® G) + elirc
= rT(KCirC - (17 bItS(S)) ® é) + eZirc - g-crirc + (L bItS()) @ L;—‘,—l 02 gTv

Cmsg =|T'2Z + emsg |+ 14+ |q/2].

Here, the boxed terms are from the non-aux part of the first distribution in evcsLWE‘SOSt. In the

right distribution of evcsLWEgost, all components of cty are one-time padded by a random value
due to the boxed terms. From that we conclude the very selective security of Construction 4.
It remains to prove evesLWES.  using csLWE. This is highly analogous to the proof of Theorem 16

pre
except there is one more level of “one-time pad indirection”. We omit the details here. O

5.4 Attribute-Unbounded Depth-Unbounded KP-ABE

We can apply the result of [GKW16] to obtain KP-ABE unbounded in both attribute length and
circuit depth:

Corollary 24 (KP-ABE for circuits of unbounded depth and input length). Under csLWE (As-
sumption 1) and evcsLWE (Assumption 2), there exists a strongly f-selectively correct (Definition 6),
very selectively secure (Definition 7) KP-ABE scheme for circuits of unbounded depth and input
length (Definition 5) with

[mpk| = O(1), ske| = O(L), |ctx| = O(Ix]),

TSetup = O(l), TKeyGenaTDec = O(‘CD; Tene = O(‘X’)y

where L is the input length of C' (not |x]|).

20]?’recisely speaking, r’ conditioned on Aatir, Acire, Z, {Z;'}je[J] should be efficiently sampleable given them so that
r’ does not contain a trapdoor breaking LWE for those public matrices.
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The generic transformation of [GKW16] only handles equal-length matching, i.e., x must be of
exactly the input length of C for decryption to succeed. It can be extended to prefix matching
when based on Construction 4 with two changes:

e For correctness, we use a PRF to generate an exponentially large A, matrix (instead of
unrelated A, matrices for different lengths), and use the relevant parts of it in key generation
and encryption. This ensures that skc and ctyx use the same At for decryption to succeed.

e For security, we transform C and x into C’ and (Ly,x), where Ly = |x| is the A-bit binary
representation of the length of x and

oty {00 121
1, if Ly < L;

with L being the input length of C' and x’ (hopefully) a prefix of x. In the security proof,
during reduction to Construction 4, we choose (|x[, (x,0)) for 0 of appropriate length when
generating the challenge ciphertext (part of which is thrown away) so that the challenge has
the correct length as far as Construction 4 is concerned and policy circuits taking overlong
input are sure to reject decryption.

When using unbounded homomorphic evaluation with stronger correctness, the scheme becomes
(computationally or statistically) adaptively correct.
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