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Abstract. Zero-Knowledge Virtual Machines (ZKVMs) have gained trac-
tion in recent years due to their potential applications in a variety of ar-
eas, particularly blockchain ecosystems. Despite tremendous progress on
ZKVMs in the industry, no formal definitions or security proofs have
been established in the literature. Due to this lack of formalization,
existing protocols exhibit significant discrepancies in terms of problem
definitions and performance metrics, making it difficult to analyze and
compare these advancements, or to trust the security of the increasingly
complex ZKVM implementations.

In this work, we focus on random-access memory, an influential and ex-
pensive component of ZKVMs. Specifically, we investigate the state-of-
the-art protocols for validating the correct functioning of memory, which
we refer to as the memory consistency checks. Isolating these checks from
the rest of the system allows us to formalize their definition and secu-
rity notion. Furthermore, we summarize the state-of-the-art construc-
tions using the Polynomial IOP model and formally prove their security.
Observing that the bottleneck of existing designs lies in sorting the en-
tire memory trace, we break away from this paradigm and propose a
novel memory consistency check, dubbed Permem. Permem bypasses this
bottleneck by introducing a technique called the address cycle method,
which requires fewer building blocks and—after instantiating the build-
ing blocks with state-of-the-art constructions—fewer online polynomial
oracles and evaluation queries. In addition, we propose gcq, a new con-
struction for the lookup argument—a key building block of the memory
consistency check, which costs fewer online polynomial oracles than the
state-of-the-art construction cq.

Keywords: Proof System, SNARK, ZKVM, Random Access Memory

1 Introduction

Zero-Knowledge Virtual Machine (ZKVM) [zkS22, TV22, Pol22, Scr22, Mid22,
Ris22, GPR21] is a type of program execution system that can produce a proof
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of the validity of the execution without revealing any secret inputs. These proofs
can be verified quickly without re-executing the program. ZKVMs are considered
more user-friendly than traditional circuit-based SNARKs [Grol6, CHM™2(,
GWC19] for programmers, because ZKVMs support instruction-based programs
that can be easily constructed from high-level languages. Some ZKVMs [zkS22,
Pol22, Scr22], often referred to as zkEVMs, are designed to be compatible with
the Ethereum Virtual Machine (EVM), and have the potential to improve the
scalability and privacy of Ethereum, a decentralized platform with the second-
largest market value as of 2023, the time of this writing. Other ZKVMs sup-
port various types of machine architectures, such as RISC-V [Ris22] for wider
applications, or SNARK-friendly machines [TV22,Scr22, GPR21|] for increased
efficiency.

Constructing a ZKVM involves designing protocols for checking the consis-
tent functioning of all its components, including the instruction fetcher, register
file, arithmetic logic unit, and memory. The most technically challenging pro-
tocol among them is the memory consistency check (MCC), whose complexity
roots in the history-dependent nature of memory: the output of memory access
depends on the entire history of its inputs. This characteristic causes the MCC
to be more resource-intensive than other protocols. Consequently, many ZKVM
projects such as Scroll [Scr22] and Triton VM [IT'V22] devoted continuing efforts
to optimizing the MCC.

However, there is an absence of literature discussing recent advances in MCC,
as the constructions have mostly been developed in a haphazard manner and
tightly connected to their engineering projects. This leads to a lack of agreement
on the formal definition of the security goals, the context of protocol design,
and the performance metrics, rendering it challenging to analyze and compare
different constructions. Furthermore, it is uncertain whether they contain vul-
nerabilities due to their lack of formal security analysis. Although there is a
family of related works investigating RAM-based SNARKs [BCGT13,BCG'13,
BCTV13,BBCT17, BBHR18, BCGT18], recent implementations adopt a richer
and more advanced family of new techniques not covered in this literature. To
address the above issues, it is crucial to formalize the problem of MCC and to
conduct a systematic examination of existing solutions, which can help deepen
our understanding of the problem, eliminate potential security risks, and identify
and address the performance bottleneck.

1.1 Ouwur Contributions

This work offers a formal analysis of the MCCs employed in popular ZKVMs
in the industry and improves their performance via a new design method and a
new building block. Specifically, we provide a formal definition of MCC and its
security, formulated within the Polynomial IOP (PIOP) model [BES20]. which is
a widely used SNARK construction model in the literature [GWC19,CHM™2(,
CBBZ22,5722,IZS7Z"22]. We also extract and formalize the underlying techniques
of existing MCCs in PIOPs and prove their security. Inspired by our formaliza-
tion, we propose (1) a more efficient construction method called the address
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Table 1. Comparing the MCCs, our Permem achieves the largest memory size with
fewer building blocks and online polynomials outside of the building blocks. The pro-
tocols are sorted by the address space, from the most limited contiguous memory to
the largest full space read-write memory. “Sort.” stands for the sorting paradigm, and
“AC. stands for the address cycle method, which is extracted from Arya [BCG' 18] and
formalized in this paper. The constant ¢ > 1 is a user-selected integer, but ¢ = 1 usually
suffices as [F’s size is usually 256-bit or larger. N is the number of execution steps, which
is usually orders of magnitude less than 232, Perm. is the number of permutation ar-
guments. Lookup is the number of lookup arguments (one “Double” lookup argument
achieves the same result as two “Single” lookup arguments with smaller amortized
cost). Poly. is the number of polynomial oracles sent to the verifier online excluding
those in the building blocks. Queries is the number of evaluation queries issued by the
verifier excluding those in the building blocks.

Protocol Method A;s::ess Writable Pg‘lrl:ll.d Il?(l)(z)(ll(lflsp Poly. |Queries
Cairo [GPR21] Sort. |Contiguous X 1 0 4 0
e ol AC. | LN | v |2 | 1single| 4 | 0
Miden [Mid22] etc. | Sort. 32k-bit v 1 |2k Double|7 + 2k 0
Triton [[T'V22] Sort. Fe v 1 1 Single [10+¢ 2
Permem AC. e Ve 1 1 Single | 6+ ¢ 2

cycle method, which instantiates into a novel MCC named Permem, and (2) a
new lookup argument called gcq. Our main contributions are as follows.

— We formally define the notion memory consistency check and its security
(Section J), and formalize the state-of-the-art constructions in PIOPs with
security proofs under our definition (Section H) Specifically, observing that
all these constructions follow a common pattern, which we refer to as the
sorting paradigm, we identify the key subprotocol (sorting check) that differ-
entiates these constructions. We summarize all the sorting checks into three
PIOPs, each for a different memory model, respectively: (a) contiguous read-
only memory (Section @), used by Cairo [GPR21]; (b) memory with 32-
or 256-bit addresses (Section §.2), used by Miden [Mid22], RiscZero [Ris22],
and all zZkEVMs: and (c) memory with the full address space, i.e., F¢ for
¢ > 1 (Section @), used by Triton VM [TV22], which supports memory
spaces larger than 32- or even 256-bit address with less cost.

— Next, observing the bottleneck of the sorting paradigm, we introduce a more
efficient method for constructing MCCs, named address cycle method (Sec-
tion p.1l). We extract the address-shifting permutation of Arya [BCGT1§], a
zero-knowledge proof for TinyRAM [BCG'13], and develop it into a method
for constructing MCCs. This general method reduces the MCC construction
into designing a distinctness check, which is to prove that all entries in a
vector are distinct. This reduction not only simplifies the design workflow
but also improves the performance of MCC. Using our method, we propose
a new MCC, called Permem (Section EI), it supports the full address space
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Table 2. Comparing the MCCs with different instantiations of the lookup argument,
our new lookup argument gcq reduces the number of polynomials and queries by ~ 3
compared to the state-of-the-art construction cq (the rows without the geq mark). Here
double-gcq is the batched version of gcq with smaller amortized costs. The protocols
are sorted by the address space (column A. Space), from the most limited contiguous
memory to the largest full space read-write memory. The star “*” means the double-
gcq is alternatively constructed where the grand-sum vector u is split (see Section E for
details). N is the number of executed steps of the machine. Deg. is the maximal degree
of the polynomial oracles sent from the prover. Poly. is the number of polynomial
oracles sent to the verifier online. Queries is the number of evaluation queries. Dist.
is the number of distinct evaluation points.

Protocol A. Space |Deg. Poly. Queries Dist.
Cairo [GPR21] Contiguous| N 5 8 2
AryaMem (optimized based on [BCGT1§]) [1..N] 2N 13 20 2
AryaMem (gcq) [1..N] 2N 10 18 2
Miden etc. [Mid22, Scr22, Pol22, Ris22, zkS22]| 32k-bit 2N 14 +4k 20+5k 2
Miden etc. (double-geq) 32k-bit | BN 1243k 1944k 2
Miden etc. (double-gcq*) 32k-bit | 3N 12+4k 1945k 2
Triton [TV22] F 2N 18 26 3
Triton (gcq) F 2N 15 24 3
Permem F 2N 15 23 3
Permem (gcq) F 2N 12 21 3

as Triton VM does, by extracting the core of the contiguity check of Triton
VM and formalizing it into a distinctness check, which may also be useful in
constructing PIOPs other than MCC. As shown in Table m and E, Permem
costs fewer building blocks, thus fewer online polynomial oracles and eval-
uation queries compared to Triton VM and 32k-bit ZKVMs. Note that, as
it is hard to compare Permem directly with Arya, which is constructed in
the ILC model [BCG*17], we adapt the memory component of Arya in the
PIOP model, named AryaMem, and include it in our tables along with the
recent ZKVMs.

— Finally, we propose a novel lookup argument, which is an essential building
block for most MCCs and is widely used in SNARKs [PFM 22 |ABST22,
CBBZ22]. We name it gcq for grand-sum version of cq [EFG22]. The key
idea behind gcq is to replace the univariate sumcheck of cq with the grand-
sum check; this technique is simple but effective, because the grand-sum
check fits perfectly in the context of cq, especially when cq is used in MCC.
Table P and B show that when the lookup argument is instantiated with gcq,
the MCCs use fewer online polynomial oracles and evaluation queries (by 2
to 10), and has smaller proof sizes (by 2 to 10 group and field elements),
compared to using the state-of-the-art construction cqH.

3 Strictly speaking, the corresponding PIOP protocol behind cq is without the KZG-
specific optimizations.
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Table 3. Comparing the MCCs with the PIOP instantiated with KZG [KZG1(], our
new lookup argument gcq reduces the proof sizes by 2 ~ 10 group and field elements,
and the prover costs by 2 ~ 10 FFTs/MSMs, compared to the state-of-the-art con-
struction cq (the rows without the gcq mark). Here double-gcq is the batched version
of gcq with smaller amortized costs. The protocols are sorted by the address space,
from the most limited contiguous memory to the largest full space read-write memory.
The star “*” means the double-gcq is alternatively constructed where the grand-sum
vector u is split (see Section f for details). N is the number of executed steps of the
machine. The prover is dominated by FFT (O(N log N)), MSM (O(N - A/log N)), and
MPE (multi-point evaluation, O(Slog®S)), where the unit is field operations, and S
is the number of addresses touched by the program in the execution. In practice, S is
usually at least an order of magnitude smaller than . For all protocols, the cost of
the verifier is dominated by one pairing, which is omitted from the table.

Protocol Address | SRS Proof Prover
Space |G G| G F FFT MSM MPE
Cairo |[GPR21| Contiguous| N 2 7 8 5 7 0
Q;ZZQ/'ZZ‘ [E’SZTQZSS [1.N] [2N 2| 15 20 13 15 0
AryaMem (gcq) [1.N] |2N 2| 12 18 10 12 0
Miden [Mid22] etc. 32k-bit 2N 2 |16 + 4k 20 + 5k|14 + 4k 16 +4k 0O
Miden etc. (double-geq) | 32k-bit |5N 2 |14 + 3k 19+ 4k|124+3k 14+ 3k 0
Miden etc. (double-gcq*)| 32k-bit [3N 2 |14 4+ 4k 19 + 5k|12 + 4k 14+ 4k O
Triton [[TV22] F 2N 2 21 26 18 21 1
Triton (gcq) F 2N 2| 18 24 15 18 1
Permem F 2N 2 18 23 15 18 1
Permem (gcq) F 2N 2| 15 21 12 15 1

1.2 Technical Overview

To better understand the protocols presented in this work, we provide an overview
of the underlying intuitions. We start by introducing the necessary background
concepts.

PIOP. Almost all SNARKS, including ZKVMs, follow the PIOP pipeline, which
designs a PIOP and then compiles it into a non-interactive scheme via cryp-
tographic tools [BFS20]. A PIOP is an interactive protocol between two par-
ties, the prover and the verifier. The prover is able to send polynomials, e.g.,
f(X) € F[X], which may be much larger than the verifier’s storage. The ver-
ifier, however, only has oracle access to f(X), meaning it is able to query for
y = f(z) for any given z € F. This oracle access allows the verifier to check if
the polynomials satisfy certain relations, using the Swartz-Zippel Lemma. For
example, by checking f(z) + g(z) = h(z) for uniformly random z, the verifier
ensures f(X)+ g(X) = h(X).

PIOPs can also be used to verify relations between vectors besides polynomi-
als, by exploiting the natural transformations between polynomials and vectors.
One popular transformation is the polynomial interpolation over a specific do-
main D of size N = 2#. With this correspondence, the verifier can verify a
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vector equation, e.g., a+ b oc = 0, where “o” is the entrywise product be-
tween vectors. This vector equation is equivalent to the polynomial equation
fa(X) + fu(X) - fe(X) = q(X) - Z(X) for some quotient polynomial ¢(X), where
Z(X) := [[,ep(X —2) is the vanishing polynomial over D. Apart from the above
vector equations, the verifiers can also check more complex relations such as:

— The permutation relation [GWC19], which states that two vectors are per-
mutations of each other. For example, a = (1,2,2,3)T and b = (2,3,1,2)7,
denoted by a ~ b for convenience.

— The lookup relation [GW2(], which states that all the elements in one vector
are contained in the other vector. For example, a = (1,2,2,3)T and b =
(1,2,3,4)T, denoted by a C b for convenience.

The protocols for checking these relations are referred to as permutation argu-
ments [GWCL19] and lookup arguments [GW20], respectively. These arguments
can be extended to apply to tuples of vectors, also referred to as tables. For
example, (a,b,c) ~ (a’,b’,c’) € FV*3 means these two tables have the same
multiset of rows in potentially different orders, i.e., the multisets of tuples
{(ap, b[i],cm)}ﬁil and {(afi],bfi], c{i])}fil are equal to each other.

A PIOP can be compiled into a SNARK by standard techniques [BFS2(],
i.e., instantiating the polynomial oracles with cryptographic constructions such
as polynomial commitment scheme (PCS) [KZG10]. The performance of the
resulting SNARK is determined by that of the PIOP in various aspects.

Next, we present a high-level overview of ZKVMs and our systemization over

the current state of MCCs.
Workflow of ZK VM. On input x, a machine M executes for T steps and produces
an output y := M(x). For simplicity, throughout this work, we assume T'= N,
the size of interpolation domain DH. Assume the machine has m field elements as
the internal state. The ezecution trace of the machine is a table (v, ... v("™) €
FT*™ where the t-th row represents the state values at step t. Given the pair
x and y, proving that y = M(x) is equivalent to proving the existence of an
execution trace that is consistent with x, y and the architecture of the machine.
Since we are in the PIOP model, the prover, after executing the program, may
directly send the execution trace to the verifier, without exhausting the verifier’s
storage and computational resources.

After sending the execution trace, the prover tries to convince the verifier that
these vectors are consistent with the machine. In practice, the machine is broken
down into smaller components, such as instruction fetching, decoding, arithmetic
logic unit, and memory access. Each component’s consistency is formalized using
building blocks including vector equations, permutation relation, and lookup
relation. We focus on the memory component, whose checking protocol is the
most challenging to design for reasons that will be explained later.

4 For example, the machine can be designed such that executing the last instruction
(e.g., a STOP instruction) does not change the state of the machine, so that this
instruction can be repeated as many times as needed until 7" reaches V.
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Memory consistency check. Although the memory is typically modeled as a dic-
tionary that maps from the address space to the value space, we describe its
functionality via an alternative approach that matches our definition of memory
consistency. This model involves three variables opy, addr(,, valy) representing
the operator, the address, and the value, respectively. For step ¢ from 1 to IV, the
machine computes two state variables op[y and addrp;) from the current instruc-
tion or other internal states of the machine. The variable opy, is either Read or
Write, which are constant field elements specified by the machine. The machine
then computes another variable valj as follows:

— If opy) = Read, find the maximal ¢’ < ¢ such that addr(;) = addr(;, then set
valy = valp. If no satisfying ¢’ is found, set valy, arbitrarily.

— If op = Write, compute valp;) from the other internal states of the machine
by a specified procedure. However, to decouple the memory from this poten-
tially complex procedure, we consider valy; to be an arbitrary value set by
the machine executor.

Given the traces of these variables, namely the vectors op,addr, val of size N,
the memory consistency check should ensure that they represent a consistent
execution trace of the memory, where the consistency can be informally defined
as follows: for every ¢, valp) is honestly computed from opy, addr(y}, - - -, addry,
valpy},- -+, valy_qj by the above procedure.

Among all the components of the machine, memory is the only one that is
history-dependentd: the next state depends on the entire history of the machine
states, instead of only on the previous state. This characteristic complicates the
consistency checking protocol for the following reason. Without history depen-
dency, the consistency of the entire trace can be decomposed into a sequence
of local relations between adjacent rows in the trace. These local relations can
be captured by one or more low-degree multivariate polynomials that verify the
transition between adjacent states. The number of variables in these polynomi-
als has only the size of two states. This allows efficient verification using the
vector equation checks. However, if the current state of the machine depends
on the entire history, capturing the relations between dependent states would
require multivariate polynomials with O(N) variables, which renders the vector
equation check infeasible.

The sorting paradigm. The reason for memory consistency being history-dependent
is that different memory addresses are accessed in an interleaved manner. This
observation inspires the idea of sorting the memory execution trace by address.
After sorting the table (op, addr, val) into (op, ;ad/r, \T;;I) using the column addr
as the key, accesses to identi&@ddr/e_s\s/es are grouped together, and as a result,
val;) depends only on opy,j,addr;, addr; ;) and val;_).

5 Except for some special-purpose components designed particularly for ZKVMs, e.g.,
the hash table in Triton VM and some builtins in Cairo, that are not in a traditional
CPU architecture. The stack in stack-based architectures like EVM can be considered
as a simpler version of random-access memory, whose consistency checks are similar
to those for memories.
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The above idea is formalized as the sorting paradigm, which captures the
MCCs in all ZKVMs as of 2023, the time of this writing. This paradigm is
described by the following procedure:

1. The prover sorts op, addr, val by the entries in addr and obtains op, :;:IE‘, val.
These sorted vectors are sent to the verifier. .

2. The verifier confirms that op, addr, val and op, addr, val are permutations of
each other.

3. The verifier ensures the expected local property of the sorted memory trace
using one or more vector equations.

4. The final step varies in different ZKVMs, but all involve proving that op,

addr val is the sorting of op, addr, val by addr.

In current ZKVMs, step H—the sorting check—is accomplished using one of
the following three protocols, each for a different memory model:

1. Contiguous read-only memory. This model requires that the values in the
vector addr span a contiguous region in [ and that opy is always Read. With

these requirements, addr[t 1 < addr[t] is equwalent to addr — addr[t 1
{0, 1}, which is captured by the vector equation (addr —addr [t—1])° (addr[t] -
addry,_,; — 1) = 0.

2. Read—wr/z@/ memory /wfﬁh 32k-bit addresses. For this memory model, the con-
straint addr(;_;) < addr(;) is checked by a 32k-bit range check over the vector

a/d\a/lrHl — a/d\a/r7 where a/d\(zl/rHl is the cyclic left-shifting of addr by one posi-
tion.

3. Read-write memory with full address space: F¢ for ¢ > 1. Since the case
¢ > 1 can be reduced to ¢ = 1 by random linear combination, we proceed
assuming that ¢ = 1. The statement that addr is sorted is proved by the
contiguity check, designed by Triton VM [TV22], explained as follows. Given

the vector addr, initialize the polynomial f(X) = X —addry;), then for each
t from 2 to N, if addr # addrp,_,j, multiply f(X) by X —addry, otherwise
do nothing. Obviously, the vector addr is contiguous (which means repeated
elements fall in contiguous regions; this is equivalent to addr being sorted
by some custom order over ) if and only if no monomial X — addry is
multiplied to f(X) more than once, if and only if f(X) has no multiple
roots. The prover sends the polynomial f(X) to the verifier, who checks

that f(X) is correctly computed and that ged(f(X),Df(X)) = 1, where
Df(X) is the formal derivative of f(X).

For read-write memories, there is an additional issue: as addr may contain
duplicate elements, multiple permutations exist for sorting the memory execution
trace. However, the sorting technique works only if the permutation is the unique
one that preserves the order of rows with identical addresses as in the original
table. This unique permutation is referred to as the canonical sorting. To ensure
that the sorting is canonical, the following modifications should be applied to
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the second and third protocols: the memory execution trace is sorted together
with the incrementing vector incs = (1,2,--- ,N). The verifier then ensures
that if addr(;) = addr|,_,), the difference incs;; — incs;_;) must be in the range
1,2,--- N, by a lookup relation.

Our improvement: address cycle method. Note that in the sorting paradigm, the
prover sends at least four vectors to the verifier, each for a column in the sorted
memory trace. This is somewhat wasteful because, compared to the unsorted
memory trace, the additional information conveyed in these four vectors is no
more than a single permutation. We propose an alternative way that saves these
costs. Instead of reordering the memory execution trace, we redefine the meaning
of adjacency such that identical addresses become adjacent under this new defi-
nition. This insight is extracted from Arya [BCGT1§], a zero-knowledge protocol
for TinyRAM [BCG™13]. We name this technique the address cycle method.

This method involves defining a permutation o over the index set {1,--- , N'}.
The permutation o maps each index ¢ to the previous time when addrp; was
accessed, i.e. o(t) = max{j < t|addry;) = addr,}, if such maximal value is well-
defined. If otherwise, this maximal value does not exist, i.e., addr; is accessed
for the first time, o(¢) maps it to the last time the same address was accessed, i.e.,
in this case, o(t) = max{j < Nl|addrj;; = addr}. This way, for each distinct
address, all the positions where it appears are linked into a cycle by o. Obviously,
addr is invariant under the permutation o.

Now we observe the behavior of val as it is permuted by ¢. By definition, if the
memory trace is consistent, then val is almost invariant under the permutation.
Specifically, val(; ;) = valy for every ¢ except for those with opy = Write or
addr; is accessed the first time.

It turns out that the aforementioned behaviors of addr and val when per-
muted by o suffice to guarantee memory consistency, as shown in Theorem [f.
To summarize, the MCC can be accomplished by proving the existence of a
permutation o with the following properties:

1. There exists a vector first € {0, 1}" such that ¢ > o(t) for every ¢ except for
those ¢ where first;; = 1.

2. addr is invariant under o and val is almost invariant: valy, ) = val) for
every ¢ except for those with op; = Write or first) = 1.

3. For every address a, all the positions where a appears in addr fall in the
same cycle of o.

The first two properties are simple to check, as they are captured by vector
equations, permutation relations, and lookup relations. See Section for de-
tails. Checking the last property is the most challenging part of this method. We
proved in Lemma B (Section a) that this property can be ensured by showing
that the elements {addr|1 < ¢ < N, firsty = 1} are distinct. Therefore, our
address cycle method reduces the MCC problem to the distinctness check prob-
lem, which is the key component of different constructions. Here we present two
constructions for this component.
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1. Permem. We note that the contiguity check of Triton VM can be gener-
alized into a distinctness check that does not pose any restriction on the
address space. This distinctness check protocol produces a new MCC with
full address space, i.e., A = F¢ for any ¢ > 1. We name this new MCC
Permem.

2. AryaMem. For a clear comparison between Permem and Arya, which is orig-
inally described in the ILC model [BCG'17], we adapt the memory com-
ponent of Arya into a PIOP, called AryaMem, which is optimized with the
standard PIOP techniques. We remark that the memory component of the
original Arya does not strictly follow the pattern of our address cycle method,
whereas AryaMem is adapted to follow this method strictly. In particular,
in Arya, the last property of o is not verified via distinctness check, but
instead by a protocol called blookup, which is constructed with two lookup
arguments. We replace this blookup protocol with a distinctness check, which
is much simpler thanks to Arya’s limited memory address space (the set
{1,2,--- ,M} for M =~ N). Specifically, to prove that addr satisfies the
distinctness condition, it suffices to show that there exists a vector that is
both a permutation of (1,2,---, M) and is identical to addr in places where
firsty) = 1. This can be implemented using a single permutation argument.

Lookup argument. The lookup argument is an influential building block in most
MCCs. We construct a new lookup argument, named gcq for grand-sum version
of cq [EFG22], based on the logarithmic derivative technique. The insight of

logarithmic derivative is that every element in A = {ay,--- ,a,} appears in B =
{b1, -+ ,bp}ifand only if } (ﬁ — X”iibi) = 0, where m; > 0 is the number of

times b; appears in A. Proving that this sum is zero is the core of the logarithmic
derivative technique. In cq, this is accomplished by the popular univariate sum-
check protocol [BCRT19], which is also extensively used in building general-
purpose SNARKs [BCR*19, CHM 20, COS20, RZ21].

However, we notice that a simpler technique, called grand-sum check, has mul-
tiple benefits which are, somewhat surprisingly, undervalued in the literaturet.
Compared to the univariate sumcheck, the grand-sum check has the following
three advantages: (1) it works in both monomial basis and Lagrange basis; (2)
it does not require an individual degree bound of the PIOP; and (3) most im-
portantly, the grand-sum check contributes (almost) no additional cost at all,
in terms of the number of online polynomials and evaluation queries, which is
explained as follows. Note that: (1) for any vector u, the vector u™! —u+s-e; is
guaranteed to have sum s, where u™! is u circularly left-shifted by one position;
and (2) for any vector v, we can always find @ such that v=v""—V+s-ey, e.g.,
v = (v1,v1 + vg, -+, > v;), the grand-sum vector of v. Therefore, the prover
could have directly sent v, without sending v in the first place, and the verifier
simulates the polynomial oracle for v using that of v wherever v appears.

5 Tt is indeed used in some works, but very rarely, e.g., in Flookup [GK22]. It is used
only in a small component of Flookup, where univariate sumcheck is unusable.
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Although the grand-sum check has some disadvantages compared to the uni-
variate check, which may partially explain the rare usage of grand-sum check,
these disadvantages are avoided in the context of MCCs:

— Grand-sum check involves shifting the vector v by one position, which re-
quires simulating the polynomial oracle f3(wX), causing one additional dis-
tinct evaluation point wz in the PIOP. However, this is not a problem in
MCC, as wz is already required by the permutation check.

— It is unclear how to exploit the KZG-specific optimizations in grand-sum
check, which is interesting for future research. In particular, cq exploits these
techniques to allow the prover cost to depend only on the size N of the exe-
cution trace and independent of the lookup table size. However, in Permem,
the lookup table also has size N, rendering the table-size-independence un-
necessary.

— The grand-sum check does not look intuitive when the polynomial oracle
fu(X) has a degree greater than N, in which case the simulation additionally
involves the quotient polynomial ¢(X). However, the grand-sum check still
saves one polynomial oracle compared to the univariate sumcheck in this
scenario. Moreover, in cq or gcq, the target polynomials of the sumcheck
have degrees bounded by the domain size, so the quotient polynomials are
unnecessary.

For the above reasons, grand-sum check fits perfectly in MCC, especially in our
Permem. Table P shows that the MCCs use three fewer online polynomials and
two fewer evaluation queries by replacing cq (that uses univariate sum-check)
with geq (that uses grand-sum check).

Zero knowledge. We will not address the zero-knowledge aspect in this work
for the following two reasons. First, despite the “ZK” in the name, ZKVMs
are more valued for their succinctness than their zero-knowledge property. This
preference is evident from the fact that currently ZKVMs are mainly used in
zkRollups [zkS22,/Azt22, Pol22, Loo22], which prioritize scalability over privacy.
Second, zero-knowledge can be achieved as an added property in SNARKSs using
standard techniques such as adding a masking polynomial §(X) - Z(X) to the
interpolated polynomials, where 6(X) is a uniformly random small polynomial.
It is unnecessary to repeat these standard techniques, so we omit them for clarity
and simplicity.

1.3 Related Works

Although there is a lack of literature discussing the recent developments in
ZKVMs [zkS22, [TV22, Pol22, Scr22, Mid22, Ris22, GPR21)], these ZKVMs are
the result of more than ten years of progress in the field of verifiable com-
putations (VC) [GGP1(]. VC constructions can be categorized based on their
model of computation, primarily the circuit model and the RAM model. Circuit-
based VCs, particularly SNARKSs, have gained greater attention and undergone
active research since 2018 [PHGR13, Grol6, CHM 20, GWC19, Set20, XZZ" 19,
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BDFG20,BBB* 18, Eag22,SL20,BFS20,ZSZ 22,5222, 7X 7520, BFH20,C0OS20,
BCR™19,WTS*1§]. Nonetheless, they have a significant drawback as circuits are
inconvenient to program for, especially when branching and loops are involved.

Although RAM-based VCs potentially support more intuitive programming
interfaces like high-level programming languages, they are more inefficient than
the circuit-based ones, with MCC being a major bottleneck. The Merkle-tree-
based memory check [BFR*13] is barely practical, and outperformed by the sort-
ing technique, which is initially based on routing networks [BCGT13,BCG*13,
BCTV13,BBCT17,BBHR1§&] and later adopts the more efficient permutation ar-
gument developed in circuit-based SNARKs [GWC19], as in [ZGK 18, BCGT1§].
Many works only support memory space as small as {1,--- , M} for M = O(T),
and those supporting 32-bit memory addresses tend to be quite slow.

The recent rapid development of ZKVMs has been largely aided by the in-
troduction of lookup arguments [GW20,ZBK 22, PK22,GK22,ZGK 22 EFG22,
Hab22, CBBZ22,SLST23], which have significantly boosted the efficiency of 32-
and 64-bit MCCs. However, 256-bit memory checks remain very expensive. Tri-
ton VM [T'V22] mitigates this issue by its MCC with full address space, which is
sufficiently large to cover the functionality of 256-bit memory. Our new protocol,
Permem, further reduces the number of online polynomials of Triton VM.

Recent lookup arguments based on logarithmic derivatives [Hab22, EFG22,
SLST23|] are a promising new approach, offering both high performance and ap-
pealing properties such as homomorphic additions. Our new lookup argument
gcq improves the state-of-the-art construction cq, costing fewer online polyno-
mials and evaluation queries.

2 Preliminaries

Let A be the security parameter. For n € N, [n] denotes the set {1,2,--- ,n}.
For i < j, [i..j] denotes {4, -, j}. Throughout the paper, we use a unique finite
field F = F, where p is a prime of O(\) bits. When the context is clear, we
use integers and field elements interchangeably, so the sets [n], [i..j] may also
represent the corresponding F elements after reducing modulo p. For algorithm
A, A — ¢ means the algorithm outputs c.

An indezed relation R is a set of triples (i,x, w), where i is called the index,
x is the instance, and w is the witness. The language induced from R is L(R) :=
{(1,x) : I w,s.t. (I,x,w) € R}.

2.1 Vectors and Polynomials

A vector of length N over F is denoted by v € FV. The length of v is |v|. The
i-th entry of the vector v is denoted by vj;. The subvector of v from index ¢
to j is denoted by v, ;. Let Elems(v) be the set of distinct elements in v, and
MultiElems(v) be the multiset of the elements in v. We write a € v if a € Elems(v)
and u C v if Elems(u) C Elems(v). We say u and v are permutations of each other
if MultiElems(u) = MultiElems(v). For permutation o over [N] and v € FV,
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define o (v) := (Vjy(1)) )i, . For vectors u,v with |u| = |v|, uov is their Hadamard
product (entry-wise product). ul|v is the concatenation of two vectors. v :=
Vii+1..N]]/V1..x) is the circular shift of v by & positions to the left or —& positions
to the right if £ < 0. Let vq,--- ,v. € FV, then the tuple (vq,---,v.) is a table
with N rows and ¢ columns. The notations for tables, including o(vq,- - ,v.),
(a1, ,ac) € (v1, - ,vc) and (uy, -+ ,u.) C (vq,---,V.), are defined similarly
as for vectors. Particularly, let Rows(vq,--- ,v.) denote the set of distinct tuples
{(a1,--+ ,ac) € (v1,-+-,v.)}, and MultiRows(vy,--- ,v.) be the multiset of the
tuples {(a1, - ,ac) € (Vi ,vc)}.

For any constant C' € F, let C" be a shorthand of the size-N vector consisting
of only C. In particular, 0V,1" are the vectors consisting of N zeros or ones.
Let e := 0°7%||1]|0™ ~* be the i-th unit vector. The superscript may be omitted
if the length is clear from the context.

Let f(X) € F[X] denote a polynomial over F. We call a subset D C F a do-
main. Given a domain D of size N where the elements are ordered by aq,--- ,ap,
let f(D) be the vector (f(a1),- -, f(an)). Given a vector v of size |D|, we can find
at least one polynomial f,(X) such that f,(ID) = v, and call it an interpolation

of v over D. We usually take D = {1,w, -+ ,w™N =1} where w is the N-th root of
Wl (xN 1
and can be evaluated by O(log(NN)) field operations. The identity polynomial
fia(X) := X corresponds to the vector id := (1,w, -+ ,w¥"1).

unity. In this setting, the polynomial interpolation of e; is fe,(X) =

2.2 Interactive Proof System

An interactive proof system [GMRS5] is a protocol between two parties, the
prover P and the verifier V. The prover tries to convince the verifier of a statement
(1,x) € L. In this work, we consider arguments of knowledge with preprocessing.
That is, before the protocol starts, the index i is preprocessed offline by the
indexer |, which produces helpful information for both the prover and the verifier,
such that the verifier does not need to learn the entire index, but only the
preprocessed information.

Definition 1 (Preprocessing Proof System). A preprocessing proof system
for indexed relation R is a triple of PPT algorithms (I,P,V). For any triple
(1,x,w), the indezxer | takes as input 1, and outputs ip and iy. The prover P
takes as input ip,x, w, and the verifier V takes as input iy, x, and they interact
with each other. At the end of the interaction, the verifier outputs b € {0,1},
indicating if it accepts (b = 1) or rejects (b = 0). Denote this procedure by
(1), P(x,w), V(x)) — b.
The protocols should satisfy the following properties:

— Completeness. For any (1, x, w) € R,
PI‘[b = 0|<I(H)7 P(X,W),V(X» - b] S €c

where e is a negligible value called the completeness error. If e, is zero, then
we say this protocol has perfect completeness.
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— Soundness. For any (1,x) € L(R) and unbounded algorithm P*,

Pr[b = 1|(I(i), P*, V(x)) = b] < e,

where eg is a negligible value called the soundness error. If es is zero, then
we say this protocol has perfect soundness.

Moreover, a proof system may also enjoy other properties:

public coin, if all the verifier messages are fresh random coins;
statistical honest-verifier zero-knowledge, if there exists a simulator S such
that for any (i,x,w) € R and any unbounded distinguisher D

| Pr[D(View(i, x, w))] — Pr[D(S(i,x))]| = negl

where View(i, x, w) is the view of the verifier during the execution.
succinctness, if the verification time and/or the online communication cost
is sublinear with respect to the size of the witness;

proof (resp. argument E) of knowledge, if for any i and (resp. PPT) prover
P*, there exists a PPT extractor E, which has access to the same input and
random tape of P*, such that for any efficient adversary A

Prb=1A (i,x,w) € RIA = x, (I(i),P*,V(x)) = b,E”" (i) = w] < es.

A public coin argument of knowledge can be transformed into a non-interactive

argument of knowledge via the Fiat-Shamir heuristic [FS86]. If the protocol is
also succinct (and zero-knowledge), then the resulting non-interactive scheme is
called a SNARK (or zkSNARK).

2.3 Polynomial IOP

A Polynomial Interactive Oracle Proof (PIOP) [BFS20] is a type of interactive
proof system where the prover’s messages sent to the verifier are restricted to be
polynomial oracles or field elements. PIOPs can be converted into conventional
interactive proofs through cryptographic compilers [BFS2(] based on polynomial
comitments [KZG10, BFS2(].

Definition 2 (Polynomial IOP). Given a finite field F, a preprocessing PIOP
of degree bound D for indexed relation R is a triple of PPT algorithms (I,P,V)
such that:

(I,P,V) is a public coin preprocessing interactive proof system for R with
completeness error e. and soundness error e;

— |, P sends polynomials f;(X) € F[X] of degree at most D to V;
— V sends challenges oy, € F to Py

7 If soundness holds only against a polynomial-bounded prover, then we say this pro-
tocol is an argument.
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— V is an oracle machine with access to a list of oracles, which contains one
oracle for each polynomial received from | and P;
— on receiving a query z € F, the oracle for f;(X) responds with f;(z).

Having oracle access to f(X) gives the verifier the ability to evaluate f(X)
at arbitrary point z without learning the content of f(X) itself. Moreover, given
oracle access to f(X) and g(X), the verifier also gains the ability to evaluate
other polynomials, e.g., a - f(X) +b-¢g(X) and f(c-X). We say the verifier
simulates the oracle access to these polynomials. The verifier may also simulate
the oracle access to polynomials that admit fast evaluation. For example, the
constant polynomial f(X) = C, the identity polynomial fig(X) = X, and the

i—1 N
polynomial %, i.e., the polynomial obtained from interpolating e; over
D.
We adopt the following notations for describing a PIOP:

— “l sends f(X)” means the indexer sends f(X) to the prover and the oracle
access of f(X) to the verifier, and “P sends f(X)” means the prover sends
the oracle access of f(X) to the verifier.

— “V samples « & implies that V sends a uniformly random « to P.

— “V checks f(2)-g(z) = h(2)” (or similar equations) means the verifier queries
the oracles for f(X),g(X),h(X) at point z, receives yy,yq, yn respectively,
and checks if yr - y4 = yn.

2.4 PIOP for Vector Languages

Exploiting the polynomial interpolation, we may describe a PIOP as if the parties
are communicating with vectors instead of polynomials. We adopt the following
change of notations for ease of description:

— We say “l sends v” or “P sends v” in place of “l sends f,(X)” or “P sends
fu(X)”, where f,(X) is an interpolation of v over D.
— Vector expressions stand for polynomials: uov for f,(X)- fy(X),a-u+b-v
for a - fu(X) +b- fu(X), and v for f,(wFX).
— We say “V checks u+vow** = 07 (or other vector equations) when the ver-
(X) = fu(X)+va(X)-fw(ka)
(X)

ifier samples z € F uniformly, the prover sends ¢ ,
and the verifier checks f,(2) + fu(2) - fw(w¥2) = q(2) - Z(2), where Z(X) =
X% —1is the vanishing polynomial over ). When a protocol contains more
than one such checks, say F; = 0 for ¢ from 1 to m, where F; is a vec-
tor expression, the verifier samples 3 € F and checks ", B71F;, = 0
instead. By Schwartz-Zippel Lemma, this check incurs a soundness error of
(d+m — 1)/|F|, where d is the degree of the polynomial divided by Z(X).

Although a PIOP may involve polynomial oracles in its execution, the parties
of a PIOP cannot take polynomial oracles as inputs, because the relation R is
not well-defined when oracles are involved. However, in constructing a PIOP,
we frequently encounter situations where it would be convenient to design a
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building-block subprotocol for proving statements that involve polynomial ora-
cles, e.g., “given the oracle access to f(X) that was previously sent from the
prover, f(X) satisfies certain property”. In fact, all the PIOPs presented in this
work are such subprotocols, including the MCC, which works as a building block
of the entire ZKVM protocol. To formally define such subprotocols in the PIOP
model, we introduce the notion vector languages.

Definition 3 (Vector Language). Let m, N be positive integers. A vector
language R of width m and length N is a set of vector tuples, where each tuple
contains m vectors and each vector has length N.

Definition 4 (PIOP for Vector Language). Let R be a wvector language
of width m and length N. We say a PIOP II = (I,P,V) is a PIOP for R if
| takes inputs the description of R, and for any wvectors wi,--- W, P takes
inputs Vi, ,Vm, and V has oracle access to fy,(X), -+, fv.,(X) at the start.
The PIOP is complete if for any tuple (vi,--- ,vm) € R, V accepts except with
probability at most e.. The PIOP is sound if for any (vi,--- ,v.m) € R, V accepts
with probability no more than ey.

2.5 Building Blocks

MCCs have two key building blocks: the permutation argument and the lookup

argument. Givenuy, - -+ ,u,, and vy, - - - , Vo, the permutation argument [GWC19)
(also referred to as the multi-set check [CBBZ22]) allows the verifier to check
that the tables (uy,--- ,u,,) and (vi,--- ,v,,) have the same multi-set of rows,

potentially in different orders. Formally, a permutation argument is a PIOP,
referred to as Perm, for the vector language

MultiRows(uy, - - ,uy,) =

— . Nim X Nym 1 y Um

Rperm := { ({u; e PV {vi e FY ) MultiRows(vy, - -, Vp,) }

with completeness error e, perm and soundness error e perm. PLONK [GWC19]
provides an example construction of the permutation argument. The idea of the
PLONK construction is to prove that for given random values «g, - - - , @y, the
two grand products [ [;(co+aq-uy i+ - -4 Uy, i) and [ [; (ao+aq-vy i+ -+
Qi Vi [i]) are equal. We denote the vectors satisfying the permutation relation by
(ulv T 7um) ~ (Vl, e an)v and we say “V checks (ula T vum) ~ (Vlv T 7Vm)’7
when the parties run the Perm protocol with inputs uy,---, Uy, Vi, , V.
The lookup argument [GW20] allows the verifier to confirm that the set
of rows of the table (uy,---,u,,) is contained in the set of rows of the table
(V1,++ V). In ZKVM design, it is often necessary to prove this relationship
for only a selected subset of the rows in (uy, - - ,u,,). To deal with this, we mod-
ify the traditional lookup relation by introducing a selector vector b with values
of either 0 or 1. This selector vector is used to specify the positions of the rows
to be selected. Formally, for any table (uy,--- ,u,,) and vector b € {0, 1} let
Rowsp(uy, - - -, Uy,) denote the set of tuples {(uy 51, -+, up p5))|7 € [N], by = 1}.
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Then a lookup argument is a PIOP for the vector language

R . {u; € FN};’Ll, {v; € IFN}?;I, Rowsp (U1, ,u,,) C
Lookup -~ b e {0,1}V Rows(V1, -+ ,Vy,)

with completeness error ec ookup and soundness error e ookup- We denote the
vectors satisfying the lookup relation by (uy, - ,uy) Cp (Vi, -+, V), and we
say “V checks (uq, -+ ,uy) Cp (V1,- - ,Vy)” when the parties run the Lookup
protocol with inputs uy,- -+, Uy, V1, <+, Vpy, b. We omit b when b =1.

Although existing lookup argument constructions |[GW20, ZBK*22, PK22,
GK22, ZGK*22, EFG22, Hab22, CBBZ22, SLST23] do not involve the selector
vector b, they can be adapted to take b into consideration. We will present our
construction in Section ﬁ

A widely used application of the lookup argument is the range check, partic-
ularly 32-bit range checks in ZKVMs. Formally, a 32-bit range check is a PIOP,
referred to as Range32, for the vector language

Rrsz = {(ve FY,b € {0,1}V)|Vt € [N],by; =0V v € [0.2°% — 1]}

with completeness error e. ranges2 and soundness error e, ranges2-

3 The Memory Consistency Check Problem

We start from defining the problem of memory consistency check (MCC). We
call a table (op,addr,val) € FV*3 a consistent memory trace if the value valy,
for each row with opp;) = Read is equal to the value associated with the address
addr;) the last time it was accessed. This concept is formalized in Definition f,
where we set Read = 0 and Write = 1 for simplicity and without loss of generality.

Definition 5 (Memory Consistency Check). Let N be an integer and A C
F. A memory consistency check for memory address space A is a PIOP 11 =
(I, P,V) for the following vector language:

op € {07 ]-}N; vVt € [N], either Op[t] =1 or
RJI\L/‘Iem = addr ¢ ANa prev(t;addr) =1 or where
Val S ]FN Val[t] = Va'[prev(t;addr)]

maxJ = {t'|[t' <t Aaddr; =addry; Y, if J#£0
prev(t; addr) := {J_ vl [+ 0} (f;hevfm'se .

We may write prev(t) instead of prev(¢;addr) for simplicity when the choice
of addr is unambiguous. Intuitively, prev(t) maps ¢ to the previous time ¢’ when
the same address appeared. The memory consistency requires that valy is equal
to valj), unless the current instruction is writing (opy; = 1) or this address was
never accessed before (¢ =1).

Next, we will explain the mainstream approach for constructing MCCs, which
is referred to as the sorting paradigm and is used in all of the ZKVM projects
discussed in this work.
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4 The Sorting Paradigm

The main challenge in MCCs is handling the history-dependency of the memory:
the value retrieved from a memory operation is dependent on previous oper-
ations that may be far ahead. A natural solution to this challenge is to sort
the table (op, addr, val) to group related operations together. To avoid affecting
the consistency of this trace, the sorting should satisfy the following criterion:
it should never swap the order between two rows with the same address. The
sortings that follow this criterion are formalized by the following definitions.

Definition 6 (Sorting). Let (vV), ... v(m) e FNxm gpd (v ... (™)) ¢
FNX™ be two tables with m columns and N rows. Let ky, ko, - - , k¢ be £ distinct
integers in [m], and <1, - - - , =<4 be { total orders respectively over Elems(v(*1)) ... |

Elems(v(*2). We say (\7(1), e 7\N/(m)) is a sorting of (v(P), - v(™)) by V%l), e ,vﬁ‘j
if:

— (v, vy~ (\7(1),~-- ,G(m)), i.e., there exists a permutation o over
[N] such that (¥, 0™y = (v, ... v(™): and
Ky ~(k ~ (k1 ~(k .
— for every t € [N — 1], (v E] ),~~ , Et]l)) =< (vft+)1],~~ ,vftﬁ]), where < is
defined lexigraphically from =<1, ,=p.

We say (\7(1),~~~ ,G(m)) is sorted by keys v ... vk with total orders <,
. =¢, and v s the i-th key of this sorting.

Definition 7 (Canonical Sorting). Given the two tables (v ... v(™) ¢
FN>xm gnd (WD) (m)) € FNX™ satisfying Deﬁmtzonla we say (v ... ,\7(""))
is the canonical sortmg of (v(l) . v(m)) if there exists a permutatzon o such
that (W, W™y = o(v®) ... v(™) and for every t € [N — 1], if (v v

(t]
- (k ~(k ~(k _ _
vft]‘)) = (vft_‘l_)l]7 e "’Et-ﬁ)u) then o= 1(t) < o 1(t+1).
For convenience, we denote the set of vector tuples satisfying the above defi-
nition by the vector relation (vV, ... v g ... gm)y ¢ Rk, - ke, =1
) jf) .
Let Rey(k1, -+ ke) == Uz, .. <, Ran(k1, -+ ke, 21, =0) be the vector
relation of all such vector tuples for arbitrary total order. We may write R (=2 r
, Syke) and RE (VR - vke) respectively, for ease of description.

With the above definition of sorted tables, we now describe how to sort
the memory trace. Let <aq4r be any total order over the address space A and
RCN( addr) denote the vector language that consists of all the vector tuples (op,

addr, val, op, addr7 val) such that (op,addr,val) is the canonical sorting of
(op,addr,val) by the key addr with total order =agar. Let R“C“N (addr) be the
union of all these vector languages, i.e., R¢y(addr) = U<, REG (Zaddr). The
following theorem is the central idea behind the sorting technique for MCCs.

Theorem 1. Given any A C F and tuple ((op,addr val), (op,z;fd/r val)) €
R¢\(addr), (op,addr,val) € Ri;.. if and only if (op,addr val) Ripem-
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To prove Theorem m, we first introduce the following lemma, which essentially
claims that the permutation for the canonical sorting can be decomposed into
a sequence of transpositions such that each transposition swaps two rows with
different keys.

Lemma 1. Given two tables (vV), ... v(m)) e FVxm gnd (v ... w™) ¢
FNxm satzsfymg the definition of Definition l with total orders <q1,--- ,=y. Then
(v (1) V(m)) is the canonical sorting of (v, - -+ v("™) by keys v(kl), RTILD)
if and only if there exists a sequence of transpositions o1, -+ ,0s, where o; swaps

t; and t;+1, such that WV - W) = g (g4_1(--- oy (v, - w™)..)) and
that for each i € [s],

(vom (D) )

[o1(o2(-oim1(ti+1)-- )] Vo1 (o2(-os—1(ti+1)-))]
(k1) (ke

h ( o1 (o207 ()] T Vo2 (oioa(t) >>])

Proof. Sufficiency. Let o(-) := og(0s—_1(---01()--+)). Then we have (vV), .- |

vy = g(v® ... v(™). Tt remains to show that for every t € [N — 1], if
(v %1)7 o ~f§£)) (v ff_i)l], e Eff_)l]) then o(t) < o(t + 1). Suppose t* satisfies
~(k ~(k k ~(k . ) k

("ft*l])’ e ’Vftf])) — (\,Et*lj_l]7 .. ’Vfth)rl])' Since for each ¢ € [s], (vfallza'g(-~-a',-,1(ti+1)~-~

c1 (k1) (ke)
Vo (03 (o1 (1) ))]) is different from (v[ ! ¢

we have for each i € [s], {t;,t; + 1} # {oi(---0s(t*) -+ ), 0:(- - o5 (t* + 1) -
In particular, {ts,ts + 1} # {os(t*),0:(t* + 1)}, ie., ts # ¢*, which implies
that either o4(t*) = t* — 1,05(t* + 1) = t* + 1 (in case t; = t* — 1), or
os(t*) =t*05(t"+1) =t*+2 (in case ts = t* + 1), or o5(t*) = t*,05(t* +1) =
t* + 1 (otherwise). In all cases, o5(t*) < o5(t* + 1). Similarly, we rule out
the possibility that os(t*) = ts_1,0s(t* + 1) = ts_1 + 1 (which would imply
{os-1(0s(t*)),05-1(0s(t* + 1))} = {ts—1,ts—1 + 1}), and by similar case studies
we can conclude that os_1(05(t*)) < 05-1(0s(t* + 1)). Continuing this process,
we finally get o1 (- 05_1(0s(t*))--+) < 01(- - 05-1(05(t* +1)) - -+ ), which is ex-
actly o71(t*) < o(t* + 1) (note that transpositions are inverses of themselves).
Necessity. Suppose (v . , (m)) is the canonical sorting of (v(1), ... v(™)
by keys v(k1) ... v we construct the sequence o1, - , 0, as follows. Start-
ing from the table (v(V) ... v(™) and initialize i = 1, then repeat the fol-
lowing steps until we cannot proceed any further: find the first ¢ such that

(v ftl?)a T avff_f_)l]) =< (v [,ﬁl), e ,V%Z)), set t; = t, swap the rows ¢t and ¢t + 1, i.e.,
apply the swap o; to the current table, and increment i.
Since = is a total order over the tuples (VE§1)7 cee vﬁe)) the above procedure

will terminate. Obviously, by construction, we have for each i € [s],

((kl) o ko) )
Vioi(oa(-oimr(ti+1)-))] Vo1(o2(-oi1(ti+1)--))]

(k1) (ke
B (V[(rl(oz(»--o:ﬂ(ti)w))1’"' Vo (oa(oimn (t) - >>])

nr

o1(oa(oi—a(t) NPT v[ffl(Uz( o1t

i) ))])
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k k
Moreover, for each t € [N —1], we have (vfallzaz(mgs(t)m N 7"Eofza2(~-~as(t)-~ ))]) =<

(v(kl) oyt

[o1(o2(-0s(t+1)-))]? P Voi(oz(os(t41)-
not have stopped. Let 0 = o4(---01(-)). By the same argument as in the previ-
ous part, we conclude that =1 (a(t)) < o~ !(o(t) + 1) for every o(t) € [N — 1]

(k1) (k1) \ _ (k1) (k1) : m)\ ;
where (v[gzt)], . ’V[U%t)i)) (V[aZt)H]’ . ,v[ozt)ﬂ]), ie., o(viV ... vm)is the

canonical sorting of (v(1), ... v(™)), O

] ), since otherwise the procedure would

Proof (of Theorem B) Let < be any total order over Elems(addr). By Lemma m,
we can find a sequence of transpositions o1, --- , 05 with the desired properties.
It suffices to show that the memory consistency is preserved by each trans-
position, i.e., for each i € [s], o;(---o1(0op,addr,val)---) € Rt if and only
if 0;_1(---01(op,addr,val)---) € R{}.... The proof of Lemma [l demonstrates
that we can find the sequence o1, --- , 0, by repeatedly swapping adjacent rows
of (op,addr,val) where addr;,; < addrp until addr is completely sorted.
We only need to show that each operation in this procedure preserves con-
sistency. Obviously, the properties op € {0,1}" and addr € AN are not af-
fected by swapping, so we only need to show that the property Vt € [N], opy =
1V prev(t;addr) V valy) = valiyey(tadar)) is not affected. Assume the operation
swaps the rows t* and t* 4+ 1. Obviously, the property still holds for ¢ € [t* — 2].
Since addr(;.; # addr;- 1}, after the swapping, we simultaneously swap op[;+|
with opy.q), prev(t*;addr) with prev(t* + 1;addr), and valy-) with valy. ;.
Therefore, the consistencies of these two positions are still preserved. Finally,
for t > t* + 1, if prev(t;addr) is t* (or t* + 1), then after the swap prev(t; addr)
becomes t* + 1 (or t*). However, since valy+) and valy-,q) are also swapped,
the value valjpey(t;adar)) Stays unchanged. Otherwise, prev(t;addr) & {t*,¢* + 1},
then prev(t;addr) is not affected and valjprey(s;adar)) @lso stays unchanged. This
finishes the proof. a

Based on Theorem E, Algorithm m presents the common workflow of all the
MCCs using the sorting technique, where the CSort4 protocol is decided by
the concrete constructions. We call this workflow the sorting paradigm. In Al-
gorithm [If, we use the following trick for proving a statement of the form “if
r =0As =t then u = v”. We note that this statement is equivalent to “Ja,b
such that a-r+b-(s—t) = u—v”. We use this trick to prove the statement that
whenever op is 0 for reading and the sorted address matches with the previous
one, then the value should also match.

Theorem 2. If CSorty is a PIOP for the vector language REN(Saddr) with
completeness error e. and soundness error es, where =aqdr S any total order
over A, then the CSortMCC 4 protocol in Algorithm | is an MCC for A with
completeness error e. and soundness error es + (2N + 1)/|F|.

Proof. Consider the following sequence of statements:
(op, addr, val) € Rij.., (1)
addr ¢ AV (2)
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Algorithm 1 Sorting Paradigm

procedure CSortMCC 4(op, addr, val)

P sends op, addr, val, the canonical sorting of (op, addr, val);

P sends a,b such that Vt € [N — 1], apy - 65[t+1] + b[t] . (addr[H_l] — addr[t]) =
Val[t+1] — val[t];

V checks op o op = op;

. — 1 —~—<1 —~ —~ <1 —

V checks (id—1)o(acop”  +bo(addr —addr)— (val — val)) =0 where
id={1,w, -~ ,w™ ™'} is the evaluation of f(X) := X over Dj

P and V run the CSort 4 protocol with inputs op, addr, val, op, addr, val.

(op,addr,val,0~p,ad~dr,v~al) € RéN(jadd,) (3)
(op, addr, val) € Ri}... (4)
op € {0,1}" (5)
V accepts op o op = op (6)
T ift=1v addr[t_l] #* addr[t]
Vt € [N], prev(t; addr) = {t " 1. otherwise (7)
vt € [N —1], 0~p[t+1] =1V ader[tH] # acidr[t] V V;Il[t_,_l] = vél[t] (8)

YVt e [N — 1],a[t] : 0~p[t+1] + b[t] . (ad~dr[t+1] — ad~dr[t]) = VE:I'[t_H] - Val[t] 9)

V accepts (id—1)o(acop™™ +bo (a(fdrel — addr) — (vE:lIHl —val)) =0 (10)
V accepts in CanonicalSort 4 (11)

Completeness follows from the inductions

- d=a ﬁ) = @ = @) = (), where where ({l) @) = @) follows

from Theorem
Tt
- @ @) :>’(El) fails with probability e..

The completeness error is therefore e..
Soundness follows from the inductions

- th= (Eé and (1) = () fail with probability (2N + 1)/|F;
— (L1) = (B) ({) fails with probability es;
= (B

— (
= ( (0);
— @()@):(H);
~® W = )

The soundness error is given by the union bound. a

In the following subsections, we will introduce three different constructions
of the CSort protocol, each for a different memory model.
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4.1 Contiguous Read-Only Memory

We start from the simplest case—the contiguous read-only memory setting,
which is adopted by Cairo [GPR21]. In this setting, there is no writing op-
eration, which means op is restricted to be the zero vector, hence “read-only”.
Moreover, all accessed memory addresses form a contiguous region, which means
Elems(addr) = {s,s+ 1,--- ,s 4+ S — 1} for some s € F and S € N. Formally,
all valid execution traces for contiguous read-only memory constitute the vector
language
Rcrom = {(addr, val) | (0,addr,val) € R},...,addr € Reont }

Mem>

where Rcont = {addr |3s € F, S € [N], Elems(addr) = {s + i}

Contiguous read-only memories are more restricted and have fewer capabil-
ities compared to read-write memories, thus the programming process is more
challenging for programmers. On the positive side, the contiguous read-only
memory model enables a much simpler protocol for checking memory consis-
tency. Being read-only, the vectors op, op and a are eliminated from Algo-
rithm [l, and every sorting of (0, addr,val) is the canonical sorting. By conti-
guity, addr satisfies that adjacent addresses differ by at most one. These ob-
servations lead to Algorithm/\./In thiﬁgotocol, the vector equation checked
by the verifier ensures that addr;; — addr(; ;) is either 0 or 1, except for the
edge case t = N, which is eliminated by multiplying the vector id — w™N~!.1 =
(1—wN"Yw—wN=1 ... wN=1 - wN=1) which is zero only at t = N.

Algorithm 2 Canonical Sort for Contiguous Read-Only Memory
procedure CROMSort(addr, val, al/d\(_i/r, \TE;I)
V checks (addr, val) ~ (addr, val);
—~—<«1 — —~—<«1 —
V checks (id —w™~'-1)o (addr = — addr) o (addr — addr — 1) = 0.

Theorem 3. Assuming the input vectors satisfy Vt € [N—1], a/la\ci'[t] + ;El\a'[tﬂ]\/

\EIM = vAa/l[tH], then the CROMSort protocol in Algorithm @ 1s a PIOP for the
vector language

—— —~ |addr € Rcont
REROM . _ ddr, val, add | ~ddr val
KR (addr, val, addr, val) (0, addr, val, 0, addr, val) € R (<addr)

with completeness error e. perm and soundness error es perm+2N/|F|, where <addr
is the total order over Elems(addr) = {s+i}f:1 such that s+1 <adar S+Jj <1< j
for every pair of (i,7) € [0..S — 1]2.

Proof. Consider the following statements:

YVt € [N — 1]7addr[t] # ad~dl’[t+1} V V’él[t] = Val[t+1] (12)
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(addr, val, addr, val) €¢ REROM (13)

(0,addr, val, 0, addr, val) € RA, (<addr) (14)

Elems(addr) = {s +i}7 7} (15)

(addr, val) ~ (addr, val) (16)

V accepts (addr, val) ~ (addr, val) (17)

Vvt € [N —1],addr;, ;) — addry) € {0,1} (18)

V accepts (id —w™ 1. 1) o (addr™" — addr) o (addr™! —addr —1) =0 (19)
Completeness follows from the induction sequences

- (- %) (),

— () = (1) = (13 where () = (D fails with probability e.pem;
Ny N T T ’

The completeness error is then e perm.
Soundness follows from the induction sequences

- (9 E( = (@ here (@) = (@) fails with probability at most 2N/|F|;
- 3(2>):’(%> (ILd) fails with probability at most

- ere = ails with probability at most e perms;

- (14) @) = ‘(@)-

The soundness error is then given by union bound. a

) =

S~~~

Next, we handle the most popular case where the memory is writable and
the memory address space is the set of 32-bit integers.

4.2 Read-Write Memory with 32-bit Addresses
We explain how to construct CSort when A = [0..232 — 1]. This 32-bit address

space is adopted by Miden [Mid22] and 32-bit RiscZero [Ris22]. The techniques
can also be extended to 64- and 256-bit address spaces; the later is used in
zkEVMs, e.g., Scroll [Scr22], Polygon Hermez [Pol22], zkSync [zkS22].

In the 32-bit randomly acc@le memory, the differences between adjacent
entries in the sorted addresses addr are no longer restricted to {0, 1}, but fall in
a larger range, namely [0..23? — 1]. Therefore, the boolean check in Algorithm
is replaced with the 32-bit range check. Moreover, without the read-only setting,
the canonicity of the sorting is no longer automatically guaranteed. Instead, the
prover sorts the memory trace together with the vector incs = (1,2,--- , N) and
the verifier ensures the sorted vector incs satisfies certain properties, as detailed
in Algorithm B. Iil\glis protocol, the vectors inv arEd\_(jiff are u/sggto indicate the
positions where addry; ) differs from addry;, i.e. addr[;; 1} —addr(; is invertible.
The second Range32 in Algorithm P uses the tricks from Hermez and Miden,
which applies the 32-bit range check simultaneously to two vectors, exploiting

the fact that we only need to ensure incsj; ) —incsy € [0, 232) for diff ;) = 0 and

—~—

addr; ) — a/la\ci'[t] € [0,232) for diff ;) = 1. The masking vector 1 — ex excludes
the case t = N from the range check.
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Algorithm 3 Canonical Sort for 32-bit Read-Write Memory

procedure RW32Sort(op, addr, val, op, ::d\d/r7 \Tz;l)
| sends incs = (1,2,--- | N);
P sends incs satisfying (incs, op, addr, val) ~ (incs, op, addr, val);

P sends inv such that for every ¢ € [N], invy = 0 if addryq) = aﬂ?d?ub and
inv = (;&d/r[tﬂ] - ;cic_i/r[t])_l elsewhere, where ;Jd/r[NH] is treated as ;Jd/rm;

P sends diff such that for every t € [N], diff;y = 0 if ;(Ii/r[tﬂ] = a/d\d/r[t], and
diff;; = 1 elsewhere, where 2;1—171;[1\;_,.1] is treated as ;(—:IT:I/r[l];

V checks (incs, op, addr, val) ~ (inAc/s,va, aii?fr,ﬁ);

V checks (addr  — addr) oinv = diff and diffo (addr  —addr) = addr  — addr;

P and V run the Range32 protocol with inputs addr, 1;

P and V run the Range32 protocol with inputs (1 — diff) o (in,\(:/s<_1 — m,\c/s) +diff o

(;Erd/r(_l - :;a:i/r) and 1 —en.

Theorem 4. The RW32Sort protocol in Algorithm B is a PIOP for the vector

0..232 -1 .
language R[CN }(jaddr) with completeness error €. perm + 2 - €c.Range32 and

soundness error (2N + 1)/|F| 4 es perm + 2 - €5 Range32, Where =adqr s the natural
order over integers.

We use the following lemma for an equivalent condition for canonical sorting.

Lemma 2. Given two tables (v(V,--- v(m) € FNxm gng 3 ... ™) ¢
FNxm, (\7(1)7 e ,G(m)) is the canonical sorting of (v(V), - - - ,v("j)) by keys vk ...
v(E) with total orders =1, , =¢ if and only if there exists incs € FN such that
(\7(1), cee ™ in~cs) is a sorting of (vV),--- ,v(™) incs) by keys v(F1) ... v(ke),
incs with total orders <1, , =4, Sines, where incs = (1,2, | N) and <jnes s
the natural order over 1,2,--- | N.

Proof. Sufficiency is obvious. Necessity follows from the observation that the
vector incs = (o(1), -+ ,0(NN)) satisfies the requirement. O

Proof (Of Theorem |4). Consider the following statements

~ s ~ 0..2%2 -1

(op, addr, val, op, addr, val) € R[CN ] (20)
~ T ~ [0..232 1]

(op, addr, val, op, addr, val) € R, (Zaddr) (21)
addr € [0..23% — 1]V (22)
V accepts in Range32 with inputs addr, 1 (23)
(incs, op, addr, val) is a sorting of (incs, op,addr, val) by addr, incs with —,gar
) (24)
addr is sorted by =<adar (25)

Vt € [N —1],addr; 1) — addr, € [0..2°% — 1] (26)
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vVt e [N —1], in~cs[t+1] — in~cs[t] S [1..232] V ad~dl’[t+1] #* aJdr[t]
(incs, op, addr, val) ~ (in~cs,o~p,ad~dr, v%l)
V accepts (incs, op, addr,val) ~ (in~cs,o~p, addr, vél)

0 if aJdr[t+1] = aderm

n N . —_ ' -
vt € [N],invy {(addr[tﬂ]—addrm)_l,otherwise

0, if ad~dl’[t+1] = aJdr[t]

vt € [N], diff,) = {17 otherwise

V accepts in Range32 with inputs
(1 — diff) o (incs — incs) + diff o (addr ' — addr)
and 1 — ey
(addr ™" — addr) o inv = diff
diff o (aderHl — addr) = addr”' — addr
V accepts (aclNdr<_1 — addr) o inv = diff
V accepts diff o (ad~dr<_1 — addr) = addr”' — addr

Completeness follows from the sequence of inductions

h probability e rangezo:
(é), where (@C) = (@) follows from Lemma E;

h probability e perm;

)
) fails with probability e, ranges2;
)

The completeness error is the sum of these probabilities by union bound.
Soundness follows from the sequence of inductions

— () (Bd) = B (B4) fails with probability (2N + 1)/[F|;
- () @) = @)

- B2) = (27 (@) fails with probability es Range32;

— = (@) fails with probability es range32;

- (26) = (R9);

- 23) = (4);

— (9) = (Bd) fails with probability ey perm;

— (24) = (R1) by Lemma ;

- (22) = (20).

The soundness error is the sum of these probabilities by the union bound.
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The above protocol can be extended to 32k-bit address space for arbitrary k,
as long as |F| > 23261 In practice, we are interested in cases where k = 1,2, 4
and 8. However, the cost also grows linearly with k, particularly the number of
online polynomial oracles and queries. In comparison, an MCC protocol with the
full address space, i.e., A =T, provides a sufficiently large space with a smaller
cost. We introduce the related techniques next.

4.3 Read-Write Memory with the Full Address Space

We present the canonical sorting extracted from Triton VM [TV22], which, at the
time of writing, is the only ZKVM that adopts the setting with both full address
space (i.e., A = F) and a read-write memory. This address space covers the
functionalities of both 64-bit and 256-bit memoriesH. In cases where |F| < 22°6,
one can use two or more field elements as a memory address, making A = F¢
for ¢ > 1, and linearly combine the ¢ address traces with random challenges
supplied by the verifier. Each extra address trace enlarges the memory space by
a factor of |F| with the cost of only one online polynomial oracle. For simplicity,
we assume ¢ = 1 in the rest of this section.

When A = F, the greatest challenge is to define a total order over Elems(addr)
that is efficiently verifiable, since Elems(addr) is neither contiguous nor restricted
to a small subset. 'Er\i:c/on VM overcomes this issue by designing a new technique
for showing that addr is sorted by any total order, which we summarize in
Algorithm Y. Algorithm H is slightly different from that of Triton VM, dropping
the engineering-related details. Moreover, we extract the core of the Triton VM
memory protocol, the contiguity check, and generalize and reformulate it as the
distinctness check, which will also be used in our construction in the next section.

The contiguity check of Triton VM relies on the following lemma, which
presents an equivalent condition for a vector being sorted.

Lemma 3. Given any vector v € FN | the following two statements are equiva-
lent:

1. There exists a total order “<X7 over F such that v is sorted by “X”.

2. There exists a vector b € {0, 1} such that
— by =1, and for every t € [N — 1], either vy = Vp41) or byyq) = 1;
— the elements {vy|t € [N], by = 1} are distinct.

Proof. Sufficiency. If there exists such a vector b satisfying both conditions,
we claim that for every pair of i < j, if v;; = v[; then for every k from i to
J» V[ij = V[x)- Assume for contradiction that there exist i < k < j such that
Vi = V[j] # V[, then by the first condition, there exists i' < i such that
vii1 = v[; and b = 1, and exists k < 7' < j such that v(j1 = v[j) and by = 1.
Then vi;; = vij,) but i’ # j', contradicting the second condition.

8 Unless for extremely special cases where the program relies on the memory check to
decide whether to abort or not.
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With the above claim, we define the total order “<” over the elements in v
as follows. For every pair of a,b € v, a =< b if and only if there exist ¢ < j such
that vj;; = a and v[; = b. This total order is well-defined, since if both a < b
and b = a, then there exist ¢ < k < j such that vj; = v[;; = a and v} = b. By
the above claim, a = b.

Necessity. If v is sorted, we construct b as follows. Let bj;j = 1, and for every
t € [N —1], let by = 1if vyqy # vy, otherwise by, ;) = 0. Obviously, b
satisfies the first condition. If the second condition is not satisfied, i.e., there are
vi) = vpy) for i < j and by = by;) = 1, then by the first condition vi;; # vi;_y),
and v[;) < vj_1) < V[j] = V[, contradicting the definition of the total order. O

Lemma E reduces the problem of proving that v is sorted to proving that the
elements in certain positions of v are distinct, where the positions are specified
by b. This problem is then handled by the following lemma.

Lemma 4 (Proposition 6.6 of [Mig92]). Let F be a finite field and f(X) =
E?:o fiX? € F[X]. Then f(X) is squarefree if and only if gcd(f(X), Df(X))
1, where D f(X) is the shorthand for formal derivative of f(X), i.e., Df(X) :=
% = Z?;ol(i + 1) fir1 X"

Lemma H inspires the protocol DstFull in Algorithm H, which proves that
given b € {0, 1}, the elements {v};|i € [N], by; = 1} are distinct. This protocol
exploits the formulae of logarithmic derivative Df(X) = f(X) - D(log(f(X)))
and D(log [[,(X —wv)) = >, Xivi from calculus. The vectors f and u in this
protocol are constructed so that their last entries are exactly f(8) and g(8)/f(8),
respectively. Based on the DstFull protocol, we construct the FullSort protocol,

as presented in Algorithm H.

Theorem 5. The DstFull protocol in Algorithm | is a PIOP for the wvector
language

Ropistinee = { (v € FN¥ b € {0, 1}) |V(i,4) € [N]%, (b, b)) # (L, 1) Vv # vy |

with completeness error e.pstrun = N/|F| and soundness error es pstrun = (4N +

D + 4)/|F| where D is the degree bound of PIOP.

Proof. Consider the following statements

(v,b) € Rpistinct (37)

be {01} (38)

V accepts bob=b (39)
ged(f(X), Df(X)) =1 (40)
s(X)f(X) +1(X)Df(X) =1 (41)
s(B)f(B) +t(B)Df(B) =1 (42)
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- _J(B=vp) by +1—bpy, i=1

y e
ze[N],um{ e ]+ﬂ_v[] o (44)
V accepts e; o ((B—v)ob+1—b—f)=0 (45)
V accepts (id —1) o ("' o ((B—v)ob+1—b)—f) =0 (46)
V accepts (id —1) o (u—u""o(B—v)—b)=0 (47)
fivy = f(8) (48)
=Df(B)/f(B) (49)
V accepts (Fo (s(8)-1+¢(3) -u) —1)oey =0 (50)

Completeness follows from the sequence of inductions

- B7 = (

f H N
= (

- () @,

- (43) ) Where (Q) (@) follows from the identity
(

(
(
X)/f logf => X v , and (@) is valid if and only if
f ﬁ) #£0 Wthh fails with probablhty bounded by N/|F|;
(

- (k) bd) () = (.

The completeness error follows from the union bound.
Soundness follows from the sequence of inductions

- (@) = (@) this and the following two implications together fail with prob-
ability bounded by (3N _+ 4@1&”;

@ E@( ) () = G @) () = @ @)
- (1) =

(N

(ud

) = (H2);
) = (K0) where (@) = (@) fails with probability bounded by

The soundness error follows from the union bound. O

Theorem 6. The FullSort protocol in Algorithm (Y is a PIOP for the relation
’RJEN (addr) with completeness error € perm =+ €c Lookup + €c,DstFull and soundness
error (2N + 1)/|F| + €5,Perm t+ €s,Lookup T €s,DstFull -
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Algorithm 4 Canonical Sort for Full Address Space
procedure DstFull(v, b)
P locally computes f(X) = HiE[N],b[i]zl(X —vp), 9(X) = Df(X);
P sends s(X), t(X) such that s(X)f(X) + ¢(X)g(X) = 1 computed as follows:
— Let {r1, - ,ru} = {V[i]|i € [N], b[i] =1}
— Compute t; = 1/g(r;) for ¢ € [k] by multi-point evaluation and batched inversion;

— Interpolate ¢(X) such that t(r;) = t;, and compute s(X) = %;
V samples 3 & Fand queries for s(8),t(8);
— -byy+1—-0b 1=1
P sends f,u where fj;; = (B —vp)) - by (1 . and up;; =
. {f[i—u'((5—V[¢1)'bm+1—bm)71>1 .

{ Bli[iil] ,fori=1 or uy_y + 511[5][i] yfori>1;
V checks bob=b and (fo (s(8)-1+¢(8)-u)—1)ocenx =0;
V checks e; o ((B—v)ob+1—b—f)=0;
V checks (id —1) o (f" "o ((B—v)ob+1—b)—f) =0;
V checks (id — 1) o (u—u™"") o (B—v)—b)=0.
procedure FullSort(op, addr, val, op, ;i\a‘, \;;I)
| sends incs = (1,2,--- , N);
P sends incs as in Algorithm a and b computed from addr as in Lemma E;
~— ——1
V checks boe, = e; and (addr —addr  )o (1—b) =0;

V checks (incs, op, addr, val) ~ (@76‘[/), m',\ra/l) and incs — incs C1-p incs;
P and V run the DstFull protocol with inputs addr, b.
Proof. Consider the following statements
(op, addr, val,o~p,ad~dr,vél) € RE (addr) (51)

Jtotal order <ad4r over Elems(addr) s.t.

(in~cs7o~p,ad~dr,vél) is a sorting of (incs, op,addr,val) with =incs, <addr (52)

Jtotal order <agdr over Elems(addr) s.t. addr is sorted by =addr (53)

1,ift=1V ad~dl’[t_1] #* acidr[t]

vt € [N], by = {0, otherwise

V accepts boe; = e (55)

V accepts (addr — addr™ ) o (1-b)=0 (56)
(addr, b) € Rpistinet (57)

V accepts in DstFull with input addr, b (58)
(incs, op, addr, val) ~ (incs, op, addr, val) (59)

V accepts (incs, op, addr, val) ~ (in~cs,o~p, ad~dr,v5I) (60)
(61)

Vt € [2..N], in~cs[t] — iI’I~CS[t,1] € [N]V aJdr[t] =+ acidr[t,l]
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V accepts incs — incs C1—p incs (62)

Completeness follows from the sequence of inductions

B:Ban
% .Wher‘e @) (@) = (@) follows from Lemma E;
)
)
)

(
= (
(B6);
fails with probability e; pstrull;

fails with probability e. perm;
(T

fails with probablhty €c,Lookup-
The completeness error is the sum of these probabilities by union bound.
Soundness follows from the sequence of inductions

—— —

_ - .

- E%i (@S%) = (@) follows from the observation that if b;;; = 1 for some ¢
such that addr[t 1= addr , we can find some t’ < t with addr[t/ #* addr[t
but byy;) = 1, which contradlcts (addr, b) € Rpistinct- The two vector equation
checks together fail with probability (2N + 1)/|F|;

) = (B3) fails with probability es pstrull;

)= (1) fails with probability es Lookup;

( fails with probability e perm;

)%w@w@»

The soundness error follows from the union bound. O

5 Permem: New Construction with the Full Address
Space

Inspired by our systemization of existing protocols, we propose several ways to
optimizing the performance of previous works. First, observing the bottleneck
of the sorting paradigm, in which the sorted vectors inevitably cost four on-
line polynomials, we propose an alternative method for addressing the history-
dependency of memory, called address cycle method, that avoids these costs.
Then, using this method, we propose Permem, a more efficient MCC that sup-
ports the full memory address space. Finally, observing the significant impact
of lookup arguments on the efficiency of MCCs, which is also an independently
important target of research [GW20,ZBK 22, PK22], we propose a more efficient
lookup argument gcq.

5.1 Address Cycle Method and Permem

As an alternative to the sorting paradigm, we propose a new method for ad-
dressing the history-dependency issue of MCC, which we call the address cycle
method. This method is extracted from Arya [BCGT18]. Using this method, we
construct a new MCC protocol, named Permem.



Polynomial IOPs for Memory Consistency Checks 31

The insight behind the address cycle method is the following observation
on the definition of Rpyem- The consistency of the memory trace op, addr, val is
equivalent to a series of equality checks over elements in val, where these equality
checks are determined by op and addr. The equality checks can be accomplished
using the technique of PLONK [GWC19] that checks if val remains invariant
under some permutation o. However, unlike in PLONK, the permutation o here
is kept secret from the verifier. As a result, the prover must demonstrate, in the
online phase, that the committed permutation is consistent with op and addr.

Multiple permutations exist that capture the equality checks induced by
Rmem- We choose the following one that is conceptually simpler.

Definition 8 (Previous Access Permutation). The previous access permu-
tation of addr € FVV is the permutation over [N] defined by

) = prev(t; addr), if prev(t;addr) £ L
Taddrl®) = | max{j € [N]|addr(;) = addr(, }, otherwise ’

where prev(t; addr) is defined as in Definition B

Given this permutation, (op,addr,val) € Ryem is equivalent to the following
statement: the vector cagqr(val) — val should be zero except at positions where
prev(t;addr) =L or opj; = 1, as demonstrated in the following theorem.

Theorem 7. Given op € {0,1}", addr € AV val € FV. Let first € {0, 1}V be
defined as firsty) = 1 if and only if addr) & addr(; ;_1;. Then (op,addr,val) ¢
Ry if and only if (cadar(val) — val) o (1 — first) o (1 — op) = 0, where Taddr s
the previous access permutation of addr.

Proof. Note that firsty = 1 is equivalent to prev(Z;addr) =1. Then according
to definitions of R}, and adar, (0p,addr,val) € R} if and only if for every
t € [NV], first;;) = 1 or oppy = 1 or valy) = val(,,, (1)), Which is equivalent to the

claimed vector equation. a

The following lemma shows the properties of gagqr with which the prover can
prove to the verifier that a committed permutation is indeed oagdr. Theorem
and Lemma f together leads to our new MCC, which we call the address cycle
method, in Algorithm f, where the Distinct protocol is yet to instantiate. Note
that the notation “Cj_first” flips “Chirst” in the sense that the lookup check is
only applied to the subset of positions where first); = 0 instead of first;; = 1.

Lemma 5. Given addr € FN, the previous access permutation oagar of addr
is the unique permutation over [N] that satisfies the following properties: (a)
Oaddr(addr) = addr; and (b) for any pair t # t' such that caaar(t) > t and
Caddr(t) > 1, addr[t] * addr[t/].

Proof. If oa44r is the previous access permutation, then the first property is
satisfied by definition. For any ¢ < t' such that addr;; = addry;, prev(t'; addr)
must be smaller than ¢/, which leads to the second property.
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Next, we show the uniqueness. Suppose o satisfies the two properties. For
any a € Elems(addr), let Z, = {t|addry; = a}, then by the first property, Z, is
closed under o. Suppose Z, = {t1,t2, - ,tx} such that t; < ts < --- < tg. By
the second property, there is at most one t € Z, such that o(t) > ¢. Obviously,
this ¢ must be t1. Since o(t2) < ta, o(t2) can only be ¢;. Continuing this process,
we conclude that there is a unique choice of o(t) for every t € Z,. Since this
argument holds for every a € Elems(addr), we conclude that o is unique. O

Theorem 8. Let A C F be the set of addresses. Assume that Distinct4 is a
PIOP for the vector language

] 2 3 I — o=
RDistincpA = { (V c ]FN7b c {07 1}N) V(’Lv]) S [N] ) Zf b[z] b[]] 1 }

then (V[Z-],V[j]) c A% A Vg # V%

with completeness error e. pistinct and soundness error s pistinct, then the ACMCC 4

protocol in Algorithm B is a PIOP for R“,\jem with completeness error e perm +

ec,Lookup"‘V_ec,Distinct and soundness error (3N+1)/|F|+65,Perm +es,Lookup+es,Distinct'

Proof. Consider the following statements

(op, addr, val) € Ri}... (63)

op € {0,1}" (64)

V accepts op o op = op (65)

Caddr 1S previous access permutation of addr (66)
Taddr(@ddr) = addr (67)

Oaddr(val) = sval (68)

Yt € [N], prev(t;addr) =L Voagar(t) <t (69)
(0 addr, addr, sval) ~ (incs, addr, val) (70)
(71)

V accepts (o .ddr, addr, sval) ~ (incs, addr, val)

. . 1, addr[t] Q addr[l_.t—l]
firstyy = {O, otherwise (72)

(1 —op) o (1 — first) o (sval —val) =0
V accepts (1 — op) o (1 — first) o (sval —val) =0
iNCcs — 0 agdr C1_first INCS
V accepts incs — T addr C1_first INCS
(addr, first) € Rpistinct, A
V accepts in Distinct 4 with inputs addr, first

Completeness follows from the sequence of inductions

-6 = 6 = 63
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I~~~ S~~~

The completeness error is the sum of these probabilities by the union bound.
Soundness follows from the sequence of inductions

) = (@) (@) where (El) = (@) fails with probability es perm;
) fails with probability e pistinct;
fails with probability e Lookup;

) = (bd):

, which, together with the next induction, fails with probability

[
EEEEEEREE
B E by

b

N
N S — o~

I 69 = 3.

The soundness error follows from the union bound. O

Algorithm 5 Address Cycle Method

procedure ACMCC 4(op, addr, val)
| sends incs = (1,2,--- , N);
P computes oa4¢r as in Definition E;
P sends O addr 1= (Uaddr(l), e ,Uaddr(N));
P sends sval := oaqgar(val) (which is (valis_,. 1)), Valiou (3)]))
P sends first where first,) = 1 if addrp,) ¢ addr(; ), otherwise first,) = 0;
V checks (0 addr, addr, sval) ~ (incs, addr, val) and incs — o agdr C1—first INCS;
V checks op o op = op and (1 — first) o (1 — op) o (sval — val) = 0;
P and V run the Distinct 4 protocol (Theorem é), with inputs addr and first.

We then provide two instantiations of the address cycle method.

Full memory address space, Note that Rpistinct,4 in Theorem E becomes the
same as Rpjstinct in Theorem f when A = F. Therefore, the DstFull protocol in
Algorithm W satisfies the requirement of Distincty. Placing this protocol directly
into the address cycle method produces a new MCC which we name Permem.

Linear-size memory address space. When the memory address space A is the
set [M] for memory size M = N, as in Arya, there exists a simpler and more
efficient construction of Distinct 4, denoted by DistLinear. Combining this dis-
tinctness check with the address cycle method gives us AryaMem, which roughly
follows the same pattern as the memory component of Arya but adopts many
PIOP-specific techniques. We summarize this distinctness check as the DistLinear
protocol in Algorithm E
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Algorithm 6 Distinctness Check of Arya

procedure DistLinear(v, b)

| sends incs = (1,2,--- , N);

P sends comp such that comp,; = 0 for every t € 7 := {t € [N] : by = 1}, and
for those t € T, compy, are distinct from each other and from all entries in v;

V checks bob =b and vob+ compo (1 —b) ~ incs.

Theorem 9. The DistLinear protocol in Algorithm B is a PIOP for the vector
relation Rpistinet,[N] (defined in Theorem |§) with completeness error ec perm and
soundness error 2N/|F| + es perm-

Proof. Consider the following statements

(V7 b) € 7?’I[Dj\i/vs]tinct (79)
be {01} (80)
Verifier accepts (at random z) the polynomial identity corresponding to
{viy : by =1} C [M] (82)
{vy : by = 1} are distinct (83)
I € FY, v ~ incs A vy = vVt where by =1 (84)
v +diff o (1 — b) ~ incs (85)
Verifier accepts v + diff o (1 — b) ~ incs (86)

Completeness follows from the sequence of inductions

= @@) (bd);
= ;

(@) = (@) = (@) = (@) where the last step fails with probability at
t

€c¢,Perm-

(
(
(

)
)
)

Therefore, the completeness error is e, perm-
Soundness follows from the sequence of inductions

- (@) = (@) = (@) = (@)(@) where the first step fails with probability at

most € perm;
- (Bl = (%; which fails with probability at most 2N/|F|;

- BdEHEY = ).

The completeness error is given by the union bound. a
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5.2 Grand-Sum-based Lookup Argument

Observing that the lookup argument presents an influential factor in the effi-
ciency of most MCCs, we provide gcq, in Algorithm [f, a novel lookup argument
with improved performance. Our protocol takes inspiration from cq [EFG22] and
differs from cq by replacing the univariate sumcheck with the grand-sum check,
resulting in a smaller number of online polynomials. Our protocol assumes that
the invoker will ensure that the input vector b is a boolean vector, as is the case
in the MCCs. Our protocol exploits the following technique from the grand-sum
check: a vector a satisfies Zivzl aj;) = 0 if and only if there exists vector ¢ such
that a = ¢! — c. Therefore, we can simply eliminate a from the protocol, and
simulate it using ¢! — ¢ wherever a is needed.

Theorem 10. Assume that b € {0,1}" is guaranteed. The single-gcq protocol
in Algorithm H is a PIOP for ’RE::kulp (defined in Section @) with completeness
error 2N/|F| and soundness error TN/|F|. The gcq protocol is a PIOP for Riookup

with completeness error 2N/|F| and soundness error (m + 8N)/|F|.

Proof. Consider the following statements

(u,v,b) € R0 (87)
Vi € [N],m; = [{j € [N]uj) = vp, by = 1} (88)
N N
H (up) + X)) = [T vy + X)™0 (89)
i=1 j=1
> by S my)
J J
= (90)
;U[J—]-ﬁ-X ;Vm-‘rX
N N N
>y by - [T (upy + X) (v +X) 3 mp;) - T (upg + X) (v + X)
j=1 up + X = v+ X
91
N N N ( )
Z ) Ty (g + B) (v +5) i [z (g + A)vin +5) g,
= U[J] + B = v+ 8
by S my)
J J
= (93)
;"[Jﬁﬁ ;Vuﬁﬁ
i € [V, e = Z( by my;] ) (94)
S\ th v t+B
C[N] =0 (95)
b i my;
Vi€ [N, e — cjq = —— — : g (96)
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Vi € [N, (cjy) —€i—1)) - (up) +B) - (v + B) = by - (v + ) —my; - (up — 8) (97)

Verifier accepts (at random z) the polynomial identity corresponding to
(ut+B)o(w+pB)o(e—c ) =bo(v+B)—mo(u+p) (%)
Completeness of single-gcq follows from the sequences of inductions

@) = (@) where (@) = (@) fails when — @ € ul|v, which
pens Wlth robability at most 2N/|F|;
% % bD = 6.

Therefore, the completeness error is 2N/|F| by the union bound.
Soundness of single-gcq follows from the following sequences of inductions:

- (@) = (@) follows from Schwartz-Zippel Lemma and fails with probability

at most 3N/|F|;

) fails with probability at most 2N/|F|;

), which follows from summing up both sides of (@) over [NJ;

) = (b1) = Bd), where (bd) = (@) follows from Schwartz-Zippel
Lemma and fails with probability at most 2N/|F|;

- (B0) = (@) follows from the fact that the two sides of (9() are respectively
the derivative of the logarithm of the two sides of (@), S0 (@) implies that
the ratio between the two sides of (BY) is a constant, which can only be one
because both sides are monic;

— (@) = (@) by the assumption that b € {0,1}¥ is guaranteed.

The soundness error is 7N/|F| by the union bound.
Completeness of gecq follows directly from that of single-gcq. Soundness of
gcq follows from that of single-gcq, the fact that Im,; such that the polynomial

equation > 1", Zj-v:l(Y —u )Xt =3" Z;V:l(Y — v, ;)™ X! holds if

and only if (u1, - ,up,V1,-- ,Vm) € Riookup, and Schwartz-Zippel Lemma,
which fails with probability (m + N)/|F|, where m + N is the total degree of the
polynomials. a

Our protocol can be extended to achieve smaller amortized costs for k lookup
arguments with the same superset v. Specifically, the extended version requires
(%1 online polynomial oracles, compared to 2k for naively invoking single-gcq
by k times. The example for k = 2, called double-gcq, is presented in Algorithm §.
Theorem 11. The double-gcq protocol in Algorithm B is a PIOP for Rdouble —

Lookup —
{(u,u’,v,b,b") | (u||u') Cppy v} with completeness error 3N/|F| and soundness
error (10N +2)/|F|.

Proof. Consider the following statements

(u,u’,v,b,b') € R{9uPe) (99)

Lookup
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Algorithm 7 Lookup Argument

procedure gcq(ui, -, Um, Vi, ,Vm, b)

V samples a & F; _

P and V run the single-gcq protocol with inputs "7 o' tug, S0, @'t b
procedure single-gcq(u, v, b)

P sends m = (m;);L; where m; = |{j € [N]|uj; = vj, by = 1};

V samples & F;

P sends ¢ := (3 byl My ))N .

Co\EIst gt v+ )iy
V checks (u+B)o(v+B)o(c—c™')=bo(v+3) —mo (u+p).

Algorithm 8 Double Lookup Argument

procedure double-gcq(u, u’, v, b, b’)

P sends m = (ml)i\lzl where m; = ‘{j}“[j]:‘l[i],b[j]:ﬂ + Hj}"f;]:" —1l;

(6181
V samples 3 & F;
by,

P sends u := (Z’ 14

N N
£ dv .= (Zi ™) )
AT PEYl) B Cov A PR P
;

0
Bo(i—(1—e)ou" )=bou+bou +3-(b+b');
(1-e)ov H=m.

V checks ey o (u — V)
V checks (u+ 3) o (v’

i
V checks (v+ 3) o (v —

Vi € [N],
m; = |[{j € [N]Jug) = v, by = 1} + [{j € [N]|u;; = vpip, by = 1} (100)
N N
H( up;) + X)Pl - (uf; bl — H v+ X)™ (101)

j=1
N N
by U mm
> + Z (102)
ug +X o+ =
N

j=1
N /
b i) mp;)
(103)
j; (u[j] +8 ub] +4 v+ X
([ by b,
Vi € [N], ap,) = L (104)
(2 jz_;<um+ﬁ uf; +
) - - my;
Vie [Nuy=Y —2 105
[N], v ; T (105)
I][N] = \~I[N] (106)

Verifier accepts (at random z) the polynomial identity corresponding to
exo(i—v)=0 (107)



38 Yuncong Zhang et al.

!
by by,
U[i] + ﬁ UEZ} + B

Vi€ [N]ug — (1 —ey ) upq = (108)

Vi € [N], (ugg) + B) - (ufy + B) - (G — (1 — ey ) - Op—q)) =
bfyy - (g + 8) + by - (ufy +5)  (109)

Verifier accepts (at random z) the polynomial identity corresponding to

(u+B)o(W +B)o(i—(1—e)od" ")=bout+bou +Bo(b+b)

(110)
. - ~ mp;)
i € [N] V(i) ( €1 ]) Vii—1] Vi + (111)
Vi € [N], (vig + 8) - (Vi — (1 — ey ) - Vi—1)) = my (112)

Verifier accepts (at random z) the polynomial identity corresponding to
(v+B)o(W—(1—e)ovi ) =m (113)

Completeness of double-gcq follows from the sequences of inductions

~ (bd) (o) = (hol) = (10d) = (10d) where (0 = (L0F) fails when —5 €

Therefore, the completeness error is 3N/|F| by the union bound.
Soundness of double-gcq follows from the following sequences of inductions:

- () = (112), (11d) = (@), and (@) = () follow from Schwartz-
ipp nma and together fails with probability at most (4N + 2)/|F|;

) fails with probability at most N/|F|;

)

) fails with probability at most 2N/|F|;
D and (Log) = (104);
6) = (1L03);

) follows from Schwartz-Zippel Lemma and fails with probabil-
ity at most 3N/|F|, similarly as the induction (@) = (@) = (@) = (@)

in_the proof of Theorem [L(;

— ( = () follows from the fact that the two sides of ([L02) are respec-
tively the derivative of the logarithm of the two_sides of (), SO ()
implies that the ratio between the two sides of ([L01)) is a constant, which

can only ‘Eone because both sides are monic;
B T )
The soundness error is (10N + 2)/|F| by the union bound. O

We write “V checks (ul|u’) Cpjpr v” when the parties run the double lookup
argument. An immediate application is the Range32 protocol for the 32-bit range
check, which can be directly extended to 64- or 256-bit ranges.
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6 Efficiency Analysis

We evaluate and compare the performance of the different MCCs. We measure
their performance based on two factors: the number of times building blocks
Perm and Lookup are used, and the number of online polynomial oracles and
evaluation queries outside of these building blocks. A summary of these costs is
presented in Table [If.

For more concrete comparisons, we instantiate the permutation argument
with the construction from PLONK [GWC19], and the lookup argument with
two constructions respectively: the state-of-the-art construction cq [EFG22] and
our gcq. See Appendix |Al of this paper for the PIOP version of cq after applying
the standard optimization techniques and adding the masking vector b. We also
analyze the performance of the 32k-bit memory with a different tradeoff between
the maximal degree and the number of online polynomials. This alternative
approach is characterized by not merging the grand-sum vectors in double-gcq.
The concrete performance results are summarized in Table P.

We present in Table g the estimated proof sizes and the costs of the prover and
the verifier after instantiating the PIOP with the KZG polynomial commitment
scheme. These numbers are the costs of the memory consistency checks when
they are compiled into a SNARK as a standalone PIOP. They can only partially
reflect the additional costs these protocols contribute to the entire ZKVM, as
batching is extensively used in the compilation. Specifically, MCC can share
the verifier-sampled evaluation point z with the other parts, and the proof for
opening polynomial commitments can be batched with those for the rest of
the PIOP, just like other building blocks like permutation/lookup arguments.
Therefore, the additional cost brought by MCC in practice would be smaller
than the numbers shown in Table §.

Comparison among prior MCCs. As Table E shows, the simplest memory model,
contiguous read-only memory, has the most efficient MCC protocols with either
instantiation of the building blocks. For non-contiguous read-write memories,
the Triton VM MCC requires roughly the same number of online polynomial
oracles and evaluation queries as the check for 32-bit memory. However, for 256-
bit memory, the Triton VM check costs approximately 20 to 30 fewer online
polynomial oracles and evaluation queries. Although AryaMem has the fewest
polynomials and queries, its memory space is also the most limited among the
read-write memories.

Performance of Permem. Our new protocol costs three fewer online oracles and
three fewer evaluation queries compared to Triton VM. Both Permem and Tri-
ton VM cost one more distinct evaluation point—the [ in the DstFull protocol
(Algorithm H), compared to all other works. This additional evaluation point
and the O(S - log® S) complexity of multi-point evaluation seems inevitable for
achieving the full address space.

Compared to all existing works with read-write memories, Permem is outper-
formed only by AryaMem, which is also based on the address cycle method. In
detail, Permem costs three more polynomials and two more evaluation queries,
in exchange for the larger memory address space.



40 Yuncong Zhang et al.

Comparison between lookup arguments. When used in MCCs, our new lookup
argument gcq reduces the number of online polynomial oracles by 2 to 10 and the
number of online queries by 1 to 9, compared to the state-of-the-art construction
cq. In particular, the performance of the MCCs with the full address space has
overall improvements when instantiated with gcq.

7 Conclusion

In this work, we have analyzed the current methods for performing MCCs, a
crucial and expensive component in ZKVMs, and formalized all of them as vari-
ants of the sorting paradigm. Our study provides a comprehensive overview of
the various techniques used to build MCCs. Inspired by the techniques covered
in this systemization, we suggest improvements to existing protocols in two as-
pects: a novel MCC protocol Permem that costs fewer building blocks, and a new
lookup argument also with improved efficiency.

We hope that our work will inspire further research that explores new com-
binations of these techniques or improves existing components. In particular, for
full address space, the DstFull protocol presents a bottleneck in terms of perfor-
mance. It requires four online polynomials, one distinct evaluation point, and
has a prover cost of O(S log® S ). Improving its performance or eliminating the
dependence on this protocol would be a valuable avenue for future work.
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A The PIOP version of cq

We present the PIOP underlying cq lookup argument [EFG22] in Algorithm H

Algorithm 9 PIOP underlying cq

procedure Lookup®™({u;}_i,v, {b;}%_;)
P sends m = (m;)~, where m; = 30, |{j € [N]|uepj) = vigp, bey; = 1}

V samples 8 & F;
for ¢ from 1 to k do

_ besp \ Y
P sends u, := (u“f][iﬁ) 1;
i

N
O oo— M4 .
P sends v := (V[i]+ﬁ)i:1’

P sends 7(X) € FN~2[X] such that fo(X) — >b_, fa,(X) — r(X) - X is divided
by XY —1 and #(X) = r(X) - XP~N*2,

V checks f3(X) — Zile fa,(X) — r(X) - X is divided by X~ — 1 by sending the
quotient polynomial ¢(X) and opening the polynomials at z;

for ¢ from 1 to k do

V checks (ug 4+ 3) o it = by;
V checks (v + 3) oV = m;
V checks #(z) = r(z) - 2”7V2 where z can reuse the one used before.
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