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Abstract. In this paper, we consider tight multi-user security under
adaptive corruptions, where the adversary can adaptively corrupt some
users and obtain their secret keys. We propose generic constructions for
a bunch of primitives, and the instantiations from the matrix decisional
Diffie-Hellman (MDDH) assumptions yield the following schemes:
(1) the first digital signature (SIG) scheme achieving almost tight strong

EUF-CMA security in the multi-user setting with adaptive corrup-
tions in the standard model;

(2) the first public-key encryption (PKE) scheme achieving almost tight
IND-CCA security in the multi-user multi-challenge setting with
adaptive corruptions in the standard model;

(3) the first signcryption (SC) scheme achieving almost tight privacy and
authenticity under CCA attacks in the multi-user multi-challenge
setting with adaptive corruptions in the standard model.

As byproducts, our SIG and SC naturally derive the first strongly se-
cure message authentication code (MAC) and the first authenticated
encryption (AE) schemes achieving almost tight multi-user security un-
der adaptive corruptions in the standard model. We further optimize
constructions of SC, MAC and AE to admit better efficiency.

Furthermore, we consider key leakages besides corruptions, as a natu-
ral strengthening of tight multi-user security under adaptive corruptions.
This security considers a more natural and more complete “all-or-part-
or-nothing” setting, where secret keys of users are either fully exposed
to adversary (“all”), or completely hidden to adversary (“nothing”), or
partially leaked to adversary (“part”), and it protects the uncorrupted
users even with bounded key leakages. All our schemes additionally sup-
port bounded key leakages and enjoy full compactness. This yields the
first SIG, PKE, SC, MAC, AE schemes achieving almost tight multi-user
security under both adaptive corruptions and leakages.

1 Introduction

Cryptography aims to provide two fundamental security guarantees: privacy
and authenticity. Centered around privacy and authenticity, a variety of crypto-
graphic primitives are developed, including public-key encryption (PKE), sym-
metric encryption (SE), digital signature (SIG), message authentication code
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(MAC), signcryption (SC), authenticated encryption (AE), etc. To rigorously
define security notions for these primitives, proper security models have to be
set up according to their working environments and the adversaries’ attacking
abilities. Along the path of proving security, PKE and SE are defined with in-
distinguishability under chosen plaintext/ciphertext attacks (IND-CPA/CCA),
SIG and MAC are defined with existential unforgeability under chosen message
attacks (EUF-CMA), and SC and AE with both privacy (Priv) and authenticity
(Auth). To prove a specific primitive construction achieves the security goals,
the most important technique is security reduction. Roughly speaking, a secu-
rity reduction establishes a link from an adversary A against the security of a
primitive to another adversary B solving a well-studied computationally hard
problem, such as the decisional Diffie-Hellman (DDH) and learning with errors
(LWE) problems, with approximately the same running time. The ratio of A’s
advantage εA to B’s advantage εB is defined as the loss factor ` := εA/εB, which
measures the quality of the security reduction.1 If ` is a small constant, we call the
reduction tight. Tight security is more desirable than non-tight one, since it en-
ables a theoretically-sound instantiation without the need to compensate a secu-
rity loss by increasing key lengths or group sizes, and allows universal key-length
recommendations for applications. Many works (e.g., [12, 18, 19, 24, 28, 21]) also
consider the tightness notion called almost tight, where ` depends at most lin-
early (or even better, logarithmically) on the security parameter λ. For ease of
exposition, we will use the term “tight” to denote “(almost) tight” as conven-
tionally did [18, 19, 24, 28, 21], but we will detail the security loss in the security
theorems and scheme comparisons to reflect almost tightness.

Tight Multi-User Security under Adaptive Corruptions (MUc). Cryp-
tographic primitives are usually deployed in multi-user settings. But most of the
security models for the primitives only consider single user. This is acceptable,
since single-user security generally implies multi-user security via a security re-
duction called hybrid argument. But the price is a large loss factor ` at least
nQ, where n is the number of users and Q the number of instances per user [6].
Considering billions of users and trillions of running instances over Internet, the
security loss ` can be as large as 260. Such a large loss factor does hurt and has to
be taken into account in the security parameter configuration during the deploy-
ment of primitives over Internet. To avoid a large loss factor that varies with the
number of users and/or the number of target instances, many works [23, 18, 19]
(to name a few) focus on primitive design with tight multi-user security.

Compared with a single-user setting, a multi-user environment becomes more
involved and leaves more opportunities to adversaries implementing new attacks.
An important attack is key corruption in that the adversary takes full control
of some users and of course their keys. This happens since some adversary may

1 Strictly speaking, the loss factor is defined as ` := (εA/εB) · (T(B)/T(A)), where
T(A) and T(B) denote the running time of A and B, respectively. For reductions
where T(A) and T(B) are approximately the same (as in many related works and
also in this work), the loss factor can be simplified to εA/εB.
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snatch secrets from some user by system hacking or from key exposure due to
the user’s bad key management. Therefore, it is reasonable for us to consider
Multi-User security under corruptions, which we denote MUc or more precisely
MUc-XX with notion XX depending on the primitive.2 The existing works on
MUc indicates that pursuing tight MUc security is not easy, as shown below.

Technical Difficulties in Achieving Tight MUc Security. As pointed out
in [14, 21], there is a seemingly paradoxical technical problem needing to be
addressed for proving tight MUc-CMA security of SIG. On the one hand, the
security reduction algorithm has to know the signing keys of all users so that it
can successfully answer adversary’s adaptive corruption query without resorting
to a guessing strategy. On the other hand, the reduction algorithm should also be
able to extract an answer to the underlying computationally hard problem from
the adversary’s forged signature. However, if the reduction knows all the signing
keys, it should be able to forge a signature by itself without the adversary.

There exist similar technical problems in achieving tight MUc security for
other primitives. For example, to achieve tight MUc-CPA/CCA security for PKE,
the security reduction algorithm has to know the secret keys of all users to avoid
the loss factor incurred by a guessing strategy. On the other hand, it should also
be able to extract an answer from the adversary’s guessing of challenge bit. This
seems to lead to a similar paradox since the reduction can decrypt the challenge
ciphertexts to learn the challenge bit by itself if it knows all the secret keys.

Impossibility Results on Tight MUc Security. In fact, there is a line of
research which showed impossibility results on tight MUc security for a class of
PKE, SIG, MAC and AE schemes that meet certain conditions.

– PKE. Bader et al. [5] proved that there exists no tight security reduction
from MUc-CPA/CCA security of PKE to non-interactive assumptions, if the
relation between public key and secret key is “unique” or “re-randomizable”.

– SIG. The above impossibility result for PKE also applies to MUc-CMA
security of SIG, except that the relation is defined for the verification key
and signing key [5]. Alternatively, if the signing algorithm is a deterministic
one, there exists no tight security reduction from MUc-CMA security of SIG
to bounded-round assumptions [32].

– MAC. Morgan et al. [32] showed that if MAC is a deterministic one, then
there exists no tight security reduction from MUc-CMA security of MAC to
bounded-round assumptions.

– AE. Jager et al. [25] proved that if AE satisfies a minimal key uniqueness,
any reasonable reduction from MUc to single-user security is not tight.

These impossibility results indicate that it is not an easy job to obtain tight
MUc Security. However, it does not eliminate all hopes as long as we can find
ways bypassing the conditions leading to the impossibility results.

2 For primitives like PKE, SC, AE, we also consider Multi-User Multi-Challenge secu-
rity under corruptions to capture multiple challenge ciphertexts, denoted by MUMCc.
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Possibility Results on Tight MUc Security. There are very few construc-
tions in the literature proved to have tight MUc security, even in the Random
Oracle (RO) model.

– PKE. To the best of our knowledge, only one PKE scheme in [29] is proved
to be tightly multi-user multi-challenge CCA secure under adaptive corrup-
tions (MUMCc-CCA). Its security proof relies on the RO model.

– SIG. Gjøsteen and Jager [20] and Pan and Wagner [35] proposed tightly
MUc-CMA secure SIG schemes in the RO model. Bader et al. [4] constructed
a tightly MUc-CMA secure SIG scheme in the standard model. Its tree-based
component makes the signature non-compact. Recently, Han et al. [21] de-
signed a new MUc-CMA secure SIG in the standard model. Their scheme
enjoys compact signature while having non-compact public parameters (con-
sisting of over a thousand group elements).

It is more desirable to pursue strong MUc-CMA security of SIG, which even
guarantees the hardness for adversary to forge a new signature for an already
signed message, thus additionally ensuring “non-malleablility” of signatures.
Strongly MUc-CMA secure SIG has important applications in building more
complex primitives such as SC [3] and authenticated key exchange (AKE)
[14], where it can help SC to achieve ciphertext integrity (authenticity) [7]
and AKE to achieve strong notion of “matching conversations” security [8]
(see more discussions in [14]). One may want to resort to the Generalized
Boneh-Shen-Waters (GBSW) transform [38] to convert a (non-strongly) se-
cure SIG scheme to a strongly secure one, with the help of chameleon hash
functions. However, the GBSW transform was originally proposed in the
single-user setting, and was recently extended to the multi-user setting in
[30], but without the consideration of corruptions. As noted in [30], it seems
difficult to show that the GBSW transform also works under corruptions
and preserves the tightness, i.e., converting a tightly MUc-CMA secure SIG
scheme to a tightly and strongly MUc-CMA secure one. The reason is, the
resulting SIG scheme contains the trapdoor of chameleon hash in its secret
key, thus corruption of secret key means revealing of trapdoor, which is not
supported by the security of chameleon hash [30].

Up to now, only one SIG scheme in a recent work [14] is proved to have
tight strong MUc-CMA security, based on the RO model.

– SignCryption(SC). In [9], Bellare and Stepanovs defined multi-user secu-
rity for SC to cover both insider and outsider security. Their security notions
are essentially multi-user CCA security under adaptive corruptions which
considers both privacy (MUMCc-Priv) and authenticity (MUMCc-Auth). They
also designed a SC scheme with security proved in the RO model.

– MAC and AE. Note that SIG naturally implies a MAC scheme and SC
implies an AE scheme. As far as we know there is no approach to tight MUc-
CMA security other than derived from SIG. Similar statement holds for AE.

Up to now, there exists no PKE scheme achieving tight MUMCc-CCA security,
no SIG and MAC achieving tight strong MUc-CMA security, and no SC and AE
achieving tight MUMCc-Priv&Auth in the standard model. The challenges are:
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Can we fill the aforementioned blanks on tight MUc security in the standard
model? Can we step even forward by considering tight multi-user security under
not only adaptive corruptions but also key leakages?

1.1 Our Contributions

We propose generic constructions for a bunch of primitives and prove their tight
multi-user security under adaptive corruptions and key leakages.

• We propose generic constructions of SIG, PKE, SC, MAC, AE and prove
their MUc security with tight security reductions. The instantiations yield
the following concrete schemes from the matrix DDH (MDDH) assumptions
[17] (which corresponds to the standard DDH, k-Linear assumptions under
different parameters) over asymmetric pairing groups in the standard model:

– the first PKE scheme achieving almost tight MUMCc-CCA security in
the standard model;

– the first SIG scheme achieving almost tight strong MUc-CMA security in
the standard model;

– the first SC scheme achieving almost tight MUMCc-Priv&Auth security
in the standard model;

– the first MAC scheme achieving almost tight strong MUc-CMVA security
in the standard model;

– the first AE scheme achieving almost tight MUMCc-Priv&Auth security
in the standard model.

Moreover, all our schemes are fully compact, i.e., all the parameters, keys,
signatures, ciphertexts consist of only a constant number of group elements.

• We formalize stronger multi-user security notions for the primitives under
not only adaptive corruptions but also key leakages, denoted by MUc&l. In
addition to MUc, the MUc&l security protects the uncorrupted users even if
adversary also obtains bounded leakage information on their secret keys.

Key leakage [2, 34] is closely related to corruption, especially in the multi-
user setting, and MUc&l is a natural strengthening of MUc. The reason is as
follows. Existing MUc security considers an “all-or-nothing” setting, where
secret keys of users are either fully exposed to adversary (“all”) or completely
hidden to adversary (“nothing”), and it protects the uncorrupted users. In
realistic environments, there would naturally be users whose secret keys are
only partially leaked to adversary (“part”). These users sit in a situation that
is neither “all” nor “nothing”. The new MUc&l security additionally takes into
account the security of these users. Hence the new MUc&l security considers
a more natural and more complete setting of “all-or-part-or-nothing”.

Thanks to the leakage resilience property of the building blocks, the
almost tight MUc security of all our SIG, PKE, SC, MAC, AE schemes can
be further strengthened to support key leakage, thus achieving almost tight
MUc&l security.
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• At the heart of our constructions is new technical tool called Publicly-
Verifiable Quasi-Adaptive Hash Proof System and a set of new properties
for it. These, together with our novel tight proof strategies for handling cor-
ruptions, help us circumvent the seemingly paradoxical technical problems.

We refer to Table 1 and Table 2 for comparisons of our SIG and PKE with
known schemes, respectively. We also show the size of parameters and compare
the compactness of the schemes in Table 5 and Table 6 in Appendix A.

In summary, our work shows that almost tight MUc security (and even to-
gether with full compactness) for SIG, PKE, SC, MAC and AE are achievable in
the standard model. Moreover, our MDDH-based schemes support bounded key
leakages as well, thus our work also provides the first schemes achieving almost
tight MUc&l security, no matter in the standard model or RO model.

Table 1. Comparison of signature (SIG) schemes that have (almost) tight MU-CMA
security under adaptive corruptions (MUc-CMA). The column Standard Model shows
whether the security is proved in the standard model. The column Strong Security
shows whether the scheme is proved strongly existentially unforgeable. The column
Corruption? asks whether the security is proved in the presence of adaptive corrup-
tions. The column Leakage? asks whether the security is proved additionally in the
presence of key leakages, and if so, a leakage rate (defined as the ratio of leakage amount
to secret key size) is presented. The column Full Compactness shows whether the
scheme is fully compact (i.e., all the public parameters pp, verification key vk, signing
key sk and signature σ consist of only a constant number of group elements or lattice
vectors), and if not, the non-compact part is presented. The column Security Loss
shows the security loss factor of the reductions, where λ denotes the security parameter.
The column Assumption shows the computational assumption on which the security
is based.

SIG Scheme
Standard

Model
Strong

Security
Corruption? Leakage? Full Compactness

Security
Loss

Assumption

BHJKL [4, 23] X – X – × (non-compact σ) O(1) MDDH

GJ [20] × – X – X O(1) DDH

DGJL [14] × X X – X O(1) DDH or φ-Hiding

HJKLPRS [21] X × X – × (non-compact pp) O(λ) MDDH

PW [35] × – X – × (non-compact vk) O(1) LWE

Our SIGMDDH X X X X ( 1
6 − o(1)) X O(log λ) MDDH

Table 2. Comparison of public-key encryption (PKE) schemes that have (almost) tight
MUMC-CCA security under adaptive corruptions (MUMCc-CCA) or key leakages. The
columns have similar meanings as those in Table 1.

PKE Scheme
Standard

Model
Corruption? Leakage? Full Compactness

Security
Loss

Assumption

HLLG [22] X – X ( 1
18 − o(1)) X O(log λ) MDDH

LLP [29] × X – X O(1) CDH

Our PKEMDDH X X X ( 1
3 − o(1)) X O(log λ) MDDH
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2 Technical Overview

In this section, we provide a technical overview of our results. We show the main
ideas in our generic constructions of SIG and PKE, and give a high-level overview
of their tight MUc security proofs in Subsect. 2.1 and Subsect. 2.2, respectively.
We describe our SC, MAC and AE constructions and how to optimize them
in Subsect. 2.3. Then in Subsect. 2.4, we explain the instantiations from the
MDDH assumptions and explain why our aforementioned constructions support
key leakage and achieve tight MUc&l security. Finally, in Subsect. 2.5, we compare
our technique with existing techniques for tight MUc security.

2.1 Our SIG: Technical Overview

Our starting point is a useful tool called Quasi-Adaptive Hash Proof System
(QA-HPS), which was proposed by Han et al. [22] for achieving tight leakage
resilient security of PKE. QA-HPS generalizes HPS [13] with a collection L =
{Lρ}ρ of NP-languages (Lρ ⊆ X ) and a family of projection functions α(·). The
projection key is determined by pk := αρ(sk), hence depends on language Lρ.
Meanwhile, QA-HPS has two ways of computing the hash value Λsk(x): the
public evaluation Pub(pk, x, w) for the instance x ∈ Lρ with witness w, and the
private evaluation Priv(sk, x) for x ∈ X . Its correctness requires Pub(pk, x, w) =
Priv(sk, x) = Λsk(x) for x ∈ Lρ. Moreover, the subset membership problem
(SMP) asks the computational indistinguishability of x←$ Lρ and x ←$ X .

Another technical tool is Quasi-Adaptive Non-Interactive Zero-Knowledge
argument (QA-NIZK) proposed by Jutla and Roy [26], where the common refer-
ence string crs depends on language Lρ. For tag-based QA-NIZK [27], there are
two ways of generating a proof π for x ∈ Lρ w.r.t. tag τ : Prove(crs, τ, x, w) using
a witness w for x ∈ Lρ, and the simulator Sim(crs, tdcrs, τ, x) using a trapdoor
tdcrs. With VrfyNIZK(crs, τ, x, π), one can verify whether π is a valid proof. Perfect
zero-knowledge requires that the proofs generated by Prove and Sim are iden-
tically distributed. Besides, unbounded simulation-soundness (USS) [37, 24, 1]
stipulates that a PPT adversary cannot prove a false statement x /∈ Lρ, even if
it can obtain multiple simulated proofs for instances not necessarily in Lρ.

QA-HPS and HPS have found wide applications in designing PKE [13], MAC
[15], etc. However, there are rarely applications in building SIG schemes, mainly
because the designated-verifier style inherent in (QA)HPS is insufficient to sup-
port public verification of SIG. To fill the gap, we propose a new tool.

Publicly-Verifiable QA-HPS. The core technical tool underlying our SIG
construction is a Publicly-Verifiable variant of QA-HPS, or PV-QA-HPS in short,
which enables public verification of hash values with an extra verification key.
We introduce a verification key generation function ν(·) to compute verification
key vk := ν(sk), and a verification algorithm VrfyHPS(vk, x, hv) to check whether
an element hv equals the hash value Λsk(x) of x with the help of vk.

We also define two important properties for PV-QA-HPS, which play essen-
tial roles in the tight security reduction of our SIG.
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• Verification soundness. It is a computational property requiring that,
given all secret/verification key pairs {(ski, vki)}i∈[n], it is hard for any PPT
adversary to come up with an index i∗ ∈ [n], an instance x∗ ∈ X and a hash
value hv∗ which is false but passes the verification w.r.t. key pair (ski∗ , vki∗),
i.e., hv∗ 6= Λski∗ (x∗) but VrfyHPS(vki∗ , x

∗, hv∗) = 1.

• 〈L0,L 〉-One-Time(OT)-extracting. It is a statistical property param-
eterized by two language collections L0 = {Lρ0}ρ0 and L = {Lρ}ρ. It
demands that the hash value Λsk(x∗) for any x∗ ∈ Lρ ∈ L retains a large
enough min-entropy, even conditioned on the verification key vk = ν(sk)
and the projection key pkρ0 = αρ0(sk) w.r.t. language Lρ0 ∈ L0. This min-
entropy makes sure that any (unbounded) adversary is unable to guess the
correct hash value Λsk(x∗), except with a negligible probability.

Our SIG from PV-QA-HPS and QA-NIZK. The building blocks for our
SIG construction consists of a PV-QA-HPS scheme PVQAHPS = (α(·), ν(·),Pub,
Priv,VrfyHPS) for both language Lρ ∈ L and language Lρ0 ∈ L0

3, a tag-based
QANIZK = (Prove,VrfyNIZK,Sim) for Lρ and a collision-resistant hash function
H. The signing and verification keys of SIG are just the secret key sk and
verification key vk = ν(sk) of PVQAHPS. The signature for message m is

σ := ( x ←$ Lρ, d := Priv(sk, x), π := Prove(crs, τ, x, w) )4, with τ := H(vk,m).

The verification of SIG checks VrfyHPS(vk, x, d) = 1 and VrfyNIZK(crs, τ, x, π) = 1.
In the strong MUc-CMA security model, adversary A adaptively issues user-

message pairs (i,m) to the signing oracle and obtains valid signatures σ. It can
also issue corruption queries and get the corresponding signing keys. A tries to
output a fresh and valid forgery (i∗,m∗, σ∗) /∈ {(i,m, σ)} for an uncorrupted
user i∗.

Our tight strong MUc-CMA security proof goes with three steps. See also Fig.
1 for a graphical high-level overview.

Step 1. Switch language from Lρ to Lρ0 for signing queries. Through sign-
ing queries, A obtains a bunch of tuples (i,m, σ = (x, d, π)), where σ is a
valid signature of m under ski.

• According to the perfect zero-knowledge of QANIZK, the computation of
π by Prove can be replaced by Sim without any witness of x ∈ Lρ.

• By the hardness of (multi-fold) SMP, the samplings of all x can be
changed from x ←$ Lρ to x←$ Lρ0 .

• For x ∈ Lρ0 with witness w, d := Priv(ski, x) = Pub(αρ0(ski), x, w). So

σ =
(
x ←$ Lρ0 , d := Pub(αρ0(ski), x, w), π := Sim(crs, tdcrs, τ, x)

)
.

3 This means that PVQAHPS works correctly both for x ∈ Lρ with pk = αρ(sk) and
x ∈ Lρ0 with pk = αρ0(sk).

4 Here ρ is part of the public parameters of SIG and is chosen from the language
collection L by the setup algorithm of SIG, while w is a witness for x ∈ Lρ and is
picked along with x ←$ Lρ by the signing algorithm of SIG.
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Step 1: SMP

Step 2: USS Step 3: OT-Extracting

<latexit sha1_base64="D5VsYXburkfVfKoBTqp7Eg3ubbA=">AAACF3icbVC7TsMwFHXKq7Q8AixILBYFialKGICxgoWBoUj0ITVV5LhOa9VxItupqKLwH+ysMLIyICFWRv6AH4AZp+1AW450paNz79G993gRo1JZ1qeRW1hcWl7JrxaKa+sbm+bWdl2GscCkhkMWiqaHJGGUk5qiipFmJAgKPEYaXv8i6zcGREga8hs1jEg7QF1OfYqR0pJr7t5Ch3LoBEj1MGLJVeomjuiFqWuWrLI1Apwn9oSUKgffz6+D4k/VNb+cTojjgHCFGZKyZVuRaidIKIoZSQtOLEmEcB91SUtTjgIi28nogxQeaqUD/VDo4gqO1L+OBAVSDgNPT2aXytleJk6tSDJFSF/+52jFyj9rJ5RHsSIcj9f7MYMqhFlIsEMFwYoNNUFYUP0BxD0kEFY6yoKOxp4NYp7Uj8v2Sdm61hmdgzHyYA/sgyNgg1NQAZegCmoAgzvwAB7Bk3FvvBhvxvt4NGdMPDtgCsbHL0hUpKk=</latexit>

x 2 L⇢

<latexit sha1_base64="HflX5RlZZPGAJoBSTFTWTKiECM0=">AAACGXicbVC7TsMwFHXKq7Q8AmywWBQkpiphAMYKFgaGItGH1FSR4zqtVceJbKeiiiLxH+ysMLEjFsTKxB/wAzDjtB1oy5GudHTuPbr3Hi9iVCrL+jRyC4tLyyv51UJxbX1j09zarsswFpjUcMhC0fSQJIxyUlNUMdKMBEGBx0jD619k/caACElDfqOGEWkHqMupTzFSWnLN3VvoUA6dAKkeRiy5St3EEb3QtVLXLFllawQ4T+wJKVUOvp9fB8Wfqmt+OZ0QxwHhCjMkZcu2ItVOkFAUM5IWnFiSCOE+6pKWphwFRLaT0Q8pPNRKB/qh0MUVHKl/HQkKpBwGnp7MbpWzvUycWpFkipC+/M/RipV/1k4oj2JFOB6v92MGVQizmGCHCoIVG2qCsKD6A4h7SCCsdJgFHY09G8Q8qR+X7ZOyda0zOgdj5MEe2AdHwAanoAIuQRXUAAZ34AE8gifj3ngx3oz38WjOmHh2wBSMj1+Kr6VM</latexit>

x 2 L⇢0

<latexit sha1_base64="lz/8SdsaSP5yBXPogGf+gz/OtRg=">AAACGXicbVC7TsMwFHXKq7Q8CmywWBQkxFAlDMBYwcLAUCT6kJoQOa7TWnWcyHYqqqgS/8HOChM7YkGsTPwBPwAzTtuBthzpSkfn3qN77/EiRqUyzU8jMze/sLiUXc7lV1bX1gsbmzUZxgKTKg5ZKBoekoRRTqqKKkYakSAo8Bipe93ztF/vESFpyK9VPyJOgNqc+hQjpSW3sH17cwhtyqEdINXBiCWXAzexRSccuIWiWTKHgLPEGpNiee/7+bWX/6m4hS+7FeI4IFxhhqRsWmaknAQJRTEjg5wdSxIh3EVt0tSUo4BIJxn+MID7WmlBPxS6uIJD9a8jQYGU/cDTk+mlcrqXihMrklQR0pf/OZqx8k+dhPIoVoTj0Xo/ZlCFMI0JtqggWLG+JggLqj+AuIMEwkqHmdPRWNNBzJLaUck6LplXOqMzMEIW7IBdcAAscALK4AJUQBVgcAcewCN4Mu6NF+PNeB+NZoyxZwtMwPj4BXpJpUU=</latexit>

x⇤ 2 L⇢
<latexit sha1_base64="FzUqGbPnM/1TtgzSe1n5yP2uCgQ=">AAACEnicbVC7TsNAEFzzDOFlSElzIkJCFJFNAXRE0FAGiTykxETnyzk55Xy27s6IyMpf0NPCL9AhWn6AP+AX6Dg7KUjCSCuNZne0u+PHnCntOF/W0vLK6tp6YaO4ubW9s2vv7TdUlEhC6yTikWz5WFHOBK1rpjltxZLi0Oe06Q+vs37zgUrFInGnRzH1QtwXLGAEayN17dLj/QnqMIE6IdYDgnnaGnftslNxcqBF4k5J+fInyFHr2t+dXkSSkApNOFaq7Tqx9lIsNSOcjoudRNEYkyHu07ahAodUeWl+/BgdGaWHgkiaEhrl6l9HikOlRqFvJrMT1XwvE2dWpJkiVaD+c7QTHVx4KRNxoqkgk/VBwpGOUJYP6jFJieYjQzCRzHyAyABLTLRJsWiiceeDWCSN04p7VnFunXL1CiYowAEcwjG4cA5VuIEa1IHACJ7hBV6tJ+vNerc+JqNL1tRTghlYn7+SV6Fi</latexit>

x⇤ 2 X

<latexit sha1_base64="Qnj+FG03+vzTQLh4Z+mThxzOw1g="></latexit>

{↵⇢(ski)}
<latexit sha1_base64="BFJEK+LE6OVY3M5P63Ky3sFZKrE="></latexit>

{↵⇢0(ski)}

<latexit sha1_base64="qigaDChGu5OaniTV89y6Ks8PRno="></latexit>

d⇤ = Priv(ski⇤ , x
⇤)?

<latexit sha1_base64="jVH2O2qgav+3NjpMzCvUFQPAoAw="></latexit>

VrfyHPS(vki⇤ , x
⇤, d⇤) = 1?

<latexit sha1_base64="xCVerZKaiUWYCZokUPtY5gkMVaU="></latexit>{vki = ⌫(ski)}

Step 2: Verification Soundness

Forgery

Signing Queries

Verification Keys

Forgery fails since

Corruption Queries
<latexit sha1_base64="gVIeRZ/pGanLtUnW1cs/jU0tKd0="></latexit>{ski }

<latexit sha1_base64="3qq+WosDGve3Y5UHeXvj5lTcL1Y="></latexit>

d⇤ 6= Priv(ski⇤ , x
⇤)

Fig. 1. The high-level overview of our proof strategy for tight strong MUc-CMA security
of SIG. The black arrows illustrate language switches, and the blue arrows as well as
the blue brace show the applications of quasi-adaptive properties.

Now αρ0(ski) (out of the whole ski) suffices for generating σ.

Step 2. Restrict language from X to Lρ in the forgery. A’s forgery (i∗,m∗,
σ∗ = (x∗, d∗, π∗)) is successful if it is fresh and passes the validity check
VrfyHPS(vki∗ , x

∗, d∗) = 1∧VrfyNIZK(crs, τ∗, x∗, π∗) = 1 with τ∗ := H(vki∗ ,m
∗).

• By the verification soundness of PVQAHPS, the check of VrfyHPS(vki∗ , x
∗,

d∗) = 1 can be replaced by d∗ = Priv(ski∗ , x
∗).

• The USS property of QANIZK makes sure that x∗ ∈ Lρ in the forgery,
except with a negligible probability.

Strategy for corruptions in reductions. Note that in the above two steps,
when reducing to SMP or QANIZK, the reduction algorithms can choose all
users’ signing keys themselves. As for the verification soundness of PVQAHPS,
the reduction algorithm gets all users’ signing keys from its own challenger.
Therefore, all of them are able to handle A’s adaptive corruption queries.

Step 3. A’s forgery fails due to the 〈L0,L 〉-OT-extracting property.
Now all information about ski∗ that A learns from the signing queries is
limited to the projection key αρ0(ski∗) on language Lρ0 . On the other hand,
x∗ in A’s forgery is restricted in Lρ and A wins only if d∗ = Priv(ski∗ , x

∗).
By the 〈L0,L 〉-OT-extracting property of PVQAHPS, A hardly succeeds.

How we circumvent the seemingly paradoxical technical problem. Now
we conclude how we circumvent the paradoxical technical problem for achieving
tight strong MUc-CMA security of SIG: our proof goes with a constant number
of computationally indistinguishable changes to arrive at a final game where the
technical problem has turned into a statistical one.

(1) All the reduction algorithms to computational properties or problems possess
the signing keys of all users to handle adaptive corruption queries.

(2) After arriving at a statistical problem (〈L0,L 〉-OT-extracting property), it
is hard for the adversary to forge valid signature information-theoretically.
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How we circumvent the existing impossibility results. Below we explain
how we circumvent the impossibility results on tight MUc security. Recall that
the impossibility results apply to a SIG scheme when the relation between the
verification key and the signing key is “unique” or “re-randomizable” [5], or the
signing algorithm is a deterministic one [32].

Firstly, the signing algorithm of our SIG is not a deterministic one since it
samples a random element x from Lρ with witness w.

Next, we show that the relation between the verification key vk = ν(sk) and
the signing key sk of our SIG is neither “unique” nor “re-randomizable”, by the
properties we defined for PV-QA-HPS.

– The relation is not “unique” due to the statistical 〈L0,L 〉-OT-extracting
property of PV-QA-HPS. Suppose, towards a contradiction, that the relation
is unique, then an (unbounded) adversary can uniquely determine sk from
ν(sk), and thus break the property easily by computing hv∗ = Λsk(x∗) for
any x∗ ∈ Lρ.

– The relation is not “re-randomizable” due to the verification soundness prop-
erty of PV-QA-HPS. Suppose, towards a contradiction, that the relation is
re-randomizable, then for any user i∗ ∈ [n], an adversary can resample an-
other sk′i∗ from vki∗ and ski∗ , such that vki∗ = ν(ski∗) = ν(sk′i∗). Then the
adversary picks x∗ from X uniformly, computes hv∗ = Λsk′

i∗
(x∗) using sk′i∗ ,

and outputs (i∗, x∗, hv∗). On the one hand, since vki∗ is also the verification
key of sk′i∗ , i.e., vki∗ = ν(sk′i∗), hv

∗ passes the verification w.r.t. vki∗ , i.e.,
VrfyHPS(vki∗ , x

∗, hv∗) = 1. On the other hand, we have sk′i∗ 6= ski∗ with
high probability (≥ 1/2, by the fact that the relation between vk and sk is
not unique, as shown above), thus hv∗ = Λsk′

i∗
(x∗) 6= Λski∗ (x∗) with high

probability. Consequently, the adversary breaks the verification soundness
with high probability.

Of course, being neither “unique” nor “re-randomizable” nor “deterministic”
is only a necessary condition for tight MUc security. To achieve tight MUc secu-
rity, the cooperation of PV-QA-HPS and QA-NIZK in the design of our SIG as
well as the nice properties of PV-QA-HPS play the most important roles.

2.2 Our PKE: Technical Overview

Our PKE is built upon the recent work [22], where the concept of QA-HPS
was proposed to construct PKE with tight leakage resilient security. That tight
security heavily relies on two statistical properties of QA-HPS: key-switching
and universal. Intuitively, 〈L ,L0〉-key-switching requires that conditioned on a
projection key αρ(sk) w.r.t. language Lρ ∈ L , the projection key αρ0(sk) w.r.t.
language Lρ0 ∈ L0 can be switched to αρ0(sk′) for an independent key sk′.

The PKE in [22] makes use of three QA-HPS schemes, one for masking the
message and the other two for proving the well-formedness of ciphertext. As
far as we understand, it is hard to prove the tight security of their PKE under
adaptive corruptions, since their proof strategy that increases the entropy in
secret keys gradually does not work in the presence of corruptions.
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To support corruptions in the tight security, (1) we define new properties for
QA-HPS, (2) we use another approach: QA-HPS with new properties to mask
the message and QA-NIZK to prove the well-formedness of ciphertext, and (3)
we develop a new proof strategy to achieve tight MUMCc-CCA security.

QA-HPS with New Properties. We define two new properties for QA-HPS.

• Multi-language multi-fold SMP. This new type of SMP asks the compu-
tational indistinguishability of (xi,j ←$ Lρ)i∈[n],j∈[Q] and (xi,j ←$ L

ρ
(i)
0

)i∈[n],j∈[Q],

where Lρ ∈ L , and L
ρ
(1)
0
, ...,L

ρ
(n)
0
∈ L0 are n independent languages chosen

from L0. Jumping ahead, this new SMP enables us to switch the language
Lρ to different languages {L

ρ
(i)
0
}i∈[n] for different users in our tight proof.

• L0-Multi-key multi-extracting. It demands the pseudorandomness of
multiple hash values {Λski(xj)}i∈[n],j∈[Q] of multiple instances x1, ..., xQ ∈
Lρ0 under uniformly and independently chosen keys sk1, ..., skn.

Our PKE from QA-HPS with New Properties and QA-NIZK. The
secret and public keys of PKE are just the secret key sk and projection key
pk = αρ(sk) of QA-HPS for language Lρ. The ciphertext for plaintext m is

c := (x ←$ Lρ, d := Pub(pk, x, w) +m, π := Prove(crs, τ, x, w)), with τ := H(pk, d).

The decryption of c = (x, d, π) checks whether VrfyNIZK(crs, τ, x, π) = 1 and
recovers m := d− Priv(sk, x) after a successful check.

It is interesting to note that our PKE shares a similar design with our SIG.
However, their tight proofs are quite different.

In the MUMCc-CCA security model, adversary A adaptively issues encryption
queries (i∗,m0,m1) to encryption oracle and obtains challenge ciphertexts c∗ =
(x∗, d∗, π∗) that encrypts mβ under pki∗ , where β ←$ {0, 1} is the challenge bit.
It can issue corruption queries and get the corresponding secret keys, and issue
decryption queries (i, c = (x, d, π)) and obtain the decryption of c under ski.
Finally A outputs a guessing bit β′ and wins if β′ = β.

Our tight MUMCc-CCA security proof goes with five steps. See also Fig. 2 for
a graphical high-level overview.

Step 1. Switch language from Lρ to {L
ρ
(i∗)
0
}i∗∈[n] for encryption queries.

Through encryption queries (i∗,m0,m1), A obtains multiple challenge ci-
phertexts c∗ = (x∗, d∗, π∗).
• According to the perfect zero-knowledge of QANIZK, the computation of
π∗ by Prove can be replaced by Sim without any witness of x∗ ∈ Lρ.

• By the correctness of QAHPS, the computation of d∗ by Pub can be
replaced by d∗ := Priv(ski∗ , x

∗) +mβ , without any witness of x∗ ∈ Lρ.
• By the new multi-language multi-fold SMP, for each user i∗, the sam-

plings of all x∗ can be changed from x∗ ←$ Lρ to x∗ ←$ L
ρ
(i∗)
0

.

• For each user i∗, since x∗ ∈ L
ρ
(i∗)
0

with witness w∗, we have d∗ :=

Priv(ski∗ , x
∗) +mβ = Pub(α

ρ
(i∗)
0

(ski∗), x
∗, w∗) +mβ . Hence
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Step 5: Multi-Key
Multi-Extracting 

Step 3:
Key switching 

Decryption Queries

Encryption Queries

Public Keys

Plaintexts are
hidden by

<latexit sha1_base64="UBic+B0a7iK8g4U/Optcf8BFZWA="></latexit>

{pki = ↵⇢(ski)}

Step 1: 
Multi-language
multi-fold SMP Step 4: SMP

<latexit sha1_base64="8V8IzPa39LSan3FFwUosArnDHOo="></latexit>

{↵⇢(ski⇤)}

<latexit sha1_base64="wp/qEbF4QtBHYzThyJo1NiiWDYE="></latexit>

↵
⇢
(1)
0

(sk1)

<latexit sha1_base64="dH66LPyk4Zc6LaKNr5QY2N4MOLk="></latexit>

↵
⇢
(n)
0

(skn)
<latexit sha1_base64="76wYLpV62qHFBmMiSQtlyR6ZU1I="></latexit>

↵
⇢
(n)
0

(sk0n)

<latexit sha1_base64="GDSk+omIDy56kLBSi3/sbKfw+7E="></latexit>

↵
⇢
(1)
0

(sk01)

<latexit sha1_base64="dECWKua70rxhtpT1EM6jYHYWnOs="></latexit>

{↵⇢0(sk
0
i⇤)}

<latexit sha1_base64="N3iKY1HL7Gm5xqgtaotxm1ocdY8="></latexit>

x⇤ 2 L
⇢
(1)
0

<latexit sha1_base64="srrRtSIDihC82Ew94D3XHZGdvgA="></latexit>

x⇤ 2 L
⇢
(n)
0

<latexit sha1_base64="saOCg37AqPLhskTpKXOU0piivTY="></latexit>

x⇤ 2 L⇢0

<latexit sha1_base64="EWQXBzKu6Lu0bt0MdSTmZ220Zh8="></latexit>

x⇤ 2 L⇢ …

Step 2: USS

<latexit sha1_base64="dEBMW6GHmoC5hvLTkxgI5XfJMWk="></latexit>

{↵⇢(ski)}
<latexit sha1_base64="gVIeRZ/pGanLtUnW1cs/jU0tKd0="></latexit>{ski }

<latexit sha1_base64="bcQN4lhTZSNZmBD2oPv2SuUMAnc="></latexit>

x 2 X
<latexit sha1_base64="qsXqSeTqICDZoPTRiMf+KAkHBYE="></latexit>

x 2 L⇢

<latexit sha1_base64="N3iKY1HL7Gm5xqgtaotxm1ocdY8="></latexit>

x⇤ 2 L
⇢
(1)
0

<latexit sha1_base64="srrRtSIDihC82Ew94D3XHZGdvgA="></latexit>

x⇤ 2 L
⇢
(n)
0

……

<latexit sha1_base64="dmgdT1WZZqfJvBtCEqExt4iLFiE="></latexit>{⇤sk0
i⇤

(x⇤)}

Corruption Queries

<latexit sha1_base64="gVIeRZ/pGanLtUnW1cs/jU0tKd0="></latexit>{ski }

Fig. 2. The high-level overview of our proof strategy for tight MUMCc-CCA security
of PKE. The black arrows illustrate language switches, and the blue arrows as well as
the blue brace show the applications of quasi-adaptive properties.

c∗ :=
(
x∗ ←$ L

ρ
(i∗)
0

, d∗ := Pub(α
ρ
(i∗)
0

(ski∗), x
∗, w∗) +mβ , π

∗ := Sim(crs, tdcrs, τ
∗, x∗)

)
.

Now {α
ρ
(i∗)
0

(ski∗)}i∗∈[n] (out of whole {ski∗}i∗∈[n]) suffices for generating c∗.

Step 2. Restrict language from X to Lρ for decryption queries. For query
(i, c = (x, d, π)), A obtains m := d− Priv(ski, x) if VrfyNIZK(crs, τ, x, π) = 1.
• The USS property of QANIZK makes sure that A obtains m only if
x ∈ Lρ in the decryption query, except with a negligible probability.

HenceA learns only {αρ(ski)}i∈[n] (out of {ski}i∈[n]) from decryption queries.

Step 3. Switch {ski∗}i∗∈[n] to new keys {sk′i∗}i∗∈[n] for encryption queries.
Note that to avoid trivial attacks, A is not allowed to corrupt those users
i∗ for which A issues encryption queries. Thus for such users i∗, after the
first two steps, A’s information about ski∗ can be summarized by αρ(ski∗)
(involved in public keys and decryption oracle) and α

ρ
(i∗)
0

(ski∗) (involved in

encryption oracle).
• According to the 〈L ,L0〉-key-switching property of QAHPS, α

ρ
(i∗)
0

(ski∗)

can be switched to α
ρ
(i∗)
0

(sk′i∗) to compute d∗ for encryption queries, with

sk′i∗ uniformly and independently chosen.
Though there are n switches, it does not lead to a loose security reduction,
since key-switching is a statistical property of QAHPS.
As a result, new independent secret keys {sk′i∗}i∗∈[n] are split from the orig-
inal {ski∗}i∗∈[n], and are only used for answering encryption queries.

Step 4. Switch languages {L
ρ
(i∗)
0
}i∗∈[n] to Lρ0 for encryption queries.

The argument is similar to step 1. As a result, the computation of d∗ :=
Pub(α

ρ
(i∗)
0

(sk′i∗), x
∗, w∗) + mβ is changed to d∗ := Pub(αρ0(sk′i∗), x

∗, w∗) +

mβ , which is equivalent to d∗ := Λsk′
i∗

(x∗) +mβ .
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Step 5. Plaintexts mβ are perfectly hidden due to the L0-multi-key-
multi-extracting property. Note that the new keys {sk′i∗}i∗∈[n] are uni-
form and only used for computing d∗ := Λsk′

i∗
(x∗) +mβ .

• By the L0-multi-key-multi-extracting of QAHPS, the hash values Λsk′
i∗

(x∗)
are pseudorandom, so all the d∗’s can be replaced by random elements.

Hence d∗ perfectly hides mβ , and A has no advantage in guessing β.

Strategy for corruptions in reductions. Similar to the security reductions
for SIG, the reduction algorithms in steps 1, 2, 4, 5 can handle A’s adaptive
corruption queries by choosing all users’ secret keys themselves.

In particular, in step 5, new keys {sk′i∗}i∗∈[n] (for answering encryption
queries) have been split from {ski∗}i∗∈[n] (for answering adaptive corrup-
tions, decryption queries and generation of public keys). Thus the reduction
algorithm to the L0-multi-key-multi-extracting property of QAHPS is able
to implicitly set {sk′i∗}i∗∈[n] as the keys chosen by its own challenger, but
choose {ski∗}i∗∈[n] itself to deal with A’s adaptive corruption queries.

How we circumvent the seemingly paradoxical technical problem. Now
we conclude how we circumvent the paradoxical technical problem for achieving
tight MUMCc-CCA security of PKE: our proof goes with a constant number of
computationally indistinguishable changes, as well as n statistical changes, to
arrive at a final game where the challenge ciphertexts are no longer generated
by the users’ real secret keys.

(1) All the reduction algorithms to computational properties or problems possess
the secret keys of all users to handle adaptive corruption queries.

(2) With n statistical changes (〈L ,L0〉-key-switching), new and independent
secret keys (for generating challenge ciphertexts) have been split from real
secret keys (for corruption and other queries), ready for the final game.

(3) In the final game, the reduction algorithm (for L0-multi-key-multi-extracting)
can embed its challenge instances in the new secret keys to randomize chal-
lenge ciphertexts, and sample the real secret keys itself to handle adaptive
corruption queries from the adversary.

How we circumvent the existing impossibility results. Recall that the
impossibility results apply to a PKE scheme when the relation between the
public key and the secret key is “unique” or “re-randomizable” [5]. For reasons
similar to our SIG (as shown in Subsect. 2.1), we can show that the relation
between the public key pk = αρ(sk) and the secret key sk of our PKE is neither
“unique” nor “re-randomizable”, by the new properties we defined for QA-HPS.

2.3 Our SC, MAC and AE: Technical Overview

Our SC. There are a variety of constructions for building SignCryption (SC)
from SIG and PKE, encompassing “Encrypt-then-Sign”, “Sign-then-Encrypt”,
“Encrypt-and-Sign”, etc. [3, 9]. However, there is no SC available with tight
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MUMCc-Priv&Auth (multi-user multi-challenge CCA privacy and authenticity
under corruptions) in the standard model. As far as we see, this is mainly due
to the missing of tightly strongly MUc secure SIG and tightly MUc secure PKE.

Our SIG and PKE constructions fill the blank and immediately lead to tightly
MUMCc-Priv&Auth secure SC.

Moreover, we can optimize the SC construction by taking advantage of the
similar structures and compatible underlying building blocks of our SIG and
PKE. In our optimized construction of SC, we integrate the ciphertext of PKE
and signature of SIG in a more efficient way of reusing the instance x ∈ Lρ and
the proof π of QANIZK, and the signcryption of message m is now given by

c := (x ←$ Lρ, d := Pub(pkr, x, w) +m, d̃ := Priv(s̃ks, x), π := Prove(crs, τ, x, w)),

where τ := H(ṽks, pkr, d, d̃), pkr is receiver’s public (encryption) key and s̃ks
sender’s secret (signing) key. The tight MUMCc-Priv&Auth security of our SC
can be proved similar to the tight MUc security of PKE and SIG.

Our MAC and AE. A SIG scheme is itself a MAC scheme and a SC scheme is
an AE scheme, when taking the secret key as the symmetric key. Therefore, our
SIG and SC constructions immediately lead to a strongly MUc-CMA secure MAC
and MUMCc-Priv&Auth secure AE. However, we can do more about MAC since
it does not need public verification. We provide a more efficient MAC following
our SIG construction but replacing the building block PVQAHPS by QAHPS
with new properties. Furthermore, the security of MAC can also be improved
to an even stronger notion, namely strong MUc-CMVA security, which considers
chosen verification attacks as well [15] in addition to strong MUc-CMA.

2.4 Instantiations from MDDH Assumptions and Leakage Resilience

Instantiations. We instantiate PV-QA-HPS and QA-HPS with new properties
from the MDDH assumptions. The associated language collections L and L0 are
independently generated linear subspaces [27]. The instantiations stem from the
DDH-based HPS proposed by Cramer and Shoup [13], and rely on pairing groups
to accomplish public verifiability of PV-QA-HPS, inspired by [27]. We provide
tight security proofs for the properties of PV-QA-HPS and QA-HPS based on
MDDH. Below we give a high-level overview of our PV-QA-HPS instantiation.
We rely on an asymmetric pairing group (G1,G2,GT , e) of prime order p with e :
G1×G2 −→ GT . We use implicit representation of group elements [17], namely,
using [·]1, [·]2, [·]T to denote component-wise exponentiations in respective groups
G1,G2,GT .

• Let us start with the Cramer-Shoup HPS [13]. We describe the MDDH-
based generalized version with k ≥ 1 the MDDH parameter (k = 1 cor-
responds to the original DDH-based version). The hashing key is sk = K ∈
Z(k+1)×(2k+1)
p and the projection key is pk = [KA]1 on a linear subspace

language Lρ = Span([A]1) =
{

[c]1
∣∣∃ w ∈ Zkp, s.t. [c]1 = [Aw]1

}
with
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ρ = [A]1 ∈ G(2k+1)×k
1 . For an instance [c]1 = [Aw]1 ∈ Lρ, the HPS hash

value is given by [hv]1 =

(private evaluation) K · [c]1 = [KA]1 ·w (public evaluation).

• To support public verification, we resort to pairing technique, inspired by
the Kiltz-Wee QA-NIZK [27]. We use vk = [K>B]2 as the verification key

with matrix [B]2 ∈ G(k+1)×k
2 defined by the MDDH assumption. Then, the

correctness of hash value [hv]1
?
= [Kc]1 can be verified publicly via pairing:

e([hv>]1, [B]2)
?
= e([c>]1, [K

>B]2) (= [(Kc)>B]T ).

Verification soundness. This is tightly implied by the Kernal Matrix DH
(KerMDH) assumption [33], which in turn is implied by the MDDH assump-
tion [33]. If the adversary is able to produce an incorrect hash value [hv]1 6=
[Kc]1 but passes the public verification e([hv>]1, [B]2) = e([c>]1, [K

>B]2),
then [hv−Kc]1 is a non-zero element such that e([(hv−Kc)>]1, [B]2) = [0]T ,
resulting in a solution to the KerMDH problem defined by [B]2.

〈L0,L 〉-OT-extracting. This holds information-theoretically, where Lρ0 =

Span([A0]1) ∈ L0 and Lρ = Span([A]1) ∈ L with ρ0 = [A0]1 ∈ G(2k+1)×k
1

chosen independently of ρ = [A]1. Note that A0 is (2k+1) by k, B is (k+1)
by k, and sk = K is (k + 1) by (2k + 1) matrices. Given the projection key
pkρ0 = [KA0]1 w.r.t. Lρ0 and vk = [K>B]2, the hashing key sk = K reserves
entropy in its projection on the kernel of A0 and B. Then for any (non-zero)
instance [c]1 ∈ Lρ = Span([A]1), [c]1 is outside Lρ0 = Span([A0]1), thus
the reserved entropy of sk = K is transmitted to the hash value [Kc]1 so
that the adversary can hardly guess [Kc]1 correctly. This holds even if some
extra (bounded) information of sk = K is leaked to the adversary.

The instantiation of tag-based QA-NIZK is adapted from the QA-NIZK
scheme proposed by Abe et al. [1], which has tight USS based on MDDH.

According to our generic constructions, the instantiations of PV-QA-HPS,
QA-HPS and tag-based QA-NIZK result in concrete SIG, PKE, SC, MAC, AE
schemes with tight MUc security from MDDH in the standard model.

Leakage resilience. Note that HPS is intrinsically leakage resilient [34]. The
leakage resilience can naturally extend to QA-HPS [22], and also to PV-QA-HPS.
More precisely, we define leakage-resilient-〈L0,L 〉-OT-extracting property for
PV-QA-HPS (cf. Sect. 4) and adopt the leakage-resilient-〈L ,L0〉-key-switching
for QA-HPS defined in [22], which are met by our MDDH-based instantiations.
This shows that all our SIG, PKE, SC, MAC, AE schemes not only have tight
MUc security but also support key leakage, thus achieving tight MUc&l security.

The tight MUc&l security protects our schemes from key leakages on the un-
corrupted users besides adaptive corruptions. When used in the construction of
more advanced protocols, the applications of our tightly MUc&l secure primitives
may also improve the security of the protocols to be leakage resilient ones. For

15



instance, we can always make a drop-in replacement of the tightly MUc secure
SIG with our tightly MUc&l secure SIG in the construction of tightly secure au-
thenticated key exchange (AKE) protocols [4, 31, 21] where the signing key of
SIG serves as the long-term secret key of AKE, and the resulting AKEs readily
augment their tight security with leakage-resilience.

Moreover, our tightly MUMCc&l-CCA secure PKE scheme has essential im-
provements in terms of leakage resilience beyond corruptions, compared with
the tightly leakage-resilient CCA-secure PKE scheme in [22]. See Table 2. Con-
cretely, (1) our leakage rate is 1

3−o(1) while theirs is 1
18−o(1); (2) our multi-user

leakage model is stronger than theirs, since their model [22, Appendix A.1] does
not allow any leakage queries to any user after the very first encryption query to
any user, while our model allows leakage queries for any particular user until the
first encryption query to that user (cf. Def. 16 and Remark 3 in Subsect. 6.1).
Informally speaking, our PKE achieves the stronger multi-user leakage resilience
mainly due to the introduction of multi-language multi-fold SMP, which helps to
switch Lρ to different and independently chosen languages {L

ρ
(i)
0
} for different

users, thus the leakages w.r.t. different users can be handled independently.

2.5 Comparison with Existing Techniques for Tight MUc Security

Most existing works on tight MUc security [4, 20, 29, 14] designed their schemes in
a “double encryption/signing” fashion (the only exception is [21]), and the secret
key of their schemes consists of only one key (say sk0) out of two possible keys
(say sk0, sk1). For example, in [4, 29], their PKE encrypts plaintext by running
a “sub-encryption procedure” twice (possibly in a correlated way), resulting in
a ciphertext containing two “sub-ciphertexts” of the plaintext, and there are
two decryption ways according to which possible key (sk0 or sk1) is used. In
their tight MUc security proofs, the reduction algorithms always possess the real
secret keys (sk0) of all users, while embed the challenges in the other possible
keys (sk1). With this strategy, their reductions can handle adaptive corruptions.

In contrast, all our constructions are different from the “double encryp-
tion/signing” design. For example, it is hard to split the ciphertext of our PKE
to two “sub-ciphertexts”. So the proof strategy in [4, 20, 29, 14] does not apply.

We develop two different novel proof strategies for tight strong MUc-CMA
security of SIG and tight MUMCc-CCA security of PKE (cf. Fig. 1 and Fig. 2),
respectively. At a high level, we do not “double” the secret key by construction,
but “split” the key during our tight proofs, which can be summarized as first
“switch the languages for different oracles” then “apply quasi-adaptive prop-
erties” (such as 〈L0,L 〉-OT-extracting, 〈L ,L0〉-Key-switching, L0-Multi-key
multi-extracting).

3 Preliminaries

Notations. Let λ ∈ N denote the security parameter throughout the paper,
and all algorithms, distributions, functions and adversaries take 1λ as an implicit
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input. Let ∅ denote the empty set. If x is defined by y or the value of y is
assigned to x, we write x := y. For n ∈ N, define [n] := {1, 2, ..., n}. For a set X ,
denote by x ←$ X the procedure of sampling x from X uniformly at random.
If D is distribution, x ←$ D means that x is sampled according to D. All our
algorithms are probabilistic unless stated otherwise. We use y ←$ A(x) to define
the random variable y obtained by executing algorithm A on input x. We use
y ∈ A(x) to indicate that y lies in the support of A(x). If A is deterministic
we write y ← A(x). We also use y ← A(x; r) to make explicit the random
coins r used in the probabilistic computation. Denote by T(A) the running time
of A. “PPT” abbreviates probabilistic polynomial-time. Denote by poly some
polynomial function and negl some negligible function. By Pri[·] we denote the
probability of a particular event occurring in game Gi.

The syntax of digital signature (SIG), public-key encryption (PKE) and the
definition of collision-resistant hash functions are presented in Appendix B.

3.1 Language Distribution

We formalize a collection of NP-languages as a language distribution.

Definition 1 (Language Distribution). A language distribution L is a
probability distribution that outputs a language parameter ρ as well as a trapdoor
td in polynomial time. The language parameter ρ publicly defines an NP-language
Lρ ⊆ Xρ. For simplicity, we assume that the universe Xρ is the same for all pa-
rameters ρ output by all distributions L , and denoted by X . The trapdoor td
is required to contain enough information for efficiently deciding whether an in-
stance x ∈ X is in Lρ. We require that there are PPT algorithms for sampling
x←$ Lρ uniformly together with a witness w and sampling x ←$ X uniformly.

A language distribution is associated with a subset membership problem
(SMP), which asks whether an element is uniformly chosen from Lρ or X . SMP
can be extended to multi-fold SMP by considering multiple elements.

Definition 2 (SMP). The subset membership problem (SMP) related to a
language distribution L is hard, if for any PPT adversary A, it holds that
Advsmp

L ,A(λ) := |Pr[A(ρ, x) = 1] − Pr[A(ρ, x′) = 1]| ≤ negl(λ), where the proba-
bility is over (ρ, td) ←$ L , x←$ Lρ and x′ ←$ X .

Definition 3 (Multi-fold SMP). The multi-fold SMP related to a language
distribution L is hard, if for any PPT adversary A and any polynomial Q =
poly(λ), it holds that Advmsmp

L ,A,Q(λ) := |Pr[A(ρ, {xj}j∈[Q]) = 1]−Pr[A(ρ, {x′j}j∈[Q])
= 1]| ≤ negl(λ), where (ρ, td) ←$ L , x1, ..., xQ ←$ Lρ and x′1, ..., x

′
Q ←$ X .

3.2 Quasi-Adaptive Hash Proof System

Hash proof system (HPS) was proposed by Cramer and Shoup [13], and turned
out to be a powerful tool in a wide range of applications. Han et al. [22] general-
ized HPS in a quasi-adaptive setting, termed as Quasi-Adaptive HPS (QA-HPS),
by allowing the projection key to depend on the specific language Lρ for which
hash values are computed. We give the definition of QA-HPS according to [22].
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Definition 4 (QA-HPS). A quasi-adaptive hash proof system (QA-HPS) scheme
QAHPS = (SetupHPS, α(·),Pub,Priv) for a language distribution L consists of
four PPT algorithms:

– ppHPS ←$ SetupHPS: The setup algorithm outputs a public parameter ppHPS,
which implicitly defines a hashing key space SK, a hash value space HV,
and a family of hash functions Λ(·) : X −→ HV indexed by hashing keys
sk ∈ SK, where X is the universe for languages output by L .

We require that Λ(·) is efficiently computable and there are PPT algorithms
for sampling sk ←$ SK uniformly and sampling hv ←$ HV uniformly. We
require ppHPS to be an implicit input of other algorithms.

– pkρ ← αρ(sk): Taking as input a hashing key sk ∈ SK, the projection algo-
rithm indexed by language parameter ρ outputs a projection key pkρ.

– hv ← Pub(pkρ, x, w): Taking as input a projection key pkρ = αρ(sk) specified
by ρ, an instance x ∈ Lρ and a witness w for x ∈ Lρ, the public evaluation
algorithm outputs a hash value hv = Λsk(x) ∈ HV.

– hv ← Priv(sk, x): Taking as input a hashing key sk and an instance x ∈ X ,
the private evaluation algorithm outputs a hash value hv = Λsk(x) ∈ HV.

Correctness requires that for all (ρ, td) ∈ L , ppHPS ∈ SetupHPS, sk ∈ SK, x ∈ Lρ
with witness w, pkρ := αρ(sk), it holds that Pub(pkρ, x, w) =Λsk(x) =Priv(sk, x).

We can naturally define QA-HPS for two language distributions L and L0,
by requiring correctness to hold not only for language parameters ρ output by
L , but also for language parameters ρ0 output by L0.

We recall a statistical property of QA-HPS from [22], parameterized by κ ∈ N
and two language distributions L , L0, called κ-leakage-resilient(LR)-〈L ,L0〉-
key-switching. Informally speaking, it stipulates that in the presence of a pro-
jection key αρ(sk) w.r.t. a language parameter ρ output by L and given κ bits
leakage information about sk, the projection key αρ0(sk) w.r.t. another language
parameter ρ0 output by L0 can be switched to αρ0(sk′) for an independent sk′.

Definition 5 (κ-LR-〈L ,L0〉-Key-Switching of QA-HPS). Let κ = κ(λ) ∈
N, and let L and L0 be a pair of language distributions. A QA-HPS scheme
QAHPS for L supports κ-LR-〈L ,L0〉-key-switching, if for any (possibly un-

bounded) adversary A, it holds that ε
lr-〈L,L0〉-ks
QAHPS,A,κ (λ) :=

∣∣Pr[Exp
lr-〈L,L0〉-ks
QAHPS,A,κ ⇒

1]− 1
2

∣∣ ≤ negl(λ), where the experiment Exp
lr-〈L,L0〉-ks
QAHPS,A,κ is specified in Fig. 3.

Remark 1. In the experiment Exp
lr-〈L,L0〉-ks
QAHPS,A,κ shown in Fig. 3, A is allowed to

obtain at most κ bits leakage information about sk through oracle OLeak: each
time A submits a function L and obtains L(sk) which outputs at least one bit.

Note that A is not allowed to query OLeak anymore after receiving the chal-
lenge (ρ0, ...) from OChal (guaranteed by the variable chal). This is necessary to
exclude the trivial attacks that after seeing ρ0, A can set L(·) to be the first few
bits of αρ0(·), thus trivially distinguish αρ0(sk) from αρ0(sk′).
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Exp
lr-〈L,L0〉-ks
QAHPS,A,κ :

ppHPS ←$ SetupHPS, (ρ, td) ←$ L , (ρ0, td0) ←$ L0

sk, sk′ ←$ SK
b ←$ {0, 1} �Challenge bit

chal := false

b′ ←$ AOLeak(·),OChal()(ppHPS, ρ, αρ(sk))

If b′ = b: Return 1; Else: Return 0

OLeak(L): �at most κ leakage bits in total

If chal = true: Return ⊥
Return L(sk)

OChal(): �one query

chal := true

If b = 0: Return (ρ0, αρ0(sk));

Else b = 1: Return (ρ0, αρ0(sk′))

Fig. 3. The κ-LR-〈L ,L0〉-Key-Switching experiment Exp
lr-〈L,L0〉-ks
QAHPS,A,κ for QAHPS.

3.3 Tag-based Quasi-Adaptive Non-Interactive Zero-Knowledge

Quasi-Adaptive Non-Interactive Zero-Knowledge argument (QA-NIZK) was pro-
posed by Jutla and Roy [26], where the common reference string (CRS) may
depend on the specific language Lρ for which proofs are generated. We present
the formal definition of QA-NIZK in its tag-based variant following [27].

Definition 6 (Tag-based QA-NIZK). A tag-based quasi-adaptive non-interactive
zero-knowledge scheme QANIZK = (SetupNIZK,CRSGen,Prove,VrfyNIZK,Sim) for
a language distribution L with tag space T consists of five PPT algorithms:

– ppNIZK ←$ SetupNIZK: The setup algorithm outputs a public parameter ppNIZK,
which serves as an implicit input of other algorithms.

– (crs, tdcrs) ←$ CRSGen(ρ): Taking as input a language parameter ρ, the CRS
generation algorithm outputs a common reference string (CRS) crs and a
simulation trapdoor tdcrs.

– π ←$ Prove(crs, τ, x, w): Taking as input crs, a tag τ ∈ T , x ∈ Lρ and a
witness w for x ∈ Lρ, the proof generation algorithm outputs a proof π.

– 0/1 ← VrfyNIZK(crs, τ, x, π): Taking as input crs, a tag τ ∈ T , x ∈ X and
a proof π, the deterministic verification algorithm outputs a bit indicating
whether π is a valid proof.

– π ←$ Sim(crs, tdcrs, τ, x): Taking as input crs, a simulation trapdoor tdcrs, a
tag τ ∈ T and x ∈ X , the simulation algorithm outputs a simulated proof π.

Perfect completeness requires that for all (ρ, td) ∈ L , ppNIZK ∈ SetupNIZK,
(crs, tdcrs) ∈ CRSGen(ρ), τ ∈ T , x ∈ Lρ with witness w, π ∈ Prove(crs, τ, x, w),
it holds that VrfyNIZK(crs, τ, x, π) = 1.

Perfect zero-knowledge requires that for all (ρ, td) ∈ L , ppNIZK ∈ SetupNIZK,
(crs, tdcrs) ∈ CRSGen(ρ), τ ∈ T , x ∈ Lρ with witness w, the outputs of Prove(crs,
τ, x, w) and Sim(crs, tdcrs, τ, x) are identically distributed, where the probability
is over the inner coin tosses of Prove and Sim.

Below we define Unbounded Simulation-Soundness (USS) according to [24, 1].

Definition 7 (USS of Tag-based QA-NIZK). A tag-based QA-NIZK scheme
QANIZK for L has unbounded simulation-soundness (USS), if for any PPT ad-
versary A, it holds that AdvussQANIZK,A(λ) := Pr[ExpussQANIZK,A ⇒ 1] ≤ negl(λ),
where the experiment ExpussQANIZK,A is defined in Fig. 4.
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ExpussQANIZK,A:

(ρ, td) ←$ L . ppNIZK ←$ SetupNIZK. (crs, tdcrs) ←$ CRSGen(ρ)

QSim := ∅ �Record the simulation queries

(τ∗, x∗, π∗) ←$ AOSim(·,·)(ρ, td, ppNIZK, crs)

If (x∗ /∈ Lρ) ∧ ((τ∗, x∗, π∗) /∈ QSim) ∧ (VrfyNIZK(crs, τ∗, x∗, π∗) = 1): Return 1;

Else: Return 0

OSim(τ, x):

π ←$ Sim(crs, tdcrs, τ, x)

QSim := QSim ∪ {(τ, x, π)}
Return π

Fig. 4. The Unbounded Simulation-Soundness experiment ExpussQANIZK,A for QANIZK.

We note that the above USS definition for tag-based QA-NIZK is stronger
than the usual one in [27, 18] in two aspects.

– Firstly, A is given the trapdoor td of the language parameter ρ. Recall that
td contains enough information for efficiently deciding whether or not an
instance x is in Lρ. This is stronger than the usual USS, but weaker than
the USS for witness-sampleable distributions defined in [24, 1], where A es-
sentially samples (ρ, td) itself and provides (ρ, td) to the experiment.

– Secondly, A is allowed to output a forgery with a reused tag.

In [1], Abe et al. proposed a QA-NIZK scheme with tight USS for witness-
sampleable distributions based on the MDDH assumptions. As noted in [1, Sub-
sect. 3.2], their scheme can be easily extended to a tag-based QA-NIZK scheme
with tight USS, by using collision-resistant hash functions. For completeness, we
present the tag-based QA-NIZK scheme with tight USS in Appendix I.5.

4 Publicly-Verifiable QA-HPS and New Properties

In this section, we propose a new variant of QA-HPS, called Publicly-Verifiable
QA-HPS (PV-QA-HPS), which additionally enables public verification of hash
values with an extra verification key. Then we formalize a set of computational
and statistical properties for PV-QA-HPS and QA-HPS serving different appli-
cations in subsequent sections.

– For PV-QA-HPS, we define a computational verification soundness and sta-
tistical properties including leakage-resilient one-time-extracting (LR-OT-
extracting) and verification key diversity (VK-diversity). PV-QA-HPS will
be an important building block for SIG in Sect. 5 and these properties help
SIG to achieve tight multi-user security under corruptions and leakages.

– For QA-HPS, we define a computational multi-key-multi-extracting and a
statistical projection key diversity (PK-diversity). We also define a multi-
language multi-fold SMP for language distributions. QA-HPS will be an im-
portant building block for PKE in Sect. 6, and these new properties help
PKE to achieve tight multi-user security under corruptions and leakages.

Jumping ahead, we will give instantiations of PV-QA-HPS and QA-HPS
based on the matrix DDH (MDDH) assumptions in Sect. 7 and Appendix I.

Firstly, we present the syntax of PV-QA-HPS.
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Definition 8 (PV-QA-HPS). A publicly-verifiable QA-HPS (PV-QA-HPS)
scheme PVQAHPS = (SetupHPS, α(·), ν,Pub,Priv,VrfyHPS) for a language distri-
bution L consists of six PPT algorithms:

– (SetupHPS, α(·),Pub,Priv) is a QA-HPS scheme for L as per Definition 4.

– ppHPS ←$ SetupHPS: It outputs a public parameter ppHPS, which also defines
a verification key space VK besides (SK,HV, Λ(·)) as per Definition 4.

– vk ← ν(sk): Taking as input a hashing key sk ∈ SK, the verification key
generation algorithm outputs a verification key vk ∈ VK.

– 0/1 ← VrfyHPS(vk, x, hv): Taking as input a verification key vk = ν(sk) ∈
VK, an instance x ∈ X and a hash value hv ∈ HV, the deterministic verifi-
cation algorithm outputs a bit indicating whether hv = Λsk(x) or not.

Verification completeness requires that for all (ρ, td) ∈ L , ppHPS ∈ SetupHPS,
sk ∈ SK, x ∈ X , vk := ν(sk) and hv := Λsk(x), it holds VrfyHPS(vk, x, hv) = 1.

Remark 2 (Relations between PV-QA-HPS and QA-NIZK). PV-QA-
HPS can be viewed as a special kind of Designated-Prover (DP) QA-NIZK [1],
but with different properties. The pkρ of PV-QA-HPS can be viewed as the prov-
ing key of DP-QA-NIZK, sk as the simulation trapdoor and vk as the common
reference string (used for verification). With pkρ, the prover can prove x ∈ Lρ
with the help of a witness w via hv ← Pub(pkρ, x, w), where the hash value hv
can be viewed as a proof for x ∈ Lρ . With vk, the verifier can check whether hv is
a valid proof for x ∈ Lρ via VrfyHPS(vk, x, hv). Moreover, with sk, the simulator
can generate a proof for x without knowing a witness via hv ← Priv(sk, x).

Verification completeness of PV-QA-HPS corresponds to the perfect com-
pleteness of DP-QA-NIZK. Correctness of (PV-)QA-HPS guarantees Pub(pkρ, x,
w) = Priv(sk, x) for all x ∈ Lρ with witness w, thus corresponding to the perfect
zero-knowledge of DP-QA-NIZK.

On the other hand, PV-QA-HPS has its own features. Firstly, it has a projec-
tion function αρ(·) (which is inherent to HPS) and a verification key generation
function ν(·). Secondly, a set of properties of PV-QA-HPS and QA-HPS are built
upon functions αρ(·) and/or ν(·). For instance, the κ-LR-〈L ,L0〉-Key-Switching
(cf. Def. 5 in Subsect. 3.2) is closely associated with αρ(·).

Next we define a computational verification soundness for PV-QA-HPS in
the setting of multiple keys. Intuitively, it requires that for any (sk, vk) among
the multiple key pairs, a PPT adversary cannot find a tuple (x∗ ∈ X , hv∗) such
that hv∗ 6= Λsk(x∗) but VrfyHPS(vk, x∗, hv∗) = 1, even given all the key pairs.

Definition 9 (Verification Soundness of PV-QA-HPS). A PV-QA-HPS
scheme PVQAHPS for L has verification soundness, if for any PPT adver-
sary A and any polynomial n = poly(λ), it holds that Advvrfy-sndPVQAHPS,A,n(λ) :=

Pr[Expvrfy-sndPVQAHPS,A,n ⇒ 1] ≤ negl(λ), where Expvrfy-sndPVQAHPS,A,n is defined in Fig. 5.
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Expvrfy-sndPVQAHPS,A,n:

ppHPS ←$ SetupHPS. For i ∈ [n]: ski ←$ SK, vki := ν(ski)

(i∗ ∈ [n], x∗ ∈ X , hv∗) ←$ A(ppHPS, (ski, vki)i∈[n])

If (hv∗ 6= Λski∗ (x∗)) ∧ (VrfyHPS(vki∗ , x
∗, hv∗) = 1): Return 1; Else: Return 0

Fig. 5. Verification Soundness experiment Expvrfy-sndPVQAHPS,A,n for PVQAHPS.

We formalize a statistical extracting property for (PV-)QA-HPS, param-
eterized by κ ∈ N and two language distributions L0, L , called κ-leakage-
resilient(LR)-〈L0,L 〉-one-time(OT)-extracting. Informally speaking, it demands
high min-entropy of Λsk(x) for any x ∈ Lρ with ρ output by L , when sk is uni-
formly chosen from SK, even in the presence of a projection key αρ0(sk) w.r.t. ρ0
output by L0 and given κ bits leakage information about sk. For PV-QA-HPS,
it requires the property to hold even in the presence of the verification key ν(sk).

Definition 10 (κ-LR-〈L0,L 〉-OT-Extracting of QA-HPS and PV-QA-
HPS). Let κ = κ(λ) ∈ N, and let L0 and L be a pair of language distribu-
tions. A (PV-)QA-HPS scheme (PV)QAHPS for L supports κ-LR-〈L0,L 〉-OT-

extracting, if for any (unbounded) adversary A, it holds that ε
lr-〈L0,L〉-otext
(PV)QAHPS,A,κ(λ) :=

Pr[Exp
lr-〈L0,L〉-otext
(PV)QAHPS,A,κ ⇒ 1]≤ negl(λ), where Exp

lr-〈L0,L〉-otext
(PV)QAHPS,A,κ is defined in Fig. 6.

Exp
lr-〈L0,L〉-otext
(PV)QAHPS,A,κ:

ppHPS ←$ SetupHPS. (ρ0, td0) ←$ L0, (ρ, td) ←$ L . sk ←$ SK
(x∗, hv∗) ←$ AOLeak(·)(ppHPS, ρ0, ρ, αρ0(sk), ν(sk) )

If (x∗ ∈ Lρ) ∧ (hv∗ = Λsk(x∗)): Return 1; Else: Return 0

OLeak(L): �at most κ leakage

�bits in total

Return L(sk)

Fig. 6. The κ-LR-〈L0,L 〉-OT-Extracting experiment Exp
lr-〈L0,L〉-otext
(PV)QAHPS,A,κ for QAHPS

(without gray part) and Publicly-Verifiable PVQAHPS (with gray part).

Han et al. [22] proposed a computational property for QA-HPS, called L0-
multi-extracting, which demands the pseudorandomness of Λsk(xj) for multiple
instances xj ∈ Lρ0 (j ∈ [Q]) with ρ0 output by L0, when sk is uniformly chosen
from SK. We extend this property in the multi-key setting as follows.

Definition 11 (L0-Multi-Key-Multi-Extracting of QA-HPS). A QA-
HPS scheme QAHPS for L supports L0-multi-key-multi-extracting, if for any
PPT A, any polynomial n = poly(λ) and any polynomial Q = poly(λ), it holds

AdvL0-mk-mext
QAHPS,A,n,Q(λ) := |Pr[A(ppHPS, ρ0, {xj ,

∣∣{Λski(xj)}i∈[n] }j∈[Q]) = 1]

−Pr[A(ppHPS, ρ0, {xj ,
∣∣{hvi,j}i∈[n] }j∈[Q]) = 1]| ≤ negl(λ),

where ppHPS ←$ SetupHPS, (ρ0, td0) ←$ L0, sk1, ..., skn ←$ SK, x1, ..., xQ ←$ Lρ0
and hv1,1, ..., hvn,Q ←$ HV.
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We formalize two statistical properties, called projection key diversity (PK-
diversity) and verification key diversity (VK-diversity), for QA-HPS and PV-
QA-HPS respectively. Intuitively, PK-diversity (resp. VK-diversity) expresses
statistical collision resistance of projection keys (resp. verification keys) under
different hashing keys.

Definition 12 (PK-Diversity of QA-HPS). A QA-HPS scheme QAHPS

for L has projection key diversity (PK-diversity), if εpk-divQAHPS(λ) := Pr[αρ(sk) =

αρ(sk
′)] ≤ negl(λ), where (ρ, td)←$ L , ppHPS ←$ SetupHPS and sk, sk′ ←$ SK.

Definition 13 (VK-Diversity of PV-QA-HPS). A PV-QA-HPS scheme
PVQAHPS for L has verification key diversity (VK-diversity), if εvk-divPVQAHPS(λ) :=

Pr[ν(sk) = ν(sk′)] ≤ negl(λ), where ppHPS ←$ SetupHPS and sk, sk′ ←$ SK.

Finally, we define a multi-language multi-fold SMP for language distributions.

Definition 14 (Multi-Language Multi-fold SMP). The multi-language
multi-fold SMP related to L is hard, if for any PPT adversary A, any polynomial
n = poly(λ) and any polynomial Q = poly(λ), it holds that Advml-msmp

L ,A,n,Q(λ) :=

|Pr[A({ρ(i), {x(i)j }j∈[Q]}i∈[n]) = 1]−Pr[A({ρ(i), {x′(i)j }j∈[Q]}i∈[n]) = 1]| ≤ negl(λ),

where for each i ∈ [n], (ρ(i), td(i))←$ L , x
(i)
1 , ..., x

(i)
Q ←$ Lρ(i) , x′(i)1 , ..., x

′(i)
Q ←$ X .

Multi-language multi-fold SMP can generally be reduced to SMP with a
security loss of nQ with n the number of languages and Q the number of folds
per language. For some language distributions, such as those for linear subspaces
based on the matrix DDH (MDDH) assumptions (cf. Appendix I.2), the hardness
of multi-language multi-fold SMP can be tightly reduced to that of SMP.

5 SIG with Tight Strong MUc&l-CMA Security

In this section, we present digital signature (SIG) schemes with tight strong
MUc&l-CMA security, by using Publicly-Verifiable QA-HPS (PV-QA-NIZK) for-
malized in Sect. 4 as a central building block.

In Subsect. 5.1, we define the strong MUc&l-CMA security of SIG. Then in
Subsect. 5.2, we present our generic construction of SIG.

5.1 Definition of Strong MUc&l-CMA Security

In [4], Bader et al. defined existential unforgeability for digital signatures under
chosen-message attacks (CMA) in a Multi-User setting with adaptive corruptions
of secret keys (MUc-CMA). Here we extend it to MUc&l-CMA, which considers
existential unforgeability under not only chosen-message attacks and adaptive
corruptions but also key leakages in the multi-user setting. Moreover, strong
MUc&l-CMA requires that the adversary cannot even forge a new signature for
a message that it has ever queried. Below we present the definition of strong
MUc&l-CMA and the non-strong version can be easily adapted accordingly.
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Definition 15 (Strong MUc&l-CMA Security for SIG). Let κ = κ(λ) ∈ N.
A signature scheme SIG = (SetupSIG,Gen,Sign,VrfySIG) is strongly MUc&l-CMA
secure under κ bits leakage per user, if for any PPT adversary A and any poly-
nomial n, it holds that Advs-cma-c&l

SIG,A,n,κ(λ) := Pr[Exps-cma-c&l
SIG,A,n,κ ⇒ 1] ≤ negl(λ), where

the experiment Exps-cma-c&l
SIG,A,n,κ is defined in Fig. 7.

Exps-cma-c&l
SIG,A,n,κ:

ppSIG ←$ SetupSIG
For i ∈ [n]: (vki, ski) ←$ Gen(ppSIG)

QSign := ∅ �Record the signing queries

QCor := ∅ �Record the corruption queries

(i∗ ∈ [n],m∗, σ∗) ←$ AOSign(·,·),OCor(·),OLeak(·,·)(ppSIG, {vki}i∈[n])

If (i∗ /∈ QCor) ∧ ((i∗,m∗, σ∗) /∈ QSign) ∧ (VrfySIG(vki∗ ,m
∗, σ∗) = 1):

Return 1;

Else: Return 0

OSign(i,m):

σ ←$ Sign(ski,m)

QSign := QSign ∪ {(i,m, σ)}
Return σ

OCor(i):

QCor := QCor ∪ {i}
Return ski

OLeak(i, L): �at most κ leakage

�bits per user i

Return L(ski)

Fig. 7. The strong MUc&l-CMA security experiment Exps-cma-c&l
SIG,A,n,κ for SIG.

5.2 Generic Construction of SIG from PV-QA-HPS and QA-NIZK

We present a generic construction of strongly MUc&l-CMA secure SIG. Let M
be an arbitrary message space. The underlying building blocks are as follows.

• Two language distributions L and L0, both of which have hard SMPs.
• A publicly-verifiable PVQAHPS = (SetupHPS, α(·), ν,Pub,Priv,VrfyHPS) for

both L and L0, with hashing key space SK and verification key space VK.
• A tag-based QANIZK = (SetupNIZK,CRSGen,Prove,VrfyNIZK,Sim) for L ,

whose tag space is T .
• A family of collision-resistant hash functions H = {H : VK ×M −→ T }.

Our generic construction of SIG= (SetupSIG,Gen,Sign,VrfySIG) is shown in Fig. 8.
In Appendix E.1, we also discuss some alternative ways of setup.

ppSIG ←$ SetupSIG:

(ρ, td)←$ L .
ppHPS ←$ SetupHPS.
ppNIZK ←$ SetupNIZK.
(crs, tdcrs)←$ CRSGen(ρ).
H ←$ H.
Return ppSIG :=

(ρ, ppHPS, ppNIZK, crs, H).

(vk, sk)←$ Gen(ppSIG):

sk ←$ SK, vk := ν(sk).
Return (vk, sk).

σ ←$ Sign(sk,m):

x ←$ Lρ with witness w.
d := Priv(sk, x).
vk := ν(sk).
τ := H(vk,m) ∈ T .
π ←$ Prove(crs, τ, x, w).
Return σ := (x, d, π).

0/1← VrfySIG(vk,m, σ):

Parse σ = (x, d, π).
τ := H(vk,m) ∈ T .
If VrfyNIZK(crs, τ, x, π) = 1
∧ VrfyHPS(vk, x, d) = 1:

Return 1.
Else: Return 0.

Fig. 8. Generic construction of SIG = (SetupSIG,Gen, Sign,VrfySIG) from PVQAHPS,
tag-based QANIZK and H. The message space is M.
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Correctness of SIG follows directly from the verification completeness of
PVQAHPS and the perfect completeness of QANIZK.

Next, we show its strong MUc&l-CMA security. We stress that the projection
key pkρ = αρ(sk) is not published as part of SIG’s verification key, and this
is crucial to the security of SIG since otherwise one can publicly generate valid
signatures for any message via the Pub algorithm of PVQAHPS by using pkρ.

Theorem 1 (Strong MUc&l-CMA Security of SIG). Assume that (i) L
and L0 have hard SMPs, (ii) PVQAHPS is a publicly-verifiable QA-HPS for
both L and L0, having verification soundness, VK-diversity, and supporting κ-
LR-〈L0,L 〉-OT-extracting, (iii) QANIZK is a tag-based QA-NIZK for L , sat-
isfying both perfect zero-knowledge and unbounded simulation-soundness, (iv)
H is collision-resistant. Then the proposed SIG scheme in Fig. 8 is strongly
MUc&l-CMA secure under κ bits leakage per user.

Concretely, for any number n of users and any adversary A who makes at
most Qs times of OSign queries, there exist adversaries B1, · · · ,B6, such that
T(B1) ≈ · · · ≈ T(B5) ≈ T(A) + (n+Qs) · poly(λ), with poly(λ) independent of
T(A), and

Advs-cma-c&l
SIG,A,n,κ(λ) ≤ Advvrfy-sndPVQAHPS,B1,n

(λ) + AdvcrH,B2
(λ) + Advmsmp

L ,B3,Qs
(λ) + Advmsmp

L0,B4,Qs
(λ)

+ AdvussQANIZK,B5
(λ) + n(n−1)

2 · εvk-divPVQAHPS(λ) + n · εlr-〈L0,L〉-otext
PVQAHPS,B6,κ

(λ).

We stress that only factors of computational reductions count when evaluat-
ing tight security reductions, while statistical losses are not taken into account
[4, 18, 19, 20, 29, 14, 21]. See Remark 4 in Appendix C for more discussions.

We refer to Subsect. 2.1 and Fig. 1 therein for an overview of the proof of
Theorem 1. The formal proof is postponed to Appendix C. Here we provide the
game sequence G0–G6 used in the formal proof in Table 3.

6 PKE with Tight MUMCc&l-CCA Security

In this section, we present public-key encryption (PKE) schemes with tight
MUMCc&l-CCA security, by using QA-HPS with new properties formalized in
Sect. 4 as a central building block.

In Subsect. 6.1, we define the MUMCc&l-CCA security of PKE. Then in Sub-
sect. 6.2, we present our generic construction of PKE.

6.1 Definition of MUMCc&l-CCA Security

In [29], Lee et al. defined indistinguishability for PKE schemes under chosen-
ciphertext attacks (CCA) in a Multi-User Multi-Challenge setting with adaptive
corruptions of secret keys (which was originally called MUC+ in [29] and is de-
noted by MUMCc-CCA in this paper). Here we extend it to MUMCc&l-CCA, which
also takes key leakages into account. Below we present the formal definition.
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Table 3. Brief Description of Games G0-G6 for the strong MUc&l-CMA security proof
of SIG. Here column “OSign” suggests how a signature σ = (x, d, π ) is generated: sub-
column “x from” refers to the language from which x is chosen; sub-column “d using”
indicates the keys that are used in the computation of d; sub-column “π via” indicates
the way (Prove or Sim) that π is computed. Columns “OCor” and “OLeak” show the
output returned by OCor and OLeak respectively. Column “Win’s additional check for
forgery (i∗,m∗, σ∗ = (x∗, d∗, π∗))” describes the additional check that A’s forgery wins,
besides the routine check i∗ /∈ QCor ∧ (i∗,m∗, σ∗) /∈ QSign ∧ VrfyNIZK(crs, τ∗, x∗, π∗) =
1 ∧ VrfyHPS(vki∗ , x

∗, d∗) = 1, where τ∗ := H(vki∗ ,m
∗).

OSign(i,m)
OCor(i) OLeak(i, L)

Win’s additional check for forgery

(i∗,m∗, σ∗ = (x∗, d∗, π∗))
Remark/Assumption

x from d using π via

G0 Lρ ski Prove ski L(ski) The strong MUc&l-CMA experiment

G1 Lρ ski Prove ski L(ski) d∗ = Priv(ski∗ , x
∗) By verification soundness of PVQAHPS

G2 Lρ ski Prove ski L(ski) d∗ = Priv(ski∗ , x
∗)

Abort if verification keys collide:

by VK-diversity of PVQAHPS

G3 Lρ ski Sim ski L(ski) d∗ = Priv(ski∗ , x
∗) By perfect zero-knowledge of QANIZK

G4 Lρ ski Sim ski L(ski) d∗ = Priv(ski∗ , x
∗), (τ∗, x∗, π∗) /∈ QSim By collision-resistance of H

G5 Lρ0 ski Sim ski L(ski) d∗ = Priv(ski∗ , x
∗), (τ∗, x∗, π∗) /∈ QSim By multi-fold SMP of L and L0

G6 Lρ0 ski Sim ski L(ski)
d∗ = Priv(ski∗ , x

∗), (τ∗, x∗, π∗) /∈ QSim, By USS of QANIZK

x∗ ∈ Lρ Pr[Win] = negl in G6: by κ-LR-〈L0,L 〉-
OT-extracting of PVQAHPS

Definition 16 (MUMCc&l-CCA Security for PKE). Let κ = κ(λ) ∈ N. A
PKE scheme PKE = (SetupPKE,Gen,Enc,Dec) is MUMCc&l-CCA secure under
κ bits leakage per user, if for any PPT adversary A and any polynomial n, it
holds that Advcca-c&l

PKE,A,n,κ(λ) :=
∣∣Pr[Expcca-c&l

PKE,A,n,κ ⇒ 1] − 1
2

∣∣ ≤ negl(λ), where the

experiment Expcca-c&l
PKE,A,n,κ is defined in Fig. 9.

Expcca-c&l
PKE,A,n,κ:

ppPKE ←$ SetupPKE
For i ∈ [n]: (pki, ski) ←$ Gen(ppPKE)

QEnc := ∅ �Record the encryption queries

QCor := ∅ �Record the corruption queries

For i ∈ [n]: chali := false

β ←$ {0, 1} �Single challenge bit

β′ ←$ AOEnc(·,·,·),ODec(·,·),OCor(·),OLeak(·,·)(ppPKE, {pki}i∈[n])

If β′ = β: Return 1; Else: Return 0

OEnc(i∗,m0,m1):

If |m0| 6= |m1|: Return ⊥
If i∗ ∈ QCor: Return ⊥
chali∗ := true

c∗ ←$ Enc(pki∗ ,mβ)

QEnc := QEnc ∪ {(i∗, c∗)}
Return c∗

ODec(i, c):

If (i, c) ∈ QEnc: Return ⊥
Return Dec(ski, c)

OCor(i):

If (i, ·) ∈ QEnc: Return ⊥
QCor := QCor ∪ {i}
Return ski

OLeak(i, L): �at most κ leakage

�bits per user i

If chali = true: Return ⊥
Return L(ski)

Fig. 9. The MUMCc&l-CCA security experiment Expcca-c&l
PKE,A,n,κ for PKE.

Remark 3. In the experiment Expcca-c&l
PKE,A,n,κ, to avoid trivial attacks, adversary

A is not allowed to submit a same user index i to both OEnc and OCor.
Moreover, for any user i ∈ [n], A is not allowed to submit i to OLeak anymore

after receiving a challenge ciphertext c∗ w.r.t. user i (guaranteed by the variable
chali in Expcca-c&l

PKE,A,n,κ), since otherwise A could trivially win by setting L(·) to
be the first few bits of Dec(·, c∗) and submitting (i, L) to OLeak. We note this is
stronger than the multi-user leakage model defined in [22, Appendix A.1], where
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A is not allowed to submit any leakage query w.r.t any user after receiving the
very first challenge ciphertext (no matter w.r.t. which user).

6.2 Generic Construction of PKE from QA-HPS and QA-NIZK

In this subsection, we present a generic construction of MUMCc&l-CCA secure
PKE. The underlying building blocks are as follows.

• Two language distributions L and L0, both of which have hard SMPs.
• A QAHPS = (SetupHPS, α(·),Pub,Priv) for both L and L0, whose hashing

key space is SK, projection key space is PK and hash value space is HV. We
require HV to be an (additive) group. We stress that QAHPS is not required
to be publicly-verifiable.

• A tag-based QANIZK = (SetupNIZK,CRSGen,Prove,VrfyNIZK,Sim) for L ,
whose tag space is T .

• A family of collision-resistant hash functions H = {H : PK ×HV −→ T }.
Our generic construction of PKE = (SetupPKE,Gen,Enc,Dec) is shown in Fig. 10.

ppPKE ←$ SetupPKE:

(ρ, td)←$ L .
ppHPS ←$ SetupHPS.
ppNIZK ←$ SetupNIZK.
(crs, tdcrs)←$ CRSGen(ρ).
H ←$ H.
Return ppPKE :=

(ρ, ppHPS, ppNIZK, crs, H).

(pk, sk) ←$ Gen(ppPKE):

sk ←$ SK, pk := αρ(sk).
Return (pk, sk).

c ←$ Enc(pk,m ∈ HV):

x ←$ Lρ with witness w.
d := Pub(pk, x, w) +m ∈ HV.
τ := H(pk, d) ∈ T .
π ←$ Prove(crs, τ, x, w).
Return c := (x, d, π).

m/⊥ ← Dec(sk, c):

Parse c = (x, d, π).
pk := αρ(sk).
τ := H(pk, d) ∈ T .
If VrfyNIZK(crs, τ, x, π) = 1:

m := d− Priv(sk, x) ∈ HV.
Return m.

Else: Return ⊥.

Fig. 10. Generic construction of PKE = (SetupPKE,Gen,Enc,Dec) from QAHPS, tag-
based QANIZK and H. The message space is M := HV.

Correctness of PKE follows directly from the correctness of QAHPS and the
perfect completeness of QANIZK. Next, we show its MUMCc&l-CCA security.

Theorem 2 (MUMCc&l-CCA Security of PKE). Assume that (i) L and L0

have hard SMPs, (ii) QAHPS is a QA-HPS for both L and L0, having PK-
diversity, and supporting both κ-LR-〈L ,L0〉-key-switching and L0-multi-key-
multi-extracting, (iii) QANIZK is a tag-based QA-NIZK for L , satisfying both
perfect zero-knowledge and unbounded simulation-soundness, (iv) H is collision-
resistant. Then the proposed PKE scheme in Fig. 10 is MUMCc&l-CCA secure
under κ bits leakage per user.

Concretely, for any number n of users and any adversary A who makes at
most Qe times of OEnc queries and Qd times of ODec queries, there exist ad-
versaries B1, · · · ,B7, such that T(B1) ≈ · · · ≈ T(B6) ≈ T(A) + (n+Qe +Qd) ·
poly(λ), with poly(λ) independent of T(A), and

Advcca-c&l
PKE,A,n,κ(λ) ≤ AdvcrH,B1

(λ) + Advmsmp
L ,B2,Qe

(λ) + 2 · Advml-msmp
L0,B3,n,Qe

(λ) + Advmsmp
L0,B4,Qe

(λ)

+ AdvussQANIZK,B5
(λ) + AdvL0-mk-mext

QAHPS,B6,n,Qe
(λ) + n(n−1)

2 · εpk-divQAHPS(λ) + 2n · εlr-〈L,L0〉-ks
QAHPS,B7,κ

(λ).
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We refer to Subsect. 2.2 and Fig. 2 therein for an overview of the proof of
Theorem 2. The formal proof is postponed to Appendix D. Here we provide the
game sequence G0–G8 used in the formal proof in Table 4.

Table 4. Brief Description of Games G0-G8 for the MUMCc&l-CCA security proof of
PKE. Here column “OEnc” suggests how a challenge ciphertext c∗ = (x∗, d∗, π∗ ) is
generated: sub-column “x∗ from” refers to the language from which x∗ is chosen; sub-
column “d∗ using” indicates the keys that are used in the computation of d∗; sub-
column “π∗ via” indicates the way (Prove or Sim) that π∗ is computed. Column “ODec’s
additional check” describes the additional check made by ODec upon a decryption query
(i, c = (x, d, π )), besides the routine check (i, c) /∈ QEnc ∧ VrfyNIZK(crs, τ, x, π) = 1,
where τ := H(pki, d); ODec outputs ⊥ if the check fails. Columns “OCor” and “OLeak”
show the output returned by OCor and OLeak respectively. Recall that it is not allowed
to query OEnc and OCor for a same user index i.

OEnc(i∗,m0,m1) ODec(i, c)’s

additional check
OCor(i) OLeak(i, L) Remark/Assumption

x∗ from d∗ using π∗ via

G0 Lρ pki∗ Prove ski L(ski) The MUMCc&l-CCA security experiment

G1 Lρ pki∗ Prove ski L(ski)
Abort if public keys collide:

by PK-diversity of QAHPS

G2 Lρ ski∗ Sim ski L(ski)
By correctness of QAHPS &

by perfect zero-knowledge of QANIZK

G3 Lρ ski∗ Sim (τ, x, π) /∈ QSim ski L(ski) By collision-resistance of H

G4 L
ρ
(i∗)
0

ski∗ Sim (τ, x, π) /∈ QSim ski L(ski)
By multi-fold SMP of L &

by multi-language multi-fold SMP of L0

G5 L
ρ
(i∗)
0

ski∗ Sim (τ, x, π) /∈ QSim, x ∈ Lρ ski L(ski) By USS of QANIZK

{G6.η}η∈[n] L
ρ
(i∗)
0

 sk′i∗ , if i∗ ≤ η
ski∗ , if i∗ > η

Sim (τ, x, π) /∈ QSim, x ∈ Lρ ski L(ski) By κ-LR-〈L ,L0〉-key-switching of QAHPS

G6.n L
ρ
(i∗)
0

sk′i∗ Sim (τ, x, π) /∈ QSim, x ∈ Lρ ski L(ski) –

G7 Lρ0 sk′i∗ Sim (τ, x, π) /∈ QSim, x ∈ Lρ ski L(ski)
By multi-language multi-fold SMP of L0 &

by multi-fold SMP of L0

G8 Lρ0 = rand Sim (τ, x, π) /∈ QSim, x ∈ Lρ ski L(ski)
By L0-multi-key-multi-extracting of QAHPS

Pr[Win] = 1
2 in G8

In Appendix E.2, we also discuss some potential variants of our PKE.

7 More Primitives and Instantiations from MDDH

Tightly MUc&l secure SC, MAC and AE. Our SIG and PKE immediately
lead to direct constructions of tightly MUMCc&l-Priv&Auth secure SC [3, 9]. By
fully exploiting the similar and composable components of our SIG and PKE,
we can obtain a more efficient SC construction, which is shown in Appendix F.
Since SIG naturally implies MAC and SC implies AE, we can also obtain the
constructions of tightly secure MAC and AE. We also give optimized MAC and
AE constructions in Appendix G and Appendix H, where PVQAHPS is replaced
with QAHPS. Our MAC achieves tight strong MUc&l-CMVA security, which also
considers chosen verification attacks [15] in addition to strong MUc&l-CMA.

Instantiations from MDDH. We give instantiations of SIG and PKE from
the matrix DDH (MDDH) assumptions over asymmetric pairing groups. Our
SC, MAC and AE can be similarly instantiated.

28



Firstly, we instantiate the building blocks needed in our generic constructions
(cf. Appendix I). More precisely, we give concrete instantiations of Publicly-
Verifiable QA-HPS in Appendix I.3 (with an overview in Subsect. 2.4) and QA-
HPS in Appendix I.4, built upon the MDDH-based QA-HPS schemes proposed in
[22], which are in turn generalizations of the well-known DDH-based HPS scheme
proposed by Cramer and Shoup in [13]. Then we instantiate tag-based QA-NIZK
with a tag-base variant of the QA-NIZK scheme proposed in [1] that has tight
USS based on MDDH, which is recalled in Appendix I.5 for completeness.

Next we instantiate the generic SIG construction in Sect. 5 with the above
building blocks. Let x · G denote x elements in G. Under MDDH parameters
`, k ∈ N where ` ≥ 2k + 1, the MDDH-based SIG scheme SIGMDDH has public
parameter ppSIG : (5k2 + 3k + `k) · G1 + (5k2 + 4k + 1 + 2`k) · G2, verification
key vk : (`k) · G2, signing key sk : `(k + 1) · Zp, and signature σ : (4k2 +
4k + 2 + `) · G1 + (2k2 + 3k + 1) · G2. By plugging the theorems regarding
the tight security of the MDDH-based PV-QA-HPS and QA-NIZK schemes in
Appendix I into Theorem 1, we have the following corollary showing the tight
strong MUc&l-CMA security of SIGMDDH based on the MDDH assumptions (as
well as the collision-resistance of hash functions).

Corollary 1 (Tight Strong MUc&l-CMA Security of SIGMDDH). Let ` ≥
2k + 1 and κ ≤ log p − Ω(λ). For any number n of users and any adversary A
who makes at most Qs times of OSign queries, there exist adversaries B1,B2 and
B3, such that T(B1) ≈ T(B2) ≈ T(B3) ≈ T(A) + (n+Qs) ·poly(λ), with poly(λ)
independent of T(A), and

Advs-cma-c&l
SIGMDDH,A,n,κ(λ) ≤ 2 · AdvcrH,B1

(λ) + (4kdlogQse+ `− k + 6) · Advmddh
D`,k,G1,B2

(λ)

+(2dlogQse+ 3) · Advmddh
Dk,G2,B3

(λ) + n+2dlogQseQs
p−1 + n(n−1)

2 · 1
pk`
.

Since Qs = poly(λ) for PPT adversaries, the security loss is in fact O(logQs) =
O(log λ), which is lower than O(λ). For k = 1 and ` = 3, we get a fully compact
SIG scheme with ppSIG : 11·G1+16·G2, vk : 3·G2, sk : 6·Zp and σ : 13·G1+6·G2.
The resulting SIG scheme has tight strong MUc&l-CMA security based on the
SXDH assumption (which requires the DDH assumption to hold both in G1 and
G2), and supports κ = log p−Ω(λ) bits leakage per user. The leakage rate (i.e.,

κ/ bit-length of sk) is log p−Ω(λ)
6 log p = 1

6 − o(1) asymptotically as p grows.
We also instantiate the generic PKE construction in Sect. 6. Under MDDH

parameters `, k ∈ N where ` ≥ 2k+ 1, the MDDH-based PKE scheme PKEMDDH

has public parameter ppPKE : (5k2+3k+`k) ·G1+(4k2+3k+1+2`k) ·G2, public
key pk : k ·G1, secret key sk : ` · Zp, and ciphertext c : (4k2 + 3k + 2 + `) ·G1 +
(2k2 + 3k+ 1) ·G2. By plugging the theorems regarding the tight security of the
MDDH-based QA-HPS and QA-NIZK schemes in Appendix I into Theorem 2,
we have the following corollary showing the tight MUMCc&l-CCA security of
PKEMDDH based on the MDDH assumptions (as well as the collision-resistance
of hash functions).

Corollary 2 (Tight MUMCc&l-CCA Security of PKEMDDH). Let ` ≥ 2k + 1
and κ ≤ log p − Ω(λ). For any number n of users and any adversary A who
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makes at most Qe times of OEnc queries and Qd times of ODec queries, there
exist adversaries B1,B2 and B3, such that T(B1) ≈ T(B2) ≈ T(B3) ≈ T(A) +
(n+Qe +Qd) · poly(λ), with poly(λ) independent of T(A), and

Advcca-c&l
PKEMDDH,A,n,κ(λ) ≤ 2 · AdvcrH,B1

(λ) + (4kdlogQee+ `− k + 9) · Advmddh
D`,k,G1,B2

(λ)

+(2dlogQee+ 2) · Advmddh
Dk,G2,B3

(λ) + 2n+2dlogQeeQe
p−1 + n(n−1)

2 · 1
pk
.

For k = 1 and ` = 3, we get a fully compact PKE scheme with ppPKE : 11 ·G1 +
14 ·G2, pk : 1 ·G1, sk : 3 ·Zp and c : 12 ·G1 + 6 ·G2. The resulting PKE scheme
has tight MUMCc&l-CCA security based on the SXDH assumption, and supports

κ = log p−Ω(λ) bits leakage per user. The leakage rate is log p−Ω(λ)
3 log p = 1

3 − o(1)
asymptotically as p grows.

For an overview and comparison with other schemes, we refer to Table 1 and
Table 2 in the introduction, and Table 5 and Table 6 in Appendix A.

On tightness of our MDDH-based schemes. Our MDDH-based schemes
are the first ones achieving almost tight MUc/MUc&l security in the standard
model, and the security loss factor is O(log λ). Note that the security loss factor
O(log λ) depends only logarithmically on the security parameter λ, which is
close to full tightness O(1) compared to linear security loss factor O(λ). As an
example, in the security level of 256 bit, we have log λ = 8.

We stress that all our generic constructions are fully tightness-preserving, i.e.,
the MUc/MUc&l securities of the resulting SIG, PKE, SC, MAC, AE schemes are
tightly reduced to the security properties of the building blocks PV-QA-HPS,
QA-HPS and tag-based QA-NIZK, with constant security loss factors. More-
over, our instantiations of PV-QA-HPS and QA-HPS have fully tight securities,
and only the tag-based QA-NIZK instantiation has security loss factor O(log λ).
Therefore, our fully tightness-preserving generic constructions leave spaces for
even tighter (fully tight) MUc/MUc&l security, as long as we can find instantia-
tions of tag-based QA-NIZK with tighter security.

On efficiency of our MDDH-based schemes. Note that all our schemes
enjoy full compactness (i.e., all the parameters, keys, signatures and ciphertexts
consist of only a constant number of group elements). Though not as efficient
as those constructed in the RO model [20, 14, 29], our schemes are the first
ones achieving almost tight MUc security in the standard model, getting rid of
the ideal object RO that may not result in secure implementations in practice
[10]. We believe our fully compact schemes are good starts for almost tight MUc

security in the standard model and follow-up work might improve efficiency even
further.

Moreover, all our schemes additionally support bounded key leakages and
achieve almost tight MUc&l security, which is not known to hold for the aforemen-
tioned RO schemes. This suggests that our schemes are the first ones achieving
almost tight MUc&l security, no matter in the standard model or RO model.
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Appendix

A Full Comparison Tables on the Full Compactness

Table 5. Comparison of signature (SIG) schemes that have (almost) tight MU-CMA security under adaptive corruptions (MUc-CMA).
The column Standard Model shows whether the security is proved in the standard model. The column Strong Security shows whether
the scheme is proved strongly existentially unforgeable. The column Corruption? asks whether the security is proved in the presence of
adaptive corruptions. The column Leakage? asks whether the security is proved additionally in the presence of key leakages, and if so, a
leakage rate (defined as the ratio of leakage amount to secret key size) is presented. The column Full Compactness shows whether the
scheme is fully compact (i.e., all the public parameters pp, verification key vk, signing key sk and signature σ consist of only a constant
number of group elements or lattice vectors), and if not, the non-compact part is presented. The columns |pp|, |vk|, |sk| and |σ| count
the size of public parameters pp, verification key vk, signing key sk and signature σ, respectively, in terms of numbers of group elements,
lattice vectors, exponents and bit-strings, where λ denotes the security parameter. The column Security Loss shows the security loss
factor of the reductions. The column Assumption shows the computational assumption on which the security is based.

SIG Scheme
Standard

Model
Strong

Security
Corruption? Leakage? Full Compactness |pp| |vk| |sk| |σ| Security

Loss
Assumption

BHJKL [4, 23] X – X – × (non-compact σ) O(1) O(1) O(1) O(λ) O(1) MDDH

GJ [20] × – X – X 1 2 1 7 O(1) DDH

DGJL [14] × X X – X 1 4 1 3 O(1) DDH or φ-Hiding

HJKLPRS [21] X × X – × (non-compact pp) 10λ+ 5 1 2 5 O(λ) MDDH

PW [35] × – X – × (non-compact vk) O(1) O(λ) O(λ) 6 O(1) LWE

Our SIGMDDH X X X X ( 1
6 − o(1)) X 27 3 6 19 O(log λ) MDDH
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Table 6. Comparison of public-key encryption (PKE) schemes that have (almost) tight
MUMC-CCA security under adaptive corruptions (MUMCc-CCA) or key leakages. The
columns have similar meanings as those in Table 5, with pp the public parameters, pk
the public key, sk the secret key and c the ciphertext of PKE. .

PKE Scheme
Standard

Model
Corruption? Leakage?

Full
Compact.

|pp| |pk| |sk| |c| Security
Loss

Assumption

HLLG [22] X – X ( 1
18 − o(1)) X 6 4 18 8 O(log λ) MDDH

LLP [29] × X – X 1 4 2 4 O(1) CDH

Our PKEMDDH X X X ( 1
3 − o(1)) X 25 1 3 18 O(log λ) MDDH

B Additional Preliminaries

Definition 17 (SIG). A signature (SIG) scheme SIG = (SetupSIG,Gen,Sign,
VrfySIG) with message space M consists of four PPT algorithms:

– ppSIG ←$ SetupSIG: The setup algorithm outputs a public parameter ppSIG,
which serves as an implicit input of other algorithms.

– (vk, sk)←$ Gen(ppSIG): Taking ppSIG as input, the key generation algorithm
outputs a pair of verification key and signing key (vk, sk).

– σ ←$ Sign(sk,m): Taking as input a signing key sk and a message m ∈M,
the signing algorithm outputs a signature σ.

– 0/1 ← VrfySIG(vk,m, σ): Taking as input a verification key vk, a message
m ∈ M and a signature σ, the deterministic verification algorithm outputs
a bit indicating whether σ is a valid signature for m w.r.t. vk.

Correctness requires that for all ppSIG ∈ SetupSIG, (vk, sk) ∈ Gen(ppSIG), m ∈M,
σ ∈ Sign(sk,m), it holds that VrfySIG(vk,m, σ) = 1.

Definition 18 (PKE). A public-key encryption (PKE) scheme PKE = (SetupPKE,
Gen,Enc,Dec) with message space M consists of four PPT algorithms:

– ppPKE ←$ SetupPKE: The setup algorithm outputs a public parameter ppPKE,
which serves as an implicit input of other algorithms.

– (pk, sk)←$ Gen(ppPKE): Taking ppPKE as input, the key generation algorithm
outputs a pair of public key and secret key (pk, sk).

– c←$ Enc(pk,m): Taking as input a public key pk and a message m ∈ M,
the encryption algorithm outputs a ciphertext c.

– m/⊥ ← Dec(sk, c): Taking as input a secret key sk and a ciphertext c, the
deterministic decryption algorithm outputs either a message m ∈ M or a
special symbol ⊥ indicating the failure of decryption.

Correctness requires that for all ppPKE ∈ SetupPKE, (pk, sk) ∈ Gen(ppPKE), m ∈
M, c ∈ Enc(pk,m), it holds that Dec(sk, c) = m.

Definition 19 (Collision-resistant hash functions). A family of hash func-
tions H is collision-resistant, if for any PPT adversary A, it holds that

AdvcrH,A(λ) := Pr[H ←$ H, (x1, x2)←$ A(H) : x1 6= x2∧H(x1) = H(x2)] ≤ negl(λ).
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C Proof of Theorem 1 (Strong MUc&l-CMA Security of
SIG)

Theorem 1 (Strong MUc&l-CMA Security of SIG) Assume that (i) L and
L0 have hard SMPs, (ii) PVQAHPS is a publicly-verifiable QA-HPS for both
L and L0, having verification soundness, VK-diversity, and supporting κ-LR-
〈L0,L 〉-OT-extracting, (iii) QANIZK is a tag-based QA-NIZK for L , satisfy-
ing both perfect zero-knowledge and unbounded simulation-soundness, (iv) H is
collision-resistant. Then the proposed SIG scheme in Fig. 8 is strongly MUc&l-CMA
secure under κ bits leakage per user.

Concretely, for any number n of users and any adversary A who makes at
most Qs times of OSign queries, there exist adversaries B1, · · · ,B6, such that
T(B1) ≈ · · · ≈ T(B5) ≈ T(A) + (n+Qs) · poly(λ), with poly(λ) independent of
T(A), and

Advs-cma-c&l
SIG,A,n,κ(λ) ≤ Advvrfy-sndPVQAHPS,B1,n

(λ) + AdvcrH,B2
(λ) + Advmsmp

L ,B3,Qs
(λ) + Advmsmp

L0,B4,Qs
(λ)

+ AdvussQANIZK,B5
(λ) + n(n−1)

2 · εvk-divPVQAHPS(λ) + n · εlr-〈L0,L〉-otext
PVQAHPS,B6,κ

(λ).

Remark 4 (On the Tightness of SIG’s Strong MUc&l-CMA security).
According to Theorem 1, SIG has tight strong MUc&l-CMA security as long as
both the multi-fold SMPs related to L and L0 have tight reductions (e.g., to the
MDDH assumptions), PVQAHPS has a tight verification soundness and QANIZK
has a tight USS. We stress that only factors of computational reductions count
when evaluating whether the security is tight or not.

We also note that the statistical loss n(n−1)
2 · εvk-divPVQAHPS(λ) is quadratic in the

number n of users. This statistical loss exactly reflects the collision probability
of verification keys among n users. Such a quadratic statistical loss is inherent
to the MUc&l-CMA security (even to MUc) of all signature schemes, since if two
verification keys collide, an adversary can simply corrupt one user and use the
signing key to forge a signature for another user.

Proof of Theorem 1. We prove the theorem by defining a sequence of games
G0 –G6 and showing adjacent games indistinguishable. A brief description of
differences between adjacent games is summarized in Table 3 in Subsect. 5.2.

Game G0: This is the Exps-cma-c&l
SIG,A,n,κ experiment (cf. Fig. 7).

Let (vki, ski) denote the verification/signing key pair of user i ∈ [n]. In this
game, when answering an OSign query (i,m), the challenger samples x ←$ Lρ
with witness w, computes d := Priv(ski, x), τ := H(vki,m) and π ←$ Prove(crs, τ,
x, w). Then, the challenger returns σ := (x, d, π) to A and puts (i,m, σ) to set
QSign. For an OCor query i, the challenger returns ski to A and puts i to set
QCor. For an OLeak query (i, L), the challenger returns L(ski) to A.

At the end of the game, A outputs a forgery (i∗,m∗, σ∗ = (x∗, d∗, π∗ )). Let
Win denote the event that

i∗ /∈ QCor ∧ (i∗,m∗, σ∗) /∈ QSign ∧ VrfyNIZK(crs, τ∗, x∗, π∗) = 1 ∧ VrfyHPS(vki∗ , x
∗, d∗) = 1,

35



where τ∗ := H(vki∗ ,m
∗). By definition, Advs-cma-c&l

SIG,A,n,κ(λ) = Pr0[Win].

Game G1: It is the same as G0, except that, the event Win is now defined as

i∗ /∈ QCor ∧ (i∗,m∗, σ∗) /∈ QSign ∧ VrfyNIZK(crs, τ∗, x∗, π∗) = 1 ∧ d∗ = Priv(ski∗ , x
∗) .

Claim 1.
∣∣Pr0[Win]− Pr1[Win]

∣∣ ≤ Advvrfy-sndPVQAHPS,B1,n
(λ).

Proof. By InConsis denote the event that A’s forgery (i∗,m∗, σ∗ = (x∗, d∗, π∗ ))
satisfying VrfyHPS(vki∗ , x

∗, d∗) = 1 ∧ d∗ 6= Priv(ski∗ , x
∗).

Clearly, G1 is identical to G0 unless InConsis occurs, thus
∣∣Pr0[Win]−Pr1[Win]

∣∣
≤ Pr1[InConsis]. It is straightforward to construct an adversary B1 against the

verification soundness of PVQAHPS, s.t. Pr1[InConsis] ≤ Advvrfy-sndPVQAHPS,B1,n
(λ).

(Since B1 is given the signing keys of all users, it can simulate G1 honestly for A,
output the (i∗, x∗, d∗) contained in A’s forgery and succeed as long as InConsis
occurs.) We also provide a full description of B1 in Appendix C.1.

Game G2: It is the same as G1, except that, after generating n pairs of verifi-
cation/signing keys {(vki, ski)}i∈[n], the challenger aborts immediately if there
are two verification keys that collide, i.e., ∃1 ≤ i < j ≤ n, s.t. vki = vkj .

Since ski and skj are independently and uniformly chosen from SK, by the
VK-diversity of PVQAHPS and by a union bound, it follows that

∣∣Pr1[Win] −
Pr2[Win]

∣∣ ≤∑1≤i<j≤n Pr[ν(ski) = ν(skj)] ≤ n(n−1)
2 · εvk-divPVQAHPS(λ).

Game G3: It is the same as G2, except that, when answering OSign(i,m), the
challenger computes π via the Sim algorithm of QANIZK by using the simulation
trapdoor tdcrs:

• π ←$ Sim(crs, tdcrs, τ, x).

Note that the witness w for x ∈ Lρ is no longer needed.
Since x is chosen from Lρ with witness w, by the perfect zero-knowledge of

QANIZK, the π in G3 is identically distributed as that in G2. Consequently, the
change is just conceptual and Pr2[Win] = Pr3[Win].

Game G4: It is the same as G3, except that, when answering OSign(i,m), the
challenger also puts (τ, x, π) to a set QSim, and for the forgery (i∗,m∗, σ∗ =
(x∗, d∗, π∗ )) output by A, the event Win is now defined as

i∗ /∈ QCor ∧ (i∗,m∗, σ∗) /∈ QSign ∧ VrfyNIZK(crs, τ∗, x∗, π∗) = 1

∧ d∗ = Priv(ski∗ , x
∗) ∧ (τ∗, x∗, π∗) /∈ QSim .

Claim 2.
∣∣Pr3[Win]− Pr4[Win]

∣∣ ≤ AdvcrH,B2
(λ).

Proof. By Bad denote the event that A’s forgery (i∗,m∗, σ∗ = (x∗, d∗, π∗ ))
satisfying ∃ (i,m, σ = (x, d, π )) ∈ QSign, s.t.

i∗ /∈ QCor ∧ (i∗,m∗, σ∗ = (x∗, d∗, π∗)) 6= (i,m, σ = (x, d, π))

∧ VrfyNIZK(crs, τ∗, x∗, π∗) = 1 ∧ d∗ = Priv(ski∗ , x
∗) ∧ (τ∗, x∗, π∗) = (τ, x, π) ∈ QSim,
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where τ∗ := H(vki∗ ,m
∗) and τ := H(vki,m). Clearly, G3 and G4 are the same

until Bad occurs, thus
∣∣Pr3[Win]− Pr4[Win]

∣∣ ≤ Pr4[Bad].
To bound Pr4[Bad], we divide Bad into the following two cases:

• Case 1: (i∗,m∗) = (i,m). Together with (i∗,m∗, σ∗ = (x∗, d∗, π∗)) 6=
(i,m, σ = (x, d, π)) ∧ (τ∗, x∗, π∗) = (τ, x, π), it follows that d∗ 6= d. However,
this contradicts d∗ = Priv(ski∗ , x

∗) = Priv(ski, x) = d. Therefore, this case
can never occur.

• Case 2: (i∗,m∗) 6= (i,m). Since there are no verification key collisions (due
to the game change in G2), (i∗,m∗) 6= (i,m) implies (vki∗ ,m

∗) 6= (vki,m).
Together with τ∗ = H(vki∗ ,m

∗) = H(vki,m) = τ , this case suggests a
collision of H. It is straightforward to construct an adversary B2 so that
Pr4[Bad] ≤ AdvcrH,B2

(λ). (B2 can sample all signing keys itself, simulate G4

honestly for A, and successfully find a collision as long as Bad happens.)

Overall,
∣∣Pr3[Win]− Pr4[Win]

∣∣ ≤ Pr4[Bad] ≤ AdvcrH,B2
(λ).

Game G5: It is the same as G4, except that, at the beginning of the game,
the challenger picks (ρ0, td0) ←$ L0 besides (ρ, td)←$ L , and for all the OSign

queries, the challenger samples x ←$ Lρ0 instead of x ←$ Lρ.

Claim 3.
∣∣Pr4[Win]− Pr5[Win]

∣∣ ≤ Advmsmp
L ,B3,Qs

(λ) + Advmsmp
L0,B4,Qs

(λ).

Proof. We introduce an intermediate Game G4.5 between G4 and G5, where the
challenger samples x ←$ X for all the OSign queries.

Since witness w for x is not used at all in G4, G4.5 and G5 (due to the game
change in G3), we can directly construct two adversaries B3 and B4 for solving the
multi-fold SMP related to L and the multi-fold SMP related to L0 respectively,
s.t.

∣∣Pr4[Win] − Pr4.5[Win]
∣∣ ≤ Advmsmp

L ,B3,Qs
(λ) and

∣∣Pr4.5[Win] − Pr5[Win]
∣∣ ≤

Advmsmp
L0,B4,Qs

(λ). The full description of B3 and B4 can be found in Appendix C.2.
(B3 and B4 can sample all signing keys themselves, simulate G4/G4.5/G5 honestly
for A depending on the challenges that B3 and B4 receive, and succeed as long
as A behaves differently in these games.)

Game G6: It is the same as G5, except that, the event Win is now defined as

i∗ /∈ QCor ∧ (i∗,m∗, σ∗) /∈ QSign ∧ VrfyNIZK(crs, τ∗, x∗, π∗) = 1

∧ d∗ = Priv(ski∗ , x
∗) ∧ (τ∗, x∗, π∗) /∈ QSim ∧ x∗ ∈ Lρ .

Claim 4.
∣∣Pr5[Win]− Pr6[Win]

∣∣ ≤ AdvussQANIZK,B5
(λ).

Proof. By Forge denote the event that A’s forgery (i∗,m∗, σ∗ = (x∗, d∗, π∗ ))
s.t. i∗ /∈ QCor ∧ (i∗,m∗, σ∗) /∈ QSign ∧ VrfyNIZK(crs, τ∗, x∗, π∗) = 1

∧ d∗ = Priv(ski∗ , x
∗) ∧ (τ∗, x∗, π∗) /∈ QSim ∧ x∗ /∈ Lρ.

G5 and G6 are the same unless Forge occurs, so
∣∣Pr5[Win]−Pr6[Win]

∣∣ ≤ Pr6[Forge].
Note that Forge implies VrfyNIZK(crs, τ∗, x∗, π∗) = 1 ∧ (τ∗, x∗, π∗) /∈ QSim ∧ x∗ /∈
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Lρ. Thus by the USS of tag-based QANIZK, we can build an adversary B5 such
that Pr6[Forge] ≤ AdvussQANIZK,B5

(λ). B5 can sample all signing keys itself, simu-
late G6 honestly for A (using its own oracle OSim defined in Fig. 4 to generate
simulated proofs π when answering OSign queries for A), output the (τ∗, x∗, π∗)
extracted from A’s forgery to its own challenger, and succeed as long as Forge
occurs. We also provide a full description of B5 in Appendix C.3.

Finally, we have the following claim regarding Pr6[Win].

Claim 5. Pr6[Win] ≤ n · εlr-〈L0,L〉-otext
PVQAHPS,B6,κ

(λ).

Proof. Let i∗ denote the user index contained in A’s forgery. In the case that
A corrupts user i∗ (i.e., i∗ ∈ QCor), Win does not occur, thus the claim trivially
holds. Next we prove the claim in the case that A never corrupts user i∗ (i.e.,
i∗ /∈ QCor). We analyze the information about ski∗ that A may obtain in G6.

• Firstly, the verification keys contain vki∗ = ν(ski∗).
• In OSign(i∗,m), since x ←$ Lρ0 , the behavior of OSign for user i∗ is com-

pletely determined by αρ0(ski∗).
• Since i∗ /∈ QCor, A never queries OCor(i∗).
• From OLeak(i∗, L), A obtains at most κ bits information about ski∗ .

Overall, the information about ski∗ that A learns in G6 is limited in ν(ski∗),
αρ0(ski∗) and at most κ bits leakage information.

Then we analyze the probability Pr6[Win]. For A’s forgery (i∗,m∗, σ∗ =
(x∗, d∗, π∗ )), Win will not occur unless x∗ ∈ Lρ ∧ d∗ = Priv(ski∗ , x

∗). Intuitively,
by the κ-LR-〈L0,L 〉-OT-extracting property of publicly-verifiable PVQAHPS
(cf. Def. 10), we know that x∗ ∈ Lρ ∧ d∗ = Priv(ski∗ , x

∗) holds with only a
negligible probability, even in the presence of ν(ski∗), αρ0(ski∗) and at most κ
bits leakage about ski∗ . Hence Win hardly happens in G6.

Formally, we build an (unbounded) adversary B6 against the κ-LR-〈L0,L 〉-
OT-extracting property of publicly-verifiable PVQAHPS. B6 is given (ppHPS, ρ0, ρ,
αρ0(sk), ν(sk)), where sk ←$ SK is chosen by its own challenger, and has access

to the oracle OLeak defined in Fig. 6, which is denoted by O(PVQAHPS)
Leak below to

avoid confusing with the OLeak in SIG’s experiment. B6 will simulate G6 for A.
Intuitively, B6 will first guess the user index i∗ for which A forges a signature
(with a security loss n), implicitly set the signing key of user i∗ as the sk chosen
by its own challenger and explicitly define the verification key of user i∗ as the
ν(sk) contained in its input. For the remaining n− 1 users, B6 samples signing
keys itself, thus can honestly answer OSign, OCor and OLeak queries made by A
for these users. For user i∗, B6 can answer OSign queries using the projection key
αρ0(sk) contained in its own input (since x←$ Lρ0), answer OLeak queries via

its own O(PVQAHPS)
Leak oracle, and abort immediately if A corrupts i∗. Finally, B6

receives a forgery (i∗,m∗, σ∗ = (x∗, d∗, π∗)) from A, and returns (x∗, d∗) to its
own challenger. Overall, B6 succeeds (i.e., x∗ ∈ Lρ ∧ d∗ = Priv(sk, x∗)) as long

as i∗ is correctly guessed and Win occurs, thus ε
lr-〈L0,L〉-otext
PVQAHPS,B6,κ

(λ) ≥ 1
n · Pr6[Win].
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We also provide a full description of B6 in Appendix C.4.

Taking all things together, Theorem 1 follows. ut

C.1 Full Description of Reduction B1 for Claim 1

To bound Pr1[InConsis], we construct an adversary B1 against the verification
soundness of PVQAHPS (cf. Def. 9). The full description of B1 is as follows. B1
is given (ppHPS, (ski, vki)i∈[n]), where ski ←$ SK (i ∈ [n]) are chosen by its own
challenger and vki := ν(ski). B1 simulates G1 for A as follows.

• Firstly, B1 invokes (ρ, td)←$ L , ppNIZK ←$ SetupNIZK, (crs, tdcrs)←$ CRSGen(ρ),
H ←$ H, sets ppSIG := (ρ, ppHPS, ppNIZK, crs, H), and sends (ppSIG, {vki}i∈[n])
to A.
• B1 has the signing keys {ski}i∈[n] of all users, thus can honestly answer OSign

queries, OCor queries and OLeak queries made by A, the same way as G1.
Concretely, for an OSign query (i,m) made by A, B1 samples x←$ Lρ

with witness w, computes d := Priv(ski, x), τ := H(vki,m), and invokes
π ←$ Prove(crs, τ, x, w). Then, B1 returns σ := (x, d, π) toA and puts (i,m, σ)
to set QSign. For an OCor query i, B1 returns ski to A and puts i to set QCor.
For an OLeak query (i, L), B1 returns L(ski) to A.
• Finally, B1 receives a forgery (i∗,m∗, σ∗ = (x∗, d∗, π∗ )) from A. B1 outputs

(i∗, x∗, d∗) to its own challenger.

It is clear to see that B1 simulates G1 perfectly for A, and B1’s output (i∗, x∗, d∗)
succeeds in the Expvrfy-sndPVQAHPS,B1,n

experiment (cf. Fig. 5) so that d∗ 6= Priv(ski∗ , x
∗)

∧ VrfyHPS(vki∗ , x
∗, d∗) = 1 as long as InConsis occurs. Thus, Pr1[InConsis] ≤

Advvrfy-sndPVQAHPS,B1,n
(λ) and Claim 1 follows.

C.2 Full Description of Reductions B3 and B4 for Claim 3

We introduce an intermediate game G4.5 between G4 and G5:

– Game G4.5: It is the same as game G4, except that, for all the OSign queries,
the challenger samples x←$ X .

Note that the witness w for x is not used at all in games G4, G4.5 and G5

(due to the game change in G3).
Below we construct two adversaries B3 and B4 for solving the multi-fold SMP

related to L and the multi-fold SMP related to L0 respectively, s.t.
∣∣Pr4[Win]−

Pr4.5[Win]
∣∣ ≤ Advmsmp

L ,B3,Qs
(λ) and

∣∣Pr4.5[Win]− Pr5[Win]
∣∣ ≤ Advmsmp

L0,B4,Qs
(λ).

We first provide the full description of B3 for solving the multi-fold SMP
related to L (cf. Def. 3). B3 is given (ρ, {xj}j∈[Qs]), where (ρ, td)←$ L , and B3
aims to decide whether x1, ..., xQs ←$ Lρ or x1, ..., xQs ←$ X . B3 will simulate
G4 or G4.5 for A, depending on the input that B3 receives.
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• Firstly, B3 invokes ppHPS ←$ SetupHPS, ppNIZK ←$ SetupNIZK, (crs, tdcrs)←$

CRSGen(ρ), H ←$ H, and sets ppSIG := (ρ, ppHPS, ppNIZK, crs, H). Then for
each user i ∈ [n], B3 samples signing key ski ←$ SK itself and computes the
corresponding verification key vki := ν(ski). B3 sends (ppSIG, {vki}i∈[n]) to
A.
• For OSign queries, when answering the j-th (j ∈ [Qs]) OSign query (i,m),
B3 sets x as the xj in its own input, and computes d := Priv(ski, x), τ :=
H(vki,m) and π ←$ Sim(crs, tdcrs, τ, x), without knowing a witness of x. B3
returns σ := (x, d, π) to A, puts (i,m, σ) to QSign and puts (τ, x, π) to QSim.

In the case that x = xj is uniformly chosen from Lρ, B3 perfectly simulates
G4 for A; in the case that x = xj is uniformly chosen from X , B3 perfectly
simulates G4.5 for A.

• B3 uses {ski}i∈[n] to answer OCor and OLeak queries for A, the same way
as G4 and G4.5.

• Finally, B3 receives a forgery (i∗,m∗, σ∗ = (x∗, d∗, π∗ )) from A. B3 uses the
signing keys {ski}i∈[n] to decide whether the event Win defined in G4 (which
is the same as that defined in G4.5 and G5) occurs, i.e.,

i∗ /∈ QCor ∧ (i∗,m∗, σ∗) /∈ QSign ∧ VrfyNIZK(crs, τ∗, x∗, π∗) = 1

∧ d∗ = Priv(ski∗ , x
∗) ∧ (τ∗, x∗, π∗) /∈ QSim.

B3 returns 1 to its own challenger if and only if Win occurs.

Overall, B3 simulates G4 for A in the case x1, ..., xQs ←$ Lρ and simulates G4.5

for A in the case x1, ..., xQs ←$ X , thus B3 successfully distinguishes the two
cases as long as the probability that Win occurs in G4 differs non-negligibly from
that in G4.5. Consequently, we have Advmsmp

L ,B3,Qs
(λ) ≥

∣∣Pr4[Win]− Pr4.5[Win]
∣∣.

Next, we provide the description of B4 for solving the multi-fold SMP related
to L0 (cf. Def. 3). B4 is given (ρ0, {xj}j∈[Qs]), where (ρ0, td0)←$ L0, and B4
aims to decide whether x1, ..., xQs ←$ Lρ0 or x1, ..., xQs ←$ X . B4 simulates ex-
actly the same way as B3 does, except that, B4 samples (ρ, td) ←$ L itself to gen-
erate the ρ contained in ppSIG. In particular, when answering the j-th (j ∈ [Qs])
OSign query (i,m) made by A, B4 sets x as the xj in its own input. In the case
that x = xj is uniformly chosen from Lρ0 , B4 perfectly simulates G5 for A; in the
case that x = xj is uniformly chosen from X , B4 perfectly simulates G4.5 for A.
Therefore, B4 successfully distinguishes x1, ..., xQs ←$ Lρ0 from x1, ..., xQs ←$ X
as long as the probability that Win occurs in G5 differs non-negligibly from that
in G4.5. Consequently, we have Advmsmp

L0,B4,Qs
(λ) ≥

∣∣Pr4.5[Win]− Pr5[Win]
∣∣.

This completes the proof of Claim 3.

C.3 Full Description of Reduction B5 for Claim 4

To bound Pr6[Forge], we construct an adversary B5 against the USS of tag-
based QANIZK (cf. Def. 7). The full description of B5 is as follows. B5 is given
(ρ, td, ppNIZK, crs) and has access to the oracle OSim defined in Fig. 4. B5 simulates
G6 for A as follows.
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• Firstly, B5 invokes ppHPS ←$ SetupHPS, samples H ←$ H, and sets ppSIG :=
(ρ, ppHPS, ppNIZK, crs, H). B5 also invokes (ρ0, td0)←$ L0. Then for each user
i ∈ [n], B5 samples signing key ski ←$ SK itself and computes the corre-
sponding verification key vki := ν(ski). B5 sends (ppSIG, {vki}i∈[n]) to A.

• For an OSign query (i,m) made by A, B5 samples x ←$ Lρ0 , computes d :=
Priv(ski, x) and τ := H(vki,m). Then B5 sends (τ, x) to its own OSim oracle
and obtains π, which is generated by OSim via π ←$ Sim(crs, tdcrs, τ, x). B5
returns σ := (x, d, π) to A, puts (i,m, σ) to QSign and puts (τ, x, π) to QSim.

• B5 uses {ski}i∈[n] to answer OCor and OLeak queries for A, the same as G6.
• Finally, B5 receives a forgery (i∗,m∗, σ∗ = (x∗, d∗, π∗ )) fromA. B5 computes
τ∗ := H(vki∗ ,m

∗), and outputs (τ∗, x∗, π∗) to its own challenger.

It is clear to see that B5 simulates G6 perfectly for A, and B5 outputs a successful
forgery (τ∗, x∗, π∗) to its own challenger so that x∗ /∈ Lρ ∧ (τ∗, x∗, π∗) /∈
QSim ∧ VrfyNIZK(crs, τ∗, x∗, π∗) = 1 as long as Forge occurs. Thus, Pr6[Forge] ≤
AdvussQANIZK,B5

(λ) and Claim 4 follows.

C.4 Full Description of Reduction B6 for Claim 5

To bound Pr6[Win], we construct an (unbounded) adversary B6 against the κ-LR-
〈L0,L 〉-OT-extracting property of PVQAHPS (cf. Def. 10). The full description
of B6 is as follows. B6 is given (ppHPS, ρ0, ρ, αρ0(sk), ν(sk)), where sk ←$ SK is
chosen by its own challenger, and has access to the oracle OLeak defined in Fig.

6, which is denoted by O(PVQAHPS)
Leak below to avoid confusing with the OLeak in

SIG’s experiment. B6 simulates G6 for A as follows.

• Firstly, B6 invokes ppNIZK ←$ SetupNIZK, (crs, tdcrs)←$ CRSGen(ρ), samples
H ←$ H, and sets ppSIG := (ρ, ppHPS, ppNIZK, crs, H).

B6 samples an index î ←$ [n] uniformly, sets sk̂i := sk implicitly and

defines vk̂i := ν(sk) explicitly for user î, where sk is the hashing key chosen
by B6’s own challenger and ν(sk) is part of B6’s own input. For all other

users i ∈ [n] \
{
î
}

, B6 samples signing key ski ←$ SK itself and computes
vki := ν(ski). B6 sends (ppSIG, {vki}i∈[n]) to A.

• For an OSign query (i,m) made by A, B6 computes a signature σ as follows.

B6 first samples x ←$ Lρ0 with witness w. If i 6= î, B6 computes d :=

Priv(ski, x) using ski, the same as G6; if i = î, B6 computes d := Pub(αρ0(sk),
x, w) using the projection key αρ0(sk) contained in its own input, which is
also the same as G6 by the correctness of PVQAHPS. Then, B6 computes
τ := H(vki,m), invokes π ←$ Sim(crs, tdcrs, τ, x) and sets σ := (x, d, π).
B6 returns σ to A, puts (i,m, σ) to QSign and puts (τ, x, π) to QSim.

• For an OCor query i made by A, if i 6= î, B6 returns ski to A; if i = î, B6
aborts immediately.

• For an OLeak query (i, L) made by A, if i 6= î, B6 returns L(ski) to A; if i = î,

B6 submits L to its own O(PVQAHPS)
Leak oracle, obtains L(sk) from O(PVQAHPS)

Leak ,
and returns L(sk) to A.
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• Finally, B6 receives a forgery (i∗,m∗, σ∗ = (x∗, d∗, π∗ )) from A. If i∗ = î,

B6 outputs (x∗, d∗) to its own challenger; if i∗ 6= î, B6 aborts the game.

It is clear to see that if î = i∗ (which happens with probability 1
n ) and A never

corrupts i∗, B6 simulates G6 perfectly for A, and B6’s output (x∗, d∗) succeeds

in the Exp
lr-〈L0,L〉-otext
PVQAHPS,B6,κ

experiment so that x∗ ∈ Lρ ∧ d∗ = Priv(sk, x∗) as long

as Win occurs. Thus, ε
lr-〈L0,L〉-otext
PVQAHPS,B6,κ

(λ) ≥ 1
n · Pr6[Win] and Claim 5 follows.

D Proof of Theorem 2 (MUMCc&l-CCA Security of PKE)

Theorem 2 (MUMCc&l-CCA Security of PKE) Assume that (i) L and L0

have hard SMPs, (ii) QAHPS is a QA-HPS for both L and L0, having PK-
diversity, and supporting both κ-LR-〈L ,L0〉-key-switching and L0-multi-key-
multi-extracting, (iii) QANIZK is a tag-based QA-NIZK for L , satisfying both
perfect zero-knowledge and unbounded simulation-soundness, (iv) H is collision-
resistant. Then the proposed PKE scheme in Fig. 10 is MUMCc&l-CCA secure
under κ bits leakage per user.

Concretely, for any number n of users and any adversary A who makes at
most Qe times of OEnc queries and Qd times of ODec queries, there exist ad-
versaries B1, · · · ,B7, such that T(B1) ≈ · · · ≈ T(B6) ≈ T(A) + (n+Qe +Qd) ·
poly(λ), with poly(λ) independent of T(A), and

Advcca-c&l
PKE,A,n,κ(λ) ≤ AdvcrH,B1

(λ) + Advmsmp
L ,B2,Qe

(λ) + 2 · Advml-msmp
L0,B3,n,Qe

(λ) + Advmsmp
L0,B4,Qe

(λ)

+ AdvussQANIZK,B5
(λ) + AdvL0-mk-mext

QAHPS,B6,n,Qe
(λ) + n(n−1)

2 · εpk-divQAHPS(λ) + 2n · εlr-〈L,L0〉-ks
QAHPS,B7,κ

(λ).

Remark 5 (On the Tightness of PKE’s MUMCc&l-CCA security). Accord-
ing to Theorem 2, PKE has tight MUMCc&l-CCA security as long as both the
multi-fold SMP related to L and the multi-language multi-fold SMP related
to L0 have tight reductions, QAHPS has a tight L0-multi-key-multi-extracting
property and QANIZK has a tight USS.

Moreover, similar to Remark 4, the statistical loss n(n−1)
2 · εpk-divQAHPS(λ) exactly

reflects the collision probability of public keys among n users, and is inherent
to the MUMCc&l-CCA security (even to MUc-CPA) of all PKE schemes, since if
two public keys collide, an adversary can simply corrupt one user and use the
secret key to decrypt a challenge ciphertext for another user. Nevertheless, the
statistical loss does not affect the security tightness of PKE.

Proof of Theorem 2. We prove Theorem 2 by defining a sequence of games
G0 –G8 and showing adjacent games indistinguishable. A brief description of
differences between adjacent games is summarized in Table 4 in Subsect. 6.2.

Game G0: This is the Expcca-c&l
PKE,A,n,κ experiment (cf. Fig. 9). Let Win denote the

event that β′ = β. By definition, Advcca-c&l
PKE,A,n,κ(λ) = |Pr0[Win]− 1

2 |.
Let (pki, ski) denote the public/secret key pair of user i ∈ [n]. In this game,

when answering an OEnc query (i∗,m0,m1), the challenger samples x∗ ←$ Lρ
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with witness w∗, computes d∗ := Pub(pki∗ , x
∗, w∗) + mβ , τ∗ := H(pki∗ , d

∗)
and π∗ ←$ Prove(crs, τ∗, x∗, w∗). Then, the challenger returns the challenge ci-
phertext c∗ := (x∗, d∗, π∗ ) to A and puts (i∗, c∗) to set QEnc. Upon an ODec

query (i, c = (x, d, π )), the challenger computes τ := H(pki, d), returns m :=
d−Priv(ski, x) to A if (i, c) /∈ QEnc∧VrfyNIZK(crs, τ, x, π) = 1 holds, and returns
⊥ otherwise. For an OCor query i, the challenger returns ski to A and puts i to
set QCor. For an OLeak query (i, L), the challenger returns L(ski) to A.

Game G1: It is the same as G0, except that, the challenger aborts immediately
if there are collisions in {pki}i∈[n], i.e., ∃1 ≤ i < j ≤ n, s.t. pki = pkj .

By the PK-diversity of QAHPS,
∣∣Pr0[Win]−Pr1[Win]

∣∣ ≤ n(n−1)
2 · εpk-divQAHPS(λ).

Game G2: It is the same as G1, except that, when answering OEnc(i∗,m0,m1),
the challenger computes d∗ and π∗ without using the witness w∗ for x∗ ∈ Lρ:

• d∗ := Priv(ski∗ , x
∗) +mβ , • π∗ ←$ Sim(crs, tdcrs, τ

∗, x∗).

Since x∗ is chosen from Lρ with witness w∗, by the correctness of QAHPS
and by the perfect zero-knowledge of QANIZK, we have Pr1[Win] = Pr2[Win].

Game G3: It is the same as G2, except that, when answering OEnc(i∗,m0,m1),
the challenger also puts (τ∗, x∗, π∗) to a setQSim, and when answeringODec(i, c =
(x, d, π)), the challenger adds the following new rejection rule:

• If (τ, x, π) ∈ QSim, return ⊥ directly.

Clearly, G2 and G3 are the same unless that A ever queries ODec(i, c =
(x, d, π )) s.t.

∃ (i∗, c∗ = (x∗, d∗, π∗ )) ∈ QEnc, s.t. (i, c = (x, d, π )) 6= (i∗, c∗ = (x∗, d∗, π∗ ))

∧ VrfyNIZK(crs, τ, x, π) = 1 ∧ (τ, x, π) = (τ∗, x∗, π∗) ∈ QSim,

where τ := H(pki, d) and τ∗ := H(pki∗ , d
∗).

Note that by (i, c = (x, d, π )) 6= (i∗, c∗ = (x∗, d∗, π∗ )) and (τ, x, π) =
(τ∗, x∗, π∗), it follows that (i, d) 6= (i∗, d∗) and τ = H(pki, d) = H(pki∗ , d

∗) =
τ∗. Since there are no public key collisions (due to the game change in G1),
(i, d) 6= (i∗, d∗) implies (pki, d) 6= (pki∗ , d

∗). Consequently, the above event sug-
gests a collision of H, and we have

∣∣Pr2[Win]− Pr3[Win]
∣∣ ≤ AdvcrH,B1

(λ).

Game G4: It is the same as G3, except that, at the beginning of the game, the

challenger picks (ρ
(i)
0 , td

(i)
0 )←$ L0 independently for each user i ∈ [n] besides

(ρ, td)←$ L , and when answering OEnc(i∗,m0,m1), the challenger samples x∗

from the i∗-th language L
ρ
(i∗)
0

, i.e., x∗ ←$ L
ρ
(i∗)
0

, instead of x∗ ←$ Lρ.
By the multi-fold SMP related to L and by the multi-language multi-fold

SMP related to L0 (cf. Def. 14), we can first change G3 to an intermediate game
G3.5 where the challenger samples x∗ ←$ X for all the OEnc queries, then further
change G3.5 to G4. Overall, we have the following claim.
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Claim 6.
∣∣Pr3[Win]− Pr4[Win]

∣∣ ≤ Advmsmp
L ,B2,Qe

(λ) + Advml-msmp
L0,B3,n,Qe

(λ).

We provide a proof for Claim 6 in Appendix D.1.

Game G5: It is the same as G4, except that, when answering ODec(i, c =
(x, d, π)), the challenger adds another new rejection rule:

• If x /∈ Lρ, return ⊥ directly.

Clearly, G4 and G5 are the same unless that A ever queries ODec(i, c =
(x, d, π )) s.t.

(i, c = (x, d, π )) /∈ QEnc ∧ VrfyNIZK(crs, τ, x, π) = 1 ∧ (τ, x, π) /∈ QSim ∧ x /∈ Lρ.

This event implies VrfyNIZK(crs, τ, x, π) = 1 ∧ (τ, x, π) /∈ QSim ∧ x /∈ Lρ. Thus by
the USS of QANIZK, we have the following claim.

Claim 7.
∣∣Pr4[Win]− Pr5[Win]

∣∣ ≤ AdvussQANIZK,B5
(λ).

We provide a proof for Claim 7 in Appendix D.2. A subtlety is that B5 obtains
the language trapdoor td from its own challenger, thus can use td to efficiently
decide the membership of Lρ when answering ODec queries for A.

Game G6.η, 0 ≤ η ≤ n: It is the same as G5, except that, at the beginning of the
game, the challenger picks another sk′i ←$ SK besides ski for each user i ∈ [n].
Moreover, when answering OEnc(i∗,m0,m1) for users i∗ ≤ η, the challenger
switches ski∗ to the new secret key sk′i∗ in computing d∗:

• d∗ := Priv(sk′i∗ , x
∗) +mβ = Pub(α

ρ
(i∗)
0

(sk′i∗), x
∗, w∗) +mβ ,

where w∗ is a witness of x∗ ∈ L
ρ
(i∗)
0

. The challenger still uses {ski}i∈[n] to

compute the public keys for all users i ∈ [n], to answer OEnc queries for users
i∗ > η, and to answer ODec, OCor and OLeak queries for all users i ∈ [n].

It is clearly that G6.0 is identical to G5, thus Pr5[Win] = Pr6.0[Win].
For each η ∈ [n], note that the only difference between G6.η−1 and G6.η lies

in the OEnc oracle for user η: in G6.η−1, OEnc computes d∗ := Priv(skη, x
∗) +

mβ = Pub(α
ρ
(η)
0

(skη), x∗, w∗)+mβ using skη, while in G6.η, OEnc computes d∗ =

Priv(sk′η, x
∗) + mβ = Pub(α

ρ
(η)
0

(sk′η), x∗, w∗) + mβ using sk′η. Since x∗ ∈ L
ρ
(η)
0

with ρ
(η)
0 output by L0, by the κ-LR-〈L ,L0〉-key-switching property of QAHPS

(cf. Def. 5), the challenger can safely switch skη to sk′η when answering OEnc

for user η, and we have the following claim.

Claim 8. For each η ∈ [n], |Pr6.η−1[Win]− Pr6.η[Win]| ≤ 2 · εlr-〈L,L0〉-ks
QAHPS,B7,κ

(λ).

We provide a proof for Claim 8 in Appendix D.3.

Game G7: It is the same as G6.n, except that, at the beginning of the game,

the challenger picks (ρ0, td0) ←$ L0 besides (ρ, td)←$ L and (ρ
(i)
0 , td

(i)
0 )←$ L0
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for each i ∈ [n], and when answering OEnc(i∗,m0,m1), the challenger always
samples x∗ ←$ Lρ0 independently of i∗, instead of x∗ ←$ L

ρ
(i∗)
0

.

By the multi-language multi-fold SMP related to L0 (cf. Def. 14) and by the
multi-fold SMP related to L0, we can first change G6.n to an intermediate game
where the challenger samples x∗←$X for all theOEnc queries, then change to G7.
Overall, we have

∣∣Pr6.n[Win]− Pr7[Win]
∣∣ ≤ Advml-msmp

L0,B3,n,Qe
(λ) + Advmsmp

L0,B4,Qe
(λ).

The proof is similar to that of Claim 6. A subtlety is that B3 and B4 sample
(ρ, td)←$ L themselves, thus can always use td to decide the membership of Lρ
when answering ODec queries for A.

Game G8: It is the same as G7, except that, for all the OEnc queries, the chal-
lenger samples d∗ ←$ HV uniformly, instead of computing using {sk′i}i∈[n].

Note that the only place that G7 differs from G8 lies in the computations of
d∗ in the OEnc oracle for all users i∗ ∈ [n], where d∗ := Priv(sk′i∗ , x

∗) +mβ in G7

while d∗ ←$ HV in G8. Since {sk′i}i∈[n] is used only in the computations of d∗

in OEnc, and x∗ in OEnc are uniformly chosen from Lρ0 , by the L0-multi-key-
multi-extracting property of QAHPS (cf. Def. 11), we have the following claim.

Claim 9.
∣∣Pr7[Win]− Pr8[Win]

∣∣ ≤ AdvL0-mk-mext
QAHPS,B6,n,Qe

(λ).

We provide a proof for Claim 9 in Appendix D.4.

Finally in G8, d∗ is uniformly chosen from HV regardless of the value of β,
thus the challenge bit β is completely hidden to A. Then Pr8[Win] = 1

2 .
Taking all things together, Theorem 2 follows. ut

D.1 Proof of Claim 6

Claim 6.
∣∣Pr3[Win]− Pr4[Win]

∣∣ ≤ Advmsmp
L ,B2,Qe

(λ) + Advml-msmp
L0,B3,n,Qe

(λ).

Proof. We introduce an intermediate game G3.5 between G3 and G4:

– Game G3.5: It is the same as game G3, except that, for all the OEnc queries,
the challenger samples x∗ ←$ X .

Since witness w∗ for x∗ is not used at all in games G3, G3.5 and G4 (due to
the game change in G2), we can directly construct two adversaries B2 and B3 for
solving the multi-fold SMP related to L and the multi-language multi-fold SMP
related to L0 respectively, so that

∣∣Pr3[Win]−Pr3.5[Win]
∣∣ ≤ Advmsmp

L ,B2,Qe
(λ) and∣∣Pr3.5[Win] − Pr4[Win]

∣∣ ≤ Advml-msmp
L0,B3,n,Qe

(λ). (B2 and B3 can sample all secret
keys themselves, simulate G3/G3.5/G4 honestly forA depending on the challenges
that B2 and B3 receive, and succeed as long as A distinguishes these games.)

Here we provide the full description of B3 for solving the multi-language
multi-fold SMP related to L0 (cf. Def. 14), and B2 can be similarly described.

B3 is given ({ρ(i)0 , {x(i)j }j∈[Qe]}i∈[n]), where (ρ
(i)
0 , td

(i)
0 )←$ L0, and B3 aims to
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decide whether x
(i)
1 , ..., x

(i)
Qe
←$ L

ρ
(i)
0

(say b = 0) or x
(i)
1 , ..., x

(i)
Qe
←$ X (say b = 1),

for each i ∈ [n]. B3 will simulate G3.5 or G4 for A, depending on the value of b.

• Firstly, B3 invokes (ρ, td)←$ L , ppHPS ←$ SetupHPS, ppNIZK ←$ SetupNIZK,
(crs, tdcrs)←$ CRSGen(ρ), samples H ←$ H, and sets ppPKE := (ρ, ppHPS,
ppNIZK, crs, H). Then for each user i ∈ [n], B3 samples secret key ski ←$ SK
itself and computes the corresponding public key pki := αρ(ski). B3 sends
(ppPKE, {pki}i∈[n]) to A. B3 also picks a challenge bit β ←$ {0, 1} for A.

• B3 has the secret keys ski of all users, thus can honestly answer ODec queries,
OCor queries and OLeak queries made by A, the same way as G3.5 and G4.

• As forOEnc queries, when answering the j-th (j ∈ [Qe])OEnc query (i∗,m0,m1),

B3 sets x∗ as the x
(i∗)
j in its own input, and computes d∗ := Priv(ski∗ , x

∗) +
mβ , τ∗ := H(pki∗ , d

∗) and π∗ ←$ Sim(crs, tdcrs, τ
∗, x∗), without knowing a

witness of x∗. B3 returns c∗ := (x∗, d∗, π∗ ) to A, puts (i∗, c∗) to QEnc and
puts (τ∗, x∗, π∗) to QSim.

In the case b = 0, x∗ = x
(i∗)
j is uniformly random over L

ρ
(i∗)
0

, thus B3
perfectly simulates G4 for A; in the case b = 1, x∗ = x

(i∗)
j is uniformly

random over X , thus B3 perfectly simulates G3.5 for A.
• Finally, B3 receives a bit β′ from A and returns 1 to its own challenger if

and only if β′ = β.

Overall, B3 simulates G4 for A in the case b = 0 and simulates G3.5 for A in
the case b = 1, thus B3 successfully distinguishes b = 0 from b = 1 as long
as the probability that β′ = β in G4 differs non-negligibly from that in G3.5.
Consequently, we have Advml-msmp

L0,B3,n,Qe
(λ) ≥

∣∣Pr3.5[Win]− Pr4[Win]
∣∣.

This completes the proof of Claim 6.

D.2 Proof of Claim 7

Claim 7.
∣∣Pr4[Win]− Pr5[Win]

∣∣ ≤ AdvussQANIZK,B5
(λ).

Proof. By Forge denote the event that A ever queries ODec(i, c = (x, d, π )) s.t.

(i, c = (x, d, π )) /∈ QEnc ∧ VrfyNIZK(crs, τ, x, π) = 1 ∧ (τ, x, π) /∈ QSim ∧ x /∈ Lρ.

G4 and G5 are the same until Forge occurs, so
∣∣Pr4[Win]−Pr5[Win]

∣∣ ≤ Pr5[Forge].
To bound Pr5[Forge], we construct an adversary B5 against the USS of tag-

based QANIZK as follows. B5 is given (ρ, td, ppNIZK, crs) and has access to the
oracle OSim defined in Fig. 4. B5 simulates G5 for A as follows.

• Firstly, B5 invokes ppHPS ←$ SetupHPS, samples H ←$ H, and sets ppPKE :=

(ρ, ppHPS, ppNIZK, crs, H). Then for each user i ∈ [n], B5 picks (ρ
(i)
0 , td

(i)
0 )←$ L0,

samples secret key ski ←$ SK itself and computes the corresponding public
key pki := αρ(ski). B5 sends (ppPKE, {pki}i∈[n]) to A.
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• For an OEnc query (i∗,m0,m1) made by A, B5 samples x∗ ←$ L
ρ
(i∗)
0

, com-

putes d∗ := Priv(ski∗ , x
∗) + mβ and τ∗ := H(pki∗ , d

∗). Then B5 sends
(τ∗, x∗) to its own OSim oracle and obtains π∗, which is generated by OSim via
π∗ ←$ Sim(crs, tdcrs, τ

∗, x∗). B5 returns c∗ := (x∗, d∗, π∗ ) to A, puts (i∗, c∗)
to QEnc and puts (τ∗, x∗, π∗) to QSim.

• For an ODec query (i, c = (x, d, π)) made by A, B5 computes τ := H(pki, d),
checks whether (i, c) /∈ QEnc∧VrfyNIZK(crs, τ, x, π) = 1∧(τ, x, π) /∈ QSim, and
returns ⊥ to A if the check fails. Then B5 uses td to further check whether
x ∈ Lρ. If x /∈ Lρ, B5 returns ⊥ to A, the same as G5, and sends (τ, x, π) to
its own challenger as its forgery. If x ∈ Lρ, B5 returns m := d− Priv(ski, x)
to A, the same as G5.

• B5 uses {ski}i∈[n] to answer OCor and OLeak queries for A, the same as G5.

It is clear to see that B5 simulates G5 perfectly for A, and B5 outputs a successful
forgery (τ, x, π) to its own challenger so that VrfyNIZK(crs, τ, x, π) = 1 ∧ (τ, x, π) /∈
QSim ∧ x /∈ Lρ as long as Forge occurs. Therefore, Pr5[Forge] ≤ AdvussQANIZK,B5

(λ)

and Claim 7 follows.

D.3 Proof of Claim 8

Claim 8. For each η ∈ [n], |Pr6.η−1[Win]− Pr6.η[Win]| ≤ 2 · εlr-〈L,L0〉-ks
QAHPS,B7,κ

(λ).

Proof. Note that the only difference between G6.η−1 and G6.η lies in the OEnc

oracle for user η: in G6.η−1, OEnc computes d∗ := Priv(skη, x
∗) +mβ using skη,

while in G6.η, OEnc computes d∗ := Priv(sk′η, x
∗) +mβ using sk′η.

Let Corη denote the event that A corrupts user η, i.e., A ever queries OCor(η)
when (η, ·) /∈ QEnc and obtains skη. In the case that Corη occurs, η is appended
to QCor, thus A is not allowed to query OEnc(η,m0,m1) for user η, and G6.η−1
is identical to G6.η. Consequently,

|Pr6.η−1[Win]−Pr6.η[Win]| = |Pr6.η−1[Win∧¬Corη]−Pr6.η[Win∧¬Corη]|. (1)

To bound (1), we first analyze the information about skη (resp. skη and

sk′η ) that A may obtain in G6.η−1 (resp. G6.η ) in the case that ¬Corη occurs.

• Firstly, the public keys contain pkη = αρ(skη).
• In OEnc(η,m0,m1), since x∗ ←$ L

ρ
(η)
0

, the behavior of OEnc for user η is

completely determined by α
ρ
(η)
0

(skη) (resp. α
ρ
(η)
0

(sk′η) ).

• In ODec(η, c), the challenger will not output m unless x ∈ Lρ (due to the
new rejection rule added in G5), thus the behavior of ODec for user η is
completely determined by αρ(skη).

• In the case that ¬Corη, A never queries OCor(η).
• From OLeak(η, L), A can obtain at most κ bits information about skη before

it issues the first encryption query OEnc(η, ·, ·) w.r.t user η.
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Overall, the information about skη (resp. skη and sk′η ) that A learns in G6.η−1

(resp. G6.η ) is limited in αρ(skη), α
ρ
(η)
0

(skη) (resp. α
ρ
(η)
0

(sk′η) ) and at most κ

bits leakage information of skη.

Then we analyze (1). Intuitively, by the κ-LR-〈L ,L0〉-key-switching prop-

erty of QAHPS (cf. Def. 5), α
ρ
(η)
0

(skη) is statistically close to α
ρ
(η)
0

(sk′η) , even

in the presence of αρ(skη) and at most κ bits leakage about skη. Thus, the OEnc

for user η in G6.η−1 (using skη) is statistically close to that in G6.η (using sk′η ).

Formally, we build an (unbounded) adversary B7 against the κ-LR-〈L ,L0〉-
key-switching property of QAHPS. B7 is given (ppHPS, ρ, αρ(s̃k)), where s̃k ←$ SK
is chosen by its own challenger, and has access to the oracles OLeak and OChal

defined in Fig. 3, which are denoted by O(QAHPS)
Leak and O(QAHPS)

Chal below to avoid
confusing with the oracles in PKE’s experiment. Recall that B7 is not allowed to

access O(QAHPS)
Leak anymore once it queries O(QAHPS)

Chal (cf. Remark 1). B7 will sim-

ulate G6.η−1 (or G6.η ) for A. B7 picks a challenge bit β ←$ {0, 1}. Intuitively,

B7 will implicitly set the secret key of user η as the s̃k chosen by its own chal-

lenger and explicitly define the public key of user η as the αρ(s̃k) contained in
its input. For the remaining n − 1 users i ∈ [n] \ {η}, B7 samples secret keys

ski, sk
′
i and the language parameters (ρ

(i)
0 , td

(i)
0 )←$ L0 itself, thus can honestly

answer OEnc queries (sampling x∗ from L
ρ
(i)
0

), ODec queries (using brute force

to decide the membership of Lρ), OCor queries and OLeak queries made by A
for these users. For user η, B7 can answer ODec queries using the projection key

αρ(s̃k) contained in its own input (since ODec will output ⊥ unless x ∈ Lρ &
B7 can decide the membership of Lρ using brute force), answer OLeak queries

via its own O(QAHPS)
Leak oracle, and aborts immediately if A corrupts η. As for the

first OEnc query w.r.t. user η made by A, B7 queries its own O(QAHPS)
Chal oracle,

and obtains a challenge (ρ0, αρ0(s̃k)) if b = 0 or (ρ0, αρ0(s̃k
′
) ) if b = 1 , where

(ρ0, td0) ←$ L0, s̃k
′ ←$ SK and b←$ {0, 1} (the challenge bit) are chosen by

B7’s own challenger. B7 will explicitly define the η-th language parameter ρ
(η)
0

as ρ0 and implicitly set sk′η as s̃k
′

for user η. To answer OEnc queries of user η,

B7 samples x∗ from Lρ0 , and uses the projection key αρ0(s̃k) (or αρ0(s̃k
′
) ) con-

tained in its own challenge to compute d∗. After the first OEnc query w.r.t. user
η, A is not allowed to query OLeak for user η (cf. Remark 3), so B does not need

(and is in fact not allowed) to query its own O(QAHPS)
Leak oracle anymore. Finally, B7

receives a bit β′ from A and returns 1 to its own challenger as the guessing of b if
and only if β′ = β and ¬Corη occurs (i.e., A never corrupts user η). Overall, B7
simulates G6.η−1 perfectly for A if b = 0 and ¬Corη occurs, and simulates G6.η

perfectly for A if b = 1 and ¬Corη occurs. Therefore, B7 successfully distin-
guishes b = 0 from b = 1 as long as the probability that β′ = β in G6.η−1 differs
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non-negligibly from that in G6.η in the case ¬Corη, and consequently, we have

ε
lr-〈L,L0〉-ks
QAHPS,B7,κ

(λ) ≥ 1
2 · |Pr6.η−1[Win∧¬Corη]−Pr6.η[Win∧¬Corη]|. Here the scalar

1
2 arises due to the definition style of the advantage function ε

lr-〈L,L0〉-ks
QAHPS,B7,κ

(λ).
The full description of B7 is as follows.

• Given (ppHPS, ρ, αρ(s̃k)), B7 first invokes ppNIZK ←$ SetupNIZK, (crs, tdcrs)←$

CRSGen(ρ), samples H ←$ H, and sets ppPKE := (ρ, ppHPS, ppNIZK, crs, H). B7
also samples a challenge bit β ←$ {0, 1} for A.

For user η, B7 sets skη := s̃k implicitly and defines pkη := αρ(s̃k)

explicitly, where s̃k is the hashing key chosen by B7’s own challenger and

αρ(s̃k) is part of B7’s own input. For all other users i ∈ [n]\{η}, B7 samples

(ρ
(i)
0 , td

(i)
0 )←$ L0, samples secret keys ski, sk

′
i ←$ SK itself and computes

pki := αρ(ski). B7 sends (ppPKE, {pki}i∈[n]) to A.
• When answering an OEnc query (i∗,m0,m1) for user i∗ 6= η made by A, B7

computes a challenge ciphertext c∗ the same way as G6.η−1 and G6.η.
More precisely, B7 samples x∗ ←$ L

ρ
(i∗)
0

, computes d∗ := Priv(sk′i∗ , x
∗) +

mβ using sk′i∗ if i∗ < η and computes d∗ := Priv(ski∗ , x
∗) +mβ using ski∗ if

i∗ > η. Then B7 computes τ∗ := H(pki∗ , d
∗), invokes π∗ ←$ Sim(crs, tdcrs, τ

∗,
x∗) and sets c∗ := (x∗, d∗, π∗).
B7 returns c∗ to A, puts (i∗, c∗) to QEnc and puts (τ∗, x∗, π∗) to QSim.

• When answering an OEnc query (η,m0,m1) for user η made by A, B7 com-
putes a challenge ciphertext c∗ as follows.

If this is the first OEnc query w.r.t. user η made by A, B7 queries its own

O(QAHPS)
Chal oracle, and obtains a challenge (ρ0, p̃kb), where (ρ0, td0)←$ L0,

p̃k0 := αρ0(s̃k), p̃k1 := αρ0(s̃k
′
) with s̃k

′ ←$ SK, b ←$ {0, 1} are chosen

by B7’s own challenger, and b is the challenge bit that B7 aims to guess. B7
defines ρ

(η)
0 := ρ0 explicitly and sets sk′η := s̃k

′
implicitly, where ρ0 is the

language parameter contained in B7’s challenge and s̃k
′

is the hashing key

chosen by B7’s own challenger to compute p̃k1.
B7 computes a challenge ciphertext c∗ for user η as follows. B7 samples

x∗ ←$ L
ρ
(η)
0

= Lρ0 with witness w∗, and computes d∗ := Pub(p̃kb, x
∗, w∗) +

mβ using the projection key p̃kb contained in B7’s challenge. Then B7 com-
putes τ∗ := H(pkη, d

∗), π∗ ←$ Sim(crs, tdcrs, τ
∗, x∗) and sets c∗ := (x∗, d∗, π∗).

B7 returns c∗ to A, puts (η, c∗) to QEnc and puts (τ∗, x∗, π∗) to QSim.
• For an ODec query (i, c = (x, d, π)) made by A, B7 decrypts as follows.

B7 computes τ := H(pki, d), checks whether (i, c) /∈ QEnc∧VrfyNIZK(crs, τ,
x, π) = 1 ∧ (τ, x, π) /∈ QSim, and returns ⊥ to A if the check fails. Then B7
uses brute force to further decide whether x ∈ Lρ. If x /∈ Lρ, B7 returns ⊥
to A. If x ∈ Lρ, B7 uses brute force to find a witness w for x ∈ Lρ, computes
m := d−Priv(ski, x) using ski if i 6= η and computes m := d−Pub(pkη, x, w)
using pkη and witness w if i = η, and returns m to A.

By the correctness of QAHPS, B7’s simulation of ODec oracle is the same
as G6.η−1 and G6.η.
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• For an OCor query i made by A, if i 6= η, B7 returns ski to A; if i = η, B7
aborts immediately.

• For an OLeak query (i, L) made by A, if i 6= η, B7 returns L(ski) to A; if

i = η, B7 submits L to its own O(QAHPS)
Leak oracle, obtains L(s̃k) from O(QAHPS)

Leak ,

and returns L(s̃k) to A.
Note that after A’s first OEnc query w.r.t. user η, A is not allowed to query

OLeak for user η (cf. Remark 3). This perfectly matches the B7’s situation

in which B7 is not allowed to query its own O(QAHPS)
Leak oracle after B7 queries

O(QAHPS)
Chal (cf. Remark 1). Thus, B7 simulates OLeak perfectly for A.

• Finally, B7 receives a bit β′ from A, and outputs 1 to its own challenger as
the guessing of b if and only if β′ = β and A never corrupts η (i.e., ¬Corη).

It is clearly that B7 simulates oracles OEnc w.r.t. users i∗ 6= η, ODec and
OLeak perfectly for A, and simulates oracle OCor perfectly for A as well in the
case of ¬Corη. Next, we analyze B7’s simulation of oracle OEnc w.r.t. user η.

– If b = 0, B7’s challenge is (ρ0, p̃k0 = αρ0(s̃k)). Since B7 implicitly sets skη :=

s̃k, by the correctness of QAHPS and by the fact that x∗ ∈ Lρ0 with witness

w∗, it follows that d∗ := Pub(p̃k0, x
∗, w∗) + mβ = Priv(s̃k, x∗) + mβ =

Priv(skη, x
∗) +mβ , the same as G6.η−1.

– If b = 1, B7’s challenge is (ρ0, p̃k1 = αρ0(s̃k
′
) ). Since B7 implicitly sets

sk′η := s̃k
′

, by the correctness of QAHPS and by the fact that x∗ ∈ Lρ0 with

witness w∗, it follows that d∗ := Pub(p̃k1, x
∗, w∗) + mβ = Priv( s̃k

′
, x∗) +

mβ = Priv( sk′η , x
∗) +mβ , the same as G6.η.

Overall, B7 simulates G6.η−1 perfectly for A in the case b = 0 and ¬Corη, and
simulates G6.η perfectly for A in the case b = 1 and ¬Corη. Therefore, we have

ε
lr-〈L,L0〉-ks
QAHPS,B7,κ

(λ) = |Pr[B7 ⇒ b]− 1
2 | = 1

2 · |Pr[B7 ⇒ 1|b = 0]− Pr[B7 ⇒ 1|b = 1]|
= 1

2 · |Pr[β′ = β ∧ ¬Corη|b = 0]− Pr[β′ = β ∧ ¬Corη|b = 1]|
= 1

2 · |Pr6.η−1[Win ∧ ¬Corη]− Pr6.η[Win ∧ ¬Corη]|.
(2)

Taking (1) and (2) together, Claim 8 follows.

D.4 Proof of Claim 9

Claim 9.
∣∣Pr7[Win]− Pr8[Win]

∣∣ ≤ AdvL0-mk-mext
QAHPS,B6,n,Qe

(λ).

Proof. The only place that G7 differs from G8 lies inOEnc. For anOEnc(i∗,m0,m1)
query, the challenger samples x∗ ←$ Lρ0 (due to the change in G7), and computes
d∗ := Priv(sk′i∗ , x

∗) +mβ in G7 while samples d∗ ←$ HV in G8.
Let us fix some notations. Let i∗j , x

∗
j , d

∗
j , mβ,j denote the i∗, x∗, d∗, mβ in

the j-th OEnc query, respectively, where j ∈ [Qe]. The difference between G7 and
G8 can be characterized by the following two distributions:
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• G7:
(
x∗j ←$ Lρ0 , d∗j := Priv(sk′i∗j , x

∗
j ) +mβ,j ∈ HV

)
j∈[Qe],

• G8:
(
x∗j ←$ Lρ0 , d∗j ←$ HV

)
j∈[Qe].

Since {sk′i}i∈[n] is used only in the computations of {d∗j}j∈[Qe] in OEnc, and
{x∗j}j∈[Qe] in OEnc are uniformly chosen from Lρ0 , by the L0-multi-key-multi-
extracting property of QAHPS (cf. Def. 11), the above two distributions are
computationally indistinguishable.

Formally, we build an adversary B6 against the L0-multi-key-multi-extracting
property of QAHPS by invokingA. B6 is given (ppHPS, ρ0, {xj , {hvi,j}i∈[n]}j∈[Qe]),
where (ρ0, td0)←$ L0, sk′1, ..., sk

′
n ←$ SK, and x1, ..., xQe ←$ Lρ0 . B6 aims to

decide whether hvi,j = Λsk′i(xj) for all i ∈ [n] and j ∈ [Qe] (say b = 0) or
hv1,1, ..., hvn,Q ←$ HV (say b = 1). B6 will simulate G7 or G8 for A, depending
on the value of b.

• Firstly, B6 invokes (ρ, td)←$ L , ppNIZK ←$ SetupNIZK, (crs, tdcrs)←$ CRSGen(ρ),
samples H ←$ H, and sets ppPKE := (ρ, ppHPS, ppNIZK, crs, H). Then for each
user i ∈ [n], B6 samples secret key ski ←$ SK itself and computes the cor-
responding public key pki := αρ(ski). B6 sends (ppPKE, {pki}i∈[n]) to A. B6
also picks a challenge bit β ←$ {0, 1} for A.

• B6 has the secret keys ski of all users, thus can honestly answer ODec queries
(using td to decide the membership of Lρ), OCor queries and OLeak queries
made by A, the same way as G7 and G8.

• As for OEnc queries, when answering the j-th (j ∈ [Qe]) OEnc query (i∗j ,m0,j ,
m1,j), B6 sets x∗j as the xj in its own input, and computes d∗j := hvi∗j ,j +

mβ,j using the hvi∗j ,j in its input. Then B6 computes τ∗j := H(pki∗j , d
∗
j )

and π∗j ←$ Sim(crs, tdcrs, τ
∗
j , x
∗
j ), without knowing a witness of x∗j . B6 returns

c∗j := (x∗j , d
∗
j , π
∗
j ) to A, puts (i∗j , c

∗
j ) to QEnc and puts (τ∗j , x

∗
j , π
∗
j ) to QSim.

In the case b = 0, hvi∗j ,j = Λsk′
i∗
j

(xj) = Λsk′
i∗
j

(x∗j ) = Priv(sk′i∗j , x
∗
j ), thus B6

perfectly simulates G7 for A; in the case b = 1, hvi∗j ,j is uniformly random
over HV, and so is d∗j , thus B6 perfectly simulates G8 for A.

• Finally, B6 receives a bit β′ from A and returns 1 to its own challenger if
and only if β′ = β.

Overall, B6 simulates G7 for A in the case b = 0 and simulates G8 for A in
the case b = 1, thus B6 successfully distinguishes b = 0 from b = 1 as long
as the probability that β′ = β in G7 differs non-negligibly from that in G8.
Consequently, we have AdvL0-mk-mext

QAHPS,B6,n,Qe
(λ) ≥

∣∣Pr7[Win]− Pr8[Win]
∣∣.

This completes the proof of Claim 9.

E Discussions on Potential Variants of Our Constructions

E.1 Discussions on Setup of Our SIG and PKE

In our SIG constructed in Fig. 8 and our PKE constructed in Fig. 10, the setup
algorithms SetupSIG and SetupPKE produce ρ and crs along with trapdoors td and
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tdcrs, via (ρ, td)←$ L and (crs, tdcrs)←$ CRSGen(ρ). Note that the trapdoors
are not used at all in the other algorithms of SIG and PKE. The reason why
we make the trapdoors explicit in our constructions is just to ease the security
proofs (of Theorem 1 and Theorem 2). Note that the related works (e.g. [4, 21])
also produce trapdoors in their setup algorithms (though implicitly), so that
their security reductions can use trapdoors for simulation.

Alternatively, we can define variants of L and CRSGen, say L̃ and ˜CRSGen,

that only output ρ and crs, i.e., ρ ←$ L̃ and crs ←$ ˜CRSGen(ρ), respectively. We

require the indistinguishability of the ρ output by L and L̃ , and the indistin-

guishability of the crs output by CRSGen and ˜CRSGen. A trivial implementation

of L̃ is just to invoke (ρ, td)←$ L and output ρ, and similarly, ˜CRSGen sim-

ply invokes (crs, tdcrs) ←$ ˜CRSGen(ρ) and outputs crs. There might exist other

non-trivial ways of implementing L̃ and ˜CRSGen depending on the concrete

instantiations.5 Consequently, by invoking L̃ and ˜CRSGen instead of L and
CRSGen, we obtain SIG and PKE whose setup algorithms SetupSIG and SetupPKE
do not produce trapdoors explicitly. During the security proofs, we can then
switch to L and CRSGen that produce trapdoors used for simulation, assuming
the indistinguishability of those variants.

E.2 Discussions on Potential Variants of Our PKE

Here we discuss some potential variants of our PKE constructed in Fig. 10. One
potential variant might be moving the sampling of (ρ, td)←$ L from SetupPKE
to Gen, and putting the language parameter ρ into the public key of PKE. For
this PKE variant, each user has its own ρ in the public key, and consequently,
the MUMCc&l-CCA security proof will start with many languages (one per user).
One might think that this would nullify the need of the new property “multi-
language multi-fold SMP” (defined in Def. 14) by using the “multi-fold SMP”
(defined in Def. 3) directly, thus simplifying the analysis.

However, as far as we understand, the “multi-fold SMP” is not sufficient to
prove the tight MUMCc&l-CCA security of this PKE variant, and it seems that
the new property “multi-language multi-fold SMP” is still a natural requirement.
The reason is as follows.

– Necessity of Multiple Language Changes. Suppose there are n users,
and the language parameter for user i is ρ(i), i ∈ [n]. According to our tight
security proof strategy (cf. a high-level overview in Subsect. 2.2 and Fig.
2 and a formal proof in Appendix D), we need to separate the languages

5 As an example, for our MDDH-based instantiation in Appendix I, the language
distribution LD`,k in Appendix I.2 samples A ←$ D`,k and outputs (ρ := [A]1 ∈
G`×k1 , td := A ∈ Z`×kp ), where td is the discrete logarithm of ρ. The variant L̃D`,k
could sample ρ from G`×k1 directly according to appropriate distribution, without
knowing its discrete logarithm. For instance, in the case that D`,k is the uniform

distribution U`,k over Z`×kp , L̃D`,k can simply sample ρ uniformly from G`×k1 .
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involved in encryption ({Lρ(i)}i∈[n]) from the languages involved in decryp-
tion ({Lρ(i)}i∈[n]), so that the secret keys used for encryption can then be
switched to independent ones to randomize the challenge ciphertexts via the
key-switching property of QAHPS. As a result, we need to change the mul-
tiple languages ({Lρ(i)}i∈[n]) involved in encryption to some newly sampled
multiple languages (say {Lρ′(i)}i∈[n]), in a tight way.

– Insufficiency of “Multi-fold SMP”. “Multi-fold SMP” can only deal
with a single language, hence it is hard for us to rely only on “multi-fold
SMP” to change {Lρ(i)}i∈[n] to {Lρ′(i)}i∈[n] tightly and generically, without
the loss of the number of languages.

– Sufficiency of “Multi-language Multi-fold SMP”. Our new property
“multi-language multi-fold SMP” is a natural choice for the multiple lan-
guage changes. By “multi-language multi-fold SMP”, we can first change the
multiple languages involved in encryption ({Lρ(i)}i∈[n]) to X , then change
to the newly sampled multiple languages ({Lρ′(i)}i∈[n]).

– Other Possible Approach. It might be also possible to accomplish the
tight security proof by considering other PKE variants and requiring some
other properties from the language distribution, instead of the “multi-language
multi-fold SMP”. For example, another potential PKE variant would be
setting the language parameters {ρ(i)}i∈[n] of different users as some “re-
randomized versions” of a same ρ. To define this PKE variant formally,
one need to formalize an additional algorithm to support “language re-
randomization” along with some new properties to support tight reduction.
As far as we see, contrary to the expected simplification of the analysis, this
approach seems to make the PKE construction and its security analysis more
complicated.

Besides, moving the sampling of (ρ, td)←$ L from SetupPKE to Gen might
lead to another subtlety. Note that in QANIZK, crs might depend on ρ, i.e., crs is
generated by (crs, tdcrs)←$ CRSGen(ρ), so the generation of crs has to be moved
from SetupPKE to Gen along with ρ for the PKE variant. Consequently, each user
has its own crs in addition to ρ, and the multi-user security proof involves not
only many languages but also many CRSs. To prove the tight MUMCc&l-CCA
security for this PKE variant, a stronger requirement like “multi-CRS version of
USS” would be needed from the building block QANIZK.

Lastly, moving the sampling of (ρ, td)←$ L from SetupPKE to Gen might
lead to a less efficient signcryption (SC) construction, when combining the PKE
variant with our SIG proposed in Sect. 5. Jumping a bit ahead, we propose an
optimized SC construction in Appendix F by taking advantage of the similar
structures and compatible underlying building blocks of our SIG and PKE (see
also Subsect. 2.3 for an overview). In particular, we reuse the language parameter
ρ in the Setup algorithms (SetupSIG and SetupPKE), and based on this, we further
integrate the ciphertext of PKE and signature of SIG by reusing the instance
x ∈ Lρ and the proof π of QANIZK (see Fig. 13 in Appendix F.2). If using the
above PKE variant instead, it seems hard for us to reuse the language parameter
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ρ, since our SIG’s ρ is generated in Setup while the above PKE variant’s ρ
is moved to Gen, unless one moves the sampling of ρ from SetupSIG to Gen
for the SIG as well, which will encounter similar subtleties as described above.
Consequently, the inconsistent ways of generating ρ will lead to less compatible
structures in PKE and SIG and might bring more obstacles for the optimization
of SC.

F Signcryption with Tight MUMCc&l-Priv&Auth Security

In this section, we present signcryption (SC) schemes with tight privacy (MUMCc&l-
Priv) and authenticity (MUMCc&l-Auth), in the multi-user multi-challenge (MUMC)
setting under CCA attacks, adaptive corruptions and key leakages.

In Appendix F.1, we define the syntax of SC and its MUMCc&l-Priv and
MUMCc&l-Auth security. Then in Appendix F.2, we present our generic con-
struction of SC from PV-QA-HPS, QA-HPS and QA-NIZK.

F.1 Signcryption and Its MUMCc&l-Priv&Auth Security

Definition 20 (SC). A signcryption (SC) scheme SC = (SetupSC,Gen,SignEnc,
VrfyDec) with message space M consists of four PPT algorithms:

– ppSC ←$ SetupSC: The setup algorithm outputs a public parameter ppSC, which
serves as an implicit input of other algorithms.

– (pk, sk)←$ Gen(ppSC): Taking ppSC as input, the key generation algorithm
outputs a pair of public key and secret key (pk, sk).

– c←$ SignEnc(sks, pkr,m): Taking as input a sender’s secret key sks, a re-
ceiver’s public key pkr and a message m ∈ M, the signcryption algorithm
outputs a ciphertext c.

– m/⊥ ← VrfyDec(pks, skr, c): Taking as input a sender’s public key pks, a
receiver’s secret key skr and a ciphertext c, the deterministic unsigncryption
algorithm outputs either a message m ∈M or a special rejection symbol ⊥.

Correctness requires that for all ppSC ∈ SetupSC, (pks, sks), (pkr, skr) ∈ Gen(ppSC),
m ∈M, c ∈ SignEnc(sks, pkr,m), it holds that VrfyDec(pks, skr, c) = m.

Remark 6. Note that our syntax of SC above is slightly simplified. More pre-
cisely, we do not explicitly take identities of users (e.g., Alice, Bob) into account,
while implicitly use the indices i ∈ [n] of users (e.g., s, r) to represent their iden-
tities. Jumping a bit ahead, our generic construction of SC later in Appendix F.2
can naturally handle explicit user identities, and even support associated data
as well, by simply putting them inside the collision-resistant hash function H
when computing τ . To better illustrate our core ideas and techniques, we choose
to use a slightly simplified syntax to present our SC construction later.

Bellare and Stepanovs [9] defined the syntax of SC with a multi-receiver
version, since they focused on security proof of SC schemes used in Apple iMes-
sage system. Meanwhile, they formalized privacy and authenticity for SC in
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a multi-user and multi-challenge (MUMC) setting, capturing both insider and
outsider security by allowing user corruptions. Their formalization unifies differ-
ent security notions via so-called relaxing relations, hence covering attacks like
CCA/gCCA2[3]/RCCA[11] attacks and ciphertext/plaintext integrity [7]. Here
we define the syntax of SC in the common case of single receiver. We choose the
strongest security notion that considers CCA attacks and ciphertext integrity,
and formalize them as MUMCc&l-Priv and MUMCc&l-Auth, which asks ciphertext
indistinguishability and ciphertext integrity, respectively, under CCA attacks,
adaptive corruptions as well as key leakages, in the MUMC setting. Below we
present the formal definition.

Definition 21 (MUMCc&l-Priv and MUMCc&l-Auth for SC). Let κ = κ(λ) ∈
N. A signcryption scheme SC is MUMCc&l-Priv secure (resp. MUMCc&l-Auth se-
cure) under κ bits leakage per user, if for any PPT adversary A and any poly-

nomial n, it holds that Advpriv-c&l
SC,A,n,κ(λ) :=

∣∣Pr[Exppriv-c&l
SC,A,n,κ ⇒ 1] − 1

2

∣∣ ≤ negl(λ)

(resp. Advauth-c&l
SC,A,n,κ(λ) := Pr[Expauth-c&l

SC,A,n,κ ⇒ 1] ≤ negl(λ)), where the experiments

Exppriv-c&l
SC,A,n,κ and Expauth-c&l

SC,A,n,κ are defined in Fig. 11 and Fig. 12 respectively.

Exppriv-c&l
SC,A,n,κ:

ppSC ←$ SetupSC
For i ∈ [n]: (pki, ski) ←$ Gen(ppSC)

QSignEnc := ∅ �Record the signcryption queries

QCor := ∅ �Record the corruption queries

For i ∈ [n]: chali := false

β ←$ {0, 1} �Single challenge bit

β′ ←$ AO(ppSC, {pki}i∈[n])

If β′ = β: Return 1; Else: Return 0

OSignEnc(s∗ ∈ [n], r∗ ∈ [n],m0,m1):

If |m0| 6= |m1|: Return ⊥
If r∗ ∈ QCor: Return ⊥
chalr∗ := true

c∗ ←$ SignEnc(sks∗ , pkr∗ ,mβ)

QSignEnc := QSignEnc ∪ {(s∗, r∗, c∗)}
Return c∗

OVrfyDec(s ∈ [n], r ∈ [n], c):

If (s, r, c) ∈ QSignEnc: Return ⊥
Return VrfyDec(pks, skr, c)

Oreal
SignEnc(s ∈ [n], r ∈ [n],m):

Return SignEnc(sks, pkr,m)

OCor(i):

If (·, i, ·) ∈ QSignEnc: Return ⊥
QCor := QCor ∪ {i}
Return ski

OLeak(i, L): �at most κ leakage

�bits per user i

If chali = true: Return ⊥
Return L(ski)

Fig. 11. The MUMCc&l-Priv security experiment Exppriv-c&l
SC,A,n,κ for SC, where the ad-

versary A has access to oracles O = {OSignEnc(·, ·, ·, ·),Oreal
SignEnc(·, ·, ·),OVrfyDec(·, ·, ·),

OCor(·),OLeak(·, ·)}. We note that besides challenge ciphertexts return by OSignEnc, A
can also obtain honestly generated ciphertexts via Oreal

SignEnc.

F.2 Generic Construction of Signcryption

We present a generic construction of MUMCc&l-Priv&Auth secure signcryption
(SC). The underlying building blocks are as follows.

• Two language distributions L and L0, both of which have hard SMPs.

• A QAHPS = (SetupHPS, α(·),Pub,Priv) for both L and L0, whose hashing
key space is SK, projection key space is PK and hash value space is HV.
We require HV to be an (additive) group.
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Expauth-c&l
SC,A,n,κ:

ppSC ←$ SetupSC
For i ∈ [n]: (pki, ski) ←$ Gen(ppSC)

QSignEnc := ∅ �Record the signcryption queries

QCor := ∅ �Record the corruption queries

Win := false

⊥ ←$ AO(ppSC, {pki}i∈[n])
If Win = true: Return 1; Else: Return 0

OSignEnc(s ∈ [n], r ∈ [n],m):

c ←$ SignEnc(sks, pkr,m)

QSignEnc := QSignEnc ∪ {(s, r, c)}
Return c

OVrfyDec(s∗ ∈ [n], r∗ ∈ [n], c∗):

m∗ ← VrfyDec(pks∗ , skr∗ , c
∗)

If (s∗ /∈ QCor) ∧ ((s∗, r∗, c∗) /∈ QSignEnc) ∧ (m∗ 6= ⊥):

Win := true

Return m∗

OCor(i):

QCor := QCor ∪ {i}
Return ski

OLeak(i, L): �at most κ leakage bits per user i

Return L(ski)

Fig. 12. The MUMCc&l-Auth security experiment Expauth-c&l
SC,A,n,κ for SC, where the adver-

sary A has access to oracles O = {OSignEnc(·, ·, ·),OVrfyDec(·, ·, ·),OCor(·), OLeak(·, ·)}.

• A publicly-verifiable PVQAHPS = (S̃etupHPS, α̃(·), ν̃, P̃ub, P̃riv, ṼrfyHPS) for

both L and L0, whose hashing key space is S̃K, verification key space is
ṼK and hash value space is H̃V.

• A tag-based QANIZK = (SetupNIZK,CRSGen,Prove,VrfyNIZK,Sim) for L ,
whose tag space is T .

• A family of collision-resistant hash functions H = {H : ṼK×PK×HV×H̃V
−→ T }.

Our generic construction of SC = (SetupSC,Gen,SignEnc,VrfyDec) from QAHPS,
PVQAHPS, QANIZK and H is shown in Fig. 13. The message space isM := HV.

ppSC ←$ SetupSC:

(ρ, td)←$ L .
ppHPS ←$ SetupHPS.

p̃pHPS ←$ S̃etupHPS.
ppNIZK ←$ SetupNIZK.
(crs, tdcrs) ←$ CRSGen(ρ).
H ←$ H.
Return ppSC :=

(ρ, ppHPS, p̃pHPS, ppNIZK, crs, H).

(pk, sk) ←$ Gen(ppSC):

sk ←$ SK, pk := αρ(sk).

s̃k ←$ SK, ṽk := ν̃(s̃k).

Return (pk := (pk, ṽk), sk := (sk, s̃k)).

c←$ SignEnc(sks, pkr,m ∈ HV):

Parse sks = (sks, s̃ks).

Parse pkr = (pkr, ṽkr).
x←$ Lρ with witness w.
d := Pub(pkr, x, w) +m ∈ HV.

d̃ := P̃riv(s̃ks, x).

ṽks := ν̃(s̃ks).

τ := H(ṽks, pkr, d, d̃) ∈ T .
π ←$ Prove(crs, τ, x, w).

Return c := (x, d, d̃, π).

m/⊥ ← VrfyDec(pks, skr, c):

Parse pks = (pks, ṽks).

Parse skr = (skr, s̃kr).

Parse c = (x, d, d̃, π).
pkr := αρ(skr).

τ := H(ṽks, pkr, d, d̃) ∈ T .
If VrfyNIZK(crs, τ, x, π) = 1

∧ ṼrfyHPS(ṽks, x, d̃) = 1:
m := d− Priv(skr, x) ∈ HV.
Return m.

Else: Return ⊥.

Fig. 13. Generic construction of SC = (SetupSC,Gen, SignEnc,VrfyDec) from QAHPS,
PVQAHPS, tag-based QANIZK and H. The message space is M := HV.

Intuitively, our SC in Fig. 13 can be viewed as an integration of the SIG and
PKE constructed in Subsect. 5.2 and Subsect. 6.2, but in a way different from the
straightforward Encrypt-then-Sign method. We reuse the instance x and the QA-
NIZK proof π, in order to obtain a more efficient construction. This is possible
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thanks to the similar structures and compatible building blocks of our SIG and
PKE. As a result, compared with SIG, our SC adds only one more component d
to provide privacy; compared with PKE, our SC adds only one more component
d̃ to provide authenticity. Actually, our SC is more efficient than using existing
generic constructions for building SC from SIG and PKE, such as “Encrypt-
then-Sign”, “Sign-then-Encrypt”, “Encrypt-and-Sign”, etc. [3, 9].

Correctness of SC follows directly from the correctness of QAHPS, the veri-
fication completeness of PVQAHPS and the perfect completeness of QANIZK.

Next, we show its MUMCc&l-Priv and MUMCc&l-Auth security. As noted above,
our SC can be viewed as an integration of the SIG and PKE in Subsect. 5.2 and
Subsect. 6.2, by reusing the instance x and the QA-NIZK proof π. Moreover,

the PKE part (pkr, d) and the SIG part (ṽks, d̃) are bound together via the
collision-resistant hash function H, in order to avoid a trivial CCA attack. The
MUMCc&l-Priv security of SC follows from a similar proof as the MUMCc&l-CCA
security of PKE shown in Subsect. 6.2 and the MUMCc&l-Auth security of SC
follows from a similar proof as the strong MUc&l-CMA security of SIG shown
in Subsect. 5.2, with additional cares to the analysis of H’s collision-resistance.
Formally, we have two theorems below, followed by the proof sketches of them.

Theorem 3 (MUMCc&l-Priv Security of SC). Assume that (i) L and L0

have hard SMPs, (ii) QAHPS is a QA-HPS for both L and L0, having PK-
diversity, and supporting both κ-LR-〈L ,L0〉-key-switching and L0-multi-key-
multi-extracting, (iii) PVQAHPS is a publicly-verifiable QA-HPS for both L
and L0, having VK-diversity, (iv) QANIZK is a tag-based QA-NIZK for L ,
satisfying both perfect zero-knowledge and unbounded simulation-soundness, (v)
H is collision-resistant. Then the proposed SC scheme in Fig. 13 is MUMCc&l-Priv
secure under κ bits leakage per user.

Concretely, for any number n of users and any adversary A who makes at
most Qe times of OSignEnc queries and Qd times of OVrfyDec queries, there exist
adversaries B1, · · · ,B7, such that T(B1) ≈ · · · ≈ T(B6) ≈ T(A) + (n + Qe +
Qd) · poly(λ), with poly(λ) independent of T(A), and

Advpriv-c&l
SC,A,n,κ(λ) ≤ AdvcrH,B1

(λ) + Advmsmp
L ,B2,Qe

(λ) + 2 · Advml-msmp
L0,B3,n,Qe

(λ) + Advmsmp
L0,B4,Qe

(λ)

+ AdvussQANIZK,B5
(λ) + AdvL0-mk-mext

QAHPS,B6,n,Qe
(λ) + n(n−1)

2 · (εpk-divQAHPS(λ) + εvk-divPVQAHPS(λ)) + 2n · εlr-〈L,L0〉-ks
QAHPS,B7,κ

(λ).

Theorem 4 (MUMCc&l-Auth Security of SC). Assume that (i) L and L0

have hard SMPs, (ii) QAHPS is a QA-HPS for both L and L0, having PK-
diversity, (iii) PVQAHPS is a publicly-verifiable QA-HPS for both L and L0,
having verification soundness, VK-diversity, and supporting κ-LR-〈L0,L 〉-OT-
extracting, (iv) QANIZK is a tag-based QA-NIZK for L , satisfying both per-
fect zero-knowledge and unbounded simulation-soundness, (v) H is collision-
resistant. Then the proposed SC scheme in Fig. 13 is MUMCc&l-Auth secure
under κ bits leakage per user.

Concretely, for any number n of users and any adversary A who makes at
most Qe times of OSignEnc queries and Qd times of OVrfyDec queries, there exist
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adversaries B1, · · · ,B6, such that T(B1) ≈ · · · ≈ T(B5) ≈ T(A) + (n + Qe +
Qd) · poly(λ), with poly(λ) independent of T(A), and

Advauth-c&l
SC,A,n,κ(λ) ≤ Advvrfy-sndPVQAHPS,B1,n

(λ) + AdvcrH,B2
(λ) + Advmsmp

L ,B3,Qe
(λ) + Advmsmp

L0,B4,Qe
(λ)

+ AdvussQANIZK,B5
(λ) + n(n−1)

2 · (εpk-divQAHPS(λ) + εvk-divPVQAHPS(λ)) + nQd · εlr-〈L0,L〉-otext
PVQAHPS,B6,κ

(λ).

Remark 7 (On the Tightness of SC’s MUMCc&l-Priv&Auth Security).
According to Theorem 3 and Theorem 4, SC has both tight MUMCc&l-Priv and
tight MUMCc&l-Auth security, as long as the multi-fold SMPs related to L and
L0 and the multi-language multi-fold SMP related to L0 have tight reductions,
QAHPS has a tight L0-multi-key-multi-extracting property, PVQAHPS has a
tight verification soundness and QANIZK has a tight USS.

Proof Sketch of Theorem 3. The proof for the MUMCc&l-Priv security of SC
is essentially the same as that for the MUMCc&l-CCA security of PKE shown in
Subsect. 6.2, with additional cares to the analysis of H’s collision-resistance.

The security proof goes with a sequence of games G0–G8, which are essentially
the same as those defined in the proof of Theorem 2 for PKE.

Game G0: This is the Exppriv-c&l
SC,A,n,κ experiment (cf. Fig. 11). Let Win denote the

event that β′ = β. By definition, Advpriv-c&l
SC,A,n,κ(λ) = |Pr0[Win]− 1

2 |.
Let (pki = (pki, ṽki), ski = (ski, s̃ki)) denote the public/secret key pair of

user i ∈ [n]. In this game, when answering an OSignEnc query (s∗, r∗,m0,m1), the
challenger samples x∗ ←$ Lρ with witness w∗, computes d∗ := Pub(pkr∗ , x

∗, w∗)+

mβ , d̃∗ := P̃riv(s̃ks∗ , x
∗), τ∗ := H(ṽks∗ , pkr∗ , d

∗, d̃∗), and invokes π∗ ←$ Prove(crs,

τ∗, x∗, w∗). Then, the challenger returns the challenge ciphertext c∗ := (x∗, d∗, d̃∗,
π∗ ) to A and puts (s∗, r∗, c∗) to set QSignEnc.

When answering an Oreal
SignEnc query (s, r,m), the challenger samples x ←$ Lρ

with witness w, computes d := Pub(pkr, x, w) + m, d̃ := P̃riv(s̃ks, x), τ :=

H(ṽks, pkr, d, d̃), and invokes π ←$ Prove(crs, τ, x, w). Then, the challenger re-

turns the honestly generated ciphertext c := (x, d, d̃, π ) to A.

Upon an OVrfyDec query (s, r, c = (x, d, d̃, π )), the challenger computes

τ := H(ṽks, pkr, d, d̃), returns m := d−Priv(skr, x) to A if (s, r, c) /∈ QSignEnc ∧
VrfyNIZK(crs, τ, x, π) = 1∧ ṼrfyHPS(ṽks, x, d̃) = 1 holds, and returns ⊥ otherwise.

For an OCor query i, the challenger returns ski = (ski, s̃ki) to A and puts i to set

QCor. For an OLeak query (i, L), the challenger returns L(ski) = L(ski, s̃ki) to A.

Game G1: It is the same as G0, except that, the challenger aborts immediately

if there are collisions in {pki}i∈[n] or collisions in {ṽki}i∈[n], i.e., ∃1 ≤ i < j ≤ n,

s.t. pki = pkj ∨ ṽki = ṽkj .
By the PK-diversity of QAHPS and by the VK-diversity of PVQAHPS, we

have that
∣∣Pr0[Win]− Pr1[Win]

∣∣ ≤ n(n−1)
2 · (εpk-divQAHPS(λ) + εvk-divPVQAHPS(λ)).

Game G2: It is the same as G1, except that, when answering OSignEnc(s∗, r∗,m0,
m1), the challenger computes d∗ and π∗ without using the witness for x∗ ∈ Lρ:
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• d∗ := Priv(skr∗ , x
∗) +mβ , • π∗ ←$ Sim(crs, tdcrs, τ

∗, x∗).

Since x∗ is chosen from Lρ with witness w∗, by the correctness of QAHPS
and by the perfect zero-knowledge of QANIZK, we have Pr1[Win] = Pr2[Win].

Game G3: It is the same as G2, except that, when answering OSignEnc(s∗, r∗,m0,
m1), the challenger also puts (τ∗, x∗, π∗) to a set QSim, and when answering

OVrfyDec(s, r, c = (x, d, d̃, π)), the challenger adds a new rejection rule:

• If (τ, x, π) ∈ QSim, return ⊥ directly.

Clearly, G2 and G3 are the same unless that A ever queries OVrfyDec(s, r, c =

(x, d, d̃, π )) s.t.

∃ (s∗, r∗, c∗ = (x∗, d∗, d̃∗, π∗ )) ∈ QSignEnc, s.t.

(s, r, c = (x, d, d̃, π )) 6= (s∗, r∗, c∗ = (x∗, d∗, d̃∗, π∗ )) ∧ VrfyNIZK(crs, τ, x, π) = 1

∧ ṼrfyHPS(ṽks, x, d̃) = 1 ∧ (τ, x, π) = (τ∗, x∗, π∗) ∈ QSim,

where τ := H(ṽks, pkr, d, d̃) and τ∗ := H(ṽks∗ , pkr∗ , d
∗, d̃∗).

Note that by (s, r, c = (x, d, d̃, π )) 6= (s∗, r∗, c∗ = (x∗, d∗, d̃∗, π∗ )) and (τ, x, π)

= (τ∗, x∗, π∗), it follows that (s, r, d, d̃) 6= (s∗, r∗, d∗, d̃∗) and τ = H(ṽks, pkr, d, d̃)

= H(ṽks∗ , pkr∗ , d
∗, d̃∗) = τ∗. Since there are no collisions among {pki}i∈[n] and

no collisions among {ṽki}i∈[n] (due to the game change in G1), (s, r, d, d̃) 6=
(s∗, r∗, d∗, d̃∗) implies (ṽks, pkr, d, d̃) 6= (ṽks∗ , pkr∗ , d

∗, d̃∗). Thus the above event
suggests a collision of H, and we have

∣∣Pr2[Win]− Pr3[Win]
∣∣ ≤ AdvcrH,B1

(λ).

Game G4: It is the same as G3, except that, at the beginning of the game, the

challenger picks (ρ
(i)
0 , td

(i)
0 ) ←$ L0 independently for each user i ∈ [n] besides

(ρ, td) ←$ L , and when answering OSignEnc(s∗, r∗,m0,m1), the challenger sam-
ples x∗ from the r∗-th language L

ρ
(r∗)
0

, i.e., x∗ ←$ L
ρ
(r∗)
0

, instead of x∗ ←$ Lρ.
By the multi-fold SMP related to L and by the multi-language multi-fold

SMP related to L0,
∣∣Pr3[Win]−Pr4[Win]

∣∣ ≤ Advmsmp
L ,B2,Qe

(λ) +Advml-msmp
L0,B3,n,Qe

(λ).

Game G5: It is the same as G4, except that, when answering OVrfyDec(s, r, c =

(x, d, d̃, π)), the challenger adds another new rejection rule:

• If x /∈ Lρ, return ⊥ directly.

Clearly, G4 and G5 are the same unless that A ever queries OVrfyDec(s, r, c =

(x, d, d̃, π )) s.t.

(s, r, c = (x, d, d̃, π )) /∈ QEnc ∧ ṼrfyHPS(ṽks, x, d̃) = 1

∧ VrfyNIZK(crs, τ, x, π) = 1 ∧ (τ, x, π) /∈ QSim ∧ x /∈ Lρ.

This event implies VrfyNIZK(crs, τ, x, π) = 1 ∧ (τ, x, π) /∈ QSim ∧ x /∈ Lρ. Thus
by the USS of QANIZK, we have that

∣∣Pr4[Win]−Pr5[Win]
∣∣ ≤ AdvussQANIZK,B5

(λ).
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Game G6.η, 0 ≤ η ≤ n: It is the same as G5, except that, at the beginning
of the game, the challenger picks another sk′i ←$ SK besides ski for each user
i ∈ [n]. Moreover, when answering OSignEnc(s∗, r∗,m0,m1) for receivers r∗ ≤ η,
the challenger computes d∗ using sk′r∗ instead of using skr∗ :

• d∗ := Priv(sk′r∗ , x
∗) +mβ .

The challenger still uses {ski}i∈[n] to compute the public keys for all users i ∈
[n], to answer OSignEnc queries for receivers r∗ > η, and to answer Oreal

SignEnc,
OVrfyDec, OCor and OLeak queries for all users i ∈ [n].

It is clearly that G6.0 is identical to G5, thus Pr5[Win] = Pr6.0[Win].
For each η ∈ [n], by the κ-LR-〈L ,L0〉-key-switching property of QAHPS,

the challenger can safely switch skη to sk′η when answering OSignEnc for receiver

η. We have that |Pr6.η−1[Win]− Pr6.η[Win]| ≤ 2 · εlr-〈L,L0〉-ks
QAHPS,B7,κ

(λ) following a sim-
ilar reduction as that in the proof of Claim 8 for PKE (cf. Appendix D.3). Note

that B7 can sample all hashing keys {s̃ki}i∈[n] of PVQAHPS and handle all parts
related to PVQAHPS by itself. In particular, to answer an OLeak query (η, L) for

user η made by A, B7 sends L(·, s̃kη) to its own leakage oracle and returns the
answer to A.

Game G7: It is the same as G6.n, except that, at the beginning of the game, the

challenger picks (ρ0, td0)←$ L0 besides (ρ, td)←$ L and (ρ
(i)
0 , td

(i)
0 ) ←$ L0 for

each i ∈ [n], and when answering OSignEnc(s∗, r∗,m0,m1), the challenger always
samples x∗ ←$ Lρ0 independently of r∗, instead of x∗ ←$ L

ρ
(r∗)
0

.

By the multi-language multi-fold SMP related to L0 and by the multi-fold
SMP related to L0,

∣∣Pr6.n[Win]−Pr7[Win]
∣∣ ≤ Advml-msmp

L0,B3,n,Qe
(λ)+Advmsmp

L0,B4,Qe
(λ).

Game G8: It is the same as G7, except that, for all the OSignEnc queries, the
challenger samples d∗ ←$ HV uniformly, instead of computing d∗ with {sk′i}i∈[n].

Since {sk′i}i∈[n] is used only in the computations of d∗ in OSignEnc, and x∗ in
OSignEnc are uniformly chosen from Lρ0 , by the L0-multi-key-multi-extracting

property of QAHPS, we have
∣∣Pr7[Win]− Pr8[Win]

∣∣ ≤ AdvL0-mk-mext
QAHPS,B6,n,Qe

(λ).

Finally in G8, d∗ is uniformly chosen from HV regardless of the value of β,
thus the challenge bit β is perfectly hidden from A. Then Pr8[Win] = 1

2 .
Taking all things together, Theorem 3 follows. ut

Proof Sketch of Theorem 4. The proof for the MUMCc&l-Auth security of
SC is similar to the proof for the strong MUc&l-CMA security of SIG shown in
Subsect. 5.2, with additional cares to the analysis of H’s collision-resistance.

The security proof goes with a sequence of games G0 –G8, which are similar
to the games defined in the proof of Theorem 1 for SIG.

Game G0: This is the Expauth-c&l
SC,A,n,κ experiment (cf. Fig. 12). Let Win denote the

event that Win = true. By definition, Advauth-c&l
SC,A,n,κ(λ) = Pr0[Win].

60



Let (pki = (pki, ṽki), ski = (ski, s̃ki)) denote the public/secret key pair of
user i ∈ [n]. In this game, when answering an OSignEnc query (s, r,m), the
challenger samples x←$ Lρ with witness w, computes d := Pub(pkr, x, w) +m,

d̃ := P̃riv(s̃ks, x), τ := H(ṽks, pkr, d, d̃) and π ←$ Prove(crs, τ, x, w). Then, the

challenger returns c := (x, d, d̃, π ) to A and puts (s, r, c) to set QSignEnc. For an

OCor query i, the challenger returns ski = (ski, s̃ki) to A and puts i to set QCor.

For an OLeak query (i, L), the challenger returns L(ski) = L(ski, s̃ki) to A.

Upon an OVrfyDec query (s∗, r∗, c∗ = (x∗, d∗, d̃∗, π∗ )), the challenger com-

putes τ∗ := H(ṽks∗ , pkr∗ , d
∗, d̃∗), setsm∗ := d∗−Priv(skr∗ , x

∗) if VrfyNIZK(crs, τ∗,
x∗, π∗) = 1∧ ṼrfyHPS(ṽks∗ , x

∗, d̃∗) = 1 holds, and sets m∗ := ⊥ otherwise. Then,
the challenger returns m∗ to A, and sets Win := true if and only if

s∗ /∈ QCor ∧ (s∗, r∗, c∗) /∈ QSignEnc ∧ m∗ 6= ⊥. (3)

For simplicity and without loss of generality, we assume that the challenger
terminates the interactions with A immediately once Win is set to true.

Game G1: It is the same as G0, except that, when answering OSignEnc(s, r,m),
the challenger also puts (s, r,m, c) to a set QSignEncWithMsg, and when answering
OVrfyDec(s∗, r∗, c∗), the challenger adds the following new rule:

• If (s∗, r∗, c∗) ∈ QSignEnc, find (s∗, r∗,m, c∗) ∈ QSignEncWithMsg and return
m∗ := m directly (and keep Win = false).

By the correctness of SC, those (s∗, r∗, c∗) ∈ QSignEnc generated by OSignEnc

always unsigncrypt to the m contained in (s∗, r∗,m, c∗) ∈ QSignEncWithMsg, thus
m∗ = m holds both in G0 and G1 for such queries. The change is just conceptual
and we have Pr0[Win] = Pr1[Win].

Game G2: It is the same as G1, except that, when answering OVrfyDec(s∗, r∗, c∗

= (x∗, d∗, d̃∗, π∗ )) where (s∗, r∗, c∗) /∈ QSignEnc, the challenger adds the follow-
ing new rejection rule:

• If d̃∗ 6= P̃riv(s̃ks∗ , x
∗), return m∗ := ⊥ directly (and keep Win = false).

Clearly, G1 and G2 are the same unless that A ever queries OVrfyDec(s∗, r∗, c∗

= (x∗, d∗, d̃∗, π∗ )) s.t.

(s∗, r∗, c∗) /∈ QSignEnc ∧ VrfyNIZK(crs, τ∗, x∗, π∗) = 1

∧ ṼrfyHPS(ṽks∗ , x
∗, d̃∗) = 1 ∧ d̃∗ 6= P̃riv(s̃ks∗ , x

∗).

This event implies ṼrfyHPS(ṽks∗ , x
∗, d̃∗) = 1 ∧ d̃∗ 6= P̃riv(s̃ks∗ , x

∗). Thus by the

verification soundness of PVQAHPS,
∣∣Pr1[Win]−Pr2[Win]

∣∣ ≤ Advvrfy-sndPVQAHPS,B1,n
(λ).
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Game G3: It is the same as G2, except that, the challenger aborts immediately

if there are collisions in {pki}i∈[n] or collisions in {ṽki}i∈[n], i.e., ∃1 ≤ i < j ≤ n,

s.t. pki = pkj ∨ ṽki = ṽkj .
By the PK-diversity of QAHPS and by the VK-diversity of PVQAHPS, we

have that
∣∣Pr2[Win]− Pr3[Win]

∣∣ ≤ n(n−1)
2 · (εpk-divQAHPS(λ) + εvk-divPVQAHPS(λ)).

Game G4: It is the same as G3, except that, when answering OSignEnc(s, r,m),
the challenger computes d and π without using the witness w for x ∈ Lρ:

• d := Priv(skr, x) +m, • π ←$ Sim(crs, tdcrs, τ, x).

Since x is chosen from Lρ with witness w, by the correctness of QAHPS and
by the perfect zero-knowledge of QANIZK, we have Pr3[Win] = Pr4[Win].

Game G5: It is the same as G4, except that, when answering OSignEnc(s, r,m),
the challenger also puts (τ, x, π) to a set QSim, and when answering OVrfyDec(s∗,
r∗, c∗ = (x∗, d∗, d̃∗, π∗ )) where (s∗, r∗, c∗) /∈ QSignEnc, the challenger adds a
second new rejection rule:

• If (τ∗, x∗, π∗) ∈ QSim, return m∗ := ⊥ directly (and keep Win = false).

Clearly, G4 and G5 are the same unless that A ever queries OVrfyDec(s∗, r∗, c∗

= (x∗, d∗, d̃∗, π∗ )) s.t.

∃ (s, r, c = (x, d, d̃, π )) ∈ QSignEnc, s.t.

(s∗, r∗, c∗ = (x∗, d∗, d̃∗, π∗)) 6= (s, r, c = (x, d, d̃, π)) ∧ VrfyNIZK(crs, τ∗, x∗, π∗) = 1

∧ ṼrfyHPS(ṽks∗ , x
∗, d̃∗) = 1 ∧ d̃∗ = P̃riv(s̃ks∗ , x

∗) ∧ (τ∗, x∗, π∗) = (τ, x, π) ∈ QSim,

where τ∗ := H(ṽks∗ , pkr∗ , d
∗, d̃∗) and τ := H(ṽks, pkr, d, d̃).

Note that by (s∗, r∗, c∗ = (x∗, d∗, d̃∗, π∗ )) 6= (s, r, c = (x, d, d̃, π )) and (τ∗, x∗,
π∗) = (τ, x, π), it follows that (s∗, r∗, d∗, d̃∗) 6= (s, r, d, d̃) and τ∗ = H(ṽks∗ , pkr∗ ,

d∗, d̃∗) = H(ṽks, pkr, d, d̃) = τ . Since there are no collisions among {pki}i∈[n] and

no collisions among {ṽki}i∈[n] (due to the game change in G3), (s∗, r∗, d∗, d̃∗) 6=
(s, r, d, d̃) implies (ṽks∗ , pkr∗ , d

∗, d̃∗) 6= (ṽks, pkr, d, d̃). Thus the above event sug-
gests a collision of H, and we have

∣∣Pr4[Win]− Pr5[Win]
∣∣ ≤ AdvcrH,B2

(λ).

Game G6: It is the same as G5, except that, at the beginning of the game, the
challenger picks (ρ0, td0)←$ L0 besides (ρ, td)←$ L , and for all the OSignEnc

queries, the challenger samples x ←$ Lρ0 instead of x←$ Lρ.
By the multi-fold SMP related to L and by the multi-fold SMP related to

L0, we have that
∣∣Pr5[Win]− Pr6[Win]

∣∣ ≤ Advmsmp
L ,B3,Qe

(λ) + Advmsmp
L0,B4,Qe

(λ).

Game G7: It is the same as G6, except that, when answering OVrfyDec(s∗, r∗, c∗

= (x∗, d∗, d̃∗, π∗ )) where (s∗, r∗, c∗) /∈ QSignEnc, the challenger adds a third new
rejection rule:
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• If x∗ /∈ Lρ, return m∗ := ⊥ directly (and keep Win = false).

Clearly, G6 and G7 are the same unless that A ever queries OVrfyDec(s∗, r∗, c∗

= (x∗, d∗, d̃∗, π∗ )) s.t.

(s∗, r∗, c∗) /∈ QSignEnc ∧ VrfyNIZK(crs, τ∗, x∗, π∗) = 1 ∧ ṼrfyHPS(ṽks∗ , x
∗, d̃∗) = 1

∧ d̃∗ = P̃riv(s̃ks∗ , x
∗) ∧ (τ∗, x∗, π∗) /∈ QSim ∧ x∗ /∈ Lρ.

This event implies VrfyNIZK(crs, τ∗, x∗, π∗) = 1 ∧ (τ∗, x∗, π∗) /∈ QSim ∧ x∗ /∈ Lρ.
Thus by the USS of QANIZK, we have

∣∣Pr6[Win]−Pr7[Win]
∣∣ ≤ AdvussQANIZK,B5

(λ).

Game G8: It is the same as G7, except that,when answering OVrfyDec(s∗, r∗, c∗

= (x∗, d∗, d̃∗, π∗ )) where (s∗, r∗, c∗) /∈ QSignEnc, the challenger adds a fourth
new rejection rule:

• If s∗ /∈ QCor, return m∗ := ⊥ directly (and keep Win = false).

Clearly, G7 and G8 are the same unless that A ever queries OVrfyDec(s∗, r∗, c∗

= (x∗, d∗, d̃∗, π∗ )) s.t.

(s∗, r∗, c∗) /∈ QSignEnc ∧ VrfyNIZK(crs, τ∗, x∗, π∗) = 1 ∧ ṼrfyHPS(ṽks∗ , x
∗, d̃∗) = 1

∧ d̃∗ = P̃riv(s̃ks∗ , x
∗) ∧ (τ∗, x∗, π∗) /∈ QSim ∧ x∗ ∈ Lρ ∧ s∗ /∈ QCor.

By the κ-LR-〈L0,L 〉-OT-extracting property of PVQAHPS, the event that

x∗ ∈ Lρ ∧ d̃∗ = P̃riv(s̃ks∗ , x
∗) ∧ s∗ /∈ QCor can happen with only a negligible

probability. We have that |Pr7[Win]− Pr8[Win]| ≤ nQd ·εlr-〈L0,L〉-otext
PVQAHPS,B6,κ

(λ) follow-
ing a similar reduction as that in the proof of Claim 5 for SIG (cf. Appendix C.4).
Intuitively, B6 will randomly guess the user index s∗ ∈ [n] to embed the hashing

key chosen by its own challenger into s̃ks∗ of user s∗. Besides, B6 can sample all
hashing keys {ski}i∈[n] of QAHPS and handle all parts related to QAHPS itself.
In particular, to answer an OLeak query (s∗, L) for user s∗ made by A, B6 sends
L(sks∗ , ·) to its own leakage oracle and returns the answer to A. At the end of re-

duction, B6 will randomly pick an OVrfyDec query (s∗, r∗, c∗ = (x∗, d∗, d̃∗, π∗ ))

among all the Qd queries made by A, and return the extracted pair (x∗, d̃∗) to
its own challenger. Overall, B6 succeeds as long as s∗ is correctly guessed and
the above event occurs exactly in the OVrfyDec query chosen by B6. Thus, the

security loss to ε
lr-〈L0,L〉-otext
PVQAHPS,B6,κ

(λ) is nQd.

Finally in G8, for any OVrfyDec query, the challenger always sets and returns
m∗ := ⊥ to A in the case of s∗ /∈ QCor ∧ (s∗, r∗, c∗) /∈ QSignEnc. Thus, by the
definition of Win, cf. (3), Win can never be set to true in G8, and Pr8[Win] = 0.

Taking all things together, Theorem 4 follows. ut

G MAC with Tight Strong MUc&l-CMVA Security

In this section, we present probabilistic message authentication code (MAC)
schemes with tight strong MUc&l-CMVA security. We note that the strongly
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MUc&l-CMA secure SIG constructed in Subsect. 5.2 directly implies a strongly
MUc&l-CMVA secure MAC [15]. Here we provide a new generic construction of
MAC from QA-HPS (which is not necessarily publicly-verifiable) and QA-NIZK,
admitting more efficient instantiations from MDDH.

In Appendix G.1, we define the syntax of MAC and its strong MUc&l-CMVA
security. Then in Appendix G.2, we present our new generic construction of
MAC from QA-HPS and QA-NIZK.

G.1 MAC and Its Strong MUc&l-CMVA Security

Definition 22 (MAC). A message authentication code (MAC) scheme MAC =
(SetupMAC,Gen,Tag,VrfyMAC) with message space M consists of four PPT algo-
rithms:

– ppMAC ←$ SetupMAC: The setup algorithm outputs a public parameter ppMAC,
which serves as an implicit input of other algorithms.

– sk ←$ Gen(ppMAC): Taking ppMAC as input, the key generation algorithm out-
puts a symmetric key sk.

– σ ←$ Tag(sk,m): Taking as input a key sk and a message m ∈ M, the
(possibly probabilistic) tag generation algorithm outputs a tag σ.

– 0/1 ← VrfyMAC(sk,m, σ): Taking as input a key sk, a message m ∈ M
and a tag σ, the deterministic verification algorithm outputs a bit indicating
whether σ is a valid tag for m.

Correctness requires that for all ppMAC ∈ SetupMAC, sk ∈ Gen(ppMAC), m ∈ M,
σ ∈ Tag(sk,m), it holds that VrfyMAC(sk,m, σ) = 1.

The standard security notion for MAC is EUF-CMA (existential unforge-
ability under chosen message attacks). In [15], Dodis et al. formalized a stronger
notion called EUF-CMVA, by additionally allowing chosen verification attacks
(CVA). The CVA attacks enable the adversary to adaptively submit any polyno-
mial number of pairs (m∗, σ∗) as forgery and learn the results whether they pass
the verification of MAC. The adversary wins as long as there exists one fresh pair
(m∗, σ∗) passing the verification. As noted in [15], there exist MAC schemes that
are EUF-CMA secure but not EUF-CMVA secure, thus EUF-CMVA is strictly
stronger than EUF-CMA.

Here we extend EUF-CMVA security to the Multi-User setting, and addition-
ally allow adaptive corruptions and key leakages. We formalize such security as
MUc&l-CMVA. Moreover, strong MUc&l-CMVA requires that the adversary cannot
even forge a new tag for a message that it has ever queried. Below we present
the definition of strong MUc&l-CMVA and the non-strong version can be easily
adapted accordingly.

Definition 23 (Strong MUc&l-CMVA Security for MAC). Let κ = κ(λ) ∈
N. A MAC scheme MAC is strongly MUc&l-CMVA secure under κ bits leakage
per user, if for any PPT adversary A and any polynomial n, it holds that
Advs-cmva-c&l

MAC,A,n,κ(λ) := Pr[Exps-cmva-c&l
MAC,A,n,κ ⇒ 1] ≤ negl(λ), where the experiment

Exps-cmva-c&l
MAC,A,n,κ is defined in Fig. 14.
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Exps-cmva-c&l
MAC,A,n,κ:

ppMAC ←$ SetupMAC

For i ∈ [n]: ski ←$ Gen(ppMAC)

QTag := ∅ �Record the tagging queries

QCor := ∅ �Record the corruption queries

Win := false

⊥ ←$ AOTag(·,·),OVrfy(·,·,·),OCor(·),OLeak(·,·)(ppMAC)

If Win = true: Return 1; Else: Return 0

OTag(i,m):

σ ←$ Tag(ski,m)

QTag := QTag ∪ {(i,m, σ)}
Return σ

OVrfy(i∗,m∗, σ∗):

b∗ ← VrfyMAC(ski∗ ,m
∗, σ∗)

If (i∗ /∈ QCor) ∧ ((i∗,m∗, σ∗) /∈ QTag) ∧ (b∗ = 1):

Win := true

Return b∗

OCor(i):

QCor := QCor ∪ {i}
Return ski

OLeak(i, L): �at most κ leakage bits per user i

Return L(ski)

Fig. 14. The strong MUc&l-CMVA security experiment Exps-cmva-c&l
MAC,A,n,κ for MAC.

G.2 Generic Construction of MAC from QA-HPS and QA-NIZK

We present a generic construction of strongly MUc&l-CMVA secure MAC. LetM
be an arbitrary message space. The underlying building blocks are as follows.

• Two language distributions L and L0, both of which have hard SMPs.
• A QAHPS = (SetupHPS, α(·),Pub,Priv) for both L and L0, whose hashing

key space is SK and projection key space is PK. We stress that QAHPS is
not required to be publicly-verifiable.

• A tag-based QANIZK = (SetupNIZK,CRSGen,Prove,VrfyNIZK,Sim) for L ,
whose tag space is T .

• A family of collision-resistant hash functions H = {H : PK ×M −→ T }.
Our generic construction of MAC = (SetupMAC,Gen,Tag,VrfyMAC) is shown in
Fig. 15.

ppMAC ←$ SetupMAC:

(ρ, td)←$ L .
(ρ0, td0)←$ L0.
ppHPS ←$ SetupHPS.
ppNIZK ←$ SetupNIZK.
(crs, tdcrs)←$ CRSGen(ρ).
H ←$ H.
Return ppMAC :=

(ρ, ρ0, ppHPS, ppNIZK, crs, H).

sk ←$ Gen(ppMAC):

sk ←$ SK.
Return sk.

σ ←$ Tag(sk,m):

x ←$ Lρ with witness w.
d := Priv(sk, x).
pk0 := αρ0(sk).
τ := H(pk0,m) ∈ T .
π ←$ Prove(crs, τ, x, w).
Return σ := (x, d, π).

0/1← VrfyMAC(sk,m, σ):

Parse σ = (x, d, π).
pk0 := αρ0(sk).
τ := H(pk0,m) ∈ T .
If VrfyNIZK(crs, τ, x, π) = 1
∧ d = Priv(sk, x):

Return 1.
Else: Return 0.

Fig. 15. Generic construction of MAC = (SetupMAC,Gen,Tag,VrfyMAC) from QAHPS,
tag-based QANIZK and H. The message space is M.

The MAC construction resembles the SIG construction shown in Fig. 8 in
Subsect. 5.2. From a high-level view, our MAC construction can be considered as
replacing the building block PV-QA-HPS in SIG with a (not necessarily publicly-
verifiable) QA-HPS. However, there are two main differences.
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– Firstly, the VrfyMAC algorithm of MAC checks d = Priv(sk, x) directly using
sk, while the VrfySIG algorithm of SIG checks VrfyHPS(vk, x, d) = 1 publicly
using vk = ν(sk).

– Secondly, unlike SIG, vk is not available any more in our MAC, so it cannot
serve as part of input for the collision-resistant hash function H. Neither
can pk := αρ(sk) since pk cannot be published or leaked for the sake of
security of MAC (for similar reasons as the security of SIG, cf. the paragraph
before Theorem 1 & the proof of Claim 5). We stress that as an input of
H, vk := ν(sk) plays an important role in differentiating users by the VK-
diversity (see the proof of Claim 2 in the proof of Theorem 1 for SIG).
Without the help of vk for H, the security proof of MAC will be affected.

To solve the problem of lacking vk in MAC, we exploit a new technical trick
by taking advantage of the quasi-adaptive property of QAHPS again. More
precisely, we project sk on another public language Lρ0 with ρ0 independent
of ρ, and put the corresponding projection key pk0 := αρ0(sk) in the input
of H. In the security proof of MAC, we can safely take care of the leakage
on sk from αρ0(sk) (similar to the proof of Claim 5 for SIG). Meanwhile,
different users have different pk0 (with overwhelming probability), then a
security proof similar to that of Theorem 1 can go soundly for MAC.

Correctness of MAC follows directly from the perfect completeness of QANIZK.
Next, we show its strong MUc&l-CMVA security. According to the above dis-
cussion, the underlying building block QAHPS is additionally required to have
PK-diversity for language parameters ρ0 output by L0 (instead of ρ output by

L as in Def. 12), i.e., εpk-divQAHPS(λ) := Pr[αρ0(sk) = αρ0(sk′)] ≤ negl(λ), where

(ρ0, td0) ←$ L0, ppHPS ←$ SetupHPS and sk, sk′ ←$ SK.

Theorem 5 (Strong MUc&l-CMVA Security of MAC). Assume that (i) L
and L0 have hard SMPs, (ii) QAHPS is a QA-HPS for both L and L0, having
PK-diversity for L0 and supporting κ-LR-〈L0,L 〉-OT-extracting, (iii) QANIZK
is a tag-based QA-NIZK for L , satisfying both perfect zero-knowledge and un-
bounded simulation-soundness, (iv) H is collision-resistant. Then the proposed
MAC scheme in Fig. 15 is strongly MUc&l-CMVA secure under κ bits leakage per
user.

Concretely, for any number n of users and any adversary A who makes at
most Qt times of OTag queries and Qv times of OVrfy queries, there exist ad-
versaries B1, · · · ,B5, such that T(B1) ≈ · · · ≈ T(B4) ≈ T(A) + (n+Qt +Qv) ·
poly(λ), with poly(λ) independent of T(A), and

Advs-cmva-c&l
MAC,A,n,κ(λ) ≤ AdvcrH,B1

(λ) + Advmsmp
L ,B2,Qt

(λ) + Advmsmp
L0,B3,Qt

(λ) + AdvussQANIZK,B4
(λ)

+ n(n−1)
2 · εpk-divQAHPS(λ) + nQv · εlr-〈L0,L〉-otext

QAHPS,B5,κ
(λ).

Remark 8 (On the Tightness of MAC’s Strong MUc&l-CMVA security).
According to Theorem 5, MAC has tight strong MUc&l-CMVA security as long
as both the multi-fold SMPs related to L and L0 have tight reductions and
QANIZK has a tight USS.
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Table 7. Brief Description of Games G0-G7 for the strong MUc&l-CMVA security proof
of MAC. Here column “OTag” suggests how a tag σ = (x, d, π ) is generated: sub-
column “x from” refers to the language from which x is chosen; sub-column “d using”
indicates the keys that are used in the computation of d; sub-column “π via” indicates
the way (Prove or Sim) that π is computed. Columns “OCor” and “OLeak” show the
output returned by OCor and OLeak respectively. Column “OVrfy’s additional check”
describes the additional check made by OVrfy upon a verification query (i∗,m∗, σ∗ =
(x∗, d∗, π∗ )), besides the routine check VrfyNIZK(crs, τ∗, x∗, π∗) = 1∧d∗ = Priv(ski∗ , x

∗),
where τ∗ := H(pk0,i∗ ,m

∗); OVrfy sets b∗ := 1 if the check passes and sets Win := true
if i∗ /∈ QCor ∧ (i∗,m∗, σ∗) /∈ QTag ∧ b∗ = 1.

OTag(i,m)
OCor(i) OLeak(i, L)

OVrfy(i∗,m∗, σ∗ = (x∗, d∗, π∗))’s

additional check
Remark/Assumption

x from d using π via

G0 Lρ ski Prove ski L(ski) The strong MUc&l-CMVA experiment

G1 Lρ ski Prove ski L(ski)
OVrfy sets b∗ := 1 directly if

(i∗,m∗, σ∗) ∈ QTag: by correctness of MAC

G2 Lρ ski Prove ski L(ski)
Abort if projection keys w.r.t. ρ0 collide:

by PK-diversity for L0 of QAHPS

G3 Lρ ski Sim ski L(ski) By perfect zero-knowledge of QANIZK

G4 Lρ ski Sim ski L(ski) (τ∗, x∗, π∗) /∈ QSim By collision-resistance of H
G5 Lρ0 ski Sim ski L(ski) (τ∗, x∗, π∗) /∈ QSim By multi-fold SMP of L and L0

G6 Lρ0 ski Sim ski L(ski) (τ∗, x∗, π∗) /∈ QSim, x∗ ∈ Lρ By USS of QANIZK

G7 Lρ0 ski Sim ski L(ski)
(τ∗, x∗, π∗) /∈ QSim, x

∗ ∈ Lρ, By κ-LR-〈L0,L 〉-OT-extracting of QAHPS

i∗ ∈ QCor
Pr[Win] = 0 in G7: since b∗ = 1 contradicts

i∗ /∈ QCor ∧ (i∗,m∗, σ∗) /∈ QTag

The proof of Theorem 5 mainly follows the proof of Theorem 1 for the SIG
construction in Subsect. 5.2 and the proof of Theorem 4 for the SC construction
in Appendix F.2. Here we provide a proof sketch.

Proof Sketch of Theorem 5. We prove the theorem by defining a sequence of
games G0 –G7 and showing adjacent games indistinguishable. A brief description
of differences between adjacent games is summarized in Table 7.

Game G0: This is the Exps-cmva-c&l
MAC,A,n,κ experiment (cf. Fig. 14). Let Win denote the

event that Win = true. By definition, Advs-cmva-c&l
MAC,A,n,κ(λ) = Pr0[Win].

Let ski denote the key of user i ∈ [n], and define by pk0,i := αρ0(ski)
its corresponding projection key w.r.t. ρ0, where ρ0 is the language parameter
contained in ppMAC = (ρ, ρ0, ppHPS, ppNIZK, crs, H).

In this game, when answering an OTag query (i,m), the challenger samples
x←$ Lρ with witness w, computes d := Priv(ski, x), τ := H(pk0,i,m), and
invokes π ←$ Prove(crs, τ, x, w). Then, the challenger returns σ := (x, d, π ) to A
and puts (i,m, σ) to set QTag. For an OCor query i, the challenger returns ski
to A and puts i to set QCor. For an OLeak query (i, L), the challenger returns
L(ski) to A.

Upon an OVrfy query (i∗,m∗, σ∗ = (x∗, d∗, π∗ )), the challenger computes
τ∗ := H(pk0,i∗ ,m

∗), sets b∗ := 1 if VrfyNIZK(crs, τ∗, x∗, π∗) = 1 ∧ d∗ = Priv(ski∗ ,
x∗) holds, and sets b∗ := 0 otherwise. Then, the challenger returns b∗ to A, and

67



sets Win := true if and only if

i∗ /∈ QCor ∧ (i∗,m∗, σ∗) /∈ QTag ∧ b∗ = 1. (4)

For simplicity and without loss of generality, we assume that the challenger
terminates the interactions with A immediately once Win is set to true.

Game G1: It is the same as G0, except that, when answering OVrfy(i∗,m∗, σ∗),
the challenger adds the following new rule:

• If (i∗,m∗, σ∗) ∈ QTag, return b∗ := 1 directly (and keep Win = false).

By the correctness of MAC, those (i∗,m∗, σ∗) ∈ QTag generated by OTag al-
ways pass the verification, thus b∗ = 1 holds both in G0 and G1 for such queries.
The change is just conceptual and we have Pr0[Win] = Pr1[Win].

Game G2: It is the same as G1, except that, after generating n keys {ski}i∈[n],
the challenger computes their corresponding projection keys {pk0,i := αρ0(ski)}i∈[n]
w.r.t. ρ0, and aborts immediately if there are collisions in {pk0,i}i∈[n], i.e.,
∃1 ≤ i < j ≤ n, s.t. pk0,i = pk0,j .

By the PK-diversity for L0 property of QAHPS,
∣∣Pr1[Win] − Pr2[Win]

∣∣ ≤
n(n−1)

2 · εpk-divQAHPS(λ).

Game G3: It is the same as G2, except that, when answering OTag(i,m), the
challenger computes π without using the witness w for x ∈ Lρ:

• π ←$ Sim(crs, tdcrs, τ, x).

Since x is chosen from Lρ with witness w, by the perfect zero-knowledge of
QANIZK, the change is just conceptual, and we have Pr2[Win] = Pr3[Win].

Game G4: It is the same as G3, except that, when answeringOTag(i,m), the chal-
lenger also puts (τ, x, π) to a set QSim, and when answering OVrfy(i∗,m∗, σ∗ =
(x∗, d∗, π∗)) where (i∗,m∗, σ∗) /∈ QTag, the challenger adds the following new
rejection rule:

• If (τ∗, x∗, π∗) ∈ QSim, return b∗ := 0 directly (and keep Win = false).

Clearly, G3 and G4 are the same unless that A ever queries OVrfy(i∗,m∗, σ∗ =
(x∗, d∗, π∗)) s.t.

∃ (i,m, σ = (x, d, π )) ∈ QTag, s.t.

(i∗,m∗, σ∗ = (x∗, d∗, π∗)) 6= (i,m, σ = (x, d, π)) ∧ VrfyNIZK(crs, τ∗, x∗, π∗) = 1

∧ d∗ = Priv(ski∗ , x
∗) ∧ (τ∗, x∗, π∗) = (τ, x, π) ∈ QSim,

where τ∗ := H(pk0,i∗ ,m
∗) and τ := H(pk0,i,m). There are two cases.
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• Case 1: (i∗,m∗) = (i,m). Together with (i∗,m∗, σ∗ = (x∗, d∗, π∗)) 6=
(i,m, σ = (x, d, π)) ∧ (τ∗, x∗, π∗) = (τ, x, π), it follows that d∗ 6= d. However,
this contradicts d∗ = Priv(ski∗ , x

∗) = Priv(ski, x) = d. Therefore, this case
can never occur.

• Case 2: (i∗,m∗) 6= (i,m). Since there are no collisions among {pk0,i}i∈[n]
(due to the game change in G2), (i∗,m∗) 6= (i,m) implies (pk0,i∗ ,m

∗) 6=
(pk0,i,m). Together with τ∗ = H(pk0,i∗ ,m

∗) = H(pk0,i,m) = τ , this case
suggests a collision of H.

Overall, we have
∣∣Pr3[Win]− Pr4[Win]

∣∣ ≤ AdvcrH,B1
(λ).

Game G5: It is the same as G4, except that, for all the OTag queries, the chal-
lenger samples x ←$ Lρ0 instead of x ←$ Lρ, where ρ0 is the language parameter
contained in ppMAC = (ρ, ρ0, ppHPS, ppNIZK, crs, H).

By the multi-fold SMP related to L and by the multi-fold SMP related to
L0, we have that

∣∣Pr4[Win]− Pr5[Win]
∣∣ ≤ Advmsmp

L ,B2,Qt
(λ) + Advmsmp

L0,B3,Qt
(λ).

Game G6: It is the same as G5, except that, when answering OVrfy(i∗,m∗, σ∗ =
(x∗, d∗, π∗)) where (i∗,m∗, σ∗) /∈ QTag, the challenger adds a second new rejec-
tion rule:

• If x∗ /∈ Lρ, return b∗ := 0 directly (and keep Win = false).

Clearly, G5 and G6 are the same unless that A ever queries OVrfy(i∗,m∗, σ∗ =
(x∗, d∗, π∗)) s.t.

(i∗,m∗, σ∗ = (x∗, d∗, π∗)) /∈ QTag ∧ VrfyNIZK(crs, τ∗, x∗, π∗) = 1

∧ d∗ = Priv(ski∗ , x
∗) ∧ (τ∗, x∗, π∗) /∈ QSim ∧ x∗ /∈ Lρ.

This event implies VrfyNIZK(crs, τ∗, x∗, π∗) = 1 ∧ (τ∗, x∗, π∗) /∈ QSim ∧ x∗ /∈ Lρ.
Thus by the USS of QANIZK, we have

∣∣Pr5[Win]−Pr6[Win]
∣∣ ≤ AdvussQANIZK,B4

(λ).

Game G7: It is the same as G6, except that, when answering OVrfy(i∗,m∗, σ∗ =
(x∗, d∗, π∗)) where (i∗,m∗, σ∗) /∈ QTag, the challenger adds a third new rejection
rule:

• If i∗ /∈ QCor, return b∗ := 0 directly (and keep Win = false).

Clearly, G6 and G7 are the same unless that A ever queries OVrfy(i∗,m∗, σ∗ =
(x∗, d∗, π∗)) s.t.

(i∗,m∗, σ∗ = (x∗, d∗, π∗)) /∈ QTag ∧ VrfyNIZK(crs, τ∗, x∗, π∗) = 1

∧ d∗ = Priv(ski∗ , x
∗) ∧ (τ∗, x∗, π∗) /∈ QSim ∧ x∗ ∈ Lρ ∧ i∗ /∈ QCor.

By the κ-LR-〈L0,L 〉-OT-extracting property of QAHPS, the event that
x∗ ∈ Lρ ∧ d∗ = Priv(ski∗ , x

∗) ∧ i∗ /∈ QCor can happen with only a negligible

probability. We have that |Pr6[Win]− Pr7[Win]| ≤ nQv ·εlr-〈L0,L〉-otext
QAHPS,B5,κ

(λ) follow-
ing a similar reduction as that in the proof of Claim 5 for SIG (cf. Appendix C.4).
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Intuitively, B5 will randomly guess the user index i∗ ∈ [n] to embed the hash-
ing key chosen by its own challenger into the key ski∗ of user i∗. At the end
of reduction, B5 will randomly pick an OVrfy query (i∗,m∗, σ∗ = (x∗, d∗, π∗ ))
among all the Qv queries made by A, and return the contained (x∗, d∗) to its own
challenger. Overall, B5 succeeds as long as i∗ is correctly guessed and the above
event occurs exactly in the OVrfy query chosen by B5. Therefore, the security

loss to ε
lr-〈L0,L〉-otext
QAHPS,B5,κ

(λ) is nQv.

Finally in G7, for any OVrfy query, the challenger always sets and returns
b∗ := 0 to A in the case of i∗ /∈ QCor ∧ (i∗,m∗, σ∗) /∈ QTag. Thus, by the
definition of Win, cf. (4), Win can never be set to true in G7, and Pr7[Win] = 0.

Taking all things together, Theorem 5 follows. ut

H AE with Tight MUMCc&l-Priv&Auth Security

In this section, we present probabilistic authenticated encryption (AE) schemes
with tight privacy (MUMCc&l-Priv) and integrity/authenticity (MUMCc&l-Auth),
in the multi-user multi-challenge (MUMC) setting under CCA attacks, adaptive
corruptions and key leakages.

Recall that in Subsect. 6.2 and in Appendix G.2, we proposed generic con-
structions of MUMCc&l-CCA secure PKE (which can be used as an symmetric
encryption (SE) scheme) and strongly MUc&l-CMVA secure MAC. By the stan-
dard Encrypt-then-MAC method [7], we can immediately obtain an AE scheme
that achieves both MUMCc&l-Priv and MUMCc&l-Auth security. A ciphertext of
the resulting AE scheme consists of a PKE (SE) ciphertext c = (x, d, π) and a

MAC tag σ = (x̃, d̃, π̃).
Here we provide a more efficient generic construction of AE, by optimizing

the Encrypt-then-MAC method with similar ideas in our SC construction in
Appendix F.2. Intuitively, thanks to the similar structures and the same building
blocks of our PKE (SE) and MAC constructions, we can reuse the instance x
and the QA-NIZK proof π, and the resulting ciphertext of our new AE consists
of only (x, d, d̃, π), thus saving one instance x̃ and one QA-NIZK proof π̃.

As a result, compared with our MAC, the new AE scheme adds only one
more component d to provide privacy; compared with our PKE (SE), the new

AE scheme adds only one more component d̃ to provide integrity/authenticity.
The rest of this section is organized as follows. In Appendix H.1, we define

the syntax of AE and its MUMCc&l-Priv and MUMCc&l-Auth security. Then in
Appendix H.2, we present our new generic construction of AE.

H.1 Authenticated Encryption and Its MUMCc&l-Priv&Auth
Security

Definition 24 (AE). An authenticated encryption (AE) scheme AE = (SetupAE,
Gen,Enc,Dec) with message space M consists of four PPT algorithms:
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– ppAE ←$ SetupAE: The setup algorithm outputs a public parameter ppAE, which
serves as an implicit input of other algorithms.

– sk←$ Gen(ppAE): Taking ppAE as input, the key generation algorithm outputs
a symmetric key sk.

– c←$ Enc(sk,m): Taking as input a key sk and a message m ∈M, the (pos-
sibly probabilistic) encryption algorithm outputs a ciphertext c.

– m/⊥ ← Dec(sk, c): Taking as input a key sk and a ciphertext c, the deter-
ministic decryption algorithm outputs either a message m ∈ M or a special
symbol ⊥ indicating the failure of decryption.

Correctness requires that for all ppAE ∈ SetupAE, sk ∈ Gen(ppAE), m ∈ M,
c ∈ Enc(sk,m), it holds that Dec(sk, c) = m.

Remark 9. Note that our syntax of AE above can be extended to AE with As-
sociated Data (AEAD) [36], by allowing the Enc and Dec algorithms additionally
take an associated data as input. Jumping a bit ahead, our generic construction
of AE later in Appendix H.2 can naturally support associated data, by simply
putting it inside the collision-resistant hash function H when computing τ . We
choose to use a slightly simplified syntax to better illustrate the core ideas and
techniques in our AE construction.

The primary security goals of AE include privacy and integrity/authenticity.
In [25], Jager et al. formalized privacy and integrity/authenticity for AE in a
multi-user and multi-challenge (MUMC) setting under adaptive corruptions, via
a general definition framework. Here we choose a strong variant that consid-
ers CCA attacks and ciphertext integrity. Our formalization of privacy and in-
tegrity/authenticity, denoted by MUMCc&l-Priv and MUMCc&l-Auth, like those
defined for SC in Appendix F.1, ask ciphertext indistinguishability and cipher-
text integrity, respectively, under CCA attacks, adaptive corruptions as well as
key leakages, in the MUMC setting. Below we present the formal definition.

Definition 25 (MUMCc&l-Priv and MUMCc&l-Auth for AE). Let κ = κ(λ) ∈
N. An AE scheme AE is MUMCc&l-Priv secure (resp. MUMCc&l-Auth secure)
under κ bits leakage per user, if for any PPT adversary A and any polyno-
mial n, it holds that Advpriv-c&l

AE,A,n,κ(λ) :=
∣∣Pr[Exppriv-c&l

AE,A,n,κ ⇒ 1] − 1
2

∣∣ ≤ negl(λ)

(resp. Advauth-c&l
AE,A,n,κ(λ) := Pr[Expauth-c&l

AE,A,n,κ ⇒ 1] ≤ negl(λ)), where the experiments

Exppriv-c&l
AE,A,n,κ and Expauth-c&l

AE,A,n,κ are defined in Fig. 16 and Fig. 17 respectively.

H.2 Generic Construction of AE from QA-HPS and QA-NIZK

In this subsection, we present a generic construction of MUMCc&l-Priv&Auth
secure AE. The underlying building blocks are as follows.

• Two language distributions L and L0, both of which have hard SMPs.
• A QAHPS = (SetupHPS, α(·),Pub,Priv) for both L and L0, whose hashing

key space is SK, projection key space is PK and hash value space is HV. We
require HV to be an (additive) group. We stress that QAHPS is not required
to be publicly-verifiable.
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Exppriv-c&l
AE,A,n,κ:

ppAE ←$ SetupAE
For i ∈ [n]: ski ←$ Gen(ppAE)

QEnc := ∅ �Record the encryption queries

QCor := ∅ �Record the corruption queries

For i ∈ [n]: chali := false

β ←$ {0, 1} �Single challenge bit

β′ ←$ AOEnc(·,·,·),Oreal
Enc(·,·),ODec(·,·),OCor(·),OLeak(·,·)(ppAE)

If β′ = β: Return 1; Else: Return 0

OEnc(i∗,m0,m1):

If |m0| 6= |m1|: Return ⊥
If i∗ ∈ QCor: Return ⊥
chali∗ := true

c∗ ←$ Enc(ski∗ ,mβ)

QEnc := QEnc ∪ {(i∗, c∗)}
Return c∗

ODec(i, c):

If (i, c) ∈ QEnc: Return ⊥
Return Dec(ski, c)

Oreal
Enc(i,m):

Return Enc(ski,m)

OCor(i):

If (i, ·) ∈ QEnc: Return ⊥
QCor := QCor ∪ {i}
Return ski

OLeak(i, L): �at most κ leakage

�bits per user i

If chali = true: Return ⊥
Return L(ski)

Fig. 16. The MUMCc&l-Priv security experiment Exppriv-c&l
AE,A,n,κ for AE. We note that be-

sides challenge ciphertexts return by OEnc, A can also obtain honestly generated ci-
phertexts via Oreal

Enc.

Expauth-c&l
AE,A,n,κ:

ppAE ←$ SetupAE
For i ∈ [n]: ski ←$ Gen(ppAE)

QEnc := ∅ �Record the encryption queries

QCor := ∅ �Record the corruption queries

Win := false

⊥ ←$ AOEnc(·,·),ODec(·,·),OCor(·),OLeak(·,·)(ppAE)

If Win = true: Return 1; Else: Return 0

OEnc(i,m):

c ←$ Enc(ski,m)

QEnc := QEnc ∪ {(i, c)}
Return c

ODec(i∗, c∗):

m∗ ← Dec(ski∗ , c
∗)

If (i∗ /∈ QCor) ∧ ((i∗, c∗) /∈ QEnc) ∧ (m∗ 6= ⊥):

Win := true

Return m∗

OCor(i):

QCor := QCor ∪ {i}
Return ski

OLeak(i, L): �at most κ leakage bits per user i

Return L(ski)

Fig. 17. The MUMCc&l-Auth security experiment Expauth-c&l
AE,A,n,κ for AE.
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• A tag-based QANIZK = (SetupNIZK,CRSGen,Prove,VrfyNIZK,Sim) for L ,
whose tag space is T .

• A family of collision-resistant hash functions H = {H : PK ×HV −→ T }.

Our generic construction of AE = (SetupAE,Gen,Enc,Dec) is shown in Fig. 18.

ppAE ←$ SetupAE:

(ρ, td)←$ L .
ppHPS ←$ SetupHPS.
ppNIZK ←$ SetupNIZK.
(crs, tdcrs)←$ CRSGen(ρ).
H ←$ H.
Return ppAE :=

(ρ, ppHPS, ppNIZK, crs, H).

sk ←$ Gen(ppAE):

sk, s̃k ←$ SK.

Return sk := (sk, s̃k).

c←$ Enc(sk,m ∈ HV):

Parse sk = (sk, s̃k).
x ←$ Lρ with witness w.
d := Priv(sk, x) +m ∈ HV.

d̃ := Priv(s̃k, x).
pk := αρ(sk).
τ := H(pk, d) ∈ T .
π ←$ Prove(crs, τ, x, w).

Return c := (x, d, d̃, π).

m/⊥ ← Dec(sk, c):

Parse sk = (sk, s̃k).

Parse c = (x, d, d̃, π).
pk := αρ(sk).
τ := H(pk, d) ∈ T .
If VrfyNIZK(crs, τ, x, π) = 1:

∧ d̃ = Priv(s̃k, x):
m := d− Priv(sk, x) ∈ HV.
Return m.

Else: Return ⊥.

Fig. 18. Generic construction of AE = (SetupAE,Gen,Enc,Dec) from QAHPS, tag-based
QANIZK and H. The message space is M := HV.

Correctness of AE follows directly from the perfect completeness of QANIZK.
Next, we show its MUMCc&l-Priv and MUMCc&l-Auth security.

Theorem 6 (MUMCc&l-Priv Security of AE). Assume that (i) L and L0

have hard SMPs, (ii) QAHPS is a QA-HPS for both L and L0, having PK-
diversity, and supporting both κ-LR-〈L ,L0〉-key-switching and L0-multi-key-
multi-extracting, (iii) QANIZK is a tag-based QA-NIZK for L , satisfying both
perfect zero-knowledge and unbounded simulation-soundness, (iv) H is collision-
resistant. Then the proposed AE scheme in Fig. 18 is MUMCc&l-Priv secure under
κ bits leakage per user.

Concretely, for any number n of users and any adversary A who makes at
most Qe times of OEnc queries and Qd times of ODec queries, there exist ad-
versaries B1, · · · ,B7, such that T(B1) ≈ · · · ≈ T(B6) ≈ T(A) + (n+Qe +Qd) ·
poly(λ), with poly(λ) independent of T(A), and

Advpriv-c&l
AE,A,n,κ(λ) ≤ AdvcrH,B1

(λ) + Advmsmp
L ,B2,Qe

(λ) + 2 · Advml-msmp
L0,B3,n,Qe

(λ) + Advmsmp
L0,B4,Qe

(λ)

+ AdvussQANIZK,B5
(λ) + AdvL0-mk-mext

QAHPS,B6,n,Qe
(λ) + n(n−1)

2 · εpk-divQAHPS(λ) + 2n · εlr-〈L,L0〉-ks
QAHPS,B7,κ

(λ).

Theorem 7 (MUMCc&l-Auth Security of AE). Assume that (i) L and L0

have hard SMPs, (ii) QAHPS is a QA-HPS for both L and L0, having PK-
diversity and supporting κ-LR-〈L0,L 〉-OT-extracting, (iii) QANIZK is a tag-
based QA-NIZK for L , satisfying both perfect zero-knowledge and unbounded
simulation-soundness, (iv) H is collision-resistant. Then the proposed AE scheme
in Fig. 18 is MUMCc&l-Auth secure under κ bits leakage per user.
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Concretely, for any number n of users and any adversary A who makes at
most Qe times of OEnc queries and Qd times of ODec queries, there exist ad-
versaries B1, · · · ,B5, such that T(B1) ≈ · · · ≈ T(B4) ≈ T(A) + (n+Qe +Qd) ·
poly(λ), with poly(λ) independent of T(A), and

Advauth-c&l
AE,A,n,κ(λ) ≤ AdvcrH,B1

(λ) + Advmsmp
L ,B2,Qe

(λ) + Advmsmp
L0,B3,Qe

(λ)

+ AdvussQANIZK,B4
(λ) + n(n−1)

2 · εpk-divQAHPS(λ) + nQd · εlr-〈L0,L〉-otext
QAHPS,B5,κ

(λ).

Remark 10 (On the Tightness of AE’s MUMCc&l-Priv&Auth Security).
According to Theorem 6 and Theorem 7, AE has both tight MUMCc&l-Priv and
tight MUMCc&l-Auth security, as long as the multi-fold SMPs related to L and
L0 and the multi-language multi-fold SMP related to L0 have tight reductions,
QAHPS has a tight L0-multi-key-multi-extracting property and QANIZK has a
tight USS.

The proofs of Theorem 6 and Theorem 7 for AE almost verbatim follow the
proofs of Theorem 3 and Theorem 4 for SC shown in Appendix F.2. Hence we
omit them.

I Instantiations of PV-QA-HPS, QA-HPS and QA-NIZK

In this section, we present the instantiations of the building blocks PV-QA-HPS,
QA-HPS and QA-NIZK needed in our generic constructions from the matrix
DDH (MDDH) assumptions over asymmetric pairing groups.

More precisely, in Appendix I.1, we recall the definitions of asymmetric pair-
ing groups and MDDH assumptions. In Appendix I.2, we present the instantia-
tions of the language distributions L and L0, whose (multi-language) multi-fold
SMPs have tight reductions to the MDDH assumptions. Then we give concrete
instantiations of Publicly-Verifiable QA-HPS in Appendix I.3 and QA-HPS in
Appendix I.4 from the MDDH assumptions. Finally, in Appendix I.5, we in-
stantiate tag-based QA-NIZK with a tag-base variant of the QA-NIZK scheme
proposed in [1] that has tight USS based on the MDDH assumptions.

I.1 Pairing Groups and MDDH Assumptions

Let PGGen be a PPT algorithm outputting a description of pairing group gpar =
(G1,G2,GT , p, e, P1, P2, PT ), where G1, G2 and GT are additive cyclic groups of
order p, p is a prime number of bit-length at least λ, e : G1 × G2 −→ GT is a
non-degenerated bilinear pairing, and P1, P2, PT are generators of G1,G2,GT ,
respectively, with PT := e(P1, P2). We assume that the operations in G1, G2, GT
and the pairing e are efficiently computable. We consider Type-III asymmetric
pairing group, where G1 6= G2 and there is no efficient homomorphism between
them. We require gpar to be an implicit input of other algorithms.

We use implicit representation of group elements as in [17]. For s ∈ {1, 2, T}
and a ∈ Zp, denote by [a]s = aPs ∈ Gs as the implicit representation of a in
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Gs. Similarly, for a matrix A = (ai,j) ∈ Zn×mp we define [A]s as the implicit
representation of A in Gs. Span(A) := {Ar|r ∈ Zmp } ⊆ Znp denotes the linear
span of A, and similarly Span([A]s) := {[Ar]s|r ∈ Zmp } ⊆ Gns . Ker(A) :=

{a|a>A = 0} ⊆ Znp denotes the left kernal space of A, and similarly Ker([A]s) :=

{a|a>[A]s = [0]s} ⊆ Znp . Note that given A, [B]s, [C]s and D with matching
dimensions, one can efficiently compute [AB]s, [B + C]s, [CD]s, and given [A]1
and [B]2, one can efficiently compute [AB]T := e([A]1, [B]2).

Let `, k ∈ N be integers with ` > k. A probabilistic distribution D`,k is
called a matrix distribution, if it outputs matrices in Z`×kp of full rank k in
polynomial time. Without loss of generality, we assume that the first k rows
of A←$ D`,k form an invertible matrix. Let Dk := Dk+1,k. Denote by U`,k the
uniform distribution over all matrices in Z`×kp . Let Uk := Uk+1,k.

In the following, we recall the Matrix DDH (MDDH), Q-fold MDDH and Ker-
nal Matrix DH (KerMDH) assumptions, parameterized by a matrix distribution
D`,k, as well as the random self-reducibility of the MDDH assumptions. The
advantage functions for an adversary A against the D`,k-MDDH, Q-fold D`,k-
MDDH and D`,k-KerMDH assumptions over group Gs (which is G1 or G2) are

denoted by Advmddh
D`,k,Gs,A(λ), AdvQ-mddh

D`,k,Gs,A(λ) and Advkmdh
D`,k,Gs,A(λ), respectively.

MDDH Assumptions. The D`,k-Matrix DDH (D`,k-MDDH) problem over
group Gs is to distinguish the two distributions ([A]s, [Aw]s) and ([A]s, [u]s),
where A ←$ D`,k, w ←$ Zkp and u ←$ Z`p.

Definition 26 (D`,k-MDDH Assumption). Let s ∈ {1, 2}. The D`,k-MDDH
assumption holds over group Gs, if for any PPT adversary A, it holds that
Advmddh

D`,k,Gs,A(λ) :=
∣∣Pr[A([A]s, [Aw]s) = 1] − Pr[A([A]s, [u]s) = 1]

∣∣ ≤ negl(λ),

where the probability is over A←$ D`,k, w ←$ Zkp and u ←$ Z`p.

MDDH assumption covers many well-studied assumptions, such as the DDH
and the k-Linear (k-LIN) assumptions, by specifying the matrix distribution as

LIN 1 and LIN k respectively [17], where LIN k : A =


a1

. . .
ak

1 · · · 1

 ∈ Z(k+1)×k
p .

Several relations among MDDH assumptions parameterized by different ma-
trix distributions were established in [17, 18].

Lemma 1 (D`,k-MDDH ⇒ Uk-MDDH [17] ⇒ U`′,k-MDDH [18]). For
any adversary A, there exists an adversary B such that T(B) ≈ T(A) and
Advmddh

Uk,Gs,A(λ) ≤ Advmddh
D`,k,Gs,B(λ).

For any adversary A, there exists an adversary B such that T(B) ≈ T(A)
and Advmddh

U`′,k,Gs,A(λ) ≤ Advmddh
Uk,Gs,B(λ).

Consequently, for any ` > k, U`,k-MDDH assumption is tightly implied by
the k-LIN assumption (i.e., LIN k-MDDH).

For Q ≥ 1, consider the Q-fold D`,k-MDDH problem over group Gs, which is
to distinguish two distributions ([A]s, [AW]s) and ([A]s, [U]s), where A ←$ D`,k,
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W ←$ Zk×Qp and U ←$ Z`×Qp . The distinguishing advantage of an adversary A is

denoted by AdvQ-mddh
D`,k,Gs,A(λ) := |Pr[A([A]s, [AW]s) = 1]−Pr[A([A]s, [U]s) = 1]|,

where A ←$ D`,k, W ←$ Zk×Qp and U ←$ Z`×Qp . The Q-fold D`,k-MDDH as-

sumption over Gs assumes that AdvQ-mddh
D`,k,Gs,A(λ) ≤ negl(λ) for any PPT A.

D`,k-MDDH problem is random self-reducible [17], namely Q-fold and (1-
fold) D`,k-MDDH problems can be tightly reduced to each other. In particular,
for the uniform distribution U`,k, the reduction is even tighter.

Lemma 2 (Random Self-Reducibility of MDDH [17]). Let Q > `− k.
For any adversary A, there exists an adversary B, such that T(B) ≈ T(A) +

Q · poly(λ) with poly(λ) independent of T(A), and AdvQ-mddh
D`,k,Gs,A(λ) ≤ (` − k) ·

Advmddh
D`,k,Gs,B(λ) + 1/(p− 1).

For any adversary A, there exists an adversary B, such that T(B) ≈ T(A) +

Q·poly(λ) with poly(λ) independent of T(A), and AdvQ-mddh
U`,k,Gs,A(λ) ≤ Advmddh

U`,k,Gs,B(λ)

+1/(p− 1).

We also define the D`,k-Kernal Matrix DH (D`,k-KerMDH) assumption ac-
cording to [33] which is a natural search variant of the D`,k-MDDH assumption.

Definition 27 (D`,k-KerMDH Assumption). Let s ∈ {1, 2}. The D`,k-
KerMDH assumption holds over group Gs, if for any PPT adversary A, it holds
that Advkmdh

D`,k,Gs,A(λ) := Pr
[
[x]3−s ∈ G`3−s ←$ A([A]s) : x>A = 0 ∧ x 6= 0

]
≤

negl(λ), where the probability is over A ←$ D`,k.

The following lemma shows that the D`,k-KerMDH assumption is tightly
implied by the D`,k-MDDH assumption, since one can use a non-zero [x]3−s
satisfying x>A = 0 to test membership in Span([A]s).

Lemma 3 (D`,k-MDDH ⇒ D`,k-KerMDH [33]). For any adversary A,

there exists an adversary B such that T(B) ≈ T(A) and Advkmdh
D`,k,Gs,A(λ) ≤

Advmddh
D`,k,Gs,B(λ) + 1/(p− 1).

I.2 Instantiations of Language Distribution for Linear Subspaces

Let gpar = (G1,G2,GT , p, e, P1, P2, PT ) be a description of asymmetric pairing
group. For any matrix distribution D`,k, it naturally gives rise to a language
distribution LD`,k for linear subspaces over group G1:

– LD`,k invokes A ←$ D`,k and outputs (ρ := [A]1, td := A).

The language parameter ρ = [A]1 ∈ G`×k1 defines a linear subspace language

Lρ := Span([A]1)\{[0]1} =
{

[c]1
∣∣∃ w ∈ Zkp \ {0}, s.t. [c]1 = [Aw]1

}
6
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with universe X := G`1 \ {[0]1}. The trapdoor td = A can be used to decide
whether an instance [c]1 is in Lρ efficiently: one can first compute a basis of the

left kernel space of A, namely A⊥ ∈ Z`×(`−k)p satisfying (A⊥)> ·A = 0, then
check whether (A⊥)> · [c]1 = [0]1 holds.

Instantiations of L and L0. Let ` ≥ 2k + 1. Let D`,k be an (arbitrary)
matrix distribution and U`,k the uniform distribution. We designate the language
distributions L and L0 as follows.

• L := LD`,k , which invokes A←$ D`,k and outputs (ρ = [A]1, td = A).

• L0 := LU`,k , which invokes A0 ←$ U`,k and outputs (ρ0 = [A0]1, td0 = A0).

Clearly, the (multi-fold) SMP related to L (resp., L0) corresponds to the
(multi-fold) D`,k-MDDH (resp., U`,k-MDDH) assumptions over G1. By the ran-
dom self-reducibility of D`,k-MDDH and U`,k-MDDH (cf. Lemma 2), we have
the following lemma.

Lemma 4 (D`,k/U`,k-MDDH ⇒ Multi-fold SMP related to L /L0).
Let Q > ` − k. For any adversary A, there exists an adversary B such that
T(B) ≈ T(A)+Q·poly(λ) with poly(λ) independent of T(A), and Advmsmp

L ,A,Q(λ) ≤
(`−k)·Advmddh

D`,k,G1,B(λ)+2/(p−1). For any adversary A, there exists an adversary

B such that T(B) ≈ T(A) +Q · poly(λ) with poly(λ) independent of T(A), and
Advmsmp

L0,A,Q(λ) ≤ Advmddh
U`,k,G1,B(λ) + 2/(p− 1).

Next, we show that the multi-language multi-fold SMP related to L0 can be
tightly reduced to the Uk-MDDH assumption.

Lemma 5 (Uk-MDDH ⇒ Multi-language multi-fold SMP related to
L0). Let nQ > n` − k. For any adversary A, there exists an adversary B
such that T(B) ≈ T(A) + nQ · poly(λ) with poly(λ) independent of T(A), and

Advml-msmp
L0,A,n,Q(λ) ≤ Advmddh

Uk,G1,B(λ) + 2/(p− 1).

Proof of Lemma 5. Firstly, we construct an adversary B′ against the nQ-
fold Un`,k-MDDH over G1, so that Advml-msmp

L0,A,n,Q(λ) ≤ AdvnQ-mddh
Un`,k,G1,B′(λ). Then by

the random self-reducibility of Un`,k-MDDH (i.e., Lemma 2) and Uk-MDDH ⇒
Un`,k-MDDH (i.e., Lemma 1), Lemma 5 follows.

Given a challenge ([B]1, [U]1), B′ wants to distinguish [U]1 = [BW]1 from

[U]1 ←$ G(n`)×(nQ)
1 , where B←$ Un`,k and W ←$ Zk×(nQ)

p .

Let us fix some notations used in this proof. We parse B ∈ Z(n`)×k
p as B =

B(1)

B(2)

...
B(n)

 with each B(i) ∈ Z`×kp , parse W ∈ Zk×(nQ)
p as W =

(
W(1) W(2) · · ·W(n)

)

6 For technical reasons (more precisely, for the κ-LR-OT-extracting property of the
QA-HPS schemes constructed later), the zero vector [0]1 must be excluded from Lρ
and X . For the sake of simplicity, we forgo making this explicit in the sequel.
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with each W(j) ∈ Zk×Qp , and parse U ∈ Z(n`)×(nQ)
p as U =


U

(1)
(1) U

(1)
(2) · · · U

(1)
(n)

U
(2)
(1) U

(2)
(2) · · · U

(2)
(n)

...
...

...

U
(n)
(1) U

(n)
(2) · · · U

(n)
(n)


with each U

(i)
(j) ∈ Z`×Qp . We also denote by W(j)|m ∈ Zkp the m-th column of

W(j) and by U
(i)
(j)|m ∈ Z`p the m-th column of U

(i)
(j), where m ∈ [Q].

B′ is constructed by invoking A as follows. B′ sets ρ(i) := [B(i)]1 ∈ G`×k1 for

each i ∈ [n], and sets x
(i)
m := [U

(i)
(i)|m]1 ∈ G`1 for each i ∈ [n] and m ∈ [Q]. Then

B′ invokes A({ρ(i), {x(i)m }m∈[Q]}i∈[n]), and returns to its own challenger whatever
A outputs.

Next, we analyze the advantage of B′.

– Since B←$ Un`,k, each B(i) is independently and uniformly random over
Z`×kp . Thus, each ρ(i) = [B(i)]1 exactly follows the language parameter dis-
tribution output by LU`,k = L0.

– In the case that [U]1 = [BW]1, for each i ∈ [n], we have [U
(i)
(i)]1 = [B(i)W(i)]1

∈ G`×Q1 , and for each m ∈ [Q], we have x
(i)
m = [U

(i)
(i)|m]1 = [B(i)W(i)|m]1 ∈

G`1, which is independently and uniformly random over Span([B(i)]1) =
Lρ(i) , due to the randomness of W(i)|m.

– In the case that [U]1 ←$ G(n`)×(nQ)
1 , for each i ∈ [n], U

(i)
(i) is uniformly

random over G`×Q1 , and for each m ∈ [Q], x
(i)
m = [U

(i)
(i)|m]1 is uniformly

random over G`1 = X .

Therefore, B′ successfully distinguishes [U]1 = [BW]1 from [U]1 ←$ G(n`)×(nQ)
1 ,

as long as A solves the multi-language multi-fold SMP related to L0. Conse-
quently, we get Advml-msmp

L0,A,n,Q(λ) ≤ AdvnQ-mddh
Un`,k,G1,B′(λ), as desired. This completes

the proof of Lemma 5. ut

I.3 Instantiation of PV-QA-HPS from MDDH

In this subsection, we present a PV-QA-HPS scheme PVQAHPSMDDH based on
the MDDH assumptions over asymmetric pairing groups.

Let L = LD`,k and L0 = LU`,k be the language distributions specified in
Appendix I.2. Formally, the MDDH-based PVQAHPSMDDH = (SetupHPS, α(·), ν,
Pub,Priv,VrfyHPS) for L is presented in Fig. 19. It is straightforward to check
the correctness of PVQAHPSMDDH for both L and L0 and the verification com-
pleteness of PVQAHPSMDDH.

Through the following theorems, we prove the verification soundness, VK-
diversity, and κ-LR-〈L0,L 〉-OT-extracting of PVQAHPSMDDH, as needed for
the strong MUc&l-CMA security of our SIG in Subsect. 5.2 (cf. Theorem 1) and
the MUMCc&l-Priv and MUMCc&l-Auth security of our SC in Appendix F.2 (cf.
Theorem 3 and Theorem 4).
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ppHPS ←$ SetupHPS:

gpar = (G1,G2,GT , p, e, P1, P2, PT )←$ PGGen.

B←$ Dk, where B ∈ Z(k+1)×k
p .

Return ppHPS := (gpar, [B]2), which implicitly defines

(SK := Z(k+1)×`
p , HV := Gk+1

1 , VK := G`×k2 , Λ(·)),
where Λsk([c]1) := K · [c]1 for sk = K ∈ SK and [c]1 ∈ X .

pkρ ← αρ(sk = K ∈ SK), where ρ = [A]1 ∈ G`×k1 :

Return pkρ := [P]1 := K · [A]1 ∈ G(k+1)×k
1 .

vk ← ν(sk = K ∈ SK):

Return vk := K> · [B]2 ∈ G`×k2 .

[hv]1 ← Pub(pkρ = [P]1, [c]1,w ∈ Zkp),

where [c]1 ∈ Lρ for ρ = [A]:

Return [hv]1 := [P]1 ·w ∈ Gk+1
1 .

[hv]1 ← Priv(sk = K ∈ SK, [c]1 ∈ X ):

Return [hv]1 := K · [c]1 ∈ Gk+1
1 .

0/1← VrfyHPS(vk, [c]1 ∈ X , [hv]1):

Parse vk = [K>B]2 ∈ G`×k2 .

If e([c>]1, [K
>B]2) = e([hv>]1, [B]2):

Return 1;
Else: Return 0.

Fig. 19. The MDDH-based publicly-verifiable QA-HPS scheme PVQAHPSMDDH.

Theorem 8 (Tight Verification Soundness of PVQAHPSMDDH). If the Dk-
KerMDH assumption holds over G2, then the proposed PVQAHPSMDDH in Fig.
19 has verification soundness. Concretely, for any adversary A and any n, there
exists an adversary B, such that T(B) ≈ T(A) + n · poly(λ) with poly(λ) inde-

pendent of T(A), and Advvrfy-sndPVQAHPSMDDH,A,n(λ) ≤ Advkmdh
Dk,G2,B(λ).

Proof of Theorem 8. We construct an adversary B against the Dk-KerMDH
over G2 by simulating the experiment Expvrfy-sndPVQAHPS,A,n (defined in Fig. 5) for A.

Given a challenge [B]2 where B←$ Dk, B is constructed as follows.

• B sets ppHPS := (gpar, [B]2). For each i ∈ [n], B samples ski = Ki ←$ Z(k+1)×`
p

itself, and computes vki := K>i · [B]2.
• Then B invokes A(ppHPS, (ski, vki)i∈[n]) and obtains (i∗, [c∗]1 ∈ G`1, [hv

∗]1 ∈
Gk+1

1 ) from A.
• Finally, B computes [x]1 := [hv∗ −Ki∗c

∗]1 ∈ Gk+1
1 from [hv∗]1, Ki∗ and

[c∗]1, and outputs [x]1 to its own challenger.

Clearly, B simulates the experiment Expvrfy-sndPVQAHPS,A,n perfectly for A.

Now we show that B succeeds, i.e., B’s output [x]1 := [hv∗ −Ki∗c
∗]1 sat-

isfies x 6= 0 and x>B = 0, as long as A succeeds. Suppose that A succeeds in
Expvrfy-sndPVQAHPS,A,n, i.e., [hv∗]1 6= Λski∗ ([c∗]1) but VrfyHPS(vki∗ , [c

∗]1, [hv
∗]1) = 1.

– The former [hv∗]1 6= Λski∗ ([c∗]1) ⇐⇒ [hv∗]1 6= Ki∗ [c
∗]1 ⇐⇒ [x]1 =

[hv∗ −Ki∗c
∗]1 6= [0]1, so x is non-zero.

– The latter VrfyHPS(vki∗ , [c
∗]1, [hv

∗]1) = 1 ⇐⇒ e([c∗>]1, [K
>
i∗B]2) = e([hv∗>]1,

[B]2) ⇐⇒ e([x>]1, [B]2) = e([hv∗> − c∗>K>i∗ ]1, [B]2) = [0]T , so x>B = 0.

Thus, B successfully breaks the Dk-KerMDH assumption. Consequently, we get
Advvrfy-sndPVQAHPSMDDH,A,n(λ) ≤ Advkmdh

Dk,G2,B(λ) and complete the proof. ut

Theorem 9 (VK-Diversity of PVQAHPSMDDH). The proposed PVQAHPSMDDH

in Fig. 19 has VK-diversity with εvk-divPVQAHPSMDDH
(λ) = 1/pk`.
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Proof of Theorem 9. For B←$ Dk chosen in ppHPS ←$ SetupHPS and for

sk = K←$ Z(k+1)×`
p and sk′ = K′ ←$ Z(k+1)×`

p , the event ν(sk) = ν(sk′) ⇐⇒
K> · [B]2 = K′> · [B]2 ⇐⇒ (K − K′)> · B = 0 ⇐⇒ ∀i ∈ [`],Ki − K′i ∈
Ker(B), where Ki (resp. K′i) denotes the i-th column of K (resp. K′). Since

B ∈ Z(k+1)×k
p output by Dk has rank k, the left kernal Ker(B) has rank 1. So

the probability that each Ki−K′i ∈ Ker(B) is p1/pk+1 = 1/pk, by the uniformity
of Ki−K′i over Zk+1

p . Taking all i ∈ [`] into account, this shows the VK-diversity

of PVQAHPSMDDH with εvk-divPVQAHPSMDDH
(λ) = 1/pk`. ut

Before presenting the κ-LR-〈L0,L 〉-OT-extracting of PVQAHPSMDDH, we
define the notations of min-entropy and average min-entropy, and recall a useful
lemma from [16]. Let X and Y be two random variables. The min-entropy of X
is defined as H∞(X) := − log(maxx Pr[X = x]), and the average min-entropy

of X conditioned on Y is defined as H̃∞(X |Y ) := − log
(
Ey←$Y

[
maxx Pr[X =

x |Y = y]
])

, where E denotes the mathematical expectation.

Lemma 6 ([16]). Let X,Y, Z be three (possibly correlated) random variables.

If Z has at most 2κ possible values, then H̃∞(X |Y, Z ) ≥ H̃∞(X |Y )− κ.
Theorem 10 (κ-LR-〈L0,L 〉-OT-Extracting of PVQAHPSMDDH). Let ` ≥
2k + 1 and κ ≤ log p − Ω(λ). The proposed PVQAHPSMDDH in Fig. 19 sup-

ports κ-LR-〈L0,L 〉-OT-extracting with ε
lr-〈L0,L〉-otext
PVQAHPSMDDH,A,κ(λ) ≤ 2−Ω(λ) for any

(unbounded) adversary A.

Proof of Theorem 10. Let (ρ = [A]1 ∈ G`×k1 , td)←$ L and (ρ0 = [A0]1 ∈
G`×k1 , td0)←$ L0. With overwhelming probability 1−2−Ω(λ), the matrix (A,A0)
∈ Z`×2kp is of full column rank, and in this case, Span([A]1) ∩ Span([A0]1) =
{[0]1}. In the following analysis, we take it for granted.

Firstly, we prove the κ-LR-〈L0,L 〉-OT-extracting property in the case κ =

0, i.e., there is no leakage at all. For sk = K←$ Z(k+1)×`
p , we will show that in

the presence of ppHPS = (gpar, [B]2), ρ0 = [A0]1, ρ = [A]1, αρ0(sk) = [KA0]1
and ν(sk) = [K>B]2, the hash value Λsk([c∗]1) = [Kc∗]1 has entropy at least
log p for any [c∗]1 ∈ Lρ = Span([A]1) \ {[0]1}, i.e.,

H̃∞( [Kc∗]1 | gpar, [B]2, [A0]1, [A]1, [KA0]1, [K
>B]2 ) ≥ log p. (5)

Therefore, any (unbounded) adversary A is able to output ([c∗]1, [hv
∗]1) such

that [c∗]1 ∈ Lρ ∧ [hv∗]1 = Λsk([c∗]1) holds with probability at most 1/p.
We prove the high entropy of Λsk([c∗]1) = [Kc∗]1 (i.e., (5)) as follows. Let

a⊥0 ∈ Z`p (resp. b⊥ ∈ Zk+1
p ) be an arbitrary non-zero vector in the left kernel

space of A0 (resp. B) such that (a⊥0 )>A0 = 0 (resp. (b⊥)>B = 0) holds. For

the convenience of our analysis, we sample sk = K←$ Z(k+1)×`
p equivalently via

sk = K := K̃ + µ · b⊥ · (a⊥0 )> ∈ Z(k+1)×`
p ,

where K̃←$ Z(k+1)×`
p and µ←$ Zp. Consequently, we have

αρ0(sk) = [KA0]1 = [K̃A0]1, ν(sk) = [K>B]2 = [K̃>B]2,
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which may leak K̃, but the value of µ is completely hidden. Besides,

Λsk([c∗]1) = [Kc∗]1 = [K̃c∗]1 + [µ · b⊥ · (a⊥0 )> · c∗]1 .

By the facts Span([A]1) ∩ Span([A0]1) = {[0]1} and [c∗]1 ∈ Lρ = Span([A]1) \
{[0]1}, it follows that [c∗]1 /∈ Span([A0]1), and consequently, there always exists
an a⊥0 ∈ Z`p such that [(a⊥0 )> · c∗]1 6= [0]1 holds. As a result, conditioned on
ppHPS = (gpar, [B]2), ρ0 = [A0]1, ρ = [A]1, αρ0(sk) = [KA0]1 and ν(sk) =
[K>B]2, the term [µ · b⊥ · (a⊥0 )> · c∗]1 has entropy log p due to the randomness
of µ, and so does Λsk([c∗]1) = [Kc∗]1. This finishes the proof of (5).

Next, we prove the κ-LR-〈L0,L 〉-OT-extracting property for any κ ≤ log p−
Ω(λ). In this case, the adversary can obtain at most κ bits leakage informa-
tion about sk through oracle OLeak. We note that A can query oracle OLeak

adaptively and each time submit a leakage functions L(·) which may arbitrar-
ily depend on all the information that A obtains. Nevertheless, we denote by
Leakall the overall leakage information, which is at most κ bits. By Lemma 6
and (5), it follows that even additionally in the presence of Leakall, the hash
value Λsk([c∗]1) = [Kc∗]1 still has entropy at least log p − κ ≥ Ω(λ) for any
[c∗]1 ∈ Lρ = Span([A]1) \ {[0]1}, i.e.,

H̃∞( [Kc∗]1 | gpar, [B]2, [A0]1, [A]1, [KA0]1, [K
>B]2, Leak

all )

≥ H̃∞( [Kc∗]1 | gpar, [B]2, [A0]1, [A]1, [KA0]1, [K
>B]2 )− κ

≥ log p− κ ≥ Ω(λ).

Therefore, A is able to output ([c∗]1, [hv
∗]1) such that [c∗]1 ∈ Lρ ∧ [hv∗]1 =

Λsk([c∗]1) with probability at most 2−Ω(λ).
This completes the proof of κ-LR-〈L0,L 〉-OT-extracting. ut

I.4 Instantiation of QA-HPS from MDDH

In this subsection, we instantiate QA-HPS with (a slightly simplified variant of)
the MDDH-based QA-HPS scheme QAHPSMDDH proposed in [22, Subsect. 5.3],
which is in turn a generalization of the well-known DDH-based HPS scheme
proposed by Cramer and Shoup in [13].

Let L = LD`,k and L0 = LU`,k be the language distributions specified in
Appendix I.2. Formally, we present the MDDH-based scheme QAHPSMDDH =
(SetupHPS, α(·),Pub,Priv) for L in Fig. 20. It is straightforward to check the
correctness of QAHPSMDDH for both L and L0.

Through the following theorems, we show the PK-diversity, κ-LR-〈L ,L0〉-
key-switching and L0-multi-key-multi-extracting of QAHPSMDDH, as needed for
the MUMCc&l-CCA security of our PKE in Subsect. 6.2 (cf. Theorem 2) and the
MUMCc&l-Priv security of our AE in Appendix H.2 (cf. Theorem 6).

Theorem 11 (PK-Diversity of QAHPSMDDH). The proposed QAHPSMDDH

in Fig. 20 has PK-diversity with εpk-divQAHPSMDDH
(λ) = 1/pk.
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ppHPS ←$ SetupHPS:

gpar = (G1,G2,GT , p, e, P1, P2, PT )←$ PGGen.
Return ppHPS := gpar, which implicitly defines

(SK := Z`p, HV := G1, Λ(·)),
where Λsk([c]1) := k> · [c]1 ∈ G1 for sk = k ∈ SK and [c]1 ∈ X .

pkρ ← αρ(sk), where ρ = [A]1 ∈ G`×k1 :

Parse sk = k ∈ Z`p.
[p>]1 := k> · [A]1 ∈ G1×k

1 .
Return pkρ := [p]1.

[hv]1 ← Pub(pkρ, [c]1,w ∈ Zkp),

where [c]1 ∈ Lρ for ρ = [A]:

Parse pkρ = [p]1 ∈ Gk1 .
Return [hv]1 := [p>]1 ·w ∈ G1.

[hv]1 ← Priv(sk, [c]1 ∈ X ):

Parse sk = k ∈ Z`p.
Return [hv]1 := k> · [c]1 ∈ G1.

Fig. 20. The MDDH-based QA-HPS scheme QAHPSMDDH.

Proof of Theorem 11. For (ρ = [A]1, td = A)←$ L where A ←$ D`,k and for
sk = k ←$ Z`p and sk′ = k′ ←$ Z`p, the event αρ(sk) = αρ(sk

′) ⇐⇒ k> · [A]1 =

k′> · [A]1 ⇐⇒ (k−k′)> ·A = 0 ⇐⇒ k−k′ ∈ Ker(A). Since A ∈ Z`×kp output
by D`,k has rank k, the left kernal Ker(A) has rank ` − k. So the probability
that k − k′ ∈ Ker(A) is p`−k/p` = 1/pk, by the uniformity of k − k′ over Z`p.
This shows the PK-diversity of QAHPSMDDH with εpk-divQAHPSMDDH

(λ) = 1/pk. ut
We note that the PK-diversity of QAHPSMDDH also holds for language pa-

rameters ρ0 = [A0]1 output by L0 = LU`,k , since A0 ∈ Z`×kp output by U`,k has

rank k with overwhelming probability 1− 2−Ω(λ).

The κ-LR-〈L ,L0〉-key-switching of QAHPSMDDH is shown in [22, Theorem
3]. Here we recall the result in the following theorem.

Theorem 12 (κ-LR-〈L ,L0〉-Key-Switching of QAHPSMDDH [22, Theo-
rem 3]). Let ` ≥ 2k + 1 and κ ≤ log p − Ω(λ). The proposed QAHPSMDDH in

Fig. 20 supports κ-LR-〈L ,L0〉-key-switching with ε
lr-〈L,L0〉-ks
QAHPSMDDH,A,κ(λ) ≤ 2−Ω(λ)

for any (unbounded) adversary A.

In [22, Theorem 2], the L0-Multi-Extracting of QAHPSMDDH in a single-key
setting is tightly reduced to the Uk-MDDH assumption over G1. Due to the
random self-reducibility of Uk-MDDH, the L0-Multi-Key-Multi-Extracting of
QAHPSMDDH also holds with a tight reduction to Uk-MDDH, as shown in the
following theorem.

Theorem 13 (Tight L0-Multi-Key-Multi-Extracting of QAHPSMDDH).
If the Uk-MDDH assumption holds over G1, then the proposed QAHPSMDDH in
Fig. 20 supports L0-multi-key-multi-extracting. Concretely, for any adversary
A, any n and any Q, there exists an adversary B, such that T(B) ≈ T(A) +
nQ · poly(λ) with poly(λ) independent of T(A), and AdvL0-mk-mext

QAHPSMDDH,A,n,Q(λ) ≤
Advmddh

Uk,G1,B(λ) + 1/(p− 1).

Proof of Theorem 13. Firstly, we construct an adversary B′ against the Q-
fold Uk+n,k-MDDH over G1, so that AdvL0-mk-mext

QAHPSMDDH,A,n,Q(λ) ≤ AdvQ-mddh
Uk+n,k,G1,B′(λ).
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Then by the random self-reducibility of Uk+n,k-MDDH (i.e., Lemma 2) and Uk-
MDDH ⇒ Uk+n,k-MDDH (i.e., Lemma 1), Theorem 13 follows.

Let us fix some notations. For any matrix X consisting (k + n) rows, denote

by X the upper k rows of X, X the lower n rows of X, and X(i) the i-th row of
X (which is also the the (k + i)-th row of X) for any i ∈ [n].

Given a challenge ([B]1, [U]1), B′ wants to distinguish [U]1 = [BW]1 from

[U]1 ←$ G(k+n)×Q
1 , where B←$ Uk+n,k and W ←$ Zk×Qp . For each j ∈ [Q],

denote by [uj ]1 ∈ Gk+n1 the j-th column of [U]1. B′ is constructed as follows.

• B′ chooses V ←$ Z`×kp uniformly, computes [A0]1 := V[B]1 ∈ G`×k1 and sets
ρ0 := [A0]1 as the language parameter.

• For each i ∈ [n], B′ implicitly sets ski = ki ←$ Z`p with k>i · [A0]1 = [B(i)]1.

• For each j ∈ [Q], B′ computes [cj ]1 := V[uj ]1 ∈ G`1.
• For each i ∈ [n] and each j ∈ [Q], B′ computes [hvi,j ]1 := [uj

(i)]1 ∈ G1.

• Finally, B′ submits
(
ρ0,

{
[cj ]1, {[hvi,j ]1}i∈[n]

}
j∈[Q]

)
to A, and outputs

whatever A outputs.

Clearly, [A0]1 is uniformly distributed over G`×k1 , due to the randomness
of V. Thus B′’s simulation of ρ0 = [A0]1 is perfect. Meanwhile, B′’s implicit
simulation of ski = ki is also perfect for each i ∈ [n], since ki is uniformly

random as long as B(i) ∈ Z1×k
p is.

– If [U]1 = [BW]1, for each j ∈ [Q], [uj ]1 = [Bwj ]1 with wj ←$ Zkp, and
consequently:
• [cj ]1 := V[uj ]1 = [VBwj ]1 = [A0wj ]1, thus is uniformly distributed

over Span([A0]1) = Lρ0 ;

• for each i ∈ [n], [hvi,j ]1 := [uj
(i)]1 = [B(i)wj ]1 = k>i · [A0wj ]1 =

k>i · [cj ]1 = Λski([cj ]1).

– If [U]1 ←$ G(k+n)×Q
2 , for each j ∈ [Q], [uj ]1 ←$ Gk+n2 , and consequently:

• [cj ]1 := V[uj ]1 = [VBB
−1

uj ]1 = [A0B
−1

uj ]1, thus is also uniformly

distributed over Span([A0]1) = Lρ0 with witness B
−1

uj ;
• for each i ∈ [n], [hvi,j ]1 := [uj

(i)]1 ∈ G1, which is uniformly distributed

over HV = G1 (and in particular, is independent of [cj ]1).

Consequently, we get AdvL0-mk-mext
QAHPSMDDH,A,n,Q(λ) ≤ AdvQ-mddh

Uk+n,k,G1,B′(λ), as desired.
This completes the proof of Theorem 13. ut

We also show the κ-LR-〈L0,L 〉-OT-extracting of QAHPSMDDH, which to-
gether with the PK-diversity (for L0) are needed for the strong MUc&l-CMVA
security of our MAC in Appendix G.2 (cf. Theorem 5) and the MUMCc&l-Auth
security of our AE in Appendix H.2 (cf. Theorem 7).

Theorem 14 (κ-LR-〈L0,L 〉-OT-Extracting of QAHPSMDDH). Let ` ≥
2k + 1 and κ ≤ log p − Ω(λ). The proposed QAHPSMDDH in Fig. 20 supports

κ-LR-〈L0,L 〉-OT-extracting with ε
lr-〈L0,L〉-otext
QAHPSMDDH,A,κ(λ) ≤ 2−Ω(λ) for any (unbounded)

adversary A.
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The proof of Theorem 14 is similar to that of Theorem 10, by simply ignoring
the parts related to verification key. Hence we omit it.

I.5 Instantiation of Tag-Based QA-NIZK from MDDH

In this subsection, we instantiate tag-based QA-NIZK with a tag-based variant
of the MDDH-based QA-NIZK scheme proposed in [1, Subsect. 3.2]. The original
scheme in [1] is not tag-based. As noted by Abe et al. [1], their scheme can be
easily adapted to tag-based QA-NIZK by putting the tag τ inside a collision-
resistant hash function.

Let L = LD`,k be the language distribution specified in Appendix I.2. Let T
be an arbitrary tag space. We present the tag-based variant of the MDDH-based
QA-NIZK scheme in [1, Subsect. 3.2], QANIZKMDDH = (SetupNIZK,CRSGen,Prove,
VrfyNIZK,Sim) for L , as follows. The scheme QANIZKMDDH is built upon a
NIZK scheme Πor = (Πor.CRSGen, Πor.Prove, Πor.Vrfy) for OR-languages as sub-
procedures, and uses a family of collision-resistant hash functions H′ with range
Zp. We present QANIZKMDDH with tag space T and it sub-procedures Πor in
Fig. 21. It is straightforward to check the perfect completeness of QANIZKMDDH.

ppNIZK ←$ SetupNIZK:

gpar = (G1,G2,GT , p, e, P1, P2, PT ) ←$ PGGen.
Return ppNIZK := gpar.

(crs, tdcrs) ←$ CRSGen(ρ = [A]1 ∈ G`×k1 ):

A0,A1 ← D2k,k, B← Dk, H ′ ←$ H′.
crsor ← Πor.Gen([A0]1, [A1]1).

K ←$ Z2k×(k+1)
p , K0,K1 ←$ Z`×(k+1)

p .

P := A>0 K ∈ Zk×(k+1)
p .

[P0]1 := [A>K0]1, [P1]1 := [A>K1]1.
C := KB, C0 := K0B, C1 := K1B.
crs := (crsor, [A0]1, [P]1, [P0]1, [P1]1, [B]2, [C]2,

[C0]2, [C1]2, H
′).

tdcrs := (K0,K1).
Return (crs, tdcrs).

π ←$ Prove(crs, τ, [c]1,w) : �Prove c = Aw

r ←$ Zkp, [t]1 := [A0]1r.
πor ←$ Πor.Prove(crsor, [t]1, r).
t := H ′([c]1, [t]1, πor, τ) ∈ Zp.
[u]1 := w>([P0]1 + t[P1]1) + r>[P]1.
Return π := ([t]1, [u]1, πor).

0/1← VrfyNIZK(crs, τ, [c]1, π):

t := H ′([c]1, [t]1, πor, τ) ∈ Zp.
If Πor.Vrfy(crsor, [t]1, πor) = 0: Return 0.

If e([u]1, [B]2) = e([c>]1, [C0 + tC1]2)

+e([t>]1, [C]2): Return 1;
Else: Return 0.

π ←$ Sim(crs, tdcrs, τ, [c]1):

r ←$ Zkp, [t]1 := [A0]1r.
πor ←$ Πor.Prove(crsor, [t]1, r).
t := H ′([c]1, [t]1, πor, τ) ∈ Zp.
[u]1 := [c>(K0 + tK1)]1 + r>[P]1.
Return π := ([t]1, [u]1, πor).

Sub-procedures:
crsor ←$ Πor.CRSGen([A0]1, [A1]1):

D← Dk, z ←$ Zk+1
p \ Span(D).

Return crsor := ([D]2, [z]2).

πor ←$ Πor.Prove(crsor, [t]1, r):

Let j ∈ {0, 1} s.t. [t]1 = [Aj ]1r.

v ←$ Zkp.
[z1−j ]2 := [D]2v, [zj ]2 := [z]2 − [z1−j ]2.

S0,S1 ←$ Zk×kp .

[Gj ]2 := Sj [D]>2 + r[zj ]
>
2 .

[Πj ]1 := [Aj ]1Sj .

[G1−j ]2 := S1−j [D]>2 .

[Π1−j ]1 := [A1−j ]1S1−j − [t]1v
>.

Return πor := ([z0]2, ([Gi]2, [Πi]1)i∈{0,1}).

0/1← Πor.Vrfy(crsor, [t]1, πor):

[z1]2 = [z]2 − [z0]2.
If for all i ∈ {0, 1}, it holds that

e([Ai]1, [Gi]2) = e([Πi]1, [D
>]2)

+e([t]1, [z
>
i ]2): Return 1;

Else: Return 0.

Fig. 21. The MDDH-based tag-based QA-NIZK scheme QANIZKMDDH in [1].
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In [1], Abe et al. proved the tight USS for witness-sampleable distributions
from MDDH assumptions. Formally, we recall the following theorem from [1].

Theorem 15 (Tight USS of QANIZKMDDH [1, Theorem 1, Theorem 2]).
If the D2k,k-MDDH assumption holds in G1, Dk-MDDH assumption holds in
G2, Dk-KerMDH assumption holds in G1 and H′ is a collision-resistant hash
family, then the proposed QANIZKMDDH in Fig. 21 has perfect zero-knowledge
and unbounded simulation-soundness.

Concretely, for any adversary A who makes at most Qs times of OSim queries,
there exist adversaries B1, · · · ,B4 such that T(B1) ≈ · · · ≈ T(B4) ≈ T(A) +Qs ·
poly(λ) with poly(λ) independent of T(A), and

AdvussQANIZKMDDH,A(λ) ≤AdvcrH′,B1
(λ) + (4kdlogQse+ 2) · Advmddh

D2k,k,G1,B2
(λ)

+ (2dlogQse+ 2) · Advmddh
Dk,G2,B3

(λ) + Advkmdh
Dk,G1,B4

(λ) + 2−Ω(λ).

By Lemma 3, Dk-MDDH⇒ Dk-KerMDH. Hence, Theorem 15 indicates that
the QANIZKMDDH scheme in Fig. 21 has a tight USS based on the MDDH assump-
tions, with a security loss O(logQs). Since Qs = poly(λ) for PPT adversaries,
the security loss is in fact O(logQs) = O(log λ), which is lower than O(λ).
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