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Abstract. In this paper, we initiate the study of the Rank Decoding
(RD) problem and LRPC codes with blockwise structure in rank-based
cryptosystems. First, we introduce the blockwise errors (¢-errors) where
each error consists of ¢ blocks of coordinates with disjoint supports, and
define the blockwise RD (¢-RD) problem as a natural generalization of
the RD problem whose solutions are f-errors (note that the standard
RD problem is actually a special £-RD problem with ¢ = 1). We adapt
the typical attacks on the RD problem to the ¢-RD problem, and find
that the blockwise structure does not ease the problem too much: the
£-RD problem is still exponentially hard for appropriate choices of £ > 1.
Second, we introduce blockwise LRPC (¢-LRPC) codes as generalizations
of the standard LPRC codes whose parity-check matrices can be divided
into ¢ sub-matrices with disjoint supports, i.e., the intersection of two
subspaces generated by the entries of any two sub-matrices is a null
space, and investigate the decoding algorithms for ¢-errors. We find that
the gain of using ¢-errors in decoding capacity outweighs the complexity
loss in solving the ¢-RD problem, which makes it possible to design more
efficient rank-based cryptosystems with flexible choices of parameters.

As an application, we show that the two rank-based cryptosystems
submitted to the NIST PQC competition, namely, RQC and ROLLO,
can be greatly improved by using the ideal variants of the /-RD problem
and -LRPC codes. Concretely, for 128-bit security, our RQC has total
public key and ciphertext sizes of 2.5 KB, which is not only about 50%
more compact than the original RQC, but also smaller than the NIST
Round 4 code-based submissions HQC, BIKE, and Classic McEliece.
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1 Introduction

Since traditional cryptographic schemes based on number theoretic assumptions
are at risk from the possible attacks using quantum computers, the design of
post-quantum cryptosystems, such as code-based cryptosystems, has become the
consensus of industry and academia. Last year, three code-based cryptosystems
using the Hamming metric codes, namely, BIKE, Classic McEliece and HQC had
been selected to the fourth round of NIST post-quantum standardization process
for future standardization [46]. As a nice alternative to Hamming metric code-
based cryptography, code-based cryptography using the rank metric, namely,
rank-based cryptography, is typically more efficient in computational efficiency
and bandwidth, and deserves further research as encouraged by NIST [45].
Fym-Linear Codes with Rank Metric and Rank Decoding Problem.
Codes used in rank-based cryptography are F,m-linear codes with rank metric
over a degree m extension field Fgm of F,. Let o = (1, 0,..., ) € Fom
be a basis of Fym viewed as an m-dimensional vector space over F,. Then, any
e = (e1,e1,...,6,) € FP has an associated matrix Mat(e) € Fy**™ such that
e = aMat(e). The rank weight |le||r of e is defined as the rank of Mat(e). The
support Supp(e) of e is the Fy-linear subspace of F,m spanned by the coordinates
of e. It follows from definition that ||e||g equals to the dimension of Supp(e).
The set of errors of length n and weight r is denoted by S;'. An Fgm-linear
code ([n, k]gm) with rank metric of length n and dimension k is a dimension k
subspace of Fg.., which can be represented by a generator matrix of size k X n
or a parity-check matrix of size (n — k) x n over Fym.

Let G be a generator matrix of random [n, k],m-linear codes, y € Fym, and
r € N. The Rank Decoding (RD) problem is to find z € Fgm and e € §' such
that y = G + e. Although the RD problem is not shown to be NP-hard, it
is very close to the Hamming metric decoding problem which is NP-hard [31],
and can be seen as a structured version of the MinRank problem which is also
NP-hard [25]. Moreover, after more than three decades of study, the best known
algorithms for solving the RD problem are all exponential. This makes the RD
problem a promising hard problem to construct secure cryptosystems.

Rank-Based Cryptography. The first rank-based cryptosystem, known as the
GPT cryptosystem [27], was based on Gabidulin codes [26] which have analogous
structures to Reed-Solomon codes. The GPT cryptosystem and its early variants
were broken by Overbeck attack [49], in the much same way as McEliece schemes
based on Reed-Solomon codes were attacked in [2TU50]. The recent variant [39)
was analyzed with some insecure parameters region being found in [20[32]. As
these attacks [A92TI50020032] mainly expose the security flaws of the GPT cryp-
tosystem by exploiting the strong algebraic structure of Gabidulin codes, it is
still possible to construct secure and efficient rank-based cryptosystems.

A very significant step was using the Low Rank Parity Check (LRPC) codes
[28/5] and the Gabidulin codes to build cryptosystems [28/30/4TJ/40/3], which can
be viewed as rank metric analogues of the MDPC cryptosystem [44], NTRU [35],
or Alekhnovich [I]. Four cryptosystems of this kind, namely, RQC [41I], Lake,
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Locker [40], and Ouroboros-R [3] were submitted to the NIST PQC standard-
ization process in 2017, with the latter three being merged into ROLLO in the
second round. The combinatorial attacks [48/29J6] were once considered to be the
most efficient attacks against the parameters region of RQC and ROLLO. How-
ever, it turned out later that the improved dedicated algebraic attacks [SJ10]
could greatly reduce the concrete security of RQC and ROLLO. This is the
main reason that RQC and ROLLO were not selected to the third round of the
NIST PQC standardization process. New parameter sets [4140/3] for RQC and
ROLLO were proposed to provide adequate security against algebraic attacks.
As the new key and ciphertext sizes of RQC and ROLLO remain competitive,
NIST encourages further research on rank-based cryptography [45].

1.1 Owur Contribution

We initiate the study of the RD problem and LRPC codes with blockwise struc-
tures to design secure and efficient rank-based cryptosystems. First, we introduce
the blockwise errors (¢-errors) where each error consists of ¢ blocks of coordi-
nates with disjoint supports, and define the blockwise RD (/-RD) problem as a
natural generalization of the RD problem whose solutions are f-errors. Notably,
the standard RD problem can be seen as a special ¢-RD problem with ¢ = 1,
or equivalently the /-RD problem can be treated as a structured RD problem.
Since the attacks may benefit from the blockwise structure, the ¢-RD problem
is inherently not harder than the standard one. Fortunately, this structure does
not ease the problem too much: we only observe a reduction about ¢ times in
the exponent to solve the ¢-RD problem by carefully examining the best known
attacks for the standard RD problem, implying that the /-RD problem is still
exponentially hard for appropriate choices of constant £ > 1.

Second, we introduce the blockwise LRPC (¢-LRPC) codes as generalizations
of the standard LPRC codes whose parity-check matrices can be divided into ¢
sub-matrices with disjoint supports, i.e., the intersection of two subspaces gen-
erated by the entries of any two sub-matrices is a null space, and investigate the
decoding algorithms for ¢-errors. We find that the decoding algorithm can also
benefit from the blockwise structures: the decoding capacity can be significantly
improved by a factor of ¢. In particular, a suitably defined [n, k];m ¢-LRPC code
can actually decode an f-error with weight up to (n — k)/2, which achieves the
decoding capacity of rank codes of optimal distance. This makes it possible to
design more efficient rank-based cryptosystems with flexible choices of parame-
ters, by making a tradeoff between the hardness of the /-RD problem and the
decoding capacity of the -LPRC codes.

Finally, we show that the two rank-based cryptosystems submitted to the
NIST PQC competition, namely, RQC and ROLLO, can be greatly improved
by using the ideal variants of the /-RD problem and ¢-LRPC codes. Concretely,
for 128-bit security, our RQC has total public key and ciphertext sizes of 2.5
KB, which is not only about 50% more compact than the original RQC, but also
smaller than the NIST Round 4 code-based submissions HQC, BIKE, and Classic
McEliece. A detailed comparison with related works is given in Subsection
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1.2 Technical Overview

Recall that the set of errors of length n and weight r is denoted by S;'. By
definition, all n coordinates of an error e € S' belong to the same support of
dimension 7. In particular, let € = (e1,...,¢,) € Fim be a basis of the support
Supp(e), then there is an r x n coefficient matrix C such that e = eC.

The Blockwise Errors ({-errors). Let n = (ny,...,ng) and r = (r1,...,7¢)
be vectors of positive integers. We say that an error e € §)' with n = Zle n;

and r = Zle r; is an f-error with parameters n and r if it can be divided into ¢
sub-vectors e = (e, e, ..., es) such that 1) the sub-vector e; € ]ngn has weight
r; for all ¢ € {1..£}; and 2) the supports of these sub-vectors are mutually disjoint,
namely, Supp(e;)NSupp(e;) = {0} for all i # j. Denote S as the set of blockwise
errors with parameters n and r. By definition, the set S is exactly the set S;* of
l-errors with ¢ = 1. For £ > 1, S7* is a proper subset of S*. In particular, for any
e = (e1,ea,...,ep) € SE, if we let &; = (g;1,€i2,...,€ir,) € ngn be a basis of
Supp(e;), then the coeflicient matrix C of e w.r.t. the basis € = (1, €3,...,&),
i.e., e = eC, has a special block-diagonal form:

C: 000
0C,0 0 n

c=|. .. €T’ (1)
0 0 0C,y

where e; = ¢;C;. As we will show later, the attacks can benefit from the block-
diagonal structure.

The Blockwise RD (¢/-RD) Problem. We define the ¢-RD problem as a
natural generalization of the RD problem whose solutions are f-errors. Recall
that the RD problem asks an algorithm given as inputs a generator matrix G of
random [n, k|,m-linear code C, a vector y € Fy..., and an integer r € N, outputs
T € F’;m and e € §) such that y = G + e. The RD problem can be solved by
finding a codeword e € S in the [n,k + 1],m extended code Cy = C + (y) of
C.Let Hy € Ffﬁl—k_l)xn be the parity-check matrix of Cy. The problem can be
further reduced to find an e € S such that eHyT = €CHJ =0.

There are two main kinds of attacks for the RD problem, i.e., combinato-
rial attacks [T9482906] and algebraic attacks [2908IT0I9]. The basic idea of the
combinatorial attacks [T9/4829]6] is to guess some unknown variables about the
equations y = G +e or eH;— = €CHJ = 0 so that they can be directly solved
by using Gaussian eliminations (note that number of equations are much less
than that of the variables). The guess complexity is the main cost for the combi-
natorial attacks. In contrast, the algebraic attacks [29/8IT0I9] resort to establish
sufficiently more equations using different algebraic properties such as the an-
nulator polynomial, so that the error e can be directly found by solving those
equations. The complexity of the algebraic attacks is mainly determined by the
number of the unknown variables of those equations. By carefully investigating
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the best known attacks, we find that both combinatorial and algebraic attacks
can benefit from the blockwise structures, the basic reason is that the coefficient
matrix C for an f-error has a special block-diagonal form, which allows to greatly
reduce the number of the unknown variables. The take-away message is that the
best cost for solving the /-RD problem is roughly equal to the ¢-th square root
of the cost for solving the standard RD problem (with the same parameters).
This means that for appropriate choices of constant ¢ > 1 such as £ = 2 or 3 in
our applications, the ¢-RD problem is still exponentially hard.

The Blockwise LRPC (¢-LRPC) Codes. Let H € Féfnfk)xn be the parity-
check matrix of an [n, k];m LRPC code. The entries of H generate an F,-linear
subspace F' of dimension d (for simplicity, we call H a matrix of weight d and
support F). Let e € S” be an error of support £ and let s = He . Let EF be
the product space of E and F', whose dimension is equal to rd with overwhelming
probability when rd is sufficiently smaller than m. The decoding algorithm works
by first recovering the product space EF using the support Supp(s) of s (which
requires the weight ||s||r is equal to the dimension of EF'), then recovering the
error support E from EF, and finally solving the linear equations s = He
using E. The Decode Failure Rate (DFR) is about glsle=(n=k) — grd—(n—k)
implying that an LPRC code of weight d can decode errors of weight up to %.

We define the blockwise LRPC (¢-LRPC) codes as generalizations of the stan-
dard LPRC codes whose parity-check matrices can be divided by columns into ¢
sub-matrices with disjoint supports. Let n = (nq,...,n¢) and d = (dy, ..., d;) be
vectors of positive integers and k € N. We say that an [n, k],» LRPC code is an
{-LRPC code with parameters n = Zle n; and d = Zle d; if its parity-check
matrix H € ]F(ﬂfk)xn can be divided into ¢ sub-matrices H = (Hy, Ha,--- , Hy)
such that 1) the sub-matrix H; € Fi has small weight d; for all i € {1..£}; and
2) the supports {F; = Supp(H;)} of these sub-matrices are mutually disjoint,
namely, F; N F; = {0} for all ¢ # j.

The decoding algorithm for ¢-LRPC codes works the same way as the one
for standard LRPC codes. For traditional errors, an {-LRPC code has the same
decoding capacity as a standard LRPC code. However, it is more powerful
when decoding f-errors. This is because for an f-error e € S} with supports
(E1,Es,...,Ey) and 7 = (r1,...,7¢), the product space in consideration be-
comes Zle FE; F;, whose dimension is upper bounded by Ele rid; < rd, where
ro= Zle r;. This means that the /-LRPC code can decode an f-error with
a much larger weight r. Formally, we have the following Theorem (see the
proofs in Section .

Theorem 1.1 When di = dy = --- = dy, the £-LRPC code allows to decode

L-errors of weight up to r = Z§:1 rj = "Jlk. By setting dy = do = -+ =dp= 2,
k

it can decode £-errors of weight up to "5=.

Theorem implies that when dealing with ¢-errors, the decoding capacity
for the /-LRPC codes is ¢ times larger than that of the standard LRPC codes.
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For example, fixing d = 4, r = 8, and the DFR of ¢*2~""* an [n, k];» LRPC
code can decode errors of weight 8, but an [n, k];m 2-LRPC codes with parame-
ter d = (dy,d2) = (2,2) can decode ¢-errors with parameter r = (r1,72) = (8, 8)
of weight up to r = r; + o = 16.

Applications. By making a tradeoff between the hardness of the /~-RD problem
and the decoding capacity of the ¢-LRPC codes, it is possible to design more
efficient and secure rank-based cryptosystems with flexible choices of parameters.
In particular, the blockwise structures would lead to larger parameters to reserve
the security, but the gain in decoding capacity still allows us to design more
efficient cryptosystems. As an application, we show that both the RQC and
ROLLO cryptosystems can be greatly improved by using the ideal variant of the
¢-RD problem and ¢-LRPC codes. A brief comparison with related coded-based
cryptosystems at the same 128-bit security is summarized in Table [I} which
shows that our RQC is about 50% more compact than the original RQC, and
has smaller sizes than the three code-based cryptosystems using the Hamming
metric, namely, HQC, BIKE, and Classic McEliece.

Table 1. Comparisons of size and DFR for 128-bit security.

Schemes pks (bytes) [cts (bytes) [total (bytes)| DFR

Our 860 1704 2564 -

RQC NIST [4]] 1834 3652 5486 -
Lake Our 511 511 1022 2731
(ROLLO-I) NIST [40] 696 696 1392 2=
Locker Our 1814 1942 3756 2~ 13T
(ROLLO-IT) | NIST [Q] 1941 2089 4030 2= 151
Ouroboros-R Our 623 1166 1789 2733
(ROLLO-III) [TIT 2022 [3] 736 1431 2167 2=

HQC NIST [42] 2249 4497 6746 -
BIKE NIST 2] 1541 1573 3114 2~ 1%

Classic McEliece| NIST [12] | 261120 96 261216 -
Ouroboros | TIT 2022 [3]| 1566 3100 4666 271

The public key size (pks), the ciphertext size (cts), total = pks+cts.

1.3 Other Related Works

The idea of using blockwise errors can be seen as an adaption of the LPN/LWE
problem in rank metric [I3]. Our blockwise codes are also related to the sum-rank
metric codes [I8], where the error is also divided into ¢ blocks and the sum-rank
weight is defined as the sum of rank weight of each block. One main difference
is that we explicitly require the ¢ blocks to have disjoint supports, which is very
crucial for our results in this paper.
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1.4 Organization

After some notations given in Section [2 we define the f-errors and analyze
the complexity of solving the ¢-RD problem in Section [3] Section [4] defines the
{-LRPC codes and analyzes decoding failure probability and error-correcting
capability. In Section [5| we apply the ideal /~-RD problem and the ideal /-LRPC
codes to improve RQC and ROLLO. We conclude this paper in Section [6]

2 Notations

— We denote by N the set of positive integer numbers, ¢ prime or prime power,
and F,m an extension of degree m of the finite field F,.

— Let o € Fym be a primitive element and o = (1, ¢v,. .., «
Fym viewed as an I, vector space.

— Vectors (resp. matrices) are represented by lower-case (resp. upper-case) bold
letters. We say that an algorithm is a PPT algorithm if it is a probabilistic
polynomial-time algorithm.

m=1) be a basis of

— If X is a finite set, & x (resp. x geed X)) denotes that x is chosen uniformly
and randomly from the set X' (resp. by a seed seed).

— For integers a < b, let {a..b} denote all integers from a to b.

— The number of F -subspaces of dimension r of Fym is given by the Gaussian

coefficient [T} = H"l i *q ~ gr(m=r),

=0 q"—

— The submatrix of a matrix M formed from the rows in I and columns in J is
denoted by M ;. When I (resp. J) consists of all the rows (resp. columns),
we use the notation M, ; (resp. My .).

— |M|, |M|; s, and | M|, ; are the determinant of the matrix M, the subma-
trix M7 ;, and the submatrix M, ;, respectively.

— GL,(F,) is a general linear group and represents the set of all invertible
matrices of size 7 over ;. The matrix I, is the identity matrix of size r.

— The maximal minor ¢ of a matrix C of size r X n is the determinant of its
submatrix C, p whose column indexes T C {1..n} and #T =r.

— Cauchy-Binet formula that computes the determinant of the product of A €
Fym" and B € Fgo" is expressed as |[AB| = Y 1y u7—, [Al1|Bl7,s.

— The Gaussian elimination of a y x v matrix of rank p over an IF;, has a
complexity of O(p“~2uv) operations in F,, where w is the exponent of matrix
multiplication with 2 < w < 3 and a practical value is 2.81 when more than
a few hundreds rows and columns.

— The complexities are estimated by operations in Fy if there is no ambiguity.
All logarithms are of base 2.

3 The ¢-RD Problem and Its Complexity

In this section, we first introduce the blockwise errors (¢-errors) and the block-
wise RD (¢-RD) problem in Subsection Then, to analyze the complexity of
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the /-RD problem, we refine a universal reduction from existing attacks on the
RD problem and analyze the support and coefficient matrices of the f-error in
Subsection 3.2 Finally, we adapt the typical combinatorial and algebraic attacks
to the (-RD problem in Subsection — , and find that the f-errors do not
ease the problem too much: the ¢-RD problem is still exponentially hard for
appropriate choices of ¢ > 1.

3.1 The f¢-errors and ¢-RD Problem

Let £,k € N. Let n = (ny,...,n¢) and r = (r1,...,7¢) be vectors of positive
integers. Let n = Zle n; and r = Zle r;. We first define the disjointness of
multiple subspaces. We say that £ F,-subspaces {V;}icq1..ey of Fgm are mutually
disjoint it V 4,5 € {1..4},i # j,V;nV; = {0}.

Definition 3.1 (Blockwise Errors (/-errors)) Let e; € Fiin be a vector of
weight r; for i € {1..L}. An error e = (e1, e, ..., €¢) € Fyn is called an {-error
if the supports of £ vectors e;’s are mutually disjoint.

Recall that n = (ny,...,n) and r = (ry,...,re) are two vectors of positive
integers. We denote the set of such f-errors by S;'. Let E; be the support of
dimension r; of e;. Because all supports are mutually disjoint, the f-error e can
be viewed as the error of weight r and support £ = Zle E;.

We now define the £-RD problem. This problem is the Rank Decoding (RD)
problem finding the ¢-errors.

Definition 3.2 (Blockwise RD ({-RD) Problem) Let G be the generator
matriz of a random [n, k]gm -linear code C and y € Fym. The problem is to find

x € Fr.. and e € S such that y = ©G + e.

Like the dual version of the RD problem using the generator matrix is the
Rank Syndrome Decoding (RSD) problem [3I] using the parity-check matrix,
the dual version of the /-RD problem is defined as the /-RSD problem.

Definition 3.3 (Blockwise RSD (¢-RSD) Problem) Let H be the parity-
check matriz of a random [n, k]gm -linear code C and s € F;ﬁ;k. The problem is
to find e € S such that s = He' .

Two variants is exactly the standard RD and RSD problems when ¢ = 1. By
the duality, the hardness of two variants is equivalent. Intuitively, two variants
are also hard because they still find a small-weight error.

3.2 Reduction, Support and Coefficient Matrices

In this subsection, we first recall existing attacks on the RD problem, then adapt
the reduction refined from typical attacks to the /~-RD problem, finally analyze
support and coefficient matrices of the f-error.
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Attacks on the RD problem. There currently exist the combinatorial and
algebraic attacks [T9/4RI2916/29/8/T0/9] on the RD problem. Please see Appendix
B for detailed overviews of these attacks. The first combinatorial attack [19]
starts with the RSD problem and is significantly improved in [48] and further
refined in [29J6]. The combinatorial attacks [T929]6] consist of subtly guessing
the support of error and solving a linear system. The attack [48] transforms a
quadratic multivariate system obtained from the RD problem into a linear sys-
tem by guessing the entries of support matrix and coefficient matrix. Another
way is the algebraic attack [29], where one solves a multivariate system induced
from the RD problem based on the annulator polynomial by linearization and
Grobner basis. A breakthrough paper [8] shows that the F,m-linearity allows to
devise a dedicated algebraic attack, i.e., the MaxMinors (MM) modeling. Then
the MM modeling is refined and improved in [I0] where the authors also intro-
duced another algebraic modeling, the Support-Minors (SM) modeling. The SM
modeling later is combined with the MM modeling (i.e., the SM—F;H modeling
[9)). Both SM and MM modelings reduce the RD problem to solving a linear
system. The analysis in [9] shows that the cost of the SM—F;m modeling is close
to those of the combinatorial attack [6] and the MM modeling [10].

To measure the potential complexity loss and ensure the security of schemes,
we adapt typical combinatorial attacks [48J6] and algebraic attacks [2910] to
the ¢-RD problem in Subsection - . The reduction technique in attacks
[486129/10] is still available to the ¢-RD problem. We refine the reduction in
Theorem [3.41

Theorem 3.4 Solving the {-RD(q, m,n, k,r,t) problem defined by [n,k]sm lin-
ear code C (see Definition can be reduced to finding a blockwise codeword
(i.e., an L-error) of weight v in the [n,k + 1];m extended code of C.

Proof. Once obtaining word y, one adds y to code C and obtains an [n, k + 1]gm

extended code Cy = C + (y) with a generator matrix <Z,> of size (k+ 1) x n.

In this way, e = (1 fm) :é is exactly a codeword of weight 7 of C,. Let
Gy = Iy+1 R) € Fé’ifl)xn be a systematic generator matrix of C, and Hy =

(fRT In_k_l) € ]Fg?n_k_l)xn be a systematic parity-check matrix of Cy, where

R € Félfn+1)x(n_k_l). Then solving the ¢-RD problem consists in finding an

u € ngl of weight < r such that
uGy = e, (2)
or finding an f-error e of weight r such that

eH, =0. (3)
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The support and coefficient matrices of the f-error are crucial tools to con-
struct the specific attack modelings by exploiting the reduction in Theorem [3.4}
The entries of two matrices determine the number of variables of algebraic equa-
tions in the attack modelings. We next analyze the forms of two matrices.

Support and Coefficient Matrices of the /-error. Let n = (nq,...,ny) and
r = (r1,...,re) be vectors of positive integers. Let e = (e1,ez,...,ep) € SP be
an f-error. If let €; = (g41, €42, ..., €ir,) € Fyin be a basis of support of dimension
ri, then there exists a matrix C; € ngxni of rank r; such that e; = ¢;C;, If one
expresses the basis €; as a matrix S; € IFZ”X” of rank r; under the basis a;, then
e; = aS;C;. We have e = eC = aSC, where € = (€1,€2,...,&¢) € Flu,

Ci 000
0C;0 0

S=(S18 - S)err>, c=|. . . |eFm (@
0 0 0C,

We call S and C respectively support matrix and coefficient matrix of e.

Remark 1. The main difference with the standard rank metric error is that the
form of the coeflicient matrix C' of the f-error is of block-diagonal form. For a
standard rank metric error e € S, let € = (e1,¢€2,...,¢,) € Fm be a basis of
Supp(e), the there is a coefficient matrix C' € F;*" of rank r such that e = eC'.
Under the basis «, there is a support matrix § € Fy**" of rank 7 such that
e = aS. Then e = aSC.

Support and Coefficient Matrices with Less Entries. Because all multiples
Ae for A € Fy,. are solutions of Equation (3) due to [[Ae[|[r = 7, one can specify
A to be the inverse of the first coordinate of e. Without loss of generality, let the
first coordinate of e be 1, then one can set the first column of C to (10 --- 0)"
and the first column of S to (10 --- 0)7. Then S and C can be further reduced
to two forms with less entries.

— S{1.r},» = Ir. By Gaussian elimination on column of S, there is a matrix

P c GLT(q) such that SP = (ﬁ?) and P_IC = (0( -_II)Xl Cl>

where §' € Fy" ("D and ¢’ € F;*"™ Y. Then
C’) . (5)

L 1
== SC = SPP_lc = r
e “ “ (O(W'—T)Xl S/) <0(7'—1)><1

Let s := SP and C := P~!C.
— C is of systematic form. By Gaussian elimination on row of C|, there is a ma-

trix Q; € GL,,(q) such that Q;C; = (I,, C}) and SQ~! = (0 1 S’)
(m—1)x1
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Q. 0 0 0
(s 0Q00

where C] € IFQ“”F“’, S e IE‘;”X(T%), and Q = e €
00 0Q

GL,(g). Then

1
O(mfl) x1

e=aSC=a8SQ'QC =« <

Let S := SQ~! and C := QC.

For solving the ¢-RD problem, most attacks aim to recover S and C by
solving the algebraic equations obtained from Equations — @ Equation is
used to build the AGHT attacks (Subsection [3.3)). Equations [6) are used
to build the OJ attack (Subsection . Equations @ are used to build the
algebraic attack, the MM modeling (Subsection. The details of constructing
the algebraic equations can refer to the specific attacks in Subsection (3.3]-[3.5).

3.3 Combinatorial Attacks on the ¢-RD Problem

In this subsection, we use the AGHT attack [6] and the OJ attack [48] to analyze
the complexity of solving the ¢-RD problem.

AGHT Attack [6]. The idea is that the solver tries to guess a subspace that
contains the support of the f-error, then checks if the choice is correct. The cost
depends on how to successfully guess such a subspace.

— Guess randomly a t-dimensional subspace F' that contains the support Supp(e)
. . ¢
of dimension r = ). _; r; of the l-error e.

— Let (f1, fa,..., ft) € Fflm be a basis of F. One expresses e under this basis

€11 €12 *** €1n e
€21 €22 * - €2n €2

6:(61,62,...,€n)Z(fl,fg,...,ft) . . . :(f17f27---7ft)

€t1 €2 - €Etn €
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where €; = (ei1, €i2, - .-, €in) € Fy for i € {1..t}. By Equation : Hye' =
0, let h; is the j-th row of H,, we have

h; fi
hs fo
Hye' = : (el.e5,....&/) |
hnfkfl ft
hifi hifa - huife e/
hofi  hafo -+ hafy =
— ) ) . =051 (7)

hok—1fit Bn—i—1fa - hn_p-1fi) \&

— Express Equation as a linear system over I, and solve €;. By expressing
h;fi as a matrix Mat(h; f;) € F;"*" under the basis o for j € {1.n — k —
1} and ¢ € {1..t}, a linear system over F, with n¢t unknowns and m(n —
k — 1) equations is obtained. The linear system has only one solution with
overwhelming probability if nt < m(n —k — 1).

t

— The probability of F' D E is estimated as % ~ ¢~ "("=Y 1In this way, the

. . w T|‘(k+1)m"r
complexity is O (((n —k—1)m)¥q n )
— Use Fym-linearity to decrease the cost. Since, for any A € Fy.., [|Ae|lr = r
and all multiples Ae are solutions of Equation : HyeT = 0, the complexity
is divided by about ¢"™.

(k+1)7n'|7m

As a result, this attack has a complexity of O (((n —k— 1)m)‘*’qr[ "

In [15], the authors adapted the AGHT attack to the RD problem finding
so-called non-homogeneous errors. Here, inspired by [15], the strategy guessing
the subspace F' is that the solver randomly guesses a subspace F; of dimension
t; that contains the support E; = Supp(e;) of dimension r; of e; such that all
F;’s are mutually disjoint, and sets F' = Zle F;. In this way, the dimension of
Fis of Zle t;, and F' must contain the support of the f-error e.

If one knows Fj, then each entry of e; can be expressed as an F,-linear
combination of ¢; elements in a basis of F;. This means that one can write e;
using n;t; unknowns in F,. Doing the same for all e;’s, one obtains Zle n;t;
unknowns. Then one solves the linear system with Zle n;t; unknowns and
m(n —k — 1) equations for single solution e as long as Zle nit; <m(n—k—1).
The most costly part of the attack consists in finding the F;’s containing F; for
i € {1..¢}. We estimate this probability in Lemma

Lemma 3.5 Let Ey, Es, ..., E; be fized F,-subspaces of dimension respectively
r1,72,...,7¢ of Fgm. The probability that one successfully guesses F,-subspaces
Fy, Fy, ..., Fy dimension respectively t1,ta,...,t¢ of Fgm such that all F;’s are mu-

o i—1
tually disjoint and E; C F; is estimated as O (q—mm-z,i:ll ERDD LD Ti"'tlr’f).
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We give the detailed proof for Lemma in Appendix C.1. Finally, one
takes advantage of the Fym-linearity to raise this probability: for any A € Fy..,
[IAellr = r and all multiples Ae are solutions of Equation : Hye" =0, hence
the complexity is divided by about ¢™. The complexity of solving the ¢-RD
problem by the variant of AGHT attack is estimated as

O ((m(n — ks — 1))2qmr =i iRy Bl rimtirem)
where t; is chosen to maximize tyr, under the constraints
r; <t;, forie{l.l};
Zle nit; <m(n—k—1).
0OJ Attack. We now analyze the complexity of solving the /-RD problem by the
OJ attack [48]. Let €; and €3 be the first £+ 1 and the last n— k — 1 coordinates

of e. Let A; and As be the first £ + 1 columns and the last n — k — 1 columns
of C. Then e = (€1,€3) = (A1, As) = (aSA;,aSAz). Equation means

uGy =e <= (uuR) = (€,6) <= e R=6€, <= aSA R=aSA,. (8)
We first analyze the case of the 2-RD problem, then extend conclusions into

general cases. By Equation , for j € {1..n — k — 1}, let r; and a; be the j-th
column of R and A, respectively, then

aSAlrj = aSaj — aS (Al aj) (rji) =0. (9)
Let ijl = Tja" where Tj € ngH)XW is the matrix expression of ?1

under the basis a. Equation @ can be written aS (A1 aj) TjozT = 0. This
means

S(A1 aj)Tj = Opxm. (10)

The entries of S(A; a;)T; are quadratic polynomials. Then Equation gives
a quadratic multivariate system over F, with m? quadratic polynomials in the
entries of S and C.

The OJ attack uses the basis enumeration and the coordinates enumeration
to transform the quadratic multivariate system into a linear system. The former
guesses all entries of S and solves the linear system about the entries of (4; a;)
to determine C'. The latter guesses the entries of C' and solves the linear system
about the entries of S to determine S.

When S and C are in the form of Equation and Equation @, the com-
plexities are presented in Theorem and Theorem We give their detailed
proofs in Appendix C.2 and Appendix C.3. The ideas of proofs can be easily
extended to the ¢-RD problem.
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Theorem 3.6 If S and C are in the form of Equation (@ the 2-RD problem
can be solved with complezity O ((kr + r)wgm=rir= 1)) by the basis enumeration.

Theorem 3.7 If k = ni, S and C are in the form of Equation (@ the 2-RD
problem can be solved with complezity O ((m(r — 1) + (ny — ry))~g(m - Dm=rtrs)
by the coordinates enumeration.

Theorem 3.8 If k = ny, the complezity of solving the {-RD problem by the OJ
attack is estimated as

0((kr + 7‘)‘*’(1(7”77’)“’1))7 Basis Enumeration;
O ((m(r —1) + (ng — ry))?qm = Dm=r0+7) - Coordinates Enumeration,

where v = max {r; : i € {2..0}} and r = Zle T

3.4 Algebraic Attack by Annulator Polynomial

This algebraic attack [29] differs from attacks aiming to recover S and C with
reductions described in Subsection It directly solves @ from a multivariate
system obtained from the ¢-RD instance and the theory of ¢-polynomials [47],
more specifically annulator polynomials (see Appendix A). The attack details
are outlined in Appendix B.2.

For the ¢-RD problem finding the l-error e = (e, ea, ..., e;) € S, the solver
splits y as (y1, Y2, - . ., ye) and splits G as (G1,Ga, ..., Gy) by columns n. Then

(Y192, .-, Ye) =x(G1,G2,...,Gy) + (e1,€ea,...,€).

In this way, the ¢-RD problem is divided into ¢ subproblems, for v € {1..¢},
vy, = G, + e,, then one solves x from one of ¢ subproblems.
Let © = (x1,29,...,2%). For v € {1..0}, let y, = (y1,92,---,Yn,), Gv =
(9ij) icq1.ky » and e, = (e1,€2,...,ey,,). Since the entries of e, lie in the support
je{l.n,}
Supp(el,) of dimension 7, there exists a unique monic g-polynomials P®*) (u) =

S opa Jud” of g-degree r,, such that for j € {1..n,}

Ty

k
pw <le — Z%‘sz) = Z <p5 yJ Zpg )ajq g”> = p® (e;) =0. (11)
i=1

6=0

Equation gives a multivariate system with n, polynomials and (r, + k)
variables pgy) and z;. For solving the /-RD problem, one solves x; from this
multivariate system.

The linearization and Grobner basis techniques are applied to solve z;. The
complexities are given in Theorem and the detailed proof is presented in

Appendix C.4.
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Theorem 3.9 The complexity of solving the £-RD problem by annulator poly-
nomials is estimated as

(E+1)(ry+1) = (ny +1)
@] (min {(r,,k:)“’q”( it 1., € {1..[}}), Linearization;
Y CORS N . ‘
o <min {n,,( +k;;‘f)reg 1) v E {16}}) ) Grébner Basis.

where d%; is the degree of regularity of the semi-reqular system.

3.5 Algebraic Attacks by the MaxMinors Modeling

The MaxMinors (MM) modeling [10] is a powerful algebraic attack for cryp-
tographic parameters and reduces the RD problem to solving a linear system.
Equation ECH;— = 0,,—;—1 (obtained from Equation and e = eC') implies
that CH;Jr € F;ﬁ(n_k_l) is not of row full rank because a non-zero vector s
belongs to its left kernel. Then all maximal minors |CH, |, s of CH,, are equal
to 0 for J C {l.n — k — 1} and #J = r. By the Cauchy-Binet formula, each
|C’HJ |7 can be viewed a non-zero linear combination about all maximal minors
cp = |Clip for T C {1.n} and #T = r. One views non-zero ¢y as unknowns
and solves ¢ from a linear system with ('T’) unknowns and (”71C 71) equations.
Finally, one determines the entries of C from the cp by using the fact that it is
in systematic form. The MM modeling over Fym is built

{Py=|CH,|.;:JC{l.n—k—1},#J=r}, (MM-Fgn) (12)

Unknowns: (7) variables ¢y € F, for T C {1.n} and #T =,

Equations: (" F!

) linear equations Py = 0 over Fym in cr.

However, this system has many solutions due to ("_l:_l) < (:f) whereas one
wants more equations than unknowns for a unique solution. To obtain more
equations than unknowns, one unfolds the coefficients of P; over F; and obtains

the MM-F, modeling
{Py=|CH,|,;:JC{ln—k—1},#J=ric{l.m}}, (MM-F,) (13)

Unknowns: (7) variables ¢y € F, for T C {1.n} and #T =r,

Equations: m(”_f_l) linear equations P; ; = 0 over [, in cp.

We first analyze the case of the 2-RD problem, then extend conclusions to
general cases. By Equation @, the matrix C is of form

I., Ci|0
C = T1 1 Tlxnz) c ]Frxn, 14
<07‘2><TL1 IT'2 Cé 4 ( )

where C = (¢ij)ief1.ry € F*", C] € F;lx("r”), and C} € ngx(nr”). One
je{l..n}
can easily check
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B |C|*’({1“”}\{i}u{j})u{n1+1.-n1+T2} = (—1)”_icij fori e {l.r}andje€ {r+
lnnl}, .

= Ol 1m0 4 e oy = (F1)™ T ey for i € {mn 4 Loy £ 72}
and j € {n; + 7o + L.n},

- |C|*,{1..r1}u{n1+1..m+r2} =1

Therefore, once all cp’s are solved, one can determine the entries of the matrix
C. Lemma bounds the number of equations and unknowns cp.

Lemma 3.10 Under block form of C in Equation , the MM-F, modeling
obtained from the 2-RD problem contains ("1)(”2) unknowns c¢r and at most

T1 T2
n—k—1
r

We give the detailed proof for Lemma in Appendix C.5.

m( ) equations.

Remark 2. Our analysis follows the idea of updated RQC [41], where authors
bounded the maximal number of equations. On the one hand, considering less
equations could lead to a higher complexity because in this case one is more likely
to solve an underdetermined system with more unknowns and would guess more
entries of C to transform the system into an overdetermined case (see hybrid
method in the proof of Theorem . This means that using the maximal
number of equations would give a lower bound of complexity. Cryptographic pa-
rameters often lead to an underdetermined case. On the other hand, the number
of zero and dependent equations is negligible to the maximal number m("fffl)
and their impact on complexity is very limited. A thorough analysis in [I5/9]
supported this point and we also experimentally verified this when ¢ = 2, 3.

Remark 3. The number of non-zero variables cr is easy to compute. When n

and r are divisible by ¢, by Stirling approximation, the loss of variables cr is
¢ -1

large due to (:%) ~ 0% (m) ’ (™) while comparing with the MM-F,

modeling obtained from the standard RD problem. See Lemma[C.I]in Appendix

C.6 for this proof.

Theorem 3.11 The complezity of solving the 2-RD problem by the MM-F, mod-
eling is estimated as

o (7= (0sn) ) mC ) 2 ()0 -
O (aertoeram (v E) () ()T ) ) < ()0 -1

where p = max {z | m("ii;kfl) > (Trbll)("i;) — 1} and (a1,as) is an integer

pair such that m("_ff_l) > ("1_‘“) ("2_‘12) — 1 ezactly holds.

1 r2

We give a proof with full details for Theorem in Appendix C.7. Theorem
can be extended to the case of the /-RD problem.
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Theorem 3.12 The complezity of solving the £-RD problem by the MM-F, mod-
eling is estimated as

o (m(* 7 ()

-1
11;11 =1
e n—k—1 d n,—a . n—k—1 a n
O [ g==r@mim (") (7,1:[1( g )> - m) < 11;[1 (") -

£—1

where p = max{i ‘ m("_i;k_l) > (”‘_i) I1
/L

(") =1 ezactly holds.

T

(Zl) — 1} and (a1,as,...,ap) is an

T
: n—k—1
integers sequence such that m( - ) >

(2
4
1=

=

3.6 Summary of Complexities for Solving the £-RD Problem

At the end of this section, we summarize the complexity gain of solving the ¢-RD
problem compared with the standard RD problem in Table 2} For the first three
attacks, we only compare the exponential terms.

Table 2. Complexity comparisons of solving the /-RD and RD problems.

Attacks RD(q,m,n, k,r) L-RD(q,m,n, k,r,£)
AGHT g1 ] -m [T m
JI=T)
q(Tlfl)(k*n)Jr“f
vy =max {ri :i € {2.4}}

r "(k+1>(7‘1/+1)*(nu+1)-|
r[ D)= (n41)] min< ¢ v cve{l.t}

q

(m—r)(r—1)+2
OJ q(r—l)(kJrl)

Annulator
. _1\w v “
Polynomial n(r+k;f::g ) min {n,, (T"+k;:f>(m)gil) (Vv E {1..(}}
reg
( p—k 1) (( p) Zﬁl( )>W1
n—p—k— n— w—1 m PR ne n?
MM m( prk 1) (( p)) " e Sy

T

i=1

grm (") () A () (H ™ )>

Remark 4. The complexity analysis shows that the gain of most attacks on the /-
RD problem benefits from the blockwise structure of f-errors. (1) the OJ and MM
attacks benefits from the block-diagonal form of coefficient matrix C because the
sparse C' enables one to solve less variables (multivariable or linear) system; (2)
the AGHT attack is limited because its cost depends on how to successfully guess
a subspace that contains the support of the error; (3) the annulator polynomials
attack benefits from the fact that the f-errors allow to divide the /-RD problem
into £ subproblems with the smaller parameters.
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For the powerful MM-F, modeling, in the “underdetermined” case, an inter-
esting result is that the complexity of solving the /~-RD problem allows to divide
by a factor £ that of solving the standard RD problem.

Let ¢|n, ¢lr, n’ = n/¢, and v' = r/¢. For both RD and ¢-RD instances,
when the parameters (m, n, k, r) satisfy respectively the “underdetermined” con-

ditions: m("ik*l) < (2) — 1 and m("fffl) < (",I)K — 1. The attacker chooses

T T
appropriate a and (ay,as,...,ag) such that

J— — — — J— g /_ .
m(n k 1>><n a)_l and m(n k 1>> <n /az>_1
r T T palet r

2 ’
exactly hold. This means (";a) ~ |1 (” ;al) From Lemma in Appendix

C.6, an appropriate choice is a3 = ag = --- = ay and a; = a/¢. At this point,

Q

log, (Trp) ar
~ =( = Terp ~ v Irp,
logq (Tf-RD) Zf a;T;

where Tgrp and Tp.gp are the complexity of solving the RD and ¢-RD problems,
respectively. This further shows that the speedup really benefits from the block-
diagonal form of C' because having C' sparse enables one to guess Zle a;T;
entries of C to convert the “underdetermined” system into an “overdetermined”
system, instead of ar entries in the standard RD problem.

We simulate the complexity of MM-IF, for RD, 2-RD, and 3-RD in Figure

— (a) The RD instances are estimated with (¢, m,n,k) = (2,200,200, 100)
and various even values r = 2r' (' € {3..30}). The 2-RD instances are
estimated with (¢, m,n,k,n1,n2) = (2,200,200,100,100,100) and various
values 1 = 19 € {3..30}.

— (b) The RD instances are estimated with (¢, m,n, k) = (2,100, 200, 100) and
various even values r € {6..40}. The 2-RD instances are estimated with
(¢,m,n, k,n1,n2) = (2,100,200, 100, 100, 100) and various values r1 = 1o €
{3..20}.

— (c) The RD instances are estimated with (¢, m,n, k) = (2,100, 300, 100) and
various values r = 37’ (' € {2..20}). The 3-RD instances are estimated
with (g, m,n, k,ny,n9,n3z) = (2,100,300, 100, 100, 100, 100) and various val-
ues r; =1y =13 € {2..20}.

Our simulations become interesting as r increases. (a) and (b) in Figure |1| show
that, when r is divided equally into (r1,72), the exponential complexity allows
to divide by a factor 2 for r > 10, i.e., To.grp =~ v/Irp. (¢) in Figureshows that,
when r is divided equally into (r1,72,73), the exponential complexity allows to
divide by a factor 3 for r > 12, i.e., T35.rp & /Irp. The parameters sizes in (b)
and (c) are exactly the case of cryptography parameters in Section



Blockwise Rank Decoding Problem and LRPC Codes 19

6000 P
¢ RD .
x 2-RD .'
5000 |- +
L]
.
!
4000 "
z o
H
2 3000 [ . seede 2
£ ot . %
o . xKX
. x X
2000 |- + 4%
+ M
3 x
. x X
1000 ‘ Mxx"
[V
soks X

i RS S e S
6 10 14 18 22 26 30 34 38 42 46 50 54 58 62
(a) Target rank r

4000 ¥ 6000
4+ RD ’ 4+ RD ¢
¥ .
3seo [ X 2RD ‘. x  3RD i
+ 5000 |
. +
3000 - Y ¢
. 4000 - ¢
2500 - ’ .
z z 0
F ¢ F .
2 2000 + 4% 2 3000 -
£ . x £ ¢
] x ] ‘.
© . x 8
1500 |- x .
U] x = 2000 - %%
1000 L4 * ! 7
L x
. i M .
+ x 1000 |- ¢+ %%
500 ¥ + x X
+ x x 'Y x ¥
x
N 4 * i i i i i i i ore # % % i i . ! i
6 10 14 18 22 26 30 34 38 42 6 12 18 24 30 36 42 48 54 60
{b) Target rank r (c) Target rank r

Fig. 1. Complexity trend of RD, 2-RD, and 3-RD by MM-F,.

4 The ¢-LRPC Codes and Decoding Algorithm

In this section, we define the blockwise LRPC (¢-LRPC) codes, give its decoding
algorithm, and analyze the decoding failure probability and the error-correcting
capability. We find that the decoding algorithm can benefit from the blockwise
structure: the decoding capacity can be significantly improved by a factor of /.
For cryptography applications in Section [5| we finally give the ¢-Rank Support
Recover (¢-RSR) algorithm which is used to recover the support of the f-error.

4.1 The ¢-LRPC Codes
An [n, k];m LRPC code [28/5] is defined by a parity-check matrix H € Flnk)xn

e
with small weight. Our [n, k],m ¢-LRPC code is defined by a parity-check matrix

consisting of ¢ small-weight matrices of size (n — k) X n;.

Definition 4.1 (Blockwise LRPC ((.-LRPC) Codes) Let ¢,k € N, n;,d; €
N fori € {1.4}, and n = Zle ni. Let H; € TR be o matriz of weight

qm
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d;. Let the supports of £ matrices H;’s are mutually disjoint. An [n,k]gm £-
LRPC code of length n and dimension k is defined by a parity-check matrix

H = (H, H, --- Hy) € F0;7Hm,

Let n = (ny,n2,...,n¢) and d = (dy,ds,...,ds) be vectors of positive in-
tegers. We denote the set of such parity-check matrices by M7 (k). Let F; be
the support of dimension d; of H;. Because all supports are mutually disjoint,
the matrix H can be viewed as the matrix of weight d = Zle d; and support
F=Y'F.

We next consider decoding algorithms for two error distributions: the ¢-errors
and the standard rank metric errors. In this subsection, we analyze the case
of decoding the f-errors. The decoding algorithm is also applied to ROLLO
in Section [l The latter is presented in Appendix D, where we show that for
the standard errors, the -LRPC code has the same decoding capacity as the
standard LRPC code.

4.2 Decoding £-errors

Let 7 = (r1,...,7¢) be a vector of positive integers. Consider an [n,k|sm (-
Xn

LRPC code C with generator matrix G € IFI; and parity-check matrix H =
(Hy Hy --- Hy) € M%(k) of support (Fy, Fy, ..., Fy). Let y = mG + e be a
received word, where m € F’;m and e = (e, eq,...,er) € S with the support
(E1,FEs,...,Ep). The syndrome s = Hy' = He' = Z§:1 HjejT.

The general idea of decoding f-error e uses the fact that the subspace S =
(51,52, ..., 8n—k)F, generated by s enables one to recover the space Zle E;F;.

Once obtaining Z§:1 E;F};, one recovers Ey, Ey, ..., E, and computes the sup-

port E = Z?:l E; of the error e. Finally, the coordinates of e are computed by
solving a linear system. The decoding algorithm is described in Algorithm

4.3 Correctness of the Decoding Algorithm

The correctness of Algorithm [I| depends on the recovery of correct E;, which
requires dims = dim (Y}_, E;F;) and dim (2, Sy ) = r; for j € {1.£}. We
assume that these two conditions hold.

Step 1: the first step of the algorithm is obvious.

Step 2: we prove that E; = ﬂfil Sji for j € {1..4}. Let (gj1,€52,...,65r;) €
F7 be the basis of Ej. Since s = He = Z§:1 Hje, H € M7(k) is a matrix
of support (Fy, Fa,..., Fy), and e € 8P is an ¢-error of support (Eq, Eo, ..., Ey),
we have that the entries of H; e;'— respectively lie in E; F;. Thus, S C Zf:l E;F;.
By assumption dim$S = dim (Zﬁzl Eij), we have S = Z§:1 E;F;. Further,
for any i € {1..d;}, since fjig;x € Z§:1 E,F; for all k € {1..7;}, we have
€jw C Sy = {fﬁlx cx €8S}t = E; CSj;. Then, E; C ﬂf;l Sji. By assumption
dim (mj;l Sﬂ) =T, we have Ej = m;jil S]z
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Algorithm 1 Decoding ¢-errors for /-LRPC codes

Input: the vector y and the parity-check matrix H.
Output: the message m

1: Computing syndrome space :
— Compute the syndrome Hy ' = He' = Zle Hie] =s5=(s1,52,...,80_1)"
and the syndrome space S = (s1, s2, . .
2: Recovering the support E of the error e:

— Compute F; from H for j € {1..4}
— Compute the basis (fj1, fj2,..., fia;) € IFZZn of F; for j € {1..4}
— Compute Sj; = f;ls, where all generators of S are multiplied by fﬁl for
j€{l..4} and i € {1..d;}
— Compute F; = ﬂ;il S;i for j € {1..4}
— Compute E =37, E;
3: Recovering the error e:
— Compute the basis € = (e1,€2,...,67) € Fgm of E
— Write each entry e; of e as e; =Y _._, eije; for j € {1..n} in the basis &
— Solve e;; from the linear system He = s.
4: Recovering m from mG =y — e.

.y 5n—k>]Fq .

Step 3: one expresses e under the basis € of E:

€11 €12 * " €1n €1

€21 €22 *** €ap es
e=(ey,€9,...,e,) = (1,62,...,6) . = (e1,€2,.-,er) | . |,

€rl €12 " €Epp e,

where €; = (e;1, €2, ..., i) for i € {1..r}, and computes €; from Equation (15)):

hy €1
T he |+ 5 =N
He' = . (€;,€5,...,€,)
hn—k Er
hier  hie hie, e/ 51
hocy hogo hae, E; So
= : S = : (15)
hfnflcgl hn7k52 te hnfkgr E: Sn—k

where h; is the j-th row of H.
There are two methods to solve Equation :

1. Solve-Fym: Obtaining a linear system with nr unknowns and m(n — k)
equations over IF, by expressing hje; and s; as a matrix Mat(h;e;) € Fy* "
and column vector of length m, respectively, under the basis a. The system
has one solution with overwhelming probability if nr < m(n — k);

)
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2. Solve-EF: As Z§:1 E,F; C EF, where F = 24:1 F;, the entries of hje;
and s; lie in FF. We then can express Equation under the basis of EF
by expressing hje; and s; as a matrix of rd x n and column vector of length
rd, respectively. Finally, we will obtain a linear system with nr unknowns and
rd(n— k) equations over F,. The system has one solution with overwhelming

probability if nr < rd(n — k), where d = Zi:l d; and r = S

j=1

’I“j.
Once all €;’s are obtained, one can recover e. We experimentally find that Solve-

Fgm is more efficient than Solve-EF' on SageMath 9.0.
Step 4: the fourth step of the algorithm is obvious.

4.4 The Decoding Complexity

The most costly part is the intersection in Step 2 and solving linear systems
in Step 3. The intersection ﬂ?il S;; of spaces S;; of dimension p = Z§:1 rid;
costs O <4u2m Z§:1 dj) operations in IF, for j € {1..£}. By Solve-EF, express-
ing hje; as a matrix of rd x n in the basis of EF consists in solving n linear
systems with rd unknowns and m equations. This costs (n — k)nr“T1d* oper-
ations in F,. Expressing s; as a column vector of length rd in the basis of EF'
consists in solving a linear system with rd unknowns and m equations. This
costs (n — k)(rd)* operations in F,. Solving the linear system He' = s with
nr unknowns and rd(n — k) equations costs about O((nr)“) operations in F,,.
Thus, the complexity of the decoding algorithm is bounded by O((nr)“).

4.5 Decoding Failure Probability

By the correctness assumption of Algorithm|[T} two cases can make the algorithm

fail: (i) dim$ < dim gjt_l E;F;); (i) dim (N2, S56) > ry for j € {1.4}.
13)

Propositions (4.2 and estimate the probability of two cases.

Proposition 4.2 The probability of dimS < dim (Zﬁzl Eij> s bounded by
q~ R where p = Z§:1 rid;.

Proposition 4.3 The probability that there exists j € {1..£} such that dim (ﬂf;l Sji> >
—r d]‘ -1
r; is bounded by Z?:l gt (q;mf;l) where p = Eﬁ:l rid;.
We give the detailed proofs for Propositions and in Appendices (C.8
and C.9). Combining these two propositions, we deduce the decoding failure
probability of Algorithm [I]in Theorem

Theorem 4.4 Under assumptions that Sj; behaves as independent and ran-
dom subspaces containing E;, the decoding failure probability of Algorithm

S Ndj—1
is bounded by ¢~ "k 4 Z§:1 gh—"i <q:mj:1) " where B= Z§:1 rid;.

J

The analysis shows that the failure probability can be made arbitrarily small.
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4.6 Error Correction Capability

From the correctness of Algorithm we have nr < rd(n—k) = d > 2. Under

this condition, the decoding capacity is constrained by Zﬁzl rjd; <n —k. The
following Theorem [A.5] is obvious.

Theorem 4.5 When di = dy = --- = dy, the £-LRPC code allows to decode
L-errors of weight up to r = Z§:1 Ty = "Jlk. By setting dy = do = -+ =dp= 2,
n—k

it can decode £-errors of weight up to “5=.

Theorem [£.5] implies that the decoding algorithm can benefit from the block-
wise structure: the decoding capacity can be significantly improved by a factor
of £. An [n, k], LRPC code defined by a parity-check matrix of weight d can de-
code the standard errors of weight up to r = "f;k with a DFR of about ¢"%~"~*.
Let ¢|d, d; = d/¢, H € M7 (k) be a parity-check matrix of an [n, k];m ¢-LRPC
code. This /-LRPC code can decode {-errors in &7 of weight up to fr with the
same DFR, which comes from

¢ ¢ ¢
erdj:%ergn—k = ergiﬂ(nd—k):h.
=1 j=1

Jj= Jj=1

For example, fixing d = 4, r = 8, and the DFR of ¢*>~"~* an [n, k];m LRPC
code can decode errors of weight 8, but an [n, k];m 2-LRPC codes with parameter
d = (dy,ds) = (2,2) can decode f-errors with parameter r = (ry,r3) = (8,8) of
weight up to r = r; + ro = 16.

For the accurate failure probability of decoding maximal errors, the theo-
retical value is hard to be estimated and the value in Theorem [£4] seems not
practical for ¢ > 2. We give a simulation of the decoding algorithm for 2-LRPC
codes on SageMath 9.0. When ¢ = 2 and d; = dy = 2, the 2-LRPC codes can
decode 2-errors of weight up to ”T*k The simulated result shows that the failure
probability is about 0.73 for ¢ = 2. Figure [2] shows the decreasing trend of the
failure probability as ¢ increases. For ¢ = 2, the failure probability is bounded by
q_("_k_z§:1 i) — 1, For q > 2, the upper bound of failure probability seems to

be q_("_k+1_zaz'=1 r54;)  The code parameters are (m, n, k,ni,nae, r1,72,d1,ds) =
(43,44, 22,22,22,6,5,2,2) for ¢ = 2,3,5,7,11,13,17, 19.

4.7 The £-RSR Algorithm

For cryptography applications in Section [5], one just recovers the support of the
error. In this subsection, we give the /-Rank Support Recover (¢-RSR) algorithm
(Algorithm, which is a shortened version of the decoding Algorithmwithout
the computation of the error. The correctness follows Algorithm [I| The failure
probability follows Theorem [£.4] The cost is only the recovery of support and is
given in Subsection [£-4]
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Fig. 2. Simulated failure probability of decoding 2-errors of the weight ”gk for 2-LRPC
codes.

Algorithm 2 /-RSR Algorithm

Input: a parity-check matrix H = (H1 Hs --- Hy) € Mg (k), a syndrome s € ]Fgﬁk,
T = (’1“1,7’27 N ,’r’g)‘
Output: ¢ spaces E; of dimensions r;.

1: Compute the syndrome space S = (s1,52,...,8n—k)F,-
2: Recovering the support Ej for j € {1..0}:
— Compute F; from H;
— Compute the basis (fj1, fj2,.. ., fia;) of Fj
— Compute Sj; = fﬁl& where all generators of S are multiplied by fﬁl for
ie{l.d;}
— Compute B; = N2, Sj:

5 Applications to Cryptography

In this section, we apply the ideal variants of the /-RD problem and the ¢/-LRPC
codes to improve RQC [4I] and ROLLO [40] kept in NIST PQC Round 2. Due
to space limitations, we present the ideal variants in Appendix E and only list
improved schemes and comparisons in this section.

RQC [1] and ROLLO [40] include Public Key Encryptions (PKE) and Key
Encapsulation Mechanisms (KEM). RQC is an IND-CCA2 KEM built from its
IND-CPA PKE construction based on the HHK transformation [36] and uses
the Gabidulin codes. We only consider the PKE version of RQC for simplicity.
ROLLO is the merge of the three cryptosystems Laker, Locker, and Ouroboros-
R which all share the same decryption algorithm for the LRPC codes. Laker
(ROLLO-I) and Ouroboros-R (ROLLO-III) are two IND-CPA KEM. Locker
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(ROLLO-II) is an IND-CCA2 PKE scheme built from its IND-CPA PKE con-
struction based on the HHK transformation [36]. We only consider the IND-CPA
PKE version of Locker for simplicity.

5.1 Improved RQC

In this subsection, we improve RQC [41] based on the 2-IRSD and 3-IRSD prob-
lems. Our RQC uses three types of codes: a Gabidulin code C [26] with gener-
ator matrix G € F’;é" which can correct up to |25%] errors by a deterministic
decoding algorithm C.Decode [38|[7], a random [2n, n],m-ideal code with parity-

check matrix (1 h), and a random [3n, n]ym-ideal code with parity-check matrix
10h
01 s)’

— RQC.KGen(\): Taking 1* as input, it randomly samples h & Fym and (x,y) &
(n,mn)
(we,wy)?

private key sk = (x,y).
— RQC.Enc(pk, m): Taking the public key pk = (s, h) and a message m € IF’;m as

computes s = x + hy, and sets the public key pk = (h, s) and the

input, it randomly samples (r1, 72, €) & S((Z’"’:LU) we): COmputes u =7y + hra
71 ,Wry,We
and v = mG + sr; + e, and returns the ciphertext ¢ = (u, v).
— RQC.Dec(sk, ¢): Taking a private key sk = (z,y) and the ciphertext ¢ as input,

it computes v — uy and returns m < C.Decode (v — uy).

Fig. 3. Description of our RQC PKE scheme.

Correctness. We have v — uy = mG + xry + e — r1y. The correctness of
our encryption scheme is based on the decoding capability of the Gabidulin
code C, i.e., the error term xr; + e — ryy must fulfill: ||zry +e—riy|y =
WapWry + WyWp, + We < L”—;’“J

In the decryption step, one needs to decode an error of weight wyw,., +
WyWy, + We. This weight increase is slow, which brings the gain of decoding
capacity and saves code parameters. Although the f-errors can also be used to
speed up the attacks for decoding problems, the performance analysis in Table
[3] shows that the gain in the decoding method greatly outweighs the gain in the
attacks, and eventually allows scheme with small parameters.

Theorem 5.1 Under the decisional 2-IRSD and 3-IRSD problems, our RQC
PKE in Figure[3 is IND-CPA secure.

Proof. The proof is similar to [41] with 2-IRSD and 3-IRSD instances. The two
instances are defined by

s=(1 h) (;j) <v_1;nG)<(1) , Z> %



26 Yongcheng Song, Jiang Zhang, Xinyi Huang and Wei Wu

5.2 Improved Lake (ROLLO-I)

In this subsection, we improve Lake based on the 2-IRSD problem and the 2-
ILRPC codes indistinguishability problem. Our Laker has three building blocks:
arandom [2n, n]ym 2-ILRPC code with parity-check matrix (z y), the algorithm
2-RSR (see Algorithm , and a random [2n,n|,m-ideal code with parity-check
matrix (1 h).

— Lake.KGen(\): Taking 1* as input, it samples (z,y) & ngffz)w and computes
h = 'y, then it sets the public key pk = h and the private key sk = (x, y).
— Lake.Encap(pk): Taking the public key h as input, it randomly chooses

(e1,e2) & S((fl’i),z) and computes ¢ = e +hez, E1 = Supp(e1), E2 = Supp(ez),
E = E1 + E>, and K = Hash(F), and returns (¢, K).

— Lake.Decap(sk, ¢): Taking (x,y) and ¢ as input, it computes xc = ze; + yez,
executes (F1,E2) + 2-RSR((x,y),zec,r1,72), computes E = E; + E», and

returns K = Hash(FE).

Fig. 4. Description of our Lake KEM scheme.

5.3 Improved Locker (ROLLO-II)

Locker (ROLLO-II [40]) is a PKE scheme and is obtained from ROLLO-I. In
this subsection, we improve ROLLO-II by the 2-IRSD problem. As our Lake, our
Locker has three building blocks: a random [2n, n]gm 2-ILRPC code with parity-
check matrix (z y), the algorithm 2-RSR (see Algorithm [2), and a random
[2n, n]ym-ideal code with parity-check matrix (1 h).

— Locker.KGen(\): Taking 1* as input, it samples (z, y) & S((;lfnfz)2) and computes
h = x 'y, then it sets the public key pk = h and the private key sk = (x, y).
— Locker.Enc(pk, M): Taking the public key h and a message M as input, it ran-

domly chooses (e1, e2) & S((Z?lr)z)’ computes ¢ = e1 + hez, E1 = Supp(er),
E>; = Supp(ez2), F = E1 + E», and the ciphertext C = (¢, M @ Hash(F)) =
(e,c'), and returns C.

— Locker.Dec(sk, C'): Taking the private key («,y) and the ciphertext C' as input,
it computes e = xei1 + yea, executes (F1, E2) < 2-RSR((x,y),xzec,r1,72),
computes F = Ei + Es, and returns M = ¢’ @ Hash(FE).

Fig. 5. Description of our Locker PKE scheme.
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In Laker and Locker, the decapsulation and decryption steps obtain the sup-
port of (e, es) from xe; —yes of weight r1d; +rads. This weight increase implies
that the parameters (r1,72) and (dq,ds2) can be increased a lot. Although the
2-errors and the 2-LRPC codes can also be used to speed up the attacks for
decoding problems, the performance analysis in Table @ shows that the
gain in the decoding method outweighs the gain in the attacks, and eventually
allows schemes with small parameters.

Theorem 5.2 Under the 2-ILRPC codes indistinguishability, and 2-IRSR prob-
lems our Lake KEM in Figure [J] and Locker PKE in Figure [5 are IND-CPA
secure in the random oracle model.

Proof. The proofs are similar to [40] with the 2-ILRPC codes indistinguishability
and 2-IRSR instances. The two instances are defined by

0=(1 h) (_yw> c— (1 h) (Z;)

5.4 Improved Ouroboros-R (ROLLO-IIT)

In this subsection, we improve ROLLO-III based on the 2-IRSD and 3-IRSD
problems. Our Ouroboros-R has three building blocks: a 3-ILRPC code with
parity-check matrix (g hy 1), the algorithm 3-RSR (see Algorithm[2)), a [2n, n]gm-
ideal code with parity-check matrix (1 f1), and a [3n, n],m-ideal code with parity-

. 10 fo
check matrix (0 1 f1>’

seed n

— Ouroboros-R.KGen()\): Taking 1* as input, it samples f; &= Fgm, and

(ho, h1) & S((;ll‘"d)z), then it computes fo = hi + fiho and sets the public
key pk = (fo,seed) and the private key sk = (ho, h1).

— Ouroboros-R.Encap(pk): Taking the public key (fo,seed) as input, it randomly

chooses (eo, e1, e) & S((:Ll’?;’;lg), computes ¢o = foe1+e, ¢1 = fie1+eo, E1 =
Supp(e1), F2 = Supp(ez2), E = E1 + E», and K = Hash(FE), sets ¢ = (co, 1),
and returns (¢, K).

— Ouroboros-R.Decap(sk, ¢): Taking (ho, h1) and ¢ as input, it computes s = ¢o —
hoci = —hgeg + hi1e1 + e, executes (El, EQ) — 3—RSR((h0, hl, ].)7 8,T1,T2, 7"3)7
computes £ = F1 + E5, and returns K = Hash(FE).

Fig. 6. Description of our Ouroboros-R KEM scheme.

In the decapsulation step, one obtains the support of (eg,e;) from hie; —
hoeg + e of weight rid; + rods + r3. This weight increasing implies that the
parameters (71,72, 73) and (dy, d2) can be increased a lot. Although the blockwise
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errors and LRPC codes can also be used to speed up the attacks for decoding
problems, the performance analysis in Table @ shows that the gain in the
decoding method outweighs the gain in the attacks, and eventually allows scheme
with small parameters.

Theorem 5.3 Under the decisional 2-IRSD and 3-IRSD problems, our Ouroboros-
R KEM in Figure[f| is IND-CPA secure in the random oracle model.

Proof. The proof is similar to [3] with the (decisional) 2-IRSD and 3-IRSD in-
stances. The two instances are defined by

e
pern ) (@)-6n) (s

€1

5.5 Performance and Comparison

In this subsection, we compare performance of our RQC and ROLLO with orig-
inal versions.

In Table[3]- 5] parameters are chosen in two principles. First, the hardness of
decoding problems (the 2-IRSD and 3-IRSD problems) is ensured to reach the
target security level. The hardness is estimated by our complexity formulas. Sec-
ondly, the error-correcting capacity of rank metric codes is ensured to satisfy the
decryption correctness condition. [n, k];m Gabidulin codes used in RQC require
k < n < m and correct errors of weight up to | (n—k)/2]; in the decryption step,
the weight of the decoded errors must < |(n—k)/2]. The ¢-LRPC codes used in
ROLLO must satisfy a reasonable DFR in Theorem [4.4] In Table [3|and Table [6]
“2n” (“3n”) represents the complexity of solving the 2-IRSD (3-IRSD) instances
in RQC and Ouroboros-R. In Table [4 and Table [5] the structural attack is es-
timated with parameters (m,n, k,ri,rs) = (m,Qn— [5]n— \_%J,dl.dg); the
message attack is estimated with parameters (m,n, k,r1,r2) = (m,2n,n,r1,72).

From Table [3]- [6] our parameters sizes are smaller than those of the original
ones due to the blockwise stricture, which brings a low complexity redundancy,
improved the public key/ciphertext sizes, and more efficient implementations.
The improved performance benefits from that the gain of using ¢-errors and /-
LRPC codes in decoding capacity outweighs the complexity loss in solving the
¢-RD problem. As an example, we provide concrete timings of implementations
for our ROLLO and original versions (Table|7)). The benchmark is performed on
Intel(R) Core(TM) i5-7440HQ CPUQ 3.40 GHz with SageMath 9.0. The tests are
available online at |https://github.com/YCSong232431 /NH-ROLLO. Note that,
we do not compare with most recent works [15/43], where the authors constructed
a series of efficient PKE and KEM schemes without ideal structure by proposing
augmented Gabidulin codes and LRPC codes with multiple syndromes. Our
techniques are different from [I5/43] and we only consider cryptosystems with
the ideal structure and only one syndrome.
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Table 3. Comparison of parameters and sizes for RQC.

Schemes | m | n |(k|wa|wy |[We, [Wey W pks cts |total| Atack Security
* T2 7€ (bytes) | (bytes)|[(KB)| (2n, 3n)
Our RQC|83[79[7[4[4] 4|4 [4] 860 | 1704 | 2.5 (277,25 128
Our RQC|127[113[3] 5 [ 5] 5 | 5 [ 5] 1834 | 3652 | 5.3 [(2%°%,27™)| 192
Our RQC|139[137[5[ 5[ 5] 6 | 6 | 6] 2421 | 4826 | 7.1 [(277%,27™)| 256
Schemes m | n |k|We|Wy|Wr, [Wry |We (bI;/ IEZS) (b;zis) EE}(?];L; Security
RQC (NIST [41])[127[113[3] 7 7|7 [13] 1834 | 3652 | 5.3 | 128
RQC (NIST [&10)[151[149|5] 8 [ 8 | 8 | 8 |16] 2853 | 5690 | 8.3 | 192
RQC (NIST [E1)[181[179|3[ 9 [ 9| 9 | 9 |16] 4090 | 8164 [12.0| 256
pks: ([%—‘ + 40) bytes; cts: (2 ["g"] + 64) bytes; total = pks + cts.
Table 4. Comparison of parameters and sizes for Lake (ROLLO-I).
Schemes |m|n |ri|ra|di|d2|DFR I()E;{Z;)S Str;cju;a};l it:)aCk Nieiszjie _f tliz(;k Security
Our Lakel61[67/4[4]5[4[273T] 511 2160 214 128
Our Lake[71[79[5[5[5[5[27%°| 702 272 2755 192
Our Lake[79[89[5[5[6[5[273*] 879 2781 2766 256
Schemes m| n |r|/dDFR|pks/cts (bytes)|Security
Lake (NIST [40])[67| 83 [7[8[2™® 696 128
Lake (NIST [40])[79] 97 [8[8[273* 958 192
Lake (NIST [40])[97[113[9[9[273% 1371 256

pks: ["g"] bytes. cts: [%—l bytes.

Table 5. Comparison of parameters and sizes for Locker (ROLLO-II).

ks cts Structural | Message
Schemes | m | n |ri|ra|di|d2| DFR (bl;tes) (bytes) attack attack Security
y —xh = 0jc = e; + hex
Our Locker|89(163[4[4[4[4[27131] 1814 | 1942 2134 2139 128
Our Locker|97[179/4[5[5][5[27 1% 2171 | 2299 2254 2231 192
Our Locker[101[181[5[5[5[5[27 ™1 2286 | 2414 2767 2357 256

Schemes m| n |r|d DFR|pks (bytes)|cts (bytes)[Security
Locker (NIST [40])[83[189[78[2~ % 1941 2089 128
Locker (NIST [0])[97/193[8[8[27™°] 2341 2469 192
Locker (NIST [40])[97[21189]2~ %] 2559 2687 256

pks: [%1 bytes; cts: "%] + 64 bytes. To obtain the IND-CCAZ2 security, another hash is added

to the ciphertext such that cts = [%] + 2 * 64 bytes.

6 Conclusion and Future Work

In this paper, we studied blockwise structures in rank-based cryptosystems and
introduced f-errors, £-RD problem, and /-LRPC codes. They are natural gener-
alizations of the standard errors, RD problem, and LRPC codes. We found that
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Table 6. Comparison of parameters and sizes for Ouroboros-R (ROLLO-III).

Schemes m| n

r1|ra|r3|di|d2| DFR

pks

(bytes)|(bytes)

cts Attacks

(2n,3n)

Security

pks: ([M-‘ + 40) bytes and cts: |—2’g

8

1[11]11]27*°] 2853
] bytes. We update DFR of Ouroboros-R.

Our Ouroboros-R[53[ 79 [4[4]5[4]4[273%] 623 | 1166 [(2™*7, 2™)] 128
Our Ouroboros-R[89[101]6]6[6]4[5[27%3] 1164 | 2248 [(2™°, 2%°%)] 192
Our Ouroboros-R[97[103[6 [6]7[5]5[27%] 1362 | 2644 [(2°™, 2°7%)[ 256
Schemes m | n |w|w,| § DFR|pks (bytes)|cts (bytes)|Security
Ouroboros-R, (TIT B])[67[83[|7[7[7[27*] 736 1431 128
Ouroboros-R, (TIT [3])[107[113] 9] 9 [9]27%*] 1552 3023 192
Ouroboros-R (TIT [3])|149(151|1 5625 256
) n

Table 7. Timings comparisons of our ROLLO and original ROLLO.

Schemes KGen (ms) | Encap (ms) | Decap (ms) | Security
Our Lake 715 73 257 128
Our Lake 737 100 499 192
Our Lake 1020 118 553 256
Lake (NIST [40]) 995 109 391 128
Lake (NIST [40]) 1220 134 525 192
Lake (NIST [40]) 1390 181 838 256
Schemes KGen (ms) | Enc (ms) | Dec (ms) | Security
Our Locker 2300 232 388 128
Our Locker 2940 280 614 192
Our Locker 3210 301 644 256
Locker (NIST [40]) 2760 258 446 128
Locker (NIST [40]) 3410 314 583 192
Locker (NIST [40]) 2780 333 715 256
Schemes KGen (ms) | Encap (ms) | Decap (ms) | Security
Our Ouroboros-R 101 120 246 128
Our Ouroboros-R 206 247 633 192
Our Ouroboros-R 224 262 798 256
Ouroboros-R (TIT [3]) 130 153 368 128
Ouroboros-R (TIT [3]) 275 308 1040 192
Ouroboros-R (TIT [3]) 504 614 2560 256

(1) the blockwise structures do not ease the problem too much: the ¢-RD prob-
lem is still exponentially hard for appropriate choices of £ > 1; (2) the decoding
algorithm can benefit from the blockwise structures: the decoding capacity can
be significantly improved by a factor of £. Interestingly, the gain of the decoding
capacity outweighs the complexity loss in solving the /~-RD problem, which allows
to improve RQC and ROLLO. For 128-bit security, our RQC has total public
key and ciphertext sizes of 2.5 KB, which is not only about 50% more compact
than the original RQC, but also smaller than the NIST Round 4 code-based
submissions HQC, BIKE, and Classic McEliece.
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Recent works [I5/434] proposed unstructured PKE and KEM without ideal
structure for more reliable security. We would in next work analyze the com-
plexity of blockwise rank support learning problem and apply the /-LRPC codes
with multiple syndromes to improve unstructured schemes.
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A. Preliminaries

A.1 Fgm-Linear Codes with Rank Metric

Definition A.1 (Rank Metric). Let o be a basis of Fqm viewed as an m-
dimensional vector space over Fy. For @ = (x1,%2,...,%n) € Fym, each coordi-
nate x; is associated to a vector of Fy* w.r.l. the basis a. Then x is associated
to an m x n matriz given by Mat(x) = (z4j)icf1..m}- * = aMat(z) The rank

je{l..n}
weight ||z||r of x is defined as the rank of Mat(x). The rank distance dr(x,y)
between elements © and y in Fy.. is defined by dr(z,y) = ||z — yl|r-

The support Supp(z) of x is defined as the Fy-linear subspace of Fym gen-
erated by linear combinations over Fy of coordinates of x, ie., Supp(xz) =
(x1,22,...,2n)F,. It follows from definition that ||z|r = dim(Supp(x)). The
set of such errors of weight r and length n is denoted by S;'. The weight and
support definitions can also be extended to matrices.

Definition A.2 (F,m-Linear Codes with Rank Metric). An Fym-linear
code embedded with rank metric of length n and dimension k is a subspace of
dimension k of By Such Fym-linear codes are denoted by [n, k]gm.

Given an [n, k]gm-linear code C, a matrix G € F%" is called generator matrix
iff C = {mG | m € IE"Zm} and a matrix H € Fé?n_k)xn is called parity-check
matriz iff C = {¢ € Fj. | He' = 0}. The systematic forms of G and H are
respectively defined as (I U) and (U I,,_) where U € Fl;,,f(nfk).

An Fym-linear code in the rank metric is closely related to a matrix code.
The reason for considering Fym-linear codes instead of matrix codes in rank-
based cryptography is that [n, k];m-linear codes can compress the description
of [m X n, km]-matrix codes and bring a small key size. An [m X n, K]-matrix
code of size m x n and dimension K is a subspace of dimension K of Fy**",
and the weight of the codeword (a matrix of size m x n) is defined as the rank
of a matrix. An [n, k]gm-linear code can be viewed as an [m X n, km]-matrix
code by expressing its codeword as a matrix of size m x n. The latter can be
defined by a systematic generator matrix (I, Pp) of size km x mn over F, that
is stored in km(nm — km)logq = k(n — k)m?logq bits, whereas the [n, k]gm-
linear code with systematic G = (I, Ps) size k X n over Fym is stored in only
k(n — k)log g™ = k(n — k)mlog g bits.

A.2 g-Polynomials, Grobner Basis, and Degree of Regularity

Definition A.3 (¢-Polynomials [47]). A q-polynomial of q-degree r in Fgm is
a polynomial of the form P(x) = Y"1_,pix? for p; € Fym, p, # 0.

A g-polynomial P satisfles Vai,20 € Fy, a1,a0 € Fgm, Pla1z1 + aszs) =
a1 P(z1) + agP(z3). If 1 and x5 are roots of a g-polynomial P, then P(zy) =
P(x3) = P(x1 + x2) = 0, which implies that the roots of a g-polynomial of
g-degree r form a vector space over [, of dimension at most r.
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Proposition A.1 (Ore [47]). For any subspace E of Fym over F, of dimension
T, there exists a unique monic g-polynomial P(z) = Z;:Opiqu of q-degree r
such that P(z) = 0 for any z € E. This q-polynomial is called an annulator
polynomial.

Definition A.4 (Grobner Basis). Let Flz1,22,...,2,] be a polynomial ring
over a finite field F, < be a monomial ordering, LM< (f) be leading monomial
w.r.t. < of a polynomial f € Flxy,xa,...,2,], I be an ideal generated by a
polynomial sequence, LM< (I) = {LM<(f): f € I}, and (LM<(I)) be the leading
monomial ideal of I. A polynomial set G = {g1,92,...,9m} C I is a Grobner
basis w.r.t. < of I if (LM4(I)) = (LM<(g1),LM<(92),...,LM<(gm)), i-e., the
leading monomial ideal of I is spanned by the leading monomials of g1, 92, ..., Gm-

This means that a set G = {g1,92,...,9m} is a Grobner basis w.r.t. < of T
ift Vf eI, 3g € Gs.t., LM<(g)|[LM<(f).

The definition depends on the monomial ordering. This ordering has also
a direct impact on the structure of a Grobner basis. For instance, a Grobner
basis for a lexicographical order of a zero-dimensional system (i.e., with a finite
number of solutions) has the following shape:

{gl(x1)7 QR 792(3;17372)7 <o Gk (xlﬂ‘rQ)agk1+1<x17x27I3)7 e agkn(xla cee 73;77,)}

With such structure, the solutions to the zero-dimensional system can be easily
computed by successively eliminating variables, namely computing solutions of
univariate polynomials g1 (1) and back-substituting the results.

The historical method for computing Grébner bases was introduced by Buch-
berger in [I6JI7]. Many improvements have been done and have led to more
efficient algorithms such as F4 and F5 [22123]. The algorithm F4 for example
is the default algorithm in the computer algebra softwares MAGMA, MAPLE,
and SageMath. The F5 algorithm is even more efficient. An important quantity
for computing Grobner basis of an ideal is the degree of regularity (denoted by
dyeg) of the system. The d,.4 is the biggest degree reached in the Grobner basis
computation by the F5 algorithm. The authors in [24] give a way to bound the
complexity of the algorithm w.r.t. the dye, of the system.

Proposition A.2. The complexity of computing a Grobner basis of a zero-
dimensional system of m equations in n variables with Fs5 is bounded by

o (m(n+ dreg — 1)w> |
dreg
where dyeq is the degree of reqularity of the system and 2 < w < 3 is the linear
algebra constant.

For a semi-regular system, the more precise complexity of computing a Grébner
basis is bounded by O (("Id”g)w> [11]. It has also been proven in [11] that the
reg

degree of regularity of semi-regular system can be computed explicitly.
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Definition A.5 (Degree of regularity [11]). The degree of reqularity d,eq of
a semi-reqular system f1,..., fm of respective degrees di,...,d,, is given by the
smallest integer such that the coefficient of the term z% s in the power series

expansion of
H?;(l —2%)

(1—2)"
18 non-positive.

For semi-regular systems, it has been proven that the degree decreases as m
goes larger. Thus, the more a system is overdetermined, the faster its Grobner
basis can be computed.

A.3 Product of Two Subspaces

Definition A.6 (Product of Two Subspaces [5]). Let A and B be two F-
subspaces of Fgm. The product space of A and B is denoted by AB, the Fy-linear
span of the set of products {ab:a € A,b € B}.

If A and B have dimensions « and 3, and are generated respectively by the basis
(a1,a2,...,a4) € Fgm and the basis (b1, be,...,bs) € Fgm, then the product
space AB is obviously generated by the set {a;b; : i € {1..a},j € {1..6}} and
its dimension is bounded by af.

Proposition A.3 (Dimension of Product of Two Subspaces [5]). Let A

and B be two F4-subspaces of Fym of dimension a and 3, respectively. dim(AB) =

af with probability > 1 — a‘f%j,

A.4 Key Encapsulation Mechanism

Definition A.7 (Key Encapsulation Mechanism). A Key Encapsulation
Mechanism (KEM) scheme with a key space K consists of three polynomial-time
algorithms KEM = (KGen, Encap, Decap):

— KGen: The key generation algorithm that takes the security parameter \ as
mput and outputs a public key pk and a private key sk. It is denoted as
(pk, sk) < KGen(1?).

— Encap: The encapsulation algorithm that takes pk as input and outputs a
encapsulation ¢ and o key K € K. It is denoted as (¢, K) < Encap(pk).

— Decap: The decapsulation algorithm that takes sk and c as inputs and outputs
a key K. It is denoted as K < Decap(sk,c).

The correctness of KEM requires that for all (pk,sk) < KGen(1*) and any
(¢, K) < Encap(pk), the equation K = Decap(sk,c) hold with overwhelming
probability. _

A IND-CPA secure KEM scheme is defined by the experiment Expizg;\flf’;()\)
between a challenger C and an adversary A:
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A takes )\ as inputs.

C computes (pk, sk) + KGen(1%), gives pk to A, and keeps sk to itself.

C returns (¢, K) = Encap(pk) to A.

C randomly chooses a bit b* € {0,1}: if b* = 0, sets K* = K; if b* = 1,
chooses random K* € K, and returns (¢, K*) to A.

5. A outputs a guess b € {0,1}. If b = b*, C outputs 1, else outputs 0.

P N

Definition A.8 (IND-CPA Security). A KEM scheme is Indistinguishability
under Chosen Plaintext Attacks (IND-CPA) if for any PPT adversary A, its
advantage

ADVEERP () =

ind-cpa 1
Pr {EprEMf’A()\) = 1} — 2‘ < negl(A).

A.5 Public Key Encryption

Definition A.9 (Public Key Encryption). A Public Key Encryption (PKE)
scheme with message space M consists of three polynomial-time algorithms PKE =
(KGen, Enc, Dec):

— KGen: The key generation algorithm that takes the security parameter \ as
mput and outputs a public key pk and a private key sk. It is denoted as
(pk, sk) < KGen(1?).

— Enc: The encryption algorithm that takes pk and a plaintext M € M as
inputs and outputs a ciphertext C. It is denoted as C < Enc(pk, M).

— Dec: The decryption algorithm that takes sk and C as inputs and outputs a
plaintext M. It is denoted as M < Dec(sk,C).

The correctness of PKE requires that for all (pk, sk) < KGen(1%), any plain-
text M, and any C < Enc(pk, M), the equation M = Dec(sk,C) hold with
overwhelming probability. _

An IND-CPA secure PKE scheme is defined by the experiment Expgﬂ‘éfj()\)
between a challenger C and an adversary .A:

1. A takes \ as inputs.

2. C computes (pk, sk) + KGen(1%), gives pk to A, and keeps sk to itself.

3. A outputs two plaintexts My, M; € M. C randomly chooses a bit b* € {0,1}
and returns the challenge ciphertext C* = Enc(pk, Mp+) to A.

4. A outputs a guess b € {0,1}. If b = b*, C outputs 1, else outputs 0.

Definition A.10 (IND-CPA Security). A PKE scheme is Indistinguishabil-
ity under Chosen Plaintext Attacks (IND-CPA) if for any PPT adversary A, its
advantage

AV =

i 1
Pr [Expg‘g;‘j()\) = 1} - 2’ < negl(\).



Blockwise Rank Decoding Problem and LRPC Codes 39

B. Overview of Attacks on the RD Problem

Due to the reduction [25], all the methods to solve the MinRank problem can
be applied to the RD problem. These methods include: Kipnis-Shamir modeling
[37], Kernel Attack [33], Minors Modeling [14], and Support-Minors (SM) model-
ing [10]. However, the first three MinRank solvers would not be the most suitable
as they forget the Fym-linearity. The first attack [19] was of combinatorial na-
ture and started with the RSD problem. Then it was significantly improved in
[48] and further refined in [29J6]. These combinatorial attacks consist of sub-
tly guessing the support and coordinates of error and solving a linear system.
These works can be viewed as the continuation of the kernel attack on generic
MinRank, where one first guesses sufficiently many vectors in the kernel of the
matrix of the rank r and then solves a linear system. The major difference in
the case of RD is that the success probability of guess can be greatly increased
due to the Fym-linearity. Another way is the algebraic attack [29], where one
solves an equations system induced from the RD problem based on the annu-
lator polynomial by linearization and Grébner basis. This algebraic attack [29]
is considered to be less efficient than the combinatorial ones for a long time,
especially for small values of ¢. A breakthrough paper [§] showed that the Fgm-
linearity allows to devise a dedicated algebraic attack, i.e., the MaxMinors (MM)
modeling. This was further improved in [10], where authors introduced another
algebraic modeling, the Support-Minors (SM) modeling. The SM modeling is a
generic MinRank attack and it later was combined with the MM modeling (the
SM-F .. modeling [9]) to solve the RD problem. The attacks [BII0/9] are suitable
for the parameters size of ROLLO and RQC. The analysis in [9] shows that the
cost of the SM—F;}L modeling is close to those of the combinatorial attack [6]
and the MM modeling [I0] for the parameters of ROLLO-I.

Recall that the RD problem asks an algorithm given as inputs a generator
matrix G of random [n, k] m-linear code C, a vector y € Fy.., and an integer
r € N, outputs x € IF’;m and e € S such that y = G + e. The support and
coefficient matrices of the standard rank metric error e € S are described in
Remark [1} The two matrices can be reduced to less entries by Theorem
Support and Coefficient Matrices with Less Entries. If let the first coor-
dinate of e be 1, one can set the first column of C to (10 --- 0)7 and the first
column of S to (10 --- 0)7. S and C can be further reduced to the following
two forms with less entries.

— S{1.r},+ = Ir. By Gaussian elimination on columns of S, there exists a
. 1 P I,
matrix P = € GL,(F,) such that SP =
: <0<r—1>x1 P’) Fa) <0<mr>x1 5’)

1

d P lC=
an (0(7‘—1

Then

C’) where S’ € IF,(Jm*’”)X(’”*l) and C' € ]ng(nfl).
)x1

I 1
= aSC =aSPP'C = r c ). 16
e « a<0<mr>x1 S’) <0<r1>x1 > (16)
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Let S := SP and C := P~1C.
— C, (1.} = I.. By Gaussian elimination on rows of C', there exists a matrix

Q = ( L q,) € GL,(F,) such that QC = (I, C') where S’ €
0—1)x1|Q

F;nx(r*l) and C' ¢ F;X(nfr). Then

1

e=aSC =a08Q'QC =« <
O(mfr)xl

s'> (I, C"). (17)

Let S :=SQ! and C := QC.

For solving the RD problem, the most attacks aim to recover S and C.

B.1 Combinatorial Attacks

CS Attack [19]: The combinatorial attack stems from the CS attack due to
Chabaud and Stern. It solves a multivariate quadratic system obtained from the
parity-check equation He' = s and the error e = aSC. This attack consists
I,
0(m—r)><1 S’
generic C from a linear system. The cost is bounded by O ((nr)‘*’q(m*’")(’”*l)).
OJ Attack [48]: Ourivski and Johannson proposed two combinatorial attacks
to solve a quadratic multivariate system about the entries of S and C. The

1 C’ > or all variables
O¢—1)x1

I
of ( r ,) in Equation || then solves a linear system. The cost is
0(m—7‘)><1 S
(

bounded by O (min {(k + 7)*qMm=7=D+2 ((k + r)r)wqr—Dk+D1),

AGHT Attack [6]: This is an improvement of the previous method [29] and
is considered to be the best combinatorial attack. The solver tries to guess a
subspace that contains the support of e, then solves a linear system and checks
if the choice is correct. Please see Section for details.

of searching all possible S = < ) in Equation and solving a

solver guesses some coordinates variables of <

B.2 Algebraic Attack by Annulator Polynomial

Gaborit et al. [29] proposed an algebraic attack based on the theory of ¢-
polynomials [47], more specifically annulator polynomials, whose roots form an
F,-subspace of Fym (see Appendix A). For the RD problem, since all coordinates
of e = (e, e, ..., e,) lie in a support F of dimension r, then there exists a unique

monic g-polynomials P(u) =Y 5_, psud’ of g-degree r such that for j € {1...n}

T

k k
s s s
P <yj - E xi!]ij) = E <P69§ - E psx] g%) =P (e;) =0, (18)
i=1 i=1

6=0

where y = (y1,¥2,---,Yn), T= (T1,72,...,71), and G = (gij)ie{l..k}-
Jje{l..n}
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Equation gives a multivariate system with n equations and (r + k) vari-
ables pgy) and x;. For solving the RD problem, one solves x; from Equation .
One views (r + 1)(k + 1) — 1 monomials in ps and z; as unknowns: kr terms
of the form psx! ; k terms of the form x;-f due to p, = 1; r terms of the form
ps. Once xfr is solved, one will obtain z;. In the cryptography setting, usually
n < (r+1)(k+1) — 1, two methods are proposed to solve this case:
Linearization: Guessing e; such that the number of equations is more than
that of unknowns. If e; = 0 is guessed, then the number of equations is reduced
by one and the number of x; is reduced by one, hence the number of unknowns is
reduced by r+1 terms. The entries of e lie in the support E of dimension r, then
the probability that e; = 0 is correctly guessed is ¢~". If ¢ (¢ < k) coordinates
e; are correctly guessed and n —t > (r+1)(k+ 1 —t) — 1, then the cost of this

attack is bounded by O ((Tk;)“’qr[(Hl)('rt‘l)i(nﬂq .

Grobner Basis: Viewing Equation as semi-regular polynomials system of
degree of ¢" + 1 with n polynomials and r + k variables p; and z;, and one
solves this system by computing its Grobner basis. The cost is bounded by

o (n (T+k+d”"_1)w>, where d,..4 is the degree of regularity of semi-regular sys-

reg

tem (see Appendix A for Grobner basis and dreg).

B.3 Algebraic Attack by MaxMinors Modeling

Bardet et al. [10] refined the MM modeling from [§] and achieved a more sig-
nificant improvement in complexity. Equation and e = eC imply that the
matrix C’HyT € ng(nfkfl) is not of row full rank because a non-zero vector s
belongs to its left kernel. Then the maximal minors of CHJ are equal to 0. By
Cauchy-Binet formula, each P; can be expressed as a linear combination over
F,m of the maximal minors ¢p = |C|. 1 of C for T € {1..n} and #T = r. The
MM modeling over Fym is built

{PJ =|CHy|, ,:Jc{ln—k-1},#J = r} (MM-Fgn) (19

This leads to a linear system over Fgm with (') unknowns ¢y and ("71:71)

equations. Once all cr’s are solved, one can recover C' because, when C' is of
systematic form in Equation , er = (—1)""ley for T € ({1.r}\ {i}) U {4},
i € {l..r}, and j € {r + 1..n}. However, this system has many solutions due to
("":_1) < (") whereas one wants more equations than unknowns for a unique

solution. Because all c7’s are in F,, one further expresses P; over F, to obtain
"_k_l) equations. The MM modeling over F, is built

m ("7,

{Py=|CH,|.;:JC{l.n—k—1}#J=ricC{l.m}}, (MM-F,) (20)

Unknowns: (7) variables ¢y € Fy for T C {1.n} and #T =r,
Equations: m(”fffl) linear equations P; ;j = 0 over Fy in c7.
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Once obtaining C, one solves € € Fj.. from linear system E(Z’HyT = 0. The
cost of this attack is dominated by computing an echelon form of a matrix over
F, of size m(”_f_l) x (") by Gaussian elimination.

Theorem B.1. The complezity of solving the RD problem by the MM-F, mod-
eling is estimated as

O (m(" ) M) = () -
1 k n
d ) m s T

O (arm(" 7 (59")

where p = max{i | m(”_i;k_l) > (") - 1} and a s an integer such that

- T

m(nfkfl) > (”;a) — 1 ezactly holds.

T

B.4 Combining MaxMinors and Support-Minors Modelings

The SM modeling [§] for the RD problem is first proposed over F, (i.e., SM-F,),
but it is hard to achieve an overdetermined system due to a large number of
linear variables. Later, the SM modeling is compacted over Fym (i.e., SM—IF;C“)
[9]. The analysis in [9] shows that the cost of the SM-F.. modeling is close to
those of the combinatorial attack [6] and the MM modeling [10].

Equations y — G = e and e = a.SC imply that y — G is in the row space
of C, which in turn means that all maximal minors of the matrix (yfg G) are
equal to 0. By Laplace expansion of such maximal minors w.r.t. the first row,
each )y can be written as a bilinear polynomial in the entries x; of & and in the
maximal minors ey of C. Then the SM modeling over Fgm (SM-F,m ) is obtained

fo-|29)

Unknowns: (") minor variables ¢ € F, for T C {1..n}, #T = r, k linear
variables z; over Fym,

Equations: (ril) equations Q; = 0 which are affine bilinear equations over
Fgm in x; and cr.

For solving SM-F¢m, if there are more linearly independent equations than
bilinear monomials, the system would be solved by linearization (i.e., by replac-
ing the bilinear monomials in the form of z;cr, i.e., bi-degree (1,1), by single
variables). Otherwise, one solves at higher degree by multiplying the SM-F,m
equations by monomials of degree b — 1 in the linear variables to obtain equa-
tions in the linear variables of degree b and the ¢y of degree 1. However, this
system always has more monomials than equations for cryptographic parame-
ters and cannot be solved at any degree b. The authors in [9] proved that the
MM-F, equations and some multiples are included in the vector space generated
by the SM-F;m equations. By combining SM-F;» and MM-IF,, the number of
monomials can be further decreased and the SM—]F;'m modeling is proposed

cJC{lnh, #J=r+ 1} , (SM-Fym ) (21)
*,J

SM-F}, = SM-Fym  mod (MM-F,),  (SM-Fj.) (22)
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Unknowns: (Z) — m(”fffl) variables cp € F, for T C {l.n}, #T =r, and k
variables 1, %2, ..., 2} over Fym,
Equations: (TL) — (";fl_l) — (k+ 1)("_f_1) equations of the form Q; = 0
over Fym with J C {1.n}, #J = r+ 1, #(J N {l..k +1}) > 2, where Q; = Q;
mod (MM-F,).

Let the number of monomials be qu =k ((Z) — m("_f_l)) and the num-

ber of equations be N * = (,51) — (”;’:1) —(k+1)("EY). 2 Ny* > My —1,

then the complexity of solving the RD problem is bounded by Tpiain(m, n, k, 1) =

@ (mszquqwq) It Nf" < /\/l]gq — 1, to decrease the number of monomials,
the authors proposed more sophisticated hybrid technique by permutating a en-
tries of e into 0 and applying the SM—IE‘;m modeling to the shorted code with
parameters (m,n — a, k — a,r). The complexity of the hybrid technique is given
by Thybria(m, n, k, 7) = ming>o (¢°" - Tplain(Mm,n — a, k — a,7)).

C. Our Proofs of Lemmas, Propositions, and Theorems

C.1 Proof of Lemma [3.5]

Proof. Let1I(¢) = Prp, p,, .5, [E1 C F1,Ey C Fy, ..., Ey C Fy,all Fy’s are disjoint]
where the randomness comes from the choice of all F;’s. Our method to find such
F; containing FE; for ¢ € {1..£} is that one first randomly guesses F) containing
Ey in Fgm, then successively guesses randomly F; containing F; in quotient space
Fom/ 23;11 Ej.

For ¢ = 2, the probability I1(2) = g~ mTHTiHTaTiHer2 g estimated by three
steps:

— guess randomly F; of dimension ¢; that contains E; of dimension 71 in Fgm,

-]

lqg qfrl(mftl)

and the success probability is

] |

q

— guess randomly F from F, and the success probability is ﬁ ~ gt
1

— guess randomly Fb of dimension ¢y that contains Fs of dqimension ro in

t2
F,m /E4, and the success probability is [W[i]f] ~ g r2(meri—te)
q

T2
For ¢ = 3, the probability TI(3) & ¢~™r+ri+ratraritra(ritra)+tars is estimated
by three steps:

— proceeds the case of £ = 2,

— guess randomly Fs from Fy, and the success probability is ﬁ
ol

— guess randomly F3 of dimension t3 that contains F3 of dimension r3 in

~ q*Tz(tszz)’

T3

t3
Fym /(E2+ E1), and the success probability is [M[Tf]qrz] r g rs(mori—ra—ts)
q

For general /¢, following the steps above in sequence, the expected probability
will be obtained. a
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C.2 Proof of Theorem [3.6]
Proof. When S and C are in the form of Equation ,

I 1
S = r s C =
* <0(m—r)><1 S’) (0(r1)x1

c'> ,
where S’ € IFE]""”X(’“‘” and C’ € FZX("_D.

Splitting C into A; and A,, where A1 and As be the first £+ 1 columns and
the last n—k —1 columns of C. Equation S(A; a;)T; = 0%y, gives a quadratic
multivariate system with m? quadratic polynomials and (m —7)(r — 1) + kr +7
variables.

By first guessing the entries of S’, one can obtain a linear system S(A; a;)T; =
0.,xm about (A; a;) with m? equations and at most kr + r unknowns for
j € {l.n—k—1}. Thus, the complexity is bounded by O ((k:r + T)wq(m—r)(r—l)).

(]

C.3 Proof of Theorem [3.7]
Proof. When S and C' are in the form of Equation @,

1 I., Cilo
S — S/ , C — T1 1 71 XNg ) ;
(O(ml)xl > <07"2><n1 Iv"g Cé

where 8" € By, €] e Fp T and €4 € T,
Let k = n; which is also the case of cryptography and other cases easily are

1 ! r—
extended. Let S = (O(ml)xl ;,) € F"*" where 8" = S(1y (2.} € ]FéX( Y

_ _ 1 c*
and 8’ = S5y 2.1 € FY" X7 Splitting C into A =( ) c
{2..m},{2..r} q P g 1 00— 1)x1 C;

Fy " and A, = <A—L0“52§‘1 > € B, where ¢ = Cpuy paomit1) €
F;Xn17 Ci = C{2..r},{2.,n1+1} € Fflr_l)xnla and C3 = C{Q..r}v{n1+2..n} € Ff(lr_l)X(nz_l)'
Let a; be the j-th column of Ay and c5(j) be the j-th column of Cj for

. 1 c 0
j € {l.ny — 1}. Then (A; a;) = (0(7«—1)X1Cf03(j)) and

1 s’ 1 ‘c*‘ 0 )
S(Aq a;)T; = )T
(v a,)T; (0<m—1>x1 5’) <0<r—1>x101“02(]) ?

1 c*+s’C’fs’c§(j)>
= . T, = O'm m- 23
<0(m1)><1 ;S’/C’iF ‘SICS(]) J x ( )

Equation gives a quadratic multivariate system with m? quadratic polyno-
mials and at most m(r — 1) 4+ (nq — r1)r1 + ro variables.

By first guessing the entries of C} and ¢3(j), we can obtain a linear system
S(A; a;)T; = 0 about the entries of S with m? equations and m(r—1)+(ny;—r1)
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unknowns. Since there are at most ¢("* =11 =m)+72 numbers of C and ¢3(j), the
total complexity is bounded by O ((m(r — 1) + (ny — rq))@q(m1—Dm—ri)+ra),
O

C.4 Proof of Theorem [3.9]

Proof. To solve x; from the multivariate system with n, polynomials and (r,+k)

variables pgy) and z; obtained from Equation , the linearization and Grobner
basis techniques are used.

Linearization: For the multivariate system obtained from Equation , one

) and z; as unknowns: kr, terms of

; k terms of the form z} " due to p£y) = 1; r, terms of the form

views (r, + 1)(k + 1) — 1 monomials in p

the form p( V) q

p((S ). Then the multlvarlate system is transformed into a linear system over Fm

with (r, + 1)(k + 1) — 1 unknowns and n, equations. Once x?ru
will obtain x;.

When n, > (r, + 1)(k + 1) — 1, this linear system is easily obtained in
polynomial time with O (((r, + 1)(k + 1) — 1)*) operations in F,m. However, in
the cryptography setting, usually n, < (r, + 1)(k + 1) — 1. At this point, one
guesses e; = 0 such that the number of equations is more than that of unknowns.
If e; = 0 is correctly guessed, then the number of equations is reduced by one and
the number of z; is reduced by one. Hence, the number of unknowns is reduced
by r,+1 terms for Equation . The entries of e, lie in the support Supp(e, ) of
dimension r,, for random e; € Supp(e, ), the probability that e; = 0 is correctly
guessed is ¢~ ™. If ¢, (¢, < k) coordinates e; are correctly guessed such that

ny—t, > (r,+1)(k+1—t,)—1, then the complexity is bounded by O ((r,k)“q™")
operations in F,m. More specifically, for v € {1..¢}, if (kH)(T”H) (wtl) <y <
k, then the complex1ty of solving the ¢-RD problem is bounded by

o (min {(TVIC)“J(]T”[M1 RS {lé}}) .

is solved, one

Grobner Basis: For each v € {1../}, viewing the multivariate system obtained
from Equation as a semi-regular polynomials system of degree ¢" 4+ 1 with
n, polynomials and 7, + k variables péy) and x;. Then one solves this semi-
regular system by computing its Grobner basis to obtain x;. This complexity is
dominated by the computation of Grobner basis of semi-regular system. Then

the complexity of solving the /-RD problem is bounded by

») @
v + k + d"'e
O <min {ny (r ) J ) S {16}}) )
dreg
(v)

where dyey is the degree of regularity of the semi-regular system (see Appendix
A for Grébner basis and dyg). O
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C.5 Proof of Lemma [3.10]

Proof. Given the instance of the 2-RD problem defined by [n, k],m-linear codes

C,let Hy = (—RT In,k,l) € F,(;ﬁfkfl)xn be a systematic parity-check matrix
of the extend code C, of C (see Subsection . Let k£ = n; which is also the
case of cryptography and other cases easily are extended.

When the matrix C is in the form of Equation , let C = (A; Ay), where
“41 _ (Irl Ciorlxl) _ (OCI 0T1><1> c ]FZ:fL(nl+1), A2 _ (Orlx(ngl)) c

* * *
OT‘QXTLl ‘ C ’r’2><’n1‘ C CQ

F;i(n271), C, = (I, C}) € lexnl, ct = C{T1+1“r}’{nl+1} = (1,0,...,0)T €

*

T2 * T no—1 R
Iy, *1 and Cj = Cirig1.0) fm+2.m}) € ]qux( 2D et R = (7’*)’ where

R =Ry py. € F 7D and r* = Ry i1y € FX2 7Y Then we have

—C\R"
CHyTAQAlR( ! )

C5 —c'r*

This means that the most maximal minors |CH;— e CH;!r is non-zero for
J C {l.n — k — 1} and #J = r. Thus, the number of non-zero polynomials
Py = \C’H;H*J over Fym is dominated by ("_f_l). When unfolding P; over [F,
at most m("_f_l) non-zero polynomials are obtained.

By Cauchy-Binet formula, P; = |CHJ|*7J can be viewed as a non-zero linear
combination about all maximal minors ¢y of C for T' C {1..n} and #T = r.
For the number of ¢, cr # 0 iff ¢ = |61|*)T1 X |62’*)T2 for T =Ty UTs,
T, C {l.m}, To C {ny + 1.n}, #T1 = r1, and #T» = ro. Then the number of

non-zero cr is (7:11) (:22) O

C.6 Conclusion of Remark [3

Lemma C.1. Forn,r,b € N, n and r are divided by b, we have

() (=) ™ () = (2)

Proof. By Stirling’s approximation, n! (27m)% (2)", we have

(n) ol - 1 (27m)%(§)”1 _ nan®
r) =)l @2rr)E (L) (2n(n — )3 (BE)rr rE(2m(n— )3T (n — r)nT
<n/b) _ %' ~ (27‘(%)% ﬁ)% _ nin¥
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C.7 Proof of Theorem [3.11]

Proof. From Lemma for solving the 2-RD problem by the MM-F, modeling,

one needs to solve a linear system with (7:11) (:fj) unknowns cr and m("_f_l)
equations. One wants a solution and hopes that the kernel of matrix of size
m("fffl) X (le)(fj) is one-dimensional.

“Overdetermined” Case: The parameters (¢, m,n, k,r,2) fulfill

(N

The cost is estimated as O (m(n—k—l) ((nl) (n2))w—1)'

s T1 T2

When the case is “super-overdetermined”, i.e., parameters (g, m,n,k,r,2)
wildly fulfill Inequality : m(”_’:_l) > (7;11) (222) — 1. To obtain system whose
equations are exactly more than unknowns, one constructs the system by punc-
turing on the last p coordinates of code Cy. The obtained puncturing code Cy, is
an [n—p, k+1];m-code and one solves the 2-RD problem about code C,, with the
same support of error. In this case, the MM-F,; modeling contains m("_k;p_l)

equations and (:fll) (”2 _p) variables ¢y with T C {1..n — p} and #T = r. If there

T2

exists a maximal p such that m(”*’:k*l) > (:’11) ("2-P) — 1 ezactly holds, then

- o

the rank of system is (1) ("2_7) — 1. The complexity is estimated as

o[ NEINN) ),
r 1 T2
“Underdetermined” Case: The parameters (¢, m,n, k, r,2) do not satisfy In-
equality . One can reduce this “underdetermined” case to “overdetermined”
case with hybrid method by exhaustively searching on some variables of C} and
C), to obtain a linear system satisfying overdetermined case. In case that the

last a1 columns of C7 and the last as columns of C} are exhaustively searched,

the number of unknowns is bounded by ("1;1“1) ("2;;‘2). The cost is about

0 (Qammrzm(n - f - 1) ((mr_l “1) ("QT‘Q “2>>H> . (29)

where (a1, az) is an integer pair such that the overdetermined condition m ("7]:71)

(”1;‘“) (”27‘12) — 1 exactly holds and the minimal complexity is obtained. O
1 T2

C.8 Proof of Proposition 4.2

Lemma C.2. For a,6 € N, let Pr(a,d) denote the probability that a random

matrix in IP’ZX(GH) has rank < a, then Pr(a,8) < q°.

Y
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Proof. Assume that a random matrix in IFZX('IM) is constructed by sampling
the a rows one by one. For i € {l..a}, let F; and —FE; denote respectively
the events that the first ¢+ rows are linearly independent and dependent, then
Pr[-E;|E;—1] = gi—:s = ¢"~17979 because —F; occurs iff the i-th row (sampled
uniformly from the space of size ¢®*?) falls into the space (of size ¢'~!) spanned
by the first ¢ — 1 rows. Here, Pr[—FE;|Ey| = Pr[-E;] = g;; = ¢~ 9. We obtain

further Pr(a,§) = Pr[~E,) = > i Pr[~E;|E;_1] = Y1, ¢ 172 ° < ¢g7°. O

Proof (Proposition . Since the error e of weight (r1,72,...,7¢) and support
(E1, Es, ..., Ey) is chosen randomly, every s; can be seen as a random element
of Z?:l E;F;. The probability that n — & elements s; do not generate the whole

space ijl E,F; of dimension p = ijl rjd; is given by the probability that
a random p X (n — k) matrix over Fy is not full rank. This probability has been
well analyzed (see Lemma |C.2) and is bounded by ¢~ (*=*=#), O

C.9 Proof of Proposition [4.3

Lemma C.3. Let E be a fized subspace of dimension r of Fym. Let S;, for
i € {1..d}, be d independently and randomly chosen subspaces of dimension p

containing the subspace E. The probability of dim (ﬂ?zl Sl-) > r is bounded by

d—1
p—r (¢ "=1
q ( q’f’L*’V‘ ) .
Proof. As in [40], it suffices to prove the proposition for r = 0 by considering

the quotient space S;/E and dim (ﬂ?zl(SZ/E)> > 0. Fix the first subspace
Sy, let y € S;/E and y # 0. The probability of y € S;/E equals %=1, By

qm—T

N .
independence, the probability that this occurs for all ¢ € {2..d} is (%) .

The expected number of non-zero y in the intersection of d spaces S;/E' is ¢*~" —
1, hence the result holds. a

Proof (Proposition . From Step 2 in the correctness of Algorithm Sj; can

be viewed as independent and random subspaces of dimension p = Zf.:l rid;

containing the subspace E; of dimension r;. From Lemma for each j €

— T d].,l
{1..£}, the probability of dim (ﬂf;l Sj») > rjis pj = ¢ (q;mf;l) .
Then the probability of dim (ﬂil Sji) >rj forall j € {1.4}is 1 — Hizl(l —

4
Pj) R Y1 P 0

D. Decoding Standard Errors for /-LRPC Codes

In this section, we give decoding algorithm for the standard rank metric errors
and analyze the decoding capability. We show that for the standard errors, the
{-LRPC code has the same decoding capacity as the standard LRPC code.
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Consider an [n, k]gm ¢-LRPC code C with generator matrix G € IF%" and
parity-check matrix H = (Hy Hoy --- H;) € M7 (k) of support (F1, Fs, ..., Fp).
Let y = mG+-e be a received word, where m € IF"; and e € 8 with the support
E. The syndrome s = Hy' = He'.

The general idea of decoding e uses the fact that the subspace S = (s1, s2, . . .,
Sn_ k)yq generated by s enables one to recover the space Zle FEF;. Once obtain-
ing Z§:1 EF;, one recovers the support E of the error e. Finally, one recovers the

coordinates of e by solving a linear system. The decoding algorithm is described
in Algorithm

Algorithm 3 Decoding standard errors for /-LRPC codes

Input: the vector y and the parity-check matrix H.
Output: the message m

1: Computing syndrome space:
— Compute the syndrome HyT = He' = s = (shsz,...,sn,k)T and the
syndrome space S = (s1,52,...,Sn—k)F,
2: Recovering the support E:
— Compute F; from H for one j € {1..4}
— Compute the basis (fj1, fi2, ..., fia;) € IFZZ}L of F; for one j € {1..4}
— Compute Sj; = f]-;-lS, where all generators of S are multiplied by sz1 for
i € {1..d;} for one j € {1..4}
— Compute E = ﬂfil Sji
3: Recovering the error e:
— Compute the basis € = (e1,€2,...,&,) € Fym of E
— Write each entry e; of e as e; =Y _._, esje; for j € {1..n} in the basis &
— Solve e;; from the linear system He' =s
4: Recovering m from mG =y — e.

D.1 Correctness of the Decoding Algorithm

The correctness of Algorithm [3] depends on the recovery of correct E, which
requires dimS = dim (Zle EFZ) and dim (ﬂf;l Sji) = r for one j € {1..4}.
We assume that these two conditions hold. Let F' = Zle F;.

Step 1: the first step of the algorithm is obvious.

Step 2: we prove that F = ﬂf;l S;; for one j € {1..0}. Since s = He',
H c MEZ;’;L;’.":',’(Z[‘)) (n—k) is the matrix of support (Fy, Fs, ..., Fy), and e € S" is
the error of support E, we have that the entries of He' lie in F Z§=1 F; =FEF.
Thus, S C EF. By assumption dim$S = dim (Zle EFZ->, we have S = EF.
Further, for any ¢ € {1..d;}, since fjie, € EF for one k € {l..r}, we have
ex C Sji = {fﬁlx rx €8S} = E C Sj;. Then, E C ﬂf;l Sji. By assumption

dim (mj;l Sﬂ) =T, we have E = ﬂ;ji1 5]7
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Step 3: once the correct F is recovered, one expresses e under the basis of
FE, then computes the coordinates of e from Equation .
Step 4: the fourth step of the algorithm is obvious.

D.2 The Decoding Complexity

The most costly part is the intersection in Step 2 and solving linear systems in
Step 3. The intersection ﬂf-lil S;; of subspaces S;; of dimension 1 = ’I“Z?zl d;
costs O (4dj772m) operations in F,. By Solve-EF, expressing h;e; as a matrix of
rd X n in the basis of FF consists in solving n linear systems with rd unknowns
and m equations. This costs (n — k)nr“*1d* operations in F,. Expressing s; as a
column vector of length rd in the basis of EF consists in solving a linear systems
with rd unknowns and m equations. This costs (n — k)(rd)* operations in Fy.
Solving the linear system He' = s with nr unknowns and rd(n — k) equations
costs O((nr)“) operations in Fy. Thus, the complexity of the decoding algorithm
is bounded by O((nr)*).

D.3 Decoding Failure Probability

By the correctness assumption of Algorithm [3] two cases can make the algorithm
fail: (i) dimS < dim (Zle EF,), (ii) dim ﬂ?il Sji) > r for one j € {1..0}.
Propositions (D.1|and [D.2)) estimate the probability of two cases.

Proposition D.1. The probability that dimS < dim (Zle EFi) is bounded by
q~ " F=) where n = Zle rd;.

Proof. Since e of weight r and support E is chosen randomly, every s; can be
seen as a random element of Zle EF;, the probability that n — k elements s;
do not generate the space Zle EF; of dimension n = Z§:1 rd; is given by
the probability that a random 1 x (n — k) matrix over F, is not full rank. This
probability is bounded by ¢~ (*~*=" (see Lemma |C.2). O

Proposition D.2. The probability of dim (ﬂf;l Sji) > r; for one j € {1..4} is
bounded by
q’l*”j -1 d;j—1
max § ¢ <) )
qm T]

Proof. From Step 2 in the correctness analysis of Algorithm@, Sj; can be viewed

where n = Z§:1 rd;.

as independent and random subspaces of dimension n = 25:1 rd; containing the

subspace FE of dimension r. From Lemma for each j € {1..£}, the probability
, _— d;—1

of dim (ﬂf;l Sji) > rjis g7 (q;mff.l) . We obtain the probability of

J

dim (ﬂf;l Sﬂ) > r; for one j € {1..4}. O
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Combining Proposition and Proposition [D.2] we deduce the decoding
failure probability of Algorithm [3]in Theorem [D-1]

Theorem D.1. Under assumptions that S;; behaves as random subspaces con-
taining E, the decoding failure probability of Algorithm[1] is bounded by

—(n—k—n) n—rj g =1 41 .
q T fmax{ ¢TI | ——— cje{l..4} 3,

qm—rj

where n = Z§:1 rd;.

The analysis shows that the failure probability can be made arbitrarily small.

D.4 Error Correction Capability

From the correctness of Algorithm we have nr < rd(n—k) = d > ;. Under

this condition, the decoding capacity is constrained by r Z§:1 d; <n—k. The
following Theorem is obvious.

Theorem D.2. When dy = dy = --- = dy, the {-LRPC code allows to decode
n—=~k

the errors of weight up to r = -

Theorem implies that for the standard rank metric errors, the /-LRPC
code has the same decoding capacity as the standard LRPC code.

For the accurate failure probability of decoding maximal errors, the theoret-
ical probability is hard to be estimated and the value in Theorem is not
practical for ¢ > 2. We give a simulation of the decoding algorithm of 2-LRPC
codes on SageMath 9.0. When ¢ = 2 and d; = dy = 2, the 2-LRPC codes can de-
code the errors of weight up to "4;16. The simulated result shows that the failure
probability is about 0.721 for ¢ = 2. Figure [7] shows the decreasing trend of the
failure probability as q increases. For ¢ = 2, the failure probability is bounded by
q_(”_k_z:?:lrdj) = 1. For ¢ > 2, the upper bound of failure probability seems
to be qf(”ka*Z?:lrdf). The code parameters are (m,n, k,ni,na,r,dy,ds) =
(43, 40, 20, 20, 20, 5, 2,2) for ¢ = 2,3,5,7,11,13,17, 19.

E Ideal ¢-RD Problem and Ideal ¢-LRPC Codes

To improve RQC and ROLLO in Section [5 in this section, we give the ideal
variants of the /-RD problem and the -LRPC codes. Let P(X) be a polynomial
of degree n in Fy[X] and R = F,m[X]/(P(X)). By the map ¢ : Fy.. — R, the
element of [y, is viewed as one of R and vice versa. The polynomial associated
the vector u = (uo, ..., up—1) € Fym is defined as u(X) = Z?;Ol u X e R.

For w € Fy.. and v € Fin, the product uv is defined as the vector of coeffi-
cients of polynomials u(X)v(X) mod P(X).
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Fig. 7. Simulated failure probability of decoding the errors of the weight % for 2-
LRPC codes.

Definition E.1 (Ideal Matrix). The ideal matriz generated by v € Fom s
defined as an n X n matric

X XU(X)dPX
TM(v) v(X) mo (X)

X" ly(X) mod P(X)

The product uw is equivalent to the vector-matrix product uv = uZM(v) =
IM(u)Tv" = vu. It is clear that hie; +hoes = s <= (H; Hy)(e; eg)T =s
where H; = ZM(h;)" and Hy = TM(hy)". We say that (h; hy) defines a
parity-check matrix of a code C if (H; Hs) is a parity-check matrix of C.

To reduce the size of rank-based cryptosystems, the family of ideal codes is
introduced in rank-based cryptography. Another advantage is that cryptosystems
using ideal codes can resist the folding attack [34]. The ideal codes are codes with
a systematic generator matrix consisting of blocks of ideal matrices. Please refer
to [BU5] for more detailed definitions.

Definition E.2 (Ideal Codes [3)5]). Let P(X) be a polynomial of degree n in
F,[X]. An [nl,nt]gm code C is an (£,t)-ideal code if its generator matriz under
systematic form is of the form

M (91,1) L IM (91,24)

G = I, . T :
M (gm) o IM (gm_t)

where (gi.j)ie{1...e—1y are vectors of Fyn.
je{l...t}
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It has been proven [4I] that if m and n are two different prime numbers and
P(X) is irreducible, then a non-zero ideal matrix is always non-singular. In this
case, the generator matrix of ideal codes can be always reduced to the systematic
form. We only use [¢n, n],m-ideal codes with the systematic parity-check matrix

IM (hy)'

H = € U,

I 1y, : .
TM (he_y)

Let £,k,n e N. Let n = (n,...,n), r = (r1,...,7¢), and d = (dy,...,dy) be
vectors of positive integers.

Definition E.3 (Ideal (-RSD (¢-IRSD) Problem). Let H be the system-
atic parity-check matriz of a random [¢n,n]ym-ideal code and s € F;{;l)n. The
problem is to find an {-error e € S such that s = He.

This is also called computational ¢-IRSD problem. In security proof of cryp-
tosystems, the decisional version is often used.

Definition E.4 (Decisional /-IRSD Problem). Let H be the systematic

parity-check matric of a random [¢n,n]gm-ideal code and s € ]F((;n_l)". The prob-
lem 1s to distinguish D1 and Do

D, = {(H,s):sﬁlﬁ‘fﬁfl)”}, Dy = {(H,s) s=He' edc S:f}

In ROLLO, to reduce the computational cost, one just recovers the support of
the error without the computation of the error. This involves the Rank Support
Recovery (RSR) problem which is as hard as solving the RSD problem. The
definition of the ¢-IRSR problem is naturally extended from the ¢-IRSD problem.

Definition E.5 (Ideal /-RSR (¢-IRSR) Problem). Let H be the system-
atic parity-check matriz of a random [¢n,n],m-ideal code and s € Fééyfl)n. The

problem is to recover the space E; of dimension r; such that s = He', e € S%,
and Supp(e;) = F;.

As hardness assumptions [3l40] of the ideal decoding problems and the RSR
problem, we argue that: the ¢-IRSD problem is considered to be as hard as the
¢-RSD problem and there is no known strong improvement on the complexity of
solving the ideal version, typically choosing a P(X) with many small factors and
in our case P(X) is an irreducible polynomial; the attacks on the decisional (-
IRSD problem remain the direct attacks on the computational /-IRSD problem,
thus decisional and computational versions have similar hardness; solving the
(-IRSR problem is as hard as solving the /-IRSD problem.

Definition E.6 (Ideal /-LRPC (¢-ILRPC) Codes). Let F; be an F,-subspace
of dimension d; of Fym. Let h; € Fn be a vector of support F;. Let H; =
IM(h)" and H = (Hl Hy --- Hg). The code C with the parity-check matriz
H is called an ¢-ILRPC code of type [{n, (£ — 1)n]gm.
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Since P(X) € F,[X] and the support of P(X)h; is still F;, it is necessary
to choose P(X) with coefficients in the base field F, to keep the ideal ¢-ILRPC
structure. When m and n are two different prime numbers and P(X) is irre-
ducible, the parity-check matrix H of the [¢n, (¢ — 1)n]gm (-ILRPC code always
can be reduced to the systematic form (In Hlez Hleg Hleg).

Definition E.7 (2-ILRPC Codes Indistinguishability). Given a vector h €
. The problem is to distinguish D} and Dy

$ _ $ n,n
Di={n:h&F},  Dy={h:ih=aly @y LS}
By h = 7'y <= y — zh = 0, solving this problem consists in finding

(y,—=x) € S((gl’gz) for the 2-IRSD problem with H = (1 h) and s = 0 or

consists in finding the codeword (y, —x) € S(((ZZL) in a [2n, n]ym-ideal code with
parity-check matrix H = (1 h). Because any r € Fy fulfills 7y — rzh = 0 and
(ry,—rx) € S((;sz)z)v the complexity of the combinatorial attack is divided by

wq(d1+d2) ’7%1 —m-n

q" and is given by O ((nm) ) When the algebraic attacks in

Section |3|is applied to this case, we do not find significant improvements.
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