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Abstract. LV16/Lin17 IO schemes are famous progresses towards sim-
plifying obfuscation mechanism. In fact, these two schemes only con-
structed two compact functional encryption (CFE) algorithms, while
other things were taken to the AJ15 IO frame or BV15 IO frame. CFE
algorithms are inserted into the AJ15 IO frame or BV15 IO frame to
form a complete IO scheme. We stated the invalidity of LV16/Lin17 IO
schemes. More detailedly, under reasonable assumption “real white box
(RWB)” LV16/Lin17 CFE algorithms being inserted into AJ15 IO frame
are insecure.

In this paper, we continue to state the invalidity of LV16/Lin17
IO schemes. The conclusion of this paper is that LV16/Lin17 CFE al-
gorithms being inserted into BV15 IO frame are insecure. The reason-
ing of this paper is composed of the following three steps. First, when
LV16/Lin17 CFE algorithms are inserted into secret constants. Second,
when all secret random numbers are changed into the BV15 IO frame,
all secret random numbers must be changed into secret constants, com-
ponent functions in LV16/Lin17 CFE algorithms are cryptologic weak
functions, and shapes of these component functions can be easily ob-
tained by chosen values of independent variables. Finally, the shapes
of these component functions include parameters of original function,
therefore the IO scheme is insecure.

Keywords: Indistinguishability obfuscation · Multilinear maps · Yao’s
garbling · Randomized encoding.

1 Introduction

Indistinguishability obfuscation (IO) [1–33] makes the function unintelligent
which, for arbitrarily chosen values of independent variable, provides nothing
except corresponding values of the function. In the basic scene of IO there are
two sides, encoding-side (also called obfuscator) and decoding-side (also called
computer or client). Encoding-side presents unintelligent form c of the func-
tion c, while decoding-side chooses the value x and computes c(x)(= c(x)). By



the technical limitation people don’t consider “completely unintelligent” but
rather “unintelligent within the group”, that is, consider a public function group
{C(·, k), k ∈ K}, where k is the parameter of the group. For some secret k,
encoding-side presents unintelligent form C(·, k) of C(·, k), while decoding-side
arbitrarily chooses x and computes C(x, k)(= C(x, k)), but decoding-side cannot
obtain any information of k by such choice and computation.

LV16/Lin17 IO schemes [19, 21] are famous progresses towards simplifying
obfuscation mechanism. Notice that these two schemes did not present a com-
plete IO scheme, but only constructed two compact functional encryption (CFE)
algorithms, while other things were taken to several existing IO frames. That is,
CFE algorithms are inserted into an IO frame to form a complete IO scheme. Two
IO frames addressed in LV16/Lin17 IO schemes [19, 21] are AJ15 IO frame [10]
and BV15 IO frame [12,23]. The basic structures of two CFE algorithms can be
described in the following way. The polynomial-time-computable Boolean func-
tion is transformed into a group of low-degree low-locality component functions
by using garbling and randomized encoding, while some public combination of
values of component functions is the value of the original Boolean function. The
encryptor uses constant-degree multilinear maps to encrypt independent vari-
ables of component functions. The decryptor uses zero-testing tool of multilinear
maps to obtain values of component functions, and then uses public combination
to obtain the value of original Boolean function. We [34] stated the invalidity
of the LV16/Lin17 IO schemes. More detailedly, under reasonable assumption
“real white box (RWB)” LV16/Lin17 CFE algorithms being inserted into AJ15
IO frame are insecure.

In this paper we continue to state the invalidity of LV16/Lin17 IO schemes.
We consider LV16/Lin17 CFE algorithms being inserted into another IO frame,
that is BV15 IO frame. The conclusion of this paper is that such IO scheme is
insecure. The reasoning of this paper is composed of the following three steps.

The first step, when LV16/Lin17 CFE algorithms are inserted into BV15 IO
frame, all secret random numbers must be changed into secret constants. To
explain this restriction, first we prove that all secret random numbers must be
functions of independent variables. Second we point that, because of the limita-
tion of existing multilinear maps [35,36], these functions can only be constants.

The second step, when all secret random numbers are changed into secret
constants, component functions in LV16/Lin17 CFE algorithms are cryptologic
weak functions, and shapes of these component functions can be easily obtained
by chosen values of independent variables.

The final step, shapes of these component functions include parameters of the
original Boolean function, therefore the IO scheme is insecure. It does not need to
combine shapes of component functions into some shape of the original Boolean
function, and only shapes of component functions are enough to leak original
function. The essential reason of our conclusion is that the ability of garbling
and randomized encoding for protecting the original function is dependent on
the ever changing random numbers, which we have clearly stated [34].
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2 Preliminaries: IO, FPFE

2.1 Definition and Three Notes of Indistinguishability Obfuscation
(IO)

Definition 2.1 A uniform PPT machine IO is called an indistinguishability
obfuscator [3] for a circuit class {Cλ} if the following two conditions are satisfied:

(1) Correctness. For all security parameters λ, for all circuits c ∈ Cλ, for all
inputs x,Pr [c (x) = c (x) : c← IO (λ, c)] = 1

(2) Indistinguishability. For any PPT distinguisher D, there exists a negli-
gible function α such that the following holds. For all security parameters λ,
for all pairs c0, c1 ∈ Cλ, we have that if c0(x) = c1(x) for all inputs x, then
|Pr [D (IO (λ, c0)) = 1]− Pr [D (IO (λ, c1)) = 1]| ≤ α (λ).

Note 1. The circuit class {Cλ} itself should be “black box access unlearnable”
(That is, the circuit class {Cλ} is not cryptologic weak function class, otherwise
IO is meaningless).

Note 2. c should be reusable. That is, once c is constructed, it should be fixed
and repeatedly used for computing c(x) (= c(x)) of different values of x. If c is
used only once, it is much easier to be constructed, and is the component of
garbling, a weaker primitive.

Note 3. The above two notes show that c is a virtual black box (VBB).

2.2 Function-private Functional Encryption (FPFE)

Functional encryption (FE) can be simply described as that the encryptor en-
crypts the plaintext to obtain the ciphertext, while the decryptor decrypts the
ciphertext to obtain only the value of some function of the plaintext (nothing
else about the information of the plaintext). Function-private FE (FPFE) is a
special FE, for which the decryptor can only obtain the value of the function
of the plaintext, neither other information about the plaintext nor that about
the shape of the function. Brakerski [37] presented a scheme to transform an
ordinary FE into an FPFE, described as the following. Suppose the function is
f .

The system first takes an additional operation to hide the shape of f . It
takes a secret-key encryption system (SKE.Enc, SKE.Dec), and computes c =
SKE.Enc(k, f), c′ = SKE.Enc(k′, f ′), where k and k′ are keys of the secret-key
encryption system, f is original function, f ′ is another function (that is, f and
f ′ are taken as two bit-strings, encrypted by keys k and k′ respectively, and
obtains c and c′ respectively).

The encryptor makes use of the encryption algorithm of ordinary FE, to
encrypt extended plaintext (m,m′, k, k′) rather than original plaintext m.

The system generates functional decryption key for the decryptor, which is
of the extended function Uc,c′ , rather than original function f , where Uc,c′ is
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shown in Table 1. For understanding Table 1 we present following explanation:
when f (as a bit-string) is known, m (as another bit-string) is known, then f(m)
can be obtained by a public algorithm. In other words, f (as a function) belongs
to a public function group.

The decryptor makes use of the functional decryption key of the extended
function Uc,c′ and the decryption algorithm of ordinary FE, to obtain Uc,c′(m,m′,
k, k′) (= f(m), as long as k ̸= ⊥).

Table 1. Function Uc,c′ .

Uc,c′(m,m′, k, k′)
1.If k ̸= ⊥, compute f ← SKE.Dec(k, c) and output f(m).
2.Else, if k′ ̸= ⊥, compute f ′ ← SKE.Dec(k′, c′) and output f ′(m′).
3.Else, output ⊥.

By standard symbols, the relation between function-private functional en-
cryption scheme (FPFE.Enc,FPFE.Dec) and ordinary functional encryption scheme
(FE.Enc,FE.Dec) is described as the follow.

FPFE.Enc(m) = FE.Enc(m,m′, k, k′),

FPFE.Decf = FE.DecUc,c′ (k ̸= ⊥)

3 BV15 IO frame [12,23]
The idea of the BV15 IO frame is making use of iteration which gradually con-
structs IO by FE. A special point is that such FE is FPFE.

3.1 Obfuscator of the BV15 IO frame: the first step
Suppose the original Boolean function is f(x1, x2, · · · , xn). The first step of the
obfuscator is shown as the following equation.

IO (f(x1, · · · , xn)) := FPFE.Decf ,

IO (FPFE.Enc(x1, · · · , xn−1, 0) ◦ FPFE.Enc(x1, · · · , xn−1, 1)) .

That is, the obfuscator of n-dimensional function f is the obfuscator of an
n− 1-dimensional function and an FPFE decryption key.

Note 1 It is required that
FPFE.Enc(x1, · · · , xn−1, 0) ◦ FPFE.Enc(x1, · · · , xn−1, 1)

̸= {FPFE.Enc(x1, · · · , xn−1, 0),FPFE.Enc(x1, · · · , xn−1, 1)},

otherwise there is no real dimension reduction.
Note 2 For the purpose of convenient description of the latter iteration

process, FPFE.Enc(x1, · · · , xn−1, 0) ◦ FPFE.Enc(x1, · · · , xn−1, 1) is denoted as
fn−1(x1, · · · , xn−1).
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3.2 Obfuscator of the BV15 IO frame: iteration process

Suppose the present structure is

IO (f(x1, · · · , xn)) :=FPFE.Decf ,FPFE.Decfn−1 , · · · ,FPFE.Decfi+1 ,

IO(FPFE.Enc(x1, · · · , xi, 0 · · · 0) ◦ · · · ◦ FPFE.Enc(x1, · · · , xi, 1 · · · 1)).

Then the next structure is
IO (f(x1, · · · , xn)) :=FPFE.Decf ,FPFE.Decfn−1 , · · · ,FPFE.Decfi ,

IO(FPFE.Enc(x1, · · · , xi−1, 0 · · · 0) ◦ · · · ◦ FPFE.Enc(x1, · · · , xi−1, 1 · · · 1)),

where fi(x1, · · · , xi) = FPFE.Enc(x1, · · · , xi, 0 · · · 0)◦· · ·◦FPFE.Enc(x1, · · · , xi, 1 · · · 1).
It is required that

FPFE.Enc(x1, · · · , xi−1, 0 · · · 0) ◦ · · · ◦ FPFE.Enc(x1, · · · , xi−1, 1 · · · 1)
̸= {FPFE.Enc(x1, · · · , xi−1, 0 · · · 0), · · · ,FPFE.Enc(x1, · · · , xi−1, 1 · · · 1),

otherwise there is no real dimension reduction.

3.3 Obfuscator of the BV15 IO frame: the final structure and
feasibility

According to the iteration process, the final structure seems to be

IO (f(x1, · · · , xn)) :=FPFE.Decf ,FPFE.Decfn−1
, · · · ,FPFE.Decf1 ,

IO(FPFE.Enc(0 · · · 0) ◦ · · · ◦ FPFE.Enc(1 · · · 1)).

But the hope of designers is to eliminate the symbol “IO” in the right side of
the above equation, that is,

IO (f(x1, · · · , xn)) :=FPFE.Decf ,FPFE.Decfn−1
, · · · ,FPFE.Decf1 ,FPFE.Enc

(0 · · · 0) ◦ · · · ◦ FPFE.Enc(1 · · · 1).

Only by this shape can the frame be called “IO constructed by FE”. We know
that if

FPFE.Enc(0 · · · 0) ◦ · · · ◦ FPFE.Enc(1 · · · 1)
= {FPFE.Enc(0 · · · 0), · · · ,FPFE.Enc(1 · · · 1)},

the symbol “IO” in the right side of the above equation can be eliminated,
because exhaustion itself is an IO. But another requirement is that the two
sides of the above equation are not equal, otherwise the obfuscator has a set
including 2n entries, so that it is invalid. In other words, the BV15 frame has
a strong requirement for “FPFE.Enc(0 · · · 0) ◦ · · · ◦ FPFE.Enc(1 · · · 1)” structure,
demanding it has the ability of exhaustion and is not an exhaustion.

Multilinear-map (that is graded encoding) makes the “FPFE.Enc(0 · · · 0)◦· · ·◦
FPFE.Enc(1 · · · 1)” structure feasible. Graded encoding encodes each bit of the
independent variable, and there is respectively one code for value 0 and value 1
of such bit. Therefore, 2n codes (rather than 2n codes) are enough to encode 2n

values of the independent variable.
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3.4 Alternative expressions of the final structure

When decoding-side arbitrarily chooses a value (x1, · · · , xn) of the indepen-
dent variable, he “picks up” the corresponding FPFE.Enc(x1, · · · , xn) from the
“FPFE.Enc(0 · · · 0) ◦ · · · ◦ FPFE.Enc(1 · · · 1)” structure. Then he makes use of
the decryption key FPFE.Decf1 to decrypt FPFE.Enc(x1, · · · , xn), and obtains a
value which is still an FPFE.Enc(x1, · · · , xn), but such FPFE.Enc has a different
parameter, so we express it as FPFE.Enc(1)(x1, · · · , xn). In other words, we ex-
press the combination structure “FPFE.Decf1 ,FPFE.Enc(0 · · · 0)◦· · ·◦FPFE.Enc(1 · · · 1)”
as “FPFE.Enc(1)(0 · · · 0) ◦ · · · ◦ FPFE.Enc(1)(1 · · · 1)”.

The above expression can be extended, and suppose i satisfies 1 ≤ i ≤ n− 1.
When decoding-side arbitrarily chooses a value (x1, · · · , xn) of the indepen-
dent variable, he ”picks up“ the corresponding FPFE.Enc(x1, · · · , xn) from the
“FPFE.Enc(0 · · · 0)◦· · ·◦FPFE.Enc(1 · · · 1)” structure. Then he sequentially makes
use of the decryption keys FPFE.Decf1 ,FPFE.Decf2 , · · · ,FPFE.Decfi , to repeat-
edly decrypt FPFE.Enc(x1, · · · , xn), and finally obtains a value which is still
an FPFE.Enc(x1, · · · , xn). But such FPFE.Enc has a new parameter, so we ex-
press it as FPFE.Enc(i)(x1, · · · , xn). In other words, we express the combination
structure “FPFE.Decfi ,FPFE.Decfi−1

, · · · ,FPFE.Decf1 , FPFE.Enc(0 · · · 0) ◦ · · · ◦
FPFE.Enc(1 · · · 1)” as “FPFE.Enc(i)(0 · · · 0) ◦ · · · ◦ FPFE.Enc(i)(1 · · · 1)”.

From all of the above, the final structure of the BV15 IO frame has multiple
expressions, as shown in the following.

IO (f(x1, · · · , xn)) :=FPFE.Decf ,FPFE.Decfn−1
, · · · ,FPFE.Decf1 ,

FPFE.Enc(0 · · · 0) ◦ · · · ◦ FPFE.Enc(1 · · · 1)
=FPFE.Decf ,FPFE.Decfn−1 , · · · ,FPFE.Decf2 ,

FPFE.Enc(1)(0 · · · 0) ◦ · · · ◦ FPFE.Enc(1)(1 · · · 1)
...

=FPFE.Decf ,FPFE.Decfn−1 , · · · ,FPFE.Decfi+1 ,

FPFE.Enc(i)(0 · · · 0) ◦ · · · ◦ FPFE.Enc(i)(1 · · · 1)
...

=FPFE.Decf ,FPFE.Enc
(n−1)(0 · · · 0) ◦ · · · ◦ FPFE.Enc(n−1)(1 · · · 1)

It may be said that, for different i, operations implied by the symbol “◦”
in the combination structure “FPFE.Enc(i)(0 · · · 0) ◦ · · · ◦ FPFE.Enc(i)(1 · · · 1)”
are different. The larger the i, the more complicated the operations implied
by the symbol “◦”. For this, our answer is as follows. The BV15 IO frame
itself did not clearly describe the operations implied by the symbol “◦”, but
only implicitly required that the corresponding structure “has the ability of
exhaustion and is not an exhaustion”. It is easy to see that as long as the origi-
nal structure “FPFE.Enc(0 · · · 0) ◦ · · · ◦ FPFE.Enc(1 · · · 1)” satisfies such require-
ment, all combination structures “FPFE.Enc(i)(0 · · · 0)◦· · ·◦FPFE.Enc(i)(1 · · · 1)”,
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i = 1, · · · , n − 1, satisfy such requirement. This is enough for the cryptanalysis
of this paper.

4 LV16/Lin17 CFE Algorithms [19,21]

Let c be a polynomial-time computable Boolean function. Take the plaintext x.

4.1 LV16 CFE Algorithm

Operations of the encryptor (Encryption)

Step 1 (garbling)Use Yao’s garbling of c [38,41,42,47–50] to construct I Boolean
functions c∗i (x, k) = Y aoi (x, PRF (k)), i ∈ {1, 2, · · · , I}, where k is ran-
domly chosen, PRF is a pseudorandom function.

Step 2 (randomized encoding)For each i ∈ {1, 2, · · · , I}, use AIK random-
ized encoding of c∗i [41–44] to construct J Boolean functions c∗∗ij (x, k, s) =
AIKij (x, k, PRG (s)), j ∈ {1, 2, · · · , J}, where s is randomly chosen, PRG
is a low-degree low-locality pseudorandom generator. Notice that AIKij is
a low-degree low-locality Boolean function, therefore c∗∗ij (x, k, s) is a low-
degree low-locality Boolean function.

Step 3 For each i ∈ {1, 2, · · · , I}, j ∈ {1, 2, · · · , J}, define function c∗∗∗ij as

c∗∗∗ij (x, k, s, b) =

{
c∗∗ij (x, k, s) , for b = 0
any function, for b = 1

The purpose of constructing such c∗∗∗ij is to make so called “decryption key”
complicated enough, so as to hide the shape of c∗∗ij .

Step 4 (graded encoding) Up to now, each c∗∗∗ij is a low-degree low-locality
Boolean function.By using graded encoding, encode x into x, and parameters
(k, s, b) into (k, s, b) (A reminder for readers: graded encoding is bitwise
encoding). Submit {x, k, s, b}.

Operations of the system (Constructing functional decryption key)
By using graded encoding, encode each c∗∗∗ij into c∗∗∗ij . Construct decoding

tool (zero-testing tool) T , to guarantee T (x̄, k̄, s̄, b̄, c∗∗∗ij ) = c∗∗∗ij (x, k, s, b). Submit{
{c∗∗∗ij }, T

}
.

Operations of the decryptor (Decryption)

Step 1 (graded decoding) By obtained {x, k, s, b, c∗∗∗ij , T}, compute T (x, k, s, b, c∗∗∗ij ) =
c∗∗∗ij (x, k, s, b) = c∗∗ij (x, k, s).

Step 2 (randomized decoding) Use {c∗∗ij (x, k, s), i = 1, · · · , I, j = 1, · · · , J} to
compute {c∗i (x, k), i = 1, · · · , I}.

Step 3 (degarbling)Use {c∗i (x, k), i = 1, · · · , I} to compute c(x).
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4.2 Lin17 CFE Algorithm

Operations of the encryptor (Encryption)

Step 1∼3 Same as Step 1∼3 of operations of the encryptor of LV16 scheme
(see subsection 4.1).

Step 4 (increasing the number of variables to decrease the degree) Take x ×
x = {xuxv}, and we know xu · xu = xu. Similarly, take x × k = {xukv},
x×s = {xusv}, x×b = {xub}, k×k = {kukv}, k×s = {kusv}, k×b = {kub},
s×s = {susv}, s×b = {sub}. For each i ∈ {1, · · · , I}, j ∈ {1, · · · , J}, express
c∗∗∗ij as the function of (x×x, x×k, x×s, x×b, k×k, k×s, k×b, s×s, s×b,
b), rather than only the function of (x, k, s, b). That is, take an expression
c∗∗∗∗ij (x×x, x×k, x×s, x×b, k×k, k×s, k×b, s×s, s×b, b) = c∗∗∗ij (x, k, s, b),
then c∗∗∗∗ij has a lower degree than c∗∗∗ij .

Step 5 (graded encoding) By using graded encoding, encode (x× x, x× k, x×
s, x×b, k×k, k×s, k×b, s×s, s×b, b) into (x× x, x× k, x× s, x× b, k × k, k × s,
k × b, s× s, s× b, b) (A reminder for readers: graded encoding is bitwise en-
coding). Submit {x× x, x× k, x× s, x× b, k × k, k × s, k × b, s× s, s× b, b}.

Operations of the system (Constructing functional decryption key)
By using graded encoding, encode each c∗∗∗∗ij into c∗∗∗∗ij . Construct decoding

tool (zero-testing tool) T , to guarantee T (x× x, x× k, x× s, x× b, k × k, k × s,
k × b, s× s, s× b, b, c∗∗∗∗ij ) = c∗∗∗∗ij (x×x, x× k, x× s, x× b, k× k, k× s, k× b, s×
s, s× b, b)

(
= c∗∗∗ij (x, k, s, b)

)
. Submit

{
{c∗∗∗∗ij }, T

}
.

Operations of the decryptor (Decryption)

Step 1 (graded decoding) By obtained {x× x, x× k, x× s, x× b, k × k, k × s,
k × b, s× s, s× b, b, {c∗∗∗∗ij }, T}, compute T (x× x, x× k, x× s, x× b, k × k,

k × s, k × b, s× s, s× b, b, c∗∗∗∗ij ) = c∗∗∗∗ij (x× x, x× k, x× s, x× b, k × k, k ×
s, k × b, s× s, s× b, b) = c∗∗∗ij (x, k, s, b).

Step 2∼3 Same as Step 2∼3 of operations of the decryptor of LV16 scheme
(see subsection 4.1).

5 Cryptanalysis of the LV16/Lin17 CFE Algorithms
Inserted into the BV15 IO Frame

5.1 Limitation of the BV15 IO frame

BV15 IO frame [12,23] did not clearly described the original structure “FPFE.Enc(0 · · · 0)◦
· · · ◦ FPFE.Enc(1 · · · 1)”. But it did clearly show that decoding-side can arbitrar-
ily choose value (x1, · · · , xn) of the independent variable and “pick up” a corre-
sponding value {FPFE.Enc(x1, · · · , xn), FPFE.Enc(1)(x1, · · · , xn), · · · , FPFE.Enc(n−1)(x1, · · · , xn)}
from the original and combination structures. That is, when decoding-side re-
peatedly chooses a value (x1, · · · , xn) of the independent variable, “picked up”
values of {FPFE.Enc(x1, · · · , xn), FPFE.Enc(1)(x1, · · · , xn), · · · , FPFE.Enc(n−1)(x1, · · · , xn)}
are equal. This directly derives the following Proposition 5.1.
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Proposition 5.1 For the BV15 IO frame, all secret random numbers used by
{FPFE.Enc(x1, · · · , xn), FPFE.Enc(1)(x1, · · · , xn), · · · , FPFE.Enc(n−1)(x1, · · · , xn)}
should be secret functions of (x1, · · · , xn). The so-called “random numbers” in-
clude all variables rather than just (x1, · · · , xn).

5.2 Limitation of graded encoding

Suppose the FE algorithms inserted into the BV15 IO frame are constructed by
graded encoding (just like the LV16/Lin17 CFE algorithms [19,21]). Suppose r is
a bit of random numbers of FE.Enc. For the purpose of r satisfying Proposition
5.1, the encoding-side presents N codes {r1, · · · , rN} of r. A part of these N
codes are codes of r = 0, and another part are codes of r = 1, while decoding-side
does not know the corresponding value of r for each code. When decoding-side
chooses a value (x1, · · · , xn) of the independent variable, he is permitted to use
only one code ri from {r1, · · · , rN}, and prohibited to use other codes. That is,
although decoding-side does not know the value of r corresponding to the code
ri, he does know the value of r satisfies Proposition 5.1. In other words, such
value of r is a function value of such (x1, · · · , xn), while the function is secretly
defined by the encoding-side.

This design idea immediately gives rise to an unsolvable problem: the encoding-
side cannot prevent decoding-side from abusing codes. When decoding-side chooses
(x1, · · · , xn), where originally ri is a permitted code and rj is a prohibited code,
the encoding-side lacks a method to prevent decoding-side to use rj rather than
ri. Why? Because existing graded encoding schemes [35, 36] failed to provide
a prohibition barrier for the value of the independent variable. More detailedly,
existing graded encoding schemes [35,36] can only provide a prohibition barrier
for the input value of a concrete gate.

For the purpose of avoiding the security weakness caused by such abuse, we
can only set N = 1, that is r has only one code r̄. Therefore, the following
Proposition 5.2 holds.

Proposition 5.2 Suppose the FE schemes inserted into the BV15 IO frame
are constructed by graded encoding. Then all secret random numbers used by
{FPFE.Enc(x1, · · · , xn), FPFE.Enc(1)(x1, · · · , xn), · · · , FPFE.Enc(n−1)(x1, · · · , xn)}
should be secret constants. The so-called “random numbers” include all variables
rather than just (x1, · · · , xn).

5.3 Cryptanalysis of the LV16/Lin17 CFE algorithms inserted into
the BV15 IO frame

Suppose the FE algorithms inserted into the BV15 IO frame are the LV16/Lin17
CFE algorithms. Consider the frame expressed by the last composition structure:

IO (f(x1, · · · , xn)) := FPFE.Decf ,FPFE.Enc
(n−1)(0 · · · 0) ◦ · · · ◦ FPFE.Enc(n−1)(1 · · · 1).

According to the statement of subsection 2.2, decoding-side knows the shape
of the extended function Uc,c′ , so he knows the value of c. To hide f from
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decoding-side, it is necessary to hide k from him (Because c = SKE.Enc(k, f), f =
SKE.Dec(k, c)).

On the other hand, all variables other than (x1, · · · , xn) in FPFE.Enc(n−1)(x1, · · · , xn)
should be constant (See Proposition 5.2). Therefore, to hide k from decoding-
side, total FPFE.Dec process cannot appear “cryptologic weak function”. How-
ever, according to the LV16/Lin17 CFE algorithms, decoding-side firstly ob-
tains the values of component functions. Component functions are all “cryp-
tologic weak functions”, and their shapes can be obtained by choosing values
of (x1, · · · , xn). Shapes of component functions include information of k, so k
cannot be hidden from decoding-side.

Conclusion: The LV16/Lin17 CFE algorithms inserted into the BV15 IO
frame is insecure.

Additional comment: the ability of garbling and randomized encoding for
protecting original function is dependent on the ever changing random numbers,
which we have clearly stated [34].
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