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Abstract. A universal re-encryption (URE) scheme is a public-key en-
cryption scheme enhanced with an algorithm that on input a ciphertext,
outputs another ciphertext which is still a valid encryption of the un-
derlying plaintext. Crucially, such a re-encryption algorithm does not
need any key as input, but the ciphertext is guaranteed to be valid under
the original key-pair. Therefore, URE schemes lend themselves naturally
as building blocks of mixnets: A sender transmits the encryption of a
message under the receivers public-key to a mixer, which re-encrypts it,
and the receiver later retrieves the re-encrypted ciphertext, which will
decrypt successfully to the original message.

Young and Yung (SCN 2018) argued that the original definition of URE
by Golle et al. (CT-RSA 2004) was flawed, because it did not consider
anonymity of encryption. This motivated them to claim that they finally
put URE on solid grounds by presenting four formal security notions
which they argued a URE should satisfy.

As our first contribution, we introduce a framework that allows to com-
pactly define and relate security notions as substitutions of systems. Using
such framework, as our second contribution we show that Young and
Yung’s four notions are not minimal, and therefore do not properly cap-
ture the essence of a secure URE scheme. We provide three definitions
that imply (and are implied by) theirs. Using the constructive cryptogra-
phy framework, our third contribution is to capture the essence of URE
from an application point of view by providing a composable security
notion that expresses the ideal use of URE in a mixnet. Finally, we show
that the composable notion is implied by our three minimal notions.
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1 Introduction

1.1 Background and Motivation

Introduced in [GJJS04] by Golle et al., universal re-encryption (URE) is a
cryptographic primitive originally intended as a building block for mix networks,
or miznets for short. URE is like a regular public-key encryption scheme, but
enhanced with a re-encryption algorithm, that on input a ciphertexts produces a
fresh ciphertext still valid for the underlying plaintext under the original key-pair,
and crucially does not require any key material as input. The guarantee that
a mixnet aims to provide, is that after a sender submits a message and later
the intended receiver fetches such message, an external observer cannot link
the two actions together. This property is called unlinkability, and is an enabler
of resistance against traffic analysis. URE schemes lend themselves naturally
as building blocks of such mixnets by having senders encrypt their messages
under the public-keys of the intended receivers and authentically publishing
the ciphertexts on a bulletin board, an honest mixer regularly re-encrypting all
posted ciphertexts, and receivers fetching all ciphertexts and figuring out which
ones were meant for them.

Recently, Young and Yung [YY18] pointed out that the original combined
security notion of URE of Golle et al. [GJJS04] was flawed, because it cap-
tured confidentiality (IND-CPA) and anonymity (key-indistinguishability) of
the re-encryption function, but only confidentiality (and not anonymity) of the
encryption function. They then claimed to provide the first formal foundation
of URE security, by essentially splitting the security notion from [GJJS04] into
three separate formal notions, and additionally requiring key-indistinguishability
of encryption. Nevertheless, we argue that they came short of properly capturing
the essence of URE, because their notions do not directly capture unlinkability as
an atomic property of an URE scheme, but rather mix it once with confidentiality
and once with anonymity.

1.2 Contribution

The main goal of this paper is to once more re-analyze the security foundations of
URE, and finally put this primitive on solid grounds. On the one hand, we show
that Young and Yung’s notions from [YY18] fall short of capturing the essence
of URE, which is unlinkability. On the other hand, we introduce two composable
notions that capture the essence of URE from an application point-of-view, and
show that the mentioned game-based security notions for URE only satisfy the
weaker one. All our results are shown using a new framework that we introduce.

A New Framework for Algebraic Proofs of Security. Most security proofs
are based on the idea of transforming an adversary for a problem into another
adversary for a different problem via a reduction. Usually security notions and
hardness assumptions are phrased as distinction problems, so in this case an
adversary is called a distinguisher. Here we take a more abstract view, and rather



than relating notions and hardness assumptions by transforming distinguishers,
we transform the distinction problems themselves, modeled as Maurer’s random
systems [Mau02]. To do so, we introduce the notion of substitution for two such
systems, an abstraction of indistinguishability that does not require to reason
about distinguishers. Our security statements can then be compactly described as
substitutions, and relating notions boils down to algebraically showing connections
between substitutions, which potentially enables automated verifiability.

Capturing the Essence of URE: Minimal Game-Based Notions. Using
substitutions, we then show that Young and Yung’s notions are not minimal.
More precisely, we introduce three minimal notions of security, confidentiality
(ind-cpa), anonymity (ik-cpa), and unlinkability (ulk-cpa), and show that their
four notions are implied by and imply ours. More precisely, we unveil that their
four notions are ind-cpa, ik-cpa, ind-cpa+ulk-cpa, and ik-cpa+ulk-cpa.

Capturing the Essence of URE: Composable Semantics. Finally, we
introduce two new composable notion for URE, also using substitutions, in order
to capture the essence of URE from an application point-of-view. The first notion
captures the case of an honest mixer, and we show that our game-based notions,
and therefore Young and Yung’s notions, imply it. The second notion captures
the case of a dishonest mixer, and in this case we show that the stronger notion
of ind-rcca is necessary. This means that the original ElGamal-based scheme
put forth by Golle et al. (and also proven by Young and Yung to satisfy their
notions) can’t possibly be secure according to our stronger composable notion, if
one wants meaningful security guarantees in the case of a dishonest mixer.

1.3 Related Work

The idea of building reductions by applying a number of algebraic operations
was previously explored by Brzuska et al [BDFT18]. The authors define security
notions as packages representing collections of oracles, and use their new frame-
work to prove the KEM-DEM security of Cramer-Shoup’s hybrid encryption
scheme, as well as to prove the security of the composition of forward-secure key
exchange protocols with symmetric-key protocols. Their motivation is similar to
ours, as they also claim that their method facilitates computer-aided proofs by
allowing to delegate perfect reductions steps to proof assistants.

URE was originally introduced by Golle et al in [GJJS04], and its security
foundation was crucially analyzed much later in Young and Yung in [YY18].
Both these works considered security under chosen-plaintext attacks, as we also
do here. An interesting line of research, started by Groth [Gro04], continued by
Prabhakaran and Rosulek [PRO7], and culminating in the recent work by Wang et
al [WCY*21], studies URE security under the stronger model of chosen-ciphertext
attacks, where URE is often referred to as re-randomizable encryption.

Regarding composable notions, Wikstrom [Wik04] introduces a UC-functionality
capturing security of an ElGamal re-encryption protocol that is not universal,



that is, re-encryption is performed by the mixers by decrypting and then encrypt-
ing again, and thus is inherently more complex than our notion. In [PR07] a
so-called “replayable message posting” UC-functionality is introduced, but which
does not directly capture the application of URE in the context of mixnets, and
additionally assumes perfect unlinkability and chosen-ciphertext attacks security.

2 Preliminaries

2.1 Notation

For a list of variables z1,zo,..., we write x1,xs,... < y to assign the value
y to each variable and z1,zs,... < D to assign independently and identically
distributed values to each variable according to distribution D, where we usually
describe D as a probabilistic function. For a binary operation %, y < = means
y < y*x. A map M is initialized by M « [] and accessed by M[-]. @ denotes the
empty set, N ={0,1,2,...} denotes the set of natural numbers, and for n € N,
we use the convention [n] = {1,...,n}. For a random variable X over a set X,
we define supp X = {z € X' |Pr[X = z] > 0}. For a logical statement S, 1{S} is
1if S is true, and 0 otherwise. We treat sets as multisets.

2.2 Systems

In this paper we follow [Mau02,MPRO07] in making security statements about
cryptographic schemes using random systems (just systems for brevity). Such a
system takes inputs X7, X5, ... from some input set X and generates, for each
new input X;, an output Y; from some output set ), which depends (possibly
probabilistically) on the current input X; and on the internal state. A system is
described exactly by the conditional probability distributions of the i-th output
Y;, given X; = (X1,...,X;) and Y=t = (Yy,...,Y; 1), for all i > 1.

Definition 1 (System). An (X,))-system S, for input set X and output set
Y, is a sequence of conditional probability distributions pisqyi,lxi, fori > 1.
Two systems are compatible if they have the same input and output sets, and
two compatible systems S and T are equivalent, denoted S = T, if they have the
same input-output behavior, that is, p}Sf,L-|Y7?—1Xi = pg‘yi_lxi for alli>1.

In this paper we will describe systems informally or with intuitive pseudocode,
rather than by the conditional probabilities characterizing them. For fixed sets
X and ), we define some special stateless systems as follows.

Definition 2 (Special Systems). For any sets X,), we define some special
(X,))-systems (where X and Y are implicit and always clear from the context)
that behave as follows:

— *x is an (X, X)-system that on input x, outputs x.
— 1 is an (X, {0, 1})-system that on input x, outputs 1 if x = £ and 0 otherwise.
— L is an (X,{L})-system that on input any x always outputs L.



— y is an (X,Y)-system, where y € Y, that on input any x always outputs y.

— Y is an (X,Y)-system, where Y is a random wvariable over ), that on input
any x, outputs some y with probability Pr[Y = y.

— 8 is an (X,))-system that on input any x, outputs some y with uniform
probability over ).

We next describe some useful ways in which systems can be combined into
new systems, as illustrated in Figure 1.

System Composition/Operation ‘ Intuitive description ‘
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Fig. 1. Schematic representation of the systems from Definition 2 for ¢ = 2.

Definition 3 (System Compositions/Operations). Let ¢ € N. For (X;,);)-

system S;, for each i € [€], (X, szl YVi)-system S, and pairwise different integers
i1,...,0; C L], for t <L, we define the systems that behave as follows:

— Si>--->Sy is an (X1, Ve)-system defined only if V; C X;11, for alli € [£—1],
that on input x, inputs x to S1(x) and obtains y1, then inputs y1 to Ss and
obtains yo2, and so on, until it finally outputs y,.



— (S1,...,S¢) is an (X, szl YVi)-system defined only if X = X;, for all i € [{],
that on input x, for each i € [{] inputs x to S; and obtains y;, and then
outputs (y1,...,Ye)-

— (S1,...,S¢) is a (szl Xi, szl YVi)-system that on input (x1,...,x¢), for
each i € [{] inputs x; to S; and obtains y;, and then outputs (y1,...,ye).

— [S1,...,S¢] isa (Ule({z} x X;), Ule Vi)-system that on input (i,x), inputs
x to S; and obtains y, and then outputs y. We call this operation parallel

composition, and rather than saying “input (i,x) to [Si,...,S¢]”, we say
“input x to sub-system S;”. If two or more of the systems S1,...,Sy depend
on some shared parameter, then we use the notation [S1,...,S.] to denote

their correlated parallel composition, and make the parameter explicit.

— (S)« is a ([4] x X,Ule YVi)-system that on input (i,x), inputs x to S and
obtains (y1,...,ye), and then outputs y;.

— (S)iy,....i, s an (X’X§:1 Yj,)-system that on input x, inputs x to S and
obtains (yi,...,ye), and then outputs (y;,,...,Y;,)-

Finally, we assume that grouping tuples into tuples yields tuples, that is, for
systems R, S, T and () € {(),(),[],[]}, (R,S,T) = (R,(S,T)) = ((R,S),T).

Let now us give some more intuition on Definition 3 via some concrete example.
Consider systems S(.), T(.), Uy, V(,), each of which is parameterized by some
value. Then, let’s for example construct the following system, for some concrete
values a, b, c:

[[<Saa Tb> > (]Ucu Vc D2,1; a, bﬂ

This systems allows interaction with three sub-systems in parallel, where some
of them are correlated. Concretely, the last two sub-systems simply return the
corresponding value, on input ¢ (note that, in a sense, we did not make public
all three parameters), whereas the first sub-system, on input some value x, will
output a tuple (2’,¢), in a way that also depend on a, b, c. More precisely, x will
first be fed to the system (S,, Tp), which means that 2 will be input in parallel
to both S, and T}, and the resulting values y and z will be collected into a tuple
(y, z). This will then be input to the system (U,, V), which means that y will
be input to U,, resulting in ', whereas z will be input to Vy, resulting in 2’. As
before, the resulting values y’ and 2’ will be collected into a tuple (3, 2’). Finally,
this tuple will be permuted into (z’,y’), the output of the whole sub-system.

Since, as per Definition 3, systems can appear as sub-system of other systems,
we need a way to make this explicit, in order to later relate security notions
based on systems. To achieve this, in our proofs we will explicitly show how
to factorize systems by exhibiting a function p (the reduction) that given a
system of some special forms, maps it to another system. For example, looking
ahead, in the proof of Lemma 1, for any system S and parameter x we define
o([S,z]) = [(E.,S>R),z], for systems E, and R defined later. Then we use
p to show that, for (sk, pk) <— Gen, the system [E,x, pk] can be factored out of
[(Epk, Epi > RY, pk], that is, p([Epk, pk]) = [{Epk, Epx > R), pk]. Visually, this
can be seen as follows (ignoring pk):



Looking again ahead, let us consider the proof of Lemma 2 for a slightly more
complex example. There, in the second part of the proof we define p([S, z]) =
[(*, %) > (S, (L5, 0))1,3,2,4, ] and then show that, for (sk, pk) < Gen, the system
[Epi> (*,R), pk] can be factored out of [(x, %) > (Epxt> (*, R), (L5, 0))1,3,2,4, pk].
Visually, this can be seen as follows (ignoring pk and making some simplifications,
such as turning the systems * into wires):

We next introduce the abstraction of (in)distinguishability of systems, that is
crucial for defining security notions and proving relations among them.

Definition 4 (Substitution). A substitution is a set {S, T}, where S and T
are two compatible systems, denoted S =T (or equivalently, T = S).

The notion of a substitution is exclusively used to make conditional statements,
that is, statements of the form “if we can substitute S by T (S = T), then we can
also substitute system S’ by system T’ (S’ = T')”, which we denote (and formalize
below) as S =T = S’ = T'. In order to show such an implication, we usually
find systems S” and T” such that S’ = S” and S’ = T” (that is, S” and T are
more convenient descriptions of a system with the same behavior as S’ and T”,
respectively), as well as factorization p such that p(S) = S” and p(T) = T”. Now,
since {S', T} = {S"”, T"} = {p(S), p(T)} means S’ = TV <= p(S) = p(T), and
since S=T == p(S) = p(T) (we can substitute S and T in any context, see
discussion at the end of this section for more details), we proved the original
implication.

We can now describe how to use substitutions in order to capture security
statements. Consider some cryptographic scheme II. A security notion X for
IT is defined by a substitution Xy = Xy, for two systems Xy and X; depending
(implicitly) on II. The expression “X holds unconditionally”, means that X =
X, and “X holds unconditionally with probability p”, means that the behaviors
of Xy and X, differs with probability p, denoted Xy =, X;. If the scheme II is
clear from the context, we just write X rather than X', Let us now explain how



we can relate security notions defined as substitutions. Let Xy,..., X, Y be some
security notions (possibly relative to different schemes), for some ¢ € N, defined
as substitutions X; :<= X, o= X; 1, for i € [{], and Y :<= Y, = Y;. We say
that Xq,..., Xy tmply Y, denoted

Xl/\"'/\)(g:>Y7
if there exist n € N, p1,...,ppn, i1,...,in € [¢], and by, ..., b, € {0,1}, such that

= Yo =p1(Xiy 0,

- pi(Xij,l—bg‘) = pi+1(xij+17b_7‘+1)? for any j € [n}v and

-Y; = pn(Xin,l—bn)-
We overload notation by also defining X; A --- A Xy, = Y1 A -+ A Yy,
for some ¢1,0, € Ny as X3 A -+ A Xy = Y, for any i € [{2]. We also use
the natural shorthand notation X; A .-+ A Xp, <= Y1 A -+ A Yy, to mean
Xi AN AXyy, = Y1 A - AYgyandYr Ao AYy = Xi A oo A Xy

Finally, let us explain how we can separate security notions defined as
substitutions. Let X and Y be some security notions defined as substitutions
Xi<= Xg=Xjand Y:<= Yo =Y. Wesay that Y is strictly stronger than
X, denoted
X ==Y,

if there exists a concrete scheme IT' such that X' = le', but Yg/ v Ylf',
where by # we mean that the systems Yg/ and YU are trivially distinguishable,
and thus not substitutable (for example, 1, # B and 0 # 1). Nevertheless, this
is instead always shown by constructing the scheme II’ from a generic scheme
IT, and then proving that X = X" but Y[ # YI''. We use the natural
shorthand notation X <4 Y tomean X =5 Y and Y =5 X

Relating our Abstract Framework to Concrete Security. For two systems
S and T, we mentioned above that if S = T is a valid substitution, then so is
p(S) = p(T). To see this, assume for example that we instantiate systems as
some kind of poly-time programs, in some security parameter x € N, and define
S,. = T, to mean

AP<(S,,T,) = [Pr[Du(S,) = 0] — Pr[D,(Ty) = 0]| < e(D,),

for all poly-time (distinguishing) programs D, and some function & negligible in
k. Now, we might want to show that if this is the case, then

AP+(S],,T}) < &/(D,.),

for all D,, and some other negligible function ¢’. In this case, the way to show
this is to simply observe that, since composing D,; with (black-box) factorization
p, denoted D, p, still results in a poly-time program in k, then

AP (S, T}) = AP=(S}, T)) = AP=(p(Sx), p(Tx)) = AP (S, Ty).

Therefore, with ¢/(D,) = e(Dyp) being still negligible in x, we proved the
implication.



2.3 Universal Re-Encryption

Definition 5. A universal re-encryption (URE) scheme for private-key space
SK, public-key space PK, message space M = {0,1}", for some k € N, and
ciphertext space C, is a tuple Ilyrg = (Gen, Enc,Rnc,Dec) where:

— Gen is the key-pair distribution over SIC x PIC;

— Enc s the probabilistic encryption algorithm that on input a public key
pk € PK and a message m € M, outputs a ciphertext ¢ € C;

— Rnc is the probabilistic re-encryption algorithm that on input a ciphertext
c € C outputs a new ciphertext ¢ € C;

— Dec is the deterministic decryption algorithm that on input a secret key
sk € SK and a ciphertext c € C, outputs a message m € M.

As customary, for sk € SK and pk € PK, we write Encyi(-) for Enc(pk,-) and
Decy(+) for Dec(sk,-).

In this paper all notions are relative to some fixed URE scheme IIygg, defining
sets SKC, PKC, M, and C, and for which we define the following parameterized
systems.

Definition 6. For parameters sk, ski, ..., sk, € SK, and pk, pk,, ..., pk, € PK,
we define the parameterized systems that behave as follows:

— Ep is an (M, C)-system that on input m, outputs Enc,i(m).

- Ef;k =8> E,; is an (M,C)-system that on input m, samples m & M and
outputs Encpr(m).

— R is a (C,C)-system that on input ¢, outputs Rnc(c).

— R* is a (C x N,C)-system that on input (c,t), outputs Rnc’(c).

— Dy is a (C, M)-system that on input ¢, outputs Decgy(c).

______ pk, 05 a (M x [n],C)-system that on input (m, i), outputs Encyy (m).

— Dggy,....sk, 8 a (C X [n], M)-system that on input (c,1), outputs Decgy, (c).

— 1, is an ([n] x M xNx [n], MU{L})-system that on input (n,m,t, j), outputs
m if i = j and L otherwise.

= Pk .k, 18 an ([n], PK)-system that on input i, outputs pk;.

We will use the systems from Definition 6 to build more complex systems
through the system composition operations from Definition 3.

3 Game-Based Semantics of Universal Re-Encryption

We begin by defining security of a fixed URE scheme where for notions naturally
living in a multi-user setting (such as robustness and anonymity), we only
consider the case of two receivers. We combine our notions into single security
definitions in Section 3.3, and show that the resulting notions are equivalent in
Appendix A.1. We then generalize such combined notions to arbitrary sets of
receivers in Section 3.4, and show that they are implied by the combined notions
for two receivers in Appendix A.2.

10



3.1 Notions of Security

Minimal Notions. The first notions we introduce are the ones that intuitively
only capture a single security guarantee.

For correctness (cor), we consider the substitution of the following two systems,
both of which initially sample a key-pair (sk, pk) < Gen. The first system, on
input a message-integer pair (m,t) € M x N, encrypts m into ¢ < Encpi(m),
re-encrypts ¢ times ¢, that is, computes ¢ < Rnc(é_1) for ¢ € [t] and where
éop = ¢, and finally decrypts ¢ into m/ := Decg(é) and outputs m’. The second
system, on input a message-integer pair (m,t) € M x N, simply outputs m. Both
systems also give access in parallel to the public key pk. The intuition is that the
scheme is correct if encrypting, re-encrypting an arbitrary number of times, and
then decrypting with the correct secret key, results in the original message.

Definition 7 (cor).
[(Epk, %) > R* > Dy, pk] = [(*, )1, pk],
for (sk, pk) < Gen.

For robustness (rob), we consider the substitution of the following two systems,
both of which initially sample two independent key-pairs (sk1, pk;) < Gen and
(sk2, pky) < Gen. The first system, on input a message-integer pair (m,t) € M xN,
encrypts m into ¢ <— Encpy, (m) using the public key from the first key-pair, re-
encrypts t times ¢, that is, computes ¢; < Rnc(¢;—1) for i € [t] and where ¢y = ¢,
and finally decrypts ¢ into m’ := Decgy, (é;) using the secret key from the second
key-pair, and outputs m’. The second system, on input a message-integer pair
(m,t) € M x N, simply outputs L. Both systems also give access in parallel
to the public keys pk; and pk,. The intuition is that the scheme is robust if
encrypting, re-encrypting an arbitrary number of times, and then decrypting
with an incorrect secret key, results in L.

Definition 8 (rob).
[(]Epk‘lv *D > R* > DSkz ) pklv ka]] = [[(]J—7 *Dl,pklv ka]]v
for independent (ski, pky) < Gen and (skz, pky) < Gen.

For confidentiality, modeled as (real-or-random) indistinguishability of cipher-
texts under a chosen-plaintext attack (ind-cpa), we consider the substitution of
the following two systems, both of which initially sample a key-pair (sk, pk) < Gen.
The first system, on input a message m € M, encrypts m into ¢ < Enc,,(m) and
outputs c. The second system, on input a message m € M, samples m, encrypts
M into € < Enc,i(m) and outputs ¢. Both systems also give access in parallel
to the public key pk. The intuition is that the scheme is confidential if regular
encryptions or encryptions of unrelated messages are indistinguishable.

Definition 9 (ind-cpa).

HEpkapk]] = HEilmpk]]a
for (sk, pk) < Gen.

11



For anonymity, modeled as key-indistinguishability under a chosen-plaintext
attack (ik-cpa), we consider the substitution of the following two systems, both of
which initially sample two independent key-pairs (sk1, pk;) < Gen and (ska, pky) <
Gen. The first system has two sub-systems: The first, on input a message m € M,
encrypts m into ¢ < Encyi, (m) using the public key from the first key-pair
and outputs ¢, while the second, on input a message m € M, encrypts m into
¢ < Encpy, (m) using the public key from the second key-pair and outputs c;
The second system also has two sub-systems: Both of them, on input a message
m € M, encrypt m into ¢ < Encp, (m) using the public key from the first
key-pair and output c. Both systems also give access in parallel to the public
keys pk; and pk,. The intuition is that the scheme is anonymous if encryptions
under different public keys are indistinguishable.

Definition 10 (ik-cpa).
[[Epkl b E[sz ) pklv pk2]] = [[E;Dkl 9 Epk’l ) pkh ka]]v
for independent (sk1, pk,) < Gen and (skz, pk,) < Gen.

For unlinkability (ulk-cpa), we consider the substitution of the following two
systems, both of which initially sample a key-pair (sk, pk) <— Gen. The first system,
on input a message m € M, first encrypts m into ¢ Encpk(m). Then it computes
¢ + Rnc(c) and outputs (¢, é). Formally, we model this using the operator >
for systems that forwards ¢ from system E,; to system (%, R), which in turn
internally feeds ¢ in parallel to systems * and R, and collects the outputs ¢ and ¢
in the tuple (¢, ¢). The second system, on input a message m € M, first encrypts
m into ¢ <— Encpi(m). Then it encrypts again m into ¢’ < Enc,i(m) using fresh
and independent randomness. Finally, it computes ¢ < Rnc(c’) and outputs (c, é).
Formally, we model this by composing the two systems E,; and E,; >R with
the system operator (-, -). Both systems also give access in parallel to the public
key pk. The intuition is that the scheme is unlinkable if an encryption and its
re-encryption are indistinguishable from an encryption and the re-encryption of
another fresh encryption of the same message.

Definition 11 (ulk-cpa).
[[Epk > <*7 R>7 pk]] = [[(Epkv Epk > R>7 pk]],
for (sk, pk) < Gen.

For strong unlinkability (sulk-cpa), we consider the same substitution as for
regular unlinkability, except that we replace the system E, ;>R by the system E
as a sub-system of the right-hand side system. The intuition is that the scheme
is strongly unlinkable if an encryption and its re-encryption are indistinguishable
from two fresh encryptions of the same message.

Definition 12 (sulk-cpa).
[[Epk > <*7 R>7 pk]] = H<Epk7 Epk>a pkﬂv
for (sk, pk) < Gen.
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Young Yung’s Combined Notions. We now introduce the security notions
from in [YY18] that aim at capturing confidentiality and anonymity of the
re-encryption function. Note that we introduce a different flavor than the one
introduced there, but in Appendix B we show that our notions are essentially
equivalent. Moreover, as we will see in Section 3.2, these two notions are not
necessary, if a URE scheme already satisfies ind-cpa, ik-cpa, and ulk-cpa.

For confidentiality of re-encryption (ind-r-cpa), we consider the substitution of
the following two systems, both of which initially sample a key-pair (sk, pk) < Gen.
The first system, on input a message m € M, first encrypts m into ¢ <— Enc,i(m).
Then it computes ¢é < Rnc(c) and outputs (¢, é). The second system, on input
a message m € M, first encrypts m into ¢ < Encpi(m). Then it samples m,
encrypts m into ¢ < Encp(m), computes ¢ <— Rnc(é), and finally outputs (c, ¢).
Both systems also give access in parallel to the public key pk. The intuition is that
the scheme has confidential re-encryption if an encryption and its re-encryption
are indistinguishable from an encryption and the re-encryption of the encryption
of an unrelated message.

Definition 13 (ind-r-cpa).
[Epi > (x,R), pk] = [(Epr Ej, > R), pk],
for (sk, pk) + Gen.

For anonymity of re-encryption (ik-r-cpa), we consider the substitution of the
following two systems, both of which initially sample two independent key-pairs
(sk1, pky) < Gen and (skq, pky) <— Gen. The first system has two sub-systems: The
first, on input a message m € M, encrypts m into ¢ < Ency, (m) using the
public key from the first key-pair, computes ¢ «— Rnc(c), and then outputs (¢, é),
while the second, on input a message m € M, encrypts m into ¢ <— Encyy, (m)
using the public key from the second key-pair, computes ¢ < Rnc(c), and then
outputs (¢, ¢) The second system also has two sub-systems: The first is the same
as in the first system, whereas the second, on input a message m € M, encrypts
m into ¢ <= Ency, (m) using the public key from the second key-pair, encrypts
again m into ¢’ <= Enc,y, (m) using the public key from the first key-pair, then
computes ¢ < Rnc(c¢’) and outputs (¢, ¢). Both systems also give access in parallel
to the public keys pk; and pk,. The intuition is that the scheme has anonymous
re-encryption if two pairs consisting of an encryption and its re-encryption under
two independent public keys are indistinguishable from an encryption and its
re-encryption paired with and encryption and the re-encryption of an encryption
of the same message under an unrelated public key.

Definition 14 (ik-r-cpa).
[[Epkl > <*7 R>’ Epk’z > <*7 R>7 pklv ka]] = [[Epk’l > <*7 R>7 <E11k’2 ) Epkl DR>7 pkla ka]]v

for independent (ski, pk,) < Gen and (sko, pky) < Gen.
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3.2 Relations Among Security Notions

Minimality of ind-cpa, ik-cpa, and ulk-cpa. We begin by showing that the
four notions ind-cpa, ik-cpa, ind-r-cpa, and ik-r-cpa put forth by [YY18] are not
minimal, in the sense that they are all implied by the three notions ind-cpa, ik-cpa,
and ulk-cpa, and vice versa. Figure 2 summarizes all relations (both implications
and separations) that we prove. Furthermore, in Appendix B we show that our
notions are essentially equivalent to the ones introduced in [YY18].

ind-cpa ? ulk-cpa K/\T\’ ik-cpa
ind-r-cpa / \\" ik-r-cpa /

Fig. 2. Relations among encryption and re-encryption security notions.

Lemma 1. ind-cpa A ulk-cpa = ind-r-cpa.
Proof. Let (sk, pk) < Gen and consider p([S,z])) = [(Ez, S>R), z]. Then:

[Epr > (*, R), pk] = [(Epk, Epr > R), pk] (ulk-cpa)
= p([Epr, pk])
= p([B,. pk]) (ind-cpa)
= [(Epi, ES, > R), pk]. O

Lemma 2. ind-cpa <%~ ind-r-cpa.
Proof.
=£: Let II = (Gen,Enc,Rnc,Dec). For any (sk, pk) € supp Gen, define II' =
(Gen',Enc’,Rnc’,Dec’) as:
e Gen’ = Gen;
e Enc/,(m) = Enc,i(m), for any m € M,
e Rnc'(¢) = ¢, for any ¢ € C;
e Dec’;(c) = Decy(c), for any c € C.
Let (sk, pk) < Gen. If II is correct, then IT' is clearly also correct, and if

[Ep, pk] = [Ej,, pk],
then
[, pk] = [Bpk, pk] = [Ej,, pk] = [E}, k]
But clearly,
[E}> (%, R'), pk] = [Epi v (%, %), pk]
# [(Epr, By, pk]
= [(Epr, ES > R), pk].
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<£: Let IT = (Gen,Enc,Rnc,Dec). For any (sk, pk) € suppGen and a fixed
m € M, define II' = (Gen’, Enc’, Rnc’,Dec’) as
e Gen’ = Gen;
e Enc,(m) = (Encyr(m), 1{m = m}), for any m € M;
e Rnc’((c, b)) = (Rnc(c),0), for any (¢, b) € C x {0,1};
e Dec’,((c,b)) = Decy(c), for any (c,b) € C x {0, 1}.
Let (sk, pk) < Gen. If II is correct, then II' is clearly also correct, and if

[Epi> (. R), pk] = [(Epi, ES > R), pk],
then with p([S,2]) = [(*, %) > (S, (L, 0))1,3,2,4, 7],

[ELi v (x, R), pk] = [(*, %) > (Epr > (%, R), (113, 0))1,3,2,4, k]
[Epk > (x, R), pk])
kl>
(

H

P( pk|>
p([{Epi, ES, > R), pk])

*, > <Epk7 Epk > R>a <]1m, 0>D1,3,2,47Pk]]

I
[KEplm th >R'), pk].

But with random variable B € {0, 1} such that Pr[B = 1] =

M

[Epp: pE] = [(x, %) > (]Ep/cv ml), pk]
# [(*, %) > (B}, B), pk]
[[Epk’pk]]’

since clearly 1, # B. O

Lemma 3. ind-r-cpa = ulk-cpa.

Proof. Let (sk, pk) < Gen and consider p([S, z]) = [(Ez, (S)2),x]. Then:

[Epr > (%, R), pk] = [(Epr, By, > R), pk] (ind-r-cpa)
= [(Ep, (Epi, B3, > R)2), pk]
= p([{Epr, ES, > R), pk])
= p([Epi (%, R), ph]) (ind-r-cpa)
= [(Epr, (Epi > (%, R))2), pk]
= [(Ep, Epi > R), pk]. O

Lemma 4. ulk-cpa =~ ind-r-cpa.

Proof. Let 11 = (Gen,Enc,Rnc,Dec). For any (sk, pk) € suppGen and a fixed
m € M, define II" = (Gen’, Enc’,Rnc’,Dec’) as

— Gen’ = Gen;
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— Enc/,(m) = (Encpi(m), L{m = m}), for any m € M;
— Rnc'((¢,b)) = (Rnc(e),b), for any (c,b) € C x {0,1};
— Dec’((c,b)) = Decg(c), for any (c,b) € C x {0,1}.

Let (sk, pk) < Gen. If II is correct, then II' is clearly also correct, and if

[[Epk > <*7 R>7 pk]] = [[<Epk? Epk > R>7 pk]],
then with p([S, z]) = [(*, *) > (S, (L, L ))1,3,2,4, 2],
[ELiv> (xR, pk] = [

(%
p([[Epk > <*7 R%pk]])
p([[<Epka EPkD R>,pk]])

Ib

[
[(Epr By > RY), pk].

But with random variable B € {0,1} such that Pr[B =1] = ﬁ,

[E L P <* R’ > pk]] = [[<*a *> > (]Epk > <*’ R>7 <]17h’ ]1771>D1,3,2,47pk]]

) *> > (]Epk > <*7 R>a <1’ﬁ17 ]17?L>D1,3,2,47 pk]]

(#, %) > ((Epk, Epi > R), (L, L)) 1,3,2,4, PK]

# [[<*7 *> > q<Epk7 Ef}k >R), <]17?H B>D1,3,2,47 pkﬂ

= [(E/, EfS > R'), pk].

since clearly 1, # B.

Lemma 5. ik-cpa A ulk-cpa = ik-r-cpa.
Proof. Let (ski, pk,) < Gen and (skg, pky) < Gen, and consider

= (S, z]) =[S, Epk2 (*,R), z, phy],
= p2([S,2]) = [(E Dk ; Epr, > R), S, pky, 2], and
IS Toay]) ~ B o R), (B, T o R). 2,41,

Then:

[Epk, > (¥, R), Epp, > (x, R), pky, phy]
= p1([Epr, > (%, R), pki])
= p1([(Epr, Epi, > R), pky])
= [(Epk,, Epr, > R), Epg, & (%, R), pky, pho]
= p2([Epk, > (*, R), pk,])
= p2([(Epk,, Epr, > R), pko])
= [[< pky pk1 > R>7 <Epk2a Epk2 > R>,pk1,pk2]]
= p3([Epk,  Ep,, pky, Pk, ])
iPS([[Epkla pklvpklaPkQ]])

= [[< pky s pkl > R>7 <Epk2a Epk1 > R>7 pkla ka]]
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Lemma 6. ik-cpa <4 ik-r-cpa.
Proof.

=~ Analogous to the case =~ in the proof of Lemma 2.
<£: Let II = (Gen,Enc,Rnc,Dec). For any (sk, pk) € supp Gen, define II' =
(Gen',Enc’,Rnc’,Dec’) as:
e Gen' = Gen;
e Encj;(m) = (Ency,(m), pk), for any m € M;
e Rnc'((c, pk')) = (Rnc(c), 1), for any (¢, pk') € C x (PK U {L});
e Dec’,((c, pk)) = Decg(c), for any (c, pk') € C x (PKU{L}).
Let (ski1, pk;) < Gen and (ske, pky) < Gen. If I is correct, then IT' is clearly
also correct, and if

[[Epkl > <*7 R>7 Epk2 > <*7 R>7 pkla pk2]]

o~

[Epkl > <*a R>7 <Epk2a Epkl > R>7 pkla ka]]

then with

p([[s7 T,x,yﬂ) = [[S > (]<*71'>, (%, L)), T ((x, y>7 (*, J_>D,£L', y]]a

[ELr, > (x,R'),Ep > (x,R'), pky, pho]
= [Epk, > (%, R) > ((x, pky), (*, L)),
Epr, > (%, R) > ((x, pky), (%, L)), pky, phy]
= p([Epk, > (x, R), Epp, > (%, R), pky, pks])
= p([Epr, > (%, R), (Epp,, Epi,, > R), pky, phy])
= [Epk, > (*, R) > ((x, pky), (*, L)),
(Epk,, Ep, > R) > ((%, pky), (%, L)), phy, pho]
= [[E;:kl > (%, R’), (Epk, , Elpkl > R), pky, pky].

But clearly,

[[E;)klvE/pkzvpklvpkﬂ] = [[EPIH > <*’pk1>vEpk2 > <*,pk2>,pk1,pk2]]
# [[Epk1 > <*vpk1>7EP’€1 > <*7pk1>’pk17pk2]]
= [[E;kl , E;kl , pky, Dks]. O

Lemma 7. ik-r-cpa = ulk-cpa.
Proof. Let (sk, pk) < Gen and (s¥, pk') + Gen, and consider

- pl([[S,T,I’7yﬂ) = HTay]] and
- pg(ﬂS,T,x,yﬂ) = [[<Ey7 (T)2>’y]]
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Then:

[Epe> (%, R), pk] = p1([Epw > (%, R), Epi > (x, R), pk', pk])
= p1([Epw > (%, R), (Epp, Eppr > R), pk, pk]) (ik-r-cpa)
= [(Ep, Epp > R), pk]
= [(Epk, (Epr, Epw > R)2), pk]
= P2([[Epk’ > (%, R), <Eplca E,p > R>vpkla pk])

= pa([Ep > (%, R), Ep > (%, R), pk', pk]) (ik-r-cpa)
= [(Epk, (Epi > (%, R))2), pk]
= H<Epk7Epk[>R>vpk]]' O

Lemma 8. ulk-cpa =% ik-r-cpa.

Proof. Let II = (Gen,Enc,Rnc,Dec). For any (sk, pk) € supp Gen, define II' =
(Gen',Enc’,Rnc’,Dec’) as:

— Gen’ = Gen;
— Enc};(m) = (Encpi(m), pk), for any m € M;

— Rnc'((c, pk')) = (Rnc(c), pk'), for any (¢, pk') € C x (PK U {L});
— Dec/,((c, pk')) = Decg(c), for any (c, pk') € C x (PKU{L}).

Let (sk, pk) < Gen. If II is correct, then II' is clearly also correct, and if
[Epi> (x, R), pk] = [(Epk, Epr > R), pk],
then with p([S, 2]) = [So ((x,), (x,2)), <],

[ELit> (%, R), pk] = [Epi > (%, R) & ((*, pk), (*, pk)), pk]
= p([Epr > (x,R), pk])
= p([{Epk, Epp > R), pk])
<Epk7E k> R) & ((x, pk), (*, pk)), pk]
(E,

=
[[ kDR>7pkﬂ'

pk>

But clearly, for (ski, pk,) < Gen and (sks, pky) < Gen,

[[E ky > (x,R’), E/k > (%, R'), pky, pky]
= [Epr, & (x, R) > ((*, pky), (*, pky)),
Epr, > (%, R) > (%, pky), (%, pky)), pky, phs ]
# [Epr, > (%, R) & ((*, pky), (%, pky)),
(Epky s Epk, > R) & ((%, pky), (x, pky)), pky, phs]
= [E, k> (%, R'), (Epr,, lpklel>’pk17pk2]]' O
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Stronger Unlinkability. We next show that the strong unlinkability notion
sulk-cpa we put forth is significantly stronger than the conventional unlinkability
notion ulk-cpa. In the proof of Lemma 10 we used a minimal counterexample,
but if instead of a bit b € {0,1} we would append a counter ¢ € {0, 1}*, for some
k € N, to the underlying ciphertext (initialized to 0 by Enc, increased by 1 by
Rnc, and ignored by Dec), the proof would still go through. This makes it evident
that ulk-cpa is weaker than sulk-cpa in the sense that, in general, a ulk-cpa-secure
scheme does not hide the number of re-encryptions a ciphertext went through.
In practice, this translates into such a scheme not hiding the number of hops
a message goes through in a mixnet, which is a property that was ignored in
[YY18].

Lemma 9. sulk-cpra = ulk-cpa.
Proof. Let (sk, pk) < Gen and consider p([S,z])) = [Ex, (S)2,z]. Then:
[Epit> (%, R), pk] = [(Epr, Epr), pk] (sulk-cpa)
= [(Epk, (Epk, Epr)2), pk]
= p([(Epk, Epr), pk])
(

= p([Byi> (%, R), pk]) (sulk-cpa)
= [[< Pk:( pk > <* R>) >apk]]
= [(Epk, Epi > R), pk]. O

Lemma 10. ulk-cpa =% sulk-cpa.

Proof. Let II = (Gen,Enc,Rnc,Dec). For any (sk, pk) € supp Gen, define II' =
(Gen',Enc’,Rnc’,Dec’) as:

— Gen’ = Gen;

Enc?k(m) (Encpk( m),0), for any m € M,

— Rnc’((¢, b)) = (Rnc(c), 1), for any (c,b) € C x {0,1};
— Dec’((c,b)) = Decg(c), for any (c,b) € C x {0,1}.

Let (sk, pk) < Gen. If II is correct, then IT' is clearly also correct, and if
[Epr> (%, R), pk] = [(Epr, Epr.> R), pk],
then with p([S, z]) = [S® ({*,0), (x,1)), ],
[y > (%, R), pk] = [Eprt> (%, R) > ((,0), (x, 1)), pk]

= p([Epx > (%, R), pk])
= p([(Epr, Epi > R), pk])
= [[(Epm Epi > R) > ((%,0), (*, 1)), pk]
= [(Epw By > RY), pk].

k>
But clearly,
[[E;)kb <*7Rl>7pk]] = [[Epk > <*, R> > (]<*7 0>7 <*7 1>Dapkﬂ
_7'é [[<EpkaEPk> (]<* 0>a <*7O>Dvpkﬂ
= [(Byr Epp), pE]. O
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3.3 Combined Notions

In this section we introduce three notions that capture more security guarantees
at once, which will be easier to relate to the composable notions we will introduce
later. Figure 3 summarizes all relations (both implications and separations) that
we show in Appendix A.1. Furthermore, in Appendix C we describe a different
combined notion, ind-ik-r-cpa, that would result by naturally combining Young
and Yung’s ind-r-cpa and ik-r-cpa notions (but which is less directly relatable to
our composable notions). There, we also show some implications and separations.
Finally, in Appendix D, we show that the original URE scheme based on ElGamal
form [GJJS04] satisfies our strongest notion ind-ik-sulk-cpa.

ind_cpa \

ind-ik-ulk-cpa ulk-cpa =—— sulk-cpa ind-ik-sulk-cpa

\—) ik-cpa

Fig. 3. Relations among combined notions.

For the combined notion of correctness and robustness (cor-rob), we want to
be able to substitute a pair of systems S; and S, depending on two independent
key-pairs (ski, pk;) and (ska, pky), where system S;, for 7 € [2], on input a tuple
(m,t,j) € M x N x [2] encrypts m using pk;, re-encrypts the resulting ciphertext
t times, decrypts it with key sk;, and outputs the resulting message (or L), by
a pair of systems where S;, on input (m,t, j), always outputs m if j = ¢ and L
otherwise.

Definition 15 (cor-rob).

MEpkla *, *D > (]R*a *D > Dskl,skw (]Epkza *, *D > (]R*7 *D > Dskl,skrp Pkp ka]]

[[(]*a J—a *D > <*7 *>*a (]*7 J—a *D271,3 > <*7 *>*a pklvpk2ﬂ7
for independent (ski, pk,) < Gen and (ska, pky) < Gen.

For the combined notion of confidentiality, anonymity, and unlinkability (ind-
ik-ulk-cpa), we want to be able to substitute a pair of systems that encrypt and
then re-encrypt under two independent keys, by a pair of systems both first
sampling m, producing two independent encryptions of m under the first key,
and only re-encrypting the second ciphertext.
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Definition 16 (ind-ik-ulk-cpa).
[[Epk1 > <*a R>7 Epk2 > <*7 R>v pkla ka]]

~

[(ES, ES, >R), (BY, ES, oR), pk, pk],

pky?
for independent (sk1, pk,) < Gen and (skz, pk,) < Gen.

For the combined notion of confidentiality, anonymity, and unlinkability (ind-
ik-ulk-cpa), we want to be able to substitute a pair of systems that encrypt and
then re-encrypt under two independent keys, by a pair of systems both first
sampling m, and producing two independent encryptions of m under the first
key.

Definition 17 (ind-ik-sulk-cpa).

IIEpkl > <*7 R>a Epk2 > <*7 R>7pkl7pk2ﬂ = [[<E$

pky? Ef;k1>> <Eik1 ’ Ef}kl >7 pkh pk2]]ﬂ

for independent (ski, pk,) < Gen and (skz, pk;) < Gen.

3.4 Generalizing the Notions: From 2 to Many Receivers

The combined notions introduced above are still a bit limited, because they
only capture the case of two receivers. Nevertheless, as we explain now, it is
straightforward to generalize such notions via a generic hybrid argument. In
general, for two systems S; and T; we consider their generalized versions S,, and
T, for some n € N. Within our framework, an hybrid argument then corresponds
to describing a generic reduction p;(X), for ¢ € [n] and X € {S1, T1}, such that
p1(S1) = S,, pn(T1) =Ty, and for all j € [n — 1], p;j(T1) = p;+1(S1). Then
clearly,
Sn = p1(S1) = p1(T1) = p2(S1) = p2(T1) = -+ = pn(S1) = pn(T1) = Ty,

We now state the generic notions relative to a set R of receivers, and defer
the proofs that they are implied by the two-users ones to Appendix A.2.

Definition 18 (n-cor-rob).

[(]Epkl,-umknv *, *D > GR*, *D > D3k17~--75kn’pkpkl,...,pknﬂ = [[I’fupkpkl,...,pkn]]a
for independent (ski, pk,) < Gen, ..., (sky, pk,) < Gen.
Definition 19 (n-ind-ik-ulk-cpa).

[[Epkl -.opky, P <*7R>7pkpk1w.,pkn]] = [[(]*7 *)1 > <E§k1’Eﬁkl > R>7pkpk1,...,pk"]]’

for independent (ski, pk,) < Gen, ..., (skn, pk,) < Gen.
Definition 20 (n-ind-ik-sulk-cpa).

[[EP]C1 ----- pk, P (, R>apkpk1 ..... pkn]] = [, )1 > <Eik1 ) E§k1>apkpk1 ..... pknﬂv
for independent (ski, pk,) < Gen, ..., (skn, pk,) < Gen.
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4 Composable Semantics of Universal Re-Encryption

The goal of this section is to define security of universal re-encryption from an
application point of view. We do so using the framework of constructive cryp-
tography (CC) [MR11,Maul2], in which security statements naturally compose.
Previously, composable semantics of other cryptographic schemes with anonymity
properties have been considered in CC: anonymous PKE [KMO™13], anonymous
(probabilistic) MACs [AHM15], anonymous (probabilistic) symmetric-key en-
cryption and authenticated encryption [BM20], and three kinds of anonymous
signature schemes [BM21]. The common thread for all these four works, is that
the statements shown exclusively capture anonymity preservation. More precisely,
all statements show that a certain scheme realizes some ideal resource that
captures some kind of security in conjunction with anonymity, if used with an
assumed resource that captures a weaker form of security (than the kind captured
by the ideal resource) but already in conjunction with anonymity. Even more
concretely, for example in [BM20] it is shown that anonymous and IND-CPA
(probabilistic) symmetric-key encryption, from an authentic anonymous channel
(plus a resource modeling a shared secret key) constructs a secure (that is, both
authenticated and confidential) anonymous channel.

In this work, we show (for the first time) a construction that potentially
captures the creation of anonymity. We will assume resources that explicitly
leak the identity of senders and receivers, and therefore, if used naively, trivially
allow to link senders to receivers. Using URE, we are able to construct, from
such assumed resources, and ideal resource that leaks the identities, but hides
the links between senders and receivers. Therefore, under certain circumstances
(that is, the traffic from senders to receivers is “large”), such ideal resource also
guarantees anonymity of both senders and receivers.

We consider the simple case of a single honest mixer between the senders and
the receivers, where senders authentically send ciphertexts to the mixer, which
re-encrypts each stored ciphertext on each new input, and where receivers fetch
the list of all ciphertexts from the mixer, decrypt the ones meant for them, and
finally tell the mixer which ciphertexts are to be deleted.

4.1 Constructive Cryptography

Originally introduced in [MR11] under the name of abstract cryptography and
later instantiated as constructive cryptography (CC) in [Maul2], CC is a theory
that allows to define security of cryptographic schemes and protocols as statements
about constructions of ideal resources from assumed resources, which we model
as systems from Section 2.2 enhanced with interfaces.

Definition 21 (P-Resource). For a party set P, a P-resource R for (implicit)
input-output set X, is a (P x X, P x X)-system. For P € P and x € X, to
“Input x at interface P of R” means inputting (P,x) to R, and to “obtain z from
interface P of R”, means getting an output (P, z) from R.
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A "P-resource can be transformed into another P-resource, exhibiting a differ-
ent behavior, by applying a local converter at one of its interfaces.

Definition 22 (Local Converter). A local converter « is a system with in
and out interfaces (as per Definition 21), which can be applied to an interface
P € P of a P-resource R, denoted o R, which is in turn a P-resource. arR
behaves as R, except that:

— Inputs to interface P are first input to interface out of o, which then produces
an output at its interface in, which is in turn input to interface P of R.

— QOutputs at interface P of R are first input to interface in of a, which then
produces an output at its interface out, which is in turn output at interface
P of o"R.

For another local converter 8, af is the local converter resulting by connecting
interface in of a to interface out of (5.

A protocol can then be defined as a collection of local protocols, describing
the behavior of each party associated with an interface of a resource.

Definition 23 (A-Converter). For a set A, an A-converter a is a collection
of local converters a s, for A € A. For P-resource R with A C P, we define aR
as the resource resulting by applying aa to interface A or R for each A € A, that
is, (a)?((a)B(---R)), for all A, B, ... € A. For another A-converter B,a3 is
an A-converter v with y4 = aafa, for each A € A.

The following two lemmas are directly implied by Definitions 21, 22 and 23.

Lemma 11 (Sequential Composition of A-Converters). For P-resource
R and A-converters o and 3, for ACP, a(BR) = aBR. O

Lemma 12 (Commutativity of A-Converters). For P-resource R, A-
converter o and B-converter 3, for A,B C P with ANB =2, aBR=BaR. O

Finally, we can define composable security of a protocol modeled by a converter
7 as follows.

Definition 24 (Construction). For P-resources R and S with honest parties

set H C P _and H-converter w (the protocol), we write R Iy S if and only if there
exists, for H =P~ H, an H-converter sim (the simulator) such that wR = sim§S.

The advantage of composable security notions, as opposed to simple substitu-
tions from Section 3 capturing conventional game-based security notions, is that
they naturally compose.

Theorem 1 (Composition). For P-resources R, S, and T with honest parties
2T

set H C P and H-converters w, 7y, if R =S and S =2 T, then R =255 T,

Proof. Let simy, simy be H-converters such that 1 R = sim; S and w5 S = simy T.
Then, with p; (X) = 7y X and ps(X) = simy X, for any P-resource X, by Lemma 11
we have wo7r) R = 7rosim; S and simy7ws S = simysimy T. Therefore, by Lemma 12
we obtain a7y R = simysimy T. O
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4.2 Assumed and Ideal Resources

In this work we only consider P-resources with P = SURU{M, E}, where S, R,
and {M, E} are pairwise disjoint. Let the honest parties set by H = SURU{M}.
We describe such resources for A, B C H, and sets X € {PK,C, {o} U2¢} and
M defined by a fixed URE scheme IIyge.

Definition 25 (AUT$ 5, 1-AUT4 75, AUTE75). For A € A, we define the
resource AUTﬁﬁB as follows:

— On input (z, B) € X x B at interface A, output (A, x) at interfaces E, B.

For the resource 1-AUT§_>B, interface A becomes inactive after the first input.
For B € B, for the resource AUTQQB we additionally have:

— On input (z, A) € X x A at interface B, output (B, z) at interfaces E, A.
If A (or B) is singleton set A ={A}, we use A instead of A as superscript.

Definition 26 (ULKY™). For S € S and R € R, we define the resource ULK
as follows: Initially set M < [], and then:

— On input (m, R) € M x R at interface S, output S at interface E and set
MI[R] < {m}.

— On input o at interface R, output (R,|M[R]|) at interface E.

— On input R at interface E, output M[R] at interface R and set M[R] «+ &.

4.3 First Main Result: Single Honest Mixer

We now show that if a URE scheme satisfies ind-ik-sulk-cpa security, then it also
securely constructs the resource ULK‘f\,l_’R, if appropriately used in conjunction
with resources 1-AUT RS, AUTS M and AUT%}%?C. For this, we need to first
describe the behavior of the protocol wygre, implicitly parameterized by a generic
URE scheme IIygrg, when attached to such resources composed in parallel.

Definition 27 (wyre). For H = SURU{M}, the H-protocol wyre using a
URE scheme Ilyre = (Gen,Enc,Rnc,Dec) is composed by the local protocols mg,
for any S € S, wg, for any R € R, and myr, which are defined as follows:

— mg: Upon initialization, for each R € R obtain (R, pkg) from 1—AUT§,€>S

though interface in, and then on input (m,R) € M X R at interface out, get
¢ < Encyy, (m) and output (c, M) to AUTS ™M though interface in.
— @ e Upon initialization, set B < @&, and then:
e On input (S,c) from /-\UTg_’M through interface in:
1. Set B' «+ @, and then for each ¢ € B get & < Rnc(c') and set

B & {¢}. Then set B+ B

3 Note that it is straightforward to formally define 7s, ms, and mr with pseudocode,
as done in the proof of Theorem 2, but for better readability in the main body, we
decided to describe them informally.
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2. Get ¢ + Rnc(c) and set B < {¢}.
e On input (R, ) from AUT%](I}EC through interface in, output (B, R) to
AUT%}TEC through interface in.
e On input (R,OR) from AUTf{Vi}TEC through interface in, set B < Og.
— mwg: Upon initialization, get (skgr,pkg) < Gen, output (pkg,S) to AUT%,?S
through interface in for each S € S, and then on input ¢ at interface out:
1. Output ¢ to AUT%?{EC through interface in.
2. On input (M, B) from AUTf{\g‘}_L’Ec through interface in, set O < &, and
then for each ¢ € B get m < Decgip,, and if m # L, set Og & {m}.
3. Output OR to AUT%}%& through interface in.

We can now define what it means for the protocol wyrg, and therefore for
the underlying URE scheme IIyre, to be composably secure.

Definition 28 (hm-ure). [LAUT%,?S,AUT‘C%M,AUT%}%EC} RS, ULKSR.

Finally, our first main result is that the game-based notions imply this new
composable notion.

Theorem 2. cor A rob A ind-cpa A ik-cpa A sulk-cpa = hm-ure.

Proof. Let n = |R|, assume R = {Ry, ..., R,}, and let pk; = pkg_, for i € [n].
By combining Lemma 13 and Lemma 22, we can use the substitution n-cor-rob,
and by combining Lemma 15 and Lemma 24, we can use the substitution n-ind-
ik-sulk-cpa. Define sim, p;, and po as in Figure 4, and also define hybrid resources
H, to H3 as in Figure 5, where changes from the previous hybrid are highlighted
in dark gray. Then, for a fixed R € R:

mure [LAUTRCS, AUTE M AUTYE |
=H, (monolithic representation)

= P1([(Epk, ..ok, %5 %) > (R #) > Dok b PR, 1)
(by inspection)

= p1([Ln, Py, . o, 1) (R-cor-rob)
=H, (by inspection)
= p2(HEPk1 vvvvv pky, > <*’ R>7pkpk1 ..... pkn]])

= po([(, )1 > (BY, JES, ).pkyy 1) (Reind-ik-sulk-cpa)

=H; (by inspection)
= sim ULKS ™R, (monolithic representation)

O
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p1([S, Pkx]) p2([S, Pkz]) sim
init: init: init:
B, D+ @ B+ @,M,C « ] LA~
for R € R do for R € R do R&Rm <M
pkr < pkr(R) pkg < pkx(R) for R € R do
out(E; (R, pkg)) out(E; (R, pkg)) (skr, pkr) < Gen
iface S(me M, RER): iface S(me M, RER): } out(out; (R, pkg))
(B, D) + Rnc(B, D) B + Rnc(B, M) iface in(S € S):
¢ < Encpp,, (m) (¢c,é) « S(R,m) B + Rnc(B) 3
out(E; (S, ¢)) out(E; (S, ¢)) ¢ ¢ Encyu, (1)
¢ < Rnc(m) BE {&) ?ut(out; (S, c~))
B& (¢ M[R] £ {m} € ¢~ Encpiy (1)
D & {(S,m,1)} Cl(R,m)] « ¢& B < {¢}
iface R(0): iface R(0): iface in(R € R, € N):
Ogp,Or, D' + @ Og,Or + @ Op « 2
out(E; R) out(E; R) out(out; R)
out(E; B) out(E; B) out($out; B)
for (S,m,t) € D do for m € M[R] do Op ¢ {ACB:|A|=t}
m < S(S,m,t,R) | ox & (&} B<& Op
if m # 1 then Or <+ M(R) out(out; Og)
Op & {&} MIR] «+ @ out(in; o)
Or & {m} B & Op func Rnc(B):
D & {(S,m, out(E; Og) B« o
t,R)} out(R; Or) for c € B do
B < Op func Rnc(B, M): é %URHC(C)
DED B + o B+ {¢}
out(F; Og) for R € R do return 5’
out(R; Or) for me M[R] do
func Rnc(B,D): ¢ < C[(R,m)]
B.D @ ¢ < Rnc(c)
for c € B do B’ﬁ{é}
¢ + Rnc(c) return B’
B & {¢}

for (S,m,t) € D do
| D'E{(Smit+1)}
return (B',D’)

Fig. 4. Reductions and simulator for the proof of Theorem 2, for S € S and R € R.

When Does Unlinkability Imply Anonymity? Note that, as discussed
before, unlikability only implies anonymity under certain circumstances. In fact,
if right after initialization a sender S sends a message m to a receiver R through
ULK}g\,?R7 and right after that, R fetches its messages, then an eavesdropping
adversary E will learn that indeed the sender was S, the receiver was R, and
will clearly also link the two actions together. In particular, this means that E

26



Hy
init:
B+ o
for R € R do
(skr, pkg) < Gen
out(E; (R, pkg))
iface S(me M, RER):
B + Rnc(B)
¢ < Encpy,, (m)
out(E; (S, c)
¢ < Rnc(m
B & {¢}
iface R(o):
OE, Orp +— &
out(E; R)
out(E; B)
for ¢ € B do
m < Decgip (€)
if m # L then
Op < {¢}
Or < {m}
B & Op
out(E; Og)
out(R; Or)
unc Rnc(B):
B« o
for c € B do
¢ < Rnc(c)
B & {¢}
return B’

st}

Hy,

init:

B+ @,M,C <[]

r~ $ — $ n
IR < R, m < M

for R € R do

B <+ Rnc(B, M)
¢  Encyy,, (m)

MIR] & {m}
Cl(R,m)] ¢

iface R(¢):

OE, Op +— O

out(E; R)

out(E;B)

for m € M[R] do
| 05 & {e}

OR — M[R]
MIR] «+ &

B < Og

out(F; Og)
out(R; Or)

func Rnc(B, M):

B+ @
for Re R do

¢ < Rnc(c)
B & {¢}
return B’

(skr, pkg) < Gen
out(E; (R, pkg))
iface S(meM, RER):

for me M[R] do
¢+ C[(R,m)]

Hs;
init:
B+ &, M+ []
RERMEM
for R € R do
(skr, pkg) < Gen
out(E; (R, pkg))
face S(me M, ReR):
B < Rnc(B)
¢ ¢ Encpi, (1)
out(E; (S,¢))
¢ < Encyi, (1)
B {¢}
M[R] & {m}
iface R(¢):
OE, Op +— &
out(E; R)
out(E; B)
l <+ |OR|
Op & {ACB: A=t}
OR — M[R]
MIR] «+ &
B+ Op
out(F; Og)
out(R; Or)
func Rnc(B):
B + o
for c€ B do
¢ < Rnc(c)
B & {¢}

return B’

e

-

Fig. 5. Hybrids for the proof of Theorem 2, for S € S and R € R.

can link the sender to a specific ciphertext it saw, and we want to understand
when this becomes impossible to do for E. Therefore, a natural question is, under

what circumstances does UL

S—-R
KM

provide anonymity of the senders? Consider

now the case where, right after initialization, the following sequence of actions
takes place: (1) sender Sy sends message mg to receiver Ry, (2) sender S; sends
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message mq to receiver Ry, (3) Ry fetches its messages, and (4) R; fetches its
messages. Now, the guarantee provided by ULKﬁ?R is that E cannot link any of
the two senders to any of the two receivers, that is, E will be unable to distinguish
the case that S; sent to R; from the case that S; sent to Ry_;, for i € {0,1}.
This implies that now E cannot link any ciphertext it sees to neither Sy nor
S1. Moreover, after those four actions take place, that is, after the set M kept
by ULK‘/SV?R is empty again, the state of anonymity is equivalent to the one
right after initialization. Therefore, to answer the above question, senders are
guaranteed to be anonymous among the set of senders that sent messages since
the last time that M was not empty.

4.4 Second Main Result: Single Dishonest Mixer

We now consider the case where the mixer is dishonest, that is, H = SUR
(and H = {M, E}). This means that we define security of a URE scheme as in
Definition 28, but where no protocol converter is attached to interface M of the
assumed resource. More precisely, we are considering security of an H-protocol
T re Which is composed only by the local protocols 7g (for S € S) and 7g (for
R € R) from Definition 27. In order to meaningfully adapt Definition 28 to
e, We need to introduce the following resources (for this specific honest and
dishonest parties sets H and H): the insecure and the confidential channels.

Definition 29 (INS37®). For S € S and R € R, we define the resource
INSS™™R as follows:
— On input (¢, R) € C x R at interface S, output (S, c) at interfaces E, M.
— On input (¢, R) € C x R at interface € {E,M}, output (I,c) at interface R.
Definition 30 (CNF3'®). For S € S and R € R, we define the resource
CNF3 R as follows, where initially i < 0 and T « []:
— On input (m,R) € M x R at interface S, output (S,|m|,i) at interfaces
E, M, and set T[i] < (S,m, R) and i &,

— On input (m, R) € M xR at interface I € {E, M}, output (I,m) at interface
R.

— On input i € N at interface I € {E, M}, get (S,m,R) < Ti], and output
(S,m) at interface R.

We can now define the composable security of 7{ze as follows.
Definition 31 (dm-ure). [1-AUTRS, AUTS M AUTHE R | 72 CNFSP™.

It is easy to see that, since now the mixer is dishonest, the assumed resource
behaves exactly as the insecure channel INSS %, since now the adversary (con-
trolling interfaces E and M) not only will see every ciphertext input by the
honest senders, but it will also be able to inject ciphertexts to the receivers.
Therefore, as it has been shown in [CMT13,BMPR21], it is possible to construct
the confidential channel CNFS"® from INSS ™7 if the scheme is ind-rcca secure.

Theorem 3. cor A rob A ind-rcca = dm-ure. O
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A Missing Proofs

In this section (and also in Appendix C), some proofs (of both implications and
separations) use the exact same sequence of factorizations as previous proofs
(but on possibly different systems). In such cases, instead of essentially repeating
the exact same argument, we say that the proof is analogous to a previous one.

A.1 Combined Notions
Lemma 13. cor A rob <= cor-rob.

Proof.

= Let (sky1, pk;) < Gen and (ska, pky) < Gen, and consider

e pi([S,z]) = [(S, (Ez, *) > R* > D, )u
(Epk,, *) > R* > Dy, , (Epr, , *) > R* > Dy e, 7, phs ]

(
o p2([S,z]) = [((*, %)1, (Epk,, *) > R* > Do s,
<(]E *[)l>R*l>Dsk1,S>*,pk1,z]],

o p3([S,z,y]) = [[<(]m )1, S)e, ((Ey, *) > R > Doy, (%, #)1 ), 2, 9], and
b p4([[vaay]]) [[((]* *Dlvql *D > <S7(]*7*D1>*vy7x]]'
Then:

[(Epr, , *, ) > (R*, %) > Dy shys (B, *, %) > (R, %) > Diggy sy, 0ky, phs]
= [((Ep,, *) > R* > Dy, (Epg, , *) > R > D s,
((Epk,, *) > R* > Dy, , (Epg,, *) > R > D, ), pky, phs]
P1([(Epk,, %) > R > Dy, phy )
fpl([[ﬂ*» *) 1, pky]) (cor)
= [{(*, *D 1, (Epg, , *) > R" > D, o,
((Epk,, *) > R* > Dy, , (Epg,, *) > R > D, ), pky, phs]
= p2([(Epk,, *) > R* > Dy, , pks])
= pa([(*, *)1, ko) (cor)
=[G, %D 1, (Epr, , %) > R > Doggy
<(]Epk27 D >R > Dskw (]* *D >*,p]€1,pk2]]
p3([(Epk,, *) > R* > Doy, phy, pksy])
p3([(L, Dlvpk17pk2ﬂ) (rob)
=[G, %D, (L)1), (Epr, > R > Dok, (%, %) 1), iy, phs ]
Pa([(Epr,, *) > R* > Dy, , pky, pky])
= pa([(L, )1, pky, pky ) (rob)
LG, D1, (L )1, (QLs %D, (s, )1 ), PRy, ]
= [, L, *) > (, %), (5, L, *) 21,3 > (k, %), phy, phs].
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<=: Let (sk1, pky) < Gen and (sko, pky) < Gen, and consider p;([S, T, z,y]) =
[(*, (*,4)) > S, z], for i € {1,2}. Then:
[(Epk,, *) > R > Dy, , pk]
= [(%, (%, 1)) > (Epg, , %, %) > (R, %) > D, sy, D]
= p1([(Epk, . *, *) > (R", %) > Dy sk,
(Epk,, *, *) > (R, %) > D i, sk, , Py, DAo])
= p1([(*, L, *) > (k, ),
(%, L, *)2.1,3> (*, %), pk;, phy]) (cor-rob)
[(, (6, 1) & (o, Ly ) & G, %), phy |
[0, D1, P ],

and

[(Epk, , *) > R > Dy, , pky, pky]
= [[(]*7 <*7 2>D > (]Epkl ) ¥, *D > (]R*v *D > Dy ska > PFy, pk2ﬂ
= pQ([[(]Epkl ) ¥, *D > (]R*v *D > Dskl,skga
(Epk,, %, #) > (R, %) > Dy, sk, , k1, pho])
= pa([(, L, %) & (s, %)y,

(]*7 J—v *D2,173 > <*7 *>*v pklv ka]]) (cor-rob)
= [[(]*a <*7 2>D > (]*7 J—a *D > <*7 *>*5 pl{?hkaH
= [L, pky, pks]. O

Lemma 14. ind-cpa A ik-cpa A ulk-cpa = ind-ik-ulk-cpa.
Proof. Let (ski, pk,) < Gen and (skg, pky) < Gen, and consider
— p1([S, T, z,y]) =[S (x,R), T> (x,R), z,y],

- pQ([[va]]) = HS,S,(L’,kaH, and
= pa([S,2]) = [(S,S>R), (S, S>R), 2, phy].

Then:

[[Epkl > <*7R>’ Epkg > <*,R>,pk1,pk2ﬂ
= p1([Epk, , Epk,, pky, pho])
= p1([Epk, s Epg, » Pk, Phs]) (ik-cpa)
= [Epk, > (x,R), Epi,, > (x, R), pky, phs]
= p2([Epk, > (*, R), pky])
= p2([(Epi, , Epr, > R), pky]) (ulk-cpa)
= [(Epk,, Epi, > R), (Epi,, Epi, > R), pky, pks |
= p3([[Epk1,pk1]])
= p3([[Eik17pk1]]) (ind-cpa)
= [(E® ki pk >R), (E f;kl,Ef;kl > R), pky, pky]- O
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Lemma 15. ind-cpa A ik-cpa A sulk-cpa = ind-ik-sulk-cpa.

Proof. As for Lemma 14, but with p3([S, z]) = [(S,S), (S, S), z, pk,]. O
Lemma 16. ind-ik-ulk-cpa = ind-cpa.

Proof. Let (sk, pk) < Gen and consider p([S, T, z,y]) = [(S)1,z]. Then:

[Epk, pk] = [(Epr > (%, R))1, pk]
=p [[Epkl><* R> Epk’ > <* R> pk pk’ﬂ)
= p

(
([[(Epk,E$k>R) (ES, ES, > R), pk, pk]) (ind-ik-ulk-cpa)
[[< pk> pk>R>17pk]]

[[ pk’pk]] O

Lemma 17. ind-ik-ulk-cpa = ik-cpa.
Proof. Let (ski, pky) < Gen and (skg, pky) < Gen, and consider

= p([S, T, z,y]) =
= p2([S, T, z,y]) =

[(S)1,(T)1,2,y] and
[(S)1,(S)1, 2, 9]
Then:

[Epk, > Epr,, pky, pks]
= [(Epk, > (e, R))1, (Epg, > (%, R)) 1, phy, pho]
= p1([Epk, > (%, R), Epi, > (*, R), pky, phko])
iPl([[aapkl E$k >R), <Eik 7E$k >R), pky, pky]])  (ind-ik-ulk-cpa)
= (B} k> B k > R)1, (B} pk’ pk1DR>1’pk17pk2H
:P2([[<Epk1 E$k >R), (E} Pk, 7E$k > R), pky, pk,])

= po([Epk, > (*,R), Epi, > (%, R), pky, phy]) (ind-ik-ulk-cpa)
= [[(Epkl > <*7R>)17 (Epkl > <*,R>)17p/€1,pk2]]
= [[EpklaEpklvpklvka]]' O

Lemma 18. ind-ik-ulk-cpa = ulk-cpa.
Proof. Let (sk, pk) < Gen and (sk, pk') + Gen, and consider

- pl([[S,T,x,y]]) = [[S,J)]] and
- pg(ﬂS,T,x,yﬂ) = [[<(S)17 (S)l I>R>,$]].
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Then:
[y (%, R), ph]
= p1([Epx > (x,R), E i & (%, R), pk, pk'])
= Pl([[<Eik, Eik >R), <Eﬁka Eik >R), pk, pK])
= [[<Eik’Ef;k‘>R>vpk]]
= [[<<Eik7 Eik >R)1, <Ef;kv E?;k >R)1 > R), pk]

= 02([[<Ef;k7 Eik >R), <Eika Eﬁk >R), pk, pK])

= p2([[Epk‘> <*7R>7 Epk/ > <*7R>,pk, pk/]])
= [(Epr > (%, R))1, (Epi > (%, R))1 > R), pk]

(ind-ik-ulk-cpa)

(ind-ik-ulk-cpa)

= [(Epk, Epe > R), pk]. O
Lemma 19. ind-ik-sulk-cpa = ind-cpa.
Proof. Analogous to the proof of Lemma 16. O
Lemma 20. ind-ik-sulk-cpa = ik-cpa.
Proof. Analogous to the proof of Lemma 17. 0
Lemma 21. ind-ik-sulk-cpa = sulk-cpa.
Proof. As for Lemma 18, but with p2([S, T, z,y]) = [{((S)1, (S)1), z]. O

A.2 Generalizing the Notions: From 2 to n Receivers

Lemma 22. cor-rob — n-cor-rob.

Proof. Let p([S1,...,Sn,21,...,2,]) =[S, pk,, . . ], wherefori,j € [n], m €

M, and t € N, S'(i,m,t,5) = S;(m,t,7). Let (ski, pk;) < Gen, ...

Gen. Then:

- [[(]Epk17...,pkn; *, *D > (]R*7 *D > Dskl,.4.78k2n7pkpk;17...,pk}n]]
= p([(Epk, , *, ) > (R, %) > Dggy by - - -

(]Epknv *, *D > (]R*v *D > Dskl,...,sknapkla e

- [[Inapkpkl,...,pkn]] = p([C0*, *) s (Ly D1y ooy (L)1),

n—1 times

) (Skna pkn) <~

s Pk, ])-

(L, D1y (=, D1, Ly D1y oo oy (L) )1 ey - -

n—2 times

ALy D1y ooy (L *) s B, #D 1), PRy - - PRS-

n—1 times

Fori € [n]and j€ {i+1,...,n}, also let

pi,j([[S,T,IE,y]D = [[Hl, N ,Hi,hS,HH,l, .. .,Hj717T,Hj+17 N 7Hn,

pk17~'~7pki—17x7pki+1a"-apkj—lvyap

j+17"'7pkn]]a

where HJ7 is the hybrid system that on input (i',m,t,5') € [n] x M x N x [n]:
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—If (¢, 5") <jex (4,7): If ¢/ = j', output m, otherwise output L.
— Otherwise: Output Decgy, (Rnc (Encyy, (m))).

(<lex is the lexicographic order on [n]2.) Clearly,

— po pl,l([[(]Epka *, *D > (]R*, *D > Dsk,sk/v (]Epk’a *, *D > (]R*, *I) > Dsk,sk/7 pk7 pk’ﬂ)
= [[(]Epkl,“.,pkn7 *, *D > (]R*7 *D > Dskl,...,skn7pkpk17“,,pkn]]7
- po p7l,n([[<(]*7 *D17 (]J-a *D1>*7 <(]J-7 *D17 (]*v *[)1>*,pk, pk/ﬂ) = HInvpkpkl,...,pkn]]v
- pk,£+1(Hquk7 *, *D > GR*v *D > Dsk,sk’; (]Epk’v *, *D > QR*7 *D > Dsk,sk’ ; pka pkl]])
= pk,f([[«]*’ )1, (L, *) s (AL, *1, (%, ) 1), PE, pkl]])>
forall k€ [n—1], € {k,...,n— 1}, and
= P ([(Epk, *, %) > (R*, *) > D g g, (Epwr, %, %) > (R, %) > Dy o, ki, pK])
= pk+1,k’+2([<q*’ *Dh (]J-v *D1>*v <(]J-’ *Dh (]*7 *D1>*a pk, pk‘/]]),
for all k € [n — 2].

Therefore, by the discussion in Section 3.4, this implies

[(Epr,....om, » *, %) & (R %) > Dy st PRy i, ] = [T Pl e ] O

Lemma 23. ind-ik-ulk-cpa = R-ind-ik-ulk-cpa.

Proof. Let p([S1,...,Sn,21,...,2,]) = [S',pk,, . ], where for i € [n],
S’(m,i) = S;(m). Let (ski, pk,) < Gen, ..., (skn, pk,) < Gen. Then:

- [[Epkl ,,,,, pk,, > <*a R>7pkpk‘1,...,pkn]]
= p([Epr, > (%, R), ..., Epp > (%, R), pky, ..., pk,]).
- [[(]*7 *Dl > <Efyk17Eik1 > R>7pk:pkl,..4,pkn]]
= p([(B},, E5 > R), ... (B}, JES, >R),pky, .., pk,]).

For i € [n], also let

pi([S.2]) = [(E} . E;

i By DR), . (ED

vr By, > R),S,

pky

i—1 times

EPki+1 > <*7R>, ey Epk” > <*7R>,
pkys . ki, Pk g, DR
Clearly,

— pP° pl([[Epkl > <*? R>7pklﬂ) = [[Epkl,-~7pkn > <*? R>7pkpk’1,...,pkn]]a

~ popull(ES, ES, o R),ph]) = [(+. )1 > (ES, .ES, oR),pk,y . ], and

- Pj([KEikl:Eikl >R), pk]) = pj-&-l([[Epij > (, R>7ij+1ﬂ)7 for all j € [n—1].

Therefore, by the discussion in Section 3.4, this implies

[[Epk1,~~~,pkn > <*7R>7pkpk1,‘..,pknﬂ = [[(]*’ *Dl > <Eik17E§;k1 > R>7pkpk1,...,pkn]]' O
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Lemma 24. ind-ik-sulk-cpa = R-ind-ik-sulk-cpa.
Proof. As for Lemma 23, but with
pi([[s’ :E]]) = [[<Ef)k1 ’ Eik1>; Tt <Ef;k1 ) Eik)1>7 S?

i—1 times

Epki+1 > <*,R>,. . "Epkn > <*,R>,
Pk, Dk, Pk, DR, O

B Relations to Young and Yung’s Notions

In this section we bridge the gap between our security notions ind-cpa, ik-cpa,
ind-r-cpa, and ik-r-cpa, and the corresponding notions introduced by Young and
Yung [YY18]. They phrase their four notions as single-challenge, left-or-right, bit-
guessing problems. On the other hand, out notions are phrased as multi-challenge,
real-or-random, distinction problems (abstracted as substitutions). It is trivial
to transform a (uniform) bit-guessing problem into a distinction one, as well
as relating a single-challenge to a multi-challenge one. Here we show that the
equivalent multi-challenge distinction-based left-or-right notions of Young and
Yung are equivalent to our real-or-random ones.

Another gap between our notions and Young and Yung’s, which is unbridge-
able, is that in their model the adversary can choose the randomness given to the
encryption oracles. This could easily integrated in our setting, but we decided
not to in order to keep the treatment self-contained.

B.1 Young and Yung’s Notions
Definition 32 (lor-ind-cpa).
[(, )1 > Epr, pk] = [(*, )2 > By, pk],
for (sk, pk) < Gen.
Definition 33 (lor-ik-cpa).
[Epk,  pky, ko] = [Epr,, pky, phs],
for independent (sk1, pk,) < Gen and (skz, pk,) < Gen.
Definition 34 (lor-ind-r-cpa).
[(Epr> (+, R), Epi), pk] = [(Epr, Epr > (R, %)), pk],
for (sk, pk) < Gen.
Definition 35 (lor-ik-r-cpa).
[(Epr, > (%, R), Epi, ), phys pho]] = [(Epr, » Epg, > (R, %)), phy, phs ]

for independent (ski, pk,) < Gen and (sko, pky) < Gen.
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B.2 Equivalence of the Notions
Lemma 25. lor-ind-cpa <= ind-cpa.
Proof.
=: Let (sk, pk) < Gen and consider p([S,z]) = [(*,$) > S, z]. Then:

[Epk, pk] = [(*,8) > (%, %)1 > Eyp, pk]

= p([(*, *)1 > Epk, pk])
= p([(*, *)2 > Epg, pk]) (lor-ind-cpa)
= [(*,8) > (%, )2 > By, pk]
= [[Epk,pk]].
<=: Let (sk, pk) < Gen and consider p;([S,z]) = [(*, *); > S, z], for i € {1, 2}.

Then:

[[(]*7 *Dl > Epkapk]] = pl([[Epkvpk]])
= p1([ES,, pk]) (ind-cpa)
= [(*,*)1 > ES,, pk]
= [(*, )2 > ES,, pk]
= pQ([[Ef;lwpk]])
= po([Epk, pk]) (ind-cpa)
= [, *)2 > E, pk]. O

Lemma 26. lor-ik-cpa <= ik-cpa.

Proof.

= Let (ski, pk,) < Gen and (sks, pky) < Gen, and consider p([S,z,y]) =
[E.,S,z,y]. Then:

[[El’kl ) Epkwpkl’ pky] = P([[Epk27 pky, pks])
= P([[Epkl’pkp Pko]) (lor-ik-cpa)
= [[EpklaEpk17pk1apk2]]«

<: Let (ski, pk;) + Gen and (skz, pks) < Gen, and consider p([S, T, z,y]) =

[T, z,y]. Then:
[[Epk1 , Pk, phs] = P([[Epkl  Epk, s pky, pky )
= p([[EpklvEkaapkhka D) (ik—cpa)
= [[Epk27 pklvpk2ﬂ' O

Lemma 27. lor-ind-r-cpa <= ind-r-cpa.
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Proof.
= Let (sk, pk) < Gen and consider p([S, z]) = [(*,$) > (S)1,2, z]. Then:

[Epi> (%, R), pk] = [(+,8) > (Epi > (%, R), Epp)
(Epr> (x, R), Epg), pk]])
(Epk, Epi > (R, %)), pk]) (lor-ind-r-cpa)

8) > (Epk, Epr > (R, %))1,2, pk]
<EpkaEpk'>R>7pk]]~

1 27pk]]

[o

[
[

p
p

(
(
[(,
[

<=: Let (sk, pk) < Gen and consider p1([S, z]) = [(S, E.), z] and po([S,z]) =
(Ez, (S)2,1), z]. Then:
[(Epr > ¢+, R), Epi), pk] = p1([Epi > (%, R), pk])

= p1([(Epr, Ejy > R), pk]) (ind-r-cpa)
= [((Epi, ES, > R), By, pk]
= [(Bpr, (B3> R, Epg)), pk]
= [(Ep, (Epr, EX . > R)21), pk]
= p2([(Epr, B}, > R), pk])

o~ o~

= po([Epi > (%, R), pk]) (ind-r-cpa)
= [[(] pkv( pk > <*,R>)2’1D,pkﬂ
= [[(]Epk, Epk > <R, *>D, pk‘]] O

Lemma 28. lor-ik-r-cpa <= ik-r-cpa.
Proof.

= Let (ski, pk;) < Gen and (sks, pky) <+ Gen, and consider p([S,z,y]) =
[E; > (*,R),(S)3,2,z,y]. Then:

[[Epkl <* R> pky P < ,R>,pk1,pk’2]]
= [[Epkl > (%, R), <Epk17 phy > (R, *>>3 2, Pky, pks]
= p([{Epk,  Epr, > (R, %)), pky, phy])
= P([KEpkl > (%, R), Epk2>7pk1v pky]) (lor-ik-r-cpa)
= [[Epkl > <*7 R>’ <Epk’1 > <*7 R), Epk’2>3,27 Pk, ka]]
= [Epg, & (%, R), (Epg,, Epi,, > R), pky, pho].

<=: Note that, by Lemma 7, ik-r-cpa = ulk-cpa. Therefore, we can use

[KEpkngpkz > R>7pk2ﬂ = [[Epkz > <*7 R>a ka]]

Let (ski, pk;) < Gen and (skg, pky) < Gen, and consider
L4 pl([[sv T7 x, yﬂ) = [[<T7 Ea:>7 Y, J}]] and
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i pQ([[S’x]]) = [[<Ep7€1’ (S)Q,1>7pk1’x>]]'
Then:

[[<Epk1 > <*7 R>a E[Jk2>7 pklv ka]]

= pl([EPkQ > <*’ R>>E;Dk1 > <*’ R),ka,pkl]])
= p1([Epk, > (%, R), (Ep, , Epi, > R), phy, pki )

= [((Epk, , Epr, > R), Epp, ), pky, pko]
=[(E pky > (E ok, > R, Epk2>>a pky, ks ]
=[(E pky > (E phy» Eipk, > R)21), vk, ko]
= p2([<EPk27 Ep, > R), pk,])

= pa([Epk, > (%, R), pky])

= [(Epk,  (Epk, > (%, R))2.1), pky, pky]
= [(Epk, s Epi, & (R, %)), pky, pho].

C Variant of All-in-One Notions

(ik-r-cpa)

(ulk-cpa)

In this section we introduce a different combined notion, ind-ik-r-cpa, that would
result by naturally combining Young and Yung’s ind-r-cpa and ik-r-cpa notions.
We show that together, those two notions imply ind-ik-r-cpa, and also that ind-
ik-r-cpa is implied by the combined notion for confidentiality and anonymity,
ind-ik-cpa, taken together with unlinkability. All shown relations are summarized
in Figure 6. Nevertheless, ind-ik-r-cpa is less directly relatable to our composable

notions than ind-ik-ulk-cpa.
Definition 36 (ind-ik-cpa).

[Epk,, Epk, , Py, pko]| = HEpkl 17pk17pk2]]7
for independent (ski, pk,) < Gen and (skz, pk,) < Gen.
Definition 37 (ind-ik-r-cpa).

[[Epkl > <*a R>7Epk2 > <*a R>7pk1apk2]]

[[<Epk1 ) Ef)kl > R>7 <Epk2 ) Eikl > R>a pkl ) pk2ﬂ7

for independent (ski, pk,) < Gen and (skz, pk,) < Gen.

Lemma 29. ind-cpa A ik-cpa <= ind-ik-cpa.

Proof.
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ind-cpa ind-r-cpa

T~

N\' d-ik- SN ind-ik-r- //
ik-cpa /// UII a // \\\ ik-r-cpa

Fig. 6. Relations among ciphertext-indistinguishability, key-indistinguishability, and
unlinkability.

= Let (sk1,pk;) < Gen and (skz, pk,) < Gen, and consider p([S,z]) =
[S,S, z, pks]. Then:

[[E;Dkl ) Epk2 ) pkla ka]] = HE;Dkl ) Epkl ) pkla ka]] (ik—cpa)
= p([Epk,, pk1])
= p([E},,, pki]) (ind-cpa)

= [[Ef;kl ) Eikl ) pk17 pk?]]

<=: Let (sk, pk) < Gen and (sk,pk’) < Gen, and consider p([S, T,x,y]) =
[S, z]. Then:
[Epr, pk] = p([Epr, Epre, pk, pK])
= p([[Ef;ka Eikvpka pk’ﬂ) (ind_ik—cpa>
= HEikv pk]]
Let (sk1, pky) < Gen and (sko, pk,) < Gen, and consider p;([S1, Se, z,y]) =
[Es,S1—s,z,y], for i € {1,2}. Then:
[[Epkl ) E[sz ) pklv ka]] = pl([[Epkl 9 Epkz ) pkla ka]])
= p1([E}y, . By, . oy ph]) (ind-ik-cpa)
= [[Epkl ) Eikl ’ pklv ka]]
= Pz([[Ef;kl ) Eikl s pky s pky])
= po([Epk, , Bpk,, vky, pks]) (ind-ik-cpa)
= [[EpklaEpklapklaka]]' O
Lemma 30. ind-cpa =4 ind-ik-cpa.

Proof. Let II = (Gen,Enc,Rnc,Dec). For any (sk, pk) € supp Gen, define IT' =
(Gen',Enc’,Rnc’,Dec’) as:

— Gen’ = Gen;
— Encj,(m) = (Encyi(m), pk), for any m € M;
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— Rnc/((c, pk')) = (Rnc(c), pk'), for any (c, pk') € C x PK;
— Dec/,((c, pk')) = Decg(c), for any (c, pk') € C x PK.

Let (sk, pk) < Gen. If II is correct, then II' is clearly also correct, and if
IIEpkapk]] - HEpkvpk]]a
then with p([S, z]) =[S (*,x), z],
[k PE] = [Epi > (*, k), pk]
= p([Ep; pE])
= p([E5y pk])
- [[:E$k:D <*7pk>7pk]]
[[Epk,pk]].
But clearly, for (ski, pk,) < Gen and (skz, pky) < Gen,
[[Epk ’ ;k27pk17pk2]] = [[Epk1 > <* pk1> PkQ > (*,pk2>,pk1,pk2]]
# HEik [>< pk1> pk I>< 5pk1>7pklapk2]]
[[Efk ) E;;$k1 ) pkl? ka]]
Lemma 31. ik-cpa =% ind-ik-cpa.

Proof. Let II = (Gen,Enc,Rnc,Dec). For any (sk, pk) € supp Gen, define II' =

(Gen',Enc’,Rnc’,Dec’) as:

— Gen’ = Gen;

— Enc,(m) = (Encpr(m), m), for any m € M;

— Rnc'((¢,m)) = (Rnc(c), m), for any (c,m) € C x M;
Dec’,((c,m)) = Decg(c), for any (¢,m) € C x M.

If II is correct, then II’ is clearly also correct, and if
[[Epkl 9 Epk2 ) pkh ka]] = [[Epkl ) Epkl 5 pkh ka]]a
then with p([S, z]) = [(S, #), 2],
[[Ep]ga pk]]

[(Epg, %), pk]
([Epk, pE])
([[Epkvpk]])
(Eppr %), pk]
= [Ey, pk].

But clearly, for (ski, pk;) < Gen and (ska, pky) < Gen,

[[E;;kl ) E/pk2 ) pklv ka]] = [[<Ep7€1’ *>7 <EP7€27 *>7 pklv ka]]
7§ [[$ > < pky» >7 $ > <Epk1a *>7pk1apk2]]

[[E;?k ) E/p$k;1 ) pklv ka]] .

[o

p
p
[
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Lemma 32. ind-r-cpa A ik-r-cpa <= ind-ik-r-cpa.
Proof.

=>: Let (sk1,pk;) < Gen and (skz,pky) < Gen, and consider p([S,z]) =
IISﬂ <Epk27 (S>2>7 Z, ka]] Then:

[[Epk'l (*,R),E phy > (*,R), pky, pks]
= [Epg, > (%, R), (Epr,, Epi, > R), pky, phky] (ik-r-cpa)
= [[Epkl D< > < pk27( pkl <*’R>) >7pk17pk2]]
= p([Epk, > <* R), pki])
= p([(E pkla pk >R), pk;]) (ind-r-cpa)
[[< Pk17 pk I>R> < Pk27<EPk17 pk1>R> > pklaka]]
[[< Pk17 pk [>R> <Epk2aE§;k1[>R>7pklapk2]]-
<=: Let (sk,pk) < Gen and (sk, pk’) < Gen, and consider p([S, T,x,y]) =
[S,«]. Then:
[Epr v (%, R), pk] = p([Epi > (%, R), Eyp & (%, R), pk, pk])
= p([(Epi, ES, > R), (B, ES, b R), pk, pk']) (ind-ik-r-cpa)
= [[<EpkaEf;kl>R>7pkH-

Let (ski, pky) < Gen and (sko, pky) < Gen, and consider
e pi([S, T, z,9]) = [E.> (x,R), T,z,y] and

b pQ([[S’ T7xvyﬂ) = [[E’JL > <*7R>’ <Ey7 (S)2>,$,y]].
Then:

[Epk, > (%, R), Epp, > (%, R), pky, phs ]
= p1([Epk, > (%, R), Epp, & (%, R), phy, phs])
= p1([(Ep,, By, > R), (Epiy, B > R), phy, phy])) (ind-ik-r-cpa)
= [Ep, > (%, R), (Epr,, Ejy > R), phy, phs]
= [Epi, > (x,R), (B, <Epk17E§k1 > R)2), pky, pky]
= p2([{Epr, » Eikl >R), <Epk27Ef;kl > R), pky, pko])

= pQ([[Epkl > <*7 R>7 Epkg > <*v R>7 pkla pk2]]) (ind'ik'r'cpa)
= [Epk, > (%, R), (Ep, , (Epk, > (%, R))2), pky, pks]
= [[Epkl > <*5R>7 <Epk27Epk1 D]-:{>7pk17p]€2]]' O

Lemma 33. ind-r-cpa =~ ind-ik-r-cpa.
Proof. Analogous to the proof of Lemma 30. O

Lemma 34. ik-r-cpa =~ ind-ik-r-cpa.
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Proof. Analogous to the proof of Lemma 31. O
Lemma 35. ind-ik-cpa A ulk-cpa = ind-ik-r-cpa.

Proof. Analogous to the proof of Lemma 5. O
Lemma 36. ind-ik-cpa <%~ ind-ik-r-cpa.

Proof. Analogous to the proofs of both Lemma 2 and Lemma 6. O
Lemma 37. ind-ik-r-cpa = ulk-cpa.

Proof. Implied by both Lemma 32 + Lemma 3 and Lemma 32 4+ Lemma 7. [
Lemma 38. ulk-cpa =% ind-ik-r-cpa.

Proof. By Lemma 32, ind-ik-r-cpa = ik-r-cpa, but by Lemma 8, ulk-cpa =~

ik-r-cpa, hence ulk-cpa = ind-ik-cpa would lead to a contradiction. O

D ElGamal-Based Universal Re-Encryption

In this section we fix a cyclic group G = (g) of order ¢ = |G| with generator
g € G.

D.1 Decisional Diffie-Hellman Assumption

We can base all results of this paper on a single assumption, that we also define
as a substitution. The decisional Diffie-Hellman (DDH) problem for G states that
it is hard to distinguish triplets of the form (g%, g%, ¢*%) € G?, for a, B & Zyq,

from triplets of the form (g%, g%, ¢7) € G3, for o, 3,7 & Zg4. To formalize this
assumption as a substitution, we define the following systems.

Definition 38 (DDH Systems).

— Sddh: om input o, output (9%, g°,g*") € G3, for a, 3 & Zg (only once).
— S on input o, output (g%, 9%, 97) € G3, for a, 8,7 & Zy (only once).

We can now capture such assumption as a substitution, and consequently
treat it as a notion which we can relate to other security notions, for a specific
scheme based on DDH.

Definition 39 (ddh). Sgdh = Sgdh,
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D.2 Security of ElGamal-Based URE Scheme

We now define the concrete ElGamal-based URE scheme introduced by Golle
et al [GJJS04] (that is, we specify a concrete instantiation of Definition 5), and
then prove that it satisfies all our notions. In our proofs we will use common
re-randomization techniques, as introduced for example in [BBMO00], in order to
be able to use a single DDH instance to simulate encryption of many messages,
both under a public key defined by such instance and an independent one.

Definition 40. IIyre.gicamal = (Gen, Enc,Rac, Dec), with private-key space SK =
Zq, public-key space PK = G, message space® M = G, and ciphertext space
C = G*, is defined as follows:

Gen() = (sk, g°%), for sk & Z,.
Encyi(m) = (m - pk™°, g™, pk™, g™), for ko, k1 & Zq.

’ ’ ’ !’
Rnc((aOaB()aal?Bl)) = (aoaf‘j?BOBfoaa’;lu fl); fOT’ "{'67"{'/1 & Zq'

Dec.i((co, o, a1, fr)) = {ao/ﬁé’“ if o /B3 =1,

1 otherwise.

In the following we understand the systems from Definition 6 as being implic-
itly parameterized on Ilyre.iGamal-

Lemma 39. cor'lurReeicema polds unconditionally.

Proof. Let (m,t) € G x N. Then, for &, k9, k8, k1, ..., K5, &4 & Zy, (sk, pk)
Gen, 0 = >\ Kb H;;B w), and w = [[i_, k%, on input (m,t) the system
HEpk, %) > R* > D, pk] will output
Deci(Rnc! (Enc,i(m))) = Decgy(Ruc! ((m - pk™, g"°, pk™, g"1)))
= Decy((m - pk’, g7, Pk, g*))
- m- pko/ga-sk
—m - gskva/go-sk

= m’
3 w ) wsk _ skw/ w-sk _
since pk”/g¥ % = gF¥ /g¥ % = 1. Therefore,
HEpk, *) > R > Dy, pk] = [(*, *)1, pk]. O

Lemma 40. rob"Vreesma polds unconditionally with probability %.

* Note that in Definition 5 we specified that M = {0,1}", for some & € N, whereas
here we consider group elements, rather than bitstrings. Since message should have
the same length, we implicitly assume some padding takes place (e.g., via hashing).
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Proof. Let (m,t) € G x N. Then, for £, k9, k8, k1, ..., K5, &4 & Zy, (ski, pky),

(ska, phy) ¢ Gen, 0 = S'_ K H;;}) w), and w = [['_, #%, on input (m,t) the
system [(Epg, , *) > R* > D, , pky, pky] will output

Decy, (Rnc’f(Encp;g1 (m))) = Decg, (Rnct((m - pki°, g™, pk*, ™))
= Decskg ((m ' pk(lrv go’ pk‘f7 gw)>

since pky/g*-sk2 = gk /g sk2 = 1 if and only if sk; = ska, which happens with
probability . Therefore,

[[(]Epkl ) *D > R* > Dsk27 pkhkaﬂ i% [[J-a pklv kaH D

Lemma 41. ddh = ind-cpallure-Eicemal

Proof. Let define reduction p as follows: For i € {0,1}, the system p(Sddh) =
[S, pk] initially inputs o to S¢4h obtaining (x,y, z), and then defines:
— pk=x.
— S: Oninput m € G, get u, v, k1 & Z4 and output (m-z%z?,y*g", " g**, g™ ).
Then:
- p(Sgdh) = [[E;Dkvpk]]: We have that (I,y,Z) = (gavgﬁvgaﬁ)a for 0575 & Zib
hence with sk = « and kg = Su + v we get
(m . Zuxv’ yug'u’ l’Kngl,ng) — (m X gaﬂu+av,gﬁu+v’gaml’gnl)
= (m - g*(Putv) ghute gom gm)
= (m - pk*, g™, pk**, "),
which is distributed exactly as the output of E, on input m.
— p(S9dh) = [[Ef;k,pk]]: We have that (z,,2) = (g%, ¢°,g7), for o, 8,7 & Z,,
hence with sk = a, ko = Bu+wv, and m = m-g“7=*#) (thus, m & G) we get
(m LU yugv xmgm gm) — (m . g'yu+av+(a6u—a[3u) g,Bu+v goml gm)
— (m . gu(wfaﬁ) . ga(ﬁquv)’ gBquU’ gOéIﬂ’gm)
= (7’7’), : pkﬁo’gﬁo,pkﬁl’gﬁl)7
which is distributed exactly as the output of Ef;k on input m.
Therefore, [E,, pk] = p(S3h) = p(Sd") = [[Ef;k,pk]]. O
Lemma 42. ddh = ik-cpa'lUreEiGamal

Proof. For i € {1,2}, let define reduction p; as follows: For j € {0,1}, the system
pi(S3%") = [Epk, , S, pky, pky] initially inputs o to S§4" obtaining (21,1, 21), and
then sets (wa,y2, 22) < (21 - 9% 95 - g%, 2§ - b - y¢¢ - g™), for a, b, c & Zg. 1t then
defines:
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— pky = x1 and pky = xo.
— S: On input m € G, get u, v, k1 & Zq and output (m-zl'z?, ytg", it g™, g").

Then,

- pl(SSdh) = [[EpklaEpklapklakaH: We have that (xhylazl) = (ga’g,@,gaﬁ)’
for a, 8 & Zg4, hence with sk; = o and kg = fu + v we get

(m - zyal, ylg?, aft g™, g ) = (m - goPutey ghutv gam grr)

a(Bu+v) gﬂu+v akq gl*il)

=(m-g .9
= (m - pki°®, g"°, pki*, g™),

which is distributed exactly as the output of Eyx, on input m.

- pl(deh) - [[Epkla pkzapk17pk2ﬂ We have that (x23y2722) (g IagB/ galﬂl)a
for o, 5’ &Z (because o = a+a, 8/ = Be+b, and a, 8,a,b,¢ & Z q), hence
with sky = o/ and Ko = Bu + v we get

K1 K1

(m - 240y, ys gt a5 g™, gkt ) = (m - g Furelv gfluty gali gra
= (m - g® Pute) gfety ge gty

= (m - pky°, g™, pk5*, g"*),

which is distributed exactly as the output of Epx, on input m.

- pl(S‘fdh) = p2(S94h): We have that (xhyl,zl) (ga,gﬁ,m) and (2, Y2, 22) =
(9*, " ,g”) for o ﬁ v & Zyand o = a+a, B = Betb, v = yet+abtBac+
ab. Hence, o/, ', & Zyg, Wthh implies that (x1,y1,21) and (22, y2, 22) are
identically distributed, thus p; (S$9") and p2(S$?") have the same behavior.

Therefore,
[Epk, , Epk, . pky, pho] = p1(SH™)
= p1(S§™) (ddh)
= pa(S7")
= pa(S5™) (ddh)
= [Epk, » Epr, » pky s phy ] O

Lemma 43. ddh = ulk-cpa'lure-EGamal

Proof. For i € {1,2}, let define reduction p; as follows: For j € {0,1}, the system
pi(S83%") = [S, pk] initially inputs ¢ to 894" obtaining (z,y, z), and then defines:
— pk=x.
— S: On input m € G, get u,v Iil,u v H1<—Zq,and5etcl (m-z"z¥, y*g",
g5 g") and ¢y = (m - 2%z Yy gv, 2" gF, g"). Then set ¢y = ¢,
¢1 = Rnc(c1), and é; = Rnc(c)). Finally, output (ciy &)-

Then:
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— p1(S3") = [E i > (*,R), pk]: As we showed in the proof of Lemma 41, if
(z,y,2) = (g%, 4%, g*?), for a, B & Zg, then (m - z%z¥, y"g", z" g1, g"*) is
distributed exactly as the output of E,; on input m, therefore (c1,¢1) is
distributed exactly as the output of E,; > (%, R) on input m.

— p2(S4M) = [(Epk, Epi > R), pk]: As we showed in the proof of Lemma 41, if
(z,y,2) = (g%, g°, g*?), for a, B & Zg, then (m - 2%z, y"g", " g1, g"') and
(m - z“/ac”/, y”/g”/, x“llg“ll,g”/l) are independent and both distributed exactly
as the output of E,; on input m, therefore (¢, é2) is distributed exactly as
the output of (Ep, Ep,>R) on input m.

- pl(S?dh) = p2(sc1]dh): We have that (l’,y,Z) = (ga,gﬁ7gv), for avﬂa’y & an
which implies that (c1, ¢;) and (co, é) are identically distributed, thus p; (S94h)
and po(S$9") have the same behavior.

Therefore,

(S3)
G (ddh)
= pa(S3M)

= pa(S3M) (ddh)

= [(Epk, Epr > R), pk]. O
Lemma 44. ddh = sulk-cpa!lure-£icamal
Proof. Similar to the proof of Lemma 43. O
Corollary 1. ddh = ind-ik-sulk-cpallurReeiGamal

Corollary 2. ddh = cc-urellURE-EiGamal
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