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Abstract

The problem of designing authenticated key establishment protocols has a rich
history. Since 1976 more than a hundred different protocols have been proposed. But
the task of comparing and classifying existing protocols is usually complicated by
the fact that they are described in different terms and with different levels of detail.
This paper contains intermediate results on enumeration and uniform description of
AKE protocols. We publish it in order to get feedback on the description principles
used. Here we describe 100 AKE protocols (there are much more such protocols,
but we found these earlier) in identical terms and the same level of detail. The
proposed descriptions are not structured (chronologically only) but classifying of
these protocols is future work direction.

1 Introduction
This paper focuses on the enumeration and description of two-party authenticated

key establishment (AKE) protocols, specifically those that use standard cryptographic
primitives and basic group operations. We assume that these protocols result in both
parties sharing a secret key. We describe AKE protocols uniformly, meaning that we
present them at the same level of detail (see Section 2) and employ identical terms (see
Section 3), to facilitate the determination of the cryptographic principles behind such
protocols and evaluation of their security.

Here we present interim results comprising first 100 AKE protocols we found in the
literature. There is no doubt that there are many more AKE protocols, and our goal for
the final version of this paper is to describe as many of them as we can find. However,
we exclude from the consideration identity-based AKE protocols (e.g. [56, 57]) as well as
protocols that employ post-quantum or not widespread (at the time of publication of the
paper) cryptographic techniques (e.g. [58, 59, 60, 61, 62]). Furthermore, we focus only
on those protocols that were explicitly designed for the two-party case, where each party
possesses either a key pair or a high-entropy common secret. Therefore, group protocols
(e.g. [63, 64, 65]) modified for the two-party case, or PAKE protocols (e.g. [66, 67, 68]) in
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a case where password is replaced by a high-entropy value will not be described. However,
adding such protocols to the list given in this paper may be an interesting further research
direction.

2 Principles of cryptographic core
An example of descriptions presented in this paper is the description of the Photuris

protocol from [20]. Originally this protocol was described in the document [15], taking
76 pages. Such a detailed description is mainly intended for developers and is aimed at
facilitating the creation of compatible implementations. However, this description is in-
convenient for identifying the cryptographic properties of this protocol and comparing it
with other protocols. The paper [20] describes the protocol that «used as the core cryp-
tographic protocol in Photuris». Such a simplified description was enough for the authors
of this paper to demonstrate the vulnerability of this «core» protocol and consequently
the full Photuris protocol to the unknown key share threat.

Note that when we describe just the cryptographic core of a protocol we in some sense
simplify it. This leads to the fact that some vulnerabilities of the original protocol might
not longer be detected using the descriptions given in this paper. Therefore, in order
to draw conclusions about the security of protocols used in practice, it is necessary, in
addition to the properties of their cryptographic cores, also to take into account the details
of their extended descriptions given in various standards and development specifications.

Further we describe in detail several principles that define what we call the crypto-
graphic core in this paper.

1. No PKI: we don’t describe details of the trusted distribution of public keys;

2. Classes of cryptoprimitives: we use terminology of classes of primitives, we don’t
fix any specific representatives;

3. No formats: we don’t describe message formats in detail;

4. No out-of-group elements: the party always checks that the received element
belongs to the group before any other calculations, and interrupts the protocol
execution if the verification failed;

5. Prime order groups: we describe all group calculations for the case of a group of
a prime order;

6. Ordered messages: we assume that protocol messages are sent strictly in the order
specified in its description.
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No PKI. Ensuring that public key pkA belongs to the party with identifier A can be
solved in various ways, for example, using public key certificates, and is not the task
of the AKE protocols (a similar assumption is used, for example, in [20]). Therefore, in
descriptions, a party always sends only its identifier to the other party. When clarifying
a protocol for a specific practical application, the identifier can (and most likely will) be
replaced, for example, with a public key certificate of the relevant party.

Classes of cryptoprimitives. In Section 3.1 we introduce classes of cryptographic
primitives and corresponding notations to describe all protocols. So we don’t use concrete
representatives and generalize the description if it initially uses a specific cryptoprimitive
(e.g. [51]). Separately, note how we use the KDF function. A number of protocols specify
a concrete procedure for generating certain keys, for example, H(A) ⊕ H(B) ⊕ H(C) or
A+B + C, where A,B,C are group elements computed earlier. So when key generation
includes applying some cryptographic primitive and results in a binary string we describe
it in a more general way KDF(A,B,C). In other cases (result is a group element, or
procedure does not use any cryptographic primitives) we describe it directly: A+B + C
or ν(A) + ν(B) as in mMQV-P1 description (see Section 5.14). Also we assume that the
neutral element of the group cannot be a parameter of any cryptographic primitive. If
this happens, the party interrupts the execution of the protocol with an error.

No formats. In our descriptions, we assume that all parts of the transmitted messages
are clearly distinct and we omit the details of formatting messages (as stated in [54], «but
in practice a principal receiving a message, whether encrypted or not, simply sees a string
of bits which have to be interpreted»). In descriptions that are implementation-oriented,
of course, message formats are usually described (e.g. [15]). Note, that this simplification
does not allow to analyze these protocols for the applicability of the, so-called, «typing
attacks» (see [54] or [73]).

No out-of-group elements. We assume that when an element of a group is received
from a channel, it is first checked for belonging to this group, and only after some calcu-
lations are performed with it. Consequently, our descriptions do not define the procedure
for performing such checks even if it is defined by the authors. This excludes the possibil-
ity of analyzing these protocols for the applicability of the invalid-curve attacks (see, for
example, [70, 71]).

Prime order groups. We describe all protocols for the case of calculations in an ad-
ditive group of prime order. This excludes the possibility of analyzing these protocols for
the applicability of the small subgroup attacks (see, for example, [21, 69]).

Ordered messages. We provide descriptions of the protocols, assuming that the or-
der of messages is fixed. That is, before receiving the first message from the party with
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identifier A, the party with identifier B is in a standby mode and begins to perform any
calculations only after it receives a message from the other party, which contains all ex-
pected values and only them. We mean that the parties carry out such correctness checks,
but we do not specify them explicitly in the descriptions of protocols. After sending its
message, a party waits for a new message from the other party, or performs the final calcu-
lations and returns the result of interaction. Note that the ordering of messages allows the
parties, in addition to the common key, to determine their roles (initiator or responder)
in the interaction, although they may not need them at the application level (examples of
systems where roles are used at the application level are given in [72]). At the same time,
some protocols are initially designed to be used (in particular, for optimization purposes)
without ordering the messages (see, for example, [26, 27]). Note that such protocols can
be naturally described and applied in conditions when messages are ordered.

3 Principles of uniform description

3.1 Notations

If an input of a function or algorithm, which is a binary string, consists of the values of
several parameters, then we list these parameters separated by commas in parentheses. At
the same time, we assume that each of the listed parameters is injectively translated from
the set of possible values into a set of binary strings. Thus, based on the resulting value of
the input argument, it is possible to unambiguously restore the values of the parameters
from which it was obtained. If the function or algorithm has only one argument, then the
second brackets will be omitted. So, for example, if f is a function of two arguments and
g is a function of one argument, then we write f((x1, x2), (y1, y2)) and f(x, (y, z)), but
g(x, y).

Group calculations. Calculations in a group assumed by the original description of
the protocol are described for the case of an additive group G of a prime order q. The
generators of this group are denoted by P, P ′, P ′′ and so on. We denote by Zq a finite field
of characteristic q and assume the canonic representation of the elements in Zq as integers
in the interval [1...q − 1]. We denote by Z∗

q the set Zq without the zero element.
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Keys. We use the following notations for cryptographic keys and shared non-secret
values.

x,X

key pair consisting of a scalar x and corresponding multiple element of
the group X = x ·P which are used in group operations specified by the
protocol itself (in the protocol description we always write x,X without
specifying that X = x · P )

(sks, pks)
key pair of a signature scheme (without specifying the nature of this
values)

(ske, pke)
key pair of a public key encryption scheme (without specifying the na-
ture of this values)

(skk, pkk)
key pair of a key encapsulation mechanism is denoted by (sks, pks)
(without specifying the nature of this values)

psk long-term common secret value (Pre-Shared Key)
Ke key of a symmetric encryption scheme
Ka key of a message authentication scheme
Kae key of a authenticated encryption scheme
Kp key of a pseudorandom function

K

shared secret key established as a result of the protocol, the correspond-
ing key space is denoted by K; in some descriptions it may also be used
as the key of a symmetric encryption scheme and a message authenti-
cation scheme

Cryptoprimitives. We use the following notations for the classes of primitives.

SIG signature scheme:
KGen — key generation algorithm
Sigsks(·) — signing algorithm using the private key sks

σ — signature value
PKE public key encryption scheme:

KGen — key generation algorithm
Encpke(·) — encryption algorithm using the public key pke

Decske(·) — decryption algorithm using the private key ske

SE symmetric key encryption scheme:
KGen — key generation algorithm
EncKe(·) — encryption algorithm using the symmetric secret key Ke

DecKe(·) — decryption algorithm using the symmetric secret key Ke

KEM key encapsulation mechanism:
KGen — key generation algorithm
Encapspkk(·) — encapsulation algorithm using the public key pkk;

generally it may take as an input one argument associated
with the randomness to be used, if there is no arguments it
is assumed that the random values are chosen internally
during the algorithm execution
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Decapsskk(·) — decapsulation algorithms using the private key skk

AE authenticated encryption scheme:
KGen — key generation algorithm
EncKae(·, ·) — encryption algorithm using the symmetric secret key Kae,

the first parameter is an associated (unencrypted) data,
and the second parameter is a plaintext

DecKae(·, ·) — decryption algorithm using the symmetric secret key Kae,
the first parameter is an associated (unencrypted) data,
and the second parameter is a plaintext

MAC message authentication scheme:
KGen — key generation algorithm
MACKa(·) — algorithm for generating the message authentication code

using the key Ka

τ — message authentication code value
PRFKp(·) pseudorandom function using the symmetric secret key Kp:

if the protocol assumes the generation of a pseudorandom function key we
write that the key is chosen uniformly at random from Kp, where Kp denotes
the corresponding message space

KDF(·) key derivation function:
generally it may take as an input an arbitrary number of arguments corre-
sponding either to the input key material or to the context information, the
length of output key material is not taken as an input and can be determined
from the protocol description by the number of output keys

H(·) hash function:
depending on its usage in the protocol, we assume that hash values are binary
strings of some fixed length or elements from Zq

If several primitives of the same type M are used in the protocol description, we
denote them byMi, i = 1, 2, . . ..

For brevity, in our descriptions we write Sigsks and MACKa instead of SIG.Sigsks and
MAC.MACKa respectively.

Miscellanea. We also use the following additional notations.

λ security parameter
µ function from G to Zq

ν
function from G to {0, 1}s for some s, which is determined from the
context

c1, c2, c3, c4 various nonzero strings of the same length fixed within the protocol
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ε empty string
GetTime function which returns the current time
a

U←− A element a is chosen from the set A uniformly at random
a⊕ b bitwise addition modulo 2 of bit strings a and b of the same length

3.2 Protocol description

In the protocols described in this paper, there are always two parties, which are denoted
by A and B, and A is the initiator, and B is the responder.

For convenience, when specifying the identifiers of the parties, we use the same nota-
tions as for the parties themselves, but in italics and without bold highlighting: A and B.
We add a subscript with the identifier of one of the parties for values that are similar in
meaning, but not equal in value (e.g. ephemeral keys EA and EB), but we use the same
notation for the same values that coincide on both sides when the protocol is executed
correctly (e.g. the result shared key K).

When describing a protocol, we first list long-term parameters of each party (e.g.,
A : xA, XA or B : (sks

B, pk
s
B), sid, psk). The result of interaction of the parties is always

only common secret denoted by K. We don’t consider the case when the goal of AKE
protocol is to negotiate some public information between two parties. Such protocols (e.g.
full-fledged SIGMA-R protocol from [20]) are described in this paper for the case when
there is no public information to negotiate.

Verification procedures are described in abbreviated form. Verification of signatures
and message authentication codes is simply denoted by «Verifyσ, τ», omitting those
calculations that are necessary for this, except for the calculation of keys. For example, in
the protocol SIGMA-opt1 described in Section 5.48, «VerifyσA» hides the precomputation
of the MACKa(A) value. If a condition is specified after the word «Verify», it means that
this condition is to be checked. Also we do not indicate that if the verification failed, the
party terminates the protocol execution and returns an error.

We try to ensure that private keys are used either only in group computations, or
only in one specific cryptographic primitive such as a signature or a public key encryption
scheme. In cases when the authors of the protocol allow such a possibility, we split the keys
in the way specified above (e.g. protocol with splitted keys is described in Section 5.89).

In cases when a party checks some ratio, which includes some values received from the
channel and some other values which are already known to the party, and designations
for these values coincide, we add an overline to the received values («Verify B = B»).

When describing a message, we always specify identifiers of the parties first if they
are included in this message. If the same identifiers are forwarded through the channel
several times, then for brevity we do not indicate these repeated transfers.
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4 Chronology
The table below lists the protocols in the chronological order. For each protocol we

specify the paper in which the protocol was introduced and a number of section with its
description. Symbol «*» denotes that the protocol name is not the original name proposed
by the authors and is firstly appeared in this paper. Symbol «◦» denotes that the protocol
is initially introduced as a «toy-protocol» for educational and methodological purposes.

Year Name Paper Section
1976 DH [1] 5.1
1986 MTI/A0 [2] 5.2
1986 MTI/B0 [2] 5.3
1986 MTI/C0 [2] 5.4
1992 STS-ENC [3] 5.5
1992 STS-Toy1◦ [3] 5.6
1992 STS-Toy2◦ [3] 5.7
1992 STS-Toy3◦ [3] 5.8
1992 STS-Toy4◦ [3] 5.9
1992 STS-MAC [3] 5.10
1993 ISO93-KE* [4] 5.11
1994 NR [5, 9] 5.12
1995 MQV-P1* [6] 5.13
1995 mMQV-P1* [6] 5.14
1995 MQV-P2* [6] 5.15
1995 MQV-P3* [6] 5.16
1995 mMQV-P3* [6] 5.17
1995 mMTI/A0* [6] 5.18
1995 mMTI/B0* [6] 5.19
1995 mMTI/C0* [6] 5.20
1995 mNR* [6] 5.21
1996 mSTS* [8] 5.22
1997 B-WJM1* [10] 5.23
1997 B-WJM2* [10] 5.24
1997 B-WJM3* [10] 5.25
1997 B-WJM4* [10] 5.26
1998 KEA [12] 5.27
1998 LMQSV-P1* [13, 21] 5.28
1998 LMQSV-P2* [13, 21] 5.29
1998 LMQSV-P3* [13, 21] 5.30
1998 LLK [14] 5.31
2000 SK4* [17] 5.32

2000 SK4-i* [17] 5.33
2000 SK4-ii* [17] 5.34
2000 SK5* [17] 5.35
2000 SK6* [17] 5.36
2001 SIG-DH [18] 5.37
2001 ENC [18] 5.38
2001 REKEY-AM [18] 5.39
2001 REKEY-UM [18] 5.40
2003 Toy1*◦ [20] 5.41
2003 Toy2*◦ [20] 5.42
2003 BADH◦ [20] 5.43
2003 ISO93-KE-4m* [20] 5.44
2003 ISO93-KE-ab* [20] 5.45
2003 SIGMA [20] 5.46
2003 SIGMA-toy*◦ [20] 5.47
2003 SIGMA-opt1* [20] 5.48
2003 SIGMA-opt2* [20] 5.49
2003 SIGMA-I [20] 5.50
2003 SIGMA-I-opt1* [20] 5.51
2003 SIGMA-I-opt2* [20] 5.52
2003 sSIGMA-R*◦ [20] 5.53
2003 sSIGMA-R1* [20] 5.54
2003 sSIGMA-R2* [20] 5.55
2003 sSIGMA-R3* [20] 5.56
2003 SIGMA-R [20] 5.57
2003 SIGMA-R-opt1* [20] 5.58
2003 SIGMA-R-opt2* [20] 5.59
2003 SSEB* [23] 5.60
2003 SSEB+C* [23] 5.61
2004 P* [24] 5.62
2004 TS3 [26, 27] 5.63
2004 TS3-1* [26, 27] 5.64
2005 HMQV [28] 5.65

8



2005 HMQV-C [28] 5.66
2005 HMQV-1P [28] 5.67
2005 KEA+ [29] 5.68
2005 KEA+C [29] 5.69
2005 ECKE-1 [58] 5.70
2006 NAXOS [31] 5.71
2006 KAM [32] 5.72
2007 CMQV-2* [33, 38] 5.73
2007 CMQV-1* [33, 38] 5.74
2007 ECKE-1N [34] 5.75
2008 TS1 [26, 27] 5.76
2008 TS2 [26, 27] 5.77
2008 HC* [35] 5.78
2008 NAXOS+ [36] 5.79
2008 NAXOS+1p* [36] 5.80
2008 NAXOS+C [36] 5.81
2009 FHMQV [37] 5.82
2009 FHMQV-C [37] 5.83
2009 SIG-DH+ [39] 5.84
2010 SMQV [40] 5.85
2010 YAK [41] 5.86
2010 EECKE-1N [42] 5.87
2011 TMQV [43] 5.88
2011 CF [44] 5.89
2012 CMQV+ [45] 5.90
2012 GC [46] 5.91
2015 sHMQV [48] 5.92
2017 Echinacea-3 [51] 5.93
2017 Echinacea-3-psk* [51] 5.94
2017 Echinacea-2 [51] 5.95
2017 Echinacea-2-psk* [51] 5.96
2017 Limonnik-3 [51] 5.97
2017 Limonnik-3-psk* [51] 5.98

2017 eFHMQV [52] 5.99
2019 CSigMA [53] 5.100
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5 Protocols

5.1 DH

A B

eA
U←− Z∗

q

EA ← eA · P A,EA eB
U←− Z∗

q

B,EB EB ← eB · P

K ← eA · EB K ← eB · EA

return K return K

5.2 MTI/A0

A : xA, XA B : xB, XB

eA
U←− Z∗

q

EA ← eA · P A,EA eB
U←− Z∗

q

B,EB EB ← eB · P

K ← xA · EB + eA ·XB K ← eB ·XA + xB · EA

return K return K

5.3 MTI/B0

A : xA, XA B : xB, XB

eA
U←− Z∗

q

ZA ← eA ·XB
A,ZA eB

U←− Z∗
q

B,ZB ZB ← eB ·XA

K ← 1/xA · ZB + eA · P K ← 1/xB · ZA + eB · P
return K return K
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5.4 MTI/C0

A : xA, XA B : xB, XB

eA
U←− Z∗

q

ZA ← eA ·XB
A,ZA eB

U←− Z∗
q

B,ZB ZB ← eB ·XA

K ← 1/xA · eA · ZB K ← 1/xB · eB · ZA

return K return K

5.5 STS-ENC

A : sksA, pk
s
A B : sksB, pk

s
B

eA
U←− Z∗

q

EA ← eA · P EA eB
U←− Z∗

q

EB ← eB · P
σB ← SigsksB (EB, EA)

K ← eB · EA

K ← eA · EB
B,EB, rB rB ← SE .EncK(σB)

σB ← SE .DecK(rB)

Verify σB

σA ← SigsksA(EA, EB)

rA ← SE .EncK(σA)
A, rA σA ← SE .DecK(rA)

Verify σA

return K return K
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5.6 STS-Toy1

A : sksA, pk
s
A B : sksB, pk

s
B

eA
U←− Z∗

q

EA ← eA · P EA eB
U←− Z∗

q

EB ← eB · P

Verify σB
B,EB, σB σB ← SigsksB (EB, EA)

σA ← SigsksA(EA, EB)
A, σA Verify σA

K ← eA · EB K ← eB · EA

return K return K

5.7 STS-Toy2

A : sksA, pk
s
A B : sksB, pk

s
B

eA
U←− Z∗

q

EA ← eA · P EA eB
U←− Z∗

q

EB ← eB · P
σB ← SigsksB (EB)

K ← eB · EA

K ← eA · EB
B,EB, rB rB ← SE .EncK(σB)

σB ← SE .DecK(rB)

Verify σB

σA ← SigsksA(EA)

rA ← SE .EncK(σA)
A, rA σA ← SE .DecK(rA)

Verify σA

return K return K
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5.8 STS-Toy3

A : sksA, pk
s
A B : sksB, pk

s
B

eA
U←− Z∗

q

EA ← eA · P EA eB
U←− Z∗

q

EB ← eB · P
σB ← SigsksB (EA)

K ← eB · EA

K ← eA · EB
B,EB, rB rB ← SE .EncK(σB)

σB ← SE .DecK(rB)

Verify σB

σA ← SigsksA(EB)

rA ← SE .EncK(σA)
A, rA σA ← SE .DecK(rA)

Verify σA

return K return K

5.9 STS-Toy4

A : sksA, pk
s
A B : sksB, pk

s
B

eA
U←− Z∗

q

EA ← eA · P EA eB
U←− Z∗

q

EB ← eB · P
σB ← SigsksB (c1)

K ← eB · EA

K ← eA · EB
B,EB, rB rB ← SE .EncK(σB)

σB ← SE .DecK(rB)

Verify σB

σA ← SigsksA(c2)

rA ← SE .EncK(σA)
A, rA σA ← SE .DecK(rA)

Verify σA

return K return K
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5.10 STS-MAC

A : sksA, pk
s
A B : sksB, pk

s
B

eA
U←− Z∗

q

EA ← eA · P EA eB
U←− Z∗

q

EB ← eB · P
σB ← SigsksB (EB, EA)

K ← eB · EA

K ← eA · EB
B,EB, σB, τB τB ← MACK(σB)

Verify σB, τB

σA ← SigsksA(EA, EB)

τA ← MACK(σA)
A, σA, τA Verify σA, τA

return K return K

5.11 ISO93-KE

The description is taken from [20]. This is also the upper-left ”toy” protocol in Figure
1 in [20].

A : sksA, pk
s
A B : sksB, pk

s
B

eA
U←− Z∗

q

EA ← eA · P A,EA eB
U←− Z∗

q

EB ← eB · P

Verify σB
B,EB, σB σB ← SigsksB (EA, EB, A)

σA ← SigsksA(EB, EA, B) σA Verify σA

K ← KDF(eA · EB) K ← KDF(eB · EA)

return K return K
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5.12 NR

We describe the generalized protocol introduced in [9], any particular variant of the
protocol is defined by the choice of coefficients a, b, c.

A : xA, XA B : xB, XB

r, u
U←− Z∗

q

W ← u ·XB − r · P
compute s :

ar + b · xA + c = 0 A,W, s R← −1/a · (c · P + b ·XA)

K ← u · P K ← 1/xB · (W +R)

return K return K

where (a, b, c) is a permutation of (±µ(W ),±s,±1).

5.13 MQV-P1

This protocol is called Protocol 1 in the original paper [6].

A : xA, XA B : xB, XB

eA
U←− Z∗

q

EA ← eA · P

sA ← eA − xA · µ(EA)
A,EA, sA eB

U←− Z∗
q

EB ← eB · P

B,EB, sB sB ← eB − xB · µ(EB)

Verify sB · P + µ(EB) ·XB = EB Verify sA · P + µ(EA) ·XA = EA

K ← eA · EB K ← eB · EA

return K return K
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5.14 mMQV-P1

This protocol is a modification of Protocol 1 from the paper [6].

A : xA, XA B : xB, XB

eA
U←− Z∗

q

EA ← eA · P

e′A
U←− Z∗

q

E′
A ← e′A · P

sA ← eA − xA · µ(EA)
A,EA, E

′
A, sA eB

U←− Z∗
q

EB ← eB · P

e′B
U←− Z∗

q

E′
B ← e′B · P

B,EB, E
′
B, sB sB ← eB − xB · µ(EB)

Verify sB · P + µ(EB) ·XB = EB Verify sA · P + µ(EA) ·XA = EA

K ← ν(eA · EB)⊕ ν(e′A · E′
B) K ← ν(eB · EA)⊕ ν(e′B · E′

A)

return K return K

5.15 MQV-P2

This protocol is called Protocol 2 in the original paper [6].

A : xA, XA B : xB, XB

eA
U←− Z∗

q

ZA ← eA ·XB

EA ← eA · P

sA ← eA + xA · µ(ZA)
A,EA, sA eB

U←− Z∗
q

ZB ← eB ·XA

EB ← eB · P

B,EB, sB sB ← eB + xB · µ(ZB)

ZB ← xA · EB ZA ← xB · EA

Verify sB · P − µ(ZB) ·XB = EB Verify sA · P − µ(ZA) ·XA = EA

K ← ZB + ZA K ← ZA + ZB

return K return K
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5.16 MQV-P3

This protocol is called Protocol 3 in the original paper [6].

A : xA, XA B : xB, XB

eA
U←− Z∗

q

EA ← eA · P

sA ← eA − xA · µ(EA)
A,EA, sA Verify sA · P + µ(EA) ·XA = EA

K ← eA ·XB K ← xB · EA

return K return K

5.17 mMQV-P3

This protocol is a modification of Protocol 3 from the paper [6].

A : xA, XA B : xB, XB

rnd ∈ {0, 1}λ A, rnd eB
U←− Z∗

q

EB ← eB · P

Verify sB · P + µ(EB) ·XB = EB
B,EB, sB sB ← eB − xB · µ(EB)

K ← ν(xA · EB)⊕ rnd K ← ν(eB ·XA)⊕ rnd

return K return K

5.18 mMTI/A0

A : xA, XA B : xB, XB

eA
U←− Z∗

q

EA ← eA · P A,EA eB
U←− Z∗

q

EB ← eB · P
K ← eB ·XA + xB · EA

K ← xA · EB + eA ·XB
B,EB, τB τB ← MACK(EB)

Verify τB

return K return K
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5.19 mMTI/B0

A : xA, XA B : xB, XB

eA
U←− Z∗

q

ZA ← eA ·XB
A,ZA eB

U←− Z∗
q

ZB ← eB ·XA

K ← 1/xB · ZA + eB · P

K ← 1/xA · ZB + eA · P B,ZB, τB τB ← MACK(ZB)

Verify τB

return K return K

5.20 mMTI/C0

A : xA, XA B : xB, XB

eA
U←− Z∗

q

ZA ← eA ·XB
A,ZA eB

U←− Z∗
q

ZB ← eB ·XA

K ← 1/xB · eB · ZA

K ← 1/xA · eA · ZB
B,ZB, τB τB ← MACK(ZB)

Verify τB

return K return K
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5.21 mNR

A : xA, XA B : xB, XB

k
U←− Z∗

q

r
U←− Z∗

q

W ← k ·XB − r · P
s← r − µ(W ) · xA
K ← k · P

τA ← MACK(XA)
A,W, s, τA R← s · P + µ(W ) ·XA

K ← 1/xB · (W +R)

Verify τA

return K return K

5.22 mSTS

This is the modification of STS protocol described in [8].

A : sksA, pk
s
A B : sksB, pk

s
B

eA
U←− Z∗

q

EA ← eA · P EA eB
U←− Z∗

q

EB ← eB · P
K ← eB · EA

K ← eA · EB
B,EB, σB σB ← SigsksB (EA, EB,H(K))

Verify σB

σA ← SigsksA(EB, EA,H(K)) A, σA Verify σA

return K return K
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5.23 B-WJM1

A : xA, XA B : xB, XB

eA
U←− Z∗

q

EA ← eA · P A,EA eB
U←− Z∗

q

EB ← eB · P
Ka ← KDF(xB ·XA, c1)

Ka ← KDF(xA ·XB, c1)
B,EB, τB τB ← MACKa(c2, B,A,EB, EA)

Verify τB

τA ← MACKa(c3, A,B,EA, EB)
τA Verify τA

K ← KDF(eA · EB, c4) K ← KDF(eB · EA, c4)

return K return K

5.24 B-WJM2

A : xA, XA B : xB, XB

eA
U←− Z∗

q

EA ← eA · P A,EA eB
U←− Z∗

q

EB ← eB · P
K,Ka ← KDF(eB · EA, xB ·XA)

K,Ka ← KDF(eA · EB, xA ·XB)
B,EB, τB τB ← MACKa(c1, B,A,EB, EA)

Verify τB

τA ← MACKa(c2, A,B,EA, EB)
τA Verify τA

return K return K
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5.25 B-WJM3

A : xA, XA B : xB, XB

eA
U←− Z∗

q

EA ← eA · P A,EA eB
U←− Z∗

q

B,EB EB ← eB · P

K ← KDF(eA · EB, xA ·XB) K ← KDF(eB · EA, xB ·XA)

return K return K

5.26 B-WJM4

A : xA, XA B : xB, XB

eA
U←− Z∗

q

EA ← eA · P A,EA eB
U←− Z∗

q

B,EB EB ← eB · P

K ← KDF(xA · EB, eA ·XB) K ← KDF(eB ·XA, xB · EA)

return K return K

5.27 KEA

A : xA, XA B : xB, XB

eA
U←− Z∗

q

EA ← eA · P A,EA eB
U←− Z∗

q

B,EB EB ← eB · P

K ← KDF(xA · EB + eA ·XB) K ← KDF(eB ·XA + xB · EA)

return K return K
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5.28 LMQSV-P1

This protocol is called Protocol 1 in the original papers [13, 21]. In the subsequent it
is usually referred to as MQV protocol (see e.g. [28, 55]).

A : xA, XA B : xB, XB

eA
U←− Z∗

q

EA ← eA · P A,EA eB
U←− Z∗

q

B,EB EB ← eB · P

sA ← eA + xA · µ(EA) sB ← eB + xB · µ(EB)

K ← sA · (EB + µ(EB) ·XB) K ← sB · (EA + µ(EA) ·XA)

return K return K

5.29 LMQSV-P2

This protocol is called Protocol 2 in the original papers [13, 21].

A : xA, XA B : xB, XB

eA
U←− Z∗

q

EA ← eA · P A,EA

sA ← eA + xA · µ(EA) sB ← xB + xB · µ(XB)

K ← sA · (XB + µ(XB) ·XB) K ← sB · (EA + µ(EA) ·XA)

return K return K
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5.30 LMQSV-P3

This protocol is called Protocol 3 in the original papers [13, 21].

A : xA, XA B : xB, XB

eA
U←− Z∗

q

EA ← eA · P A,EA eB
U←− Z∗

q

EB ← eB · P
sB ← eB + xB · µ(EB)

Q← sB · (EA + µ(EA) ·XA)

K,Ka ← KDF(Q)

sA ← eA + xA · µ(EA)
B,EB, τB τB ← MACKa(c1, B,A,EB, EA)

Q← sA · (EB + µ(EB) ·XB)

K,Ka ← KDF(Q)

Verify τB

τA ← MACKa(c2, A,B,EA, EB)
τA Verify τA

return K return K

5.31 LLK

A : xA, XA B : xB, XB

eA
U←− Z∗

q

ZA ← eA ·XB
A,ZA eB

U←− Z∗
q

K ← ZA + eB ·XA

K ← ZA + (xA/(xA + eA)) ·WB
B,WB WB ← eB ·XA + (eB/xB) · ZA

return K return K

23



5.32 SK4

This protocol is called Protocol 4 in the original paper [17].

A : xA, XA B : xB, XB

eA
U←− Z∗

q

EA ← eA · P A,EA eB
U←− Z∗

q

B,EB EB ← eB · P

K ← KDF(eA ·XB + (xA + eA) · EB) K ← KDF(eB ·XA + (xB + eB) · EA)

return K return K

5.33 SK4-i

This is Protocol 4 from [17] with a session key calculated according to variation i.

A : xA, XA B : xB, XB

eA
U←− Z∗

q

EA ← eA · P A,EA eB
U←− Z∗

q

B,EB EB ← eB · P

K ← KDF(eA ·XB + xA · EB, eA · EB) K ← KDF(eB ·XA + xB · EA, eB · EA)

return K return K
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5.34 SK4-ii

This is Protocol 4 from [17] with a session key calculated according to variation ii.

A : xA, XA B : xB, XB

eA
U←− Z∗

q

EA ← eA · P A,EA eB
U←− Z∗

q

B,EB EB ← eB · P

K ← KDF(eA ·XB, xA · EB, eA · EB) K ← KDF(xB · EA, eB ·XA, eB · EA)

return K return K

5.35 SK5

This protocol is called Protocol 5 in the original paper [17].

A : xA, XA B : xB, XB

eA
U←− Z∗

q

EA ← eA · P A,EA eB
U←− Z∗

q

EB ← eB · P
K,Ka ← KDF(eB ·XA + (xB + eB) · EA)

K,Ka ← KDF(eA ·XB + (xA + eA) · EB)
B,EB, τB τB ← MACKa(c1, B,A,EB, EA)

Verify τB

τA ← MACKa(c2, A,B,EA, EB)
τA Verify τA

return K return K
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5.36 SK6

This protocol is called Protocol 6 in the original paper [17].

A : (xA, XA), (sk
s
A, pk

s
A) B : xB, XB

eA
U←− Z∗

q

EA ← eA · P

σA ← SigsksA(EA, A)
A,EA, σA Verify σA

eB
U←− Z∗

q

EB ← eB · P
K,Ka ← KDF(eB ·XA + (xB + eB) · EA)

K,Ka ← KDF(eA ·XB + (xA + eA) · EB)
B,EB, τB τB ← MACKa(B,A,EB, EA)

Verify τB

return K return K

5.37 SIG-DH

A : (sksA, pk
s
A), sid B : (sksB, pk

s
B), sid

eA
U←− Z∗

q

EA ← eA · P A, sid, EA Verify sid = sid

eB
U←− Z∗

q

EB ← eB · P

Verify σB
B,EB, σB σB ← SigsksB (B, sid, EB, EA, A)

σA ← SigsksA(A, sid, EA, EB, B) σA Verify σA

K ← eA · EB K ← eB · EA

return K return K
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5.38 ENC

A : sid B : (skeB, pk
e
B), sid

K∗ U←− {0, 1}λ

CA ← PKE .EncpkeB (K
∗) A, sid, CA Verify sid = sid

K∗ ← PKE .DecskeB (CA)

K ← KDF(K∗, A,B, sid) K ← KDF(K∗, A,B, sid)

return K return K

5.39 REKEY-AM

A : psk, sid B : psk, sid

rA
U←− {0, 1}2λ A, sid, rA Verify sid = sid

B, rB rB
U←− {0, 1}2λ

K ← KDF(psk, rA, rB) K ← KDF(psk, rA, rB)

return K return K

5.40 REKEY-UM

A : psk, sid B : psk, sid

rA
U←− {0, 1}2λ A, sid, rA Verify sid = sid

rB
U←− {0, 1}2λ

Ka,K∗ ← KDF(psk) Ka,K∗ ← KDF(psk)

Verify τB
B, rB, τB τB ← MACKa(A, rA, sid, rB)

τA ← MACKa(B, rB, sid, rA)
τA Verify τA

K ← KDF(K∗, rA, rB) K ← KDF(K∗, rA, rB)

return K return K
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5.41 Toy1

This is the upper-right protocol in Figure 1 in [20].
A : sksA, pk

s
A B : sksB, pk

s
B

eA
U←− Z∗

q

EA ← eA · P A,EA eB
U←− Z∗

q

EB ← eB · P

Verify σB
B,EB, σB σB ← SigsksB (EA, EB, B)

σA ← SigsksA(EB, EA, A)
σA Verify σA

K ← KDF(eA · EB) K ← KDF(eB · EA)

return K return K

5.42 Toy2

This is the lower-right protocol in Figure 1 in [20].
A : sksA, pk

s
A B : sksB, pk

s
B

eA
U←− Z∗

q

EA ← eA · P A,EA eB
U←− Z∗

q

EB ← eB · P
σB ← SigsksB (EA, EB, B)

K,Ka ← KDF(eB · EA)

K,Ka ← KDF(eA · EB)
B,EB, σB, τB τB ← MACKa(σB)

Verify σB, τB

σA ← SigsksA(EB, EA, A)

τA ← MACKa(σA)
σA, τA Verify σA, τA

return K return K
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5.43 BADH

A : sksA, pk
s
A B : sksB, pk

s
B

eA
U←− Z∗

q

EA ← eA · P EA eB
U←− Z∗

q

EB ← eB · P

Verify σB
B,EB, σB σB ← SigsksB (EA, EB)

σA ← SigsksA(EB, EA)
A, σA Verify σA

K ← KDF(eA · EB) K ← KDF(eB · EA)

return K return K

5.44 ISO93-KE-4m

A : sksA, pk
s
A B : sksB, pk

s
B

eA
U←− Z∗

q

EA ← eA · P EA eB
U←− Z∗

q

K,Ke ← KDF(eB · EA)

CB ← SE .EncKe(B)

K,Ke ← KDF(eA · EB)
EB, CB EB ← eB · P

B ← SE .DecKe(CB)

σA ← SigsksA(EB, EA, B)

CA ← SE .EncKe(A, σA)
CA A, σA ← SE .DecKe(CA)

Verify σA

σB ← SigsksB (EA, EB, A)

σB ← SE .DecKe(C ′
B)

C ′
B C ′

B ← SE .EncKe(σB)

Verify σB

return K return K
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5.45 ISO93-KE-ab

This protocol is described in [20] only at the idea level («We only sketch the idea
behind this protocol») and called «alias-based», so we call it here with suffix «-ab».

A : sksA, pk
s
A B : sksB, pk

s
B

r
U←− {0, 1}λ

Â← H(A, r)

eA
U←− Z∗

q

EA ← eA · P Â,EA eB
U←− Z∗

q

EB ← eB · P

σB ← SigsksB (EA, EB, Â)

K,Ke ← KDF(eB · EA)

K,Ke ← KDF(eA · EB)
EB, CB CB ← SE .EncKe(B, σB)

B, σB ← SE .DecKe(CB)

Verify σB

σA ← SigsksA(EB, EA, B)

CA ← SE .EncKe(A, r, σA)
CA A, r, σA ← SE .DecKe(CA)

Verify Â = H(A, r), σA

return K return K
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5.46 SIGMA

In addition to the SIGMA protocol described in this section, the authors of [20] discuss
the possibility of re-using the ephemeral keys in this protocol. This means that ephemeral
keys become long-term, and this could be described as a separate protocol, but the de-
scription in [20] is so vague that it cannot be done.

A : sksA, pk
s
A B : sksB, pk

s
B

eA
U←− Z∗

q

EA ← eA · P EA eB
U←− Z∗

q

EB ← eB · P
K,Ka ← KDF(eB · EA)

σB ← SigsksB (EA, EB)

K,Ka ← KDF(eA · EB)
B,EB, σB, τB τB ← MACKa(B)

Verify σB, τB

σA ← SigsksA(EB, EA)

τA ← MACKa(A) A, σA, τA Verify σA, τA

return K return K
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5.47 SIGMA-toy

A : sksA, pk
s
A B : sksB, pk

s
B

eA
U←− Z∗

q

EA ← eA · P EA eB
U←− Z∗

q

EB ← eB · P
K,Ka ← KDF(eB · EA)

σB ← SigsksB (EA, EB)

K,Ka ← KDF(eA · EB)
B,EB, σB, τB τB ← MACKa(B)

Verify σB, τB

σA ← SigsksA(EA, EB)

τA ← MACKa(A) A, σA, τA Verify σA, τA

return K return K

5.48 SIGMA-opt1

A : sksA, pk
s
A B : sksB, pk

s
B

eA
U←− Z∗

q

EA ← eA · P EA eB
U←− Z∗

q

EB ← eB · P
K,Ka ← KDF(eB · EA)

K,Ka ← KDF(eA · EB)
B,EB, σB σB ← SigsksB (EA, EB,MACKa(B))

Verify σB

σA ← SigsksA(EB, EA,MACKa(A)) A, σA Verify σA

return K return K
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5.49 SIGMA-opt2

A : sksA, pk
s
A B : sksB, pk

s
B

eA
U←− Z∗

q

EA ← eA · P EA eB
U←− Z∗

q

EB ← eB · P
K,Ka ← KDF(eB · EA)

K,Ka ← KDF(eA · EB)
B,EB, σB σB ← SigsksB (MACKa(EA, EB, B))

Verify σB

σA ← SigsksA(MACKa(EB, EA, A))
A, σA Verify σA

return K return K

5.50 SIGMA-I

A : sksA, pk
s
A B : sksB, pk

s
B

eA
U←− Z∗

q

EA ← eA · P EA eB
U←− Z∗

q

EB ← eB · P
K,Ka,Kae ← KDF(eB · EA)

σB ← SigsksB (EA, EB)

τB ← MACKa(B)

K,Ka,Kae ← KDF(eA · EB)
EB, CB CB ← AE .EncKae(ε, (B, σB, τB))

B, σB, τB ← AE .DecKae(ε, CB)

Verify σB, τB

σA ← SigsksA(EB, EA)

τA ← MACKa(A)

CA ← AE .EncKae(ε, (A, σA, τA))
CA A, σA, τA ← AE .DecKae(ε, CA)

Verify σA, τA

return K return K
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5.51 SIGMA-I-opt1

A : sksA, pk
s
A B : sksB, pk

s
B

eA
U←− Z∗

q

EA ← eA · P EA eB
U←− Z∗

q

EB ← eB · P
K,Ka,Kae ← KDF(eB · EA)

σB ← SigsksB (EA, EB,MACKa(B))

K,Ka,Kae ← KDF(eA · EB)
EB, CB CB ← AE .EncKae(ε, (B, σB))

B, σB ← AE .DecKae(ε, CB)

Verify σB

σA ← SigsksA(EB, EA,MACKa(A))

CA ← AE .EncKae(ε, (A, σA))
CA A, σA ← AE .DecKae(ε, CA)

Verify σA

return K return K
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5.52 SIGMA-I-opt2

A : sksA, pk
s
A B : sksB, pk

s
B

eA
U←− Z∗

q

EA ← eA · P EA eB
U←− Z∗

q

EB ← eB · P
K,Ka,Kae ← KDF(eB · EA)

σB ← SigsksB (MACKa(EA, EB, B))

K,Ka,Kae ← KDF(eA · EB)
EB, CB CB ← AE .EncKae(ε, (B, σB))

B, σB ← AE .DecKae(ε, CB)

Verify σB

σA ← SigsksA(MACKa(EB, EA, A))

CA ← AE .EncKae(ε, (A, σA))
CA A, σA ← AE .DecKae(ε, CA)

Verify σA

return K return K

5.53 sSIGMA-R

A : sksA, pk
s
A B : sksB, pk

s
B

eA
U←− Z∗

q

EA ← eA · P EA eB
U←− Z∗

q

K,Ka ← KDF(eA · EB)
EB EB ← eB · P

τA ← MACKa(A)

σA ← SigsksA(EB, EA)
A, σA, τA K,Ka ← KDF(eB · EA)

Verify σA, τA

τB ← MACKa(B)

Verify σB, τB
B, σB, τB σB ← SigsksB (EA, EB)

return K return K
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5.54 sSIGMA-R1

A : sksA, pk
s
A B : sksB, pk

s
B

eA
U←− Z∗

q

EA ← eA · P EA eB
U←− Z∗

q

K,Ka ← KDF(eA · EB)
EB EB ← eB · P

τA ← MACKa(c1, A)

σA ← SigsksA(EB, EA)
A, σA, τA K,Ka ← KDF(eB · EA)

Verify σA, τA

τB ← MACKa(c2, B)

Verify σB, τB
B, σB, τB σB ← SigsksB (EA, EB)

return K return K

5.55 sSIGMA-R2

A : sksA, pk
s
A B : sksB, pk

s
B

eA
U←− Z∗

q

EA ← eA · P EA eB
U←− Z∗

q

K,Ka
A,K

a
B ← KDF(eA · EB)

EB EB ← eB · P

τA ← MACKa
A
(A)

σA ← SigsksA(EB, EA)
A, σA, τA K,Ka

A,K
a
B ← KDF(eB · EA)

Verify σA, τA

τB ← MACKa
B
(B)

Verify σB, τB
B, σB, τB σB ← SigsksB (EA, EB)

return K return K
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5.56 sSIGMA-R3

A : sksA, pk
s
A B : sksB, pk

s
B

eA
U←− Z∗

q

EA ← eA · P EA eB
U←− Z∗

q

Verify EA ̸= EB
EB EB ← eB · P

K,Ka ← KDF(eA · EB)

τA ← MACKa(A)

σA ← SigsksA(EB, EA)
A, σA, τA K,Ka ← KDF(eB · EA)

Verify σA, τA

τB ← MACKa(B)

Verify σB, τB
B, σB, τB σB ← SigsksB (EA, EB)

return K return K
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5.57 SIGMA-R

A : sksA, pk
s
A B : sksB, pk

s
B

nA
U←− {0, 1}λ

eA
U←− Z∗

q

EA ← eA · P EA, nA nB
U←− {0, 1}λ

eB
U←− Z∗

q

K,Ka
A,K

a
B,K

ae
A ,Kae

B ← KDF(eA · EB)
EB, nB EB ← eB · P

τA ← MACKa
A
(A)

σA ← SigsksA(nB, EA)

CA ← AE .EncKae
A
(ε, (A, σA, τA))

CA K,Ka
A,K

a
B,K

ae
A ,Kae

B ← KDF(eB · EA)

A, σA, τA ← AE .DecKae
A
(ε, CA)

Verify σA, τA

τB ← MACKa
B
(B)

σB ← SigsksB (nA, EB)

B, σB, τB ← AE .DecKae
B
(ε, CB)

CB CB ← AE .EncKae
B
(ε, (B, σB, τB))

Verify σB, τB

return K return K
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5.58 SIGMA-R-opt1

A : sksA, pk
s
A B : sksB, pk

s
B

nA
U←− {0, 1}λ

eA
U←− Z∗

q

EA ← eA · P EA, nA nB
U←− {0, 1}λ

eB
U←− Z∗

q

K,Ka
A,K

a
B,K

ae
A ,Kae

B ← KDF(eA · EB)
EB, nB EB ← eB · P

σA ← SigsksA(nB, EA,MACKa
A
(A))

CA ← AE .EncKae
A
(ε, (A, σA))

CA K,Ka
A,K

a
B,K

ae
A ,Kae

B ← KDF(eB · EA)

A, σA ← AE .DecKae
A
(ε, CA)

Verify σA

σB ← SigsksB (nA, EB,MACKa
B
(B))

B, σB ← AE .DecKae
B
(ε, CB)

CB CB ← AE .EncKae
B
(ε, (B, σB))

Verify σB

return K return K
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5.59 SIGMA-R-opt2

A : sksA, pk
s
A B : sksB, pk

s
B

nA
U←− {0, 1}λ

eA
U←− Z∗

q

EA ← eA · P EA, nA nB
U←− {0, 1}λ

eB
U←− Z∗

q

K,Ka
A,K

a
B,K

ae
A ,Kae

B ← KDF(eA · EB)
EB, nB EB ← eB · P

σA ← SigsksA(MACKa
A
(nB, EA, A))

CA ← AE .EncKae
A
(ε, (A, σA))

CA K,Ka
A,K

a
B,K

ae
A ,Kae

B ← KDF(eB · EA)

A, σA ← AE .DecKae
A
(ε, CA)

Verify σA

σB ← SigsksB (MACKa
B
(nA, EB, B))

B, σB ← AE .DecKae
B
(ε, CB)

CB CB ← AE .EncKae
B
(ε, (B, σB))

Verify σB

return K return K

5.60 SSEB

A : xA, XA B : xB, XB

eA
U←− Z∗

q

ZA ← eA ·XB
A,ZA eB

U←− Z∗
q

B,ZB ZB ← eB ·XA

K ← eA/xA · ZB + xA ·XB K ← eB/xB · ZA + xB ·XA

return K return K
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5.61 SSEB+C

A : xA, XA B : xB, XB

eA
U←− Z∗

q

ZA ← eA ·XB
A,ZA eB

U←− Z∗
q

ZB ← eB ·XA

K,Ka ← KDF(eB/xB · ZA + xB ·XA)

K,Ka ← KDF(eA/xA · ZB + xA ·XB)
B,ZB, τB τB ← MACKa(c2, B,A, ZB, ZA)

Verify τB

τA ← MACKa(c1, A,B,ZA, ZB)
τA Verify τA

return K return K

5.62 P

Here we generalize the original description of the protocol [24] in order to show its
cryptographic core. Namely, we consider the result of static Diffie-Hellman as an authenti-
cation key and define the usage of MAC function instead of hash function for authentication
of ephemeral public values.

A : xA, XA B : xB, XB

eA
U←− Z∗

q

EA ← eA · P
Ka ← KDF(xA ·XB)

τA ← MACKa(EA)
A,EA, τA Ka ← KDF(xB ·XA)

Verify τA

eB
U←− Z∗

q

EB ← eA · P

Verify τB
B,EB, τB τB ← MACKa(EB)

K ← eA · EB K ← eB · EA

return K return K
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5.63 TS3

A : xA, XA B : xB, XB

eA
U←− Z∗

q

EA ← eA · P
Ka ← KDF(xA ·XB)

τA ← MACKa(A,B,EA)
A,EA, τA Ka ← KDF(xB ·XA)

Verify τA

eB
U←− Z∗

q

EB ← eB · P

Verify τB
B,EB, τB τB ← MACKa(B,A,EB)

K ← eA · EB K ← eB · EA

return K return K

5.64 TS3-1

A : sksA, pk
s
A B : sksB, pk

s
B

eA
U←− Z∗

q

EA ← eA · P

σA ← SigsksA(A,B,EA)
A,EA, σA Verify σA

eB
U←− Z∗

q

EB ← eB · P

Verify σB
B,EB, σB σB ← SigsksB (B,A,EB)

K ← eA · EB K ← eB · EA

return K return K
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5.65 HMQV

A : xA, XA B : xB, XB

eA
U←− Z∗

q

EA ← eA · P A,EA eB
U←− Z∗

q

B,EB EB ← eB · P

d← H(EA, B) d← H(EA, B)

e← H(EB, A) e← H(EB, A)

sA ← eA + d · xA sB ← eB + e · xB
Q← sA · (EB + e ·XB) Q← sB · (EA + d ·XA)

K ← KDF(Q) K ← KDF(Q)

return K return K
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5.66 HMQV-C

A : xA, XA B : xB, XB

eA
U←− Z∗

q

EA ← eA · P A,B,EA Verify B = B

eB
U←− Z∗

q

EB ← eB · P
d← H(EA, B)

e← H(EB, A)

sB ← eB + e · xB
Q← sB · (EA + d ·XA)

K,Ka ← KDF(Q)

d← H(EA, B) EB, τB τB ← MACKa(c1)

e← H(EB, A)

sA ← eA + d · xA
Q← sA · (EB + e ·XB)

K,Ka ← KDF(Q)

Verify τB

τA ← MACKa(c2) τA Verify τA

return K return K

5.67 HMQV-1P

A : xA, XA B : xB, XB

eA
U←− Z∗

q

EA ← eA · P A,B,EA Verify B = B

u← H(EA, A,B) u← H(EA, A,B)

Q← (eA + u · xA) ·XB Q← xB · (EA + u ·XA)

K ← KDF(Q) K ← KDF(Q)

return K return K
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5.68 KEA+

A : xA, XA B : xB, XB

eA
U←− Z∗

q

EA ← eA · P A,EA eB
U←− Z∗

q

B,EB EB ← eB · P

K ← KDF(xA · EB, eA ·XB, A,B) K ← KDF(eB ·XA, xB · EA, A,B)

return K return K

5.69 KEA+C

A : xA, XA B : xB, XB

eA
U←− Z∗

q

EA ← eA · P A,EA eB
U←− Z∗

q

EB ← eB · P
K,Ka ← KDF(eB ·XA, xB · EA, A,B)

K,Ka ← KDF(xA · EB, eA ·XB, A,B) B,EB, τB τB ← MACKa(c1)

Verify τB

τA ← MACKa(c2) τA Verify τA

return K return K
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5.70 ECKE-1

A : xA, XA B : xB, XB

eA
U←− Z∗

q

sA ← H1(eA, xA, A)

WA ← (eA + sA · xA) · P A,WA eB
U←− Z∗

q

sB ← H1(eB, xB, B)

B,WB WB ← (eB + sB · xB) · P

rA ← xA · H2(WA,WB, A,B) rB ← xB · H2(WA,WB, A,B)

K ← KDF((eA + sA · xA) ·WB + rA ·XB) K ← KDF((eB + sB · xB) ·WA + rB ·XA)

return K return K

5.71 NAXOS

A : xA, XA B : xB, XB

eA
U←− {0, 1}λ

WA ← H(eA, xA) · P A,WA eB
U←− {0, 1}λ

B,WB WB ← H(eB, xB) · P

Q1 ← xA ·WB Q1 ← H(eB, xB) ·XA

Q2 ← H(eA, xA) ·XB Q2 ← xB ·WA

Q3 ← H(eA, xA) ·WB Q3 ← H(eB, xB) ·WA

K ← KDF(Q1, Q2, Q3, A,B) K ← KDF(Q1, Q2, Q3, A,B)

return K return K
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5.72 KAM

A : xA, XA B : xB, XB

eA
U←− Z∗

q

EA ← eA · P A,EA eB
U←− Z∗

q

B,EB EB ← eB · P

Ka
1 ← KDF(xA · EB) Ka

1 ← KDF(eB ·XA)

τA ← MACKa
1
(A,B,EA)

τA Verify τA

Ka
2 ← KDF(eA ·XB) Ka

2 ← KDF(xB · EA)

Verify τB
τB τB ← MACKa

2
(B,A,EB)

K ← H(xA ·XB)⊕ H(eA · EB) K ← H(xB ·XA)⊕ H(eB · EA)

return K return K

5.73 CMQV-2

A : xA, XA B : xB, XB

eA
U←− Z∗

q

WA ← H1(eA, xA) · P B,A,WA Verify B = B

eB
U←− Z∗

q

WB WB ← H1(eB, xB) · P

d← H2(WA, A,B) d← H2(WA, A,B)

e← H2(WB, A,B) e← H2(WB, A,B)

tA ← H1(eA, xA) + d · xA tB ← H1(eB, xB) + e · xB
Q← tA · (WB + e ·XB) Q← tB · (WA + d ·XA)

K ← KDF(Q,WA,WB, A,B) K ← KDF(Q,WA,WB, A,B)

return K return K
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5.74 CMQV-1

A : xA, XA B : xB, XB

eA
U←− Z∗

q

WA ← H1(eA, xA) · P B,A,WA Verify B = B

d← H2(WA, A,B) d← H2(WA, A,B)

Q← (H1(eA, xA) + d · xA) ·XB Q← xB · (WA + d ·XA)

K ← KDF(Q,WA, A,B) K ← KDF(Q,WA, A,B)

return K return K

5.75 ECKE-1N

A : xA, XA B : xB, XB

eA
U←− Z∗

q

ZA ← eA ·XB
A,ZA eB

U←− Z∗
q

B,ZB ZB ← eB ·XA

w1 ← H(ZA, B,A) w1 ← H(ZA, B,A)

w2 ← H(ZB, A,B) w2 ← H(ZB, A,B)

Q← x−1
A · (eA + w1)(ZB + w2 ·XA) Q← x−1

B · (eB + w2)(ZA + w1 ·XB)

K ← KDF(Q) K ← KDF(Q)

return K return K
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5.76 TS1

The original version of this protocol [26] does not assume including parties
identifiers in the KDF function arguments during the session key computation
(K ← KDF(rA, rB, xA · xB · P )). We provide the description of the protocol from the full
version of the paper [27] in which, according to the authors, minor errors were corrected
compared to the original version. But the original version of the protocol can be considered
as a separate protocol called TS1-2004.

For this protocol it is assumed that parties can be ordered by their identifiers (e.g.,
lexicographically) and we write ”A ≺ B” to denote this ordering.

A : xA, XA B : xB, XB

rA
U←− {0, 1}λ A, rA

B, rB rB
U←− {0, 1}λ

if A ≺ B : if A ≺ B :

src← (A,B, rA, rB) src← (A,B, rA, rB)

else : else :

src← (B,A, rB, rA) src← (B,A, rB, rA)

K ← KDF(src, xA ·XB) K ← KDF(src, xB ·XA)

return K return K
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5.77 TS2

The original version of this protocol [26] does not assume including parties
identifiers in the KDF function arguments during the session key computation
(K ← KDF(EA, EB, eA · eB · P, xA · xB · P )). As in 5.76, we provide the description of the
protocol from the full version of the paper [27]. And again the original version of the
protocol can be considered as a separate protocol called TS2-2004.

For this protocol it is assumed that parties can be ordered by their identifiers (e.g.,
lexicographically) and we write ”A ≺ B” to denote this ordering.

A : xA, XA B : xB, XB

eA
U←− Z∗

q

EA ← eA · P A,EA eB
U←− Z∗

q

B,EB EB ← eB · P

if A ≺ B : if A ≺ B :

src← (A,B,EA, EB) src← (A,B,EA, EB)

else : else :

src← (B,A,EB, EA) src← (B,A,EB, EA)

K ← KDF(src, eA · EB, xA ·XB) K ← KDF(src, eB · EA, xB ·XA)

return K return K
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5.78 HC

A : (xA, XA), (x
′
A, X

′
A) B : (xB, XB), (x

′
B, X

′
B)

eA
U←− Zq

wA ← H(eA, xA, x
′
A)

WA ← wA · P A,WA eB
U←− Zq

wB ← H(eB, xB, x
′
B)

B,WB WB ← wB · P

Q1 ← wA · (WB +XB) Q1 ← (wB + xB) ·WA

Q2 ← wA · (WB +X ′
B) Q2 ← (wB + x′B) ·WA

Q3 ← (wA + xA) ·WB Q3 ← wB · (XA +WA)

Q4 ← (wA + x′A) ·WB Q4 ← wB · (X ′
A +WA)

src← (WA,WB, A,B) src← (WA,WB, A,B)

K ← KDF(Q1, Q2, Q3, Q4, src) K ← KDF(Q1, Q2, Q3, Q4, src)

return K return K

5.79 NAXOS+

A : xA, XA B : xB, XB

rA
U←− {0, 1}λ

wA ← H(rA, xA)

WA ← wA · P A,WA rB
U←− {0, 1}λ

wB ← H(rB, xB)

B,WB WB ← wB · P

Q1 ← xA ·XB Q1 ← xB ·XA

Q2 ← xA ·WB Q2 ← wB ·XA

Q3 ← wA ·XB Q3 ← xB ·WA

Q4 ← wA ·WB Q4 ← wB ·WA

K ← KDF(Q1, Q2, Q3, Q4, A,B) K ← KDF(Q1, Q2, Q3, Q4, A,B)

return K return K
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5.80 NAXOS+1p

A : xA, XA B : xB, XB

rA
U←− {0, 1}λ

wA ← H(rA, xA)

WA ← wA · P A,WA

K ← KDF(xA ·XB, wA ·XB, A,B) K ← KDF(xB ·XA, xB ·WA, A,B)

return K return K

5.81 NAXOS+C

A : xA, XA B : xB, XB

rA
U←− {0, 1}λ

wA ← H1(rA, xA)

WA ← wA · P A,WA rB
U←− {0, 1}λ

wB ← H1(rB, xB)

WB ← wB · P
Q1 ← xB ·XA

Q2 ← wB ·XA

Q3 ← xB ·WA

Q4 ← wB ·WA

Ka ← KDF(Q1, Q2, Q3, Q4, A,B)

Q1 ← xA ·XB
B,WB, τB τB ← MACKa(c1)

Q2 ← xA ·WB

Q3 ← wA ·XB

Q4 ← wA ·WB

Ka ← KDF(Q1, Q2, Q3, Q4, A,B)

Verify τB

τA ← MACKa(c2) τA Verify τA

K ← KDF(Ka) K ← KDF(Ka)

return K return K
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5.82 FHMQV

A : xA, XA B : xB, XB

eA
U←− Z∗

q

EA ← eA · P A,B,EA Verify B = B

eB
U←− Z∗

q

EB EB ← eB · P

u← H(EA, EB, A,B) u← H(EA, EB, A,B)

v ← H(EB, EA, A,B) v ← H(EB, EA, A,B)

sA ← eA + u · xA sB ← eB + v · xB
Q← sA · (EB + v ·XB) Q← sB · (EA + u ·XA)

K ← KDF(Q,A,B,EA, EB) K ← KDF(Q,A,B,EA, EB)

return K return K
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5.83 FHMQV-C

A : xA, XA B : xB, XB

eA
U←− Z∗

q

EA ← eA · P A,B,EA Verify B = B

eB
U←− Z∗

q

EB ← eB · P
u← H(EA, EB, A,B)

v ← H(EB, EA, A,B)

sB ← eB + v · xB
Q← sB · (EA + u ·XA)

K,Ka ← KDF(Q,A,B,EA, EB)

u← H(EA, EB, A,B) EB, τB τB ← MACKa(B,EB)

v ← H(EB, EA, A,B)

sA ← eA + u · xA
Q← sA · (EB + v ·XB)

K,Ka ← KDF(Q,A,B,EA, EB)

Verify τB

τA ← MACKa(A,EA)
τA Verify τA

return K return K
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5.84 SIG-DH+

A : sksA, pk
s
A B : sksB, pk

s
B

eA
U←− Zq

wA ← H(eA, sk
s
A)

WA ← wA · P A,WA eB
U←− Zq

wB ← H(eB, sk
s
B)

WB ← wB · P

Verify σB
B,WB, σB σB ← SigsksB (B,WB,WA, A)

σA ← SigsksA(A,WA,WB, B) σA Verify σA

Q← wA ·WB Q← wB ·WA

K ← KDF(Q,WA,WB, A,B) K ← KDF(Q,WA,WB, A,B)

return K return K

5.85 SMQV

A : xA, XA B : xB, XB

eA
U←− Z∗

q

EA ← eA · P A,B,EA Verify B = B

eB
U←− Z∗

q

EB EB ← eB · P

u← H(EA, EB, A,B) u← H(EA, EB, A,B)

v ← H(EB, EA, A,B) v ← H(EB, EA, A,B)

sA ← xA + u · eA sB ← v · eB + xB

Q← sA · (v · EB +XB) Q← sB · (u · EA +XA)

K ← KDF(Q,A,B,EA, EB) K ← KDF(Q,A,B,EA, EB)

return K return K
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5.86 YAK

The original paper [41] introduces the family of YAK protocols with the arbitrary
knowledge proof (KP) as the base cryptoprimitive. Since KP mechanism is not widely used
by other protocols described in this paper, we do not introduce its general interface and
describe the specific instance of YAK protocol, proposed in [41], with Schnorr signature
used as the knowledge proof.

A : xA, XA B : xB, XB

eA, e
′
A

U←− Z∗
q

EA ← eA · P
E′

A ← e′A · P
h← H(P,E′

A, EA, A)

sA ← e′A − eA · h A,EA, E
′
A, sA h← H(P,E′

A, EA, A)

Verify E′
A = sA · P + h · EA

eB, e
′
B

U←− Z∗
q

EB ← eA · P
E′

B ← e′B · P
h′ ← H(P,E′

B, EB, B)

h′ ← H(P,E′
B, EB, B) B,EB, E

′
B, sB sB ← e′B − eB · h′

Verify E′
B = sB · P + h′ · EB

K ← KDF((xA + eA) · (EB +XB)) K ← KDF((xB + eB) · (EA +XA))

return K return K
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5.87 EECKE-1N

A : xA, XA B : xB, XB

eA
U←− Z∗

q

ZA ← eA ·XB
A,ZA eB

U←− Z∗
q

B,ZB ZB ← eB ·XA

Q← x−1
A · eA · ZB Q← x−1

B · eB · ZA

K ← KDF(µ(Q), µ(ZA), µ(ZB), A,B) K ← KDF(µ(Q), µ(ZA), µ(ZB), A,B)

return K return K

5.88 TMQV

A : (xA, XA), (x
′
A, X

′
A) B : (xB, XB), (x

′
B, X

′
B)

eA
U←− Z∗

q

EA ← eA · P B,A,EA Verify B = B

eB
U←− Z∗

q

EB EB ← eB · P

u← H(c1, A,B,EA, EB) u← H(c1, A,B,EA, EB)

v ← H(c2, B,A,EB, EA) v ← H(c2, B,A,EB, EA)

sA ← eA + u · xA sB ← eB + v · xB
s′A ← eA + u · x′A s′B ← eB + v · x′B
Q1 ← sA · (EB + v ·XB) Q1 ← sB · (EA + u ·XA)

Q2 ← s′A · (EB + v ·X ′
B) Q2 ← s′B · (EA + u ·X ′

A)

K ← KDF(Q1, Q2, A,B,EA, EB) K ← KDF(Q1, Q2, A,B,EA, EB)

return K return K
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5.89 CF

A : (xA, XA), (sk
s
A, pk

s
A) B : (xB, XB), (sk

s
B, pk

s
B)

eA
U←− Z∗

q

EA ← eA · P

σA ← SigsksA(EA)
A,EA, σA Verify σA

eB
U←− Z∗

q

EB ← eB · P

Verify σB
B,EB, σB σB ← SigsksB (EB)

W ← (eA + xA) · (EB +XB) W ← (eB + xB) · (EA +XA)

K ← KDF(A,B,W,EA) K ← KDF(A,B,W,EA)

return K return K

5.90 CMQV+

A : xA, XA B : xB, XB

rA
U←− {0, 1}λ

wA ← H1(rA, xA)

WA ← wA · P B,A,WA Verify B = B

rB
U←− {0, 1}λ

wB ← H1(rB, xB)

WB WB ← wB · P

u← H2(WB, A,B) u← H2(WB, A,B)

V ←WB + u ·XB v ← wB + u · xB
Q1 ← xA · V Q1 ← v ·XA

Q2 ← wA · V Q2 ← v ·WA

K ← KDF(Q1, Q2,WA,WB, A,B) K ← KDF(Q1, Q2,WA,WB, A,B)

return K return K
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5.91 GC

The original paper introduces GC protocol with specific function used for key deriva-
tion. Following the guidelines of the protocol description, we define GC protocol with the
general KDF function.

A : (skkA, pk
k
A),K

p
A, SA B : (skkB, pk

k
B),K

p
B, SB

rA
U←− {0, 1}λ, K̃p

A
U←− Kp

rndA ← PRF1Kp
A
(rA)⊕ PRF2

K̃p
A

(SA)

CA,KA ← KEM1.EncapspkkB
(rndA)

(s̃kkA, p̃k
k
A)← KEM2.KGen( ) A,B,CA, p̃kkA Verify B = B

rB
U←− {0, 1}λ, K̃p

B
U←− Kp

rndB ← PRF1Kp
B
(rB)⊕ PRF2

K̃p
B

(SB)

CB,KB ← KEM1.EncapspkkA
(rndB)

KB ← KEM1.DecapsskkA
(CB)

CB, C
′
B C ′

B,K
′
B ← KEM2.Encaps

p̃kkA
( )

K ′
B ← KEM2.Decaps

s̃kkA
(C ′

B) KA ← KEM1.DecapsskkB
(CA)

src1 ← (A,B, pkkA, pk
k
B) src1 ← (A,B, pkkA, pk

k
B)

src2 ← (CA, p̃kkA, CB, C
′
B) src2 ← (CA, p̃kkA, CB, C

′
B)

K ← KDF(KA,KB,K
′
B, src1, src2) K ← KDF(KA,KB,K

′
B, src1, src2)

return K return K
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5.92 sHMQV

A : xA, XA B : xB, XB

eA
U←− Z∗

q

EA ← eA · P A,EA eB
U←− Z∗

q

B,EB EB ← eB · P

d← H(EA, B,EB) d← H(EA, B,EB)

e← H(EB, A,EA) e← H(EB, A,EA)

sA ← eA + d · xA sB ← eB + e · xB
Q← sA · (EB + e ·XB) Q← sB · (EA + d ·XA)

K ← KDF(Q,A,B,EA, EB) K ← KDF(Q,A,B,EA, EB)

return K return K

5.93 Echinacea-3

A : (sksA, pk
s
A), info B : (sksB, pk

s
B), info

eA
U←− Z∗

q

EA ← eA · P A,EA eB
U←− Z∗

q

EB ← eB · P
K,Ka ← KDF(eB · EA, A,B, sid)

σB ← SigsksB (EB, EA, A)

K,Ka ← KDF(eA · EB, A,B, sid) B,EB, σB, τB τB ← MACKa(c1, EB, EA, B,A)

Verify σB, τB

σA ← SigsksA(EA, EB, B)

τA ← MACKa(c2, EA, EB, A,B) σA, τA Verify σA, τA

return K return K

60



5.94 Echinacea-3-psk

A : (sksA, pk
s
A), sid, psk B : (sksB, pk

s
B), sid, psk

eA
U←− Z∗

q

EA ← eA · P A,EA eB
U←− Z∗

q

EB ← eB · P
K,Ka ← KDF(eB · EA, A,B, sid, psk)

σB ← SigsksB (EB, EA, A)

K,Ka ← KDF(eA · EB, A,B, sid, psk) B,EB, σB, τB τB ← MACKa(c1, EB, EA, B,A)

Verify σB, τB

σA ← SigsksA(EA, EB, B)

τA ← MACKa(c2, EA, EB, A,B) σA, τA Verify σA, τA

return K return K

5.95 Echinacea-2

A : sid B : (sksB, pk
s
B), sid

eA
U←− Z∗

q

EA ← eA · P A,EA eB
U←− Z∗

q

EB ← eB · P
K,Ka ← KDF(eB · EA, A,B, sid)

σB ← SigsksB (EB, EA, A)

K,Ka ← KDF(eA · EB, A,B, sid) B,EB, σB, τB τB ← MACKa(c1, EB, EA, B,A)

Verify σB, τB

τA ← MACKa(c2, EA, EB, A,B) τA Verify τA

return K return K
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5.96 Echinacea-2-psk

A : sid, psk B : (sksB, pk
s
B), sid, psk

eA
U←− Z∗

q

EA ← eA · P A,EA eB
U←− Z∗

q

EB ← eB · P
K,Ka ← KDF(eB · EA, A,B, sid, psk)

σB ← SigsksB (EB, EA, A)

K,Ka ← KDF(eA · EB, A,B, sid, psk) B,EB, σB, τB τB ← MACKa(c1, EB, EA, B,A)

Verify σB, τB

τA ← MACKa(c2, EA, EB, A,B) τA Verify τA

return K return K

5.97 Limonnik-3

This protocol allows the usage of two (possibly different) elliptic curves for calculating
Diffie-Hellman values. Since it does not affect the cryptographic core of the protocol, we
describe the particular case of Limonnik-3 with one curve.

A : (xA, XA), sid B : (xB, XB), sid

eA
U←− Z∗

q

EA ← eA · P A,EA eB
U←− Z∗

q

EB ← eB · P
K∗ ← eB ·XA

Z ← xB · EA

K,Ka ← KDF(K∗, Z,A,B, sid)

K∗ ← xA · EB
B,EB, τB τB ← MACKa(c1, EB, EA, B,A)

Z ← eA ·XB

K,Ka ← KDF(K∗, Z,A,B, sid)

Verify τB

τA ← MACKa(c2, EA, EB, A,B) τA Verify τA

return K return K
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5.98 Limonnik-3-psk

A : (xA, XA), sid, psk B : (xB, XB), sid, psk

eA
U←− Z∗

q

EA ← eA · P A,EA eB
U←− Z∗

q

EB ← eB · P
K∗ ← eB ·XA

Z ← xB · EA

K,Ka ← KDF(K∗, Z,A,B, sid, psk)

K∗ ← xA · EB
B,EB, τB τB ← MACKa(c1, EB, EA, B,A)

Z ← eA ·XB

K,Ka ← KDF(K∗, Z,A,B, sid, psk)

Verify τB

τA ← MACKa(c2, EA, EB, A,B) τA Verify τA

return K return K

5.99 eFHMQV

A : xA, XA B : xB, XB

eA
U←− Z∗

q

EA ← eA · P A,B,EA Verify B = B

eB
U←− Z∗

q

EB EB ← eB · P

u← H(EA, EB, XA, A,XB, B) u← H(EA, EB, XA, A,XB, B)

v ← H(EB, EA, XA, A,XB, B) v ← H(EB, EA, XA, A,XB, B)

sA ← eA + u · xA sB ← eB + v · xB
Q← sA · (EB + v ·XB) Q← sB · (EA + u ·XA)

K ← KDF(Q,XA, A,XB, B,EA, EB) K ← KDF(Q,XA, A,XB, B,EA, EB)

return K return K
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5.100 CSigMA

A : sksA, pk
s
A B : sksB, pk

s
B

(skkA, pk
k
A)← KEM.KGen( ) pkkA C,K ′ ← KEM.EncapspkkA

( )

K ′ ← KEM.DecapsskkA
(C) C

src← (pkkA, C) src← (pkkA, C)

Ka ← KDF(K ′, c1, src) Ka ← KDF(K ′, c1, src)

rA
U←− {0, 1}λ rA rB

U←− {0, 1}λ

σB ← SigsksB (c2, src, rA, rB)

Verify σB, τB
B, rB, σB, τB τB ← MACKa(c2, B)

σA ← SigsksA(c3, src, rA, rB)

τA ← MACKa(c3, A) A, σA, τA Verify σA, τA

K ← KDF(K ′, c4, src, rA, rB, A,B) K ← KDF(K ′, c4, src, rA, rB, A,B)

return K return K

6 Conclusion
Current version of this paper is just the first step in a long process of counting all the

existing AKE protocols. We hope that even the results obtained up to now may inspire
the reader to give us feedback on the principles of protocol description. We will address
the comments received from the crypto community in the next versions of the paper.

The authors thank Liliya Akhmetzyanova, Andrey Bozhko and Sergey Kyazhin for
their valuable comments.
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