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Abstract: Blockchain has recently been able to draw wider attention throughout the research commu- 1 nity. 

Since its emergence, the world has seen the mind-blowing expansion of this new technology, 2 which 

was initially developed as a pawn of digital currency more than a decade back. A self- 3 administering 

ledger that ensures extensive data immutability over the peer-to-peer network has 4 made it attractive 

for cybersecurity applications such as a sensor-enabled system called the Internet of 5 things (IoT). Brand 

new challenges and questions now demand solutions as huge IoT devices are now 6 online in a distributed 

fashion to ease our everyday lives. After being motivated by those challenges, 7 the work here has figured 

out the issues and perspectives an IoT infrastructure can suffer because of 8 the wrong choice of 

blockchain technology. Though it may look like a typical review, however, unlike 9 that, this paper targets 

sorting out the specific security challenges of the blockchain-IoT eco-system 10 through critical findings 

and applicable use-cases. Therefore, the contribution includes directing 11 Blockchain architects, 

designers, and researchers in the broad domain to select the unblemished 12 combinations of 

Blockchain-powered IoT applications.  In addition, the paper promises to bring     13 a deep insight into 

the state-of-the-art Blockchain platforms, namely Ethereum, Hyperledger, and 14 IOTA, to exhibit the 

respective challenges, constraints, and prospects in terms of performance and 15 scalability. 16 
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1. Introduction 19 

The integration of blockchain (BC) with IoT has been able to show immense effec- 20 

tiveness and potential for future improvements of scalability and productivity. Therefore, 21 

how these emerging technologies could be deployed together to secure end-to-end and 22 

sensor-embedded automated solutions while ensuring their scalability and productivity 23 

has become a key-priority. The world has already been amazed at the adaptations of dif- 24 

ferent heterogeneous IoT solutions, ranging from healthcare to transportation systems [1]. 25 The 

existing centralized Edge and Fog-based IoT infrastructure/applications may not be     26 

secure, scalable, and efficient enough to address larger enterprise challenges. Furthermore, 27 

the majority of existing IoT solutions are concerned with the network of sensor-enabled 28 

smart appliances, which permits physical device services on the cloud [1]. Moreover, an im- 29 

mutable timestamp ledger is used for distributed data including either payment, contract, 30 

personal data storing, data sharing, and healthcare systems due to its salient features such 31 

as immutability, distributed structure, consensus-driven behavior, and transparency [2]. 32 

There are various reasons why the BC technology may be highly promising for assur- 33 

ing the efficiency, scalability, and security of the heterogeneous IoT setup. The commonly 34 

aroused issues in the emerging IoT networks and several BC roles can be enlisted with 35 
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proper responses as follows. Firstly, approximately fifty billion devices will be connected 36 by 

2022 [3]. Several efforts have been found have been working to reveal the challenges [4].    37 In 

response to the adaptability of trillions of devices in the near future, it should not be a 38 big 

deal to handle by using decentralized BC technology. As BC requires no centralized 39 database 

and addresses are directly addressable, one device can directly send information 40 to another 

[5]. That means this technology has limitless and scalable registration capa- 41 bility. The 

second issue is how to control a large number of devices on a distributed and 42 decentralized 

platform. In response, BC technology provides open peer-to-peer connec- 43 tivity for intra-

device communication, either physical or virtual appliances [3]. The third 44 one is how it 

provides compliance and legitimate governess for all autonomous systems 45 involved. In 

response, BC technology has a smart contract-based immutable open ledger 46 system. So, 

transparency is one of the most eye-catching characteristics of this technol- 47 ogy that 

ensures more comprehensive autonomy and trustworthy governance [6]. The  48 last concern 

is how BC technology would address the security complexities of the new 49 heterogeneous 

IoT ecosystem that is emerging and evolving so rapidly. In essence, the 50 world has already 

experienced bitcoin excellence since 2008, and it has been evolving and 51 maintaining on-

growing internet challenges so far [2]. Apart from financial transactions, it    52 has shown 

immense potential in the field of IoT, incorporating features like elliptic curve 53 digital 

signature algorithm (ECDSA) [7], zero-knowledge proof (ZKP) [8], message signing, 54 

differential privacy [5], cryptographic message verification, and so many more. 55 

The goal of this research is to identify the trade-offs that the heterogeneous IoT     56 

ecosystem typically faces due to the wrong choice of BC technology. Unlike a survey or 57 

review, the essential findings of this research are aimed at solving particular performance 58 

and scalability issues in the BC-enabled IoT architecture. The contribution covers how to 59 

direct developers and academics in this field to select the best BC-enabled IoT applications. 60 

The claimed contributions are justified through the respective sections of the paper. We 61 

have discussed BC suitability to eliminate the problems that emerge because of BC and IoT 62 

integration [9]. We also explained how the existing solutions, namely Microsoft (MS)-Azure 63 

IoT workbench and IBM IoT architecture, adopt different BC platforms such as Bitcoin 64 

(BTC), Ethereum (ETH), Hyperledger (HLF), Kovan, etc. The following section illustrates 65 

BC’s potential for specific IoT issues. The challenges come to light while a sensor-enabled 66 

system finds appropriate devices, manages access control, and supports the compliance of 67 

smart contracts through respective use-case analysis. In addition, the research supports 68 

the use of smart contracts in IoT systems and points out possible flaws in data integrity, 69 

scalability, and confidentiality. 70 

The research paper is organized as follows: First of all, Section 2 discusses the related 71 

work done with in this field.  Section 3 discusses the internal design of the BC technol- 72 

ogy and the specialized categories within which it can be applied. The suitability of BC 73 

technology for IoT applications with comparative analysis and contemporary technologies 74 

including HLF, IOTA, and MS-Azure IoT architecture is discussed in Section 4. Then the 75 

following Section 5 summarizes with a brief table and graphs showing the challenges 76 

and proposed solutions at a glance as well as their applicability concerning throughput, 77 

latency, and execution time. Section 6 discusses a set of use-cases where BC technology 78 

is an inevitable peer of the IoT mentioned before the conclusion. Finally, Section 7 and 8 79 

includes the overall discussion and summary and feasible future directions with theoretical 80 

and practical implications respectively. 81 

2. Related Work 82 

Apart from the financial domain, BC technology has been showing its far-reaching 83 

prospects in different application areas since its first emergence in 2008 [10]. Once written 84 

cannot be modified, BC ledger’s nature besides its pseudo-anonymous, traceable peers 85 

over the transparent distributed network have made BC an unbeatable tool on the IoT [11]. 86 

The field includes smart areas, grids, vehicles, and Industry, Supply chain, Food or Drug 87 

Safety, and E-commerce of Agricultural product, Medical Technology, Industrial predictive 88 



3 of 22 
 

maintenance [12]. On top of these fields, significant research activities found in the domain      89 of 

Copyright protection of Digital data, ID verification, Real State land ownership transfer, 90 

smart-taxation immigration, electronic voting, privacy-principle compliance [13]. Even in 91 

the IT-sector such as Blockstack [14], BigchainDB [15] utilizes the BC smart-contract and 92 

consensus mechanism. 93 

Namecoin incorporate Distributed Hash Table (DHT) that communicates with the     94 

virtual-chain after separating the BC dApps, operations, and an off-chain storage entity 95 

[16]. It hashes the name data tuples, state-transitions, records in the on-chain BC ledger, 96 

whereas the DHT stores the payload, digital data, and associated signatures. However, the 97 

authors seemed to be practicing the immense benefits of IPFS for storing access control 98 

and compliance data [17].  They proposed customizing the attribute-based encryption 99 

after replacing the centralized cloud-dependency by leveraging the public chain, namely 100 

Ethreum. In line with that, BigchainDB employs a Tendermint distributed database based 101 

on the idea of weak-synchronization of the BC engine deployed on the Byzantine Consensus 102 

(BFT) [18]. The promising data and execution embarkation brings a way for large-scale and 103 

real-time data protection and management such as Industrial IoT security and privacy. 104 

The rapid growth of employing IoT sensors encounters several challenges, such as 105 

data protection, analytical management, and storing voluminous real-time data, etc [19], 106 

[20]. NoSQL or Hadoop repository initially attracted researchers in the IoT domain but 107 

was unable to convince because of its centralized structure, Single Point of Failure (SPOF) 108 

nature, and security issues [21]. Based on the legacy, the authors proposed an approach 109 

after attaching multiple cloud-centric database models that were promising and worth 110 

mentioning [20]. However, various dependencies should lead to SPOF, trust, and security 111 

intricacies. Several comprehensive works suggested Edge solution purposing to address 112 

such challenges, which enormously motivated, forming the idea we introduced on BC 113 

technology. However, besides the high-energy conducive miners’ incentive disputes, the 114 

Blockchain network encounters the scalability issues that some existing-works [22], [23] 115 

concentrated on and aimed at solving through plausible remedies [24]. Some of the demon-    116 

strations, including channel-driven communication between the data owner and requester 117 

using shared secret keys [25], and BC for trusted computing, utilized the underlying public 118 

Blockchain (i.e., BTC, ETH) to provide the miner’s network emulating a trusted server.   119 

However, apart from the potential threat of leaking secure, shared secrets, establishing a 120 

secure channel without consortium BC (i.e., HLF, Corda) seems not trustworthy. 121 

In August 2018, focusing on security and privacy, a group of authors proposed apply-    122 

ing multi-signature and BC for decentralized energy trading [26], [24]. Following the same 123 

motivation of multi-signature and consortium BC, the authors improved their P2P vehicle 124 

trading mechanism to the IIoT energy trading system in September 2018. 125 

The certificate-less cryptography was initially introduced to abolish the IBE key-   126 

escrow issues in the early years of this century; however, several works coauthored in 127 

the following years toward its efficient improvement [27], [28]. From the IoT perspective, 128 

multi-signature based certificate-less authentication saves computational costs, signing 129 

latency, especially for the network involved light-weight sensors [29].  Considering the 130 

key dissipation hardship, costs, and latency, one of the latest works portrays convincing 131 

resolution upon aggregating the Edge and DHT. The works claimed to be suitable for 132 

Industrial IoT but lack details on how it overcomes the public BC network deployment 133 

and delay in the transaction (TX) generation, verification and broadcasting [30]. Moreover, 134 

the adaption and construction of the Key Distribution Center (KDC) look to extenuate 135 

the system performance toward centralized architecture [31], [32]. Table 1 concludes the 136 

overview of the selected recent literature reviews on BC and BC-based IoT applications. 137 
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Table 1. Overview of the selected recent literature reviews on BC and BC-based IoT applications 

 
Ref. Year Research Area Summary Contributions and Features 

 

[11] 2017 BC for CPS 
Resilience of Interacting distributed energy at 
speed, scale and security with blockchain 

[33] 2017 BC Improvement 
Scaling PBFT agreements for further improv- 
ment of Bitcoin 

[34] 2017 IoT Security 
SecKit: a model-based security toolkit for the 
internet of things 

[35] 2018 
BC-based IoT secu- 
rity 

A Review, blockchain solutions, and open 
challenges 

[28] 2018 
BC for Cloud Secu- 
rity 

How to adapt BC for securing Cloud 

[36] 2018 
Public BC for Secu- 
rity 

A Special Model called RapidChain for fast 
Protocol using full Sharding methods 

[20] 2018 BC for Iot Security 
How BC could be applied for a large scale IoT 
System focusing data storage and protection. 

[37] 2019 
BC Consensus  on 
PBFT 

How Practical Byzantine is more efficient that 
PoW or PoS 

[38] 2019 Permissioned BC 
Showing the immense prospects of Hyper- 
ledger Fabric for distributed system 

[39] 2020 
BC Access Control 
for IoT 

BC has verified features for scalable access 
management of IoT 

[18] 2020 
BC for Data Man- 
agement 

BC based data maintenance with identity man- 
agement 

[40] 2021 
BC for Access Con- 
trol 

An extended model for Access control using 
Permissioned Blockchain 

[41] 2021 
BC for Access Con- 
trol 

Data Accountability and Provenance Tracking 
using BC 

[26] 2021 
BC-based  Security 
Framework for CPS 

Blockchain-Based Security Framework for a 
Critical Industry 4.0 Cyber-Physical System 

[12] 2022 
BC-based AI- 
enabled CPS 

Blockchain based AI-enabled Industry 4.0 CPS 
Protection against Advanced Persistent Threat 

 

3. Preliminaries of BC Technology 138 

The BC’s main task is to replace traditional and trust-created intermediaries with dis-    139 

tributed systems to solve common trust issues [5]. It also helps in forming a permanent and 140 

transparent record of the exchange of processing and avoids the need for an intermediary.  141 

Instant value exchange, decentralized value exchange, and pseudonymous value transfer 142 

are all terms used to describe BC technology’s [42].  It also makes sure that the ledger 143 

building preserves a set of transactions shared among all participating nodes, which needs 144 

to be necessarily verified and validated by others [5,43]. Joining brand-new transactions is 145 

commonly referred to as "mining" and it requires the solution of a sophisticated and large 146 

computational problem, which in nature is a complex answer, but the easiest to authenticate 147 

using a selected consensus algorithm in a network of untrusted and anonymous nodes.   148 

The consensus algorithm requires a significant amount of resources in order to ensure that 149 

only authorized blocks may join the network. In addition, the communication between 150 

nodes is encrypted using changeable public keys (PK) to avoid monitoring, which has 151 

attracted attention in non-monetary applications [6]. Moreover, the hash of the previous 152 

block, the timestamp, the transaction root, and the nonce generated by the miner are also 153 

seen in a sample chain of blocks, which makes the BC more secured [44]. Figure 1 shows an 154 

overview of different blocks with timestamp, hashes, nones, and transaction data. So, using 155 

BC-enabled applications has become much more transparent because of this development.    156 



5 of 22 
 

Tx Hash, Nonce 

 
* Tx : Transaction 

 Genesis Block 

 

 
 

 

 

Figure 1. Overview of different blocks with timestamp, hashes, nones, and transaction data. 

Using high-security smart devices and smart technologies for authentication to ensure 157 

seamless communication, decentralized data processing, or even autonomous systems for 158 data 

purchase and others, it may demonstrate its promise in this field [45]. Consequently, 159 the IoT 

devices might be equipped with the Internet to make every part of human life more 160 convenient 

and less tedious [46][47] . 161 

3.1. Category of BC Technology 162 

In this section, we have covered three different approaches to BC technology: public 163 

ledger-based, private ledger-based, and protected ledger-based. Comparative categoriza-   164 

tion of BC ledgers is shown in figure 2 based on the accessibility of the considered ledger. 165 

3.1.1. Public Ledger-based BC 166 

In public ledger-based BC technology, anyone can transmit, verify, and read transac-   167 

tions on the network, as well as get and run the scripts necessary to participate in the BC’s     168 

mining process using several consensus methods, making it known as a "permission-less"     169 

BC technology [42]. Even though any anonymous user may transmit, view, and authenti-     170 cate 

an incognito transaction, it offers the highest level of anonymity and transparency [48]. 171 ETH 

[49] and BTC are two of the most common examples of public BC technology. 172 
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Figure 2. The classification of BCs according to the requirements analysis. 
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3.1.2. Private Ledger-based BC 173 

Private ledger-based BC does not require a consensus mechanism or mining to provide 174 

anonymity because it restricts read and modification rights to a certain organization. The 175 

read authority is sometimes restricted to an arbitrary level, but most of the time, transaction 176 

editing is rigorously permissioned [50].  Private-typed BC approaches might be stated 177 

to be used in the ledger-building process for coins controlled by Eris and Monax or the 178 

Multichain [43]. To cite an example, a permissioned-based BC technology like Quorum is 179 

now available on ETH, though ETH itself is a public ledger-based BC technology. 180 

3.1.3. Protected Ledger-based BC 181 

The protected ledger-based BC is also known as consortium/federated, hybrid, or 182 

public permissioned BC, which is run by a group of owners or users and is kept up by 183 

them [48]. Protected ledger-based BC include HLF by Linux Foundation [1] and IBM, R3 184 

with Corda or Energy Web Foundation [50]. Moreover, if the authority is restricted within a 185 

validated group, then protected ledger-based BC seems to suit more than public or private 186 

ledger-based BC system [51]. 187 

Moreover, figure 2 shows that if the system has a centralized or single ledger system, no 188 

category of the BC is needed there. Additionally, we discussed the performance comparison 189 

between IOTA and the other BC technologies. According to the IOTA team, its ledger is a 190 

public permission-less backbone for the IoTs [47]. That means it will enable transactions 191 

between connected devices, and anyone on the network can access its ledger. 192 

4. Suitability of BC Technology for IoTs 193 

Although BC technology is capable of solving all IoT-related issues, there are a few sit-    194 

uations when a centralized database is preferable. BC-based use-cases need to be explored 195 

before being implemented in this area. 196 

4.1. Comparison of Several Consensus Protocols 197 

Table 2 describes the comparison among different popularly used consensus mech-   198 

anisms for BC technology. It shows that Proof-of-Work (PoW) and Proof-of-Stake (PoS) 199 

need more computational resources in contrast to Byzantine Fault Tolerance (BFT) and 200 

Proof-of-Authority (PoA), which have better performance in comparison to their peers.   201 

But BFT and PoA are both hard to adjust [52]. Even though they have dependencies, they 202 

seem to work for IoT nodes. For scalability and overhead, blocks needed to be verified by 203 

all nodes available in the network, with a quadratic increase in traffic and a disobedient 204 

overhead of data processing power, which needs a lot of expandable, but IoT devices 205 

(e.g., LORA) have limited bandwidth [45].  IoT devices tend to fail with higher delays, 206 

but BTC takes nearly 30 minutes to finalize a transaction. It also has security overheads, 207 

making it inapplicable for IoT [53]. Because of the huge interaction between IoT nodes, the 208 

throughput of BTC (7/transaction) will push it over the limit. As a result, many people 209 

have switched from BTC to BFT-based HLF or non-consensus-driven systems like IOTA 210 

[1,42]. The applicability of different BC-based systems depends on whether consensus and 211 

non-consensus approaches are discussed. 212 

4.2. Comparative Analysis of ETH, HLF, and IOTA Technology 213 

First of all, the ETH technology, launched with the intention of competing with BTC, 214 

is a flexible BC platform with a required smart-contract and PoW consensus mechanism 215 

named Ethash, which generates the probabilistic hash using Directed Acyclic Graphs (DAG) 216 

[6]. It greatly helps with extensive IoT applications and some of its efficiency trade-offs.   217 

ETH needs almost 20 seconds to open a new block after mining, as Ethash works based on 218 

the PoW mechanism [42]. 219 

Secondly, HLF is an authenticated and encrypted type of BC technology. It applies 220 

authentication widely, as well as chain-code-based smart contracts and consensus with 221 

existing Practical-Byzantine-Fault-Tolerance (PBFT) [7]. Anchors of trust are added to the 222 
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Table 2. A comparison of several widely used consensus techniques for BC technology. 

 
Attributes PoW PoS BFT PoA 

Category Public Pub/Protected Private Protected 
Throughput Little Big Big Big 
Random No Yes No No 
P-Cost Has Has Not Not 
Token Has Has Not Native 
Trust Trust-less Trust-less Semi Trusted 
Scalability Big Big Little Medium 
Reward Yes No No No 

  Example BTC ETH HLF Kovan  
 

 

asymmetric cryptographic technique and digital signature qualities with SHA3 or ECDSA 223 

as an additional feature of the system [42]. A self-execution capacity such as asset or 224 

resource transfer across network peers is required for its implementation of smart contracts. 225 It 

has low latency with respect to other comparative distributed ledger implementations. 226 

Furthermore, according to IBM’s Bluemix-Watson IoT design, which is shown in the next 227 

section, Fabric was selected as the BC medium. 228 

Finally, IOTA is an unique distributed ledger that does not use an explicit BC at all;    229 

rather implements a DAG of transactions - in place of multi-block transactions, individual 230 

transaction approves and implies back to two other transactions [42]. IOTA tangles have 231 

the potential to be effectively integrated with IoT in order to provide security and privacy.    232 

Figure 3 shows the comparative analysis among ETH, HLF, and IoTA technology in terms 233 

of performance and scalability. 234 

 

BC Type Consensus Delay & SC Distinct Characteristics 

HLF PBFT 10-100 ms Yes High computation-intensive 
 

ETH Ethash 10k ms Yes Light computation-intensive, High network use 
 

IOTA No [DAG] 10 ms No Light computation-intensive, Low network use 

Figure 3. The comparative analysis among ETH, HLF, and IOTA technology. 

4.3. MS-Azure IoT Workbench 235 

Figure 4 shows the Azure IoT framework, which, depending on the smart-contract, 236 

streamlines client-side based applications for both web and mobile. It is used to validate, 237 

retrieve, and test programs or to consider novel use cases. A user interface is introduced for 238 

the end users to interact with in different ways. Authenticated users can interact with the 239 

admin console, allowing them to use many functionalities such as uploading and deploying 240 

smart-contacts depending on appropriate roles. 241 

Figure 4 illustrates the REST API-based gateway service API used to replicate and send 242 

messages to an event broker as data is attempted to be expanded into the BC technology.   243 

When data is requested, quarries are submitted to an off-chain database. Replicas of all 244 

chained meta-data and bulk-data that issue relevant configurations for smart-contract 245 

support are contained in the SQL database.  Thus, developers can directly access the 246 

gateway servicing API to develop BC technology. Direct data submission to the service 247 

bus is an option for users who want their messages to be sent widely throughout the 248 

Azure infrastructure. As an example, this API may be used to build sensor-based tools 249 

or federated systems.  In addition, there are several events hosted over the life of the 250 

application [42]. The gateway API or even the ledger’s alerting trigger downstream-code 251 
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Figure 4. Azure IoT reference architecture that has been integrated with BC for securing IoT devices. 

can accomplish this depending on previous events that have happened. There are two 252 

types of event consumers that the MS-Azure consortium may locate [1]. The first one, 253 which 

is enabled by the events, remains on the BC to access the off-chain SQL database.  254 As a final 

response, it collects meta-data from API events related to document upload and 255 storage. 

Figure 4 elaborates how the MS Azure IoT workbench gets familiar with different 256 BC 

frameworks. The MS Azure architecture may also be used to support HLF Fabric, 257 Corda R3, 

and IOTA. The IoT Hub is connected to the IoT sensors through a bus, and the 258 Transaction 

Builder is connected to this bus. Finally, in order to create a scalable and secure 259 IoT device, an 

existing IoT workbench may be integrated with MS Azure. 260 

4.4. IBM BC Integrated IoT Architecture 261 

The IBM BC architecture for IoT solutions has three principal tiers; each has different 262 

roles [1]. Figure 5 shows a high-level IoT architecture that includes HLF Fabric as a BC 263 

service, Watson as an IoT Platform, and Bluemix as a cloud environment [8].  It can be 264 

divided into several components, as shown in figure 5. It has been addressed with its three 265 

layers, service execution method, and the challenges it confronts. It also shows how IBM 266 

Blumix works. When executed, data gathered by smart devices and intelligent sensors 267 

is introduced to Watson using the ISO standard Message-Queuing-Telemetry-Transport 268 

(MQTT) protocol. Depending on the settlement, certain BC proxies are used to send data 269 

from Watson to the chain-code of the HLF Fabric and executed in the cloud. 270 

Furthermore, the HLF fabric uses chain-code, written in Go, instead of smart contracts.    271 

The desired business logic is elaborated by it and given shape to the core distributed ledger 272 

solutions. Each transaction is preserved and prevailed, which is needed for BC transactions.    273 

Fabric contracts being chain-coded need certain APIs to run. As such, the chain-code is 274 

in need of registration with services using any predefined APIs. Software Development 275 

Kits (SDK) help developers to make Node.js applications that can maintain communication 276 

with BC networks. APIs are used to register and submit applications. IBM BC integrated 277 

IoT architecture on Bluemix provides many benefits to the distributed network, such as 278 

trust, autonomy, scalability, and security. There are many issues to be resolved. One of 279 

the important issues is hardware resources [6]. That is because IoT devices are mostly 280 

low-powered devices and have less computation power. So, the encryption and transaction 281 
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Figure 5. IBM Watson and Bluemix have been integrated with the IoT-BC service. Using Bluemix’s 

BC network, Watson can communicate with IoT devices via Github’s smart contact repository. 

 
verification may use a lot of electricity. As a result, it will increase both energy consumption 282 

and costs. 283 

5. Challenges and Solutions for BC-based IoTs 284 

Despite the many appealing features of BC for IoT applications, there are several chal-    285 

lenges that must be addressed before successful adoption. The storage capacity, throughput, 286 

latency, execution time, privacy and security, and scalability of the BC-based IoT appli-   287 

cations are addressed in this section. Following that, we have also thoroughly explained 288 

some inevitable challenges and their possible solutions. Figure 6 shows the challenges in 289 

BC-based IoT applications. 290 

 

Figure 6. Challenges in BC-based IoT applications. 
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5.1. Challenges in Storage Capacity 291 

As previously discussed, ETH and BTC have storage issues.  Figure 7 shows how 292 

the storage capacity has been increasing day by day from 2015 to the first quarter of 293 

August 2021. The storage-intensive BC infrastructure is less suitable for heterogeneous IoT 294 

systems[54]. The massive amount of data generated by IoT devices raises the likelihood of 295 

a system crash due to the additional storage overhead [55]. In real-time heterogeneous IoT 296 

systems, ETH appears to be more suited for storage capacity than BTC, as shown in figure 297 

7. However, the storage capacity of a BC is not the only aspect that determines whether it 298 

is suited for heterogeneous IoT systems. 299 

350 

300 

250 

200 

150 

100 

50 

0 

2015 2016 2017 2018 2019 2020 2021 

Year 

Figure 7. Storage capacity comparison between BTC and ETH technology using data from the 

Blockchain, Etherscan and Statista websites. 

5.2. Challenges in Throughput 300 

Furthermore, we have considered the throughput of several BC technology. Figure 8 301 

compares the throughput of ETH, ETH Parity, and HLF fabric in terms of the number of 302 

transactions per second, where HLF has the highest throughput for Yahoo-Cloud-Serving-  303 

Benchmark (YCSB) and Smallbank database. The dataset were found from [42], where 304 

they used Blockbench framework to collect data. ETH Parity, on the other hand, has the 305 

lowest throughput compared to the others, implying that it is less appropriate for real-time 306 

heterogeneous BC-based IoT infrastructures. 307 

5.3. Challenges in Latency and Execution Time 308 

We have also considered the latency and execution time of several BC technology.   309 

Figure 9 compares the latency and execution time of ETH, ETH Parity, and HLF fabric, 310 

where HLF has the lowest latency and execution time for both database.   One of the 311 

ETH implementations, ETH Parity, is an alternative BC solution for the IoT applications.   312 

Therefore, we considered both the ETH and ETH Parity to calculate latency and execution 313 

time.  In addition, the Linux Foundation hosts the HLF, an open-source collaborative 314 

program aimed at improving cross-industry BC technology [47]. 315 

5.4. Challenges in Privacy and Security 316 

BC technology works like a public ledger that secures and authenticates transactions 317 

and data through cryptography, which is more complex. With the rise and widespread 318 

adoption of BC technology, data breaches have become frequent. User information and 319 

data are often stored, mishandled, and misused, posing a threat to personal security and 320 
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Figure 8. Throughput comparison between ETH, ETH Parity, and HLF fabric. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

YCSB (Latency) 8.8 3.8 3.7 

SmallBnak(Latency) 10.9 4.8 3.9 

YCSB (Execution Time) 7.52 3.01 1.9 

SmallBank (Execution Time) 8.2 5.32 3.94 

 

Figure 9. Latency and execution time comparison between ETH, ETH Parity, and HLF fabric. 

privacy. In terms of security, the data needs to be tamper-proof, where some of the nodes 321 

may act maliciously or be compromised. As a result, proper security must be ensured 322 

before integrating with the IoT infrastructure. Moreover, in terms of privacy, the data or 323 

transactions belong to various nodes in BC technology. So, privacy needs to be ensured 324 

before integrating with the IoT infrastructure. 325 

5.5. Challenges in Scalability 326 

Finally, we have considered the scalability of several BC technologies. The scalability   327 

of BC technology is composed of node-scalability and performance scalability. Node- 328 

scalability in BC networks refers to the extent to which the network can add more par- 329 

ticipants without a loss in performance. Performance-scalability refers to the number of    330 

transactions processed per second, impacted by the latency between transactions and each 331 

block size.  A BC technology is considered scalable if it can add thousands of globally 332 

distributed nodes while still processing thousands of transactions per second. Currently, 333 
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none of the existing BCs are really scalable. Figure 10 shows a comparison of scalability,   334 

some of which are currently in use and some of which are in development. 335 
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Figure 10. Scalability comparison between ETH, BTC, HLF, and some of which are in development. 

Public BCs such as BTC and ETH have high node-scalability and low performance 336 

scalability by using PoW consensus mechanisms. On the contrary, a HLF Fabric has low 337 node-

scalability but high performance-scalability. For heterogeneous IoT infrastructures of 338 less than 

20 nodes, this technology might be a viable solution. However, if we need more 339 nodes, the 

amount of messaging that takes place between the nodes in PBFT can lower 340 transaction 

throughput significantly. Therefore, the large-scale IoT system will be unable   341 to successfully 

integrate with BC technology unless all the challenges are appropriately 342 solved. 343 

5.6. Prominent Challenges and Solutions 344 

There is a wide variety of IoT systems, from simple to complex cyber-physical systems, 345 

making it impossible to put all of the challenges and possible solutions on one table. Table 3 346 

summarizes some challenges, important characteristics and their possible solutions, respec-   347 

tively [8]. We have identified seven potential challenges and their respective BC solutions 348 

with key attributes that may be addressed before being deployed to IoT infrastructure [56].    349 

6. Use-case Analysis 350 

The emerging application of distributed ledgers for BC technology can be divided 351 

into three categories: areas with common IoT controls, areas where IoT is suitable, and 352 

areas with efficient IoT solutions, according to the research on BC and distributed ledgers 353 

conducted by GSMA in collaboration with several mobile operators [57]. Figure 11 shows a 354 

comparison of different application areas, where six application areas (e.g., Support Com-  355 

pliance, Device Identity, Data Sharing, Access Control, Micro-payments, and Supply Chain) 356 

are considered for BC-based IoT use-cases following to the suggestions by ten operators 357 

with their applicability and priority. The priority of interest of the operators are divided 358 

into three categories- minimum, medium, and maximum. For data-sharing applications, 359 

three different operators suggests that it should be minimum and medium priority, while 360 

five operators suggests that it should be the most important priority for them as shown 361 

in figure 11.  On the other hand, all the operators leave the access control application 362 

with the minimum priority. Furthermore, not all operators recommend micro-payment 363 

applications with medium priority. Rather, five operators suggest either the maximum 364 

or the minimum priority. For support compliance and device identity applications, five 365 

operators suggests that it is medium priority for them. However, according to GSMA, the 366 
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Table 3. BC-IoT Implementation Challenges, Important Characteristics, and Possible Solutions. 

 
Challenges Important Characteristics Possible Solutions 

 

 

Transaction 
Throughput 

 
 

 
Consumption 
of Energy 

 
 

Confidential 
Private-Key 
Features 

 
 

Availability 
of the Data 
Transmission 
Space 

 
 

Congestion 
of the Trans- 
actions 

 
 

 
The Cost of 
Mining and 
the Volatility 
of the Price 

 

Storage and 
Scalability 
of the Data 
Chain 

The real-time IoT data may be lost if the 
transaction confirmation time of pub- lic 
ledgers spans from 100 to 2000 TPS 
(Transactions Per Second). 

 

In order to run cryptographic algorithms, 
IoT systems must be light-weight and 
have enough power. 

 

To protect against eavesdropping, DTL 
frequently employs an asymmetric en- 
cryption strategy that takes advantage of 
the IoT’s public key infrastructure. 

 

A block size of 1 MB takes 10 minutes, 
which means that the data rate might be 
close to 150 MB per day. A lot of band- 
width would be required for this, and 
tiny IoT WANs like Sigfox or LoRA don’t 
have that. 

 
A transaction may occur if the trans- 
action exceeds the ledger’s maximum 
throughput limit, which may result in 
increased user costs. Even with the limit 
provided by ripple or ETH, the real-time 
requirement is still not met. 

 
IoT devices that are sensitive to power 
consumption may not be able to use pub- 
lic BCs because they require high-priced 
hardware that relies on high-power com- 
puting. 

 
In January 2019, BTC, ETH, and IOTA 
had each surpassed 200 GB, 125 GB, and 
25 GB in size, indicating that the volume 
of data that would need to be stored to 
support 75 billion intelligent devices will 
become increasingly difficult to handle. 

Ripple claims to con- 
sume less time each 
transaction compared 
to BTC, ETH, Corda, 
and Quorum. 

 
Adaptation may be pos- 
sible if manufacturing 
processes are planned 
to utilize energy. 

 
Distributed IoT ledgers 
may be structured so 
that the entire ledger 
does not need to be 
replicated either. 

 
Distributed IoT ledgers 
may be structured so 
that the entire ledger 
does not need to be 
replicated either. 

 

Non-mining tangle- 
based IOTA’s zero-fee 
transactions technique 
might be used. 

 
 

Low-power consensus, 
private BCs, and non- 
mining DTL are all vi- 
able solutions. 

 

Distributed ledgers and 
big-data handling solu- 
tions might help allevi- 
ate the problem. 

 
 

 

 

dataset was generated with sincerely exploring all the operators, but more investigation is 367 

needed before it can be used for technical and industrial purposes. Apart from the these 368 

applications, Blockchain are also used for Software-defined IoT Infrastructures [58]. Similar 369 

works found in [59]. The next sections address most important four use-cases that are   370 closely 

related to performance, security, and scalability. 371 
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Figure 11. Application areas of six considered BC-based IoT use-cases following to the suggestions 

by ten operators with their applicability and priority. 

6.1. Use-Case : Finding Appreciate IoT Devices 372 

Device credential retrieval and tracking has been an important aspect in IoT enabling.    373 

Examples of intelligent IoT devices may be found in the following cases. 374 

• Case 1: For authentication reasons, the original data and the current state of the device 375 

are stored. For example, it is important to verify the serial numbers supplied to ensure 376 

that the manufacturing firm or party is accredited by a third-party quality assurance 377 

body. 378 

379 

• Case 2: Use the ledger’s metadata to verify the authenticity of software upgrades from 380 

trusted sources. 381 

382 

• Case 3: Personal data such as hardware configurations, software versions, and boot 383 

code installations should be preserved to maintain privacy. 384 

385 

 

Table 4. Key advantages and BC applicability for the IoT finding use-case. 
 

Use-Case Finding Appreciate IoT Devices 

Key Advantages     Ensuring consistent device identification information is a part and 
parcel of preventing vulnerabilities to unexpected third-party 
surveillance attacks. It can also help to keep track while adding 
new devices to the ledger. Any company or entity with an interest 
and legitimate rights can get the necessary information before 
making any deal. 

 
BC Applicability    Both public and protected type BC could be resilient as an applica- tion 

in response to cases mentioned. Sovrin with zero knowledge proof 
allows users asserting their own identity information with- out 
disclosing data directly through the ledger can be a good solution 
here. 
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6.2. Use-Case : Manage IoT Access Control 386 

In order to retain access control data for physical and virtual resources, an IoT network 387 

monitoring and recording system is unavoidable.  The following are some examples of 388 

possible applications. 389 

• Case 1: The ledger is used by the virtual file sharing server to protect the identity of 390 

persons and apps by encrypting access privileges for printing, saving, and editing.   391 

For example, you purchase anything online while you are away from home, you may 392 

not receive it. For clients, adopting a distributed ledger rather than a key, address, or 393 

other potentially abused code can be an advantage. 394 

395 

• Case 2: Use the ledger’s metadata to verify the authenticity of software upgrades from 396 

trusted sources. 397 

398 

 

Table 5. Key advantages and BC applicability for the IoT access control use-case. 
 

Use-Case Manage IoT Access Control 

Key Advantages    Limiting resource access for a specific time using a generalized API 
solution using smart contract rules. Access could be moni- tored 
and stored or temporarily locked by using immutable trace- ability 
to ward off illegitimate requests as well as keep informa- tion for 
later use. Better availability and attack resilience could be achieved 
by copying the permission among participating nodes. 

 
BC Applicability Public BCs supporting smart contracts such as Ethereum and crypto 

projects such as Sovrin are able to build access manage- ment 
and privacy. HLF Fabric supports smart contracts like chain- code 
approaches that can easily solve access control scenarios as 
discussed. 

 

 

6.3. Use-Case : Supporting the Compliance of Smart Contracts 399 

There are several situations involving various organizations in which it is crucial to 400 

determine whether or not all of them are being effectively complied with. Thus, BC smart 401 

contracts may be used to quickly and effectively enforce compliance. The following are 402 

some cases of possible applications. 403 

Case 1: Distributed ledgers can be used by some individuals who share personal data 404 

with their healthcare provider to ensure that only authorized medical personnel have 405 

access to the information. Ideally, the pharmacy and the general practitioner in a multi-    406 

party system should only communicate the patient’s blood pressure readings in order 407 

to facilitate the easy dispensing of recommended medication. 408 

409 

Case 2: If a flight is delayed by 30 minutes, an individual may have to pay an addi-  410 

tional $2 for airport cab service. Upon arrival, the smart contract may detect whether 411 

the additional premium has been paid in full or not in the event of micro-insurance 412 

premiums like this reduced cost feature of service delivery in the smart contract For all 413 

of the problems raised in the use cases, BC technology may be an effective solution. 414 

415 

Case 3: There must be verification of one’s driving credentials, such as a valid driver’s 416 

licence and a clean criminal history record before one may drive a linked automobile.   417 

Even the automobile itself may submit trip data, service history, and even self-reported 418 

defects. One of the most efficient ways to gather data in a situation where hundreds of 419 
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thousands of people are involved is to use a smart contract and BC technology. 420 

421 

 

Table 6. Key advantages and BC applicability for the supporting smart contract compliance use-case. 
 

Use-Case Supporting the Compliance of Smart Contracts 

Key Advantages Smart contract data is immutable, therefore  tricky  mileage changes 
could easily be prevented with necessary transparency. For 
example, the journey transaction will only be added to the ledger 
if the odometer reading at the end is greater than the initial record. 

 
BC Applicability   Public BCs like Ethereum or open source projects like HLF could be 

applied. Given that the ledger is not competing with the 
resource, permissioning administration, and transaction fee ex- 
emption, IBM HLF Fabric is better suited for this type of sce- 
nario.Ripple seems to be scaling in the visa payment system. 
However, applying IOTA could be more meaningful in a micro- 
payment case like Case 1, as it is designed to suit the necessarily 
required IoT scalability. 

 

 

6.4. Use-Case : Maintain Data-Integrity and Confidentiality 422 

In a distributed ledger paradigm, it is frequently hoped that data exchange while 423 

maintaining sufficient confidentiality will be very conceivable [60]. The ability to retain 424 

the sequence of digital-signatures and data-hashes provided by BC may be used to assert 425 

data integrity and IoT-related data effectively. A use-case for this can as following. The 426 

following are some examples of possible applications. 427 

• Case 1: The manufacturing company’s servers are expected to receive data from IoT 428 

devices. For instance, an intelligent thermostat linked to cloud services can provide 429 

data to the firm concerning component wear when it chooses when to turn on and off 430 

based on the current weather situation. This problem can be addressed using existing 431 

solutions like Public-Key-Infrastructure (PKI) driven approaches, but BC appears to be 432 

more efficient in preventing the need to reinvent procedures with regard to integrity 433 

and privacy. 434 

435 

• Case 2:  An alarm system for a home or workplace may be managed by a variety 436 

of people with varying levels of access credentials. If intruders get access to it, law 437 

enforcement officials may need to use remote access to investigate. Distributed Ledger 438 

might be particularly beneficial in this situation, which involves millions of devices 439 

being interconnected [47]. 440 

441 

• Case 3: An individual’s health care dart wants may be shared with the researcher or 442 

medical staff by use of a personal fitness tracker. As a result, an individual may be 443 

ready to pay a micro premium for services provided by a manufacturer. When smart 444 

houses feature weather station/air monitoring IoT products that are shared by many 445 

parties, the same situation might occur. Distributed ledger may be the only option for 446 

a network of machine manufacturers, practitioners, and researchers that appears to be 447 

unreasonably vast. 448 

449 

• Case 4: As a micro-generator such as a wind turbines, BC may be integrated into 450 

smart power grids to record the entire quantity of energy generated and then be used 451 

to calculate net supplier payments. Using a distributed ledger and a smart contract, 452 
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it is possible to ensure that payments are made on time and in accordance with the 453 

agreed-upon rate. 454 

455 

 

Table 7. Key advantages and BC applicability for the data integrity and confidentiality use-case. 
 

Use-Case Maintain Data Integrity and Confidentiality 

Key Advantages In contrast with mobile or web applications based on relational 
databases, which demand operation and development efforts, 
distributed ledgers can easily maintain ledgers with multiple 
parties. There is no need for them to develop their own bespoke 
API either. The common API and functions of the distributed 
ledger save time and effort involved in besides, no extra scalability 
is required to ensure data integrity, security, and privacy. 

 
BC Applicability Though public BCs such as BTC and ETH show inefficiency, di- rected 

acyclic graph-based IOTA is able to meet the challenges 
considering scalability issues required by the micro-payment sys- 
tem and data sharing with integrity. Linux’s open source project, 
namely HLF Fabric, is also able to ensure data sharing and in- 
tegrity. 

 

 
7. Discussion 456 

Disruptive innovations always elicit a tremendous deal of discussion and debate. 457 

Despite the fact that there are many opponents of virtual currencies, it appears unassail- 458 

able that the technology that underpins them represents a big step forward in technical    459 

development. BC is a technology that is here to stay. But there are hazards that one can 460 

easily fall into, such as updating the technology without fully insuring its operation or 461 

applying it to scenarios where the cost of the improvement does not outweigh the cost of 462 

the modification. As a result, the advantages of using BC technology to the IoTs should 463 

be thoroughly considered and approached with prudence. For the purpose of achieving 464 

successful collaboration between BC technology and IoT applications, this study gives an 465 

overview of the major hurdles that both technologies must overcome. We have identified 466 

the critical areas in which BC technology may assist in the improvement of IoT applications.    467 

In addition, an evaluation has been presented to demonstrate the viability of using BC 468 

nodes on IoT devices. For the purpose of completing the study, existing platforms and ap-   469 

plications were also analyzed, providing a comprehensive picture of the interplay between 470 

BC technology and the IoT paradigm. It is expected that BC technology will revolutionize 471 

the IoT devices. The integration of these two technologies should be addressed, taking into 472 

account the challenges identified in this paper. The adoption of regulations is key to the 473 

inclusion of BC technology and the IoT devices. This adoption would speed up the future 474 

fourth industrial revaluation. Consensus will also play a key role in the inclusion of the IoT 475 

as part of the mining processes and distributing even more BC technology. Nevertheless, a 476 

dualism between data confidence and facilitating the inclusion of embedded devices could 477 

arise. Lastly, beyond the throughput, scalability, latency, and storage capacity which affect 478 

both technologies, research efforts should also be made to ensure the security and privacy 479 

of critical technologies that the IoT and BC technology can become. 480 

8. Conclusion 481 

The usage of BC technology is one of the most emerging areas of research for the 482 

development of efficient and scalable solutions for heterogeneous IoT applications. There’s 483 

a lot of concern about how efficiently BC technology could integrate with usual IoT de-   484 

vices while maintaining maximum throughput and privacy. In this manuscript, we have 485 
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introduced different existing BC platforms and key-challenges before integrating with 486 IoTs. 

In addition, this paper also provides a comprehensive analysis of how different BC 487 platforms 

(e.g., BTC, ETH, and IOTA) could be used in IoT applications. Finally, we have 488 discussed some 

relevant use cases for the IoT’s leading BC technology that could be helpful 489 while working on it. 

It concludes that all of those have extensive potential to be used as a 490 development platform with 

the purpose of enabling the efficient and real-time deployment     491 of heterogeneous smart 

devices on a distributed network. In all, the IOTA technology is   492 an open-source distributed 

ledger and cryptocurrency designed for IoT devices, which is   493 more efficient in solving 

transaction-latency and mining reward issues by saving costs and 494 increasing performance. 

Furthermore, as public, private, and protected BCs each have their 495 own set of benefits and 

limitations in various situations, further study may be conducted   496 to pinpoint the precise gaps 

in-between. If the challenges and issues that arise can be 497 minimized, it could be a driving force 

in the future secured technology-driven world where 498 real-time automation and secure data 

processing are the main challenges. 499 

Theoretical Implications 500 

It brings BC insights and applicability to IoT, so BC researchers and developers from 501 

the industry can decide before integrating it into their potential system. The research shows 502 

if a system really needs BC for a challenge. It concludes that for a centralized solution, BC 503 

would not add any value. In addition, it also discusses different consensus mechanisms to 504 

understand what sort of consensus seems applicable to a problem. The comparison appears 505 

to provide conclusive evidence that private and consortium-type BCs are better suited for 506 

IoT security applications. In addition, various types of applications, such as IBM’s Watson 507 

and Microsoft Azure, are discussed so that researchers can gain practical knowledge in 508 

the domain. Furthermore, apart from BC, this research discussed IOTA, which is a BC-like 509 

solution but not BC in nature. This brings an alternative means of IoT security. IOTA seems 510 

to have higher performance because of its DAG ledger structure. Finally, it also brings up 511 

industry standard use-cases with specific problems to extract a deep insight into how BC 512 

integration affects several problems. It has a lot of advantages and can be used in a lot of 513 

different ways, which should help researchers and developers in the field. 514 

Practical Implications 515 

In terms of the practical implications of our findings, future researchers in this field 516 

can use the findings of this study to develop new BC-based IoT applications. Furthermore, 517 

researchers should be aware of the privacy and security issues that can result from the failed 518 

integration of these technologies or their misuse. In addition, companies can use our results 519 

to better understand users’ appreciation of the security of BC-based IoT connected devices, 520 

improve their products, or make users thoroughly understand the risks of excessive use of 521 

such devices. 522 

Limitations and Future Research 523 

There are three major limitations to this study that could be addressed in future 524 

research. First, the study focused on only six performance parameters (e.g., storage capacity, 525 

throughput, latency, privacy and security, scalability, and execution time) of BC-enabled 526 

IoT applications.  In the future, we will consider more performance metrics related to 527 

these heterogeneous applications. The second limitation of the present study is related 528 

to the BC technology. In this paper, we have considered only ETH, BTC, and HLF. In the 529 

future, we will also consider some of the latest BC technology, some of which are in the 530 

development phase. Finally, in this paper, we considered only two existing workbenchs 531 

for BC-enabled IoT applications (e.g., MS-Azure IoT workbench and IBM BC integrated 532 

IoT workbench). In the future, we will look into more workbench techniques for these 533 

heterogeneous applications. 534 
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Furthermore, in further research, it would be necessary to focus on improving the 535 

analysis processes used in this study as well as identify new issues related to the safety of 536 

BC-enabled IoT devices and user privacy in smart living environments. 537 

Abbreviations 538 

The following abbreviations are used in this manuscript: 539 

540 

BC Blockchain 

HLF Hyperledger 

ETH Ethereum 

BTC Bitcoin 

IoT Internet of Things 

MS Microsoft 

ECDSA Elliptic Curve Digital Signature Algorithm 

ZKP Zero-knowledge Proof 

DP Differential Privacy 

CMV Cryptographic Message Verification 

IBM International Business Machines Corporation 

PK Public Key 

TX Transaction 

PoW Proof-of-Work 

PoS Proof-of-Stake 

BFT Byzantine Fault Tolerance 

PoA Proof-of-Authority 

DAG Directed Acyclic Graph 

SHA3 Secure Hash Algorithm 3 

PBFT Practical Byzantine Fault Tolerance 

REST Representational State Transfer 

API Application Programming Interface 

MQTT Message Queuing Telemetry Transport 

SDK Software Development Kit 

YCSB Yahoo Cloud Serving Benchmark 

PKI Public Key Infrastructure 

HFC Hyperledger  Fabric  Client 

SDK Software Development Kit 

DLT Distributed Ledger Technology 

HYPF Hyperledger Fabric 

XFT Cross Fault Tolerance 

DHT Distributed Hash Table 

SPOF Single Point of Failure 
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