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Abstract. Since its introduction at Asiacrypt 2017, the CKKS approximate homomorphic encryption scheme has become one of the most
widely used and implemented homomorphic encryption schemes. Due
to the approximate nature of the scheme, application developers using
CKKS must ensure that the evaluation output is within a tolerable error
of the corresponding cleartext computation. This is achieved by scaling
the underlying raw data by an appropriate amount, known as the scale
parameter, in order to preserve a certain amount of significant figures.
Unfortunately, there is no clear guidance available for choosing an appropriate scale parameter, with a trial-and-error approach typically advised.
In this work, we significantly improve the state-of-affairs and present the
following main contributions. We give a comprehensive theoretical and
experimental analysis of CKKS noise, that considers noise coming from
the encoding and homomorphic evaluation operations separately. This
enables us to give the first explicit definition for precision in the CKKS
context. Additionally, we demonstrate the applicability of our analysis to
determine convergence properties of iterative algorithms that are commonly used in applications.

1

Introduction

Homomorphic Encryption (HE) enables computation on ciphertexts without revealing any information about the underlying plaintexts. The problem of constructing a fully homomorphic encryption scheme was first posed in 1978 [42]
and was not resolved until 2009, when Gentry [25] constructed the first such
scheme based on ideal lattice problems. Since then, many homomorphic encryption schemes have been proposed [4, 5, 6, 14, 16, 22, 23], based on the security
of the Learning with Errors (LWE) problem [41] and its variants.
One of the most popular schemes is the approximate homomorphic encryption scheme CKKS [14], which we describe in Section A of the Supplementary

Material. Ciphertexts in all homomorphic encryption schemes based on the LWE
problem contain noise, which grows with each evaluation operation, and must
be carefully controlled to ensure correct decryption. The main insight of [14] is
that it may be tolerable for decryption to be approximate, for example in applications where we expect small errors to occur. This enables the CKKS scheme to
natively support real-valued plaintexts, making it attractive for application settings such as privacy-preserving machine learning [3, 32, 39]. In contrast, other
schemes based on Ring-LWE [37, 45], such as BGV [4] or BFV [23], are exact
and thus have a finite plaintext space that data must be encoded into. CKKS has
been extensively optimised [11, 12, 33] and is implemented in many prominent
open-source homomorphic encryption libraries [28, 30, 40, 44].
Homomorphic encryption schemes involve many different parameters, and
it can be a challenge to choose appropriate parameters that balance efficiency,
security and noise growth. This is particularly true for the CKKS scheme, for
two main reasons. Firstly, encoding and encryption noises must be considered
together. Most prior works do not attempt to explicitly detangle encoding and
encryption noise, or do so only heurisitically (e.g. as in HElib [30]).
Secondly, in CKKS, we have to track not only the level of ciphertexts (as in
BFV and BGV), but we must also track the scaling factor. Works building on
CKKS often rely on the precision of the scheme without clearly defining what
precision means in this context, how it changes through homomorphic operations,
or indeed how it may affect the underlying data. Instead, the scale parameter
∆ is typically understood as the means through which the user can control the
desired precision4 . Unfortunately, there is no clear guidance for choosing ∆ and
a trial-and-error approach is usually advised5 .
Contributions: In this work, we significantly improve this state of affairs, by
giving a comprehensive theoretical and experimental analysis of both encoding
and encryption noises, as they grow through homomorphic evaluation operations.
Our study of encoding provides theoretical support for the heuristics in [30].
Moreover, we present the first definition of precision loss in the context of CKKS
homomorphic evaluation computation. In particular, we give theoretical bounds
on the precision loss from encoding and decoding. Further, we confirm these with
extensive experiments in the HEAAN library [29].
In more detail, CKKS encoding maps an element from the (complex) message space into an element in the (polynomial ring) plaintext space via a scaled
restriction of the inverse canonical embedding. We investigate the relationship
of distances between these two spaces. Our first main result is Theorem 1, which
relates the size of an error in the plaintext space to the size of the induced error
in the message space. We provide a proof that this bound is the best possible.
Next, perhaps surprisingly, we show that bounding a decrypted and decoded
message over the only the real part, rather than the whole embedding, provides
no benefit for worst case analyses. Indeed, the worst case expansion factor in
4
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See e.g. https://github.com/microsoft/SEAL/issues/251
See e.g. https://ibm.github.io/fhe-toolkit-linux/html/helib/md__opt__i_b_
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either the real or complex part of our message equals the worst case expansion
factor of the entire embedding.
Next, we significantly improve the state of affairs in analysing the noise
growth coming from encryption and homomorphic evaluation operations in CKKS.
The previous approach for this is the worst-case canonical embedding norm;
we use this as our baseline, refining it following [31]. Then, we introduce two
new approaches for analysing noise growth and compare them against the refined canonical embedding norm approach. In particular, we first present a novel
worst-case analysis in the ring, and then additionally present the first averagecase noise analysis for CKKS, using a Central Limit Theorem (CLT) approach.
We further refine all of our analyses by parameterising our worst-case bounds
in terms of a failure probability, α, rather than a-priori fixing a one dimensional
failure probability as in prior work [17, 18, 26].
Our main experimental results can be found in Tables 1 and 2, and then
we present further experiments in Supplementary Material F. In the tables in
the main body, we can see that in the plaintext space, the CLT method very
tightly models the noise growth. The Worst-Case Ring (WCR) method follows
closely, and finally the Canonical Embedding (CE) method results in the largest
practical-to-heuristic gap, as identified in [18]. In the message space, we see
that the CLT method models the noise almost perfectly, with the CE following closesly, and finally the WCR performs very badly in this setting, perhaps
unsurprisingly. Our conclusions are therefore as follows. If we are in a setting
where we can accept for our bounds to fail with a certain probability α, then
our work shows that we should follow the CLT method. If we are looking in the
plaintext space, and wish to be more conservative, we should follow the WCR
method. Finally, if we interested in the precision loss in the message space and
wish to be conservative, we may follow the CE method. Alternatively, one could
always follow the CLT method and adjust the value of the failure probability
α according to what is deemed acceptable. The tables below show that this
work effectively closes the practical-to-heuristic gap in both the plaintext and
the message spaces.
All of our experiments were run in HEAAN v1.0 [29]. The reason for this
choice is that our work presents a methodology for the “basic” operations of
CKKS. As such, we choose not to look at the most recent improvements of CKKS,
although we note that our methods can be applied to any such improvement in
a straightforward manner.
Our next contribution is to combine the noise analyses from encoding and
homomorphic evaluation, developed in this work, to precisely define and quantify
precision loss due to homomorphic evaluation over CKKS. We present the results
of experiments in Table 2, which shows the CLT approach is able to accurately
upper bound the precision loss for both complex and real computations. We
extend our work on precision and define a precision tracker tool which allows
users to track precision through various operations in a circuit. The tracker can
also be converted to a precision budget, in analogue to noise budgets for BGV or
3

BFV [18, 44]. To the best of our knowledge, this is the first time that precision
has been precisely defined, and theoretically justified, in the CKKS context.
Our final main contribution is to show how our analyses can be applied
in the context of iterative algorithms. These are widely used in applications
of homomorphic encryption, a prominent example being in CKKS bootstrapping [10, 11, 27]. We show how to use our noise analyses to determine the point
at which the inherent CKKS precision loss begins to interfere with the accurate
bits of the desired solution, and thus at which it is no longer useful to continue
the iteration process. Our discussion focuses on the Newton-Raphson algorithm
for division, and can serve as a template for determining convergence properties
of other iterative algorithms.
Related work: Prior noise analyses for CKKS were presented in [11, 12, 14,
33, 35, 30]. Most of these works employ a worst-case analysis in the canonical
embedding, in analogue to the line of work [17, 18, 26] for analysing noise growth
in BGV [4] and BFV [23]. In particular, a bound on the noise of each ciphertext
(in the canonical embedding) can be tracked and dynamically updated as the
homomorphic evaluation is performed. This leads to a bound on the noise in the
output ciphertext, which can be used to set parameters for correctness. These
worst-case bounds are developed assuming that the random variable falls within
a certain multiple of standard deviations (e.g. six [26] or ten [30]) from its mean.
In contrast, our worst-case analyses are refined through the use of a tunable
failure probability.
Lee et al. [35] use the signal-to-noise ratio, and proposes to track the variance
of the errors, rather than an upper bound. We provide a theoretical justification for such an ‘average-case’ approach. Average-case noise analyses for other
homomorphic encryption schemes were presented in [16, 38].
Our work provides a methodology for noise analysis of CKKS, and we focus
on the original scheme [14] for concreteness and for wide applicability. However,
our methods could be applied to other variants and optimisations of CKKS, such
as those presented in [12, 33, 35]. In more detail, Cheon et al. [12] give an RNS
variant of CKKS. Kim et al. [33] propose new variants that encode with ∆2
and reverse the order of rescale and multiplication, to enable automation of the
rescaling procedure and to reduce noise growth. Lee et al. [35] propose to reorder
operations in CKKS which admits a reduction in the signal-to-noise ratio.
Recently, Li and Micciancio [36] showed a key recovery attack for CKKS
that exploits its approximate nature. In particular, the noise of an output from
decryption e depends on the secret key. Various countermeasures have since
been deployed in commonly used homomorphic encryption libraries [13]. The
Li-Micciancio attacks highlight the importance of a thorough noise analysis not
simply from the point of view of accuracy, but more importantly, from the point
of view of security, and is a major motivator for our work. We discuss this
further in Section 8 and describe how, under certain conditions, an exact variant
of CKKS can be developed, that could be deployed as a mitigation.
4

The CKKS precision trackers that we develop in this work could form part
of an automatic parameter selection tool or FHE compiler, and thus feeds into
this line of work [2, 20, 21].
Structure: In Section 2 we introduce relevant background material and notation. In Section 3 we study the precision loss coming from encoding and decoding
in CKKS. In Section 4 we study the noise coming from the homomorphic evaluation operations in CKKS. In Section 5 we combine these analyses to give an
analysis of precision and precision trackers for operations with respect to the
three different noise analysis methods. In Section 6 we report on experimental
results. In Section 7 we consider the application of our results to the NewtonRaphson method.

2

Preliminaries

Vectors are denoted in small bold font z, and zj refers to a vector’s j th element,
indexing from zero. The notation b·e is used for rounding to the nearest integer
and [·]q represents reduction modulo q. For z = x + iy ∈ C, we denote by
dzc := dxc + i dyc the rounding of both its real and imaginary components,
and extend this componentwise to define the rounding dzc of a complex vector
z ∈ CN/2 . Unless otherwise stated, log will always mean log2 .
In this work, we will consider several different norms. We denote the p-norm
by k·kp and the infinity norm by kzk∞ . We consider norms on a polynomial
m both as a vector of its coefficients and under the canonical embedding, and
can
denote these norms by kmk and kmk respectively. We use s ← D to denote
sampling s according to the distribution D.
We use the notation N(µ, σ 2 ) to refer to a univariate Normal distribution
with mean µ and variance σ 2 , and N(µ; Σ) to refer to an N -dimensional multivariate Normal distribution with N -dimensional mean vector µ and N × N
covariance matrix Σ. For a polynomial Z(X) ∈ R[X]/(X N + 1), we will write
Z ∼ N(µ, ρ2 IN ) to indicate that each coefficient of Z is independently and identically normally distributed, i.e., Zi ∼ N(µi , ρ2 ).
The CKKS scheme uses the canonical embedding to define an encoding from
the message space CN/2 to the plaintext space Z[X]/(X N + 1) in the following
way: an isomorphism τ : R[X]/(X N + 1) → CN/2 can be defined via considering the canonical embedding restricted to N/2 of the 2N th primitive roots and
discarding conjugates. Encoding and decoding then use this map τ , as well as a
precision parameter ∆, as follows:
Encode(z, ∆) = d∆τ −1 (z)c,

Decode(m, ∆) =

1
τ (m),
∆

where z ∈ CN/2 , m ∈ Z[X]/(X N + 1) and d·c is taken coefficient-wise.

3

Encoding

In this section, we give theoretical bounds on the precision loss from encoding
and decoding. To understand precision loss due to encoding, as well as translate
5

noise bounds derived in the plaintext space to noise bounds in the message
space, we investigate how distance measured in R[X]/(X N + 1) corresponds to
distance measured in CN/2 , when we move between the two via τ . If we measure
using the 2-norm in both spaces, these two distances
correspond exactly as here
q

N
τ gives a scaled isometry with kτ (m)k2 =
2 kmk2 . However, we will use
the infinity norm in both spaces. We do this to support our Worst Case in
the Ring analysis (see Section 4), which uses the infinity norm, as well as to
more accurately characterise error due to encoding which, as a rounding loss, is
best characterised in the infinity norm on polynomial coefficients. In addition,
we believe the infinity norm in CN/2 is most appropriate as it corresponds to
bounding slot-wise error. Moreover, essentially all prior work on bounding noise
in homomorphic encryption schemes uses the infinity norm in the canonical
embedding [14, 17, 18, 26]. We find that, in the worst case, there is an O(N )
expansion in the infinity norm under the map τ and unlike the 2-norm, there is
no contraction under the map τ −1 .

3.1

Mapping Theory
can

Lemma 1 ([19]). Let m ∈ RN . Then kmk∞ 6 kmk∞ .
This inequality is best possible in the sense that it is achieved: if m = τ −1 (z)
can
and we let zk = Bζkj for 0 6 k 6 N2 − 1, then we find kmk∞ = kzk∞ = B =
|mj | = kmk∞ . In particular, there is no contraction as we move from CN/2 , k·k∞
to RN , k·k∞ but there is an expansion as we move the other way. The prior result
on this bound is as follows.
can

Lemma 2 ([19, 26]). Let m ∈ RN . Then kmk∞ 6 N kmk∞ .
Using √
generic proof methods and properties of the norm, we can shave this factor
to N/ 2.
We improve this result further. Before doing so, we require some definitions
and a Lemma. The proof technique of the following Lemmas 3 and 4 is adapted
from [8]. We introduce the notation I(N, j) and I(N ) as follows:
I(N, j) :=

N
−1
X


sin

k=0

I(N ) :=

max

06j6N −1

jkπ
N


,

I(N, 2j + 1).

Lemma 3. For j ∈ Z, we have that I(N, 2j + 1) = I(N, 1), so that I(N ) =
I(N, 1).
Proof. 2j + 1 ∈ Z×
N , so {(2j + 1)k mod N : k = 0, ..., N − 1} = {k mod N :
k = 0, ..., N − 1}. Therefore
X
X
I(N, 2j + 1) =
|sin(xπ)| =
|sin(xπ)| = I(N, 1).
k
,
x= N
06k6N −1

(2j+1)k

x= N
,
06k6N −1
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Here, the central equality follows from the π-periodicity of |sin(·)|.
1
I(N )
N →∞ N

Lemma 4. lim

=

2
π,

and this limit is approached from below.

Proof. We have that N1 I(N ) =
Riemann sums we get:
Z
0

π

t
u

1
N I(N, 1)

=

1
N

PN −1
k=0

sin

kπ
N



, while using

 
N −1
π X
kπ
1
|sin(x)| = lim
sin
= π lim
I(N ).
N →∞ N
N
→∞
N
N
k=0

As the LHS is equal to 2, we get the claimed limit. Moreover, as |sin(·)| is concave,
we get this sequence of Riemann sums is increasing.
t
u
p
can
Theorem 1. Let m ∈ RN . Then kmk∞ 6 I(N )2 + 1 kmk∞ , and this bound is
best possible for N fixed.
can

Proof. Fix kmk∞ 6 1, and consider optimising kmk∞ subject to this constraint.
Since we can rotate the entries of σ(m) ∈ CN/2 via performing automorphisms
on m, we may without loss of generality consider maximising |m(ζ)|, where
ζ = exp( πi
N ).
PN −1
Let M (X) = k=0 X j . We will show that, if m(X) achieves a maximum
of |m(ζ)| with kmk∞ 6 1, then m(X) = X k M (X)
p for some k ∈ Z2N . This is
can
sufficient to prove our result as X k M (X) ∞ = I(N )2 + 1.
So, fix some maximising polynomial m(X) with kmk∞ 6 1, and let k ∈ Z2N
be such that k = arg maxIm(ζ −j m(ζ)). If m(X) = X k M (X), we are done –
j

otherwise we will derive a contradiction to either the maximality of k or the
maximality of m. By negating m as necessary, we say Im(ζ −k m(ζ)) > 0. In fact,
we can say Im(ζ −k m(ζ)) > 1, since otherwise the maximality of m would give
Re(ζ −k m(ζ))2 > Im(ζ −k m(ζ))2 , contradicting the maximality of k via either
k + N/2 or k − N/2.
The polynomial M (X) (up to sign, uniquely) maximises the imaginary component |Im(M (ζ))|. We therefore have Im(ζ −k m(ζ)) 6 |Im(M (ζ))|. Comparing
|m(ζ)| and |M (ζ)| we find
2

2

|m(ζ)| − |M (ζ)| = ζ −k m(ζ)
= Im(ζ
|

−k

2

− Im(M (ζ))2 − Re(M (ζ))2
2

2

m(ζ)) − Im(M (ζ)) + Re(ζ
{z
} |
(1)

−k

(1)
2

m(ζ)) − 1 .
{z
}

(2)

(2)

As discussed, we certainly have (1) 6 0. We will show that we also have (2) 6 0,
since otherwise k is not the maximal choice.


PN −1
> 1. Then:
Suppose Re(ζ −k m(ζ)) > 1, so that j=0 mj cos (j−k)π
N
Im(ζ

−(k−1)

m(ζ)) − Im(ζ

−k

m(ζ)) =

N
−1
X
j=0
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mj sin



(j − k + 1)π
N




− sin

(j − k)π
N




π

π
− 1 Im(ζ −k m(ζ)) + sin
Re(ζ −k m(ζ))
= cos
N
N
π
π
> cos
+ sin
−1
N
N
> 0,
since N > 2. We can derive a similar contradiction using ζ −(k+1) m(ζ) in the
case Re(ζ −k m(ζ)) < −1.
2
2
We have therefore shown |m(ζ)| 6 |M (ζ)| , with equality if and only if there
k
exists a k ∈ Z2N with
p m(X) = X M (X). The maximum for |m(ζ)| is therefore
given by |M (ζ)| = I(N )2 + 1 as claimed.
t
u
can

Corollary 1. Suppose for all m ∈ RN we have kmk∞ 6 N · M (N ) kmk∞ with
M (N ) a least upper bound. Then M (N ) → π2 as N → ∞.
t
u

Proof. Immediate from Lemma 4 and Theorem 1.

We will additionally be interested in bounding just the real component of the
canonical embedding of m, although the following results apply equally to the
can,Re
imaginary component. We use the notation kmk∞
= maxj |Re(m(ζj ))|.
We find that, in the limit, the upper bound on expansion of just the real
component equals the upper bound on the entire expansion:
can,Re

Lemma 5. Let m ∈ RN . Then kmk∞
possible.

6 I(N ) kmk∞ , and this result is best

Proof. This proof technique is again adapted from [8].
Consider the j th component of the canonical embedding zj , given by evaluating m(X) at the j th primitive 2N root of unity. Then the real part of zj is
given by:
N
−1
X
Re(zj ) =
mk Re(ζjk ).
k=0

We maximise the magnitude of this quantity, subject to kmk∞ = B, by setting
each mk = B · Sign(Re(ζjk )). We therefore have:
can,Re

kmk∞

6B

N
−1
X

max

j=0,...,N −1


cos

k=0

k(2j + 1)π
N



= I(N ) kmk∞ .
can,Re

Corollary 2. Let m ∈ RN . Then if for all N we have that kmk∞
then k 6 π2 and k → π2 as N → ∞.
Proof. Immediate from Lemma 4 and Lemma 5.
8

6 kN kmk∞
t
u

3.2

Application to Encoding

In this section, we apply the results from Section 3.1 to produce bounds on the
growth of polynomials under encoding and decoding. Our first result enables us
to produce bounds in the plaintext space given bounds in the message space.
Lemma 6. Suppose m ∈ RN and z ∈ CN/2 are such that m = Encode(z, ∆).
Then kmk∞ 6 ∆ kzk∞ + 12 .
Proof. Immediate from Lemma 1 and that encoding rounds coefficient wise.

t
u

The result in Theorem 1 enables us to give bounds in the message space given
bounds in the plaintext space.
Lemma 7. Suppose
m ∈ RN has kmk∞ 6 B. Then if z = Decode(m, ∆) we have
√
2
I(N ) +1
that kzk∞ 6
B, and this bound is best possible.
∆
Due to fast convergence of I(N ) to 2N
π , in what follows we will replace this result
2N B
by its limiting value, π∆ . We can therefore precisely bound the error introduced
during encoding.
Corollary 3. Suppose z ∈ CN/2 is encoded under scale factor √
∆. Then the preciI(N )2 +1
sion lost on each slot as a result of encoding is bounded by
, and this
2∆
N
bound tends to π∆
as N → ∞.
Proof. Immediate from Lemma 7 and the fact that the encoding error polynomial
has coefficients in [− 12 , 12 ].
t
u
We can also give analogous results for the real and imaginary components
alone.
Lemma 8. Suppose m ∈ RN has kmk∞ 6 B. Then if z = Decode(m, ∆) we have
2N
that kRe(z)k∞ , kIm(z)k∞ 6 π∆
B, and this bound is best possible.
Corollary 4. Suppose z ∈ CN/2 is encoded under scale factor ∆. Then both the
precision lost on the real and imaginary components of each slot is bounded by
N
π∆ .
A surprising result of our investigations is that, if using a worst case analysis,
it is not possible to achieve tighter analysis of precision loss by considering only
the error on the real part of the message. This is due to the worst case expansion
factors being the same in both cases. To benefit from restricting our attention
to only the real part, we must be able to specify statistical, rather than worst
case, behaviour, as explained in Section 5.
We note that the CKKS encoding/decoding process breaks the isometry τ by
rounding to integral polynomials only. In particular, this means that we cannot
decode to the whole of CN/2 but rather only to points on the lattice τ (R).
We call this lattice the lattice of preserved vectors, and vectors in CN/2 on the
lattice such that z = Decode(Encode(z)) preserved. More information is given
in Supplementary Material Section B.
9

4

Noise

In this section, we consider how to bound the noise from encryption. We calculate worst-case bounds on noise in the ring and in the canonical embedding, as
well as an average-case bound using Central Limit Theorem (CLT) techniques
of [38] to obtain much tighter bounds. We begin by introducing new notation
and methodology. We next give distributional results on the noise after certain
important operations, before giving noise bounds for each operation following
each of the three noise analysis methods.
4.1

Noise Analysis Method

Worst-case canonical embedding analysis. This is the standard way of viewing
noise bounds used in previous works [14], improved by following the Iliashenko
method [31]. In this method we track the size of error polynomials under the
can
canonical embedding, kk∞ , as follows. First, we derive the coefficient variance of
the noise polynomial in the ring. Then we use Lemma 9 or triangle inequalities to
can
derive bounds in the canonical embedding. We use the fact that kp(X)q(X)k∞ 6
can
can
kp(X)k∞ kq(X)k∞ is the worst case bound on a product of polynomials.
Worst-case analysis in the ring. In this method, we track a bound on the
size of the largest coefficient of the noise in the ring, kk∞ . We then track how
the coefficients of  grow in the worst case with each operation, using triangle
inequalities and Gaussian tail bounds as indicated in Lemma 9. We use the
fact that kp(X)q(X)k∞ 6 N kp(X)k∞ kq(X)k∞ is the worst case bound on a
product.
Average-case analysis using CLT techniques. In this method, we develop a
Central Limit argument that sees coefficients of the noise polynomial as sums of
independent random variables, so their distribution can be approximated as a
Normal distribution. This enables us to present an average-case approach that
traces through the variance of the noise after each operation. Using Lemma 9
we can then derive a bound on the noise in the output ciphertext based on its
variance.
Variance. We will use the variances of the followings distributions. For a
polynomial f with coefficients distributed uniformly in [−k/2, k/2], the variance
of the coefficients is ρ2f = k 2 /12. For a polynomial s with coefficients drawn
from the uniform ternary distribution {−1, 0, 1} the variance of the coefficients
is ρ2s = 2/3.
Bounding failure probability. Given a (multivariate) random variable, we
wish to identify a reasonable upper bound on the size of the components of the
random variable(s). It has been common practice [26, 17, 18] to give an upper
bound using the fact that erfc(6) ≈ 2−55 . Instead of deferring to such a bound
in all contexts, we express our worst case bounds on distributions in terms of a
new failure probability parameter α, defined as follows.
Definition 1. Suppose a random variable Z has real support. We will say B is a
probability 1 − α bound on Z if Pr(Z > B) = α. Equivalently, we will say B
has failure probability α, or that B has error tolerance α.
10

We therefore have the following Lemma, which gives probabilistic bounds on
relevant random variables.
Lemma 9. Suppose Z ∼ N(0, ρ2 IN ). Then:
1. A probability (1 − α) bound on the random variable kZk∞ is given by
B=

√

1

2 ρ erf−1 ((1 − α) N ).

2. Let τ denote the map used in encoding and decoding and consider τ (Z). Then
we have that Re(τ (Z)), Im(τ (Z)) ∼ N(0, N2 ρ2 IN/2 ), and a probability (1 − α)
bound on both kRe(τ (Z))k∞ and kIm(τ (Z))k∞ is given by
√
B=

2

N ρ erf−1 ((1 − α) N ).
can

3. A probability (1 − α) bound on the random variable kZk∞ is given by
√
B=

2

1

N ρ (− log(1 − (1 − α) N )) 2 .
t
u

Proof. A proof is given in Supplementary Material Section C.

When applying Lemma 9 in real and complex settings respectively, we use
the following functions for notational convenience:
1

2

1

HR (α, N ) := erf−1 ((1 − α) N ) and HC (α, N ) := (− log(1 − (1 − α) N )) 2 .
4.2

Distribution of Error Polynomials

In this section, we derive the distribution of the noise polynomial of a ciphertext that is output from various homomorphic operations. In more detail, for
a ciphertext (ct0 , ct1 ) encrypting a message m, we say its noise is , where
ct0 + ct1 s = m + . We denote by ρ2 the (component) variance of a noise polynomial . Some operations, such as key switching, introduce an additive noise
term, whose variance we denote by η 2 , so that (for example) a ciphertext with
noise variance ρ2 that is input to key switching will have an output noise variance
2
of ρ2ks = ρ2 + ηks
.
Fresh. First, we consider the encryption noise of a fresh ciphertext. The fresh
encryption noise polynomial is given by fresh = ve+e0 +e1 s. The Ring-LWE error
terms e, e0 , e1 are sampled from a discrete Gaussian with standard deviation σ,
and s, v are the secret and ephemeral secret respectively, sampled from a uniform
ternary distribution.
Heuristic 1 The noise random variable fresh for a fresh ciphertext has a Normal
distribution given by fresh ∼ N(0; ρ2fresh IN ) with variance
ρ2fresh = ( 34 N + 1)σ 2 .
Proof. A proof is given in Supplementary Material Section D.
11

t
u

Round. Component-wise rounding of a ciphertext (ct0 , ct1 ) ∈ (R[X]/(X N +
1)) in Rq introduces an additive rounding error round = τ0 + τ1 s, where τi is
the rounding error on cti . We model the τi as being drawn uniformly at random
with coefficients in [− 21 , 12 ], leading to the following lemma.
2

2
2
Heuristic 2 round ∼ N(0, ηround
IN ), where ηround
=

N
18

+

1
12 .

Proof. A proof is given in Supplementary Material Section D.

t
u

Keyswitch. The keyswitch operation introduces an additive error ks = P −1 ql ·
d2 e + round , where e0 is the Ring-LWE noise term in the evaluation key, d2 =
[ct0 [1]ct1 [1]]q` is a component from the output of pre-multiply, and round is a
possible rounding error created by dividing by P −1 . The rounding error only
applies if P does not divide q` , which is uncommon in implementations [44].

N
1
1
2
2
P −2 N q`2 σ 2 + 1P -q` 18
+ 12
.
Heuristic 3 ks ∼ N(0, ηks
IN ), where ηks
= 12
0

Proof. A proof is given in Supplementary Material Section D.
4.3

t
u

Worst-case noise bounds

In this section, we use Lemma 9 and the variances calculated in Section 4.2
to give worst-case bounds on the noise  in a ciphertext obtained after each
homomorphic evaluation operation. We give probabilistic bounds, defined by
the parameter α, both in the ring (i.e., bounding kk∞ ), and in the canonical
can
embedding (i.e., bounding kk∞ ).
Heuristic 4 Let ct be a fresh ciphertext encrypting a message m with noise .
can
In the canonical embedding, with probability 1 − α, we have that kk∞ ≤ Bfresh ,
where
q
q
Bfresh = N ρ2fresh HC (α, N ) = σ 43 N 2 + N HC (α, N ).
In the ring, with probability 1 − α, we have that kk∞ ≤ Bfresh , where
q
q
Bfresh = 2ρ2fresh HR (α, N ) = σ 83 N + 2 HR (α, N ).
Proof. Heuristic 1 shows that the encryption noise has a multivariate Normal
N(0; ρ2fresh IN ) distribution, where ρ2fresh = ( 34 N + 1)σ 2 . The worst case bounds on
the encryption noise under the canonical embedding norm and in the ring then
follow from Lemma 9 (1) and Lemma 9 (3) respectively.
t
u
Lemma 10. Let ctadd with noise add be the ciphertext resulting from the homomorphic addition of two ciphertexts ct1 and ct2 . Let ct1 and ct2 have noises
can
can
1 and 2 , where k1 k∞ ≤ B1 and k2 k∞ ≤ B2 (respectively, k1 k∞ ≤ B1 and
can
k2 k∞ ≤ B2 ). Then we can bound kadd k∞ ≤ Badd (respectively kadd k∞ ≤ Badd )
where:
Badd = B1 + B2 .
12

Heuristic 5 Consider rounding a non-integer ciphertext. In the canonical embedding, a worst-case bound on the additive noise introduced by this process, that
holds with probability 1 − α, is given by
q
q
1
1
2
Bround = N ηround
HC (α, N ) = 18
N 2 + 12
N HC (α, N ).
In the ring, a worst-case bound on the additive noise introduced by this process,
that holds with probability 1 − α, is given by
q
q
2
Bround = 2ηround
HR (α, N ) = 19 N + 16 HR (α, N ).
Heuristic 6 Let ctmult be the ciphertext resulting from the pre-multiply operation
applied on two ciphertexts ct1 and ct2 encrypting m1 and m2 respectively. Then
ctmult is an encryption of m1 · m2 with noise mult = m1 2 + m2 1 + 1 2 . Let
can
can
ct1 and ct2 have noises 1 and 2 , where k1 k∞ ≤ B1 and k2 k∞ ≤ B2 (respectively, k1 k∞ ≤ B1 and k2 k∞ ≤ B2 ). In the canonical embedding, we have
can
that kmult k∞ ≤ Bmult , where

can
can
Bmult = km1 k∞ B2 + km2 k∞ B1 + B1 B2 .
In the ring, we have that kmult k∞ ≤ Bmult , where
Bmult = N · (km1 k∞ B2 + km2 k∞ B1 + B1 B2 ) .
Heuristic 7 Let ctmult be the ciphertext resulting from the key switch operation
applied on the ciphertext ct. This operation introduces an additive error term
ks that can be bounded as follows. In the canonical embedding, with probability
can
1 − α, we have that kks k∞ ≤ Bks , where
q
2 H (α, N )
Bks = N ηks
C
q

1
1
1
HC (α, N ).
= N 12
P −2 N q`2 σ 2 + 1P -q` 18
N + 12
In the ring, with probability 1 − α, we have that kks k∞ ≤ Bks , where
q
2 H (α, N )
Bks = 2ηks
R
q

= 16 P −2 N q`2 σ 2 + 1P -q` 32 N + 1 HR (α, N ).
Rescale: Let ctrs be the ciphertext resulting from the rescale operation applied to a ciphertext ct encrypting m with noise . Then ctrs encrypts m/∆ with
can
noise rs = /∆ + round . Thus, if kk∞ ≤ B (respectively, if kk∞ ≤ B), then
can
krs k∞ ≤ Brs (respectively, krs k∞ ≤ Brs ), where
Brs = ∆−1 B + Bround .
Multiplication: We finally give a bound on the noise in a ciphertext resulting from
homomorphic multiplication, i.e., the combination of pre-multiply, key switch
and rescale.
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Heuristic 8 In either the ring or the canonical embedding, the worst-case bound
on the noise in a ciphertext resulting from homomorphic multiplication is given
by
Bfinalmult = ∆−1 (Bmult + Bks ) + Bround ,
where the bounds Bmult , Bks , and Bround are calculated with respect to the relevant
norm.
4.4

Central Limit Theorem (CLT) approach

In this section we present an average-case noise analysis for CKKS developed
using a Central Limit Theorem or CLT approach. In particular, we consider
distributions of the random variables used in CKKS “in the ring”. Our analysis
is based on continuous noise random variables for simplicity, but the distributional results are applicable to the corresponding discrete noise random variables.
Theorem 2 is our main result and shows that the polynomial product (modulo
X N + 1) of multivariate Normal vectors with covariance matrices a multiple of
the identity matrix IN can be well-approximated as a multivariate Normal distribution with a covariance matrix of the form ρ2∗ IN + S for a specified off-diagonal
matrix S. For the purposes of our analysis, we make the Small-S assumption
that this off-diagonal matrix S is negligible compared to ρ2∗ IN and we disregard
it. Examination of the form of S indicates that this assumption is reasonable
in many circumstances of interest, though we note that this is not the case for
example if the mean vectors have large constant components. This is discussed
further in Supplementary Material F. Corollary 5 then gives some related results under the Small-S assumption. Our CLT noise analysis follows from these
results.
Theorem 2. Suppose that Z ∼ N(µ; ρ2 IN ) and Z 0 ∼ N(µ0 ; ρ02 IN ), then the polynomial product ZZ 0 (modulo X N + 1) is well-approximated as a multivariate
Normal distribution for large N given by

ZZ 0 ∼ N µµ0 ; ρ2∗ IN + S ,
2

2

where ρ2∗ = N ρ2 ρ02 + ρ02 kµk2 + ρ2 kµ0 k2 and S is an off-diagonal matrix with
PN −1
PN −1
Si,i0 = ρ02 j=0 ξ(i − j)ξ(i0 − j)µi−j µi0 −j + ρ2 j=0 ξ(i − j)ξ(i0 − j)µ0i−j µ0i0 −j ,
for a modified sign function ξ given by ξ(z) = Sign(z) for z 6= 0 and ξ(0) = 1.
PN −1
Proof. Let Y = ZZ 0 , so Y has components Yi = j=0 ξ(i − j)Zi−j Zj0 , and the
mean of such a component Yi is given by
PN −1
PN −1
E(Yi ) = j=0 E(ξ(i − j)Zi−j Zj0 ) = j=0 ξ(i − j)µi−j µ0j = (µµ0 )i .
The summands of a component Yi are independent, so the variance is given by


2
 PN −1
PN −1
2
2
E Zj02 − E (Zi−j ) E Zj0
Var(Yi ) = j=0 Var Zi−j Zj0 = j=0 E Zi−j


PN −1
2
02
= j=0 ρ2 + µ2i−j ρ02 + µ02
j − µi−j µj
PN −1 2 02
2
2
2 02
02 2
2 02
= j=0 ρ ρ + ρ µj + ρ µi−j = N ρ ρ + ρ02 kµk2 + ρ2 kµ0 k2 .
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A similar argument shows that the covariance of distinct components Yi and Yi0
(so i 6= i0 ) is given by
Cov(Yi , Y ) = ρ
i0

02

N
−1
X

0

ξ(i−j)ξ(i −j)µi−j µ

i0 −j

j=0

+ρ

2

N
−1
X

ξ(i−j)ξ(i0 −j)µ0i−j µ0i0 −j .

j=0

Thus Y = ZZ 0 has covariance matrix ρ2∗ IN + S. The distribution of Yi can be
addressed by considering the related sum
PN −1
Yi0 = j=0 ξ(i − j)(Zi−j − µi−j )(Zj0 − µ0j )

PN −1
= Yi − j=0 ξ(i − j) µi−j Zj0 + µ0j Zi−j − µi−j µ0j .
These summands are a product of Zi−j −µi−j ∼ N(0, ρ2 ) and Zj0 −µ0j ∼ N(0, ρ02 ),
so have mean 0 and variance ρ2 ρ02 . Furthermore, the summands of Yi0 are independent and identically distributed, so a Central Limit argument shows that
the distribution of Yi0 is well-approximated by a Normal distribution for large
N . However, Yi differs from Yi0 by a Normal random variable so Yi also wellapproximated by a Normal distribution. Thus Y can be approximated by a
multivariate Normal distribution as each of its components
has a Normal distri
t
u
bution, so we have Y = ZZ 0 ∼ N µµ0 ; ρ2∗ IN + S .
Corollary 5. Suppose that Z ∼ N(µ; ρ2 IN ) and Z 0 ∼ N(µ0 ; ρ02 IN ) are independent, λ is a constant vector. Approximations to the distribution of Z + Z 0 , λZ
and the rounding bZe are then given by:



2
1
Z+Z 0 ∼ N(0, (ρ2 +ρ02 )IN ), λZ ∼ N λµ ; ρ2 kλk2 IN and bZe ∼ N µ , ρ2 + 12
.
Furthermore, an approximation to the distribution of ZZ 0 when the Small-S
assumption is valid for ZZ 0 and an approximation to the distribution of Z 2
when the Small-S assumption is valid for Z 2 are given by:


2
2
ZZ 0 ∼ N µµ0 ; (N ρ2 ρ02 + ρ02 kµk2 + ρ2 kµ0 k2 )IN


2
and Z 2 ∼ N µ2 ; 2ρ2 (N ρ2 + 2 kµk2 )IN .
The idea of the CLT approach is to track the variance ρ2 of the noise coefficients through a circuit, and only at the end of the circuit convert this variance
into a bound. The following Lemmas outline how to update this variance over
the course of a circuit, and Lemma 9, part (1) indicates how to derive a bound
in the ring given a final variance.
Heuristic 9 Let ct be a ciphertext encrypting m with noise  ∼ N(0; ρ2 IN ). Let
ctop encrypting m be the ciphertext with noise op resulting from the rounding or
2
keyswitch operations. Then op ∼ N(0; ρ2 +ηop
IN ), where the respective variances
2
ηop of the additive noise introduced by these operations are given by:

1
1
N
1
N
2
2
+ 12
, and ηks
= 12
P −2 N q`2 σ 2 + 1P -q` 18
+ 12
.
ηround
= 18
15

Proof. Follows from results in Section 4.2 and Corollary 5.

t
u

Heuristic 10 Let ct1 , ct2 be two independent ciphertexts encrypting m1 and
m2 with noises 1 ∼ N(0; ρ21 IN ) and 2 ∼ N(0; ρ22 IN ) respectively. Let ctop
with noise op be the ciphertext resulting from applying addition, pre-multiply,
or multiplication to the ciphertexts ct1 and ct2 . Then op ∼ N(0; ρ2op IN ). The
noise variance ρ2add for the addition operation is given by:
ρ2add = ρ21 + ρ22 .
Furthermore, if the Small-S assumption is valid for the distributions m1 +1 and
m2 + 2 , then the noise variances ρ2pre-mult and ρ2mult are given by:

1
2
2
ρ2pre-mult + ηks
+ ηround
,
2
∆

1
N
1
2
.
and ηks
= 12
P −2 N q`2 σ 2 + 1P -q` 18
+ 12
2

2

ρ2pre-mult = N ρ21 ρ22 + ρ22 km1 k2 + ρ21 km2 k2 and ρ2mult =
2
where ηround
=

N
18

+

1
12

Proof. Follows from results in Section 4.2, Corollary 5 and Heuristic 9.

5

t
u

Precision

Having analysed the noise resulting from encryption and considered the relationships between bounds in the plaintext space and the message space, we now seek
to combine these findings to quantify the impact of both encryption and encoding noise on the precision of plaintexts. First, we give strategies for accounting
for precision loss during encoding. Second, we show how to translate noise analysis in the plaintext space into the message space. Lastly, we discuss precision in
the CKKS context and provide a precision tracker tool to allow users to gauge
how ciphertext operations impact the precision of the output ciphertext.
5.1

Combining Encryption and Encoding Noise

When we encode and encrypt we have two sources of error: encryption noise and
the rounding error from encoding. If we were to only ever add or rescale, the
relationship between these errors would remain additive, and we could bound
them separately, either in the ring or in the message space, and combine at the
end. However, multiplying ciphertexts causes these errors to interact, and so an
additive approach will not work.
We propose the following solution. The decryption of a freshly encoded and
encrypted message has the following form
∆m(X) + 1 (X) + 2 (X),
where 1 (X) is the noise introduced in encryption and 2 (X) is the encoding
noise. We can therefore account for 2 via modifying the treatment of fresh
noise. This is done for each noise analysis method as follows.
16

Worst Case in the Ring: Here, we observe encoding error is a rounding error so
can be accounted for by simply adding 12 to Bfresh .
Worst Case in the Canonical Embedding: Following Corollary 1 we add N
π to
Bfresh .
CLT: Unlike previous methods, here we must model encoding error as a random
variable to be compatible with the CLT noise analysis. As each coefficient of the
encoding error polynomial is taken from [− 21 , 12 ], we model the encoding noise as
a polynomial with i.i.d. Gaussian coefficients with variance equal to a continuous
1
to ρ2fresh .
uniform over [− 12 , 12 ]. We therefore account for encoding by adding 12
We remark that the first two strategies are worst case, and so the resulting
bound could be made tighter with additional knowledge of the plaintexts. The
CLT approach requires modelling data (via its rounding error) as a random
variable, which may not be appropriate in all contexts.
5.2

Message Space Precision Loss from Ring Bounds

Given a bound or variance derived as described in the previous section, we
now seek to understand the impact this noise has in the message space. For the
Worst Case in the Ring, we use Lemma 7 to give the following result.
Lemma 11. Suppose in the ring we have kk∞ √
6 B. Then after decoding with
scale factor ∆ we have the error is bounded by

I(N )2 +1
B.
∆

As I(N ) converges from below and quickly (with log N ) to 2N
π , we use the
limiting value of this expression, 2NπB .
For the Worst Case in the Canonical Embedding, we observe that decoding
consists of evaluating the half canonical embedding and then dividing by ∆, so
that we get the following result.
can

Lemma 12. Suppose in the canonical embedding we have kk∞ 6 B. Then after
B
decoding with scale factor ∆ we have that the error is bounded by ∆
.
Our CLT analysis shows that the error is normally distributed (in R) as
Z ∼ N (0, ρ2 IN ) for some variance ρ2 . We now give a worst case bound on either
total or real error in CN/2 . For the total error, we wish to find a bound Bmax and
can
an error tolerance α satisfying α = P(kDecode(m, ∆)k∞ > Bmax ) = P(kZk∞ >
∆Bmax ). Thus Lemma 9 (3) shows that
√
Bmax =

N

ρ
HC (α, N ).
∆

For the real error, we wish to find a bound Brealmax and an error tolerance
α = P(max{Re(τ (Z)1 ), . . . , Re(τ (Z)N/2 )} > ∆Brealmax ). Thus Lemma 9 (2)
shows that
√ ρ
Brealmax = N HR (α, N/2).
∆
17

5.3

Precision Tracker

We now consider how to define a function of a ciphertext that returns some
measure of how “correct” a ciphertext is – we will define this as the precision.
We will say a ciphertext has precision k bits if the slotwise difference between
the computed result in CN/2 is within 2−k of the true result, or kz̃ − zk∞ 6 2−k ,
where z̃ ∈ CN/2 is the result after decrypting and decoding, and z ∈ CN/2 is
the true result of the computation. Observe that choosing negative values for k
corresponds to only guaranteeing correctness before the decimal point.
We use this definition and our noise analyses to give precision trackers for
each ciphertext, which give different probabilistic (with respect to α) guarantees
on the precision of a ciphertext. If an application requires a ciphertext be correct
to at least t bits we can modify our function to be a budget (rather than a tracker)
by subtracting t.
We now explain how to update the tracker on a ciphertext, using the three
noise analysis methods from Section 4 and the methods for translating these to
the message space given in Section 5.2. For the worst case in the ring (WCR)
and worst case in the canonical embedding (CE), only a total precision tracker
is given, while for the CLT approach a tracker for both total and real precision
is given. The trackers requires keeping track of a bound B on the noise for the
WCR and CE approaches, and a variance ρ2 for the CLT approach, as well as
appropriate message bounds.
Initial.


PCE

N
= log ∆ − log Bfresh +
π



PWCR = log π∆ − log 2N (Bfresh + 0.5)


1
1
2
PCLT = log ∆ − log N ρfresh +
− log HC (α, N )
2
12




1
1
N
2
Real
PCLT = log ∆ − log N ρfresh +
− log HR α,
.
2
12
2
Addition. We consider adding ct2 to ct1 and updating the tracker on ct1 .
Bounds (respectively variances) for cti are given by Bi (respectively ρ2i ).
PCE = PCE + log B1 − log(B1 + B2 )
PWCR = PWCR + log B1 − log(B1 + B2 )

PCLT = PCLT + log ρ21 − log ρ21 + ρ22

real
real
PCLT
= PCLT
+ log ρ21 − log ρ21 + ρ22 .
(Pre-)Multiplication. We consider multiplying ct1 by ct2 and updating the
tracker on ct1 , before performing a keyswitch or rescale. Bounds (respectively variances) for cti are given by Bi (respectively ρ2i ), and ν1 ,ν2 are
message bounds in appropriate norms.
PCE = PCE + log B1 − log(ν1 B2 + ν2 B1 + B1 B2 )
18

PWCR = PWCR + log B1 − log(N (ν1 B2 + ν2 B1 + B1 B2 ))

PCLT = PCLT + log ρ21 − log N ρ21 ρ22 + ρ1 ν22 + ρ22 ν12

real
real
PCLT
= PCLT
+ log ρ21 − log N ρ21 ρ22 + ρ1 ν22 + ρ22 ν12 .
Keyswitch. The error from keyswitch is additive, so the update is given by:
PCE = PCE + log B − log(B + Bks )
PWCR = PWCR + log B − log(B + Bks )

PCLT = PCLT + log ρ2 − log ρ2 + ρ2ks

real
real
PCLT
= PCLT
+ log ρ2 − log ρ2 + ρ2ks .
Rescale. The update is given by:



B
+ Bround
∆


B
= PWCR + log B − log
+ Bround
∆
 2

ρ
2
+
ρ
= PCLT + log ρ2 − log
round
∆2
 2

ρ
real
2
= PCLT
+ log ρ2 − log
+
ρ
round .
∆2

PCE = PCE + log B − log
PWCR
PCLT
real
PCLT

We omit plaintext operations, but comment that, unlike other HE schemes,
we advocate treating the encoding error on plaintexts in the same manner as
the encryption error on ciphertexts. We give an example for scalar plaintexts as
part of the analysis in the next section.

6

Experimental Results

In this section we report on experimental results that validate our results on both
noise and precision analysis using our three noise analysis approaches: worst case
in the ring (denoted as WCR), worst case in the canonical embedding (denoted
as CE) and average case using a Central Limit approach (denoted as CLT). The
experiments were run on a 2020 M1 MacBook Pro with 8 cores and 16GB RAM.
Methodology: We ran experiments in the HEAAN [29] library as this implementation most closely resembles “pure CKKS” (the focus of our study). In
contrast, other available libraries such as [40, 44] implement RNS variants and
other optimisations that may have distorted our conclusions.
Following the recommendations in the HE Standard [1], the LWE parameters (dimension N , ciphertext modulus q, error standard deviation σ) were set
as (log2 (N ), log2 (q)) ∈ {(13, 109), (14, 219), (15, 443)} and σ = 3.2, and we modified HEAAN to use a uniform ternary secret distribution. In the experiments
reported on in this section, we set the error tolerance to α = 0.0001 and the scale
parameter ∆ = 240 . We present additional results, for smaller α and larger ∆,
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in Supplementary Material F. Due to the KeySwitch method used in HEAAN,
the value of q must be kept lower than is necessary in alternative libraries. For
this reason, parameter sets with smaller values of N are too small to support
our evaluation circuit.
We run two sets of experiments. The first set corresponds to our analysis in
Section 4. In these experiments, in each trial we generate a random plaintext with
coefficients in [−∆, ∆], evaluate a specific circuit, and measure noise in the ring
after each operation. This approach in the first set of experiments is very similar
to previous noise analyses for exact schemes in the literature [14, 17, 18, 26].
In more detail, similarly to [18], the circuit that we evaluate is as follows.
We generate fresh ciphertexts ct0 , ct1 and ct2 and evaluate the circuit ct2 ∗
(ct1 + ct0 ), i.e. a homomorphic addition, followed by a (full) homomorphic
multiplication. We convert our three methods to bounds on the noise in the
ring via (1) reporting the bound for the WCR (2) using the function HR (α, N )
for the CLT variance estimates and (3) reporting the CE bound, as Lemma 1
gives this is the tightest possible ring bound given a canonical embedding bound.
For the multiplication operation estimates we use worst-case message bounds,
specifically ∆ for the WCR, N ∆2 for the CLT, and 2Nπ∆ for the CE.
For the second set of experiments, we do not begin and end directly in the
plaintext ring, but instead begin and end in the complex message space. These
experiments correspond to results in Section 5. In each experiment, in each trial,
we generate a vector of random numbers, encode them, encrypt them, and proceed by homomorphically evaluating the circuit as described above. Then, we
decrypt and decode and measure the precision loss in the ring. In Table 2, the
first two rows correspond to generating random real numbers in [0, 1], encoding
and decoding with scale factor ∆, and reporting only the real error on the computation. The second corresponds to generating random complex numbers with
real part and imaginary part both uniform in [0, 1] and reporting the magnitude
of the largest error.
The results for the first, respectively second sets of experiments are presented
in Table 1, respectively Table 2. In both tables, the results presented in the column “average” and “max” are the logarithmic values of the average and maximum
noise observed over 1000 trials.
While in exact schemes, it is trivial to observe the noise, this is not so straightforward for CKKS. Our methodology therefore was to generate three plaintexts
m1 , m2 and m3 , and to run those circuits both in the plaintext space and in the
ciphertext space. In other words, the noise reported in the tables below is the
result of
((m1 + m2 ) · m3 ) − (Dec((Enc(m1 ) + Enc(m2 ) · Enc(m3 ))) .
Results and discussion:
Table 1 shows that both of our two new noise analysis approaches (WCR
and CLT) are much tighter than the previous approach (CE), with WCR being
more conservative. Thus, if one is interested in estimating the noise in the ring,
we recommend following the CLT method for efficiency, and the WCR for a still
20

log(N )

log(q)

13
14
15

109
219
443

13
14
15

109
219
443

Average
Maximum
CLT
Addition noise.
10.88
11.26
11.40
11.44
11.86
11.93
12.00
12.33
12.45
Multiplication noise.
17.31
17.74
18.69
18.38
18.84
19.72
19.43
19.80
20.75

WCR

CE

11.90
12.43
12.95

17.95
18.98
20.01

25.90
27.43
28.95

31.30
33.33
35.35

Table 1: Average and maximum bits of noise observed in the ring over 1000
trials in HEAAN compared with noise predicted by the CLT, WCR and CE
noise analyses, for α = 0.0001 and ∆ = 240 .

efficient, but more conservative approach. We note that both of these effectively
close the “heuristic-to-practical gap” identified in [18].
Table 2 shows that, perhaps unsurprisingly, the WCR noise analysis method
does not perform well in the message space. The CE method is the second best,
which is to be expected, since this is its native space. But more importantly,
we see the CLT method is approximating the precision loss extremely well in
this setting. Indeed, the table shows that the CLT bounds are extremely tight in
the message space. We see that in some cases, they may in fact slightly underestimate the precision loss. To conclude, we recommend using the CLT method
for an efficient parameter setting, while bearing in mind, since this method is
so accurate, careful thought is required in picking the failure probability α. We
see in our table that for our parameter choices (α = 0.0001 and 1000 runs), the
bounds may fail by around −0.2 bits. If we were to use our results to set parameters for an application that might require an even lower failure probability,
we could pick parameters according to the CE method, which is more conservative. Alternatively, we could still use the CLT method, but lower the failure
probability. Finally, we observe that the results in Table 2 show that this work
effectively closes the “heuristic-to-practical gap” observed in [18].

7

Application to Iterative Algorithms

In this section we illustrate the applicability of our encoding and encryption noise
analyses in the context of iterative algorithms. These algorithms are widely used
in applications of homomorphic encryption, either due to polynomial approximation of functions that are not natively supported [11, 15, 27, 39], or as an
artefact of the program being evaluated [9, 32, 34]. The second category includes
programs that call Gradient Descent or any (quasi-)Newton method, including
(L-)BFGS.
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log(N )

log(q)

13
14
15

109
219
443

13
14
15

109
219
443

13
14
15

109
219
443

13
14
15

109
219
443

Average
Maximum
CLT
Addition, real error.
-22.68
-21.89
-22.63
-21.59
-20.95
-21.60
-20.50
-19.80
-20.57
Multiplication, real error.
-22.26
-21.56
-21.84
-21.13
-20.12
-20.81
-19.97
-18.62
-19.78
Addition, complex error.
-22.48
-21.92
-22.55
-21.39
-20.72
-21.52
-20.31
-19.70
-20.49
Multiplication, complex error.
-23.17
-21.51
-21.26
-21.68
-19.92
-20.23
-20.13
-18.72
-19.20

WCR

CE

-15.76
-14.23
-12.70

-22.02
-20.99
-19.97

-1.76
0.77
3.30

-21.00
-19.97
-18.94

-15.76
-14.23
-12.70

-22.02
-20.99
-19.97

-1.26
1.27
3.80

-20.50
-19.48
-18.45

Table 2: Average and maximum bits of error (either real or complex, as indicated)
observed in the message space over 1000 trials in HEAAN compared with noise
predicted by the CLT, WCR and CE noise analyses, for α = 0.0001 and ∆ = 240 .

When working with an exact scheme, once correctness is assured, then the
cleartext convergence properties of the chosen algorithm can be converted to
get formal guarantees on the quality of solution in the homomorphic domain.
However, when working with an approximate scheme such as CKKS, it is less
clear how to obtain such guarantees. In the clear, we would exactly calculate the
(n + 1)th estimate from the nth estimate. When working with CKKS, the noise
associated with the (n + 1)th calculation may mean that calculating the (n + 1)th
estimate may not provide an advantage over the nth estimate.
For a given set of parameters, function, and data set, we want to identify the
point at which the evaluation noise begins to interfere with the accurate bits of
the calculated solution. More precisely, if A(r) = f (z) − z(r) ∞ is the absolute
error associated with iteration r in the clear, and β (r) is a bound on the real
noise in CN/2 at iteration r, we wish to identify the point at which
log β (r) > log A(r) .
Once this critical point is reached, it is no longer beneficial to perform further
iterations. If this critical point is correctly identified, the maximum possible
accuracy that can be guaranteed is − log A(r−1) , as by iteration r encryption
noise has begun to interfere with the accuracy − log A(r) .
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7.1

Encoding as a Change of Argument

When evaluating a function f using CKKS, we have to be mindful that the
rounding during encoding effectively changes the argument of f . If the function
f is very smooth, or ∆ is chosen sufficiently large, this change of argument may
not matter. In the iterative algorithm setting, this change of argument strictly
limits the number of iterations we can perform. Put another way, we should
carefully consider the difference between f (z) and f (Decode ◦ Encode(z)) when
choosing our iteration number.
In this section, we reframe the encoding noise on the data as a change of
argument rather than noise. This means that we need not consider the noise
from encoding, since it will not interfere with operations until we reach a so
called encoding threshold, the iteration at which a worst case analysis on the
distance between f (z) and f evaluated at its image under encoding gives that
the absolute error has become smaller than this distance. This is described in
more detail for our case study in Supplementary Material Section E.1.
Instead, we may consider the noise associated with iterations z∗k , where z∗ is
the exact image of z under encoding.
Measuring. We will consider accurate bits, so letting x ∈ R be accurate bits
and e ∈ R be error, we use the formula [43]
x := − log2 (|e|),
naturally extended to work over vectors in RN/2 . Thus, if e ∈ RN/2 is a vector
of errors we define:
x :=

min
i=0,...,N/2−1

7.2

− log2 (|ei |) = − log2 (kek∞ ) .

Newton-Raphson Division

So far, the scenario we have described is general to techniques with successive
approximations. In order to make our analysis more concrete, we introduce the
Newton-Raphson method for division. These analyses could provide a template
for application to convergence properties of other iterative algorithms.
The remainder of this section uses the notation of [24, 43]. Recall that the
Newton-Raphson method finds the root of a function g(x) via the following
update:
g(xi )
.
xi+1 = xi − 0
g (xi )
If certain conditions are satisfied, these updates exhibit quadratic convergence.
Roughly speaking, the number of correct decimal places doubles each iteration.
To find d1 using this method, we require a function g which is zero when
x = d1 . We choose g(x) = x1 − d. This gives the following update circuit, of depth
2:
1
−d
xi+1 = xi − xi 2 = 2xi − dx2i .
−1/xi
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We consider absolute and relative error at the ith iteration, Ei (d) and Ri (d)
respectively. These shrink quadratically as follows:
Ri+1 (d) =

xi+1 −
1/d

1
d

2

= |dxi+1 − 1| = 2dxi − d2 x2i − 1 = |dxi − 1| = Ri (d)2 .

Following from this,
Ei+1 (d) = Ri+1 (d)/d = Ri (d)2 /d = dEi (d)2 .
n

Thus, at the nth iteration, the relative error is given by Rn (d) = R0 (d)2 , while
n
n
the absolute error is given by En (d) = (dE0 (d))2 /d = R0 (d)2 /d. Clearly, the
starting point for the iterations has a huge impact on the accuracy of the final
result. In Table 1 of [43], the authors give different optimal starting points when
d is assumed to come from a fixed positive interval [a, b]. These starting points
are either constant or linear in d, and minimise either the final relative or initial
absolute error.
7.3

Initial Approximation, Growth of A(r)

Following [43], we take the linear initial approximation which minimises the
relative error of the final result. The initial approximation is therefore given by
T1 d + T0 , where
T1 =

−8
,
a2 + 6ab + b2

T0 =

8(a + b)
.
a2 + 6ab + b2

This gives the maximum possible error observed after r iterations when inverting
d is given by:
2r



Er (d) = R0 (d) /d 6

(b − a)2
(a2 + 6ab + b2 )

We therefore upper bound En (d) to give A(r) =
of our critical value criterion is given by:
log A(r) = 2r log



2r
/d.

(b−a)2
(a2 +6ab+b2 )

2r

/a, so the RHS

(b − a)2
− log a.
(a2 + 6ab + b2 )

We use the values A(r) to derive an encoding threshold in Supplementary
Material Section E.1.
7.4

Growth of β (r)

In this section, we give results on the growth of β (r) as we track the growth
of error using the three different noise analysis techniques set out in Section 4.
As discussed, the CLT method has additional requirements on the independence
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of noise polynomials: we consider two degrees of independence assumption, full
independence (CLT1) and inter-iteration independence (CLT2), and our results
show that, although assuming less independence gives tighter noise bounds, in
this context, both methods predict the same critical points.
We present the expressions for noise growth for each iteration. To avoid
introducing redundant notation, we again recycle the terms Bfresh , Bks , Brs to
denote the bounds derived in the worst case in the ring and canonical embedding.
Each analysis also requires different bounds on relevant messages – we derive
relevant upper bounds in Supplementary Material Section E.2.
Iteration 0
Recall for Iteration 0, we homomorphically evaluate T1 z + T0 .
Worst Case in the Ring. In the ring, we upper bound the error on the iteration
via:
1
|d∆T1 c − ∆T1 | k∆τ (z)k∞
∆
1
+ d∆T1 cBfresh + Brescale
∆
+ |d∆T0 c − ∆T0 |
1
6 b |d∆T1 c − ∆T1 | + d∆T1 cBfresh + |d∆T0 c − ∆T0 | + Brescale
∆
=: B0 .

B=

(encoding error on T1 )
(scalar multiplication)
(encoding error on T0 )

Recall from Section 5 that for this method,
β (0) := log 2N B0 − log π∆.
Canonical Embedding. Similarly, we can upper bound noise in the canonical
embedding via:

B0 := b |d∆T1 c − ∆T1 | +

1
d∆T1 cBfresh + |d∆T0 c − ∆T0 | + Brescale .
∆

And for this method,
β (0) = log B0 − log ∆.
CLT. We assume the two encoding errors d∆T1 c − ∆T1 and d∆T0 c − ∆T0
are uniformly distributed on [±(d∆Ti c − ∆Ti )], and so each have variance σi2 =
2
1
3 (d∆Ti c − ∆Ti ) . This gives the initial variance is bounded by:
ρ20 =
This gives:

1
d∆T1 c2 ρ2fresh + σ12 b + σ02 + ρ2rescale .
∆2

√
β (0) = log ρ0 N HR (α, 21 N ) − log ∆.
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Further Iterations Suppose after iteration (k − 1) our noise is bounded by Bk−1 ,
or for the CLT has variance ρ2k−1 . Recall our update circuit is given by z(k) =
2z(k−1) − z(z(k−1) )2 , where all operations are component-wise.
Worst Case in the Ring. Let mk = ∆τ −1 (z(k) ). Assuming we are at level l,
after the square we have noise bounded by:
1
(N Bk−1 (Bk−1 + 2 kmk−1 k∞ ) + Bks ) + Brescale .
∆

Bsquare :=

The noise bound after the full update is given by:
 
1
1
m2k−1
N Bfresh Bsquare + kmk∞ Bsquare +
Bk = 2Bk−1 +
∆
∆


B
∞ fresh


+ Bks +Brescale ,

where m is the freshly encoded vector of values.
Canonical Embedding. Similarly, we bound:
1
can
(Bk−1 (Bk−1 + 2 kmk−1 k∞ ) + Bks ) + Brescale ,
∆

Bsquare =
so that:
1
Bk = 2Bk−1 +
∆


Bfresh Bsquare +

can
kmk∞

1
m2k−1
Bsquare +
∆

can
∞


Bfresh


+ Bks +Brescale .

CLT - Full Independence. In this setting we assume independence between
the noise of 2z(k) and z(z(k−1) )2 , as well as with earlier iterations, so that using
results on squaring from Section 4 we have:
1
2
(2N ρ4k−1 + 4ρ2k−1 kmk−1 k2 + ρ2ks ) + ρ2rescale .
∆2
After the full update:
ρ2square =

1
ρ2k = 4ρ2k−1 + 2
∆

N ρ2fresh ρ2square + ρ2fresh

1 2
m
∆ k−1

!

2

+

2
ρ2square kmk2

+ ρ2ks +ρ2rescale .

2

CLT2 – Inter-Iteration Independence. We additionally consider the effect
of dropping the independence assumption between the noise of 2z(k−1) and
z(z(k−1) )2 and find we can reduce the variance each iteration. As experimentally
this did not provide any advantage, we defer details to Supplementary Material
Section E.3.
7.5

Experimental Results

To evaluate our approach, we sampled vectors of real numbers in the interval
[a, b] and evaluated the described division algorithm for 10 iterations. We report
on the average behaviour over 100 trials as well as the worst behaviour at each
iteration over 100 trials. We remark that we do not advocate the security level of
the displayed parameters, but use them to demonstrate the plateau of accuracy.
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We additionally indicate the critical points identified by each noise analysis
method. Recall that these are the iterations at which each method indicates
the encryption noise may have begun to interfere with the accurate bits of the
approximation, and so the last accuracy that can be guaranteed by the algorithm
is A(r−1) . Newton-Raphson exhibits quadratic convergence, so slotwise we should
see the number of accurate bits doubling each iteration.
Reinforcing the conclusions of Section 6, the Worst Case in the Ring analysis
overestimates the noise in the message space, while the Canonical Embedding
and CLT methods frequently concur on the critical point value. We exhibit a
parameter set for which the Canonical Embedding overestimates the noise, and
so predicts the critical point as too early, while the CLT method(s) fare better
in Figure 1c.
For all parameter sets considered, CLT1 (complete independence) and CLT2
(inter-iteration independence) predicted the same critical point. In other words,
we observe that weakening the independence heuristic does not change the critical point identified by the CLT, although did produce smaller noise estimates.
We suggest this is due to the speed of convergence of this algorithm, and would
be a valuable analysis on other iterative algorithms.
Although the strict interpretation of the critical point is the iteration at which
noise has already begun to interfere with the convergence, so that convergence
should have begun to plateau in some cases the iteration before, we observe that
the critical points identified by the CLT often predicts the point at which the
plateau begins, rather than the iteration after. One exception to this is Figure 1a,
where the plateau begins at iteration 1, as identified by both the CLT methods
and the Canonical Embedding method.
An interesting behaviour our experiments identified was that after the convergence stops, the number of accurate bits plateaus, rather than decreases. We
observed this with many parameter sets, suggesting that for fast converging iterative methods like Newton-Raphson, precision is not harmed by performing
more iterations than the critical point recommends.
One potential application of the method demonstrated is to embed an algorithm for division at library level. The user could then call division as an
operation for a desired precision. The precision tracker would then be updated
not with the homomorphic operation updates, but with the error associated with
the number of iterations given by the critical point (or critical point minus one).

8
8.1

Discussion and Future Work
Li-Micciancio attack and mitigations

We now discuss the implications of our work to the recent CKKS key recovery
attack of Li and Micciancio [36], with respect to three countermeasures that have
been proposed [13, 36].
Exact CKKS On possible countermeasure is to make the CKKS scheme exact [36]. We describe how to do so under certain conditions, and prove this
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(a) log2 (N ) = 13, log2 ∆ = 28, a = 5, b = 10.
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(b) log2 (N ) = 14, log2 ∆ = 50, a = 1, b = 10.
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(c) log2 (N ) = 15, log2 ∆ = 35, a = 1, b = 15.

Fig. 1: Accuracy change over successive iterations. Critical Points displayed as
vertical lines, using α = 0.0001. Note that, in (a) and (b), the values of the
CLT1, CLT2 and CE critical points collide, so we plot them as a single line.
Similarly, in (c), the value of the CLT1 and CLT2 critical points collide, so we
plot them as a single line. All experiments are considered over 100 loops. The
number of accurate bits is given by x, as defined in Section 7.1.

modified version is sufficient to satisfy the security notion IND-CPAD intro28

duced in [36]. In particular, we rely on a correctability condition for the circuit
being homomorphically evaluated, defined as follows.
Definition 2. (Condition for correctability). Fix parameters, and a circuit g :
(CN/2 )l → CN/2 . Suppose that the message g(z1 , . . . , zl ) + e is obtained from
the decoding and decryption of the output ciphertext of the homomorphic evaluation of the circuit g such that kek∞ < B for some bound B > 0, with all but
negligible probability over the choice of inputs and randomness of encryption.
Then g is correctable for these parameters if ∆10 g(z1 , ..., zl ) ∈ Z[i]N/2 , where
∆0 = 2dlog Be+1 , for all feasible inputs zi . We will call this ∆0 a correcting factor.
We note that, in this definition, the bound B and the factor ∆0 are properties
of the function g itself, and not specific to any particular noise analysis method.
Informally, correctability ensures that for set parameters, the evaluation noise
of g and the desired result g(z1 , . . . , zl ) never interact. Observe that it should
always be possible to select parameters for which g is correctable.
We also note that, for real circuits, analogous definitions could be made using
bounds on the real noise. We could instead define correctability in the ring, but
we opt for a definition in the message space due to its easy interpretability in
terms of the precision of input messages.
We now proceed to show how define an exact version of CKKS in the case
of correctable circuits, show it is exact in the sense of [36], and outline why our
adapted version achieves the IND-CPAD security.
Lemma 13. Suppose z ∈ CN/2 has kzk∞ < B, and let ∆0 = 2dlog Be+1 . Then
d ∆10 zc = 0.
0

Proof. We have that for all i, |zi | < B 6 ∆2 . We must therefore have that
zi
zi
1
1
t
u
∆0 < 2 , so that d ∆0 c = 0, and as claimed d ∆0 zc = 0.
We therefore introduce the following procedure, performed after decoding,
which converts an approximate homomorphic evaluation of a correctable function
to an exact one:
Definition 3. Suppose we have a message z ∈ CN/2 . Then we define the algorithm
Correct : CN/2 × R+ → CN/2 via


1
0
0
Correct(z, ∆ ) = ∆
z .
∆0
Definitions 2 and 3 allow us to derive a correct scheme in the following sense.
Lemma 14. Fix parameters, and suppose g is a correctable circuit with correcting
factor ∆0 . Suppose z = g(z1 , ..., zl ) + e is the result of the homomorphic evaluation of the circuit g on inputs z1 , ..., zl . Then with all but negligible probability,
we have Correct(z, ∆0 ) = g(z1 , ..., zl ).
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Proof.

1
z
∆0


1
= ∆0
(g(z
,
...,
z
)
+
e)
1
l
∆0


1
= g(z1 , ..., zl ) +
e
∆0

Correct(z, ∆0 ) = ∆0



= g(z1 , ..., zl ),
as required, with the third equality following due the correctability of g, and the
final equality following with all but negligible probability from definition of ∆0
and Lemma 13.
t
u
If we therefore augment the decryption procedure by performing Correct
after decoding, we have that the resulting scheme is exact, or correct, for correctable circuits g in the sense of [36]:
Pr

cti ← Encpk (zi ) for 1 6 i 6 l,

!

Decsk (Eval(g, (cti )li=1 )) = g((mi )li=1 )

= 1 − negl(κ) ,

where κ is the security parameter. Therefore, by [36, Lemma 1], we have that
our corrected scheme is IND-CPAD secure. In more detail, where the IND-CPA
adversary is unable to provide decryptions to the IND-CPAD adversary in the
pure CKKS case due to their inability to simulate the noise, for our corrected
scheme the noise is eliminated and so the decryptions are simply a function of
messages the adversary possesses.
Note that we have formulated correctability with respect to a negligible failure probability on the bound on the error. This is to keep consistency with the
definition of correctness in [36]. However, we could also consider relaxations to a
larger failure probability, parameterised by α, as developed in this work. Future
work could quantify the security in the IND-CPAD model of such a relaxation,
giving a parametrisable trade off between security and efficient evaluation.
Another natural direction for future work is to explore whether such a corrected version of CKKS can be developed for arbitrary circuits, whose correctability may not be guaranteed. The difficulty here is the rounding during
correction may corrupt higher bits, thus the IND-CPA adversary cannot necessarily simulate decryptions. This may yield an effective attack on the corrected
CKKS scheme in the IND-CPAD model.
Adopting such a correcting approach may have been undesirable up to now,
given the difficulty of achieving accurate noise bounds B. Indeed, overestimating
noise significantly has the undesirable effect of eliminating correct bits during
correction. However, we have demonstrated that it is in fact feasible to develop
tight noise analyses for CKKS.
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Noise flooding Recall that the attack exploits the fact that CKKS decryption
outputs m + e, where e depends on the secret key. One possible countermeasure,
adopted for example in [28, 40], is to ‘noise flood’: at decryption, sample a fresh
Gaussian noise e0 of width wide enough to drown out the noise e, and output
m + e + e0 . In HEAAN [13], it is suggested to keep track of an upper bound
Bctxt of the noise e and use this bound as the width for e0 . Not only does our
work provide tighter bounds for Bctxt (resolving an open problem in [13]), but
also our analysis enables us to directly characterise the distribution of e and its
variance.
In PALISADE [40], the width used for noise flooding is determined by estimating the sample variance of the imaginary component resulting from decoding.
Our CLT analysis enables us to provide theoretical justification for this mitigation approach. In particular, we show that both the real and imaginary error are
2
distributed as N (0, ρ2∆N2 IN/2 ). For a real computation, the entire imaginary com2

ponent is error, so we can take each Im(zi ) as an i.i.d. sample from N (0, ρ2∆N2 ),
PN/2−1
so that we can use the sample variance ( N2 j=0 (xi − x)) as an estimator of
the variance, and thus specify the distribution of the real error.
Only real decoding In the linear Li-Micciancio attack [36, Theorem 1] the
attacker constructs m = Encode(Decode(z)) and the attack is successful if
m = Decrypt(ct). In this case, the error in the ciphertext component b and the
error in the approximate decryption cancel out. A possible mitigation, adopted
for example by [40], is to only ever reveal the real result of decoding, Re(z).
This can be justified by showing that a unique m cannot be recovered from
Re(z). In more detail, given m(X) ∈ Z[X], we can construct a second polynomial m̃(X) ∈ Z[X] such that Re(Decode(m, ∆)) = Re(Decode(m̃, ∆)). Indeed,
let m̃(X) = m(X) + X N/2 , so that m̃(ζj ) = m(ζj ) ± i for all primitive roots ζj .
We have that Decode(m, ∆) − Decode(m̃, ∆) is a purely imaginary vector with
1
each entry ± ∆
i.
8.2

Future work

In this work we analyse the original CKKS scheme as outlined in [14]. Since then,
there have been several modifications and improvements to CKKS. This includes
RNS variants, [12, 27] and improved encoding methods [33]. However, we work
with the standard ‘fresh out of the box’ CKKS scheme. This is since not every
implementation [40, 44] uses these methods. Not considering RNS variants of
CKKS allows our analysis to be more generally applicable. A possible extension
to this work would be to consider applying our new analysis methods to these
different scenarios. In particular, with some small changes we could apply our
methods to the scheme of [33], which improves noise management by encoding
with ∆2 .
Our CLT analysis for multiplication required us to make the Small-S assumption. Future work could seek to refine the CLT analysis and remove this
assumption through appropriate modelling of the message distribution and an
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analysis of “non-spherical” noise. Another interesting direction for future work
is to apply the new evaluation noise analysis methods that we have developed
(worst-case in the ring, and average-case via CLT arguments) in this work to
similar exact schemes, such as BGV and BFV. We expect that both approaches
would lead to tighter analyses than a worst-case canonical embedding analysis.
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Supplementary Material
A CKKS scheme
We give a specification of the CKKS scheme [14], a levelled HE scheme and is
parameterised by L, p, q0 , N , λ, χ, S and ∆.
The base p > 0 and modulus q0 are used to form the chain of moduli (one
for each level) as follows: q` = p` q0 for 1 6 ` 6 L. The dimension N is a
typically chosen as a power of two, and we will only use such N in this work.
The dimension N and the chain of moduli parameterise the underlying plaintext
and ciphertext rings. The plaintext space is R = Z[X]/(X N + 1). We denote by
q some fixed level in the description below, so that the ciphertext space at any
given moment is Rq = Zq [X]/(X N + 1).
The security parameter is λ. The Ring-LWE error distribution is denoted by
χ and is such that each coefficient is sampled as a discrete gaussian with standard
deviation σ = 3.2 [1]. The parameter S denotes the secret key distribution, which
we take as uniform ternary of fixed length.
The CKKS scheme is comprised of the following algorithms: SecretKeyGen,
PublicKeyGen, EvaluationKeyGen, Encrypt, Decrypt, Add, Pre-Multiply,
KeySwitch, Rescale, and Multiply.
SecretKeyGen(λ): Sample s ← S and output sk = (1, s).
PublicKeyGen(sk): Recall sk = (1, s) and sample a ← Rq uniformly at random
and e ← χ. Output pk = ([−as + e]q , a).
EvaluationKeyGen(sk, w): Sample a0 ← RP ·q uniformly at random and e0 ← χ.
Output evk = [−a0 s + e0 + P s2 ]P ·q , a0 .
Encrypt(pk, m): For the message m ∈ R. Let pk = (p0 , p1 ), sample v ← S and
e1 , e2 ← χ. Output ct = ([m + p0 v + e1 ]q , [p1 v + e2 ]q ).
Decrypt(sk, ct): Let ct = (c0 , c1 ). Output m0 = [c0 + c1 s]q .
Add(ct0 , ct1 ): Output ct = ([ct0 [0] + ct1 [0]]q , [ct0 [1] + ct1 [1]]q ).
Pre-Multiply(ct0 , ct1 ): Set d0 = [ct0 [0]ct1 [0]]q , d1 = [ct0 [0]ct1 [1] + ct0 [1]ct1 [0]]q ,
and d2 = [ct0 [1]ct1 [1]]q . Output ct = (d0 , d1 , d2 ).
KeySwitch(ct, evk): Here, ct is an output of Pre-Multiply. Let ct[0] = d0 ,
ct[1] = d1 and ct[2] = d2 . Recall evk[0] = −a0 s + e0 + P s2 and evk[1] = a0 .
Set c00 = [d0 + bP −1 · d2 · (−a0 s + e0 + P s2 )e]q , and c01 = [d1 + bP −1 · d2 · a0 e]q .
Output ct0 = (c00 , c01 ).
hj 0 mi
hj 0 mi
q
q
0
Rescale(ct, q 0 ) : Let ct = (c0 , c1 ). Set c00 =
c
and
c
=
.
0
1
∆
∆ c1
0
0
q

Output ct = (c00 , c01 ).

q

Multiply(ct): Here, ct is an output of Pre-Multiply. We apply
 KeySwitch
1
followed by Rescale. Output ct = ∆
(d0 , d1 ) + bP −1 d2 evke q .
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B

Lattice of Preserved Vectors

In section 3 we introduced the notion of preserved vectors on a lattice. In this
supplementary material, we give a definition for the lattice of preserved vectors
and outline some preliminary theoretical results.
Definition 4. A vector z ∈ CN/2 is preserved under scale factor ∆ if it does
not get rounded during encoding, or equivalently if ∆τ −1 (z) ∈ Z[X]/(X N + 1).
Lemma 15. Let N > 4. The lattice of preserved vectors does not contain any
canonical vectors for ∆ integral.
Proof. The lattice of preserved vectors does not contain any canonical vectors
for ∆ integral means that there are no vectors which have zeroes in all but one
entry. Equivalently, there are no scalar multiples of the standard canonical basis
vectors.
We prove this by assuming such a vector, showing by consideration of the
0th and N/2th coefficients that both its real and imaginary parts are integral
when multiplied by ∆, and deriving a contradiction by considering the N/4th
and 3N/4th coefficients.
Suppose we have some preserved vector z ∈ CN/2 with zj = αδjk . This vector
is zero in all but the k th entry, where it has value α ∈ C. Suppose z is preserved
1
Z[X]/(X N + 1).
under scale factor ∆, so that by definition m(X) = τ −1 (z) ∈ ∆
We have an explicit formula for the coefficients of m.
τ −1 (z) =


1  T
U z + UT z .
N

Combining this with the definition of z gives the following:
N

2 −1
1 X
j
mj =
ζ l zl + ζlj z l
N
l=0

1  j
=
ζ k α + αζkj .
N

1
We require mj ∈ ∆
Z for each 0 6 j 6 N − 1.
Setting j = 0, gives:

m0 =

1
1
(α + α) ∈ Z,
N
∆

1
so that Re(α) ∈ ∆
Z.
Conversely, considering j = N/2 gives:

mN/2 = ±
Hence, Im(α) ∈

1
∆ Z,

1
1
(αi − αi) ∈ Z.
N
∆

and we have α ∈

1
∆ Z[i].
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(3)

Now as before, let ζj = exp
N/4

N mN/4 = ζ k



(2j+1)πi
N



, and consider j = N/4:

N/4

α + αζk
(4)




(2k + 1)π
(2k + 1)π
= 2Re(α) cos
+ 2Im(α) sin
(5)
4
4


 
 

 
 
√
kπ
kπ
kπ
lπ
= 2 Re(α) cos
− sin
+ Im(α) cos
+ sin
.
2
2
2
2
(6)

To ensure this equation is rational requires that the contents of the square
brackets is irrational or zero. In order to demonstrate that it cannot be zero, we
must consider one more coefficient and show they cannot both be zero. Now let
j = 3N/4. Skipping intermediate expressions, gives:
3N/4

N m3N/4 = ζ k

3N/4

α + αζk
(7)




3(2k + 1)π
3(2k + 1)π
= 2Re(α) cos
+ 2Im(α) sin
(8)
4
4


 
 

 
 
√
kπ
kπ
kπ
kπ
k
− sin
+ Im(α) cos
− sin
.
= 2(−1) Re(α) − cos
2
2
2
2
(9)

Now we proceed according to parity of k: if k = 0 mod 2, take (8) − (11) to give
√
1
2Re(α) ∈ ∆
Z, giving Re(α) = 0 so that Im(α) = 0. If instead k = 1 mod 2,
√
1
Z, so that Im(α) = 0 and again Re(α) = 0,
take (8) + (11) to give 2Im(α) ∈ ∆
so that our original vector is the zero vector.
t
u

C

Proof of Lemma 9

Proof of Lemma 9 Part 1
If Zj ∼ N(0, ρ2 ), then |Zj | ∼ ρχ1 has a scaled χ-distribution with 1 degree of
freedom and cumulative distribution function


t
√
F|Zj | (t) = P(|Zj | < t) = erf
[t > 0].
2ρ
Thus kZk∞ = max{|Z1 |, . . . , |ZN |} has distribution function
FkZk∞ (t) = P(kZk∞ ≤ t) = P(|Zj | < t)N = erf



t
√
2ρ

N
.

can

The probability of kZk∞ exceeding a bound B is therefore given by

P(kZk∞ > B) = 1 − P(kZk∞ ≤ t) = 1 − erf
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B
√
2ρ

N
,

setting this equal to α gives the claimed probability (1 − α) bound.
Proof of Lemma 9 Part 2
We define a “real” version τ 0 : RN → RN of the function τ : RN → CN/2 by the
N × N matrix
"
#
!
1
k
Re(ζ
)
j
=
0,
.
.
.
,
N
−
1
j 
2
T0 =
.
k = 1, . . . , N
Im(ζjk )

The matrix 12 N × N matrix T = IN/2 i IN/2 T 0 then gives the canonical embedding τ . The matrix T 0 satisfies T 0 T 0T = 21 N IN as τ is a scaled isometry with
|τ (x)|2 = 12 N |x|2 (see Section 3 preamble), so that for Z ∼ N(0; ρ2 IN ), we have


N 2
0
X = T Z ∼ N 0; ρ IN .
2
The vector Y := τ (Z) therefore has real part Re(Y ) = (X0 , X1 , ..., X N −1 ) and
2
imaginary part Im(Y ) = (X N , X N +1 , ..., XN −1 ), so that the distributions of
2
2
Re(Y ) and Im(Y ) can be read off. The bounds follows by part (1) applied to
Im(Y ) and Re(Y ).
Proof of Lemma 9 Part 3
2
If we write Yj = Xj +iXj+ 12 N , then |Yj |2 = Xj2 +Xj+
, which has a scaled χ22 1
2N
distribution as the sum of two independent squared standard Normal random
variables. Thus
1
|Y0 |, . . . , |Y 12 N −1 | ∼ ( 12 N ) 2 ρχ2
are independent and identically distributed random variables having a scaled
distribution with 2 degrees of freedom with cumulative distribution function


t2
[t > 0].
F|Yj | (t) = P (|Yj | ≤ t) = 1 − exp −
N ρ2

χ

Thus kY k∞ has distribution function
FkY k∞ (t) = P(kY k∞ ≤ t) = P (|Yj | ≤ t)

1
2N



 21 N
t2
= 1 − exp −
.
N ρ2

For a bound B on kY k∞ , the failure probability α is therefore given by

 12 N
B2
≤ t) = 1 − 1 − exp −
,
N ρ2


α = P(kY k∞ > B) = 1 − P(kY k∞

so we derive a 1 − α probability on kY k∞ as
√
2
1
B = N ρ (− log(1 − (1 − α) N )) 2 ,
can

can

which is also a 1 − α probability bound on kZk∞ since kZk∞ = kτ (Z)k∞ =
kY k∞ .
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D Proof of Heuristic 1, 2 and 3
Proof of Heuristic 1
Let the ciphertext (ct0 , ct1 ) be a fresh ciphertext encrypting a message m.
Then ct0 + ct1 s = m − sav + ve + e1 + sav + se2 . Therefore, the ciphertext has
noise  = ve + se2 + e1 , where e, e1 , e2 ∼ N(0; σ 2 IN ) are independent and v, s
are sampled from a uniform ternary distribution. We treat these as continuous
random variables for simplicity, but the distributional results are applicable to
the corresponding discrete random variables. For a fixed ternary vector v, the
2
random variable ve has distribution ve ∼ N(0; kvk2 σ 2 IN ), and similarly for se2 .
By independence, we can therefore say that the noise on a fresh ciphertext has
2
2
distribution ve + se2 + e1 ∼ N(0; (kvk2 + ksk2 + 1)σ 2 IN ).
2
2
We note that kvk2 and ksk2 are typically very close to 23 N for large N , so
we can approximate this distribution by N(0; ( 43 N + 1)σ 2 IN ).
Proof of Heuristic 2
Let ct = (ct0 , ct1 ) be a ciphertext encrypting a message m with noise ε. Let
ctround = (ct00 , ct01 ) be the result of applying component-wise rounding to ct.
Then ct00 +ct01 s = ct0 +τ0 +(ct1 +τ1 )s = ct0 +ct1 s+τ0 +τ1 s = m+ε+τ0 +τ1 s,
where τi is the rounding error introduced in each component. The rounding
process thus introduces an additive noise  := τ0 + τ1 s. The τi can be modelled
as being drawn uniformly at random with components in [− 21 , 12 ]. Thus the j th
component of this additive error is given by
j = τ0,j +

N
−1
X

ξ(k − j)sk τ1,j−k ,

k=0

where ξ is a modified sign function given by ξ(z) = Sign(z) for z 6= 0 and
ξ(0) = 1 arising from the multiplication modulo X n + 1 (also see Theorem 2).
This component j therefore has mean 0 and variance satisfying
PN −1
2
ηround
= Var(j ) = Var(τ0,j ) + k=0 (ξ(k − j)sk )2 Var(τ1,j−k )
2
1
1
1
1
+ ksk2 · 12
≈ 18
N + 12
= 12
2

in most situations, as ksk2 is typically close to 23 N . Similarly, we can show for
j 0 6= j that
PN −1
Cov(j , j 0 ) = E(j j 0 ) = k=0 ξ(k − j)2 sk sj 0 −j+k Var(τ1,j−k )
P
N −1
1
0
= 12
k=0 sk sj −j+k ,
as si are uniformly distributed over {−1, 0, 1}. Thus Cov(j , j 0 ) can be modelled
1
2
by a Normal N(0, 72
N ) distribution, so is far smaller than ηround
, and we can
regard Cov(j , j 0 ) ≈ 0.
We have now found the mean and variance and established that the covariance is negligible. It remains to show normality. As shown above, the error component j is the sum of the independent random variables τ0,j and ξ(k−j)sk τ1,j−k
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(for k = 0, . . . , N − 1) which are each independent random variables uniformly
distributed on [− 12 , 12 ] (when sk 6= 0). Thus, j is the sum of about ( 23 N + 1)
independent and identically distributed random variables with mean 0 and vari1
ance 12
, so the Central Limit Theorem shows that j has an approximate Nor2
mal N(0, ηround
) distribution. Thus  can be modelled as a multivariate Normal
2
N(0; ηround IN ) distribution.
Proof of Heuristic 3 The keyswitch operation introduces an additive error ks =
P −1 ql · d2 e0 + round (see for example [14, Lemma 3]). In this expression, e0 ∼
N(0; σ 2 IN ) is the Ring-LWE noise term in the evaluation key, d2 = [ct0 [1]ct1 [1]]q`
is a component from the output of pre-multiply, and round is a possible rounding
error created by dividing by P −1 . We can regard d2 as having a componentwise uniform distribution on (− 21 q, 12 q)N , so has mean 0 and component vari1 2
ance 12
q . A Central Limit argument similar to the proof of Lemma 2 then shows
1
P −2 N q`2 σ 2 IN ).
that P −1 (d2 e0 ) ∼ N(0 ; 12
The additional rounding error eround is required when P does not divide q` , in
1
1
which case Lemma 2 shows that eround ∼ N(0; ( 18
N + 12
)IN ). In these circumstances, ks is the sum of two independent multivariate Normal distributions,
so has a multivariate Normal distribution itself with mean 0 and component
1
1
1
variance 12
P −2 N q`2 σ 2 + ( 18
N + 12
).

E Iterative Algorithms
E.1

Derivation of Encoding Threshold

Recall that we are interested in identifying the distance between f (z) and f (z∗ ),
and then identifying the iteration for which the error in a Newton-Raphson
approximation becomes smaller than this difference. Using that zi ∈ [a, b] we
can bound:
1
1
log(kf (z) − f (z∗ )k∞ ) = log(max
− ∗ )
i
zi
zi


zi − zi∗
= log max
i
zi zi∗




6 log max |zi − zi∗ | − log min |zi zi∗ |
i
i


N
6 log N + log π − log ∆ − log a − log a −
,
∆π
N
where we use that |zi − zi∗ | 6 π∆
. Taking this RHS as k, we use the values A(r)
to identify the iteration r for which log A(r) < k, and indicate this as an encoding
threshold.

E.2

Message Bounds for Newton-Raphson Division

Iteration 0. Let m = Encode(z, ∆) = ∆τ −1 (z), where we have no rounding as by
assumption z is preserved. Then using that the entries of z are in [a, b] we can
40

can

bound kmk∞ 6 ∆b, use Lemma 1 to bound kmk∞ 6 ∆b, and finally use that
2
τ is a scaled isometry in the 2-norm to give kmk2 6 ∆2 b2 .
Iteration 1. For this iteration, we require bounds on m0 = ∆τ −1 (z(0) ). Since
T1 is negative we have that T0 + T1 x is decreasing in x, and so can bound
can
2
km0 k∞ 6 ∆(T1 − T0 a),kmk k∞ 6 ∆(T1 − T0 a), and kmk k2 6 ∆2 (T1 − T0 a)2 .
−1 (k)
Further Iterations. To bound mk = ∆τ (z ) for k > 0, we use that 2x −
can
2
2
dx 6 d1 6 a1 for d ∈ [a, b] to give that kmk k∞ , kmk k∞ 6 ∆/a kmk k2 6 ∆2 /a2 .
As we have derived bounds on the entries in the canonical embedding, we can
use that m2k corresponds to component-wise squaring in the canonical embedding
can
2
to give bounds on m2k ∞ , m2k ∞ and m2k 2 .
We remark that tighter bounds, and thus tighter noise analysis, can be obtained by considering the actual data in question, rather than deferring to worst
case behaviour in the interval [a, b]. However, we leave our results general, for
easier applicability, especially if practitioners wish to call the division algorithm
as part of a larger homomorphic program.
E.3

CLT2 – Inter Iteration Independence

For this method, we will assume the error at iteration k is independent of the
initial data, but we will not assume independence of the errors on the terms
2mk−1 (X) and m(X)(mk−1 )2 . We are therefore interested in calculating the
variance of (2M − ∆12 Z M M ), where M ∼ N (µ, ρ2 IN ) and Z ∼ N (d, ρ02 IN ).
Var(2Mi −

1
1
4
(Z M M )i ) = Var(2Mi )+Var( 2 (Z M M )i )− 2 Cov(Mi , ((Z M M )i )) ,
∆2
∆
∆

thus we obtain the variance terms we obtained when assuming full independence,
but if we can show Cov(Mi , ((Z M M )i )) > 0 we will have that our variance
is strictly smaller without this assumption.
By previous results, we have that E(Mi ) = µi , E((Z M M )i ) = (d µ µ)i ,
so that to calculate the covariance we only need to calculate E(Mi (Z M M )i ).
For this, we use the following result.
Lemma 16. E[Mi (M

M )j ] = µi (µ

µ)j + 2ρ2 (µj−i 1i6j − µj−i+N 1i>j+1 ).

Proof.

E[Mi (M

M )j ] = E 

j
X

Mi Mk Mj−k −

k=0

= µi (µ

N
−1
X


Mi Mk Mj−k+N 

k=j+1

µ)j

+ ρ (2µj−i 1i6j 1j6=2i + µi 1j
2

1

even j6=2i

− ρ (2µj−i+N 1i>j+1 1j6=2i−N + µi 1j
2

= µi (µ

+ 3µi 1j=2i )

1

even j6=2i−N

+ 3µi 1j=2i−N )

µ)j + 2ρ (µj−i 1i6j − µj−i+N 1i>j+1 ).
2

t
u
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We can therefore compute

E[Mi (Z

M


i
X
M )i ] = E 
Mi Zi−j (M

M )j −

j=0

=

i
X



N
−1
X

Mi Zi−j+N (M

M )j 

di−j+N E[Mi (M

M )j ]

j=i+1

di−j E[Mi (M

M )j ] −

j=0

N
−1
X
j=i+1

= µi (d

µ

µ)i

+ 2ρ2 (d0 µ0 −

i−1
X

di−j µj−i+N −

j=0

= µi (d

µ

µ)i + 2ρ2 (d

N
−1
X

di−j+N µj−i )

j=i+1

µ)0 ,

so that Cov(Mi , ((Z M M )i )) = 2ρ2 (d µ)0 . Returning to the notation of
previous sections, if we can show that (m mk )0 > 0 for all k, we can argue
that we can achieve tighter behaviour by dropping the independence heuristic.
Consider lower bounding (m mk )0 . We have that
τ (m

mk ) = τ (m) · τ (mk ) = ∆2 z · z (k) ,

where on the RHS · is the component-wise product. We therefore need to bound
entries of the form d(2x − dx2 ) away from zero, for d ∈ [a, b] and x generated via
the Newton-Raphson procedure described above. If xd ∈ [α, 1] with α > 0 then
d(2x − dx2 ) ∈ [α, 1], so if we can identify some α > 0 for which we can guarantee
1 6 x(k) d > α then we can say x(K) d > α for all K > k and we are done by
induction. As argued in [43], the minimum of dx(0) is attained at both a and b,
and so we can say that, for all k > 0,
(0)

1 > zj zj

> a(T0 + T1 a)

so we can say that
4
Cov(Mi , (Z
∆2

M

8ρ2
(m mk )0
∆2
N/2−1
8ρ2 X
=
(z · z (k) ) + (z · z (k) )
N j=0

M )i ) =

> 8ρ2 a(T0 + T1 a),
and each iteration with k > 1 we may subtract the RHS from the variance
derived when assuming full independence.
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log(N )

log(q)

13
14
15

109
219
443

13
14
15

109
219
443

13
14
15

109
219
443

13
14
15

109
219
443

Average
Maximum
CLT
Addition, real error.
-22.68
-21.89
-22.54
-21.59
-20.95
-21.51
-20.50
-19.80
-20.48
Multiplication, real error.
-22.26
-21.56
-21.74
-21.13
-20.12
-20.72
-19.97
-18.62
-19.69
Addition, complex error.
-22.48
-21.92
-22.46
-21.39
-20.72
-21.43
-20.31
-19.70
-20.41
Multiplication, complex error.
-23.17
-21.51
-21.17
-21.68
-19.92
-20.14
-20.13
-18.72
-19.12

WCR

CE

-15.66
-14.14
-12.61

-21.93
-20.91
-19.88

-1.66
0.86
3.39

-20.91
-19.89
-18.86

-15.66
-14.14
-12.61

-21.93
-20.91
-19.88

-1.16
1.36
3.89

-20.42
-19.39
-18.37

Table 3: Average and maximum bits of error (either real or complex, as indicated)
observed in the message space over 1000 trials in HEAAN compared with noise
predicted by the CLT, WCR and CE noise analyses, for α = 0.00001 and ∆ =
240 .

F Additional Experiments
F.1

Smaller values of α in the complex space

F.2

Smaller values of α in the ring

F.3

Fixed vector

The Small-S assumption will not hold in the situation of Heuristic 10, if, for example, m1 and m2 have fixed constant large components. In Table 5 we illustrate
this experimentally by considering the encryption of a fixed constant vector. The
experimental results for homomorphic multiplication should be contrasted with
those in Table 1, which encrypt vectors with values chosen at random in [0, 1].
We see that for the fixed vector, the maximal noise observed is larger, and further
from the average, than for the encryption of a random vector.
F.4

Larger ∆
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log(N )

log(q)

13
14
15

109
219
443

13
14
15

109
219
443

Average
Maximum
CLT
Addition noise.
10.9
11.3
11.49
11.4
12.0
12.02
12.0
12.5
12.54
Multiplication noise.
17.3
17.7
18.78
18.4
18.8
19.81
19.4
19.8
20.83

WCR

CE

11.99
12.52
13.04

18.04
19.07
20.09

25.99
27.52
29.04

31.39
33.41
35.44

Table 4: Average and maximum bits of noise observed in the ring over 1000
trials in HEAAN compared with noise predicted by the CLT, WCR and CE
noise analyses, for α = 0.00001 and ∆ = 240 .

log(N )

log(q)

13
14
15

109
219
443

13
14
15

109
219
443

Average
Maximum
CLT
Addition noise.
10.88
11.23
11.40
11.44
11.76
11.93
11.99
12.36
12.45
Multiplication noise.
17.12
18.48
18.69
18.09
19.61
19.72
19.12
20.79
20.75

WCR

CE

11.90
12.43
12.95

17.95
18.98
20.01

25.90
27.43
28.95

31.30
33.33
35.35

Table 5: Average and maximum bits of noise observed in the ring over 1000
trials in HEAAN compared with noise predicted by the CLT, WCR and CE
noise analyses. Fixed vectors, for α = 0.0001 and ∆ = 240 .
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log(N )

log(q)

13
14
15

109
219
443

13
14
15

109
219
443

13
14
15

109
219
443

13
14
15

109
219
443

Average
Maximum
CLT
Addition, real error.
-32.70
-31.97
-32.63
-31.58
-30.98
-31.60
-30.49
-29.80
-30.57
Multiplication, real error.
-32.27
-31.49
-31.84
-31.11
-30.26
-30.81
-29.96
-28.68
-29.78
Addition, complex error.
-32.49
-31.84
-32.55
-31.39
-30.73
-31.52
-30.32
-29.75
-30.49
Multiplication, complex error.
-33.19
-31.64
-31.26
-31.70
-30.17
-30.23
-30.20
-28.68
-29.20

WCR

CE

-25.76
-24.23
-22.70

-32.02
-30.99
-29.97

-11.76
-9.23
-6.70

-31.00
-29.97
-28.94

-25.76
-24.23
-22.70

-32.02
-30.99
-29.51

-11.26
-8.73
-6.20

-30.50
-29.48
-27.99

Table 6: Average and maximum bits of error (either real or complex, as indicated)
observed in the message space over 1000 trials in HEAAN compared with noise
predicted by the CLT, WCR and CE noise analyses, for α = 0.0001 and ∆ = 250 .
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