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Abstract—The promise of scalable quantum computing is
causing major upheaval in the domain of cryptography and
security. In this perspective paper, we review the progress towards
the realization of large-scale quantum computing. We further
summarize the imminent threats towards existing cryptographic
primitives. To address this challenges, there is a consolidated
effort towards the standardization of new cryptographic primi-
tives, namely post-quantum cryptography (PQC). We discuss the
underlying mathematical problems that define different classes
of PQC candidates, and their resistance to an adversary having
access to large Quantum computer. In parallel to this thread
of research, several classical cryptographic primitives have been
ported to the Quantum world as well. We discuss, in that context
- Quantum Key Distribution (QKD), Physically Unclonable Func-
tion (PUF) and True Random Number Generator (TRNG). For
those implementations, we take a sneak preview in the resulting
implementation-related vulnerabilities.

I. INTRODUCTION

In general, quantum computers can be broadly classified
into universal gate quantum computers and quantum anneal-
ers [1]. The universal gate quantum computer/processor can be
seen as a quantum counterpart to a classical general purpose
microprocessor, where IBM (127 qubit) [2], [3], Google (72
qubit) [4] are in rapid pursuit of building faster and larger uni-
versal gate based quantum computers. On the other hand, the
quantum annealers are akin to Application-Specific IC (ASIC),
which can be used for solving a specific set of combinatorial
optimization problems over discrete search space. However,
the problems of interest in the domain of security primarily
eyes the growth of universal quantum computers, which is not
polynomially equivalent to quantum annealer.

The evolution of large-scale quantum computers are not
only fuelled by their threats to security though. There are
potentially massive performance gain to be obtained by
quantum computers in the domains of molecular chemistry,
financial derivative pricing, supply-chain optimization and
machine learning, to name a few. There is also a concerted
effort to demonstrate so-called quantum advantage even with
small-scale and noisy quantum computers [5]. To test these
algorithmic advances, there are increasingly powerful quantum
computers that are made available by the manufacturers and
system designers through cloud-based services. To aid the
design efforts, software development kits are released as well
from vendors, such as, IBM, Google, Xanadu, Microsoft and
Rigetti.

A. Error Correction for Scalable Quantum Computing

There are several obstacles towards scalable quantum com-
puter implementation, such as, achieving entanglement over
many qubits, qubit fidelity, environmental noise. Quantum
error correction codes paved the way for robust quantum
computing, which, however needs to be implemented in a
fault-tolerant manner so that, the error correction circuit itself
is immune to issues like gate control error. Among various
quantum error correction codes, surface code is considered a
fore-runner now, due to its low-cost implementation in current
quantum technologies.

The growth of a quantum computer is marked through its
capabilities of achieving entanglement over larger number of
qubits (as in IBM 127-qubit) and ability to perform large
number of quantum gate operations in a noise-resilient manner.
Due to the necessity of associated error correction codes,
to achieve the operation of a single logical qubit, several
physical qubits are needed. This ratio is dependent on the
underlying quantum technology, error correction codes, and
could therefore require up to 1000 physical qubit to realize
1 logical qubit [6]. These details are important to account
for when we proceed with the estimation of quantum attack
complexity since, for all the existing cryptosystems, currently
available Quantum computers are inadequate for mounting
a practical attack. Therefore, researchers resort to analytical
estimations, as we will discuss in the following.

II. THREATS ON CRYPTOGRAPHIC PRIMITIVES FROM
SCALABLE QUANTUM COMPUTERS

In the following, we briefly review the quantum-empowered
threats on classical cryptography.

A. Public-Key Cryptography

The security public key cryptography in use today rely on
fundamental hard problems in number theory like the integer
factorisation and the discrete logarithm problem which are
intractable by classical computers. Both of these are now
within the reach of a large-scale quantum computer.

The best known algorithm for factorisation for example, is
the general number field sieve method which scales expo-
nentially with the number of operations with respect to the
size of the prime. However, Shor’s algorithm [7], the most
well known quantum algorithm can solve the same problem
in polynomial time (O(n3)), thus providing an exponential
speed up. In recent times, there has been a steady growth of
studies of accurate cost estimation for breaking cryptographic



primitives using quantum computers. Proos et al. [8] reported
that about 6n qubits would be required to break Elliptic curve
cryptography where n is the bit length of the order of the
group. Thus, it would take about 6∗255 = 1530 logical qubits
to break ECC for a 255-bit curve (e.g. Curve25519, Ed25519).
Further optimizations on the quantum circuit design is being
done to reduce the attack complexity[9].

In a recent study by Gidney et al [10], the logical qubit
required for factoring an n-bit number is shown to be 3n +
0.002nlgn. Under reasonable assumptions about the gate error
rate, cycle time, and other parameters, it is hypothesized that
a 2048-bit RSA integer can be factored within 8 hours, if 20
million physical qubits are available.

B. Private-Key Cryptography

Compared to public-key cryptography, private-key cryp-
tographic algorithms remained more resilient to a quantum
adversary. The standard approach has been to first, apply
Grover’s search algorithm for brute-forcing the secret key,
which gives a quadratic speed-up. This was improved in [11].

Meet-in-the-middle attacks, taken from classical setting to
quantum, are studied for AES [12], [13]. A core ingredient
of quantum attacks on symmetric-key ciphers is an efficient
quantum circuit for the cipher itself, since the encryption oper-
ation is called multiple times during the attack. Consequently,
there is a recent growth of studies on efficient quantum circuit
for symmetric-key ciphers [14]. Despite these advances, the
quantum attack complexity remained in the exponential order
for private-key ciphers.

III. POST-QUANTUM CRYPTOGRAPHY

Sustained progess towards realizing large scale quantum
computers has long prompted the cryptographic community
towards devloping public-key cryptographic primitives that are
resistant to attack from quantum computers. This led to a new
area of cryptographic research called post-quantum cryptog-
raphy (PQC). The core idea of PQC is to build cryptographic
primitives based on hard problems that are considered to be
intractable for quantum computers.

A. NIST PQC Standardization Process

As a first significant step towards wide scale adoption of
PQC, NIST called for proposals for standardization of post-
quantum cryptographic schemes and in particular three prim-
itives which are considered to be the workhorses of public-
key cryptography: Public-Key Encryption (PKE), Digital Sig-
nature (DS) and Key-Encapsulation Mechanisms (KEM)[15].
Based on the underlying hard problem, PQC can be broadly
classified into five main categories: (1) Lattice-based (2) Code-
based (3) Hash-based (4) Multivariate Quadratic-based and (5)
Supersingular Isogeny-based cryptography. The first round of
NIST PQC process which started in December 2017 with 69
submissions (49 PKE/KEMs and 40 DS schemes), is in its
third and final round with seven finalist candidates and eight
alternate candidates [16] for PKEs, KEMs and DSs [16] (Refer
Tab.I). While NIST considers immediate standardization of a

Table I
TABULATION OF THE POST-QUANTUM CRYPTOGRAPHIC SCHEMES THAT

ARE CURRENTLY COMPETING IN THE NIST STANDARDIZATION PROCESS.
MAIN FINALISTS ARE HIGLIGHTED IN Italics font.

Type of
Cryptography

Type of Scheme Scheme

Lattice-based
Key-Exchange

Kyber
SABER
NTRU

FrodoKEM
NTRU Prime

Digital Signatures Dilithium
FALCON

Code-based Key-Exchange
Classic McEliece

BIKE
HQC

MQ-based Digital Signatures RainBow
GeMSS

Hash-based Digital Signatures Picnic
SPHINCS+

Isogeny-based Key-Exchange SIKE

subset of the main finalists (after the third round), alternate
candidates could be considered for standardization in the
future, probably after an additional fourth round.

NIST identified the following three criteria for evaluating
the PQC schemes - (1) Security (2) Cost and Performance
and (3) Algorithm and Implementation Characteristics.

1) Security: Theoretical post-quantum security as well as
classical security guarantee serves as the most important eval-
uation criterion for standardization. NIST is likely to choose a
suite of cryptographic algorithms based on different families
of cryptosystems rather than a single winner [16], so as to
reduce the risk of potential cryptanalysis of that single selected
candidate, and rather have readily available fallback options.

2) Cost and Performance: This criterion covers three as-
pects - (a) speed (runtime) (b) resource efficiency (RAM/gate-
count) and (c) communication bandwidth (size of public-
keys, ciphertexts and signatures). While runtime is critical for
high-performance applications (general purpose CPUs/GPUs),
resource efficiency comes to the fore for applications involving
embedded devices, and communication bandwidth is an im-
portant factor in use-cases that require frequent transmission
of public-keys or signatures [17]. So, it is likely that NIST
might select a portfolio of schemes catering to different types
of use-cases and constraints.

3) Algorithm and Implementation Characteristics: Resis-
tance of PQC schemes against implementation-level attacks
such as Side-Channel Attacks (SCA) and Fault-Injection At-
tacks (FIA) also emerged as an important criterion in the
standardization process. NIST is especially interested in eval-
uating the cost of incorporating countermeasures to counter
SCA/FIA. Moreover, candidates that can serve as drop-in
replacements within protocols such as TLS and IPSec are
more preferable, compared to those which require significant
re-engineering effort for integration [16].

In the following, we provide a brief overview of different
categories of PQC schemes, with special focus on schemes in



the final round of the NIST process. Please refer the NIST
website for specification of all the finalist candidates [18].

B. Lattice-based Cryptography

This category offers both KEMs and signature schemes,
with a majority of finalists (7 out of 15) based on hard
problems over lattices. They base their security predominantly
based on two well-known problems - (1) Learning With Error
(LWE) or Rounding (LWR) problem and (2) NTRU problem.
In general, lattice-based schemes are characterized by excel-
lent implementation performance. Thus, they are seen by NIST
as the most promising candidates for standardization, as they
are immediately suitable for general-purpose applications [16].

Given their portability to different platforms and particularly
embedded devices, lattice-based schemes has received the
most attention with respect to SCA and FIA [19], [20].
In parallel to identifying attacks, there have been notable
advances towards developing secure and efficient counter-
measures for lattice-based schemes against SCA/FIA [21],
[22]. Thus, extensive research on lattice-based cryptography,
right from theory until practice makes it a readily available
alternative for PKC in the post-quantum era.

C. Code-based Cryptography

This category offers KEMs, built upon hard problems in
the well-established field of error correcting codes. Classic
Mceliece (finalist) is built upon the 1979 McEliece cryp-
tosystem based on linear goppa codes [23], that has resisted
classical/quantum cryptanalysis for more than 40 years now.
However, very large public keys (hundreds of KBs) and very
slow runtimes do not make them suitable for general-purpose
applications. On the other hand, BIKE and HQC are two
other more recent code-based KEMs (alternate finalists) built
upon the more efficient QC-MDPC codes. While they offer
more balanced performance, they provide lower speeds and
larger public keys compared to lattice-based KEMs. However,
a mature cryptanalysis of code-based KEMs, make them a
conservative option for KEMs, especially in use-cases where
speed/bandwidth is not critical. There have been a few side-
channel attacks targeting the decryption procedure of code-
based schemes [24], [25], while not much attention has been
given towards designing SCA/FIA protected implementations.

D. Hash-based Cryptography

This category offer signature schemes, primarily built using
symmetric key primitives such as hash functions [26]. Thus,
their security guarantees are backed by well-established no-
tions from private key cryptography. SPHINCS+ (alternate
finalist) is a prominent hash-based signature scheme, but
suffers from very large signatures and slow signing times.
Picnic is an alternate finalist for signatures, whose security
also relies on hash functions and block-ciphers. While the size
of public keys and signatures are comparable with structured
lattice-based schemes, slower signing and verification times
serve as an important drawback. Given their strong security
assurances, hash based signatures can serve as conservative

choices for high-security use-cases. The signing procedure
of hash based signatures has been targeted by fault injection
attacks [27], [28] and side-channel attacks [29] on embedded
devices. However, there has not been much attention devoted
towards protected implementations of hash-based signature
schemes.

E. Multivariate Quadratic-based Cryptography

Rainbow (main finalist) and GeMSS (alternate finalist) are
two signature schemes belonging to this category, which base
their security on hardness of solving multivariate quadratic
(MQ) equations over a finite field. While MQ-based schemes
offer very small signatures, they suffer from very large pub-
lic keys (two orders of magnitude higher than lattice-based
schemes) accompanied with slow signing times. However, the
main disadvantage of MQ-based schemes is the relatively poor
track record of cryptanalysis, with the latest attack mounted
on the Rainbow signature scheme [30] this year. While the
specification of Rainbow has been updated to mitigate the at-
tack, cryptanalysis of MQ-based schemes in an active research
topic, that will be closely monitored by the PQC community.

F. Supersingular Isogeny-based Cryptography

This category offers KEMs whose security is based on
hardness of computing supersingular isogenies over elliptic
curves. SIKE is the only KEM (alternative finalist) from this
category, and has the main advantage of offering the smallest
public key and ciphertext sizes of all PQC based KEMs,
which makes it very attractive for limited bandwidth applica-
tions. However, very slow runtimes (two orders of magnitude
slower than lattice-based KEMs) serves as a main drawback.
Given its similarity to traditional ECC based cryptography,
SIKE has been subjected to a number of different side-
channel attacks and there have been proposals for appropriate
countermeasures [31], [32], along the same lines of practical
implementations of ECC. However, more study towards side-
channel and fault-injection analysis is desirable.

IV. QUANTUM-ENABLED SECURITY: QUANTUM KEY
DISTRIBUTION

Quantum key distribution (QKD) is an alternative approach
for key-exchange, which works by harnessing the fundamental
properties of quantum mechanics [33]. QKD offers Informa-
tion Theoretic Security (ITS), and therefore unconditionally
secure against an attacker with unlimited computational power.
This is in stark contrast to traditional cryptographic schemes,
which are only conditionally secure against an attacker with
well-defined and finite computational capabilities. Thus, QKD
also serves as a natural alternative for key exchange against a
quantum adversary. An important point to note is that one does
not need a quantum computer to implement a QKD system.

A. Basic operation of QKD

The security of QKD is based on the notion that it is im-
possible to obtain information about a quantum state, without
perturbing it. This makes it possible to detect the amount of



eavesdropping that occurs on the communication channel, and
simply discard those bits that have been perturbed. In this way,
two parties can exchange data in plaintext over a quantum
channel. A basic and concrete instantiation of a QKD system
is a simple QKD link (Fig.1).

It consists of two channels - quantum and classical channel
between the communicating parties (Alice and Bob). Alice
encodes a secret key into non-orthogonal states of light, which
is sent over the quantum channel to Bob. Bob measures the
received quantum states and sends a correlated bitstream on
the classical channel back to Alice. If the correlation computed
by Alice is large enough beyond a certain threshold, it implies
that no significant eavesdropping has occured, with a very high
probability. Thus, a secret key can be generated from the cor-
related bit strings. Otherwise, this process has to be repeated
until a key is shared. A unique feature of this mechanism is
the ability of the communicating parties to verify the presence
of an eavesdropper (Eve) or a man-in-the-middle using the
correlation computed over the transferred data. Thus, a QKD-
based key exchange consists of two phases - (1) Quantum
phase where the message is tranferred over classical channel
and (2) Classical phase where key reconciliation happens over
the classical channel.

QKD 
Device

QKD 
Device

Alice

Eve

Bob

Quantum Channel

Classical Channel

Figure 1. Pictorial Illustration of a QKD link

Since QKD relies on the presence of a classical channel,
an authenticated classical channel is mandatory, as use of
unauthenticated channels can lead to easy man-in-the-middle
attacks. Thus, QKD cannot be implemented as a standalone
protocol, but has to be combined with either classical private-
key or public-key cryptographic schemes for authentication.

B. Implementation Aspects of QKD

QKD systems can be classified into different categories
based on the (1) Encoding mechanism and (2) Quantum
communication medium.

1) Based on Encoding/Decoding: Based on the encod-
ing/decoding mechanism, it is majorly split into two cate-
gories - Discrete Variable QKD (DVQKD) and Continuous
Variable QKD (CVQKD). While DVQKD relies on discetely
encoding information on polarization of single photons [33],
it is hindered by technological limitations for implementation.
CVQKD, however is a more popular approach which works
by encoding information over continuous variables in photon
states [34], and can be implemented using off-the-shelf
telecom components.

Most approaches based on DVQKD/CVQKD have a com-
mon disadvantage of being limited by the distance-rate trade-

off, with a definite upper bound on the key rate achievable
at a given distance [35]. While this fundamental limit can
be overcome by using quantum repeaters, these devices are
currently not technologically feasible to be implemented.
Very recently, a new approach known as Twin-Field (TF)
QKD protocol was proposed [36], which overcomes the upper
bound on the key rate. While TFQKD has been shown to be
feasible at a distance of 500km, it is also plagued by other
physical effects such as dark counts and photon losses, which
practically influence the key rate at long distances. However,
continuous research towards increasing the distance limit of
TFQKD [37], offers a positive outlook towards deployment of
QKD over long distances.

2) Based on Communication Mediums: QKD can be im-
plemented over different types of communication mediums -
(1) Optical Fiber and (2) Free-Space. While optical fiber-based
channels offer several advantages of providing physically ro-
bust channels as well as guiding properties, they lack flexibility
and portability, and are plagued by the distance-rate limitation
due to propagation losses. The other type of communication
medium used is the free-space link. While QKD in terrestrial
free-space (air) is also plagued by propagation losses, satellite-
based QKD in empty outer space is seen as an attractive
approach for realizing QKD at a global scale. A recent work
has demonstrated free-space sattelite-based QKD at a distance
of over 1200 km with a key-rate of 1Kbps [38], while longer
distances seem very much possible with advancing research.
Current fiber-based QKD technologies can provide the same
rate only at a distance of 100-150 km.

C. Usage of QKD for Secure Communication

There are two possible approaches towards using QKD to
secure communciation in today’s digital networks.

1) QKD With Unconditionally Secure One-Time-Pad: One
can simply utilize the QKD keys to encrypt messages using
the One-Time-Pad (OTP) scheme. Given that both QKD and
OTP are both unconditionally secure, the resulting protocol
is also unconditionally secure. The obvious drawbacks of this
scheme include (1) key management issues (2) communication
rate limited by key rate of QKD. Though this cannot be
used for general-purpose applications, this is a very attractive
alternative for highly sensitive information such as security of
industrial secrets and government classified information.

2) QKD With Computationally Secure Symmetric Ciphers:
The other more practical alternative is to use QKD keys within
symmetric encryption and authentication schemes such as AES
and HMAC. While this approach is only as secure as the com-
putational security of the symmetric cryptographic scheme,
it can be readily used within existing security protocols as
well as traditional classical internet. Dedicated QKD links
can be used as a source for unconditionally secure keys, and
QKD can be instantiated readily to refresh keys. This approach
guarantees forward secrecy, wherein recovery of a single key
does not compromise secrecy of previously shared keys or
future keys.



D. Side Channel Attacks on Quantum Key Distribution

Since QKD is implemented only using classical hardware,
it has also been targeted by a number of implementation-level
side-channel attacks. They can be divided into two categories:
(1) Quantum specific and (2) Non-Quantum specific. Quantum
specific attacks attempt to exploit leakage from the transmit-
ter or receiver acting on the quantum channel. Prior works
have shown that intense pulses of light can be injected in
the quantum channel to (1) exploit information about phase
modulators used by Alice and Bob and therefore about the
shared key [39] and (2) mount a detector-blinding attack
that allows Eve (eavesdropper) to mimic correct behaviour
by changing detector response characteristics [40]. Moreover,
random temporal delays to pulses can be added to perform
time-shift attacks to recover the key [41].

The Non-Quantum specific attacks can target leakage from
operations that classically manipulate the secret such as (1)
TRNG/PRNG used to generate the secret key and (2) key
reconciliation during the classical phase of the QKD etc. In
this respect, Park et al. [42] showed that a single EM side-
channel trace is sufficient to recover the entire key from the
key-reconciliation operation. Protection against non-quantum
specific attacks on QKD, can be done by borrowing well-
established techniques from SCA to protect classical private-
key and public-key cryptopgraphic implementations.

Thus, it is imperative to consider attacks on both the
quantum and non-quantum phases of the QKD, while building
secure hardware for QKD. Another very exciting direction
towards resisting implementation level attacks, is the concept
of Measurement-device independent quantum key distribution
(MDI-QKD) [43], where security can be proven independent
of the devices implementing the QKD. This presents a very
powerful defence against side channel attacks on QKD and
might probably inspire research works on also designing inher-
ently side-channel resistant cryptographic algorithms. Though
it has still not been demonstrated in practice, recent results
close the gap between theory and practice, with respect to
practical demonstration of MDI-QKD [44].

V. QUANTUM-ENABLED SECURITY: FURTHER PRIMITIVES

Quantum mechanical properties have been leveraged by
researchers to also design two classes of primitives, following
their classical counterparts - namely random number generator
and Physical Unclonable Function (PUF). We discuss a few
design propositions here.

A. Quantum Random Number Generator

Random number generators rely on a source of entropy.
Extending the principles of classical entropy sources, quantum
random number generator (QRNG) is derived from a quantum
source of entropy. It was shown in [45] that the quantum noise
in photon sources can be leveraged to generate QRNG using
consumer grade hardware, e.g., a mobile phone. A common
issue with QRNG is that it is tainted by classical noise as well.
Given a particular quantum-to-classical noise ratio, QRNG
extraction is presented in [46]. An important component of

QRNG-based protocols is to test the quality of randomness.
A third-party, device-independent and privacy-preserving ran-
domness testing of QRNG is proposed here [47]. A compre-
hensive discussions about QRNG is presented in [48].

B. Quantum Physical Unclonable Function

Physical Unclonable Function (PUF) circuits provide a
unique device identifier, thereby bypassing the necessity of key
distribution. PUF-based protocols for device authentication,
key generation and digital signatures are deployed in classical
hardware. While both TRNG and PUF do rely on a source of
entropy, PUFs require repeatability of the so-called challenge-
response pairs. There are several propositions in literature,
where PUFs are implemented leveraging quantum properties.

Quantum PUFs, or QPUFs have been realized using quan-
tum confinement [49], superposition and decoherence [50].
For both QTRNG, and QPUF, the readout model has to
be established. In that setting, the security protocol plays
an important role. For example, it was shown that for a
classical readout of QPUF, an adversary with statistical queries
can model the QPUF [51]. To address this gap, models for
quantitative characterization of QPUF with both classical and
quantum readout is developed [52]. The resilience of QPUFs
against quantum game-based attacks is studied in [53].

VI. CONCLUSION

The rapid evolution of large-scale quantum computers have
created a major upheaval in the domain of security. In this
paper, we studied these effects. First, we presented the current
state of quantum computing followed by the estimates of their
size - necessary to completely break current cryptosystems.
Second, we present an overview of two dominant research
trends namely, post-quantum cryptography and quantum key-
distribution to combat the threat of quantum-enabled adver-
sary. We closed the study with a brief review of further quan-
tum primitives such as quantum PUF and quantum random
number generators.
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