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ABSTRACT
The ever-increasing cohort of cryptocurrency users saw a sharp
increase in different types of crypto-wallets in the past decade. However, different wallets are non-uniformly adopted in the population
today; Specifically, emerging multi-device wallets, even with improved security and availability guarantees over their counterparts,
are yet to receive proportionate attention and adoption.
This work presents a data-driven investigation into the perceptions of cryptocurrency users towards multi-device wallets today, using a survey of 255 crypto-wallet users. Our results revealed two significant groups within our participants—Newbies
and Non-newbies. These two groups statistically significantly differ
in their usage of crypto-wallets. However, both of these groups
were concerned with the possibility of their keys getting compromised and yet are unfamiliar with the guarantees offered by
multi-device wallets. After educating the participants about the
more secure multi-device wallets, around 70% of the participants
preferred them; However, almost one-third participants were still
not comfortable using them. Our qualitative analysis revealed a
gap between the actual security guarantees and mental model for
these participants—they were afraid that using multi-device wallets will result in losing control over keys (and in effect funds) due
to distribution of key shares. We also investigated the preferred
default settings for crypto-wallets across our participants, since
multi-device wallets allow a wide range of key-share distribution
settings. In the distributed server settings of the multi-device wallets, the participants preferred a smaller number of reputed servers
(as opposed to a large non-reputed pool). Moreover, considerations
about threat model further affected their preferences, signifying a
need for contextualizing default settings. We conclude the discussion by identifying concrete, actionable design avenues for future
multi-device wallet developers to improve adoption.
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INTRODUCTION

The cryptocurrency boom has seen millions of people adopting digital assets; the recent economic successes [23, 25, 28] have enthused
a broad population to explore them. The diversity in the needs and
objectives of these cryptocurrency users is vast, ranging from just
being enthused by technology to trading, sometimes even using
all of their savings. With increasing adoption and valuation, the
attacks on the system have also seen a rise. To combat these attacks,
designers constantly improve the security models with different
architectures and user preferences in mind. However, the number

of users of each popular cryptocurrency wallet (or crypto-wallet)
such as Coinbase [3, 4] and Binance [1, 2] indicates higher popularity of wallets that seem (cryptographically) weaker in the security
model they offer. This popularity can be because of various reasons,
including people trusting the wallet firms, opting for wallets based
on popular opinions and different security attitudes, etc. These
variations in knowledge, understanding of security models and risk
perception may also significantly affect the choice of wallets.
Recent studies [48, 49, 54, 62, 80] attempted to understand usability and challenges while performing transactions with cryptowallets in-use. They analyze the wallets using cognitive walkthrough [45] and also study the common misconceptions by the
users regarding role of wallet firm [80].
The focus of most of these previous works has been to characterize the usability and understanding of the in-use traditional
single-device wallets. However, so far, there have been no studies
regarding the emerging (and arguably more secure [46]) multidevice wallets that analyze the users’ mental model of the security
and key management of multi-device wallets with a goal to understand barriers towards their adoption. To put simply, a single-device
wallet is a wallet with secret information (a secret key) stored in
a single location. In contrast, in a multi-device wallet, the secret
information is divided and stored on multiple devices, including
servers hosted by the wallet firm and the user’s devices. Owing
to the increasing risks of key-compromise attacks [32, 78] and exchange hacks [7, 21, 24] on single-device wallets, one may expect a
greater enthusiasm for the new and emerging multi-device wallets
(e.g., Torus wallet [12], ZenGo [14]) which significantly mitigates
these issues. However, in terms of adoption, multi-device wallets
lag far behind their single-device counterparts. This raises an important unanswered question: Is there an inherent gap between
users’ security expectations and the guarantees provided by current
multi-device solutions, or are the multi device wallets just ahead
of their time? In this work, we seek an answer to this question.
Specifically, in this work, we attempt to understand the user’s
perception towards multi-device wallets and qualify the gap between their designed security models of key management and the
users’ mental model. We consider distributed cryptography [9, 41]
and its usability along with user preferences in wallets. Specifically,
we conducted a survey-based study of 255 participants; analyzed
their responses qualitatively and quantitatively to understand their
current usage, choices, and if they are willing to change them given
certain minimum information. Primarily, we investigate three research questions (RQs):

RQ1: What are the current usage-based groups, their preferences
of wallets, and on what factors are they based?
We investigated this question by asking the participant detailed
questions on their current cryptocurrency wallets, their usage,
along the features that made them choose a particular wallet. We
enquire if their choice has been affected by ratings and reviews
of the existing wallets. We also investigate their familiarity with
different wallet types, including single and multi-device wallets,
and their security concerns. Based on usage and preference responses, we analyze that all the participants behave as two groups:
Newbies and Non-newbies. The newbies are recent users, while
the non-newbies are relatively experienced users who have been
using the wallets longer and invest more savings. The majority of
participants use single-device wallets; however, more than 75% of
the participants are concerned about losing funds by losing the key
at the client device or compromising the secret key at the servers.
At this point in the survey, both the groups are not very familiar
with multi-device wallets.
RQ2: Provided essential and sufficient information, are the users
willing to shift to multi-device wallets? If not, why not?
We investigated this question by first providing the users with essential knowledge regarding both single-device and multi-device wallets and then collecting feedback on the preferences. In particular,
we asked the participants to watch two short videos on single and
multi-device wallets. These videos explain the single-device wallets,
their challenges, and how multi-device wallets mitigate them. After
the videos and knowledge-check, we collected the preferences and
feedback if the participants were willing to adopt multi-device wallets. 71.9% of participants mentioned they are ready to shift to
multi-device wallets; however, 20.8% of the participants wanted to
stick to single-device wallets.
RQ3: What default key-management and architectural settings
do they prefer for different wallets?
We investigated this question by taking feedback for single and
multi-device wallets on the secret information (key) location preferences under different possible attacks. We also took feedback
regarding the choice of key storage of wallets under various government characteristics where the wallet firm may host servers in
locations governed by multiple laws. We find that these government
characteristics significantly impact the participants’ key-location
preferences from the survey. We also analyze how the participants
prefer different settings, including the number of servers of the wallet firm storing the user keys. 63.13% of the participants preferred
a small number of reputed servers compared to 31.76% choosing
a higher number of servers. We provide a principled analysis of
users’ preferences by obtaining insights into why the users would
or would not select multi-device wallets.
We observe that our results offer a few interesting insights and
novel research directions for the threshold/distributed cryptography research itself. In the study, the participants expressed a desire
for more control over their keys even when using multi-device
wallets, the research community can focus on models achieving the
same. The researchers should also consider more general adversary
and access structures for multi-device wallets; however, the current
distributed cryptographic literature and practice are pretty thin
beyond the standard (𝑇 − 1)-out-of-𝑁 adversary. The participants

also identified a privacy-accountability trade-off between existing
types of multi-device wallets, which presents an exciting challenge
for the distributed cryptography community.
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CLASSIFYING CRYPTOCURRENCY
WALLETS

All cryptocurrency wallets today use paired secret keys and public
keys [33, 56], where a wallet’s address is derived from its public
key. However, storing and accessing a secret key is a non-trivial
problem and varies from one class of wallet to another. In this
section, first, we briefly summarize the existing classification of
wallets and identify that they often ignore the underlying security
model of wallets. Then we present a new classification to address
this issue.
Existing classifications of the cryptocurrency wallets. Several
classes [22, 26, 40] of cryptocurrency wallets exist today depending on different dimensions—hot and cold wallets, custodial and
non-custodial wallets [26, 48] etc. Hot wallets are connected to the
internet while cold wallets are not. To perform a transaction with
the cold wallet, the secret key needs to be taken from the offline
storage like paper or QR code and employed. In another classification, a non-custodial wallet refers to a simple model of wallets where
the secret key resides at user device. These wallers are notorious for
loss or misplacement of keys and subsequent loss of funds—∼20%
of all mined bitcoin lost this way [6]. In contrast, custodial wallets
refer to ones where the secret key is not of the user (device) but at
the firm which is offering the wallet. Every time the user makes
a transaction, they authenticate to the firm which performs the
transaction on their behalf. While this safeguards against the loss
of key at the user, it forces the user to trust the firm operating the
wallet. A popular way to achieve custodial wallet mechanism is to
place the keys at the cryptocurrency exchanges that offer wallets
and transact on behalf of the users. This approach is susceptible
to attacks by hackers on exchanges and affects very large user
bases [7, 16–18, 21, 24, 61]. Thus, it is quite evident that storing the
keys at a single location is a security risk, irrespective at the user
(client-side) or the firm (server-side).
A relatively new type of wallets solve these issues—it distributes
the secret keys into multiple shares [9, 77] and places them at different locations. Depending on the specific application and scenario,
these locations can be a combination of different firms/servers,
devices owned by a single or multiple users.
Need for new security-focused classification. Note that the existing classifications of wallets presented so far focus far more on
how the wallet is used rather than the underlying nuanced security
models (e.g., how the security of the keys is guaranteed). While HotCold classification focuses on wallets’ connection to the internet,
Custodial-Non custodial notion classifies the wallets as whether
the key is only with the user or the remote server. However, in all
cases, irrespective of if the key is placed at the user or the server
or connected to the internet, compromising the single key location
compromises the funds; the multi-device wallets mitigate this security risk [46]. Understanding this risk by explicitly stating the
security model is essential. If the users appreciate the underlying
security model, they can make informed choices about their wallets.
2

Hence, to investigate the user risk perception and mental model regarding the security of different wallets which is invariably related
to the key location, we classify all the wallets into single-device and
multi-device wallets with the key being stored at a single location
or distributed among multiple locations.

2.1

available [55] similar to single-device scenario. It should be noted
that depending on the setting multi-device wallets can also provide
complete control of the key to the user like the single-device wallets.
For example, consider a scenario when the key is divided into
two shares and one of the shares is placed on the client device.
In this case, the transaction does not go through without client
authorization irrespective of how the second share is shared among
multiple servers.
Though the interface of many multi-device wallets (Eg: ZenGo,
Torus) is similar to single-device wallets for making transactions,
multi-device wallets typically have a higher setup time. The usability issues and misconceptions of users regarding wallets pointed
out by Voskobojnikov et al. [80] like confusion on the part of participants regarding transaction and mining fees, cancellation of
transactions, lack of transparency from the blockchain regarding
the state of the transaction is likely to be common between both
single-device and multi-device wallets since they are not dependent
on the location of key or authorization.
While the focus of this work is on the security model of different
wallets and the users’ perception about them, we uncover interesting mental models regarding usability aspects. The perceptions of
usability directly affect the different preferred settings and thresholds for the multi-device wallets; we discuss them in Section 5.

Classification into Single-device and
Multi-device wallets

Single-device wallets store the keys at a single location; the location
can be a client device or a remote server hosting the data of the firm
offering the wallet. If the user loses access to the device, they can
not access any funds associated with the account. The different wellknown single-device wallet types, including paper, desktop/mobile,
hardware, and exchange wallets, are presented in Appendix A.
These wallets provide control of the key to a single entity – the user
or the wallet firm. In a multi-device wallet, the secret information is
placed on multiple locations/devices; any subset of a particular size
or higher of the devices should respond to authorize the transaction.
These devices are held by one or more entities, including users and
remote servers of the firm.
Single-device and multi-device wallets - Security. In a singledevice wallet, since the key is in a single location , it introduces a
single point of failure for the loss of the key. Loss of keys by the
users and exchange hacks [6, 7, 16–18, 21, 24, 61] show that the
single-device wallets are highly vulnerable to loss or compromise
from an adversary. In an multi-device wallets, as key material is
distributed among multiple locations, loss or compromise of a single
device does not lead to loss of key; the attackers need to compromise
multiple servers simultaneously to compromise the keys. Hence
they are more resistant to stealing keys by the adversaries and are
less prone to key loss.
Recently, Eyal [46] analyzed and has shown that for a wallet,
an increase in the number of associated heterogeneous keys improves security. It shows that the probability of users losing access
and adversaries gaining access is lower for multi-device (multikey) wallets than single key scenarios. Hence, multi-device wallets
are more secure than the single-device counterparts. Several different approaches [34, 46, 55, 67] mitigating the security risks of the
single-device wallets also indicate that multi-device wallets have
been invariably proposed as schemes to achieve better security than
single-device wallets. In this study, we investigate the users’ mental
model regarding the security offered by the multi-device wallets
and the gap between the proposed and perceived security.

2.2

Subclasses of Multi-device wallets

We further classify the multi-device wallets into two types Multisig
wallets and Threshold wallets. In a multisig (multi-signature) wallet
[19, 27, 43], 𝑁 different keys are generated and placed on 𝑁 devices
such that signatures [36, 37, 60] from at least 𝑇 devices are needed
to authorize the transaction. These keys may be placed on devices
of different users or a single user. For example, multiple keys are
given to different people in a board of a firm such that at least a
subset of them need to provide the signature for the transaction or
payment to go through. The set of signatures authorizing the transaction, reveals the access structure (𝑁 ,𝑇 ) of the distribution of the
keys used. Both multisig wallet and threshold wallet (depicted in
Figure 1) employ an access structure where the secret information
is distributed among 𝑁 locations such that any 𝑇 or more locations
need to respond to authorize the transaction. We call it the (𝑁 ,𝑇 )
access structure. In a threshold wallet[11, 20], a single secret key
is secret-shared [35, 75] among 𝑁 devices out of which 𝑇 or more
devices provide a partial signature. The partial signatures are collected and aggregated into a single (threshold) signature [37, 53] to
authorize the transaction.
The signature generated as threshold signature does not reveal
[13, 53] the underlying access structure among the clients or which
parties signed the transaction. Threshold signature is similar to
a single regular signature, unlike multisig, which is a concatenation of multiple signatures, so it offers better storage efficiency.
However, threshold signatures are dependent on the exact cryptographic scheme and are not widely available for all the signature
schemes. This is not an issue with multisig schemes as they can
be realized using any signature scheme, but they impose scripting
[74] requirements.

Single-device and multi-device wallets - Trust and Usability.
The trust and usability aspects of single-device and multi-device wallets are more nuanced. For single-device wallets, since the key is
placed in a single location, the users need to trust the single entity
or location not to get compromised for the safety of their funds.
In contrast, for multi-device wallets, users need not trust a single
entity like in exchange wallets since the secret information is distributed. Naturally, since the key is distributed among multiple
entities, multi-device wallets achieve higher replication of the keys.
For an multi-device wallet, when part of the key is placed on
the client device, key-recovery is straightforward in case of device
loss since the other parties can generate new shares. Also, with a
good choice of threshold structure, the keys can be made highly
3

They measured multiple factors, including perceived notions of
self-efficacy, vulnerability, concern, etc, for clustering and observed
specific differences in the preferences of different types of wallets,
measures taken to secure their wallets etc.
Building on this line of research, along with security issues we investigated and uncovered different perceived usability aspects and
how they affect the choice of threshold settings in multi-device wallets. For example, some participants preferred lower thresholds in
multi-device wallets for lower transaction (submission) delay.
(a) (5, 3)-Threshold wallet

(b) (5, 3)-Multisig wallet

3.2

Figure 1: Multi-device wallets. (a) Threshold Wallet: Keyshares of a single key are generated and stored in different
locations. (b) Multisig Wallet: Multiple (different) keys are
stored on different devices (can be different client devices).
A subset of shares or keys – threshold 𝑇 or more – are required to sign the transaction in each case.

Key management in wallets

Passwords are still a popular form of authentication [57] and are
even used by many cryptocurrency wallets. However, the underlying authentication mechanism for cryptosystems is through publickey cryptography using secret-key, public-key pairs. Usability issues of public-key cryptography in encrypted e-mail have been
studied [50, 51, 76] to report that key management by the end-users
is indeed a complex task. To uncover usability issues in bitcoin
key management, Eskandari et al. [45] conducted a cognitive walkthrough of bitcoin applications, brought out shortcomings, and
provided a framework for evaluating cryptographic key management systems.

3 RELATED WORK
3.1 Usability of cryptocurrency systems
Many recent studies [8, 48, 49, 54, 79, 80] have focused on usability issues and challenges of cryptocurrency systems. Few studies have also explored issues of trust in blockchain systems, the
trust challenges/risks and ways to mitigate them [73]. Recently,
Mai et al. [66] brought out the general misconceptions of users
in using cryptocurrency systems regarding keys, anonymity, and
fees. They investigate misconceptions on the generation of cryptographic keys, which may lead to their mishandling and loss of
funds. Voskobojnikov et al. [79] study the risk perceptions of both
users and informed non-users of cryptocurrencies. They discuss
several perceived risks, including loss of keys by the participants
and risk mitigation strategies for different cryptocurrencies.

Vulnerabilities in wallets. Single devices wallets are vulnerable
to several attacks; Vasek et al. [78] study how brain wallets are
prone to offline password guessing attacks. They show that most
brain wallets are vulnerable and can be drained within a day of creation. Arapinis et al. [32] study the vulnerabilities of the hardware
wallets by modeling their security in the Universal Composability
framework. They analyze a few well-known hardware wallets in
their framework and show that they are vulnerable to payment,
address generation, and chain attacks. Bui et al. [38] study how
computer/desktop wallet applications are vulnerable; even without
privileges, the attacker can impersonate the endpoints of remote
procedure calls (RPC) and transfer funds. While multi-device wallets mitigate the risks of single-device wallets by distributing the
secret information among many devices, they still can be vulnerable
to attacks. Aumasson and Shlomovits [20] show ways to attack the
implementations of schemes like threshold-ECDSA [52, 64]; they
also suggest ways to mitigate them.
Several works [39, 67, 71] studied the vulnerabilities in single
device wallets and proposed various ways to mitigate them. Instead
of storing the secret key in the memory, Dai et al. [39] suggest storing in the seed of the secret key in a trusted part of the hardware
such that no adversary can access to it. Barber et al. [34] propose a
super wallet - sub wallet mechanism where the currency is placed
in the super wallet and transferred to sub wallets in smaller quantities as and when required; Rezaeighaleh and Zou [71] propose
a deterministic sub wallet key generation from the super wallet
seed. Marcedone et al. [67] proposed a two-factor signature generation mechanism in hardware wallets to be secure against malicious
hardware vendors. He et al. [55] propose a distributed key management mechanism for better availability of keys in a multi-device
wallet setting where the key is distributed among multiple servers;
the proposed scheme provides high availability of the keys for the
users. It is evident from the different approaches [34, 46, 55, 67]
that multi-device wallets have been invariably proposed as schemes

Usability. Cryptocurrency users face challenges regarding usability and understanding of the security implications of features of the
wallets. Blockchains and cryptocurrencies also suffer from entry
barriers and the perception of usability between users and nonusers [49, 54, 79]. Beznosov et al. [80] study the user experience of
wallets by analyzing the ratings of famous cryptocurrency wallet
applications. They study more than 45K reviews and reveal that
users have several misconceptions regarding the features and interface, including how different mining and transaction fees are
collected, leading to grave errors in handling the secret keys and
currency transfers.
Krombholz et al. [62] performed a large-scale survey and evaluation of different security practices of Bitcoin users and brought out
the perceptions and flaws in the usage of bitcoin wallets. Halpin
et al. [8] studied the usability problems in using crypto-wallets
like ZCash while achieving privacy through Tor and VPNs. Here
they identify that most users find it difficult to set up wallets and
integrate with anonymization tools like Tor. Frohlich et al. [48]
study the usability of wallets and security practices by conducting
semi-structured interviews of participants and propose a model to
map the users by their exposure to the internet and key management. More recently, Abramova et al. [29] classified all the cryptowallet users into three groups of cypherpunks, hodlers, and rookies.
4

to mitigate the security risks of single-device wallets. This work
contributes to understanding how the different users perceive the
security of multi-device wallets and if there is a gap between offered
and perceived security, thereby affecting their adoption.

4

After showing the videos, first, we asked users’ preference of the
location for storing the key of an exchange wallet. This question
helps us understand if the users trust the exchange and any single
location among different client devices and remote servers. We
further asked the participants about the vulnerability of various
key storage locations of single-device wallets. Next, we inquired if
the participants were willing to shift to multi-device wallet if the
wallet developer provided it. We also asked between threshold and
multisig wallets which one do they prefer and why.
To understand the participants’ preferred settings for the multidevice wallets, we asked them to choose among three different
settings with varied umber of servers and threshold values. In this
part, we essentially uncover participants’ preferences regarding
the reputation of the server hosts and the total number of servers.
Furthermore, we explored the participants’ preference regarding
storing the secret keys for single-device wallets in the face of different attack scenarios and preference regarding the distribution of
the shared keys among different devices for multi-device wallets.
Finally, we asked questions to investigate the participants’ preferences regarding the key locations. Specifically, we showed users
scenarios regarding different threat models (e.g., governments viewing and blocking access to the information hosted on servers in
their jurisdiction). Then we asked where the participants preferred
to store or the key (share) by default among the options provided in
the single device and multi-device wallet settings for these different
threat models. These questions provide us with information regarding the desired settings of wallets under various threat models.
Essentially, we first educated the user regarding the advantages
of multi-device wallets and checked if they are willing to shift to
them. If they are not ready to shift even at the cost of security,
we analyzed the reasons. We then studied the different preferred
settings for the multi-device wallets, including server setup under
various government characteristics.

METHODOLOGY

In this section, we discuss our survey-based study design to understand the wallets’ usage and user preferences.

4.1

Survey instrument

Our primary survey instrument had two parts. In part I, we asked
general questions regarding users’ experiences with different cryptowallets. In part II, we probed users’ preferences for two broad classes
of wallets—single-device and multi-device wallets after grounding
their understanding with videos discussing these wallets. Our full
survey instrument is included in Appendix D.
Part I: Usage characteristics, experiences with current wallets and factors responsible for choosing a wallet (RQ1). We
start part 1 of our study with a survey by asking which wallets are
most often used by the participant and what factors impacted this
choice. Specifically, we probed the impact of factors like wallets’
interfaces, security guarantees, operation in multiple currencies,
ease of recovery, as well as the relative importance of crowdsourced
ratings or reviews from famous personalities on the choice of a
particular wallet. Next, to uncover experiences with their current
wallets, we asked if our participants ever lost a key or password, resulting in the loss of crypto funds and their most significant security
concern regarding cryptocurrency wallets. We also adopted two
sets of questions from earlier work to understand our participant
attitudes better. These questions measured perceived vulnerability
and perceived self-efficacy regarding safeguarding the funds and
secret keys in crypto-wallet settings [29]. Finally, we asked the participant how familiar they were with each wallet– paper, exchange,
desktop/mobile, threshold, and multisig wallets. These questions
helped us estimate the user-familiarity levels with different wallets
presented in the next part of our study.

4.2

Before final deployment, we conducted two pilot studies for our
survey. In the first, we piloted the survey using in-person interviews
for six participants to test the comprehensibility of the survey
questions and measure the average completion time.
Initially, the survey videos were shown to the participants consecutively, followed by four knowledge-check questions. However, during the first pilot, participants demonstrated a loss of attention, evident from the incorrect answers to our follow-up knowledge-check
questions. However, when asked to explain the wrong answers, participants reevaluated and desired to change their responses, hinting
at a cognitive overload. We divided the videos into two sections
to address this problem and ask questions about each video separately. Responses from this first pilot also prompted us to simplify
some questions which asked to rank provided options—we ended
up converting them to equivalent Likert scale questions.
After incorporating the changes, we conducted a second pilot
study using a crowdsourcing platform named Prolific.co, which is
regularly used for academic advertising surveys. We recruited 20
(pre-screened) participants for further feedback. We asked additional follow-up questions to check the ambiguity of questions and
answers in this pilot. 90% of the participants found no ambiguity

Part II: Users’ preference for multi-device wallets and their
default settings (RQ2, RQ3). In the second part, we first educated
the participants about different wallets using two short videos,
each approximately 2 minutes long. The first video 1 discussed
different single-device wallets and their pros and cons. The second video 2 showed how multi-device wallets solve problems of
single-device wallets and discussed the two multi-device types —
threshold and multisig wallets. Informing the participant using the
videos helps us bring all participants to a similar understanding of
wallets and helps us analyze their responses more confidently. To
assess whether the participants have indeed watched and understood the content, we ask three knowledge-based questions (with
justifications for their answers) after each video.
We first explain why multi-device wallets may be more secure (as
explained in Section 2.1) and survey if the participants are willing to
shift to them. After inquiring about the specific reasons for shifting
(or not), we study the different settings they prefer.
1 Can
2 Can

Pilot Studies

be found at https://www.youtube.com/watch?v=rH1bcbeoPew
be found at https://www.youtube.com/watch?v=LVa00yiOBjA
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in the survey. Additionally, we asked to explain the answers to
knowledge-check questions to nudge participants to be attentive
to our educational videos on single-device and multi-device wallets. We also increased the knowledge-check questions to three per
video, totaling six instead of the earlier four for more stringent
checking of the acquired knowledge.

4.3

participants that we would not collect any personally identifiable
information (PII) from them. Participants could abort and return the
survey at any time during the study. Any identifying information
like email ids, Twitter handles, etc., related to the participant is
removed from the collected responses to preserve the anonymity
of the participants. Our study was examined and approved by the
lead author’s Institutional Review Board (IRB).

Recruitment

Our online survey is scalable to a large number of participants.
Consequently, we uncovered interesting user behaviors and attitude
patterns using statistical analysis. However, one key challenge of
our recruitment procedure was to target the cryptocurrency wallet
users and enthusiasts. To that end, following the approach taken by
Abramova et al., [29], we recruited participants from two sources—
(i) The crowdsourcing platform Prolific.co, and (ii) social media
platform Twitter to reach broader cryptocurrency community.

4.4

Quality Control

To ensure the quality of responses, we randomly added an attention check question asking them to choose the current month of
the year. Apart from that, we consider responses only from those
participants who have answered our knowledge-based (Yes/No)
questions satisfactorily (to check if they watched our videos). More
specifically, we consider only those participants who answered at
least two out of three correctly in each subset. Furthermore, if a
participant answered two or more questions wrong, one author
manually checked the corresponding explanation to see if the participant was knowledgeable. For example, one of the questions asked
about the loss of funds upon an Exchange wallet compromise, participant 𝑃25 disagreed and responded —“compromise of the server
holding the keys does not necessarily mean my money is lost”. This
participant has understood the question and has an idea about the
correct answer but over-thought the questions. Correspondingly,
they chose the wrong option; we included all such participants in
our final study even when they answered more than two questions
wrong in each set. There were 22 such responses. When watched at
regular speed, the total length of videos was 4 minutes 35 seconds;
hence we also exclude participants who finished the survey in less
than 15 minutes, including watching the study. Since that would
have implied they completed both parts of the study in around
10 minutes or less, signifying the poor quality of responses (also
manually verified via checking qualitative responses).

Recruitment from Prolific: For Prolific, we chose participants
both from the US and UK 3 . We also ensured that they had not taken
our pilot studies. We selected our participants using a screening
survey conducted before the full survey. This screening survey
consisted of seven questions about the wallets they were using,
for how long, and how frequently they used those wallets (see
screening survey instrument in Appendix C). To avoid irrelevant
user responses, we made the question about their current wallet a
text entry question. We removed all the participants who left the
text field blank or entered an invalid wallet name. We also asked
screening survey participants whether they were interested in a
future longer survey.
We deployed the final survey in multiple batches of 30 − 50 participants on multiple days and different times over one week. WEe
did this setup for the distribution to counter any anomalous time
dependencies due to the effect of events occurring at a specific time
[31]. The median time of completion of the survey was 21 minutes
52 seconds and the compensation was 4$ for each participant (indicating an hourly wage of 10.88$, comparable to prior studies [29]).
Furthermore, participant feedback from the pilot study on prolific
showed that 95% of the participants were satisfied with the payment.
We used additional stringent quality control criteria (Section 4.4)
to ensure the quality of responses in our final dataset.

4.5

Participant Demographics

A total of 334 participants responded to the survey on Prolific. We
discarded the responses that did not meet the validity criterion and
passed our quality control checks (Section 4.4). Finally, there were
210 valid responses from Prolific. Additionally, we collected 45 valid
responses out of the 250 from the Twitter platform. We present
detailed demographics of our participants in Appendix Table 3.
In total, 72.15% of the participants identified themselves as male
and 27.45% as female, while one participant preferred not to answer,
indicating a male bias in our sample. Among the different age
groups, the 25 − 34 age group dominated the total population with
more than half of the total at 52.15% followed by 18 − 24 and 35 − 44
age groups at 21.56% and 20% respectively. Thus, our study has a
larger younger population than older (> 35). The participants in
our survey are also more educated than the general US population
[5], with 73.32% of the participants having a Bachelor’s degree or
higher. While one expects the participants from crowdsourcing
platforms like Prolific to be tech-savvy [59], more than half of the
participants (50.98%) of our participants reported that they do not
have any background experience in the information technology
(IT) field.

Recruitment from Twitter: To reach out to a greater cryptocurrency user community (beyond Prolific userbase), following
prior work, we also tweeted using the Authors’ Twitter accounts
to take part in this anonymous survey [29]. For participants from
Twitter, again, we only kept the participants who self-reported
to be more than 18 years old, speak English, and cryptocurrency
users with valid wallet names. For participants from Twitter, we
announced a raffle of 50$ gift card for every 25 participants using
anonymous email ids collected to give away the gift cards. Similar
to Prolific, we used the quality control criteria (Section 4.4) on the
Twitter responses too.
Ethical Considerations. For all participants, before the survey
began, we informed the participants of the purpose of the study, its
estimated duration, and the compensation. We further assured the
3 Over

65% of the participants on Prolific are from the US and UK [10] who speaks
English and more than 18 years of age
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5 RESULTS
5.1 Current usage-based groups and factors
affecting users’ choice of wallets - RQ1

Importantly, our participants are active users of different cryptowallets, where they invest 29.56% of their savings on average across
all participants. We provide our participants’ crypto-wallet usage
pattern in Figure 2. They also follow different social media and
reputed personalities for ratings and reviews in choosing their
wallets as shown in Figure 4a and Figure 11 in Appendix. Overall,
a majority of our participants are young, well-educated who have
invested in cryptocurrency.

4.6

We begin by categorizing our participants into two distinct usagebased groups: Newbie and Non-newbie. We report the usage, preferences of each group and compare them. We also analyzed the
security-related preferences of these groups.
5.1.1 Two different user groups exist with different familiarity
and usage. We first divided the users into usage-based groups to
capture various behaviors and understand their preferences. Recall
that Abramova et al. [29] analyze and group all the participants
into three categories. They found perceived vulnerability and selfefficacy show the most significant separation among their groups.
Following the work [29], we investigated the perceived vulnerability
and self-efficacy by asking the same set of questions. However,
analysis of these responses has not resulted in any meaningful
clustering owing to no statistically significant differences between
these groups for self-reported survey responses (e.g., regarding
familiarity and usage of crypto-wallets).
Interestingly, the self-identified categories correlated well with
the survey responses regarding expertise and preferences. Specifically, we asked the participants to identify themselves among three
types — (i) I use them solely for the interest in technology (ii) I use
them primarily as an avenue for trade, buying and selling cryptocurrencies (iii) I am a newbie, started using them for fear of missing
out the crypto boom. The pairwise Mann-Whitney U tests between
responses from these three categories (for familiarity with wallets
and usages) depicted a lack of statistically significant difference
between the first and second categories (see Table 5 in Appendix
for pairwise 𝑝-values for 3 group classification). Hence we group all
the participants choosing the first two options as Non-newbies and
the participants self-reporting as newbies under the Newbies group.
These two groups significantly correlated with their responses as
indicated by the low 𝑝-values (see Table 1). We present the mean
values for different responses among these two groups in Table 4
in the Appendix.
Specifically, responses to the questions which significantly correlated with these two groups are in Table 1 (p-values are with Bonferroni correction). The key differences occurred in the duration of
usage of the crypto-wallets, percentage of savings invested in crypto
assets, background knowledge in computer science/information
technology (IT), and the purpose of use (trading). The other set of
factors that differentiate the two groups is familiarity with different
wallet types.

Analysis Method

Coding free text answers. We coded all the free text answers
and explanations for questions from our survey to segregate and
uncover different perceptions of the participants. Two researchers
have independently coded all the free-text responses using a common codebook. Across the various questions, the inter-rater agreement – Cohen’s 𝜅 [68] was in the range 0.7−1, indicating substantial
agreement. The coders met and resolved the disagreements to arrive
at the final codes.
Statistical Analysis. We used statistical hypothesis testing to uncover different correlations and identify the significant factors affecting the various preferences and choices of the participants. We
used Chi-Squared (𝜒 2 ) test [15, 70] for the different responses of
all the questions to uncover correlations between groups of participants and their preferences. We also used the Mann-Whitney U test
[65] between participant groups to compare their characteristics.
For our tests on the multi-answer questions, we treat each option
as an independent question/answer. Our results for the 𝜒 2 tests
have been presented in Table 1 and for Mann-Whitney U test are
presented in Appendix Table 4. For all the tests, the significance
level 𝛼 was 0.05, which was further adjusted using Bonferroni
multiple-testing correction [72].

4.7

Limitations

We conducted the study to uncover factors affecting the users’
preferences in choosing their wallets. While we tried to cover the
aspects comprehensively, one should interpret our study in the
context of limitations like all the previous studies. We collected 255
responses from platforms Prolific and Twitter. The responses from
Prolific were limited to UK and US. Cryptocurrencies have proliferated and used various people varying in understanding, knowledge,
and preferences. Restricting to two countries and online platform
Twitter may be restricted in terms of the range of preferences
uncovered, including any geographical or cultural influences on
the choices made. However, we obtain interesting insights into
the mindset of the crypto-users in choosing the single-device and
multi-device wallets. We bring out interesting observations regarding the participants’ desire for control over their funds even in
conditions of possible compromise.
Our survey and the two videos included in it have been in English. We required the participants to speak English which might
have excluded any non-English speaking population and resulted
in possible language and cultural bias. It would indeed be an interesting future work to identify and understand these biases and
their effect on the choices made in choosing wallets. However, we
believe our study covers a significant range of crypto users with
varied experiences obtained while dealing with cryptocurrencies.

5.1.2 The current majority of users are recent adopters and use
them for long-term investment. Majority of current crypto users
are ‘recent’ adopters. Of the total participants surveyed, a total of
65% have reported having started using crypto-wallets only since
the last two years and 33% have started using less than a year
ago. This shows the rapidly expanding nature of cryptocurrencies
in recent years. Among the Non-newbie group, a total of 59.8%
of participants have been using it for the last two years. All the
participants using the wallets for more than 4 years are in the
Non-newbie group, accounting for 17.25% of that group. Among
7

Table 1: Chi-squared test results for different questions including demographics for Newbies and Non-newbies. The
number of samples is 255. In the table, we only show the
variables that have significant 𝑝-values. df is the degrees of
freedom.

Long-term
investment
Trading
Alternative
to fiat
Other

𝜒2

Variable
Number of years
% of savings invested
Background in IT
Usage - Trading
Familiarity-wallet
Paper
Exchange
Desktop/Mobile
Hardware
Multisig
Threshold

df
3
4
2
1

1.63e-08***
1.81e-05***
5.06e-06***
3.53e-05***

18.0435
42.6121
31.6182
49.3694
28.5448
28.1623

4
4
4
4
4
4

0.0012**
1.24e-08***
2.28e-06***
4.88e-10***
9.67e-06***
1.15e-05***

37

1-2 years
2-4 years

45
Newbie

> 4 years 0
0

NonNewbie

34

20

40

60

Newbie
NonNewbie

5 12

50

100

150

200

the ‘Other’ fields, The wallets listed by participants varied widely,
including TrustWallet, Ziglu, Atomic, Dharma, and ZenGo.
See Figure 9 in Appendix for the reasons for choosing the different wallets and the corresponding number of participants. Among
the different reasons, the one with the highest number of participants among the Non-newbie group is the security guarantees
offered by the wallet with 75.6% opting it whereas the among Newbie group, it is the ease of usage of interface with 77.5%.
The most cited reasons for choosing the wallets among the participants across the two groups are the security guarantees they
offer, the ease of interface, support for multiple currencies, and the
popularity of the wallets
Type of security concerns for user groups. Different participants consider different issues as security concerns for the wallets.
However, the biggest concern among them is the loss of funds by
compromise of server and secret key hosted by the remote server
(see Figure 10 in Appendix). The next biggest concern for both
groups is the lack of proper recovery mechanisms for the secret key.
These are followed closely by the other concerns of compromise
and loss of key at the user device and server, loss of secret key by
the user in both the groups.

72

4

47

Figure 3: Purpose of using crypto-wallets. The majority of
participants use them for long-term investments and trading.

46

17

6

114

Number of participants

Significance codes: ***𝑝< 0.001, **𝑝<0.01, *𝑝 < 0.05
< 1 year

157

15

0

p-value

39.1284
27.1900
24.3844
17.10456

47

80

Number of participants

Figure 2: Duration of crypto-wallet usage by the participants.
The majority are recent adopters using them for the last two
years.
the Newbie group, 63.7% have started using only in the last year
while a total of 93% have reported using them for the previous
two years. This is expected as the group identifies itself as one
adopting cryptocurrencies for fear of missing out on the crypto
boom. Figure 2 shows the total number of users for each time
period4 . It indicates that the majority of our participants are recent
adopters using them for less than two years.
Users employ cryptocurrencies as long-term investment far
more than as an alternative to fiat currency. 80.3% of the participants reported using cryptocurrencies as a long-term investment, and only 20.8% use them as an alternative for fiat currency.
81.02% of newbies use them for long-term investment where the
corresponding percentage among non-newbies is 79.69%. Among
non-newbies, 23.8% report using cryptocurrencies as an alternative
to fiat currency, and only 10.34% of newbies use it for the same.
Most users use single-device wallets. Most of the participants
use single device wallets, including hardware wallets like Trezor
(presented in Figure 8 in Appendix). Of these Coinbase and Binance
seem to be popular among both the Newbie and Non-newbie groups.
60% of all the participants use Coinbase, whereas 37.2% use Binance.
The participants had a choice to enter up to 3 unlisted wallets in

5.1.3 Users consider ratings to be important. Ratings and reviews in crowd-sourced platforms heavily affect users’ choice
of wallets. Ratings of the wallets seem to affect the users’ choice to
a great extent – 34.9% of total participants have claimed to choose
their wallets solely based on ratings of wallets on crowd-sourced
platforms like Play Store and App Store. 56.8% of all have reported
that ratings and reviews by famous personalities are ‘very important’ compared to 38.8% who mentioned that they are ‘slightly
important’. Only 4.3% have claimed ratings and reviews are not
important at all. In both the Newbie and Non-newbie groups, at
least 29% of each group have claimed to have chosen the wallets
solely based on ratings showing their significance (see Figure 4a
and Figure 4b).
Social Media as a source of knowledge. Among the different
social media followed by the participants for learning about wallets, Twitter and Youtube occupy the top positions, followed by
Reddit and Facebook. We asked the participants to choose (or add)
all the social media they follow in the survey. The percentage of
participants using Twitter, YouTube, Facebook and Reddit among
Non-newbies are 59.89%, 36.54%, 27.91%, 27.91% and the corresponding numbers for the other group are 34.48%, 18.96%, 13.79%, 34.48%

4 Questions

with a single answer are displayed in red-blue and ones with multiple
answers are shown in green-grey bar graphs.

8

17

Yes

125

41

No

Table 2: Reasons from our open coding and % of participants for their willingness (non willingness) to shift from
single-device wallet to multi-device wallet.

72

0

50

100

150

(a)
Very

31

Slightly
Not at all

114

25

Not willing

74

Newbie
NonNewbie

29

0

50

100

Willing

150

Reasons
%
Single-device wallets are more secure 37.5%
Single-device wallets are simple to use 25%
I do not want to lose control of keys
20.8%
Other reasons
16.6%
Multi-device wallets are more secure 79.2%
Other reasons including availability 20.78%

Number of participants

(b)

to make the shift (see Figure 5b). However, the remaining – slightly
less than 30% of each group were not willing to use multi-device wallets. Table 2 shows the percentage of participants, the reason for
retaining single-device wallets and shifting to multi-device wallets.
Believing that single-device wallets are more secure, simple to use
and retaining control of the secret key are the main motives across
the users for remaining with single-device wallets. There is no
correlation among the Newbie and Non-newbie groups and their
choices of shifting to multi-device wallets (as indicated by high 𝑝
values in the 𝜒 2 analysis).

Figure 4: Response to the questions (a) Was the wallet chosen solely based on ratings (b) Importance of ratings and reviews while choosing a wallet. They show that ratings are
reviews are important to many participants.

(see Figure 11 in Appendix). The number of Reddit followers in
the Newbie group is higher than the other social media except for
Twitter, showing its increasing popularity among the more recent
users.

Reasons for shifting to multi-device wallets. Most participants
who chose ‘Yes’, opted it because multi-device wallets offer better
security features like overcoming single point of failure— P53 explained “Better security because you need multiple devices to gain
access. This also means that even if one device is compromised the
attacker can’t gain access”. 79.2% of the participants choosing to
shift opted multi-device wallets for better security features (see
Table 2).
Around 20.8% participants (of the ones choosing to shift) wanted
to shift to multi-device wallets for reasons including ease of access
from any device of their choice, better availability in case of loss of a
device and ease of recovery. P202 wrote “I can access my wallet from
several devices, that’s better as I don’t have to depend on one device all
the time”. In the case of multi-device wallets, when a single device
is compromised the other parties can refresh the shares. Some
participants realise this and chose to shift to multi-device wallets
as the key recovery is easier. In those lines, P213 opined “It is much
easier to recover your security keys in a multi-device wallet than a
single-device wallet.”

5.1.4 Users are less familiar with multi-device wallets. The selfreported familiarity with the different wallet terms indicates that
the users are unfamiliar with multi-device wallets. On a Likert scale
of 1 − 5 with 1 being “Not-familiar at all”, only 3.5% of all the participants claimed that they are ‘very familiar’ with the threshold wallet
while 49.1% claimed to be “Not-familiar at all”. The corresponding
percentages for multisig wallets are 3.13%, 42.7%. The mean familiarity over all the wallet types for the Newbie group is 2.02 and for
the Non-newbie group is 3.05. The familiarity of the groups with
the multi-device wallets is lower at 1.39 and 2.26, respectively. The
corroborates with the names of different wallets reported to be used
by the participants (see Figure 8 in Appendix) where single-device
wallets dominate and shows that the participants are less familiar
with multi-device wallets.
To overcome this lack of familiarity in the latter part of the
survey and to bring all the participants to a similar level of understanding of multi-device wallets, we designed and presented two
short videos explaining the advantages and disadvantages of single
and multi-device wallets. The videos are followed by two sets of
3 questions each for the explanations are sought. 120 participants
got all the 6 correct, showing increased knowledge and familiarity
after the videos.

5.2

Reasons for not shifting to multi-device wallets. Among the
participants who opted not to shift to multi-device wallets, when
asked to explain, the responses ranged over a few factors — believing that the single-device wallets are more secure and preferring
the simplicity to placing the trust only on the self to safeguard the
keys.
37.5% of the participants who stick to single-device wallets believe that they are more secure than the multi-device wallets. They
wrote “Personal hardware keys should be secure enough” (P18), “I
will still stick to my single wallet device because it is difficult to
compromise.”(P99). However, this is a flawed mental model of security, since it is shown [46] that multi-device wallets are more
secure than single-device wallets. 20.8% participants wish to use

Users’ willingness to shift towards
multi-device wallets - RQ2

5.2.1 The majority of users are willing to shift to multi-device
wallets but few are not. After learning about multi-device wallets,
when asked which wallet they prefer, 67% of all the participants
chose multi-device wallets over all other options (see Figure 5a).
The majority of participants also wish to shift to multi-device wallets if their current firm offers it. At least 70% of each group wanted
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single-device wallets since they want to hold on to the key themselves. Few answered, “I prefer to be responsible for my keys. If I
lose them, that is my fault”(P1), “Id rather keep the key on me at all
times so I know where it is and who has it, I only trust myself”(P25).
Another participant P38 preferred single-device wallets for their
simplicity, they said “I’m happy with the simplicity and current
security available with a single-device wallet”.
In multi-device wallets, multiple devices need to communicate
and aggregate the signatures collected to compute the final signature. This may induce some delays and also affect the availability.
Few participants preferred to stick to single-device wallets for the
availability of the keys. P101 mentioned “I prefer that I try my best
to keep the single key safe than run into server down-times. If I decide
to use a Multi-device scheme, the devices might have a downtime”.
No wallet

4

Single-device

6

29

Other

150

(a)
Willing

43

Not willing

7

0

139

41

50

100

20

NonNewbie

50

100

150

signature appears similar to a single device signature. Hence the
total data needed to represent the threshold signature is lesser than
the multisig signature, making it more space-efficient. While this is
a technical aspect to grasp, few participants understand this and
have opted for threshold wallet. P246 commented “Multi-sig wallets are inefficient - requiring several signatures wasting gas. Better
implement a threshold wallet with MPC to reduce inefficiencies”.
Participants chose multisig wallets for their simplicity and because it reveals the access structure (𝑁 ,𝑇 ). P146 commented “It is
easier for me to know how many devices and threshold I will require
to be able to authenticate a transaction. It is easy to use too”. Multisig
wallet signature reveals which parties have provided the signature;
if the signature is generated by any collusion, the colluding parties
are revealed in the signature. Some participants prefer this over
not knowing who signed. Participant P240 who chose the option
‘Can not say’ wrote “The Multisig system clearly labels who the bad
nodes are in a collusion attack, which information is missing from
the threshold. OTOH, Multisig adds more load on the transactions, as
more sigs is more data”.
After familiarizing themselves through the presented videos,
more than two-thirds of participants in our study were willing to
shift to multi-device wallets. Among the ones who wish to use only
single-device wallets, 37.5% (wrongly) believe that they are more secure than the multi-device wallets. 20.8% of them choose so because
they do not want to lose control over the keys. It should be noted
here that, multi-device wallets can indeed provide control over the
keys to users. For example, if one share among the two total shares
of the key is placed on the user device, no entity can access the key
and funds without user’s approval and authentication. Among the
multi-device wallets, the participants prefer the threshold wallets
for the privacy properties they offer. A smaller set of participants
prefer the multisig wallet for the simplicity and accountability they
impose on the signers. We further investigate the attitude of the
participants in terms of security by studying the default security
settings they prefer for the different wallets.

36

100

7

Figure 6: Preference among the multi-device wallets types
– threshold and multisig wallets. Majority choose threshold
wallets for offered privacy.
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150
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Figure 5: (a) Preference among the single-device and
multi-device wallet types. (b) Willingness of participants
to shift to multi-device wallet from the currently used a
single-device wallet.
5.2.2 Among multi-device wallets, users prefer threshold wallets
for their privacy. In a threshold wallet, the threshold signature [37]
generated to authenticate a transaction does not reveal the access
structure i.e., the signature does not reveal the (N, T) values. In a
multisig wallet, the access structure and T (minimum number of
required signatures) are revealed. When asked to choose among
multi-device wallets, 63.95% of the Non-newbie group and 68.96%
of the Newbie group participants chose threshold wallet over the
multisig wallet as shown in Figure 6.
These participants opted for threshold wallet for its privacy properties like not revealing the access structure. On these lines, P158
commented “threshold wallet withholds a little more information like
the N and T values and this provides more security”. Some participants realized not knowing the 𝑁 and 𝑇 values makes it difficult
for the adversary to decide on how many devices to compromise.
This provides better security apart from the privacy offered from
the threshold signature.
In a multisig wallet, several signatures are collected and aggregated by concatenation whereas, in a threshold wallet, the threshold

5.3

Preferred default settings for
crypto-wallets - RQ3

5.3.1 In single-device wallets retaining agency over key is preferred over the risk of account compromise. It is natural to choose
a particular location for a secret key depending on the risk perception of certain attacks on the system. Hence to understand the
participants’ risk perception, we investigated their preferred keystorage location for a single-device wallet under different attack
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scenarios. When asked to choose a location of secret key storage
under the specific threat of client-device compromise, the choice
of a maximum number of participants of each group is “Multiple
remote servers (each storing the key)”. This can be expected as
under the client compromise scenario one would expect users to
opt for remote servers. Hosting the key on multiple remote servers
increases the availability of key while also increasing the risk of
being compromised. Many participants in both the groups opted
for client devices including dekstop/mobile, paper and hardware
tokens as the preferred location for client storage (see Figure 12
in Appendix). This indicates that even under vulnerabilities and
client device compromise, many still wish to retain control over
the secret key and thereby the agency over the funds. In the remote
server compromise scenario (see Figure 13 in Appendix) the three
key storage locations chosen by the highest number of participants
are paper, client desktop/mobile, and hardware token.

(10, 5)
(100, 5)

32
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(100, 50)
Other

15

129
28
28

Newbie
NonNewbie
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50
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Figure 7: Preferred settings for (𝑁 ,𝑇 ) multi-device wallet. 𝑁
is the total devices and 𝑇 is minimum number of devices
needed to generate signature. (10, 5) is with servers hosted
by reputed firms. In other settings servers are chosen randomly across the globe.

trust among more entities, they were asked if thy are willing to
increase the value of 𝑇 (threshold) for a given 𝑁 (total servers) in
a multi-device wallet. 60.4% of the Non-newbie group opted to increase the value of 𝑇 while 36.54% chose not to. In the Newbie group,
these percentages stood at 53.44% and 44.82% (see Figure 14 in Appendix). Increasing the value of 𝑇 would imply distributing the
trust among more devices/people. However, since signatures from
any 𝑇 or more are required to authenticate a transaction, it would
mean higher communication overhead and possible delays if that
person/device does not respond as expected. Thus the trade-off
would be between distributing the trust against higher availability
of the keys. Few participants choosing ‘Other’ indicated that they
do not wish to simply distribute the secret key among more parties
but carefully tailor the threshold for a particular scenario.

5.3.2 For multi-device wallets, users weigh reputation over distributing the attack surface. To understand the settings that the
users prefer for multi-device wallets, the participants were asked to
pick among three choices — (i) smaller number of reputed servers
(ii) large number of servers with much lower threshold (iii) large
number of servers with high threshold. In case of smaller number
of reputed servers, they would provide higher availability with very
few servers needing to respond, however the attacker just needs to
compromise those few servers. In the second option, the servers
are randomly chosen (with certain criterion) among many servers
across globe but with lower threshold. Here the attacker is not
readily sure of which servers to attack even though the threshold
is small. The last option has higher threshold indicating that the
attacker needs to compromise a very high number of servers.
More than half of participants placed their trust in reputation
rather than the inability of attacker to compromise large number of
servers distributed across globe. 65.48% of Non-newbies and 55.17%
of Newbies chose small number of servers ((10, 5) in Figure 7) hosted
by reputed firms. Participants seem to trust the reputed servers to
take good security measures as their reputation is at stake in case of
compromise. P38 wrote “I prefer servers to be hosted by well known
reputed firms as they are likely to have in place stringent security
measures to stop any breaches.” Few chose smaller number of servers
since maintaining and keeping track of a large number of them can
be a complex task; they wrote, “Keep it simple. More servers, more
things to go wrong” (P244).
Among the parties who opted for choices with more number of
servers, increasing the number of servers for the adversary to attack
is the most quoted reason. P25 said “The more there are the harder
it will be to be compromised. Being random servers its also harder
to track them down”. Another interesting aspect is that reputed
firms can become centres for targeted attacks by the adversaries.
In view of this one participant P76 said “I would prefer randomly
chosen servers as they are less likely to be targeted than established
companies”, while choosing (100, 50) setting. The participants who
chose larger number of servers and low threshold (100, 5) opted
for high availability of keys; even if many servers are down, the
secret information is available to the clients.

5.3.3 The government policies affect the preference for sharedistribution. Any server hosted in a particular country is subject
to the local government privacy policies. Depending on the policy, few governments may be able to view or even block access
to any cryptocurrency server data if they wish (here we assume a
setting where the governments do not share data with each other).
Thus, location of the hosted server is significant in terms of privacy
and availability of keys to the users. Our survey explores users’
preferences of location of these servers for different secret-key distributions among client devices and remote servers. We investigate
these preferences for both single-device and multi-device wallet
scenarios under different government characteristic settings. For
Threshold wallets, the participants were allowed to choose from (i)
sharing the key among servers (ii) dividing the key into two parts
(say 𝑆ℎ𝑎𝑟𝑒 1 and 𝑆ℎ𝑎𝑟𝑒 2 ), placing one part 𝑆ℎ𝑎𝑟𝑒 1 on the client and
sharing the second part 𝑆ℎ𝑎𝑟𝑒 2 among all the servers.
Users do not prefer server locations where governments can
block data access. For threshold wallets, whenever the government can not block access, irrespective if the government can view
the data, at least 50% participants of Newbie group are willing to opt
for sharing the key only among servers. In the case when the government can block access, less than 37.93% chose to share among
servers with 63.79% choosing to share between the client device
and the servers. In the Non-newbie group, more than 55% always
wanted to place a share on the client device which went up to 69%
when the government can deny access to the data (see Figure 16 in

Users wish to distribute trust for a fixed total number of devices. To understand if the participants were willing to distribute
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Appendix). The responses are significantly correlated against the
different government characteristics with 𝜒 2 test 𝑝-value of 0.001.
Thus government policies significantly affect choice of location for
secret information and majority of users wish to have a share of
the key on their devices when government can deny access.
In short, in our study, majority of the participants wish to retain
control over the secret key in-spite of vulnerabilities. They prefer
the keys to be hosted by a smaller number of servers hosted by
reputed firms; they also like to increase the threshold for a fixed
total number of servers to distribute trust further. Their choices
of key location are affected by the governments’ ability to block
access to their secret information. var
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be an interesting design and implementation target for the research
community and the wallet developers.
We note that implications of the user control go beyond the
multi-device wallets setting and are also highly relevant for NIST
threshold cryptography efforts [9] as well as fast-growing multiparty computation (MPC) based privacy-preserving machine learning (PPML) [30, 69]. For example, in the context of NIST’s threshold
cryptography initiative, it will be an interesting research problem
to design a secure threshold ECDSA protocol that maintains the
users’ control over their keys in the wallets. The current threshold
ECDSA protocols [42, 52, 53, 64] cannot securely realize users’ control in the above-described setting where one of the two shares is
re-shared among the servers.

IMPLICATIONS

Threshold vs. Multisig wallets. Threshold and multisig wallets
offer interesting trade-offs concerning accountability and privacy.
While many participants prefer the privacy provided by the threshold wallet, some do not wish to use them for the exact reason
that they do not reveal enough information (see Section 5.2.2). If
a signature is generated under collusion, the information of who
is involved is not revealed in a threshold signature but is revealed
under multi-signatures.
This study shows that users understand and consider the tradeoffs in two types of multi-device wallets. This motivates security
research towards signature generation and wallet design to offer
the best of both worlds, including privacy and accountability. Since
participants are concerned about space requirements of multisignatures in wallets (see Section 5.2.2), developing space-efficient
multisignature schemes is an interesting problem to consider for
the developers.

Our study offers the developers specific insights into the settings
and server architectures for their wallets. We also observe some
interesting threshold cryptographic research problems for the community to consider.
Educating the users. As participants prefer multi-device wallets
for better security, this study encourages developers who have
developed or are considering a multi-device version of their wallets.
However, about 37% of participants who were unwilling to shift to
multi-device wallets, believed that single-device wallets are more
secure than multi-device wallets. This flawed mental model needs
to be addressed by educating the users about the security features
of the multi-device wallets. About 20.5% of them wanted to stick to
single-device wallets because they did not want to lose control over
the keys. This should encourage the multi-device wallet developers
to choose settings where they provide control of the keys to the
user and convince them of the same.
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Distributed server setup for multi-device wallets. While choosing a distributed server setup to host the shared keys, our study
can significantly help developers arrive at a setting. We learn that
the majority of the participants prefer a smaller set of reputed
servers in locations where the governments cannot deny access
to the data (see 5.3.3). Among the different share distributions (or
access structures), as chosen by the participants, the developers
should consider always placing a share on the client device to give
them control (see Section 5.3.1). This can be achieved by generating
two shares of the secret key 𝑆ℎ𝑎𝑟𝑒 1 and 𝑆ℎ𝑎𝑟𝑒 2 , placing say 𝑆ℎ𝑎𝑟𝑒 1
on the client device, and dividing 𝑆ℎ𝑎𝑟𝑒 2 among multiple servers.
Note that threshold wallet ZenGo [14] already follows this pattern,
although with only one server share, while Torus [12] wallet offers
no such control to the users.

CONCLUSION

This study brings out a number of interesting behavioural patterns
and mental models of the current crypto-wallet users. In our study,
the participants behaved in two specific ways, either as Newbies or
Non-newbies. The Newbies are the new entrants and are interested
in the ease of usage of interface and popularity of the wallets. The
Non-newbie group has relatively been using the crypto-wallets for
a longer; they are naturally more familiar with different wallets.
The majority of both groups use single device wallets and are not
very familiar with multi-device wallets. A majority of both the
groups use the wallets for long-term investments and very little as
an alternative to fiat currency. Both the groups are concerned with
the compromise of the key at the servers or client devices.
When educated about multi-device wallets that can mitigate
both the issues of client-device or remote server compromise, most
participants are willing to shift. The ones who are not, wish to
retain complete control of the key. They also like the convenience
of single-device wallets. Among the two types of multi-device wallets, namely threshold, and multisig, the majority of users prefer
threshold wallets for their privacy properties over their multisig
counterparts. Under different vulnerabilities, the participants prefer
having control over the funds by having a share of the secret key
on their local devices. The preferences of the participants are also
greatly affected by the government policies at locations where the
servers containing secret information are hosted.

General adversary access structure. In fact, the developers can
consider general adversary structure secret sharing (GASS) [44, 47,
58, 63] for their wallets. In a typical threshold cryptographic setting,
the adversary can corrupt up to a fixed fraction of players. However,
GASS considers more general adversary corruption patterns, in
which the adversary is allowed to corrupt any set of players in
some pre-defined collection of sets (or access structure). Developing
personalized threshold wallets based on GASS enables the developer
to realize individual users’ adversary mental models better and
be more realistic for a wallet design. General adversary structure
secret sharing and threshold signing for multi-device wallets can
12

Finally, the study offers some specific insights into the users’
expected multi-device wallet threat models. This in turn presents
some interesting threshold cryptographic research problems for
the community to consider.
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DIFFERENT SINGLE DEVICE WALLETS
• Brain wallet: In this, users choose to remember the passphrase
or key associated with the wallet. This wallet is a single
device wallet as the key is in a single location, the brain. If
the user forgets the secret information, they can not access
the funds.
• Paper wallet: The secret key of the wallet is placed on paper,
typically as a QR code etc.
• Desktop/Mobile wallet: The wallet and the corresponding
secret key are placed on the desktop or the mobile device
of the user. The user can access the wallet only from that
particular device. Eg: Electrum
• Exchange wallet: The secret key is placed at the exchange
hosting the wallet. The exchange performs the transactions
on behalf of the user. Eg: Coinbase.com, Binance
• Web wallet: The secret key is stored at the firm offering the
wallet. This wallet is accessed through the web and hence
is not device dependant.
• Hardware wallet: The secret key is stored on a particular
hardware token. The client needs to plugin the hardware
token every time a transaction is made. Eg: Trezor, Ledger
Nano
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Table 3: Participants’ Demographics

Gender
Female
Male
Prefer not to answer
Age
18 - 24
25 - 34
35 - 44
45 - 54
55 - 64
Prefer not to answer
Education
High school degree
College degree
Bachelor’s degree
Master’s degree
Doctorate
Prefer not to answer
Employment status
Full-time
Part-time
Unemployed
Uncompensated
Student
Retired
Other
Prefer not to answer
Background in IT
Yes
No
Prefer not to answer

Newbie
58 (22.74%)

Non-newbie
197 (77.25%)

Total
255 (100%)

26 (44.82%)
32 (55.17%)
00 (00.00%)

44 (22.33%)
152(77.15%)
01 (00.50%)

70 (27.45%)
184 (72.15%)
01 (00.39%)

16 (27.58%)
32 (55.17%)
08 (13.79%)
02 (03.44%)
00 (00.00%)
00 (00.00%)

39 (19.79%)
101(51.26%)
43 (21.82%)
08 (04.06%)
04 (02.03%)
02 (01.01%)

55 (21.56%)
133(52.15%)
51 (20.00%)
10 (03.92%)
04 (01.56%)
02 (00.78%)

04 (06.89%)
14 (24.13%)
32 (55.17%)
07 (12.06%)
01 (01.72%)
00 (00.00%)

17 (08.06%)
31 (15.73%)
72 (36.54%)
57 (28.93%)
18 (09.13%)
02 (01.01%)

21 (08.23%)
45 (17.64%)
104(40.78%)
64 (25.09%)
19 (07.45%)
02 (00.78%)

41(70.68%)
03 (05.17%)
04 (06.89%)
01 (01.72%)
08 (13.79%)
00 (00.00%)
00 (00.00%)
01 (01.72%)

146(74.11%)
20 (10.15%)
08 (04.06%)
06 (03.04%)
10 (05.07%)
02 (01.01%)
01 (00.51%)
04 (02.03%)

187 (73.33%)
23 (09.01%)
12 (04.70%)
07 (02.74%)
18 (07.05%)
02 (00.78%)
01 (00.39%)
05 (01.96%)

12 (20.68%)
46 (79.31%)
00 (00.00%)

108(54.82%)
84 (42.63%)
05 (02.53%)

120 (47.05%)
130 (50.98%)
05 (01.96%)

Table 5: 𝑝-values for the Mann-Whitney U test for 3 group
classification — Newbie, Trader and Techie. In the table we
only present the variables that had significant 𝑝-values for
Newbie-Non newbie classification (in Table 4).
Variable

Newbie-Trader

Trader-Techie

Techie-Newbie

9.12e-10***
2.90e-07***
3.53e-09***
7.15e-06***

0.4535
0.1216
0.0177*
0.1250

7.20e-05***
0.0152*
4.37e-05***
0.0768

Number of years
% of savings invested
Background in IT
Usage - Trading
Familiarity- Wallet
Paper
Exchange
Desktop/Mobile
Hardware
Multisig
Threshold

0.00016***
0.8471
0.0093**
2.21e-09***
0.8114
0.00068***
7.40e-08***
0.0766
0.0370*
3.22e-11***
0.9900
1.69e-05***
1.39e-07***
0.3980
0.0059**
2.51e-07***
0.2068
0.0043**
Significance codes: ***𝑝< 0.001, **𝑝<0.01, *𝑝 < 0.05
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Figure 9: Reasons for choosing the most used crypto-wallets
by the participants.
Compromise of
key by server

7

31

Loss of key by user

8

31

Newbie
NonNewbie

Lack of recovery

11

User device compromise

41

6

Server compromise

U

35
31

Popularity

Table 4: 𝑈 , 𝑝 values for the Mann-Whitney U test. In the table
we only present the variables that have significant 𝑝-values.
The mean values for Newbie and Non-newbie groups are
also presented.
Variable

146

38
25

53

𝜇-NonNewbie
Others

Number of years
8619 7.40e-10 ***
1.43
2.34
% of savings invested 7992 7.50e-07***
16
32.7
Background in IT
8456 4.24e-10***
0.20
1.12
Usage - Trading
7541 1.90e-05***
0.25
0.57
Familiarity- Wallet
Paper
7575
0.0001***
2.15
2.98
Exchange
8575 2.48e-09***
2.44
3.71
Desktop/Mobile
8161 2.61e-07***
2.93
3.90
Hardware
8962 1.78e-11***
1.87
3.24
Multisig
8121 2.73e-07***
1.44
2.38
Threshold
8033 4.46e-07***
1.34
2.14
Significance codes: ***𝑝 < 0.001, **𝑝 <0.01, *𝑝 < 0.05

13

0

20

40

60

80

Number of participants

Figure 10: Biggest security concern of the participants when
using a crypto-wallet.
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PREFERRED SETTINGS UNDER
DIFFERENT GOVERNMENT
CHARACTERISTICS

Settings for single-device wallets. For the single-device scenario,
as long as the government can not block access to the server data,
more than 56% of the Newbie group was willing to place the secret
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Figure 14: Willingness to increase 𝑇 for a fixed 𝑁 in a (𝑁 ,𝑇 )
multi-device wallet. It shows willingness of participants to
distribute trust among higher (threshold) number of nodes.
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Figure 11: Followed social media for knowledge and information regarding crypto-wallets.
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Figure 12: Key storage location preference under client device compromise scenario.
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Figure 15: Single device wallet – user key location preference
under different government characteristics regarding capabilities to view or deny access to secret (key) information.
(a) Govt. can neither view nor deny access (b) Govt. can view
but not deny access (c) Govt. can not view but can deny access (d) Govt. can both view and deny access. L2 - The key is
on multiple remote servers across different countries (these
countries do not share data). L1 -The key is on client desktop/mobile/hardware token.
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Figure 13: Key storage location preference under remote
server compromise scenario.
information on multiple servers. However, when the government
can deny data, this percentage is less than 36%. Among the Nonnewbie group, when the government cannot view and deny data,
60.9% of participants were willing to place the secret shares on
multiple servers while this drops to 41.6% when the government
can view and deny data to the clients (see Figure 15). The 𝑝-value
of 0.013 in the 𝜒 2 test shows significant correlation of responses
against the government characteristics.
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Figure 16: Threshold Wallet – user key location preference
under different government characteristics regarding capabilities to view or deny access to secret (key) information. (a)
Govt. can neither view nor deny access (b) Govt. can view but
not deny access (c) Govt. can not view but can deny access (d)
Govt. can both view and deny access. L2 - Threshold-share
the key among multiple servers. L1 - Divide the key into two
parts. Place one part on the client-device. Threshold-share
the other part among multiple-servers.
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SCREENING SURVEY INSTRUMENT

Thank you for joining the survey. In this survey, we aim to understand your usage and preferences for different cryptocurrency wallets.
This is an anonymous survey and no personally identifiable information (PII) is collected. We cannot link this information to any of your
accounts/identities/wallets.
Q1: How long have you been using a crypto wallet (Eg: Electrum, Coinbase etc ) ?
⃝ Less than a year ⃝ 1-2 years ⃝ 2-4 years ⃝ > 4 years ⃝ I have never used a crypto wallet
Q2: How frequently do you perform cryptocurrency transactions ?
⃝ At least once every day ⃝ At least once every week ⃝ At least once every month ⃝ At least once every year
Q3: Approximately how many transactions have you performed in the last one year?
Mark on a Likert scale of 0 - 100
Q4: Add the crypto currency wallet(s) which you use most often.
(a) Wallet 1
(b) Wallet 2
(c) Wallet 3
Q5: Will you be interested in participating in a longer (20 minutes) survey on crypto currency wallets? It tries to understand your preferences
regarding usage and security models in wallets. You will be compensated appropriately.
⃝ Yes ⃝ No

□
□
□

D

SURVEY INSTRUMENT

Thank you for joining the survey. In this survey, we aim to understand your usage and preferences for different cryptocurrency wallets.
Specifically, we will ask you few questions regarding your use of cryptocurrency wallets as well as your preference regarding different types
of cryptocurrency wallets that are in-use today (even if you don’t use them). We will also enquire about your desired preferences regarding
some specific (hypothetical) cryptocurrency wallet settings. Our aim for these desired preference questions will be to understand which of
the presented specific wallet settings do you find acceptable.
Section 1 - General Usage. In this section, we ask you about usage characteristics and factors that helped you in your choice of the
cryptocurrency wallets. Note that, throughout this survey, the terms ‘wallet’ and ‘crypto wallet’, would mean a cryptocurrency wallet.
Q1: How long have you been using a crypto wallet (Eg: Electrum, Coinbase etc )?
⃝ Less than a year ⃝1-2 years ⃝2-4 years ⃝ > 4 years ⃝ I have never used a crypto wallet
If ‘I have never used a crypto wallet’ is selected then skip to the end of survey.
Q2: For what purpose do you use crypto wallets? Multiple options are allowed.
□ Long-term investment □ Trading □ As an alternative to fiat/government issued currency - for daily transactions
□ Other
Q3: What approximate percentage of your savings do you hold in crypto wallets?
(Slide bar from 0-100)
Q4: Which wallet(s) do you use most often? Multiple options are allowed. You can add below if your wallet is not listed.
□ Coinbase □ Electrum □ Ledger □ Trezor □ Metamask □ Exodus □ Mist □ Mycelium □ Bitso □ Binance □ Crypto.com □ Luno □
Robinhood □ Other-1
□ Other-2
□ Other-3
Q5: Why did you choose the wallet you use? Multiple options are allowed.
□ Security guarantees- I believe my funds will be safe with the wallet The interface is easy to use □ It allows transactions in multiple
currencies □ Support from developers □ Ease of storing keys □ Ease to reactivate an access □ It is popular □ Other
Q6: Do you follow any blogs/social media forums for learning about wallets? If yes, choose all the appropriate ones. If applicable please also
tell us which blogs you do follow.
□ Twitter □ Reddit □ Telegram □ Facebook □ Youtube □ Quora □ Blogs □ None □ Other
□ Other
Q7: Did you choose your wallet solely based on ratings of the wallet from a crowd sourced platform like Play Store / AppStore / Reddit etc?
⃝ Yes ⃝ No
Q8: Did you choose your wallet solely based on reviews from a famous personality. If yes, kindly provide the name(s) of the personality(ies).
⃝ Yes
⃝ No
Q9: How important are ratings or reviews of the wallet when you choose?
⃝ Very important ⃝ Slightly important ⃝ Not at all important
Q10: Crypto wallets are typically associated with a ’secret key’ which allows customers to securely access funds. However, some wallets may
just involve a password to access the wallet interface and funds. Did you ever lose the secret key or password of your wallet?
⃝ Yes ⃝ No
If ‘No’ is selected skip to Q13.

□

□

□

□

□

□

□
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□

Q11: Which one(s) did you lose?
□ Secret Key □ Password to the the interface
Q12: Could you recover the key/password of the wallet?
⃝ No. I lost the funds. ⃝ I recovered the key/password using the procedure advised by the wallet ⃝ I recovered the key/password from
my personal backup ⃝ I recovered using other procedure
Q13: Is it likely you might lose your wallet funds in the future?
⃝ Yes ⃝ No
If ‘No’ is selected skip to Q15.

□

Q14: Is there any reason that you are afraid of, regarding the future loss of wallet funds? □ Loss of the secret key or password □ A malicious
entity/person stealing my funds □ Others
Q15: Choose your biggest security concern in wallets among the listed ones. You can also add your own concern in the others field. In the
choices below, a server is any remote server of a wallet firm on which the secret key is stored.
⃝ Loss of secret key by the user ⃝ Compromise of the server and there by-the secret key being hosted by the server ⃝ Compromise
of the secret key by the server or firm hosting the key ⃝ Compromise of user device like phone by an adversary ⃝ Lack of proper
recovery mechanism by wallet providers ⃝ Others
Q16: Kindly choose how far do you agree with the following statements.
Mark each on a Likert scale of 1 (Fully disagree) - 5 (Fully agree).
(a) My crypto wallet is at the risk of being compromised .
(b) The risk of my crypto wallet being compromised is high
(c) It is likely that someone abuses private keys of my crypto-assets
(d) It is likely that someone makes criminal transactions in my account
(e) I am able to protect my private keys from being stolen
(f) I am able to prevent unauthorized access to my crypto wallet
(g) I have technical skills and time to secure and prevent the theft of my crypto-assets
(h) I find it easy to secure my crypto wallet
Q17: How familiar are you with each of the wallet types below.
For each of the wallets below, choose the familiarity a Likert scale of 1 (Not familiar at all) - 5 (Very familiar).
(a) Paper wallet
(b) Exchange wallet
(c) Desktop/Mobile wallet
(d) Hardware wallet
(e) MultiSig wallet
(f) Threshold wallet
Q18: Choose the current month of the year.
⃝ April ⃝ December ⃝ September ⃝ August ⃝ March

□

□

Section 2 - Preference for different types of wallets and key storage. In this section, we briefly explain different types of in-use wallets
today in two short videos. PLEASE WATCH THE TWO SHORT VIDEOS CAREFULLY. Questions in the next two sections depend on the
points discussed in them. Note that, for this survey a ’key’ implies the secret key associated with the wallet.
Q19: Please choose if the following statements are True or False
(a) Consider that you use an Exchange wallet. If the exchange server gets compromised, your funds may be lost.
⃝ True ⃝ False
(b) Consider that you use a desktop wallet. Your funds are safe even after the desktop is hacked/compromised.
⃝ True ⃝ False
(c) If you use a hardware wallet, anyone with your hardware token can transfer your money (assuming no other authentication is
needed).
⃝ True ⃝ False
Q20: Please explain why you chose True/False for the above three questions. The questions have been reproduced as rows for your
convenience.
(a) Consider that you use an Exchange wallet. If the exchange server gets compromised, your funds may be lost.
(b) Consider that you use a desktop wallet. Your funds are safe even after the desktop is hacked/compromised.
(c) If you use a hardware wallet, anyone with your hardware token can transfer your money (assuming no other authentication is
needed).
Q21: An exchange wallet (Eg: Coinbase.com) functions much like a bank account. Any key associated with the wallet is held by the cryptoexchange. Given a choice, where do you prefer the key to be stored?

□
□

□

19

Q22:
Q23:

Q24:

Q25:

Q26:

⃝ Client device Eg: Phone ⃝ Remote server of the exchange ⃝ Copies at both client device and exchange’s server ⃝ The location of
storage does not matter ⃝ I am not sure
Explain your choice in the previous question in 1-4 sentences.
"In a single device wallet, losing the only secret key is the same as forgetting a banking password, in-terms of accessing funds." Do you
agree or disagree with the statement ?
⃝ Agree ⃝ Disagree ⃝ I am not sure ⃝ Other
Consider a single device wallet. Which location(s) of key storage is vulnerable to funds being stolen if compromised ? You can choose
more than one option.
□ Customer device Eg: Phone □ Remote server □ Hardware token □ I am not sure □ Other
Kindly watch a short video on Multi-device wallets. Recall :
(a) Recall that a (N - device, T - threshold) multi-device wallet needs at-least T active devices to authorize the transaction.
(b) In a (N-device, T-threshold) Multi-Sig wallet N different keys are generated and placed on the devices. Signatures are collected and
aggregated from any T (or more) of these devices. Anyone can find out the N and T values from the aggregate signature.
(c) In a (N-device, T-threshold) Threshold wallet a single key is divided into N shares and placed on the devices. Signatures are collected
and aggregated from any T (or more) of these devices. No one can find out the N and T values from the aggregate signature.
Example values for (N,T) are (5,3).
Please choose if the following statements are True or False.
(a) Consider a (4-device, 2-threshold) Threshold wallet. Towards creating a valid signature on a transaction, it is enough to collect
signatures from 2 devices.
⃝ True ⃝ False
(b) Consider a (3-device, 2-threshold) Multi-Sig wallet with keys placed on Device1, Device2 and Device3. To authorize any transaction,
Device3 should ALWAYS provide a signature.
⃝ True ⃝ False
(c) Consider a (10-device, 5-threshold) Threshold wallet. From a created/generated (threshold) signature, the threshold value being 5
can be determined/learnt.
⃝ True ⃝ False
Please explain why you chose True/False for the above three questions.The questions have been reproduced as rows for your convenience.
(a) Consider a (4-device, 2-threshold) Threshold wallet. Towards creating a valid signature on a transaction, it is enough to collect
signatures from 2 devices.
(b) Consider a (3-device, 2-threshold) Multi-Sig wallet with keys placed on Device1, Device2 and Device3. To authorize any transaction,
Device3 should ALWAYS provide a signature.
(c) Consider a (10-device, 5-threshold) Threshold wallet. From a created/generated (threshold) signature, the threshold value being 5
can be determined/learnt.
Given a choice between single-device and multi-device wallets, which one do you prefer over the other ?
⃝ Multi-device wallets considering device/key storage compromise attacks in single-device wallets ⃝ Single-device wallets because I
trust that the storage location will not get compromised easily ⃝ I prefer not to use any wallet, I want to control the entire key and do
not want other entities holding my key ⃝ Other
If you are currently using a single-device wallet, will you be willing to shift to a multi-device scheme if your current wallet provides it?
⃝ Yes ⃝ No ⃝ Not Applicable
Explain your choice in the previous question in 1-3 sentences.
Recall that a (N - device, T - threshold) multi-device wallet needs at-least T active devices to authorize the transaction. Consider the N
devices to be remote servers. For the given settings below, which one are you most comfortable with regarding safety of your funds?
The N and T values presented here have been chosen randomly for a hypothetical scenario and do not pertain to any real deployment.
⃝ (10 - servers, 5 - threshold ) wallet with servers hosted by well known reputed firms ⃝ (100 - servers, 5 - threshold) wallet with the
servers chosen randomly across globe ⃝ (100 - servers, 50 - threshold) wallet with the servers chosen randomly across globe ⃝ Other
setting
Please briefly explain your choice in the previous question (1–3 sentences)
Recall that in a (N - device, T - threshold) MultiSig wallet, any T or more customers/clients need to sign the transaction for it to be valid.
Considering a (N - device, T - threshold) MultiSig wallet (for example N = 7, T = 2) will you be comfortable increasing the value of T i.e.,
increasing the number of clients that need to sign?
⃝ Yes - because I like to distribute trust among more devices/people ⃝ No - because for higher T, I need to collect more signatures ⃝
Other
Recall:
(a) In a MultiSig wallet N different keys are generated and placed on the servers such that any T or more can be used to authenticate.
N and T values can be found out from the aggregate signature

□

□

□

□

Q27:

Q28:
Q29:
Q30:

Q31:
Q32:

Q33:

□

□

□

□

□

□

□
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(b) In a Threshold wallet a single key is divided into N shares and placed on the servers such that any T or more can be used to
authenticate. N and T values can not be found out from the aggregate signature
Given a choice between an (N-device, T-threshold) MultiSig and (N-device, T-threshold) Threshold wallets, which one would you prefer?
⃝ MultiSig wallet ⃝ Threshold wallet ⃝ Can not say
Q34: Explain your choice in the previous question in 1-3 sentences

□

Section 3 - Desired preferences for different settings of crypto - wallets. Recall that the secret key of a wallet may be stored in a
variety of locations including mobile phone, desktop etc on the client side or one or more servers at the wallet firm. The servers hosting the
client’s key may be located in different countries which apply a variety of privacy law on the content hosted by the servers. Now we ask you
questions regarding your preferences for wallet settings which cover different client-server share distributions, threats from attackers and
locations of servers supporting the crypto-wallets.
Single-device Wallet :
Q35: Imagine you are given an option to use a single-device wallet. Recall that they include desktop/mobile, paper, cold and hardware wallets.
Considering that the client (your) devices can be compromised, which location(s) would you choose for your key. You can choose more
than one option.
□ Client desktop or mobile □ Client hardware token □ Paper □ Single remote server □ Multiple remote servers (each storing the key)
Q36: Considering that the remote servers can be compromised, which location(s) would you choose for your key. You can choose more than
one option.
□ Client desktop or mobile □ Client hardware token □ Paper □ Single remote server □ Multiple remote servers (each storing the key)
Q37: The wallet firm may host their servers in different countries with different privacy laws and characteristics. For the given government
characteristics (as rows), which client-server share distribution setting would you choose.
(a) Govt. can neither view nor block access to server data in its jurisdiction
□ The key is on client desktop/mobile/hardware token. □ The key is on multiple remote servers across different countries (these
countries do not share data)
(b) Govt. can view the server data but can not block access to server data in its jurisdiction
□ The key is on client desktop/mobile/hardware token. □ The key is on multiple remote servers across different countries (these
countries do not share data)
(c) Govt. can not view but can block access to server data in its jurisdiction
□ The key is on client desktop/mobile/hardware token. □ The key is on multiple remote servers across different countries (these
countries do not share data)
(d) Govt. can view and can block access to server data in its jurisdiction
□ The key is on client desktop/mobile/hardware token. □ The key is on multiple remote servers across different countries (these
countries do not share data)
Multi-device Wallet :. Imagine you are given an option to use a Multi-device wallet. Recall that for a (N - device, T - threshold) setting,
at least T devices should co-operate or sign the transaction for it to be valid. Multi-device wallets include MultiSig wallets and Threshold
wallets. In the text below, threshold-sharing a key implies dividing a key into N parts such that any T of them can be used to authenticate.
Q38: Each row in the table below corresponds to a different client-server share distribution setting of a Threshold wallet. Considering that the
remote servers can collude with one another, which setting(s) would you choose for your wallet. You can choose more than one option.
□ Threshold-share the key among multiple servers □ Threshold-share the key among multiple servers and the client-device. □ Thresholdshare the key among multiple client-devices. □ Divide the key into two parts. Place one part on the client.-device Threshold-share the
other part among multiple servers. □ Divide the key into two parts. Place one part on the server. Threshold-share the other part among
multiple client-devices.
Q39: Consider a (N-device, T-threshold) Threshold wallet. Let the devices be all remote servers. The wallet firm may host their servers in
different countries with different privacy laws and characteristics. For the given government characteristics (as rows), which client-server
share distribution setting would you choose. Multiple servers indicates servers located across different countries that do not share data
with each other.
(a) Govt. can neither view nor block access to server data in its jurisdiction
□ Threshold-share the key among multiple servers □ Divide the key into two parts. Place one part on the client-device. Thresholdshare the other part among multiple-servers.
(b) Govt. can view the server data but can not block access to server data in its jurisdiction
□ Threshold-share the key among multiple servers □ Divide the key into two parts. Place one part on the client-device. Thresholdshare the other part among multiple-servers.
(c) Govt. can not view but can block access to server data in its jurisdiction
□ Threshold-share the key among multiple servers □ Divide the key into two parts. Place one part on the client-device. Thresholdshare the other part among multiple-servers.
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(d) Govt. can view and can block access to server data in its jurisdiction
□ Threshold-share the key among multiple servers □ Divide the key into two parts. Place one part on the client-device. Thresholdshare the other part among multiple-servers.
Section 4 : Demographics. In these final set of questions, we will ask you about your demographic details.
Q40: What is your age in years?
⃝ Under 18 ⃝ 18-24 ⃝ 25-34 ⃝ 35-44 ⃝ 45-54 ⃝ 55-64 ⃝ 65 or older ⃝ Prefer not to answer
Q41: Which gender do you identify with ?
⃝ Male ⃝ Female ⃝ Others ⃝ Prefer not to answer
Q42: What is the highest level of education you have completed?
⃝ High school ⃝ College degree ⃝ Bachelor’s degree ⃝ Master’s degree ⃝ Doctorate ⃝ Prefer not to answer
Q43: Which of the following best describes your employment status?
⃝ Full-time employment ⃝ Part-time employment ⃝ Unemployed ⃝ Full time uncompensated (Eg: Homemaker, volunteer) ⃝ Student
⃝ Retired ⃝ Other ⃝ Prefer not to answer
Q44: Do you currently have a job (or previously worked) in computer science, information technology or some other technical field? Or, if
you are a student, do you study one of these topics in your degree program?
⃝ Yes ⃝ No ⃝ Prefer not to answer
Q45: Choose the category that you most identify with regarding usage of crypto wallets?
⃝ I use them solely for the interest in technology ⃝ I use them primarily as a avenue for trade, buying and selling cryptocurrencies ⃝
I am a newbie, started using them for the fear of missing out the crypto boom
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