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Abstract. The idea of smart contracts has been around for a long time.
The introduction of Ethereum has taken the concept of smart contracts
to new heights because of its integration with Blockchain technology. As
a result, the applications of smart contracts have also surged in areas
such as e-Voting, Insurance, Crowdfunding, etc. In this paper, we aim
to present the construction of a “Fully Anonymous e-Voting” protocol
using the concepts of zkHawk and Zcash. zkHawk is a novel smart contract protocol designed during this Ph.D. that improves upon the Hawk
protocol by solving the underlying anonymity problem of a trusted manager. We will leverage the concept of zk-SNARKs in Zcash to carry out
the voting phase of the election and the zkHawk smart contract protocol
to tally the results of the election. The voting phase employing Zcash
will be initially designed with Non-Universal zk-SNARKs and improved
upon with Universal zk-SNARKs.
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Introduction

e-Voting is a classic example of a smart contract evaluation [1]. Advancements
in Blockchain have made e-Voting more private and decentralized [2,3]. There
have been some recent developments using the Ethereum smart contracts [4] for
private boardroom voting. Related works have shown leveraging a multi-party
computation (MPC) program for the tallying phase in the e-Voting procedure
[5,6,7]. Smart contracts are generally used during the “tallying” procedure in
e-Voting. The design of zkHawk [8] facilitates off-chain Smart contract execution that ensures privacy. Therefore, zkHawk can be used in e-Voting for such
cryptocurrency blockchains which do not support Smart contracts like Zcash [9]
or Monero [10,11] instead of Ethereum [12]. The construction of zkHawk was
inspired by Hawk [13] but it added in a feature whereby there was no need to
have the trust assumption of a manager. Instead, an MPC program would exe-
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cute the smart contract while maintaining the zero-sum constraint1 . The smart
contract execution is done off-chain between the participants by running the
MPC and the blockchain is just used to validate the transactions and execute
contract closure2 .
1.1

Problem Statement

The research goal of this Ph.D. is to improve upon the underlying concerns of
Privacy and Scalability [14,2] in e-Voting using zkHawk [8] and Zcash [9] protocols. Zcash e-Voting was first suggested in 2017 by Pavel et al. [14] where each
voter is given a Zcash wallet from which they can send one coin to a candidate that is counted as one vote for the candidate, and then use the JoinSplit
transaction [15] of Zcash to tally the votes and declare the results. The problem
with this approach is the massive number of zk-SNARK computations that will
occur if there are a large number of voters. To solve this problem, we suggest
leveraging the zkHawk protocol in the “tallying” phase such that there is a significant number of zk-SNARK computations while maintaining the privacy and
anonymity we get from Zcash.
Assumption: The voters are registered, and they have been invited to vote.
Goal: To develop a fully anonymized e-Voting protocol that uses Zcash tokens
for e-Voting and leverages zkHawk for tallying the votes and declaring the results.
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Proposal

We now present an overview of the novel Universal zkHawk e-Voting protocol.

Fig. 1. An Overview of the suggested zkHawk e-Voting protocol
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The sum of the input balance of a smart contract is equal to the sum of the output
balance
Contract closure signifies that a smart contract has closed and all the payouts have
been completed
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Fig. 2. Step 1: The Voting Phase with zk-SNARKs and Zcash

Fig. 3. Step 2: The Tallying Phase with zkHawk

2.1

Computational Advantage

This section discusses exactly how much we can improve computationally when
using zkHawk e-Voting instead of Zcash JoinSplit e-Voting. The privacy remains
the same but the number of zk-SNARK [16,17,18] computations drastically reduces when using zkHawk e-Voting. Let the number of zk-SNARK computations
in vanilla Zcash e-Voting be E and the number of computations in zkHawk eVoting be F , then mathematically speaking:
if,
V oters = x
Candidates = y

(1)

then,
E = x ∗ (y + 1)
F =x

(2)

Suppose, there are 500 Voters and 10 Candidates, then using Equation (1) and
(2) instead of 5500 zk-SNARK computations (E) only 500 zk-SNARK com-
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putations (F ) have to be performed, i.e. this protocol reduces the number of
zk-SNARK computations by 1/10th as compared to vanilla Zcash e-Voting.
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Evaluation Plan

Currently, the fastest and the smallest known zk-SNARK is the Groth16 [17] algorithm which is used in Zcash. But this algorithm is Non-Universal and hence
the trusted setup is always tied to one specific circuit e.g. one-to-one money
transfer. Zcash recently performed a zk-SNARK trusted setup ceremony in 2018
for a one-to-one direct money transfer relation i.e., you can transfer money from
A to B, B to C, etc. But, for Zcash to support smart contracts or other relations
each time a zk-SNARK trusted setup ceremony has to be performed which is
computationally very expensive. Hence, the concept of Universal zk-SNARKs
[19,20,21,22,23,24] is introduced. Universal zk-SNARKs imply that all circuits
(i.e., relations) can be validated using just one trusted setup. The CRS (Common Reference String) [25] generated in Universal zk-SNARKs is “updatable”
and “unending” (also called SRS) [26]. The SRS can support one-to-one token
transfer, smart contracts, and other relations without needing to create a separate trusted setup for each relation. And since the SRS is Updatable, anytime
any information is leaked any honest party can go to the SRS and update the parameters. We will first design the protocol using Non-Universal zk-SNARKs for
the Voting phase, then move on to Universal zk-SNARKs for its feasibility and
computational inexpensive nature. Contemporary Universal zk-SNARKs that
will be explored during this Ph.D.:
– Sonic (2019) [19] is the first Universal zk-SNARK introduced which uses
the universal and updatable SRS [26].
– Plonk (2019) [20] is an improvement on Sonic which has a significantly lower
prover time than Sonic (around 5 times better)
– Marlin (2020) [21] is another improvement on Sonic with 10 times better
prover time and 4 times better verification time.
– Mirage (2020) [22] was suggested by the authors of Hawk and this protocol has linear Universal circuit operations instead of quasi-linear universal
circuits. It is built on the Groth16 [17] protocol instead of Sonic.
– Lunar (2020) [23] used polynomial holographic IOPs3 (a new variant of
IOPs) to give a very small proof size and prover time.
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Conclusion

The first step of this Ph.D. was to design a fully anonymous off-chain Smart
Contract protocol inspired by Hawk [13] but would omit the requirement to trust
a manager. This construction was achieved as designed in [8] and is necessary for
the next step of the Ph.D. After successfully designing zkHawk, our next step
3
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is to leverage this concept and design an e-Voting protocol that is fast, private,
and scalable. This novel protocol also uses the concepts of zk-SNARKs (NonUniversal and Universal) and Zcash. Furthermore, we will provide an elaborate
construction of the designed protocol in our future work and implement the
algorithm for bench-marking against other e-Voting protocols in terms of privacy
and computational complexity.
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