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Abstract. Adaptor signature is becoming an increasingly important
tool in solving the scalability and interoperability issues of blockchain
application. It has many useful properties, such as reducing the on-chain
communication cost, increasing the fungibility of transactions and cir-
cumventing the limitation of the blockchain’s scripting language.

In this paper, we propose the first generic construction of adaptor sig-
natures from Type-T canonical identification, which includes discrete-
logarithm-based, RSA-based and lattice-based constructions. Our generic
construction can be used as a general framework to combine with dif-
ferent privacy-preserving cryptosystems. We propose blind adaptor sig-
nature and linkable ring adaptor signature, which are useful in different
blockchain applications.

1 Introduction

Blockchains are decentralized platforms run by miners, where each transaction
on the blockchain can be seen as an application formed of some script(s). The
scripting language of a blockchain defines potential functionalities that can be
implemented on blockchain. Bitcoin, for example, consists of very few scripts,
which restricts its use mainly in coin transactions. Ethereum, on the other hand,
has a Turing-complete scripting language that enables users to run more ad-
vanced and complicated applications known as the smart contracts.

A user who wants to deploy and execute a transaction needs to pay a fee
to the miners. The fee is determined by the storage and computational costs
of running each script of the transaction. Thus, it is beneficial to handle some
operations off-chain to reduce the on-chain fee paid to the miners. In this manner,
Poelstra introduced the notion of scriptless scripts [16], which is later named as
adaptor signatures [3,9].

Adaptor signatures can be seen as an extension over a digital signature. The
rough idea is that a “pre-signature” is firstly generated, but still an uncompleted
one yet. After being completed a witness of the statement embedded in the pre-
signature will be revealed. The verification of the completed adaptor signature
is done in the same way as the normal signature, for which the adapting trace
is hidden.

Atomic swap is a kind of technique that allows fair exchange of two differ-
ent cryptocurrencies on distinct blockchains. In other words, an atomic swap
protocol ensures either the coins are swapped or the balances are untouched.
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A well-known protocol for atomic swaps is the one described in [6] that lever-
ages the Hash Time Locked Contract (HTLC) to perform the swap. Adaptor
signatures can be used to support atomic swap, without using smart contract.

There are some papers that instantiate adaptor signatures based on Schnorr
and ECDSA digital signatures [3,14]. However, their constructions are limited
to Schnorr and ECDSA signature schemes and therefore is not generic.

1.1 Owur Contribution

In this paper, we give a generic construction of adaptor signature. The main
contribution of our generic adaptor signature is that it can be applied to var-
ious signature schemes used in different cryptocurrencies, making atomic swap
between different cryptocurrencies feasible. Our generic adaptor signature can
be applied to discrete-logarithm(DL)-based, RSA-based and lattice-based signa-
tures.

Technically, our generic adaptor signature is constructed from a new type of
identification scheme called Type-TA. It is derived from a three-move canonical
identification with some special properties. Roughly speaking, it requires (1) the
commitment algorithm to be (additive/multiplicative) homomorphic (in order
to combine the commitment with the statement); (2) the response algorithm is
homomorphic with respect to commitment randomness (in order to facilitate the
conversion to normal signature); (3) the verification algorithm is composed of
running the commitment algorithm on the response (in order to complete the se-
curity proof of witness extractability). The Schnorr identification, the RSA-based
GQ identification and the lattice-based identification in [8] are some examples
of Type-TA identification.

From the application point of view, different types of signature are used in
blockchain. For example, linkable ring signature is used in privacy-preserving
cryptocurrencies such as Monero [15], in order to hide the public key of the
signer. Blind ECDSA signature is recently proposed in [19] to provide anonymity
of the recipient address in Bitcoin transaction. In order to provide compatibility
with these two variants of signature schemes, we propose the notion of blind
adaptor signature and linkable ring adaptor signature and their security models.
We give the generic construction for blind adaptor signature and linkable ring
adaptor signature. We believe they can be important tools to increase atomicity
and privacy for cryptocurrency.

2 Related Work

2.1 Comparison with Lockable Signature

One work that is related to our work is lockable signature [18]. Similar to adaptor
signature, lockable signature allows one to compute a lock, which is the analogue
of the pre-signature. However, the difference between them is that in adaptor
signature, the pre-signature can be computed without knowing the witness of
the given relation, while in lockable signature, computing a lock requires the
signer’s secret key.
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2.2 Comparison with a Recent Work [7]

A very recent work by Erwig et al. [7] proposes “Two-Party Adaptor Signatures
From Identification Schemes”, which shares a very similar idea with ours. We
both provide a generic approach to transform three-move type signature schemes
to adaptor signature. There are two main differences:

— Our generic construction additionally includes an extra checking step during
the verification. It is useful for the lattice-based instantiation (especially for
those schemes following the “Fiat-Shamir with abort” paradigm, e.g., [8]).
On the other hand, [7] does not consider any lattice-based instantiation.

— We additionally provide a bridge between adaptor signature and other cryp-
tographic building blocks. Concretely, we propose adaptor blind signature
and linkable ring adaptor signature. They can be used in many applications,
such as increasing atomicity and privacy for cryptocurrency. [7] worked on
another notion called two-party signature.

3 Preliminaries

In this paper, we use A as the security parameter, negl(\) to represent a negligible
function with respect to A and A to represent an appropriate space of randomness
defined by the algorithm.

3.1 Type-T Signature and Canonical Identification
Type-T signature is defined in [2], as shown in Algorithm 1.

— The SiGN algorithm uses the algorithm A to generate a commitment R using
a randomness r (chosen from a randomness domain A,.). Then, the message
and R are inputted to a function H to obtain a challenge ¢ (within the
challenge space A.). Finally, the algorithm uses the function Z to generate
the signature using the secret key sk, r and c.

— The VERIFY algorithm allows the reconstruction of R’ from the public key
pk, z and ¢ using the function V. The signature is validated by using H on
the message and R'.

Schnorr signature [17], Guillou-Quisquater signature [11], Katz-Wang signa-
ture [12] and EdDSA [5] are examples of Type-T signatures.

Type-T Canonical Identification. Canonical identification [1] is a three-move
public-key authentication protocol of a specific form. We first define Type-T
canonical identification in Algorithm 2, based on the definition of Type-T sig-
nature in [2]. We add the additional checking in line 17 of Algorithm 2, which
is useful for lattice-based construction. It is straightforward that after applying
the Fiat-Shamir transformation to Type-T canonical identification, we obtain a
Type-T signature.

We define the security of impersonation under key only attack for Type-T
canonical identification.
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Algorithm 1: Type-T Signature

1 Procedure SETUP(\): 9 Procedure KEYGEN():

2 L return param; 10 L return (pk, sk);

3 Procedure SIGN(sk, M): 11 Procedure VERIFY(pk, o, M ):
4 T Ay 12 parse o = (z, ¢);

5 R = A(r); 13 R' =V (pk, z,c);

6 c¢= H(M,R); 14 if c# H(M,R') then

7 z = Z(sk,r,c); 15 L return 0;

8 return o = (z,¢);

16 return 1;

Algorithm 2: Type-T Canonical Identification

1 Procedure SETUP(\): 9 Procedure CH(R):

2 L return param; 10 L return c;

3 Procedure KEYGEN(): 11 Procedure PROOF2(sk,,c):

4 L return (pk, sk); 12 L return z = Z(sk, r, ¢);

5 Procedure PROOFI1(sk): 13 Procedure VERIFY(pk, z, ¢):

6 7 —s A 14 R =V (pk,c,2);

7 R = A(r); 15 if ¢ # CH(R') then

8 return (R, 7); 16 L return 0;
17 auxiliary checking with R', ¢, z;
18 return 1;

Definition 1. A Type-T canonical identification is secure against impersonation
under key only attack if there is no PPT adversary A such that Adv'j®(\) is
non-negligible, where:

AdVLrIP(A) = PI‘[VERIFY(pk’ Z*’ Ci*) = 1‘param — SETUP()\),
(pk, sk) «+ KEYGEN(), (¢i-, z*) « AN (param, pk)].

For the i-th query CH(R;), the oracle returns ¢; to A, and i* € [1,q.], qc is the
number of query to CH.

3.2 Adaptor Signature

A relation R with a language Lr := {Y|3y : (Y,y) € R} is said to be hard if
(i) a probabilistic polynomial time (PPT) generator LockGen(A) that outputs
(Y,y) € R, (ii) for every PPT algorithm .4, given Y € Lg, the probability of A
outputting y is negligible.

According to [3], an adaptor signature []p, 1, is defined with respect to a hard
relation R and a signature scheme X' = (Setup, KeyGen, Sign, Verify).

Definition 2 (Adaptor Signature Scheme). An adaptor signature AS scheme
[1g 5 consists of four algorithms (PreSign, PreVerify, Adapt, Ext) defined below.
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Algorithm 3: Experiment aSignForgeAyl—[R .

1 Procedure aSignForge, y, . (A): 9 Procedure Os(M):
9 Q=0 ’ 10 o < Sign(sk, M);
3 (pk, sk) « KeyGen(1*); 11 Q:=QU{M}
4 M*  A%:9%s(pk) ; 12 | return o;
5 (Y, y) < LockGen(\); 13 Procedure O,s(M,Y):
6 & < PreSign((pk,sk),Y, M™); 14 & < PreSign((pk, sk),Y, M);
7 o A99%s(5,Y); 15 Q:=QU{M};
8 return 16 | return J;
(M* ¢ Q) N Verify(pk, o™, M”) = 1);

— PreSign((pk,sk),Y, M): on input a key pair (pk,sk), a statementY € Lp and
a message M € {0,1}*, outputs a pre-signature 6.

— PreVerify(Y, pk, o, M): on input a statement Y € Lg, a pre-signature &, a
public key pk and a message M , outputs a bit b.

— Adapt((Y,y), pk, 6, M): on input a statement-witness pair (Y,y), a public key
pk, a pre-signature ¢ and a message M, outputs a signature o.

— Ext(Y,0,6): on input a statement Y € Ly, a signature o and a pre-signature
&, outputs a witness y such that (Y,y) € R, or L.

Definition 3 (Pre-signature Adaptability). An adaptor signature scheme
HEE satisfies pre-signature adaptability if for every message M in the message
space, every statement/witness pair (Y,y) € R and for all pre-signature &, the
following holds:

(pk, sk) «+ KeyGen(1%),
Pr | Verify(pk, o, M) = 1| PreVerify(Y, pk,6, M) =1, =1.
o« Adapt((Y,y),pk,&, M).

Definition 4 (Unforgeability). An adaptor signature scheme [ [, 1, is aBEUF-CMA
secure if for every PPT adversary A runing the experiment aSignForgeAﬂR -

defined in Algorithm 3, Pr[aSignForgea 7, ..(A) = 1] < negl()).

Definition 5 (Witness Extractability). An adaptor signature scheme [[ 5
is witness extractable if for every PPT adversary A running the experiment

aWitExt 4 17, .. defined in Algorithm 4, Pr[aWitExt 4 1. (A) = 1] < negl(}).

4 Generic Adaptor Signature

In this section, we give a generic construction of adaptor signature, which is built
from a new security notion called Type-TA canonical identification.
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Algorithm 4: Experiment aWitExt 4 7.

1 Procedure aWitExtay, ,(A):

2 Q:=0;

3 (pk, sk) « KeyGen(1%);

4 (M*)Y) <= A959s(pk) /* Os,Ops are the same as Algorithm 3 */
5 & < PreSign((pk, sk),Y);

6 | o« A9 (5);

7 y* «— Ext(Y,0",06);

8 return (M™ ¢ Q) A (Y,y") ¢ R A Verify(pk,o*, M*) = 1);

4.1 Building Block: Type-TA Canonical Identification

We define a new security notion called Type-TA canonical identification, which
is a special case of a Type-T canonical identification.

Definition 6. A Type-TA canonical identification is a Type-T canonical identi-
fication with some additional properties:

1. Forally € A, (A(y),y) belongs to some hard relation R.
2. For allri,ry € A,,

A(ry) ®r Alra) = A(ry @1),  A(ry') = (A(r)) ™"

where & is a group operation in A,, Br is a group operation in the domain
of R. The inverse functions are defined in the corresponding group operations
(® and ®R).

8. For allri,ry € A, c € A, and secret key sk,

Z(sk,rm1,¢) ®ro = Z(sk,r1 ® 12, C).

It implies that @ is also a group operation in the domain of z.
4. For all z,c and public key pk, there is a PPT algorithm V' such that:

V(pk, z,¢c) = A(z) ®r V'(pk, ).

Looking ahead, the first property is to define the hard relation for an adaptor
signature. The second property is to combine the commitment and the statement
A(y) and form a new commitment. The third property is for the correctness of the
Adapt algorithm. The fourth property is for the proof of witness extractability.

Schnorr Identification [17]. In Schnorr identification, A(r) = ¢" is a hard
relation if the DL assumption holds. Consider @& as a multiplication in a cyclic
group and @ as a modular addition, we have A(ry)- A(rs) := g™ g™ = g 12 =
A(ri+re) and A(—r) = g~ " = A(r)~L. Also Z(sk,71,¢) + 19 := 11 +c-sk+ry =
(ri+r9)+c-sk = Z(sk, 1 +7re, ¢). Finally, V(pk, z, ¢) := ¢g%-pk® = A(2)-V'(pk, ¢).
Hence, Schnorr identification is a Type-TA identification.
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GQ Identification [11]. In GQ identification, A(r) = r¥ is a hard relation if
the standard RSA assumption holds. Consider both @ and & as multiplication
in a cyclic group. Then we have A(ry) - A(re) =717 - 78 = (r1 - 12)” = A(r1 - 12)
and A(r~1) =77V = A(r)~L. Also Z(sk,71,¢) - 19 := 115k® - 19 = (11 - 7o) - sk® =
Z(sk,ry - ro,c). Finally, V(pk, z,¢) := z¥ - pk® = A(z) - V'(pk, c). Hence, GQ
identification is a Type-TA identification.

Lattice-based Identification [8]. In lattice-based identification [8], A(y) =
Ay is a hard relation where |y| < fsis, if the Module-SIS assumption holds.
Consider both @ and @ as modular addition. Next we have A(y,) + A(y,) :=
Ay, + Ay, = A(y, + y5) = A(y, + y,) where |y, + y,| < Bsis and A(—y) =
A(—y) = —Ay = —A(y). Also Z(sk,y1,¢) + Yy := y; +c-sk+y, = (y, +
Ys) + ¢ - sk = Z(sk,y; + Yo, ¢) where |y, + y,| < Bsis. Finally, V(pk, z,¢) =
Az—c-pk= A(z)+V'(pk,c). Although we add an additional condition to bound
the |y| < Bsis/2, if we see it as a inherent requirement of lattice cryptography,
lattice-based identification in [8] is also a Type-TA identification.

Algorithm 5: Generic adaptor signature (AS) from a Type-TA identi-
fication scheme ID for the language L:={Y : Jy € A, : Y = A(y)}.

1 Procedure Setup()\): 13 Procedure PreVerify(Y, pk, &, M ):
2 define hash H : {0,1}* — Ag; 14 parse & = (%, ¢);
3 param; < ID.SETUP(\); 15 R =V (pk,2,c) ®r Y;
4 return (param;, H); 16 if c#£ H(M,R') then
5 Procedure KeyGen(): 17 L return 0;
6 L return ID.KEYGEN(); 18 auxiliary checking with R', ¢, z;
7 Procedure PreSign((pk,sk),Y, M): 19 | return I
8 < A 20 Procedure Adapt((Y,y), pk,d, M):
9 R=A(r)®rY; 21 parse 6 = (2,¢);
10 ¢ = H(M, R); 22 z=2®vy;
11 2= Z(sk,r,c); 23 | return o = (2,c¢);
12 return & = (2, c); 24 Procedure Ext(Y,5,0):
25 parse 6 = (£,¢) and o = (z,¢);
26 if ¢ = ¢ then
27 L return y = (3) 71 @ z;
28 | return L;

4.2 Our Construction

Then we give the generic adaptor signature in Algorithm 5.

Security Proof. The correctness of the generic adaptor signature is straight-
forward.



8 Xianrui Qin, Handong Cui, and Tsz Hon Yuen

Theorem 1. Our generic adaptor signature has pre-signature adaptability.

Proof. Next we show that it has pre-signature adaptability. For a pre-signature
& = (2,c) which passes the PreVerify algorithm, we have R = V(pk,2,¢c) ®r Y
and ¢ = H(M, R). By the Adapt algorithm, we have 0 = (z = 2 ® y,c¢). We
further have

)
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Theorem 2. Our generic adaptor signature is aEUF-CMA secure in the ran-
dom oracle model if the identification scheme ID is secure against impersonation
under key only attack.

Proof. Suppose that there is a PPT adversary A breaking the aEUF-CMA se-
curity of our generic adaptor signature. We build an algorithm B to break the
security of ID. First, the challenger C of ID gives param and pk to B. B forwards
param and pk to A.

For all signing oracle queries from .4 on a message M, B picks a random z
and ¢ from their corresponding domain and computes R = V(pk, z,¢). B sets

= H(M, R) in the random oracle H. B returns (z,c) to A.

For the pre-signing oracle queries from A with input (M,Y’), B picks a ran-
dom £ and ¢ from their corresponding domain and computes R = V(pk, 2,¢) ®r
Y. B sets ¢ = H(M, R) in the random oracle H. B returns (Z,¢) to A.

For all random oracle queries H(M, R), B queries the oracle CH(R) from C
and obtains c. B returns ¢ to A.

If A outputs a valid forgery (z*,¢*) on a message M*, we have R* =
V(pk, z*,c*),c* = H(M*, R*). Then B returns (c*, z*) as the attack to C. O

Theorem 3. Our generic adaptor signature is witness extractable.

Proof. Suppose that there is a PPT adversary A breaking the witness extractabil-
ity of our generic adaptor signature. All oracle queries can be simulated by using
the secret key.

In the challenge phase, A is given a pre-signature & = (2, ¢) for a message M*
and a statement Y, where £ = Z(sk,r,¢) and ¢ = H(M*, R). Then A outputs a
full signature o* = (z*,¢*), where R* = V(pk, z*, ¢*). If A wins, it implies that
Ext(Y,0*,5) did not output L. Hence ¢ = ¢*. By the collision resistant property
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of H, then R* = R. It implies V(pk, z*,¢*) = A(r) ®r Y. By the Ext algorithm,
we can compute y = (2)~ @ 2*. Hence we have:

V(pk,2@y,c") = A(r) ®rY = V(pk,2,c") ®r Y.
Also by the property 2 and 4 of the Type-TA identification, we have:
V(pk, 2@y, c") = A(2) ©r Aly) ®r V'(pk,c") = V(pk, 2,¢") Br A(y).

Hence we can extract y such that A(y) =Y. O

4.3 Discussion on ECDSA Adaptor Signature

ECDSA is the most commonly used signature scheme in cryptocurrency. ECDSA
does not fall into the category of Type-TA signature and hence cannot be used
with our generic construction. In particular, the inverse computation in ECDSA
makes it difficult to compute an adaptor signature. The first provably secure
ECDSA adaptor signature is given in [14]. Nevertheless, the language L := {Y :
Jy : Y = ¢g¥} used in the ECDSA adaptor signature is the same as the language
used in our Schnorr-based instantiation.

5 Blind Adaptor Signature

In this section, we propose the notion of blind adaptor signature. In a blind sig-
nature scheme, a user can obtain a signature from a signer on a message M such
that: (1) the signer cannot recognize the signature later (blindness, which implies
that the message M is unknown to the signer) and (2) the user can compute a
single signature per interaction with the signer (one-more unforgeability). Blind
signature is used to provide private fiat-to-cryptocurrency swap in [19].

5.1 Security Notions
A blind signature scheme BS consists of the following algorithms:

— Setup(\): It takes the security parameter 1* and returns public parameters
param.

— KeyGen(param): It takes the public parameters param and returns a se-
cret/public key pair (sk, pk).

— Sign(sk), User(pk, M): an interactive protocol is run between the signer with
private input a secret key sk and the user with private input a public key
pk and a message M. The signer outputs b = 1 if the interaction completes
successfully and b = 0 otherwise, while the user outputs a signature o if it
ends correctly, and 1 otherwise.

— Verify(pk, M, 0): it takes a public key pk, a message M, and a signature o,
and returns 1 if ¢ is valid on M under pk and returns 0 otherwise.
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Definition 7 (Blind Adaptor Signature Scheme). A blind adaptor signa-
ture (BAS) scheme [[p gs with respect to a hard relation R with a language
Lr = {Y |3y : (Y,y) € R} and a blind signature scheme BS consists of four
algorithms (PreSign, PreVerify, Adapt, Ext) defined below.

— PreSign(sk,Y"), User(pk, M, Y") an interactive protocol is run between the signer
with private input a secret key sk and the user with private input a public key
pk and a message M. A statement Y € Lg is the public input. The signer
outputs b = 1 if the interaction completes successfully and b = 0 otherwise,
while the user outputs a pre-signature & if it ends correctly, and 1 otherwise.

— PreVerify, Adapt and Ext are the same as the adaptor signature.

5.2 Security Models

For the security models of BAS, we follow the security requirements of blind
signature in [10] to define one-more unforgeability and blindness. We also define
pre-signature adaptability and witness extractability as the adaptor signature.

In other to define the security model for BAS, suppose that there are N, (resp.
N,) interactions by the signer in the Sign(sk) (resp. PreSign(sk,Y")) algorithm.
We use (m/, st1) < Sign,(sk,m) (resp. (m’, st1) < PreSign,(sk,Y,m)) to repre-
sent the first interaction, where m is the message received by the signer, m’ is the
message output and sty is the internal state. We use (m/, st;) < Sign,(st;—1, m)
(resp. (m/, st1) < PreSign,(st;_1,m)) to represent the i-th interaction, for i €
[2, Ny — 1] (vesp. i € [2,N, — 1] ). We use (m/,b) < Signy_(sty,—1,m) (resp.
(m',b) < PreSigny (stn,—1,m)) to represent the last interaction, where b is a
bit.

One-more Unforgeability. The unforgeability model is defined to capture the
attack that the adversary returns n distinct message-signature pairs when he is
only given ko < n pairs during the oracle queries. It is commonly known as the
one-more unforgeability in blind signature [10].

Definition 8 (One-more Unforgeability). A BAS scheme =g 5 is omaEUF-CMA
secure if for every PPT adversary A running the experiment omaSignForge 4,
defined in Algorithm 16, PrlomaSignForge 4, A) = 1] < negl(A).

ZR,»

ER.,E(

Blindness. The blindness security model of BAS is the same as that of blind
signature in [10], except that the algorithm User takes an extra input Y. It is
because BAS mainly modifies the algorithms in the signer side.

Pre-signature Adaptability. The pre-signature adaptability of BAS is the
same as that of an adaptor signature. It is because the PreSign algorithm is not
involved in the model.

Witness extractability. The witness extractability of BAS is different from
that of the adaptor signature. It is because the message signed by the oracles Og
and Ops is unknown to the challenger. Hence, we have to change the definition
of the oracles to avoid giving a full signature to the adversary.
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Definition 9 (Witness Extractability). A BAS scheme [[ . is witness ex-
tractable if for every PPT adversary A running the experiment baWitExt 4 7.

defined in Algorithm 17, Pr[baWitExt 41, .(A) = 1] < negl()).

Algorithm 16 and Algorithm 17 can be found in Appendix C.

5.3 Clause Blind Schnorr Adaptor Signature

The clause blind Schnorr signature [10] can be viewed as the Schnorr identifica-
tion with a crafted challenge, such that the message to be signed is hidden from
the signer and the signer eventually signs one out of the two commitments. It is
secure against the recent attack on the ROS problem [4]. Following our generic
construction of adaptor signature in the last section, the clause blind Schnorr
adaptor signature can be constructed as in Algorithm 11 in appendix A.

The clause blind Schnorr adaptor signature is omaEUF-CMA secure, has
perfect blindness and pre-signature adaptability.

5.4 Security Proofs of Clause Blind Schnorr Adaptor Signature

Theorem 4. The clause blind Schnorr adaptor signature is omaEUF-CMA se-
cure if the clause blind Schnorr signature is omEUF-CMA secure.

Proof. Suppose that there is a PPT adversary A breaking the aEUF-CMA secu-
rity of the clause blind Schnorr adaptor signature. We build an algorithm B to
break the security of the clause blind Schnorr signature. First, the challenger C
of the clause blind Schnorr signature gives param and pk to B. B forwards param
and pk to A.

For all signing oracle queries from A on a message M, B forwards them to
the signing oracle of C to get the answer.

For the pre-signing oracle queries from A with input Y and session ID k, B
asks the signing oracle of C and obtains (Rp, R1). B returns Ry = Ry - Y and
Ry = Ry -Y to A. After that when A sends &, é; to B with the session ID k, B
forwards the query to C and obtains (z,b). B answers A by (z,b).

After running n — 1 queries to the signing oracle or the pre-signing oracle, A
outputs n distinct message-signature pairs (M;, 0
= (zj,¢;)) for j € [1,n] such that R; = ¢% - pk“,¢; = H(M,,R;). Then B
forwards them as the attack to C.

Theorem 5. The clause blind Schnorr adaptor signature has prefect blindness.

Proof. (Sketch) Observe that the blinding step of the user during the PreSign al-
gorithm is the same as the Sign algorithm in the original blind signature scheme.
Hence, the clause blind Schnorr adaptor signature has the same level of blindness
as the clause blind Schnorr signature, i.e., prefect blindness.

Theorem 6. The clause blind Schnorr adaptor signature has pre-signature adapt-
ability.
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Proof. If a pre-signature & = (2, ¢) passes PreVerify, we have:
R = g°Ypk® = g*"¥pk®, c=H(M,R).

After Adapt, we have the full signature o = (z = 2+y, ¢). Then o can pass Verify
since g*pk® = g*t¥pk® = R'.

Theorem 7. The clause blind Schnorr adaptor signature has witness extractabil-
ty.

Proof. Suppose that there is a PPT adversary A breaking the witness extractabil-
ity of our clause blind Schnorr adaptor signature. All oracle queries can be sim-
ulated by using the secret key.

In the challenge phase, A is given a pre-signature & = (2, ¢) for a message
M* and a statement Y, where 2 =r — ¢-sk+ o and ¢ = H(M*, R') + . Then
A outputs a full signature o* = (z*, ¢*), where R* = gz*pkc*. If A wins, then
Ext(Y,0,6) did not output L. It implies ¢* = ¢ — 5. By the collision resistant
property of H, then R* = R’. It implies g~ pkc* =g"-Y-g* pk . By the EXT
function, B computes y = z* — Z. Hence we have:

gz* pkc* _ gerépkc _ gy+r76-sk+apké—,@ _ gr . gy . ga . pk—ﬁ

Hence B can extract y such that A(y) =Y.

5.5 Discussion on Blind ECDSA Signature

ECDSA is commonly used in cryptocurrencies such as Bitcoin and Ethereum. Re-
cently, blind ECDSA signature is proposed in [19] to provide recipient anonymity.
However, there is no discussion about one-more unforgeability in [19]. It is not
clear if any additional model is needed (e.g., the generic group model). Further-
more, the security proof for unforgeability in [19] is not rigorous: it is not clear
how the signing oracle can be simulated without knowing the secret key. There-
fore, we left the construction of blind ECDSA (adaptor) signature secure against
one-more unforgeability as an interesting open problem.

6 Linkable Ring Adaptor Signature

In a linkable ring signature scheme [13], a signer has anonymity by hiding himself
among a set of verification keys. However, if he signed twice, the two signatures
are linked. It is useful in privacy-preserving cryptocurrency (e.g., Monero) to
provide sender anonymity, while detecting double spending is feasible.

We will show that our generic adaptor signature can be applied to the linkable
ring signature. In particular, we introduce the notion of Linkable Ring Adaptor
Signature and define the corresponding security model. We will give a concrete
construction based on the recent RingCT3.0 protocol [20].
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Security Notions

A linkable ring adaptor signature (LRAS) scheme with respect to a hard relation
R with a language L := {Y|3y : (Y,y) € R} and a linkable ring signature
scheme X = (Setup, KGen, Sign, Verify, Link) consists of four algorithms Zr 5 =
(PreSign, PreVerify, Adapt, Ext) defined as:

PreSign(sk,m,v_l;7 Y) : On input a secret key sk, a message m, a set of ver-
ification keys vk = (vky,...,vk,) and a statement Y € Lg, outputs a pre-
signature &.

PreVerify(m, vT«, Y,5) : On input a message m € {0,1}*, a set of verification
keys vk = (vki,...,vk,), astatement Y € Lg and a pre-signature &, outputs
1 for valid pre-signature or 0 otherwise.

Adapt((Y,y),vk,&,m) : On input (Y,y) € R, a set of verification keys vk, a
pre-signature & and a message m, outputs a signature o.

Ext(Y,d,0) : on input a statement Y € Lg, a signature o and a pre-signature
&, outputs a witness y such that (Y,y) € R, or L.

Algorithm 6: Experiment aSignForge 4,

ER,x

1
2
3
4
5
6
7
8
9

10
11
12
13
14
15
16
17

18

19
20

Procedure aSignForge, =, , (\):
Q:=0,F:=0,T :=0;
(vki, sk;) < KeyGen(1*), for i €[1, N];
vk = {vky,vka,...,vkn};
(m*, vk« , vk) < AO5():0ps().0comn () (vk), where vk € vk C vk ;
(Y,y) < LockGen(\);
& <« PreSign(sk;«, m*, vAk,Y);
(V~k7g*) — A95():0ps(.) Ocome () (5 Y);
return ((vk C vk\F) A ((x,m*,vk) ¢ Q) A Verify(m*, vk,o*) = 1);
Procedure Ocorrypt(J):
F = FU{vk;};
return sk;;

Procedure Os(m, z,ﬁﬁ) B

o « Sign(sk;, m,vk) /* Require that vk; € v */
Q:= QU {i,m,vk} ;

return o;

Procedure Ops(m,i,vjﬁY): o

& <« PreSign(sk;, m, VT(, Y) /* Require that vk; € vk and Y € Lp
*/

Q:=9QuU {i,m,v_l;} ;

return &;
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Algorithm 7: Experiment aAnon 4, =,

1 Procedure aAnona =g (A):

2 Q =

3 (vki, sk;) + KeyGen(1*), for i€[1, N;

4 vk = {vki,vka, ..., vkn };

5 (m*,io,i1,vk,Y) = A95():Os() (vKk), where vki,,vk;, € vkU vk

/* Os,Ops are the same as Algorithm 6 */

6 | b {01}

7 & < PreSign(sk;,, m*, vk, Y);

8 | b+ A99s(6,Y);

9 if 0= A {io,*,*} ¢ QA{i1,x,x} ¢ Q) then

10 L return 1;
11 return 0;

6.2 Security Models

The security models for LRAScombines the security requirements from both
linkable ring signatures (unforgeability, linkable anonymity, non-slanderability)
and adaptor signatures (unforgeability, pre-signature adaptability, witness ex-
tractability). They are formally given in the following definitions.

Definition 10 (aEUF-CMA security). A LRAS scheme =g, 5 is aEUF-CMA
secure if for every PPT adversary A runing the experiment aSignForges =, .
defined in Algorithm 6, Pr[aSignForges =, .. (A) = 1] < negl()).

Definition 11 (Pre-signature anonymity). A LRAS scheme =g 5 achieves
linkable anonymity if for any PPT adversary A running the experiment aAnon 4 =, .,

defined in Algorithm 7, |PrlaAnon 4 = (A) =1] — %) <negl(\).

Definition 12 (Linkability). A LRAS scheme Zg 5 satisfies pre-signature link-
ability w.r.t. insider corruption if for any PPT adversary A running the experi-

ment alink 4, =, .. defined in Algorithm 8, ‘Pr[aLinkA’ER A =1]— %‘ <negl()).

Definition 13 (Non-Slanderability). A LRAS scheme =g x satisfies non-
slanderability if for any PPT adversary A running the experiment aSlang =, .

defined in Algorithm 9, |Pr[aNSlan 4 = (A) = 1] — 11 <negl(}).
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Algorithm 8: Experiment alink 4=, ;

1 Procedure alinka =, 5 (A):

2 | Q=0,F:=0;

3 (vki, sk;) < KeyGen(1*), for i€[1, N];

4 vk = {vki,vka, ..., vkn };

5 (mi,v~ki,0i)¢:1,2 — AOS"OPS’OC""“P‘(Vk) /* Os, Ops, Ocorrupt are the same
as Algorithm 6 */

b1 = Verify(mi7\r~k,~7 O'i)izlyz;

by := Link((m1,vki,o1), (mz,v~k2,az));

b3 = {*7 mi,V~ki}i:1,2 §E Q;

9 | bs:=|((vkiUvks)NF)U ((vki Uvks)\vk);

10 return(b1 = 1 Aba =0A b3 =1 Abs < 1);

Algorithm 9: Experiment aNSlan 4 =, ;

1 Procedure aNSlang =, (A):

2 Q=10, F=0;

3 (vki, sk;) < KeyGen(1*), for i€[1, N] ;

4 vk = {vky, vk, ...,vkn };

5 (m, vk, o) < A95:Oss:Oconunt (pk) /% Os, Ops, Ocorrupt are the same

as Algorithm 6 */
by := Verify(m, vk, o);
by := {*7 *70} ¢ Q;'

bs := Link((m, vk, o), (1h, vk, &)) = 1,3{m, vk, 6} € Q;
by := (vk N vk (VE\F)) # 0;
10 return (b1 = 1Aby =1Ab3=1Aby =1);

© o N o

Definition 14 (Pre-signature adaptability). A LRAS scheme Zg s satis-
fies pre-signature adaptability if for any n € N, any message m € {0,1}*, any
statement/witness pair (T,t) € R, any key pair (vk,sk) & KeyGen(1*), any set
of verification keys vk = {vky,...,vky} and any pre-signature 6 + {0,1}* with
PreVerify(m, vk, T,5) = 1, we have Pr[Verify(m, vk, Adapt((T,t), vk, 6, M)) =
1=1.

Definition 15 (Witness extractability). A linkable ring adaptor signature
scheme ZR 5 is witness extractable if for every PPT adversary A running the
experiment aWitExt 4 =,, ., defined in Algorithm 10, PrlaWitExt , = (\) =1] <
negl(\).
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Algorithm 10: Experiment aWitExt 4 =, .

1 Procedure aWitExty =, .()):

2 | Q=0;

3 (Vk;, sk;) < KeyGen(1?*), for ic[1, N] ;

4 vk = {vky,vke, ...,vky };

5 (m*,i*,Y*, vk) «+ A9Os(vk) /* Os,Ops are the same as
Algorithm 6 */

& « PreSign(sk;«, m*, vk, Y*);

o+ A9 (5);

t':=Ext(Y*,0,6);

return (m* ¢ QA (Y*,y') ¢ R A Verify(m*, vk, o) = 1);

© 0w N o

6.3 Generic Construction of LRAS

We first give a definition of Type-T Linkable Ring Canonical Identification in Al-
gorithm 12. Then Type-TA Linkable Ring Canonical Identification can be defined
in the same way as the previous section.

Then, we can build a generic construction of LRAS in Algorithm 15. The
security of the generic construction of LRAS can be reduced to the underlying
Type-TA linkable ring identification scheme or the generic adaptor signature.
The security proofs are almost the same as the proofs of the generic adaptor
signature, and hence they are omitted.

Observe that the linkable ring signature schemes in RingCT [15] and RingCT3.0
[20] are both Type-TA linkable ring canonical identification. Hence we can con-
struct a concrete linkable ring adaptor signature similarly. Details are given in
the Appendix B.

7 Conclusion

Adaptor signatures are a novel cryptographic primitive with important appli-
cations for cryptocurrencies. In this paper, we propose the first generic con-
struction of adaptor signature. It can be combined with a number of different
cryptographic protocols, such as blind adaptor signature and linkable ring adap-
tor signature. An interesting open question is that whether we can give a more
generalized version of adaptor signature that can include non-Type-T signatures
such as ECDSA. We leave it as the future work.
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A Details of Clause Blind Schnorr Signature

Algorithm 11: Clause Blind Schnorr adaptor signature for the lan-
guage L :={Y|Fy: Y = ¢g¥}.

1 Procedure Setup(\): 11 Procedure PreVerify(Y, pk, &, M ):

2 L return param = (G, g); 12 parse 6 = (2, ¢);

3 Procedure KeyGen(param): 13 R'=g*-Y - pkS

$ K 14 if ¢c# H(M,R’) then

4 sk = Zp, pk = g% 15 L return 0;

5 | return (sk, pk); ’

6 Procedure PreSign(sk,Y) < 16 | return l;

User(pk, M,Y): 17 Procedure Adapt((Y,y), pk,d, M):

7 PreSign: For i € [0, 1], r; & Ly, 1: EaiSZj_:. (2, 0);

R; =g¢" Y, send Ry, Ry to user; N Yi
' s 20 | return o = (z,c¢);

8 Ufer: For Zf 0, 1}59‘“51’ <4 21 Procedure Ext(Y,5,0):
Ri=Ri-g s plf 5 22 | parse 6 = (2,¢) and 0 = (2, ¢);
CiZH(M,Ri),CiZCi—Fﬁi, send 23 if ¢ = c then
Co, €1 to signer; 24 | return y =z — %

o | PreSign: Pick abit b <> {0,1}, 55 | rpeturn L:

dz=mr,—¢,-skand bt ; .
sen 'Zf "t Cf > ankéb O 16 Procedure Verify(pk, M, o):
10 jJ_seri If Ry # g’ -_Y .Ap_ , return 27 parse o = (2, ¢);
| L, else return 6 = (2 = 2 + a, )3 R = g7 - pkS;
29 if ¢ # H(M,R’) then
30 L return 0;
31 | return 1

B Details of Linkable Ring Adaptor Signatures

We give the linkable ring adaptor signature in Algorithm 13 and 14. It is based
on the ring signature in [20]. The Verify protocol is the same as that in [20],
which is very similar to the PreVerify and hence it is omitted. Note that ™ =
(1,y,y2,...,y" ) for some integer y.
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Security.

Lemma 1 (aEUF-CMA security). Assuming that DL assumption holds and
Lr is a hard relation, the linkable ring adaptor signature scheme Zg s is aEUF-
CMA secure in the random oracle model.

Proof. Let B be a PPT adversary who wins the aEUF-CMA security game with
non-negligible probability. We will build an adversary A that breaks the DL as-
sumption or the hardness of Lr. Assume A wants to solve DL w.r.t. (g, g%).
Oracle simulation. For the KeyGen query, A picks some random sk; and re-
turns pk; = ¢g%i. Except for the i*th query, the A returns g. For the Corrupt
oracle, the A declares failure and exits if secret key of pk;. is requested. For the
PreSign oracle, if the queried key is not the i*th one, A runs honestly as the
PreSign algorithm. Otherwise, A generates the pre-signature for pk,. as follows:
everything is the same as the PreSign algorithm, except the following: the A
chooses 24, 2, and = at random and let S; = h*~%(g%x /pk%)T. Then A com-
putes y,z,w as that in the PreSign algorithm and finally programs the random
oracle such that = = H (4||y||z||w||Ti||Ts||m). If this input of H is queried before,
A aborts. Otherwise, the A returns 6. For the Sign oracle, if the w in the input
is NULL, the A chooses zq, 2, and z at random and let Sy = h#e =% (g% /pkZ.).
Then A computes y, z, w as the PreSign algorithm and finally programs the ran-
dom oracle such that = = H (4|y||z||w||Ty||T3||m). If this input of H is queried
before, A aborts. Otherwise, the A returns o. If the w in the input is (T,t), the
A firstly runs the PreSign simulation procedure as above and get the 6. Then
it runs the Adapt algorithm and gets the o. If the same input of H is queried
before, A aborts. Otherwise, the A returns o.

Consider that B makes at most QkeyGen, @Presigns @sign and Q g queries to KeyGen,
PreSign, Sign and random oracle respectively.

Forgery. B returns the target message (m*, vk;-, VAk*) to A. A chooses a (T*,t*)
from LockGen that is not been used before and computes a pre-signature ¢* us-
ing the simulation method above. Then A sends (6*,T*) to B. Flnally, B returns
a forged hnkable ring adaptor 51gnature (Uk ,&) on m* for ((vk C vk\F) A
((%,m* ok ) ¢ Q)AVerify(m*, vk ,0)) = 1, where the F, Q are the same as that
in the aS|gnForge experiment. & is denoted as (B, A, Sy, Sa, Ty, Ta, 7, fis Zeys Zaks (7 7).
Case 1 : vk = vk and all the elements of & and o* = Adapt(t*,6*) are the
same. This means B gets the t*, which breaks the hardness of Lg.

Case 2 : Case 1 has not happened. The A computes the corresponding y,z,w
as in the PreSign algorithm first and rewinds H on input (4||y||z||w||T1||T3) for
three times. For each transcript, denote the challenge as x; and the responses
as (Ty,i, [his Za,is Zskiiy 28,y Lis Uiy ;) for @ € [1,3]. Denote I; = (I;1,...,l;,) and
ri = (7"1"1, ey Ti,n)-
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- To extract BA", it picks some 7; € Z,, such that Zle =1, 25:1 nix; = 0.
Then we have:

—

BAY — hE?:l Wi#ika?:l ni~li+z~1"ﬁ/2?:1 777;7“,1—22~1"H—wz
-7 _, -/ (2)
= B vkbr fwbe
-/ /
for some ', by, ,bg .
- To extract Sq, it picks some 7} € Z, such that Zle n; =0, Zle nx; = 1.
Then we have:

Gy = B b S T i oy (3)
for some 7/, 51/, 5%’
Putting back the extracted values BA,, and S5 into P = BAY S%Vk_z'fn Hv:H'

we have:

221

VKT = (B vkt Ry (e Y e e ke et e

The mutual discrete logarithm between vk is not known if the discrete logarithm

assumption holds by lemma 1. Since H and the elements in h are randomly

chosen from the group, the mutual discrete logarithm between h, the elements

in H and vk is _not known

Then we have: [ = bL —z A" 457w, 7=y o (w- bR twz 1"+ s -x) 42217
By the same set of 3 rewinding transcripts, we can also extract the commit-

ments 17,75 as follows.

- To extract 11, it picks some 6; € Z, such that Zle 8; = 0’Z§=1 Six; =
L, Z?Zl §;x2 = 0. Then we have:

T = ng’:l diti p 3071 GiTwi gt’lhﬁ
for some t|,7].

- To extract Ty, it picks some & € Z, such that 320 8 = 0,527 &z
1,52, 6/ = 0. Then we have:

T2 — gz 5Lt1hzz 1 Lva'i = gtéhré

for some t5, 5.

Putting back the extracted values T} and 715 into equation ¢gh™ = gzz“‘wz(l_z) iy

we have: gShT = g2* tw(z=2)1" ") =22 A1) L (glipri)e . (gt pra)e” | Since h is a
random group element by the simulation of He , we have:

C=22+w(z— A" y") — 221" 1)+t + tha?

L2.0n

h=H,

—1 3 2
—_nz xr €T
Ty,
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Denote t)) = 22 + w(z — 22) (1", y™) — 23(1",17).
Observe that we already extracted [, 7 as:

(I, = (bzl—z-ln—i—s_il-x)-(y"o(w-b_fgl—i—wz-1"—|—s}13'~a:)+z2-1”)
= w(bzl, b_fg/ oy™) + wz(bz/ - b_fg,, y™y + z2<bz,7 1) — w2 (1", y™) — 22 (17,1 4t + th 2
for some t,t5 € Z,. Since the above holds for all w, x, y, z, we have:

by obr =07, by —bp =17, (b, 1") =1

Ny

Therefore, it implies that by, is a binary vector with one bit equal to 1. Putting
i S~ o o=

back by, in equation 2, we have: BAY = h” pkH™bR _ Since the above is true for

all w, then we have B = h* pk for some o/ € Z,,.

By the same set of rewinding transcripts, we can also extract from h*~g**T =

Za,17%a,2  Zsk,l ~Zsk,2

S$1B®: B =h =m0 g wmimer = he" g% Since the above is true for all h,
then we have pk = g . Hence if pk = pk;., then the A returns sk’ as the solution
to the DL problem. It happens with probability for at least 1/QkeyGen-

Lemma 2 (Pre-signature anonymity). If DDH assumption is hard, then the
linkable ring adaptor signature scheme Eg 5 is anonymous in the random oracle
model.

Proof. Suppose the simulator is given the DDH problem instance (g, g%, ¢°, c)
and wants to decide if ¢ = ¢%°. The simulator computes v = g* as part of the
system parameters.

Oracle simulation. For the KeyGen query, A picks some random sk; and re-
turns pk; = g*i. Except for the i*th query, the A picks some random sk;- and
returns pk;. = (g%)*:*. Here the secret key is a-sk;-. For the Corrupt oracle, the A
declares failure and exits if secret key of pk;. is requested. For the PreSign oracle,
everything is the same as that in the algorithm except the following: to compute
S1,S3, A picks some random z,, 2, z, B,U and let S; = hzagzs'kT/B‘”,Sg =
= JU*. Then A computes y,z,w as that in the PreSign algorithm and finally
programs the random oracle such that = = H(4|y||z||w||T1||T2||m). For the
Sign oracle, A simulates in the same way as the PreSign oracle except that T is
dropped. R

Forgery. In the challenge phase, the adversary gives (m*,ig,i1,vk,T) to the
simulator. If i* ¢ {ig, 41}, the simulator declares failure and exits. Without loss of
generality, assume pk; = pk;.. The simulator sets U = cki* . The rest of ¢ is sim-
ulated as follows: everything is the same as the PreSign algorithm, except the fol-
lowing: the A chooses z,, 2, and  at random and let Sy = h*~% (g% /pk%)T.
Then A computes y,z,w as that in the PreSign algorithm and finally programs
the random oracle such that z = H(4||y||z||w]||T1||Ts||m). If this input of H is
queried before, A aborts. Otherwise, the A returns 6. Then the (6,7, U) is sent
to the adversary.

Finally the adversary outputs b’. If the adversary sucessfully guesses ' = 0, then
the simulator outputs ¢ = ¢* as the solution to the DDH problem.
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Lemma 3 (Linkability). Assuming that DL assumption is hard, then the link-
able ring adaptor signature =g 5 is linkable w.r.t. insider corruption in the ran-
dom oracle model.

Proof. Let B be a PPT adversary who wins the alink security game with non-
negligible probability. We will build an adversary A that breaks the DL assump-
tion. Assume A wants to solve DL w.r.t. (g, g%).

Oracle simulation. For the KeyGen query, A picks some random sk; and re-
turns pk; = ¢g%i. Except for the i*th query, the A returns ¢g. For the Corrupt
oracle, the A declares failure and exits if secret key of pk;. is requested. For the
PreSign oracle, if the queried key is not the i*th one, A runs honestly as the
PreSign algorithm. Otherwise, A generates the pre-signature for pk;. as follows:
everything is the same as the PreSign algorithm, except the following: the A
chooses 2y, 2, and z at random and let Sy = h*« % (g« /pk%)T. Then A com-
putes y,z,w as that in the PreSign algorithm and finally programs the random
oracle such that z = H (4||y||z||w||Ty||Ts||m). If this input of H is queried before,
A aborts. Otherwise, the A returns . For the Sign oracle, if the w in the input
is NULL, the A chooses z,, 2, and z at random and let Sy = h#~ =% (g% /pkZ.).
Then A computes y, z, w as the PreSign algorithm and finally programs the ran-
dom oracle such that x = H(4||y||z||w]||T1||Ts||m). If this input of H is queried
before, A aborts. Otherwise, the A returns o. If the w in the input is (T,t), the
A firstly runs the PreSign simulation procedure as above and get the 6. Then
it runs the Adapt algorithm and gets the o. If the same input of H is queried
before, A aborts. Otherwise, the A returns o.

Forgery. Finally, the adversary A output (m},vk;, o) for i =1,2, such that
all U in vk} and vk; are distinct. From the proof of unforgeability, the A can
rewinds x and from equation B:

Za,l " %a,2  Zsk,1 T Fsk,2

B =h =z1-=22 g @12 — ha/lgsk

/

. . . / — . . 1
which implies sk’ = % Combined with U?k = Ssu®, we have U = u#

and ¢ € vk} Uvk}. There are two different values of U.

If A wins, then |(vk] Uvk3)NF)U((vki U vkz)\vk)‘ < 1. It means that there

exists at least one U corresponding to one public key gS‘k/. With probability at
least \vkl%qc’ ¢ = g%, where ¢ is the number of oracle queries to the Corrupt

oracles. Then the A returns sk’ as the solution to the DL problem.

Lemma 4 (Non-slanderability). Assuming that DL assumption is hard, then
the linkable ring adaptor signature =g 5 is non-slanderable w.r.t. insider cor-
ruption in the random oracle model.

Proof. Let B be a PPT adversary who wins the aNSlan security game with
non-negligible probability. We will build an adversary A that breaks the DL as-
sumption. Assume A wants to solve DL w.r.t. (g, ¢%).

Oracle simulation. For the KeyGen query, A picks some random sk; and re-
turns pk; = ¢g%i. Except for the i*th query, the A returns g*. For the Corrupt
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oracle, the A declares failure and exits if secret key of pk;. is requested. For the
PreSign oracle, if the queried key is not the i*th one, A runs honestly as the
PreSign algorithm. Otherwise, A generates the pre-signature for pk,. as follows:
everything is the same as the PreSign algorithm, except the following: the A
chooses zq, 2, and z at random and let S; = h*~%(g%x /pk®)T. Then A com-
putes y,z,w as that in the PreSign algorithm and finally programs the random
oracle such that = H (4||y]|z||w||T1||T2||m). If this input of H is queried before,
A aborts. Otherwise, the A returns 6. For the Sign oracle, if the w in the input
is NULL, the A chooses z,, 2, and z at random and let Sy = h#e~%% (g% /pkZ.).
Then A computes y, z, w as the PreSign algorithm and finally programs the ran-
dom oracle such that = = H(4|y||z||w||Ty||T3||m). If this input of H is queried
before, A aborts. Otherwise, the A returns o. If the w in the input is (T,t), the
A firstly runs the PreSign simulation procedure as above and get the 6. Then
it runs the Adapt algorithm and gets the o. If the same input of H is queried
before, A aborts. Otherwise, the A returns o.

Forgery. Finally, the adversary A outputs (m*,v~k*,a*). If pk* ¢ VNk*, the A
declares failure and exits. By the winning condition, there exists some U cor-
responding to one public key ¢ € (vkn vk N (\;k\]-' )). Following the proof
of linkability, the A can extract sk’ such that U = us and gSk/ € vk. With
probability m, gSk/ = pk™, where Qcorrupt is the number of the query to

Corrupt oracle. Then the A return sk’ as the solution to the DL problem.

Lemma 5 (Pre-signature adaptability). The linkable ring adaptor signature
ZR,x satisfies pre-signature adaptability w.r.t. the relation Lg.

Proof. Let & be a valid pre-signature with pVerify(m,vk,T,6) =1, t € Z, be a
witness corresponding to T and zg = 2, +t mod p. We have h*>g* = S B”.
which implies Verify(m, vk, Adapt(¢,5)) = 1.

Lemma 6 (Witness extractability). Assuming that DL assumption is hard,
then the linkable ring adaptor signature S s is witness extractable in the ran-
dom oracle model.

Proof. We only investigate the case that the signature output by the adversary

shares the same challenge with the pre-signature. The other case that two chal-

lenges are distinct can be proven exactly as in Case 2 of the proof of Lemma 1.

Let 6 = (B,A, Sl,Sg, Sg,ThTQ,T,,u,Za,Zék,C,ﬂ') and o = (B,A, Sl,Sg,Sg,T1,

To, T, b Za, Zsk; C, ) be a valid pre-signature and a valid signature respectively.

Then, from the corresponding verification algorithms, we have h*e g*T = $; B* =
h*eg**. Since DL assumption is hard, we have that gzsk_zslk = T. Therefore,

(T, zex — 24) = (T,t) € Lpg.

Let B be a PPT adversary who wins the aEUF-CMA security game with
non-negligible probability. We will build an adversary A that breaks the DL as-
sumption or the hardness of Lr. Assume A wants to solve DL w.r.t. (g, ¢%).
Oracle simulation. For the KeyGen query, A picks some random sk; and re-
turns pk; = ¢gi. Except for the i*th query, the A returns g. For the Corrupt
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oracle, the A declares failure and exits if secret key of pk;. is requested. For the
PreSign oracle, if the queried key is not the i*th one, A runs honestly as the
PreSign algorithm. Otherwise, A generates the pre-signature for pk,. as follows:
everything is the same as the PreSign algorithm, except the following: the A
chooses zq, 2, and z at random and let S; = h*~%(g%x /pk®)T. Then A com-
putes y,z,w as that in the PreSign algorithm and finally programs the random
oracle such that = H (4||y]|z||w||T1||T2||m). If this input of H is queried before,
A aborts. Otherwise, the A returns 6. For the Sign oracle, if the w in the input
is NULL, the A chooses z,, 2, and z at random and let Sy = h#e~%% (g% /pkZ.).
Then A computes y, z, w as the PreSign algorithm and finally programs the ran-
dom oracle such that = = H(4|y||z||w||Ty||T3||m). If this input of H is queried
before, A aborts. Otherwise, the A returns o. If the w in the input is (T,t), the
A firstly runs the PreSign simulation procedure as above and get the 6. Then
it runs the Adapt algorithm and gets the o. If the same input of H is queried
before, A aborts. Otherwise, the A returns o.

Consider that B makes at most QQkeyGen, @Presign: @sign and Q g queries to KeyGen,
PreSign, Sign and random oracle respectively.

Forgery. B returns the target message (m*,i*,T*,v~k*) to A. A computes
a pre-signature ¢* using the simulation method above. Then A sends ¢* to
B. Finally, B returns a forged linkable ring adaptor signature ¢ on m* for
(m* ¢ OA(T*,t') ¢ RAVerify(m*, vk, o)) = 1, where the Q are the same as that
in the aWitExt experiment. & is denoted as (B, A, S, S2, T1, Ta, 7, i, Zas Zaks ¢, 7).
Since (T*,¢') ¢ R, o* = Adapt(t*,6*) are different. This means the challenge
x = H(|[4y||z||w||TL||T:|lm) of them are different. The A computes the cor-
responding y,z,w as in the PreSign algorithm first and rewinds H on input
(4)|y||z||w||T1||T) for three times. For each transcript, denote the challenge
as x; and the responses as (7y,i, [, Za,iy Zok,is 26,05 i, iy ti) for 4 € [1,3]. Denote
L= (i1, lim) and ry = (i1, .., Tin)-

- To extract BA", it picks some 7; € Z,, such that 2?21 =1, 2?21 n;x; = 0.
Then we have:

BAY — hzle nil‘ivszzl m-li—&-zlnﬁlZf:l mri—z?l"’ﬁfwz ( )
4

’ -1 _, -/
= Y vkbr gwor

Sl =
for some v/, b, ,bg .
- To extract So, it picks some 7} € Z, such that Zf:l n; =0, Z?Zl nx; = 1.
Then we have:
Sy = hEimn Mty il S v ey 1 (5)
for some v/, 51/, sk’

Putting back the extracted values BA,, and S5 into P = BAY S%Vk_z'fn Hvwzg'"

2 7n

we have: vk' H'" = (h'y/vkbz/ﬁ“’b;/) (RPY S H SR )Ty HweHT T hoe

2.1n

h=H,
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The mutual discrete logarithm between vk is not known if the discrete logarithm
assumption holds by lemma 1. Since H and the elements in h are randomly cho-
sen from the group, the mutual discrete logarithm between h, the elements in H
and vk is not known./ ,
Then we have: [ = by, —z-1"+s1"-2,7 = y"o(w-bg +wz-1"+s3" -x)+22-1".
By the same set of 3 rewinding transcripts, we can also extract the commit-
ments 17,75 as follows.
- To extract Ty, it picks some &; € Z, such that Z?Zl 0; = O,Z‘?:l ;s =
1, Zle 8;x? = 0. Then we have:
T = gEf’=1 Siti 3071 OiTai o giihm
for some t},71].
- To extract Ty, it picks some & € Z, such that 320 8 = 0,57 §la; =
1,52% | 6/22 = 0. Then we have:

=1 "1""1

T2 = g ;3:1 6;t1 hzi‘szl 67’57—1’1' = gtéhré

for some t4, 7.

Putting back the extracted values Ty and T, into equation g¢h™ = g7 Tw=(1-2) Xi, yifl—”ZSTngz,
we have:

g(h'r _ 922+w(z7z2)(1",y">7z3(1",1"’) . (gt'lhri)z . (gt;hré)zz
Since h is a random group element by the simulation of Hg , we have:
(=2 tw(z=22)(1"y") = 22 (1", 1) + tha + tha?
Denote t) = 22 + w(z — 22)(1",y") - 23(17, 17,
Observe that we already extracted [, as:
(I, = (b_,-:/—z-ln—i—s_i/-x)-(y”o(w~b},/+wz-1”—|—s}§/-x)—|—z2-1")
-1 -/ -/ 2,77 2 3 " "2
=w(by ,brp oy™) +wz(by, —br,y") +2°(by, ,1") —wz“(1",y") — 27 (1", 1") + t{z + thx
for some t{,t5 € Z,. Since the above holds for all w, x, y, z, we have:
-/ -/ -1/ -/ -/
bL ObR :On, bL —bR :1”7 <bL,1n>:1

Ny
Therefore, it implies that by, is a binary vector with one bit equal to 1. Putting

Ny o~ =

back by, in equation 4, we have: BA"Y = h7 pkH ™= _ Since the above is true for
all w, then we have B = h* pk for some o/ € Z,,.

By the same set of rewinding transcripts, we can also extract from h*~g*s+T =

o, " *a,2  %sk,1 " *sk,2

S$1BY: B =h _@ime2 g wimer = ho‘//gSk/. Since the above is true for all h,
then we have pk = g® . Hence if pk = pk;-, then the A returns sk’ as the solution
to the DL problem. It happens with probability for at least 1/QkeyGen-
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Algorithm 12: Type-T Linkable Ring Canonical Identification

1 Procedure SETUP(\): 13 Procedure VERIFY({pky,...,pk,}, 2, ¢):

2 L return param; 14 R =V({{pky,---,pk,},c, 2);

3 Procedure KEYGEN(): 15 if ¢ # CH(R') then

4 L return (pk, sk); 16 L return 0;

5 Procedure PROOF1(sk, {pk,,...,pk,}):17 au%iliary checking with

6 ey Ay R, {pky,...,pk,} ¢ 2

7 R = A(Tv {pk17 tt pkn})7 18 = return 17

8 return (R, 7); 19 Procedure

o Procedure CH(R): LINK({pky, ..., pk,}, (R1,c1,21), (R2,c2, 22) )
10 L return c: 20 return 1 for linked, 0 for unlinked, or

' L for any invalid transcript;

11 Procedure -
PRrROOF2(sk, {pky,...,pk,},7, ¢):
12 L return z = Z(sk, {pky,...,pk,}, 7 ¢);

Algorithm 13: Linkable Ring Adaptor Signature

Procedure Setup(\):

2 pick random generators g,u, G, Hy, ..., H,,G' € G of prime order p,
denote H = [Hy,...,Hy);

3 H is a hash function {0,1}* — Z,, Hg is a hash function

{0,1}* = G;

=

4 | return param = (G,p,g,G7ﬁ71ﬁI,ﬁg);
5 Procedure KGen(param):

6 pick sk € Zy;

7 | vk=g%;

8 | return (vk,sk);

9 Procedure PreSign(sk;, m, vk = {vkq,...,vk,},Y):
10 set 5L:[0,0,...,1,...,0] /* "1" is at the j-th pos */
11 set by = [-1,-1,...,0,...,—1] /* "O" is at the j-th pos */
12 U =u*, h= Hg(vk);
13 pick a random «, 3, p, 7o, sk, € Zy and random vectors S, S € Zy;
14 | B=hovkP, A=RPHIR, S = hreg+Y, Sy = hevkE HoR,

53 = u"s;
15 | str=h||B||A||S1]S2||Ss, y = H(1|str), z = H(2||str), w = H(3||str);
16 E'L:gL—z~f",ER:TO(w-gR+wz-f”)+z2-f”;
17 8% =Sroy", t1 = (51,Cr) + (Cp, %) mod p, to = (51,5) mod p;
18 pick a random 71, Ty € Zp;

1 | Ty =g"h™, Ty =g"h™;

20 | @ = H(4yl[z||w||T1]|T2[[m);

21 T =7+ 72> modp, p =a+ Bw+ pr mod p;

22 Zo =Tq +ax mod p, 2, = r« +sk;xz mod p;

28 | (=0, +5, 0, 7=+ -z =,/

24 | Set H' = [Hl,Hgil,...,Hffnﬂ];

25 P = vklﬁ’r;

26 | m<«NIPA.Proof(vk, H', P,(;1,7);

27 return a- = (B7A7517327S37T17T27Tﬂ;uvzavzékvgaﬂ—v U)a
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Algorithm 14: Linkable Ring Adaptor Signature (cont.)

1
2
3
4
5

6

10

11
12

13
14

15
16

17
18
19

20
21
22
23

24
25
26
27
28

29

Procedure PreVerify(m, vk = {vky,...,vk,},Y,5):
parse 6 = (B, A, 51,852,853, 11, 1>, T, 14, Za, 24, ¢, ™, U);
h = Hg(vk);
str = h||B||A]|S1]|S2||Ss, y = H(1||str), z = H(2||str), w = H(3||str);
z = H(4|ly||2||w]|T1]|T2||m);
H = [H, Y .. H™;
2.qn

P = BAvSivk = 1" guegrt " e

if NIPA.Verify(vk, h_f’,P,C,w) =1 and u* = S3U% and
g hT = g7 R =) iy n e e® gpd hAe g Y = S B* then
L return 1;

n
i

=1 Y

return 0;

Procedure Verify(m, vk = {vky,...,vk,},0):

parse o = (B, A, 51,52, 53,11, T, T, [ty Zas Zsks C, T, U );

Compute h,y, z,w, ¢, ﬁ’,P as PreVerify;

if NIPA.Verify(vk, H/,P,C,ﬂ') =1 and v = S3U® and
g°hT = gzg*‘wz(l_z)ZLIyifl_"zSTf”chC2 and h*~g* = S1 B* then
L return 1;

return 0;

Procedure Link((m1, vk, 01), (ma, vky, 03) ):
parse o1 = (..., Uy) and o9 = (..., Us);
return 1 if Uy = U, or 0 otherwise;

Procedure Adapt((Y,y),vk,&,m):

parse 6 = (B, A, 51,852,853, 11, 1o, T, 14, Za, 25, ¢, ™, U);
Zs = 24+t mod p;

return o = (B, A, S1, Sa, S5, T1, T2, T, ity Za, 2k, C, T, U);

Procedure Ext(T, 0,5 ):
retrieve zg from ¢ and 2z, from &;
t = ze — 2}y, mod p;
if T = ¢' then
L return ¢;

return L;
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Algorithm 15: Generic linkable ring adaptor signature from a Type-
TA linkable ring identification scheme LRID for the language L := {Y :
JyeAd Y =A@y}

1 Procedure Setup(\): 13 Procedure PreVerify(m, vk, Y, 5 ):
2 define hash H : {0,1}* — A; 14 parse & = (2, ¢);

3 param; <— LRID.SETUP()); 15 R =V(vk,c,3) ®rY;

4 | return (param;, H); 6 | if ¢ # H(M,R'vK) then

5 Procedure KeyGen(): 17 L return 0;

6 L return LRID.KEYGEN(); 18 return 1:

7 Procedure PreSign(sk,m,vk,Y): 19 Procedure Adapt((Y; y),vT<, &,m)
8 T A and Ext(Y,6,0):

9 R = A(r,vk) Or Y; 20 | Same as Algorithm 5
10 ¢ = H(m, R,vk);
11 Z = Z(sk, vk, 7, c);
12 return 6 = (£, ¢);
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C Blind Adaptor Signature

Algorithm 16: Experiment omaSign Forge 11, .

1 Procedure omaSignForge, =, , ()):20 Procedure Ops(M,Y,4,j):

2 Ss:=0,8,:=0, ks1 :=0, 30 if i =1 then
kp1 =0, kg :=0; 31 kpt = kp1 +1;
3 | (pk,sk) < KeyGen(1%); 32 (M/7§tl~cp1,1) «
a | (Mp,... M)« A9 (pk) ; PreSign, (sk, Y, M);
5 | (Y,y) + LockGen()\); 33 Sp=5U {kp1/}§
6 &; < PreSign((pk, sk), Y, M) 34 | return (kp1, M');
Vie[l,n]; 35 if ¢ = N, then
7 (oF,...,0%) + 36 if j ¢ S, then
A9 (5y,....6,,Y); 37 L return L;
8 return L L. 38 (]\/[/7 b) —
(k2 <n A (M, 0f) # (Mf, 07) PreSigny (stj n,, M);
Vi# g €[l,n] ]'59 ifb:ltﬂen k
AVerify(pk, M}, 0f) =1Vie [1,n .
); y(p ) [ 40 Sp :Sp\{]}§
= ’ 41 kQ = k2 + ].;
9 Pr(?ce'dure Os(M,i,j): " return M’:
10 if i =1 then L
11 ko1 = ks + 1; 43 if i € [2, Ny — 1] then
12 (M', sty,, 1) < Sign,(sk, M); 44 if j ¢ Sp then
13 Se =S, U{ka}; 45 L return L;
14 | return (kgp, M'); 46 (M, st; ;) +
15 if i = N, then PreSignigstj’i,l, M);
16 if j ¢ S, then 47 | return M’
17 L return L; 48 return 1;
18 (M/vb) — SignNS (Stj,Nva);
19 if b =1 then
20 Ss =8\ {j};
21 kg = ]{32 + 1,
22 | return M’;
23 if i € [2, Ny — 1] then
24 if j ¢ Ss then
25 L return L;
26 (M/7Stj7i) <— Signi(stjy,;_l,M);
27 | return M';
28 return 1
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Algorithm 17: Experiment baWitExt 4 7.

1 Procedure baWitExt, 7. (M)

2 (pk, sk) < KeyGen(1*);

3 (M*,Y) « A%5s (pk) /* Os,0,s are the same as Os,Ops in
Algorithm 16 except that Os(-,Ng,-),Ops(:,-, Ny, ) are not
allowed. */

& < PreSign(sk,Y") <> User(pk, M*,Y);

o* < A95:0s(5.Y);

y* « Ext(Y, 0%, 06);

return ((Y,y*) ¢ R A Verify(pk,o*, M*) = 1);

N 0 ok




