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Abstract—This paper presents the details of one of the two
cryptographic remote e-voting protocols used in the Russian
parliamentary elections of 2021. As the official full version of
the scheme has never been published by the election organisers,
our paper aims at putting together as complete picture as
possible from various incomplete sources. As all the currently
available sources are in Russian, our presentation also aims at
serving the international community by making the description
available in English for further studies. In the second part
of the paper, we provide an initial analysis of the protocol,
identifying the potential weaknesses under the assumptions of
corruption of the relevant key components. As a result, we
conclude that the biggest problems of the system stem from
weak voter authentication. In addition, as it was possible to
vote from any device with a browser and Internet access, the
attack surface was relatively large in general.

I. Introduction
The usage of electronic means to support the process
of voting has been a subject of extensive research and
debate. On one hand, computerised systems help keep
better records of eligible voters, and election results will
most probably find their way into some database.
Supporting the act of vote casting with electronic means
is, however, a separate issue. For example, the history of
Direct Recording Electronic voting equipment is rich in
poor design choices and the resulting vulnerabilities [1]–
[6].
Voting over the Internet has been even more controversial. In today’s increasingly mobile world some sort
of a remote voting option is necessary. Adding to it,
the current COVID-19 pandemic has made large-scale
high-contact events like election days disadvantageous.
The classical alternative of paper-based postal voting has
several drawbacks including weak voter authentication,
potentially unreliable postal services, and the difficultto-control threat of coercion. By using the appropriate
technical and cryptographic means, all these issues can be
addressed more efficiently in the case of remote electronic
(Internet) voting.
On the other hand, Internet voting also brings along
certain risks. The voter’s perception of the voting environment is indirect (physical booth and paper vs. internals of
a computer), leaving more room for e.g. malware to operate undetectably. On the server side, many operations are
centralised, creating lucrative target points for attackers.

Whereas the debate over the manageability of these risks
is still ongoing, several countries have experimented with
remote electronic voting. In Estonia, legally binding vote
casting via Internet has been possible since 2005. Various
tryouts have also taken place in Norway, Switzerland,
Canada, Australia, and elsewhere (we refer interested
readers to [7], [8] for good overviews).
A recent interesting newcomer in this line is Russia.
During the Moscow local elections of 2019, it was possible
to cast votes via the Internet. The source code of the
system was opened for public scrutiny, but the accompanying documentation was rather poor. Nevertheless,
serious cryptographic issues were identified in the system
by Gaudry and Golonev [9].
By the 2021 parliamentary elections, two new voting
systems were deployed. Kaspersky Lab and the Department of Information Technologies of Moscow developed
a system to conduct e-voting in Moscow [10]. Rostelecom
and Waves Enterprise developed an e-voting system for six
federal districts of Russia [11]. This paper concentrates on
the latter, subsequently called the federal system.
As it was the case in 2019, the documentation is still
poor, but the cryptographic set-up is more involved, so
the primary target of this paper is to piece together
what is possible to gather from various public sources
about the federal system to enable further studies by the
international community. As the second contribution of
this paper as well, we will provide an initial high-level
analysis.
II. Russian Federal Remote E-voting System
An overview of the system can be obtained from the
Central Election Commission’s website [12]. On a high
level, the protocol relies on homomorphic tallying, with
the voter anonymity provided by blind signatures. The
system makes significant use of a public blockchain for
publishing various values produced during the protocol
run.
A. Participants
In this section, we introduce the main participants of
the Russian federal e-voting protocol and their roles in
the system.

Voter is a citizen of the Russian Federation who is
eligible to vote and is included in the lists of e-voters
(VoterList) based on an application submitted in electronic form through gosuslugi.ru. gosuslugi.ru is a web
portal that provides access to information about state
and municipal services in the Russian Federation. The
Voter must have verified their gosuslugi.ru account, and
be eligible to vote to register as an e-voting participant.
The Voters included in VoterList are excluded from the
lists at the local polling stations. Each Voter has their
personal SNILS [13] – an individual insurance account
number. The Voter uses a Voting Device to participate
in e-voting. Voting Device is any device with a browser
and Internet access (laptop, smartphone, tablet, etc.).
Voting can be performed through gosuslugi.ru mobile
application available for Android and iOS, or through
a browser. During the authorisation phase, the Voting
Device generates a key pair for the GOST signature
scheme (see Table I).
Organiser is a participant who coordinates the e-voting
process. It is also responsible for the generation of Organiser’s key pair and the final encryption key that is used
to encrypt all the votes (see Figure 1).
Internal Observer is a participant who is monitoring the
voting process from a dedicated room and can access individual nodes of the Blockchain component. Additionally,
Internal Observer performs the auditing process.
External Observer is any user who has access to https:
//stat.vybory.gov.ru. Unfortunately, one month after the
elections the website became inaccessible.
Election Observer refers further in the text to both
Internal and External Observers.
Key holders are participants of the voting process
selected by the Organiser (e.g. Organiser committee
members, Internal Observers) who hold shares of the
Organiser’s secret key.
Registrar consists of the Voting Portal and VoterList
components. It performs identification and authentication
of the Voters through ESIA system. ESIA is the unified
identification and authentication system of the Russian
Federation, providing authorised access for citizens to the
information contained in state information systems [14].
Additionally, the Registrar issues blind signatures to the
Voters’ public keys.
Vote collector is a separate component that allows the
Voter to cast their vote while maintaining the secrecy of
their vote. This component issues ballots to the Voters and
collects encrypted votes. It interacts with the Blockchain
to publish encrypted votes.
Tallier consists of the Distributed storage (Blockchain)
and Decryptor components. Blockchain stores all the
voting transactions and published keys. Decryptor has a
hardware security module (HSM), where the Tallier’s key
pair is generated and the vote tallying is performed (see
Figure 1).

Fig. 1. Relationships between the encryption keys

B. Usage of blockchain in the protocol
The Blockchain platform that was used for e-voting
was developed by Waves Enterprise [15]. It uses the
Crash Fault Tolerance (CFT) consensus algorithm that
is based on Proof of Authority (PoA) consensus [15]. The
Blockchain platform supports the development and usage
of Turing complete smart contracts. Smart contract used
in the e-voting process performs the following functions:
• storing the rules of the voting process and the list of
participants,
• registering information, obtained during the setup
phase, and
• verification and storage of the cast votes and voting
results [16].
There are four data processing centers that run the
Blockchain nodes, these centers are managed by Rostelecom and the Registrar.
C. Protocol
Below, we give an overview of the Russian federal evoting protocol. Our presentation primarily relies on the
description from [17], with further details added from [18]
and [19]. Table I summarises the main cryptographic
primitives used in the protocol.
1) Setup phase:
• The Organiser and Registrar generate key pairs for
the GOST signature scheme and send public keys to
the Tallier. All the messages that are sent by the
Organiser and Registrar are signed with their secret
keys and signatures are verified by the Tallier.
• The Registrar generates an RSA blind signature
key pair (skb , pkb ), sends pkb to the Organiser and
generates a commitment key Kcom .

TABLE I
Main cryptographic protocols and algorithms used in Russian federal e-voting protocol
Functionality
Hash function
Voter anonymisation
Key sharing and encryption key generation
Encryption of the vote
Signing of the vote
Range proofs associated with encrypted vote
Aggregation of encrypted votes
Proof of correctness of decryption
Commitment scheme

•

•
•

•

•

Cryptographic scheme
GOST 34.11-2012 (Stribog) [20]
RSA blind signature scheme [21]
Elliptic Curve ElGamal [22] + Shamir Secret Sharing [23]
Elliptic Curve ElGamal encryption [22]
GOST 34.10-2012 [24]
Disjunctive Chaum-Pedersen proof [25]
EC ElGamal encryption with additive homomorphic properties
Chaum-Pedersen proof [25]
HMAC_GOSTR3411_2012_256 [26]

The Organiser, in presence of Election Observers and
media, generates an ElGamal key pair (Sorg , Qorg ).
The secret key Sorg is split into shares using Shamir
Secret Sharing. Key shares are transferred to external
storage media of secret key holders. Sorg is deleted
from the device, where it was generated.
Decryptor generates an ElGamal key pair (St , Qt ) and
sends Qt to the Organiser.
The Organiser uploads identifier of elections
(votingID), starting time of receiving ballots, a hash
of the ballot text, a number of options in each ballot
(n), maximum number of options that each Voter
can select (d), and pkb to the Blockchain. Based on
this information, the Blockchain smart contracts are
generated. The Organiser sends the VoterList to the
Registrar.
The Registrar computes commitments
com = HM AC(Kcom , SN ILS||votingID)
on the Voters’ SNILS codes from the VoterList and
uploads these into the Blockchain. The Blockchain
smart contracts are updated by adding the received
commitments.
The Organiser constructs the final encryption key
Qf = H(Qt ||Qorg ) · Qorg + H(Qorg ||Qt ) · Qt

•

•

3) Voting phase:
•

•

•

(1)

and uploads Qorg , Qt , Qf to the Blockchain. The
Registrar receives Qf from the Blockchain. The final
encryption key Qf is constructed from the Organiser’s
and the Tallier’s public keys, therefore to decrypt the
votes, both secret keys are needed. As the Organiser’s secret key is split until the tallying phase, it
prevents the Organiser and the Tallier from learning
intermediate results.
2) Authorisation phase:
• The Voter authenticates to the e-voting portal
through the ESIA system. The Registrar receives the
signed id_token and the information about the Voter
from ESIA. The Registrar checks the eligibility of the
Voter by their SNILS code. The Registrar sends an
SMS or email with an authorisation code to the Voter,
and the Voter enters it into the e-voting portal.
• The Voting Device generates a key pair (skv , pkv )
for the GOST signature scheme. The Voting Device

interacts with the Registrar to receive RSA blind
signature s on the Voter’s masked public key.
The Registrar updates its VoterList by recording
id_token, com, s issued for the Voter, and publishes
(com, s) into the Blockchain. The Registrar sends
votingID and Qf to the Voting Device.
The Voting Device removes the mask from the signature s. The resulting value σb is a valid RSA signature
on the Voter’s public key.

•

•

•

The Voter is redirected to the anonymous zone of the
voting portal (Vote Collector). The Voter is presented
with a ballot in digital form and the Voter makes their
choice by selecting the preferred option.
Each ballot b is represented as a bitstring of length
n. The initial value of each option on the ballot
is zero, the option chosen by the Voter changes
the value to one. Each option (bi = 0 or bi = 1)
is encrypted separately using ElGamal encryption
ci = Enc(bi , Qf ), for i ∈ {0, . . . , n − 1}.
For each ciphertext, the Voting Device generates a
proof that the encrypted value is either 0 or 1.
Additionally, the Voting Device generates a proof that
the sum of all values does not exceed the bound d (as
the Voter can choose up to d options).
Finally, the Voting Device prepares the transaction
consisting of all created ciphertexts and corresponding proofs, pkv and σb . The Voting Device signs this
transaction with skv to receive signature σv , and
sends the signed transaction to the Vote Collector.
The Vote Collector verifies the cast ballot for wellformedness, the signature σb and uniqueness of the
transaction containing pkv . The Vote Collector adds
pkv to its internal database and uploads the transaction to the Blockchain.
The Blockchain smart contract verifies ballot wellformedness, the signatures σb and σv , and publishes
the transaction.

The process of generating the voting transaction is depicted in Figure 2.
After casting a vote, the Voter can check if their
transaction was added to the Blockchain through the

and publishes the transaction (Ri , Ci ), Mi (i ∈
{0, . . . , n − 1}).
The tallying phase is depicted in Figure 3.

Fig. 3. Tallying phase
Fig. 2. Voting transaction

https://stat.vybory.gov.ru portal using their public key
pkv .
4) Tallying phase:
•

•
•

•

•

•

The Organiser requests the Registrar to stop authenticating new Voters, and the Blockchain to stop
accepting new voting transactions.
The Organiser reconstructs their secret key Sorg from
the shares.
The Decryptor receives all the voting transactions
from the Blockchain and verifies range proofs for
each transaction. The Decryptor aggregates verified
encrypted votes separately
PV for each option from the
ballot as sumi =
v=1 (cv )i = (Ri , Ci ), where
i ∈ {0, . . . , n − 1} and V is the total number of cast
votes.
The decryption of aggregated ciphertexts sumi is
performed in two steps. Firstly, the Decryptor computes partial decryptions as (Ri )t = St · Ri . Next, the
Decryptor generates proofs of correctness of partial
decryptions and uploads all partial decryptions with
the corresponding proofs of decryption correctness
into the Blockchain.
The Organiser uploads Sorg into the Blockchain.
The Decryptor receives Sorg and verifies that it
corresponds to the previously published public key
Qorg .
Finally, the Decryptor performs the final decryption
of aggregated votes using Sorg as
Mi = Ci − H(Qt ||Qorg ) · Sorg · Ri − H(Qorg ||Qt ) · (Ri )t

Only the Organiser’s secret key is published. Thus it
is not possible to decrypt the transactions containing
individual votes using publicly available information. It
means that the Voter cannot verify if the vote published
into the Blockchain corresponds to their original choice.
5) Audit
: During auditing, the Internal Observer is able to perform
the following actions:
•

•
•

•
•

verify that for every Voter, to whom the blind signature was issued according to the Registrar’s list, there
exists a valid id_token from ESIA and a transaction
in the Blockchain with a commitment on the Voter’s
SNILS code,
verify commitments on the Voters’ SNILS codes,
verify that the number of cast votes is not bigger than
the number of voters to whom blind signatures were
issued,
verify the correctness of the blind signatures and the
Voters’ signatures from the voting transaction,
verify that there is only one transaction for each
Voter’s public key.
III. Security analysis

In this section, we analyse some security aspects of the
Russian federal e-voting system. We examine the following
properties.
•

•

Cast as Intended verifiability: The Voter should be
able to verify that their intent was correctly interpreted [27].
Recorded as Cast verifiability: The Voter should be
able to verify that their vote was successfully recorded
without alterations [27].

Universal verifiability: Everyone should be able to
verify that the final tally is correctly calculated from
the published votes [27].
• Eligibility verifiability: The system should ensure that
only eligible voters are allowed to cast a vote. An
adversary should not be able to undetectably add
votes on behalf of the voter who did not actually
vote [27].
• Coercion resistance: The Voter should be able to cast
a vote that reflects their actual choice even in the
presence of a coercer during the voting period [28].
• Receipt-freeness: The Voter should not be able to
produce a proof to a coercer that they voted in a
particular manner [28].
• Vote secrecy: It should be impossible to link the
content of the cast vote to the Voter’s identity [29].
• Fairness: It should be impossible to calculate the
intermediate results of an election before the tallying
phase has ended [29].
• Dispute resolution: If the Voter notices malicious
behavior of the voting system, they should be able
to prove it [27].
Cast as intended verifiability is not satisfied. The Voting
scheme has no mechanism that enables the Voter to verify
that their vote was interpreted correctly after marking
their choice in the digital ballot.
Recorded as cast verifiability is not satisfied. The Voter
can verify that their voting transaction was published into
the Blockchain, but they cannot verify that the vote has
not been altered. The Voter cannot decrypt their voting
transaction from the Blockchain. Only one part of the
secret key is published after tallying phase, therefore it is
not possible to decrypt single votes.
We conclude that the scheme does not provide any form
of individual verifiability. Thus, the Voter is unable to
detect if the integrity of their vote has been violated. If
the Voting Device is dishonest, instead of encrypting the
Voter’s true intent, it may create an encryption of the
vote for any other option from the ballot. The modified
transaction will be then signed and sent to the Vote
Collector. The only thing that can be verified by the Voter
in the protocol is that their voting transaction has not
been dropped during the voting phase.
Universal verifiability is satisfied. The Tallier computes
partial decryptions using their secret key (in HSM) and
generates a proof of decryption correctness that can be
verified by Election Observers. The Organiser’s secret key
share Sorg is published into the Blockchain together with
partial decryptions. Therefore, Election Observers can
verify the correctness of the tally using public information
from the Blockchain. If the Tallier is corrupt by an
adversary, the Tallier is unable to provide valid proof for
the manipulated tally.
Eligibility verifiability is partially satisfied. ESIA system
supports two-factor authentication through SMS-code and
email codes (for those who received citizenship in a
•

simplified manner [19]). If an adversary gets access to
the Voter’s ESIA credentials, they will be able to execute
several attacks.
An adversary can use the Voter’s credentials to log in to
gosuslugi.ru. Next, the adversary adds their phone number
to the account and changes the Voter’s password. The
adversary can register the Voter for e-voting and cast a
vote on behalf of the Voter. This attack remains unnoticed
if the Voter did not have the intention to participate in
elections. An adversary can conduct a similar attack targeting the Voters who received citizenship in a simplified
manner.
According to [19], if the Voter enters an incorrect
authorisation code during the authorisation phase, the
Registrar provides them with a new code (no more than
once a minute). The number of attempts to enter the
code is limited by the end time of the voting phase. The
adversary can get access to the Voter’s account and make
attempts to guess the code every minute until the end
of the elections. The probability of successful attack for
5 digit code is around 3%. However, this attack will be
noticed by the Voter, who has physical access to their
phone.
The Internal Observers can verify the correctness of
the Registrar’s VoterList, by verifying id_tokens issued by
ESIA and commitments on the SNILS codes. Additionally,
the Internal Observers can validate that the number
of votes does not exceed the number of issued blind
signatures. Finally, the Internal Observers can verify blind
signatures from each voting transaction. However, the
Internal Observers are not able to detect whether the
adversary added votes on behalf of the Voters who did
not actually vote.
Coercion-resistance is not satisfied. There are no mechanisms (e.g. re-voting) that protect from coercion. The
Voter can, for example, record a video of the voting process
such that the public key is also captured on this video.
The adversary can later verify if the transaction containing
this public key has been published into the Blockchain.
Receipt-freeness is satisfied. The Voter does not obtain
a receipt that can be used to prove how they voted. The
Voter’s public key is not a receipt as it cannot be used to
show how they voted.
Vote secrecy is satisfied if the Voting Device is not
corrupted by the adversary. If the Voting Device gets
compromised, the Voter’s choice may get leaked to the
adversary and linked to the Voter’s identity. There are
several ways how the adversary can compromise the
Voter’s device described in [30].
Additionally, the Registrar and the Vote Collector
must not collude. During the authorisation phase, the
corrupt Registrar can save the Voter’s IP address and
browser metadata. Later, during the voting phase, the
Vote Collector can also record the same information. As a
result, the Registrar learns the Voter’s identity, IP address,
browser, and device details. The Vote Collector knows the

Voter’s encrypted vote and IP address with metadata.
Comparing this information, they can link an encrypted
vote to the Voter’s identity. However, to be able to decrypt
the individual vote, the adversary would need to also
compromise the Organiser and Decryptor (HSM module).
Fairness is satisfied if the Organiser and Tallier do not
collude to restore the secret key before the voting phase
has ended to decrypt intermediate results.
Dispute resolution is not satisfied as there are no
procedures in place for the Voter to follow if they notice
that the system is misbehaving. If the Voter notices that
their voting transaction is missing from the Blockchain,
they cannot re-vote and they can not prove that the system
misbehaved. The Voter only has their public key which is
not sufficient to prove that the Vote Collector or the Tallier
misbehaved and dropped their voting transaction.
Additionally, we analysed the process of generating and
using the final encryption/decryption key pair. The idea
of creating shares of ElGamal secret key and performing
distributed decryption is not novel, for example, it is used
in the ElectionGuard system [31]. The usual approach
is to select a set of trustees who independently generate
their ElGamal key pairs. Next, the public keys are homomorphically combined to form a single ElGamal public
key which is used to encrypt the votes. In this case, the
secret key that can be used to decrypt the votes is never
reconstructed from the shares. Trustees individually compute their partial decryptions, these partial decryptions
are later combined to form full decryption of the election
results.
However, the approach used in the Russian federal evoting protocol is different. Firstly, the Organiser and
the Decryptor independently generate their ElGamal key
pairs. Next, the Organiser splits their existing secret key
using Shamir Secret Sharing. Finally, the Organiser’s and
the Decryptor’s public keys are combined to form a final
encryption key as shown in (1). In the tallying phase, the
Decryptor performs both partial decryptions using their
secret key and the Organiser’s secret key. Unfortunately,
this approach to the key generation was not thoroughly
explained and justified in the documentation. It remains
unclear, why the Organiser’s secret key share is generated
and then split, instead of generating independent shares
of the key from the beginning.
IV. Conclusions and Future Work
In this work, we have presented an overview of the
Russian federal e-voting system. We based our analysis on the materials published by the Central Election
Commission of Russia. However, this documentation is
incomplete and misleading, making it hard to follow and
analyse. Additionally, we used information published by
the developers of the voting system components, public
presentations, and media articles. As a result, we managed
to compile the workflow of the federal e-voting system and
provide its initial analysis.

We found that the main weakness of the system lies in
the authentication process. The usage of a password-based
authentication system (ESIA) leads to a higher chance of
different attacks. Furthermore, the attack surface increases
as ESIA is used to authenticate users to more than 1000
IT systems [32].
Secondly, the analysis showed that the adversary will
be able to break the vote secrecy of the system by
compromising the Voting Device. Our analysis showed
that the system does not provide individual verifiability.
Therefore, if a corrupted Voting Device alters the vote, it
will remain unnoticed by the Voter.
Additionally, the system uses a non-standard approach
for generating the ElGamal encryption key. In the official
documentation [12], it has not been specified if this
approach is invented by the authors of the e-voting
protocol or based on prior work. The better practice is to
use more established and better understood cryptographic
techniques such as distributed key generation for ElGamal
presented in [31] instead of introducing a new key sharing
technique.
We consider this work as a starting point for future
analysis of the Russian federal e-voting system. Security
analysis of cryptographic primitives, code audit, and
analysis of election statistics remain interesting targets for
future work. The e-voting system used in Moscow featured
a completely different cryptographic protocol, so future
research is needed to study it as well.
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