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ABSTRACT In this article, we propose single-trace side-channel attacks against lattice-based key encapsulation mechanisms (KEMs) that are the third-round candidates of the national institute of standards and
technology (NIST) standardization project. Specifically, we analyze the message encoding operation in the
encapsulation phase of lattice-based KEMs to obtain an ephemeral session key. We conclude that a singletrace leakage implies a whole key recovery: the experimental results realized on a ChipWhisperer UFO
STM32F3 target board achieve a success rate of 100% for CRYSTALS-KYBER and SABER regardless of
an optimization level and those greater than 79% for FrodoKEM. We further demonstrate that the proposed
attack methodologies are not restricted to the above algorithms but are widely applicable to other NIST
post-quantum cryptography (PQC) candidates, including NTRU Prime and NTRU.
INDEX TERMS Key encapsulation mechanism, lattice-based cryptography, message encoding, side-channel
attack, single-trace attack.

I. INTRODUCTION

The key encapsulation mechanism (KEM) is a public-key
cryptosystem aimed at establishing key sharing between two
parties. It is widely adopted in Internet protocols to provide
secure communications. In 1994, Shor [48] proposed an algorithm that effectively defeats the underlying hard problems
of all the widely adopted public-key cryptosystems, such as
RSA, Diffie-Hellman, and ECC, using a quantum computer.
Hence, KEMs become vulnerable once a large-scale quantum
computation is available. Experts estimated that RSA, with
the public-key size of 2000-bit, would become insecure by
2030 [13], [34], [35].
To address this issue, the national institute of standards and
technology (NIST) launched a project to standardize postquantum cryptography (PQC). The third-round candidates
were announced on July 22, 2020, and there were seven finalists and eight alternatives [36]. Accordingly, 15 (when except
alternatives, it is 7) candidates are included in the third-round
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of NIST PQC project, and 9 (when except alternatives, it is
4) of them are KEMs [36].
Lattice-based KEMs [1], [6], [8]–[10], [14], [15], [29]
have attracted increasing attention owing to their balanced
performance in terms of sizes and speed. Lattice-based
KEMs can be categorized into two classes: the schemes that
comply security based on the hardness of some variants
of the learning with errors (LWE) problem [43], and the
schemes based on the NTRU problem [22]. The first class
includes FrodoKEM, CRYSTALS-KYBER, and SABER,
which have its security reduction to the respective variants
of the LWE problem. The second class comprises NTRU
and NTRU Prime which has its strength in sizes. Both
classes have adopted optimization techniques, such as number theoretic transform (NTT) and advanced vector extensions (AVX), achieving relatively low computational costs
among the third-round PQC candidates.
Side-channel attacks (SCAs) [27] allow extracting cryptographic keys using side-channel information, such as power
consumption, electromagnetic radiation, and execution time,
when cryptographic devices are in operation. Power analysis
represents a well-known category of SCAs, including simple
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power analysis (SPA), differential power analysis (DPA), and
template attack [12], [27], [28], [33]. SPA allows recovering secret keys using only one or a few traces obtained
from running cryptographic algorithms. DPA analyzes multiple power consumption traces using statistical methods,
for example, evaluating the correlation between the actual
and hypothetical power models. A template attack is a type
of profiling attack (PA) that implies creating a profile of a
programmable device that is identical to a target device and
exploiting this profile to obtain a secret key. Machine learning
techniques, such as k-means clustering and support vector
machine, are also adopted to improve the performance of
SCAs [7], [21], [24], [31].

A. RELATED WORKS

Lattice-based cryptography is considered to provide quantum resistance; however, its practical implementations still
have vulnerabilities against SCAs. Silverman and Whyte [49]
presented a timing attack against NTRUEncrypt, which was
based on a variation in the number of hash calls in decryption.
Timing leakage information about error-correcting codes in a
decoding algorithm allows extracting an entire secret key of
LAC [16]. Park and Han [38] reported an SPA attack against
the decryption of the ring-LWE encryption scheme performed
on an AVR processor.
DPA attacks on the NTRU implementations were also
discussed [4], [30]. Aysu et al. [5] mounted horizontal DPA
attacks on the hardware implementations of NewHope and
FrodoKEM, extracting secret keys with a success rate of over
99% using a single trace. Bos et al. [11] extended this attack
considering ring-less LWE-based constructions by utilizing
a single-trace template attack and reported the experimental
results for a Frodo key-exchange protocol, which was later
updated to FrodoKEM. More DPA attacks targeting the multiplications of the decryption phase in lattice-based PKE can
be found in [37], [44], [45].
Primas et al. [40] proposed a single-trace template attack
on NTT in the ring-LWE decryption phase, extracting an
entire secret key. Pessl and Primas [39] introduced an
improved single-trace attack on NTT targeting an optimized
constant-time implementation of CRYSTALS-KYBER. Various power analysis attacks were applied to NTRU Prime
[25], including vertical correlation power analysis, horizontal in-depth correlation power analysis, online template attack, and chosen-input SPA. Ravi et al. [41], [42]
proposed chosen-ciphertext attacks (CCAs) on Round5,
LAC, CRYSTALS-KYBER, NewHope, SABER, and
FrodoKEM. They targeted error-correcting codes and message decoding operations in the decapsulation phase to
extract secret keys. One bit (byte) could be recovered using
one chosen-ciphertext; in other words, it employed multiple
chosen-ciphertext to recover a secret key bit-by-bit (byte-bybyte). Amiet et al. [2] recently proposed a single-trace attack
against NewHope, targeting the message encoding operation
in the encapsulation phase.
183176

If an adversary succeeds in obtaining a shared ephemeral
session key by exploiting the vulnerabilities of KEM, it can
eavesdrop all communications encrypted using this key.
While attacking the encapsulation phase of KEM, it is only
possible to use a single trace, as it encrypts a random secret
message every time. Several research works were aimed at
recovering random secret messages using a single trace [2],
[5], [11]; however, the studies based on vulnerabilities of
the message encoding operation in the encapsulation phase
presented limitedly [2].
B. MAIN CONTRIBUTIONS

In this work, we present comprehensive analysis on several
state-of-the-art lattice-based KEMs by focusing on the message encoding operation in the encapsulation phase. The main
contributions of this article can be summarized as follows.
1) Novel single-trace attacks on CRYSTALS-KYBER,
SABER, and FrodoKEM
We introduce single-trace attacks on the message
encoding operation in the encapsulation phase. We target lattice-based KEMs corresponding to the thirdround candidates of the NIST PQC standardization
project and classify the proposed attack methodologies into three types based on the computational characteristics of each algorithm. We present the attack
methodologies and the corresponding experimental
results concerning CRYSTALS-KYBER, SABER,
and FrodoKEM as respective representatives for these
three types. We demonstrate that the proposed attacks
on CRYSTALS-KYBER and SABER can recover an
entire secret message with a success rate of 100% using
only a single trace regardless of an optimization level.
Therefore, we can generate a shared ephemeral session
key using the recovered secret message and public
values. Concerning FrodoKEM, we manage to recover
a secret message with a success rate greater than 79%.
2) Application to the other 3rd round lattice-based
KEMs
We demonstrate how the proposed three types of
single-trace attacks can be applied to other latticebased KEMs considered in the NIST PQC standardization project. As vulnerabilities in Streamlined NTRU
Prime, NTRU LPRime, and NTRU are similar to
those in CRYSTALS-KYBER, the proposed singletrace attack on CRYSTALS-KYBER can be applied
to them. Concerning Streamlined NTRU Prime and
NTRU, they also have vulnerabilities that are similar
to those in SABER. Therefore, it is possible to extract
secret messages by combining the attack methodologies that apply to CRYSTALS-KYBER and SABER.
The obtained experimental results are specific to the implementations of the analyzed algorithms. We utilize reference
codes provided by submitters on the NIST website. All reference codes are based on C language; therefore, we employ
the Hamming weight power consumption model, which is
VOLUME 8, 2020
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generally assumed in software implementations. The experiments are conducted according to the request from NIST to
focus on Cortex-M4 with all options.
Additionally, we recommend the countermeasures that can
be realized to increase the attack complexity. The countermeasure proposed by Amiet et al. [2], combining masking
and shuffling schemes, can be applied not only to NewHope
but also to CRYSTALS-KYBER. We present the modifications of the existing countermeasure [2] so as to make
it applicable to the computational structure of SABER and
FrodoKEM.

attacks to other lattice-based KEMs and recommend countermeasures. We finally outline a conclusion in Section VII.
II. PRELIMINARIES
A. NOTATION
•
•
•

•

C. TECHNICAL OVERVIEW

The proposed attack strategy depends on the presence of an
intermediate value determined by a sensitive bit value in the
targeted reference C implementation. We refer to this intermediate value as a determiner. Accordingly, the number of
cases of the determiner is two. In particular, the determiner
is defined in a context that the difference between the Hamming weights of two determiner values is greater than or
equal to two. Here the Hamming weight is the number of ’1’
bits of the intermediate value stored in a register.
Definition 1: The determiner is an intermediate value
that is defined according to a sensitive bit value, and the
difference between the Hamming weights of the elements of
the determiner domain is greater than or equal to 2. The
cardinal number of the determiner domain is 2.
We introduce the three types of attack methodologies and
show that the experimental results on CRYSTALS-KYBER,
SABER, and FrodoKEM, respectively. The first type
of attack utilizes a determiner and can be applied to
CRYSTALS-KYBER. In this case, a clustering-based attack
is realized due to the significant differences in side-channel
leakage. The second type of attack corresponds to targeting
algorithms that are used to scan one sensitive bit at a time
during encoding operations, and therefore, it can be applied
to SABER. The third type of attack comprises targeting
algorithms that scan multiple sensitive bits at a time during
encoding operations, and accordingly, it can be applied to
FrodoKEM. In the second and third types of attacks, we apply
a machine learning-based PA (ML-based PA) since a determiner does not exist.
As seen from the obtained experimental results, the presence of a determiner introduces a huge security hole, and
therefore, we recommend developers not to use it. Moreover,
the existence of a determiner can serve to select which types
of attack can be attempted, namely, either clustering (if it
exists) or ML-based PA otherwise.
D. ORGANIZATION

The rest of the paper is organized as follows. In Section II,
we briefly describe the theoretical basics of lattice-based
KEMs. We describe the proposed single-trace attack methodologies and the results of the experiments conducted on three
lattice-based KEMs in Section III, Section IV, and Section V.
In Section VI, we discuss the applicability of the proposed
VOLUME 8, 2020
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All logarithms are base 2 unless otherwise indicated.
For a positive integer q, we use Z ∩ (−q/2, q/2] as a
representative of Zq .
We use x ← D to denote sampling x according to
distribution D. It denotes a uniform sampling when D
is a finite set.
For two bitstrings v and w, (v k w) denotes their concatenation.
For an `-bit bitstring b of which the i-th most significant
bit is bi for all 1 ≤ i ≤ `, we denote b = (b` , · · · , b1 )2 .

B. LATTICE-BASED KEY ENCAPSULATION MECHANISM

KEM can be implemented by applying the Fujisaki-Okamoto
generic transformation [18], [23], [47] on a CPA-secure
public key encryption aiming to provide a CCA-security in
a (quantum) random oracle model. Most of the lattice-based
KEMs included in the NIST PQC standardization project
follow this approach, specifically, using the PKE scheme
LPR [32] proposed by Lyubashevsky, Peikert, and Regev,
as their core algorithms. We briefly discuss the LPR encryption and the message encoding algorithms below.
Let n and q be positive integers. Let R be a base ring that
can be represented as
( n−1
)
X
i
ai x : ai ∈ Z, 0 ≤ i ≤ n − 1 ,
i=0

and Rq := R/qR. For example, R can be defined as
Z[x]/hx n + 1i or Z[x]/hx n − x − 1i. Let χs , χr , χe , and χe0
be certain distributions over R such that an element sampled
from any of these distributions has small coefficients as a
polynomial, respectively. Let a message space of the PKE
scheme be 6n of n components.
Then, message encoder encode : 6n → Rq and
decoder decode : Rq → 6n are the functions satisfying
decode(encode(µ) + e mod q) = µ for any ‘sufficiently
small’ e ∈ R.
• KeyGen: Select a uniformly random a ← Rq . Let s ←
χs , and e ← χe . Then, compute b ← −a · s + e mod q.
Output the public key pk = (a, b), and secret key sk =
(s, 1).
• Enc(pk, µ ∈ 6n ): Let r ← χr , and e0 , e1 ← χe0 .
Compute c0 ← r · a + e0 mod q and c1 ← r · b +
encode(µ)+e1 mod q. Output ciphertext ct = (c0 , c1 ).
• Dec(sk, ct): Compute and output µ0 = decode
(hsk, cti mod q).
In the LPR encryption, errors e, e0 , and e1 are sampled
from the discrete Gaussian distributions to be secure under
the ring-LWE assumption. Moreover, a public key pk has the
form of a ring-LWE sample with a secret s and an error e.
Similarly, as pk = (a, b) is close to uniform random (under
183177
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the ring-LWE assumption), encryption of zero forms the two
ring-LWE samples with a secret r. The ring-LWE samples
both in key generation and encryption can be altered with
those of other security assumptions, such as standard LWE,
learning with rounding (LWR), module-LWE, etc.
The lattice-based KEMs that are included in the list of
current NIST PQC candidates and use the LPR encryption as
their core algorithms can be classified according to the security assumptions of LWE, ring-LWE, module-LWE, LWR,
ring-LWR, module-LWR, and integer module-LWR, as stated
in Table 1. They use encoders that send message bits to
the most significant bits of the modulo q space to derive
cryptographically negligible decryption failure rates.
TABLE 1. The LPR-like third-round submissions to the NIST PQC
standardization process. In the fourth column, ‘‘Encoder’’ denotes the
output of the algorithm encode for given µ in the respective plaintext
spaces; q is the ciphertext modulus before applying any compression
techniques; B, and p are integers such that 0 < p , B < log q.

Algorithm 1 Message Encapsulation of CRYSTALS-KYBER
(Refer to [10])
k
Require: Public key pk = (a ∈ Rk×k
q , b ∈ Rq )
k
Ensure: Ciphertext c ∈ Rp × Rt , shared key K ∈ {0, 1}`
1: /*Generate random message*/
2: µ ← {0, 1}`
3: µ ← Hash1(µ)
4: (K̄ , seed) = Hash2(µ k Hash1(pk))
5: /*Encryption*/
6: Sampling r, e1 ∈ Rk×1
q , and e2 ∈ Rq using seed
7: c1 = Compressq,log p (ar + e1 mod q)
8: c2 = Compressq,log t (b| r + e2 + encode(µ) mod q)
9: c = (c1 k c2 )
10: /*Shared key derivation*/
11: K = KDF(K̄ k Hash1(c))
12: Return c, K

III. PROPOSED SINGLE-TRACE ATTACK ON
CRYSTALS-KYBER

In this section, we describe the message encoding operation
of CRYSTALS-KYBER and a corresponding single-trace
attack methodology. Besides, we represent the experimental
results when the algorithm is operating on ARM CortexM4 processors.

Listing. 1. Message Encoding encode(µ) of CRYSTALS-KYBER (in C code).

A. MESSAGE ENCODING IN CRYSTALS-KYBER

CRYSTALS-KYBER is based on a polynomial ring Rq =
Zq [x]/ hx n + 1i of the dimension n = 256 and modulus
q = 3329. For the NIST security level 1, the first component
of a ciphertext is of rank 2 over Rq , i.e., k = 2 in Algorithm 1.
Here, p and t for Compress are set to be 210 and 23 ,
respectively. The bit length ` of message µ and shared key
K is 256. Hash1 and Hash2 are SHA3-256 and SHA3-512,
respectively. KDF is implemented using SHAKE-256.
Compressq,log p (x) and Compressq,log t (x) take an element
x ∈ Zq and output log p- and log t-bit integers, respectively.
Algorithm 1 and Listing 1 illustrate message encapsulation
and message encoding in CRYSTALS-KYBER, respectively.
In Listing 1, byte array msg denotes secret message µ.
B. ATTACK METHODOLOGY

As shown at steps 11 to 12 of Listing 1, a mask value is determined based on a sensitive bit µi value, where message µ =
(µ`−1 , · · · , µ1 , µ0 )2 . The mask value can be whether 0 ×
0000 or 0xffff; therefore, the number of cases of the mask
value is 2. Moreover, the difference of the Hamming weight
between 0 × 0000 and 0xffff is equal to 16. Accordingly,
183178

based on Definition 1, the mask value is defined as a sensitive
bit-dependent determiner. Usually, in software implementations, a power consumption model is based on the Hamming
weight of an intermediate value. Power consumption traces
can be classified into two sets depending on the Hamming
weight of a mask value, as the number of cases of the mask
value is 2. Accordingly, the power consumption property at
steps 11 to 12 of Listing 1 can be categorized as follows.
Property 1: In a software implementation, power consumption is affected by the Hamming weight of an intermediate value. A mask value is a 16-bit integer −µi ; therefore,
when µi = 0, it is equal to 0 × 0000, and power consumption
is proportional to 0. On the contrary, when µi = 1, the mask
value is 0xffff, and power consumption is proportional to
16, corresponding to the Hamming weight of the mask value.
There is a significant difference in performances of analysis depending on the position of an attack. Accordingly,
it is important to find specific points of interest (PoIs). For
each µi , we select the points where the mask value is calculated, stored, and loaded (0 ≤ i < `). We define these
points as PoIs. After selecting PoIs, we classify them into
VOLUME 8, 2020
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Algorithm 2 Single-Trace Attack on Message Encoding in
CRYSTALS-KYBER
Require: A trace T
Ensure: message µ
1: for i = ` − 1 down to 0 do
2:
Select points of interest pi associated with µi
3: end for
4: Classify pi into two groups, G1 and G2 , using the clustering algorithm
5: Calculate the average values E(G1 ) and E(G2 ), respectively, of G1 and G2
6: for i = ` − 1 down to 0 do
7:
if pi ∈ G1 then
{assume that E(G1 ) > E(G2 )}
8:
µi ← 0 {µi = 0 when it follows the Property 1}
9:
else
10:
µi ← 1 {µi = 1 when it follows the Property 1}
11:
end if
12: end for
13: Return (µ`−1 , · · · , µ1 , µ0 )2

two groups using clustering algorithms that aim at partitioning ` elements, i.e., power consumption traces of ` into
k classes of similar elements. Several clustering algorithms
can be applied, such as k-means, fuzzy k-means, mean-shift,
density-based spatial clustering of applications with noise
(DBSCAN), expectation-maximization (EM) using Gaussian
mixture models (GMM), and a hierarchical one [3], [17],
[19], [46]. Using one of these algorithms, it is possible to
classify power consumption traces, which are proportional to
the Hamming weight of a mask value into two groups, G1
and G2 . Here, G1 and G2 denote each clustered group.
As power consumption is affected by the Hamming weight
of intermediate values, the average values of respective
groups G1 and G2 are different. Therefore, if we assume
that the larger is the Hamming weight, the lower is power
consumption, we can distinguish which µi value each group
corresponds based on the average value of the two groups.
This assumption is based on the design of a ChipWhispererLite mainboard, which is used to measure the power consumption of the target board [25]. Accordingly, for example,
the value of µi belonging to G1 is 0 and that belonging to
G2 is 1 when E(G1 ) is larger than E(G2 ), where E(G1 ) and
E(G2 ) are the average values of G1 and G2 , respectively. As a
result, we can recover message µ = (µ`−1 , · · · , µ1 , µ0 )2
and generate secret shared key K . Algorithm 2 describes the
single-trace attack flow.

TABLE 2. Compiler option: optimization level.

STM32F3 target board [26]. Implementations were compiled using gcc-arm-none-eabi-6-2017-q2-update, and we
used compiler options as described in Table 2.
To identify PoIs, we calculated the sum of squared pairwise
t-differences (SOST) [20] of power consumption traces
 E(G ) − E(G ) 2
i
j
k
v
X
u
2 σ (G )2  for i ≥ j,
u
SOST =
j
t σ (Gi ) +
#Gi
#Gj
i,j=1
E(·), σ (·), #, and k denote the mean, standard deviation,
the number of elements, and the number of groups, respectively. We selected the points with high SOST values as PoIs.
It is possible to refer to Appendix A-A to see a more detailed
explanation.
Figure 1 shows the distributions of PoIs of 500 power
consumption traces when the most significant bit µ`−1 is

C. EXPERIMENTAL RESULTS

The obtained experimental results demonstrated that message
µ = (µ`−1 , · · · , µ1 , µ0 )2 could be extracted using only a
single trace. We measured 500 power consumption traces
for different messages at the sampling rate of 29.54 MS/s
when Listing 1 was operating on the ChipWhisperer UFO
VOLUME 8, 2020

FIGURE 1. Distributions of PoIs of message encoding in
CRYSTALS-KYBER (set 0 and set 1 are G1 and G2 , respectively).
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TABLE 3. The Averages and Differences Between Two Sets of Figure 1.

encoded. The distributions are distinctly separated regardless
of an optimization level. As shown in Table 3, when the optimization level is 0, i.e., turn off optimization, the difference
between E(G1 ) and E(G2 ) is the largest one. No error rate
is observed as the distributions of PoIs are clearly distinguished, meaning that it is possible to recover the message
µ = (µ`−1 , · · · , µ1 , µ0 )2 with a success rate of 100% using
Algorithm 2. In this article, we apply the k-means clustering
algorithm, which is the most commonly used. As a result,
we could generate a secret shared key K using the recovered
µ, public key pk, and ciphertext c, as shown in Algorithm 1.
IV. PROPOSED SINGLE-TRACE ATTACK ON SABER

In this section, we describe the message encoding operation
of SABER and a single-trace attack methodology on it.
Besides, we show the experimental results when the algorithm is operating on ARM Cortex-M4 processors.

Algorithm 3 Message Encapsulation of SABER (Refer
to [15])
k
Require: Public key pk = (a ∈ Rk×k
q , b ∈ Rp )
k
Ensure: Ciphertext c ∈ Rp × Rt , shared key K ∈ {0, 1}`
1: /*Generate random message*/
2: µ ← {0, 1}`
3: µ ← Hash1(µ)
4: (K̄ , seed) = Hash2(µ k Hash1(pk))
5: /*Encryption*/
6: Sampling r ∈ Rk×1
using seed
q
7: c1 = Roundingq,p (ar mod q)
8: c2 = Roundingp,t (b| (r mod p) − encode(µ) mod p)
9: c = (c1 k c2 )
10: /*Shared key derivation*/
11: K = KDF(K̄ k c)
12: Return c, K

A. MESSAGE ENCODING IN SABER

SABER is based on a polynomial ring Rq = Zq [x]/ hx n + 1i
of dimension n = 256 and modulus q = 213 . For the NIST
security level 1, the first component of a ciphertext is of
rank 2 over Rq , i.e., k = 2 in Algorithm 3, and moduli
p and t for Rounding are 210 and 23 , respectively. The bit
length ` of message µ and shared key K is 256. Hash1 and
Hash2 are SHA3-256 and SHA3-512, respectively. KDF is
implemented using SHA3-256. Roundingq,p (x) is defined
as rounding from modulus q to modulus p. Roundingp,t (x)
is defined similarly. Algorithm 3 and Listing 2 describe
message encapsulation and message encoding in SABER,
respectively. In Listing 2, byte array message_received is
secret message µ.
B. ATTACK METHODOLOGY

As shown at steps 6 to 12 of Listing 2, there is an identification phase of sensitive bit µi to encode message µ =
(µ`−1 , · · · , µ1 , µ0 )2 . Notably, SABER scans one sensitive
bit at a time during message encoding. Therefore, message[i] = µ`−1−i after steps 6 to 12 of Listing 2, where
0 ≤ i ≤ ` − 1. In other words, each message[i] is 0 or 1.
As the moduli of SABER are equal to the power of 2, steps
15 to 18 of Listing 2 are an operation that shifts each sensitive
bit µi by p − 1 to the left. As a result, message[i] is whether
0 × 0000 or 0 × 0200 after steps 15 to 18 of Listing 2.
The number of cases of each message[i] is two; however,
183180

Listing. 2. Message Encoding encode(µ) of SABER (in C code).

the difference in the Hamming weight between cases of each
message[i] is 1. Accordingly, the determiner does not exist,
and the power consumption property at steps 8 to 14 of
Listing 2 can be categorized as follows.
Property 2: Sensitive bit µi is 0 or 1. Therefore, if µi = 0,
power consumption is proportional to 0 while extracting or
VOLUME 8, 2020
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manipulating a µi value. Similarly, if µi = 1, then power
consumption is proportional to 1.
The power consumption property at steps 15 to 18 of
Listing 2 is the same as that represented at steps 6 to 12 of
Listing 2. Unlike in the case of CRYSTALS-KYBER, the difference between the cases of each message[i] is only 1;
therefore, we apply the ML-based PA. That is, we construct a
template for each µi value in the profiling phase and calculate
a probability that a power consumption trace belongs to each
template in the extraction phase. Thereafter, we find the value
of µi by selecting a template that has the highest probability. The ML-based PA automatically finds and combines
specific PoIs by repeating the learning procedure. Therefore, we divide an attack range into two areas, rather than
selecting specific points; the computational range in which
µi is extracted is defined as the first PoIs; the computational
range in which µi is shifted by p − 1 to the left is defined
as the second PoIs. As a result, we can recover message
µ = (µ`−1 , · · · , µ1 , µ0 )2 and generate secret shared key K .

TABLE 4. Network structure for ML-based PA.

C. EXPERIMENTAL RESULTS

The obtained experimental results indicated that message
µ = (µ`−1 , · · · , µ1 , µ0 )2 could be extracted using only
a single trace. We measured 10,000 power consumption
traces corresponding to different messages at a sampling
rate of 29.54 MS/s when Listing 2 was operating on the
ChipWhisperer UFO STM32F3 target board [26]. Implementations were compiled using gcc-arm-none-eabi-6-2017-q2update, and we used compiler options as described in Table 2.
To identify the presence of leakage based on the value of
sensitive bit µi , we calculated the SOST values of power consumption traces. We divided power consumption traces into
two groups, G1 and G2 , corresponding to µi = 0 and µi = 1,
respectively. It is possible to refer to Appendix A-B for a
more detailed explanation. Figure 2 and Figure 3 illustrate the
distributions of PoIs for 500 power consumption traces when
the most significant bit µ`−1 is encoded. Unlike in Figure 1,
the distributions are overlapped. On average, the SOST values represented in Table 5 and Table 6 were respectively
110 times and 40 times smaller than those reported in Table 3.
Accordingly, it was difficult to perfectly divide them into two
groups using the clustering algorithms.
We constructed a network architecture, as shown
in Table 4, to apply the ML-based PA. Here, x denotes the
number of points of PoIs, and y is the number of classification labels. Power consumption corresponding to Property 2
occurred, and the information from multiple points was automatically combined while training. Therefore, we utilized
three types of labels for training: 1-bit, 2-bit, and 8-bit values.
In other words, we analyzed units of µi , (µi , µi−1 )2 , and
(µi , · · · , µi−7 )2 at once for each type. Accordingly, y was
set equal to 2, 4, and 256 for each label. We evaluated each
ML model using 9-fold cross-validation, dividing the datasets
for training and validation into 8,000 and 1,000 traces,
respectively. After considering each profiling, we conducted
1,000 single-trace attacks. In other words, the number of
VOLUME 8, 2020

FIGURE 2. Distributions of the first PoIs of message encoding in SABER
(set 0 and set 1 are G1 and G2 , respectively).

traces to attack was 1,000, and we demonstrated the average
values of success rates for nine profiled models in Table 4.1
Besides, the experimental results included the average values
of the success rates of attacks for the first eight most significant bits (µ`−1 , · · · , µ`−8 )2 .
1 We considered the generally used parameter sets and narrowed them
by conducted several experiments. We focused on presenting the success
possibility of the proposed ML-based PA using the parameters that resulted
in achieving adequate performance. Finding optimal parameters would be an
important and interesting topic, and we plan to investigate it in future research
work.
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TABLE 5. The averages and differences between two sets of Figure 2.

TABLE 6. The averages and differences between two sets of Figure 3.

of µ = (µ`−1 , · · · , µ1 , µ0 )2 with a 100% success rate
regardless of an optimization level (refer to Figure 9 (b) and
Figure 10 (b) in Appendix A-B). Therefore, we could generate secret shared key K using recovered message µ, public
key pk, and ciphertext c, as shown in Algorithm 3. Whereas,
in the case of using the first PoIs, it was difficult to recover
each 1-bit value of µ with a 100% success rate (refer to
Figure 9 (a) and Figure 10 (a) in Appendix A-B). Accordingly, to identify the 1-bit value µi , we combined the results
of the 1-bit, 2-bit, and 8-bit value analysis, and applied the
majority rule. Consequently, we could discover each 1-bit
value µi with over a 96.71% success rate. Then, we applied
an exhaustive search of candidates to recover secret shared
key K with a complexity 211 (` ∗ 0.04 = 256 ∗ 0.04 ≈ 11).
V. PROPOSED SINGLE-TRACE ATTACK ON FrodoKEM

In this section, we describe the message encoding operation of FrodoKEM and a corresponding single-trace attack
methodology. Besides, we show experimental results when
the algorithm is operating on ARM Cortex-M4 processors.
A. MESSAGE ENCODING OF FrodoKEM

FIGURE 3. Distributions of the second PoIs of message encoding in
SABER (set 0 and set 1 are G1 and G2 , respectively).

On average, the SOST values represented in Table 6 were
2.6 times larger than those provided in Table 5. The reason was that more information was generated at the second PoIs due to the operation that shifted each sensitive
bit µi by p − 1 to the left. Therefore, in the case of using
the second PoIs, it was possible to extract each 1-bit value
183182

FrodoKEM is based on lattices over Zq . For the NIST security level 1, modulus q = 215 and dimension n = 640. The
secret key consists of n̄ = 8 vectors, and parameter m̄ = 8.
The bit length ` of message µ and shared key K is 128.
Hash1 and KDF are SHAKE-128. Algorithm 4 and Listing 3
represent message encapsulation and message encoding in
FrodoKEM, respectively. In Listing 3, in that is 16-bit integer
array is secret message µ.
B. ATTACK METHODOLOGY

As shown at steps 15 to 20 of Listing 3, there was an identification phase of sensitive bits (µi , µi−1 )2 to encode message
VOLUME 8, 2020
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TABLE 7. The success rates of the single-trace attacks on SABER.

Algorithm 4 Message Encapsulation of FrodoKEM (Refer
to [9])
n×n̄
Require: Public key pk = (a ∈ Zn×n
q , b ∈ Zq )
Ensure: Ciphertext c ∈ Zm̄×n
× Zm̄×n̄
, shared key K ∈
q
q
`
{0, 1}
1: /*Generate random message*/
2: µ ← {0, 1}`
3: (seed, K̄ ) = Hash1(Hash1(pk) k µ)
4: /*Encryption*/
5: Sampling r, e1 ∈ Zm̄×n and e2 ∈ Zm̄×n̄ using seed
6: c1 = ra + e1 mod q
7: c2 = rb + e2 + encode(µ) mod q
8: c = (c1 k c2 )
9: /*Shared key derivation*/
10: K = KDF(c k K̄ )
11: Return c, K

Listing. 3. Message Encoding encode(µ) of FrodoKEM (in C code).

µ = (µ`−1 , · · · , µ1 , µ0 )2 . We denote (µi , µi−1 )2 as wvalue.
Notably, FrodoKEM scans two sensitive bits at a time during
message encoding. Therefore, the number of cases of the
VOLUME 8, 2020

extracted sensitive bits wvalue is four. Accordingly, the power
consumption property at steps 15 to 20 of Listing 3 can be
categorized as follows.
Property 3: The wvalue is in {(00)2 , (01)2 , (10)2 , (11)2 }.
Accordingly, if wvalue = (00)2 , power consumption related
to 0 occurs while extracting or saving the wvalue value.
Similarly, if wvalue is non-zero, then power consumption is
proportional to its Hamming weight.
Similarly to SABER, we apply the ML-based PA and
select the computational range, where the wvalue is extracted,
as PoIs. As a result, we can extract message µ =
(µ`−1 , · · · , µ1 , µ0 )2 and generate secret shared key K .
C. EXPERIMENTAL RESULTS

The results of the conducted experiments indicated that message µ = (µ`−1 , · · · , µ1 , µ0 )2 could be recovered using a
single trace. We measured 10,000 power consumption traces
of different messages at a sampling rate of 29.54 MS/s
while Listing 3 was operating on the ChipWhisperer UFO
STM32F3 target board [26]. Implementations were compiled using gcc-arm-none-eabi-6-2017-q2-update, and we
used compiler options as described in Table 2.
To identify the presence of leakage based on the sensitive
bits wvalue, we calculated the SOST value of power consumption traces. We divided power consumption traces into
four groups: G1 , G2 , G3 , and G4 , associated with wvalue =
(00)2 , wvalue = (01)2 , wvalue = (10)2 , and wvalue = (11)2 ,
respectively. It is possible to refer to Appendix A-C for a more
detailed explanation. Figure 4 shows the distributions of PoIs
of 500 power consumption traces when the most significant
consecutive two bits (µ`−1 , µ`−2 )2 are encoded. Four distributions according to the wvalue are overlaped; specifically,
it can be seen that the distributions of G2 and G3 with the
Hamming weight of 1 are almost the same. In case when
the optimization level was 0, i.e., turn off the optimization,
the SOST value was the largest one, as the distributions of
G2 and G3 were distinguishable compared with those of the
other optimization levels.
On average, the SOST values represented in Table 8 were
90 times smaller than those indicated in Table 3 of Section III.
Therefore, we applied the ML-based PA, which was the same
analysis method as described in Section IV, and the labels for
training were defined as 2-bit, 4-bit, and 8-bit values. In other
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TABLE 8. The averages and differences between four sets of Figure 4.

TABLE 9. The success rates of the single-trace attacks on FrodoKEM.

majority rule. Consequently, we could discover the wvalue
with a success rate of over 79.15%. If the optimization level
was 0, the success rate increased to more than 99.77%. In the
case of analyzing the Hamming weight value of wvalue,
the success rate was over 90.57%. Accordingly, secret shared
key K could be recovered by applying an exhaustive search
of candidates.
VI. DISCUSSION
A. APPLICATION TO OTHER 3RD ROUND LATTICE-BASED
KEMs

FIGURE 4. Distributions of PoIs of the message encoding of FrodoKEM
(set 0, set 1, set2, and set3 are G1 , G2 , G3 , and G4 , respectively).

words, we analyzed the units of (µi , µi−1 )2 , (µi , · · · , µi−3 )2 ,
and (µi , · · · , µi−7 )2 at once for each type. Accordingly, y
was set to 4, 16, and 256 for each label. Similarly to the
case using the first PoIs of SABER, it was difficult to
recover each wvalue with a success rate of 100% (refer to
Figure 12 in Appendix A-C). Hence, we combined the results
of the 2-bit, 4-bit, and 8-bit value analysis and applied the
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In this section, we discuss the applicability of the proposed single-trace attacks to NTRU and NTRU Prime.
We demonstrate how the three types of attacks described
in Section III, Section IV, and Section V can be applied
to each scheme. Target operations in message encoding
of the encapsulation phase are described in Appendix B.
There exists a determiner in the operations of NTRU
and NTRU LPRime. The determiner defined in Listing 9
of NTRU LPRime is described as r[i]*q12. Therefore,
it is possible to cluster power consumption traces into two
groups using the single-trace attack methodology that can
be applied to CRYSTALS-KYBER. Clustered groups G1
and G2 represent the sensitive bit µi value. Accordingly,
we can recover message µ using Algorithm 2 and then,
we can generate secret shared key K using recovered µ and
public values.
(
0 × 0000, if µi = 0;
r[i]*q12 =
0 × 0906, if µi = 1.
In the case of NTRU, µi is the sensitive coefficient corresponding to the set {0, 1, 2}. The determiner defined in
VOLUME 8, 2020
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FIGURE 5. Flowchart of our proposed attack.

Listing 7 of NTRU is described as follows.
(
0 × 0000, if µi = 0, 1;
(−(r → coeffs[i]  1)) =
0xffff, if µi = 2.

Listing. 4. Message Encoding with Fisher-Yates Shuffle for NewHope [2].

Therefore, the power consumption traces can be classified
into two groups, G1 and G2 . However, unlike in the previous
schemes, in the case of NTRU, G1 includes both µi = 0
and µi = 1. Therefore, G1 should be divided into two
groups, thereby requiring an additional attack methodology.
The results of step 6 presented in Listing 7,
r → coeffs[i] | ((−(r → coeffs[i]  1))&(NTRU_Q − 1))


0 × 0000, if µi = 0;
= 0 × 0001, if µi = 1;


0 × 03ff, if µi = 2;
can be divided into three groups. Therefore, it is possible to
cluster each µi into three groups by combining the attack
methodologies that are applied to CRYSTALS-KYBER and
SABER.
In Listing 8 of Streamlined NTRU Prime, secret message
µ is f and f [i] belongs to the set {0, 1, −1}. As f is an 8-bit
integer array, f [i] is defined as below.


0 × 00, if µi = 0;
f [i] = 0 × 01, if µi = 1;


0xff, if µi = −1.
Hence, similarly as in NTRU, combining the attack methodologies that are applied to CRYSTALS-KYBER and SABER
is required. Figure 5 shows the proposed attack flowchart.
Remark: We attached experimental results in
Appendix A.
B. COUNTERMEASURES

In this section, we discuss a countermeasure that can be
used to increase the attack complexity, namely, to make an
VOLUME 8, 2020

Listing. 5. Message Encoding with Fisher-Yates Shuffle for SABER.

Listing. 6. Message Encoding with Fisher-Yates Shuffle for FrodoKEM.

attack more difficult. We consider that the masking scheme,
which splits secret message µ into two random messages
µ0 and µ00 [37], is not a perfectly secure countermeasure.
Since it is possible to recover µ0 and µ00 by applying the
proposed single-trace attack twice, we can calculate µ =
µ0 ⊕µ00 . On the other hand, the shuffling scheme can properly
counteract against the proposed attack. Listing 4 proposed
by Amiet et al. [2] corresponds to NewHope; however,
it can also be applied to CRYSTALS-KYBER. By modifying
Listing 4, we construct Listing 5 and Listing 6 for SABER
and FrodoKEM, respectively. Similarly, the shuffling scheme
can be applied to NTRU, Streamlined NTRU Prime, and
NTRU LPRime.
Although the proposed single-trace attacks can still be
applied, however, it is impossible to determine the location of extracted bits as they are encoded in random order.
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FIGURE 6. The power consumption trace of message encoding in CRYSTALS-KYBER (top) and the SOST values between two groups, G1 and G2 , of each
µi (bottom).

FIGURE 7. Power consumption trace of message encoding in SABER when optimization level is 3 (top) and the SOST values between two groups, G1 and
G2 , of each µi (bottom).

FIGURE 8. Power consumption trace of message encoding in SABER when optimization level is s (top) and the SOST values between two groups, G1 and
G2 , of each µi (bottom).

FIGURE 9. Loss (left) and accuracy (right) over the epochs for training and validation (Optimization level 3, SABER, 1-bit µ`−1 value).

Additional attacks on the shuffling scheme are required.
Therefore, as mentioned in [2], by combining the shuffling with masking, it is possible to increase the attack
complexity.
183186

VII. CONCLUSION

In this article, we proposed the three types of singletrace attacks against CRYSTALS-KYBER, SABER, and
FrodoKEM, targeting the message encoding operation of
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FIGURE 10. Loss (left) and accuracy (right) over the epochs for training and validation (Optimization level s, SABER, 1-bit µ`−1 value).

FIGURE 11. Power consumption trace of the message encoding of FrodoKEM (top) and the SOST value between four groups, G1 , G2 , G3 , and G4 , of each
wvalue (bottom).

FIGURE 12. Loss (left) and accuracy (right) over the epochs for training and validation (Optimization level 3 and s, FrodoKEM, 2-bit value).

the encapsulation phase. The observed experimental results
indicated that it was possible to recover entire secret messages with asuccess rate of 100% for CRYSTALS-KYBER
and SABER regardless of an optimization level. The message recovery success rate in FrodoKEM was over 79%.
When the optimization level was 0, the success rate increased
to more than 99.77%. We also demonstrated that the proposed attack methodologies were applicable to other KEMs
including Streamlined NTRU Prime, NTRU LPRime, and
NTRU. Finally, we recommended countermeasures, which
were combining shuffling and masking schemes to increase
the attack complexity.
APPENDIX A
EXPERIMENT RESULTS
A. CRYSTALS-KYBER

Figure 6 shows the SOST values between two groups, G1 and
G2 , of each µi , when the optimization levels were 3 and s,
VOLUME 8, 2020

respectively. They also show that the PoIs are regularly
distributed.
B. SABER

To identity the presence of leakage based on the value of
sensitive bit µi , we calculated the SOST value of power
consumption traces. Figure 7 and Figure 8 show the SOST
values between two groups, G1 and G2 , of each µi , when
the optimization levels were 3 and s, respectively. As shown
in Figure 7 (a), there was no regularity at the first PoIs
when the optimization level was 3. However, when the
optimization level was not 3, points with high SOST values in the first PoIs were regularly distributed as shown
in Figure 8 (a).
Figure 9 and Figure 10 show the ML-based PA results.
In the case of using the second PoIs for profiling 1-bit
value, the validation accuracy was 1 in all the optimization
level. Hence, 1-bit values of µ = (µ`−1 , · · · , µ1 , µ0 )2 were
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FIGURE 13. Distributions according to the Hamming weight (Optimization Level 3).

TABLE 10. The success rates of the single-trace attacks on NTRU LPRime.

TABLE 11. The success rates of the single-trace attacks on
Streamlined NTRU Prime.

recovered with a 100% success rate as shown in Table 7.
Whereas, in the case of using the first PoIs for profiling
1-bit value, the validation accuracy was over 0.95. Thus, 1-bit
values of µ = (µ`−1 , · · · , µ1 , µ0 )2 were recovered with over
a 95% success rate as shown in Table 7.
C. FrodoKEM

To identify the presence of leakage based on the sensitive
wvalue, we calculated the SOST values of power consumption traces. Figure 11 shows the SOST values between four
groups when the optimization levels were 3 and s. As shown
in Figure 11 (a), there was no regularity when the optimization level was 3. However, when the optimization level
was not 3, points with high SOST values were regularly
distributed as shown in Figure 11 (b).
Figure 12 shows the ML-based PA results. For profiling
2-bit value, the validation accuracy was higher than 0.78 and
0.97, when the optimization levels were 3 and s, respectively. Hence, 2-bit values of µ = (µ`−1 , · · · , µ1 , µ0 )2 were
recovered with over 78% and 97% success rates, respectively,
as shown in Table 9.
D. NTRU LPRime

As shown in Figure 13, if the difference of the Hamming
weight between the two values is greater than or equal to six,
it is possible to distinguish two values by visual inspection
in this experiment environment. However, in the case of
NTRU LPRime, the difference of the Hamming weight of
183188

Listing. 7. Message Encoding encode(µ) of NTRU.

the elements of the determiner is 4. Therefore, we applied
the ML-based PA to classify into two groups depending on a
µi value. Table 10 shows experimental results.
E. STREAMLINED NTRU PRIME

In the case of Streamlined NTRU Prime, µi is 0, 1, and 2,
it is represented as (00)2 , (01)2 , and (10)2 , respectively. Thus,
finding µi is the same as finding a 2-bit value. As mentioned
in Section VI-A, it is possible to distinguish µi is 2 or not by
using a clustering algorithm. The success rate was a 100%
regardless of an optimization level. Therefore, classify the
remaining sets, except when µi is 2, as 0 and 1 by applying
the ML-based PA. Table 11 shows experimental results.
F. NTRU

In the case of NTRU, µi is 0, 1, and 2, it is represented as
(00)2 , (01)2 , and (10)2 , respectively. Thus, finding µi is the
VOLUME 8, 2020
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The secret message µ in Listing 7, Listing 8, and Listing 9
are r→coeffs, f, and r, respectively.
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