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Abstract. In recent years, the conventional power grid system has been
streamlined towards Smart grid infrastructure that empowers two-way
communication between the consumers and the utility providers. This
however also makes the grid more susceptible towards faults as well as
physical and cyber attacks. In this work, we propose a Physically Un-
clonable Function (PUF) and Blockchain based detection and preven-
tion mechanism to secure the Smart grid system against such faults and
adversarial threats. In this context, we discuss a recently proposed Ma-
nipulation of demand via IoT (MadIoT) attacks, False Data Injection
Attacks (FDIA) via Smart meters and Electric Fault Attacks (EFA) on
Smart grid which can lead to localized blackout, falsified load forecast-
ing, imbalance in demand-response, generator tripping, frequency insta-
bility and loss of equipment. To detect these threats and to trace back
to the source of such attacks, we inspect the potential of the promis-
ing blockchain technology which gives a mechanism to authenticate and
ensure the integrity of real power consumption information. However,
the blockchain needs to be augmented with a root-of-trust, to bind the
Smart meter with a unique hardware fingerprint. This can be achieved
through Physically Unclonable Functions (PUFs) which is considered
to be an unconventional cryptographic primitive and used for keyless
authentication. The proposed PUF based authentication scheme would
further prevent the system from injection of any false data by an ille-
gitimate Smart meter that aids to false power estimation. The novelty
of the proposed work is to blend these two technologies in developing a
robust and secure framework which detects and prevents all of the above
mentioned security vulnerabilities and can be easily integrated with the
Smart grid infrastructure. Finally an end-to-end demonstration of the
attack has been presented using MATLAB and Power World simulator
and the proposed framework has been prototyped using commercial off-
the-shelf products such as Raspberry Pi and Artix 7 FPGA along with
an in-house blockchain simulator.
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1 Introduction

The rapid changes in consumer participation, urge for improved reliability and
efficiency and incorporation of renewable energy sources have made the moderni-
sation of power grid imperative and accelerated. Since the inception of Smart
grid, the sophisticated control system has been undergoing significant adjust-
ments due to the discovery of several security exploitation. In this work, we
mainly focus on recently proposed three categories of attacks that can pose a
serious threat against the Smart grid system. These attacks are illustrated as
follows:

. MadIoT Attacks: Rapid growth of Internet-of-Things (IoT) devices and its
integration with electrical appliances have opened up a new dimension for the
attackers to affect the transmission as well as cyber plane of the Smart grid with
multitude of penetration techniques. A large-scale compromise of such devices
under Mirai Botnet [1] can elucidate a Distributed Denial of Service (DDoS)
attack. Its impact can be accentuated beyond network infrastructure and can
lead to localised or complete blackout in the Smart grid if not handled carefully.
Soltan et al. proposed a novel attack called Manipulation of demand via IoT
(MadIoT) where the attacker can collude with thousands of high-energy elec-
trical appliances through IoT devices. It can disrupt a black start, significant
drop/rise in the frequency, introduce cascading faults and increase operational
cost. Though there are some power system protections [2] mechanisms such as
automatic disconnection of the generators, under frequency load shedding, over
current protection, over/under voltage protection already present in the frame-
work, it can still lead to partition of a bulk power system and even to localised
blackout. Additionally, this protection mechanisms can not lead to the source of
such Botnet attacks.

. Electric Fault Attacks: Similarly, cascading line failures can spring from the
electric fault attack (EFA) [3] introduced in the transmission line physically by
the adversary. The failure in one network eventuates in the disruption of another
network, which consecutively perturbs the former network. Set-Valued Observers
(SVOs) has been used for distributed fault detection system in the literature.
Silvestre et al. proposed to utilise this technique [4] for both centralized detec-
tion system as well as a fully decentralized system where various detector nodes
are distributed over the network and share a subset of measurements. Several
machine learning (ML) and deep learning (DL) based schemes [5] have been
proposed to provide a reasonable accuracy for detecting electric faults. How-
ever, such schemes work with original voltage/current consumption signals, thus
violating the privacy of the consumers. Keeping this in mind, we address the
issue of developing a detection mechanism for EFA which does not compromise
with the user privacy.

. False Data Injection Attacks: On the other hand, load forecasting [6] is one
of the most important processes for system monitoring and involves an in-depth
analysis of Smart meter measurements and evaluates power system models. Liu
et al. [7] have proposed a new class of attacks, called false data injection attacks
(FDIA), against load forecasting in electric power grids. In such attack, it is
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assumed that the adversary can access the information regarding the system
setup and skillfully modify the Smart meter data to bring out random errors into
specific state variables without being noticed by existing algorithms. Though
several works have been proposed in the literature [8,9] to detect such bad
measurements in the control system, no preventive mechanism has been taken so
far to address this issue. Hence, we try to build up an authentication framework
for the Smart meters to detect falsi ed power pro le information before it gets
inserted in the cyber plane by the adversary.

In this work, we propose an end-to-end architectural solution that blends the
advantages of Physical Unclonable Functions (PUF's) and Blockchain technology
to detect the source of such physical disruption as well as prevent the fraudulent
data entry that can cause wrong decision making in load forecasting. Physically
Unclonable Functions (PUFs) has been proposed as a promising unconventional
cryptographic primitive for certificate-less identity based authentication [10,11].
A silicon PUF is an input-output mapping : f0;1g" ¥ f0;1g™, where the
output m-bit output response words are unambiguously identified by both the
Nn-bit input challenge words, and the unclonable, unpredictable (but repeatable)
instance-specific system behavior. In the context of Smart grid, this tool can
be used to authenticate the Smart meters [12], maintain the integrity of power
profile that is sent by the legitimate Smart meters for the dedicated electrical
appliances and prevent the adversary from injecting falsified data into the con-
trol system. Accountability of nodes also matters when it deals with tracing back
the root cause of grid disruption. The existing grid technologies do not have suf-
ficient security in place to deal with accountability and non-repudiation. Hence
we integrate Smart Grid components with blockchain network. Blockchain is a
distributed ledger or database that maintains a continuously growing chain of
blocks. The chain is ever growing where only new records (blocks) can only be
added, subject to the consensus protocol of the network. Owing to its unique
design, it provides immutability, integrity, transparency and provenance to the
blockchain data. In the state-of-the-art literature, blockchain has been used in
Smart grid application for key management [13], energy trading [14], grid moni-
toring [15], trustworthy data aggregation [16], group signature and covert channel
authorization [17] etc. But to best of our knowledge, no previous work has been
proposed to use this technology to trace back and detect the source of Botnet
attacks or electric fault attacks.

Hence, to summarize our work, we have the following contributions in this paper:

First, we demonstrate an undesirable MADIoT and EFA attack and explain the
intuition behind FDIA attack.

Next, we propose a lightweight countermeasure to integrate PUF based power
profile verification process with the Smart meter setup to prevent the injection
of false data.

We also propose a strategical solution to integrate blockchain network with Non
intrusive Load Monitoring (NILM) process of the Smart grid to trace back to
the physical attack and electrical fault source.
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Fig. 1: Enrolment Phase (Left), Authentication and Key Exchange Phase (Right)
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— Finally a prototype has been implemented to demonstrate the proposed solution.

The rest of the paper is organised as follows. In Sec. 2, we provide a brief in-
troduction of PUF based authentication and key exchange protocol. In Sec. 3,
we demonstrate MadloT attack and EFA. We also sketch the idea behind the
FDIAs. In Sec. 4, we describe the proposed architecture, threat model and pro-
posed scheme for demand modification attack detection and prevention. Finally
we present the experimental results in Sec 5 and conclude our work in Sec. 6.

2 Background: PUF based Authentication and Key
exchange Protocol [12]

Next we briefly describe the PUF based authenticated key exchange protocol [12]
which has been referred in our work. The scheme consists of three parties, cre-
dential generator (CG) which acts as a trusted third party (TTP), server and
the meter. The protocol executes in four phases as mentioned below:

Setup Phase: It is assumed that IBE is an identity-based encryption scheme

and SKE is a symmetric-key encryption scheme. H : T0; 1g

f0; 1g

¥ G be two collision-resistant hash functions where
parameter and G be a group of prime order q. CG sets up its private/public key

pair using IBE scheme as: (msk; mpk)
Enrollment Phase. In this phase, the credential for the meter is generated
by characterising the embedded PUF instance for challenge C and collecting
the response R. Next the secret key Ska is generated by applying R to H.
Next the credentials for the server skiq is generated by using the | BE:KeyGen
applying the msk and the server’s identity id as input. The server then stores
skig in its non-volatile memory (NVM). Finally associations between (id,ska)

and (SKig;C; A) are created using H. It is denoted as

R IBE:SetUp.

1 and

T f0;1g and HO .

is the security

2. These two

entities are encrypted with respective secret keys of meter A and server id using
the encryption scheme of SKE and IBE. The encrypted association data 1
and » along with the challenge are stored in the cloud as
Mutual Authentication. For each authentication request from the meter, the
and a nonce value. The node then characterises its em-

server responds with
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bedded PUF instance with C and generates the response R and re-generates Ska
and 1 as described in enrollment phase. Further it decrypts 1 to retrieve 5.
% ideally should be equal to . Similarly, server also decrypts » to retrieve
% using its secret key SKiq. It also generates » by hashing skiq, C and A. Next

the meter and the server generate:

1=H{( 1jj Sjjnonce); 2 =H{( 1jj %jj (nonce 4 1))
1=H{( i 2dinonce); 2 =H( %jj 2ij(nonce + 1))

Session Key Exchange. Finally, the meter and the server randomly choose X

and y from Zg respectively. They next exchange H” ( 1jj 2)™ and H'( 1jj 2)”.

The final session key is: K = H(H"( 1jj 2)jj(nonce +2)). If ; == 1 and
2 == », then both parties successfully authenticate each other.

3 Attack Demonstration

The main objective of this work is to propose a attack source detection method-
ology for the very popular demand manipulation attacks on Smart grid as dis-
cussed above. But to fully realise the effectivity of the countermeasure, we first
need to recreate the attack scenario. In this section, we have used the concepts
of MadloT and EFA from the state-of-the-art literature, but created our own
construction to replicate it. We also give a basic intuition of how FDI attack
can hamper the system monitoring given the knowledge of the underline system
model.

3.1 MADIoT Demonstration

Smart grid demand-response management systems continuously strive to min-
imize the imbalance of power consumed and power generated, ramping up or
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