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Abstract—Lattice-based cryptography, as an active branch of post-quantum cryptography (PQC), has drawn great attention from
side-channel analysis researchers in recent years. Despite the various side-channel targets examined in previous studies, detail on
revealing the secret-dependent information efficiently is less studied. In this paper, we propose adaptive EM side-channel attacks with
carefully constructed ciphertexts on Kyber, which is a finalist of NIST PQC standardization project. We demonstrate that specially
chosen ciphertexts allow an adversary to modulate the leakage of a target device and enable full key extraction with a small number of
traces through simple power analysis. Compared to prior research, our techniques require fewer traces and avoid building complex
templates. We practically evaluate our methods using both a reference implementation and the ARM-specific implementation in pgm4
library. For the reference implementation, we target the leakage of the output of the inverse NTT computation and recover the full key
with only four traces. For the pgm4 implementation, we develop a message-recovery attack that leads to extraction of the full secret key
with between eight and 960 traces, depending on the compiler optimization level. We discuss the relevance of our findings to other

lattice-based schemes and explore potential countermeasures.

Index Terms—Lattice-based cryptography, Kyber, side-channel analysis, chosen-ciphertext attack.

1 INTRODUCTION

NVENTED in 1970s, Public-Key Cryptography (PKC)

made it possible to establish a shared key between two
parties communicating over a public channel without using
a prior shared secret. Since then, PKC research has resulted
in Public-Key Encryption (PKE), key agreement and digital
signature schemes. The most widely used PKC algorithms
are the RSA and Elliptic Curve Cryptography (ECC). The
security of these two cryptosystems relies on the hardness
of the integer factorization and discrete logarithm problems
respectively. These problems are presumed to be compu-
tationally infeasible to solve using traditional computers.
However, Shor’s algorithm [1] can solve these problems in
polynomial time and thus break the RSA and ECC efficiently
using a large-scale quantum computer. Rapid advancement
in quantum computing in recent years have made the de-
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velopment of small-scale quantum computers possible [2].
Many scientists anticipate that large-scale quantum com-
puters able to break RSA and ECC will be feasible within
the next 20 years [3]. If such quantum computers are ever
built, they will completely destroy the present-day public-
key infrastructure. Hence, we need next-generation PKC
algorithms that cannot be broken by quantum computers.

Post-Quantum Cryptography (PQC) refers to the de-
sign and analysis of cryptographic algorithms based on
computational problems that are presumed to be unsolv-
able using both traditional and quantum computers. De-
pending on the underlying mathematical problem, PQC
schemes can be classified into 5 categories: code-based,
hash-based, lattice-based, multivariate-based and super-
singular isogeny-based. To standardize PQC, the National
Institute of Standards and Technology (NIST) initiated the
PQC standardization in 2017 and called for proposals. The
shortlist of Round 3 in the standardization was announced
in July 2020: 7 finalists were selected from 26 candidates in
Round 2. As one of the finalists, Kyber [4] is regarded as
one of the most promising Key Encapsulation Mechanism
(KEM) schemes [5].

Ongoing mathematical cryptanalysis efforts by the cryp-
tography community have strengthened confidence in the
security of existing PQC candidates. As PQC will be de-
ployed on a wide range of computing platforms, it is ex-
tremely important that the candidates are also scrutinized
for their resistance against physical cryptanalysis, e.g., Side-
Channel Analysis (SCA). In this paper, we analyze a lattice-
based KEM Kyber and propose practical and efficient side-
channel attacks to recover the long-term secret key.
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1.1 Related Work

Chosen-Ciphertext Attack (CCA) on IND-CPA PKE There
have been several Chosen-Ciphertext Attacks [6], [7], [8],
[9], [10] on lattice-based IND-CPA PKE schemes. These
attacks aim to recover the reused or long-term secret key
by exploiting the presence of a plaintext checking oracle [9].
The attacker sends ciphertexts to a decryption algorithm
and queries the oracle to learn if the guesses about the de-
crypted messages are correct. In this attack, the ciphertexts
are crafted in such a way that the responses generated by
the oracle can help the attacker discern the secret key.

Lattice-based IND-CPA schemes can be made secure
against CCA by being transformed into IND-CCA schemes
with the help of a post-quantum variant of the Fujisaki-
Okamoto (FO) transformation [11]. This transformation
performs a re-encryption of the decrypted message and
compares the computed ciphertext with the received ci-
phertext. Due to this matching, any malformed ciphertext
gets detected and thereafter the decrypted message is not
outputted, thus disabling the existence of a theoretical
plaintext checking oracle. All lattice-based schemes that
have proceeded to Round 2 of NIST’s PQC project apply
FO transformation and hence they are not vulnerable to
mathematical secret-key recovery attacks of the above type.
Secret-key Recovery via SCA Although the existing lattice-
based PKC schemes are resistant against known mathe-
matical cryptanalytic attacks, their security against poten-
tial physical cryptanalysis is yet to be studied in depth.
Realistically, lattice-based schemes will be used in many
applications where the biggest threats will appear from in-
vasive or noninvasive side-channel attackers. For example,
D’Anvers et al. [12] demonstrated a long-term key-recovery
attack on the IND-CCA LAC [13] PKE scheme by exploiting
timing leakage from its nonconstant-time decapsulation. In
their attack, carefully constructed ciphertexts were sent to
the decryption of LAC such that, depending on the value
of a targeted secret-coefficient, a nonconstant-time error
correction code was called conditionally to rectify any error
in the decrypted message. Although LAC is resistant against
mathematical CCA, the timing leakage from the decryp-
tion opens a plaintext-checking oracle to an attacker. Ravi
et al. [14] demonstrated a more powerful generic Electro-
Magnetic (EM) side-channel assisted long-term key recovery
attack technique on several lattice-based PKEs and KEMs
(constant-time) that have proceeded to Round 2 of the
standardization. However, a large number of EM traces (i.e.,
sequences of measurements over time of electromagnetic
emanations from the cryptographic equipment) are still
needed for some KEMs, e.g., full key recovery from Ky-
ber512 needs around 7,680 traces [14]. This motivated us to
investigate more efficient and practical side-channel assisted
key-recovery attacks targeting lattice-based schemes.

Other side-channel attacks on lattice-based public-key
cryptosystems include template attack [15], [16] (a kind of
power analysis which matches the templates built by the
statistical information of lots of traces to the actual traces) by
Primas et al. [17] and horizontal Differential Power Analysis
(DPA) attack by Aysu ef al. [18]. Recently, Huang et al. [19]
applied several power analysis methods to recover the pri-
vate key from NTRU-Prime [20]. Most of these attacks target
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primitive computations, such as polynomial multiplications,
where the long-term secret key is used as an operand.
Message Recovery via SCA Another set of side-channel
assisted attacks target message recovery from lattice-based
PKEs or KEMs. Such attacks could potentially be used
to perform session-key recovery. Amiet et al. [21] demon-
strated a message-recovery attack based on leakage from
the encoding function of a reference implementation of
NewHope [22]. Ravi et al. [23] proposed methods to per-
form message recovery from vulnerabilities in the message
decoding procedure of several lattice-based schemes. Their
attack can be turned into a single-trace message-recovery at-
tack if a large number of traces can be collected to build side-
channel templates. However, apart from the fact that tem-
plate attacks require access to a profiling device (identical
to the target device) and that a large profiling trace set has
to be recorded, they also frequently suffer from problems
around “portability” of templates: small differences due to
e.g., manufacturing tolerances or environmental factors can
cause reductions in the ability of template attacks to recover
correct values [24]. Substantial efforts are thus often needed
to correct these problems [25].

All these attacks show that there are many vulnerabilities
in lattice-based PKC schemes, and furthermore they give a
strong indication that more potential vulnerabilities are yet
to be discovered. Hence, we believe that further study is
essential in this area to discover more vulnerabilities such
that necessary countermeasures can be developed to make
lattice-based PKC secure for real-world deployment.
Problem Although many potential targets within lattice-
based KEMs have been identified in previous studies, there
is little detailed research on how to efficiently reveal the
secret-dependent information. In this paper, we aim to in-
vestigate whether EM side-channel attacks with few mea-
surements can be used to efficiently extract the long-term
secret key from the lattice-based KEM Kyber. In particular,
we consider the question whether attacks can be improved
or enabled by choosing appropriate ciphertexts.

1.2 Contributions

In this paper, we present practical side-channel assisted
Chosen-Ciphertext Attacks on IND-CCA Kyber KEM. We
utilize chosen ciphertexts to reveal the data dependence
between secret information and side-channel leakage, then
recover the secret key with a small number of traces (be-
tween four and 960). We focus on Simple Power Analysis
(SPA) [26]-like methods that avoid the need for constructing
typical complex templates, thus preventing the associated
portability issues. In particular, we propose the following:

1) We show how to construct special ciphertexts such
that we can modulate side-channel leakage from the
device under test and efficiently classify a targeted secret
coefficient using an adaptive strategy within a small
number of traces.

2) We experimentally validate the attack techniques, first
targetting the PQClean reference C implementation of
Kyber. We observe that several functions leak secret-
dependent information through EM emanation. Using
only four specially crafted ciphertexts, we can recover
the entire secret key through SPA.
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3) We then target the ARM-specific implementation of
Kyber from the pgm4 library, which does not expose the
same strong leakage as the reference implementation.
However, we find that the decrypted message can be
recovered from a small number of traces with SPA. We
show how message recovery, together with specifically
chosen ciphertexts, can be used to fully recover the
secret key. Depending on the compiler optimization
level, this attack can recover the full long-term secret
key with between 8 (-00) and 960 traces (-03).

Finally, we also discuss countermeasures, such as dis-
carding ciphertexts with a special structure or low entropy,
which could possibly provide indication of an attack.

All the experiments for the reference implementation
and ARM-specific implementation of Kyber used the pgm4
library commits ¢32bcdO and 84c5F91 respectively. We
provide our datasets and code under the following links:
https:/ /dx.doi.org/10.21227 / qbxp-ze66, https:/ /mega.nz/
folder/MkRzwSTY#2LB6tjudCQBExGp4L3ussg

1.3 Organization

The remainder of this paper is organized as follows. In
Section 2, we introduce our notation and the mathematical
background. In Section 3, we present our chosen-ciphertext
SPA on a “clean” reference implementation of Kyber, while
in Section 4 we focus on attacks on highly optimized ARM
implementations. We conclude in Section 5, discussing ex-
tension and potential countermeasures.

2 PRELIMINARIES

In this section we briefly describe mathematical background
and define notations necessary to understand this paper.

2.1 Notations

Let g be a prime and Z; be the ring of integers mod-
ulo (. Centered modular reduction is represented as r’ =
rmod qwherer' 2[ (0 1)=2; (@ 1)=2]. Whereas, the
modular reduction r' = r mod*q means r’ 2 [0;q 1]
We define the ring of polynomials Rq = Zg[X]=hxN + 1i,
for some integer N, typically a power of two. Thus the
polynomials have N coefficients where each coefficient is
modulo g. Similarly, Rg I denotes the ring of k  |-matrices
over any ring Ry. A one-dimensional matrix is called a
vector. The transpose of a vector or a matrix is represented
using the superscript ' . A single polynomial is represented
using a normal-font lowercase letter (such as a), a vector
of polynomials is represented using a bold-font lowercase
letter (such as @), and a matrix of polynomials is represented
using a bold-font capital letter (such as A). Multiplication
in any ring is denoted using operator whereas point-wise
multiplication is denoted using operator. For a polynomial
a, the i-th coefficient is represented as af[i], and the i-
th component of a vector is denoted as aj. The Number
Theoretic Transform (NTT) of any element a is represented
as & For an element X 2 Q, we use 0XC to present the
closest integer to X; the fractional part of X is rounded up.
The uniform distribution is denoted as U, and a centered
binomial distribution with parameter is denoted as

We use the notations a U (or ) to denote that the
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coefficients of a are randomly sampled from U (or ). For
side-channel measurements (“traces”), we refer to a single
trace i as pj (t), where t is discretized time in sample points.

2.2 Module Learning with Errors Problem

The Learning with Errors (LWE) problem, introduced by
Regev [27] in 2005, is a mathematical problem that has
been used as a foundation for a large number of lattice-
based cryptosystems. The LWE problem is presumed to be
computationally infeasible to solve for both classical and
quantum computers. An LWE distribution consists of tuples
of the form

ab=a' s+e 22z8 1 Zg (1)
where the secret vector S (Zg 1) is fixed for all
samples, uniformly randoma U (Z'& 1) is fresh, and error
e (24) is also fresh. The decisional LWE problem states
that it is computationally infeasible to distinguish uniformly
random samples (a; U) U(Z'g 1 Z4) from the LWE
samples in (1). The search LWE problem asks to compute
the secret s with given several LWE samples.

A module version of the LWE problem, known as the
Module Learning with Errors (MLWE), uses the polynomial
ring Ry instead of the integer ring Zy. Thus, an MLWE
distribution consists of tuples of the form

ab=a" s+e 2RE' Ry )
where a is a vector of randomly generated polynomials
in Rq, S is a secret vector of polynomials in Rq of which
the coefficients are sampled from , and e is an error
polynomial whose coefficients are sampled from . The
decision and search LWE problem over standard lattices can
be extended to the decision and search MLWE problem over
module lattices. Module lattices have been used to construct
flexible and secure PKEs and KEMs such as Kyber [28],
Saber [29] and a signature scheme Dilithium [30]. Since we
conduct SCAs on Kyber, in the following subsection, we
briefly describe the Kyber KEM algorithm.

2.3 Kyber

Kyber [4] is an MLWE-based IND-CCA KEM that has pro-
ceeded to the third round of the NIST’s PQC standardiza-
tion project. It comes with three variants namely Kyber512,
Kyber768 and Kyber1024 targeting security levels similar to
AES-128, AES-192 and AES-256 respectively. The variants
perform arithmetic operations in a fixed polynomial ring
Rq = Zq=(x?*® + 1) where q = 3329 is a prime; they
use the module dimensions K = 2, 3 and 4 to achieve the
three security levels. Additionally, the variants use the same
binomial distributions with parameter = 2. In this section
we briefly describe the algorithms that are at the core of
Kyber. For a full description of Kyber, readers are referred
to the original specification of Kyber [28].

The IND-CCA Kyber KEM is based on the IND-CPA Ky-
ber PKE with the application of a post-quantum variant of
the FO transformation [11]. Simplified versions of the IND-
CPA encryption and decryption algorithms are presented
in Alg. 1 and Alg. 2 respectively. The encryption operation
takes a public key pk, a binary message m, and a random
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Algorithm 1 Kyber:CPAPKE :Enc (pk ; m; r) [28]
1 AT = XOF( seedh) 2RE * /* pk = (seed k £)*/
2 r (RE Lr)
3 e (R 5in)ie
. k 1
4 f=NTT(r)2Ry
5
6

(Rq; r

tu=NTT ' AT f +e2RK?
cv=NTT 1 7
+ e 2Ry
: & = Encodey, Compress (u; du)
8: c; = Encodey, Compressg, (v; d,)
I*k=2,dy, =10 and d, = 3 for Kyber512*/
9:return c=(c k)

f + Decompress, (Decode (m); 1)

~

Algorithm 2 Kyber:CPAPKE :Dec (sk; c) [28]
1: u = Decompress, (Decodey, (c1))
2: v = Decompresg, (Decode, (c2))
3: § = Decode (sk)
4:m =
Encode Compresg v
5: return m

NTT 1 & NTT(u) ;1

Algorithm 3 Kyber:CCAKEM :Enc (pk) [28]
1m U (fo; 1g%%)
2m=H(m)
3 K;r =G(mkH(pk))

4: ¢ = Kyber :CPAPKE :Enc (pk; m; r)

5

6

: K =KDF K kH(c)
s return (c; K)

Algorithm 4 Kyber:CCAKEM :Dec (C; skxem) [28]
- m®= Kyber :CPAPKE :Dec (sk; ¢)
K% r0 :=G(m°k H(pk))
. ¥ = Kyber :CPAPKE :Enc (pk; m% r9
- if c= Pthen
return K =KDF K9k H(c)
else
return K = KDF( z k H(c)) /* z is pseudorandom */
- end if

[y

R

coin r as inputs. The public key is a concatenation of a
random seed seed , and a vector f of polynomials. In line 1
of Alg. 1, the random seed is expanded using an Extendable
Output Function (XOF) to generate the matrix A directly in
the NTT domain. Next, two vectors of polynomials r and e;
are sampled from a centered binomial distribution , and
in line 4 the NTT of r is computed. Since both AT and r
are in the NTT domain, the matrix-vector multiplication in
line 5 is a coef cient-wise operation. Thereafter, an inverse
NTT is required before the error vector e; is added to the
result of matrix-vector multiplication. In line 6, the binary
message string is encoded into a message polynomial and
then added to the result of polynomial-vector multiplication
t r (efciently computed using NTT) along with an error
polynomial e,. Finally, the ciphertext consists of two com-
ponents ¢; and ¢, that are derived from u and v.

The IND-CPA decryption (Alg. 2) receives a ciphertext
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¢ and the secret key. u and v are computed from ¢; and
C» respectively. In line 4, the secret polynomial-vector is
multiplied by the polynomial-vector u and the result is
eventually brought back to the time-domain by performing
inverse NTT. Finally, the message, which is a binary string,
is recovered by performing coef cient-wise compression
and encoding.

The IND-CPA encryption and decryption algorithms are
developed into IND-CCA encapsulation and decapsulation
with the application of a post-quantum variant of the FO
transformation in Alg. 3 and Alg. 4 respectively. The FO
transformation steps use two hash functions G and H and a
Key Derivation Function (KDF). The encapsulation returns
an IND-CCA ciphertext cand a session keyK .

The decapsulation takes a ciphertext ¢ and the KEM
secret key skxem (Skxem = (sk k pk k H(pk) k z)) as inputs.
The IND-CPA decryption is used to obtain the decrypted
messagem®. Next, the decrypted message is re-encrypted
using the public key pk and the re-encrypted ciphertext is c”.
Now, the received ciphertext ¢ and re-encrypted ciphertext
c® are compared to detect a CCA. If the received ciphertext
is genuine, then a session keyK is returned from the KDF.
Otherwise, a pseudorandom string is returned.

2.4 Adversary Model

The function of a KEM is to negotiate a shared session key
between two parties that can be used for future symmetric
encryption. The secret key used for decapsulation is usually
stored locally. Once the long-term secret key is leaked, the
entity is at risk of being impersonated, and con dentiality
is lost as well.

The attack target is the core secret keys in the decryption
phase during decapsulation. Note that the coef cients of
polynomials in s are sampled from a binomial distribution
and their values range from  2to 2 only.

For all the attacks, we assume an adversary who can:

1) Collect a number of EM traces during the decapsulation
from the target device;

2) Locate the sub-trace related to secret-dependent target
operation?;

3) Forge the ciphertexts (by only running lines 7-8 in
Alg. 1) and repeatedly request decapsulation of arbi-
trary malicious ciphertext c;

4) Use an adaptive strategy [31], [32] to choose ciphertexts
according to previous response (i.e., EM trace) from the
target device.

The speci c target operations are shown in Fig. 1.

2.5 Experimental Setup

For all subsequent experiments, we compiled and ran the
pgm4 target implementations on an STM32F407G discov-
ery development board. The STM32 chip runs at a clock
frequency of 168 MHz. We use a PicoScope 6404C digital
oscilloscope with a Langer RF-U 5-2 H- eld probe to record

EM traces at a xed position over the Microcontroller (  C)

1. In order to simplify the process of nding the relevant sub-
trace, we set the trigger signal in the source code of target operation
beforehand and connected the signal to the oscilloscope through the
device's GPIO pin. The attacker could also use other triggers such as
EM patterns or timing.






