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Abstract

Pointcheval-Sanders (PS) signatures [PS16] are well-studied in the literature and
have found use within e.g. threshold credential schemes [SAB+19] and redactable
anonymous credential schemes [San19]. The present work leverages a mapping between
PS signatures and a related class of polynomial-based signatures to construct multiple
new signature/credential schemes. Specifically, new protocols for multi-message signa-
tures, sequential aggregate signatures, signatures for message commitments, redactable
signatures, and unlinkable redactable signatures are presented. A redactable anony-
mous credential scheme is also constructed. All original protocols employ constant-
sized secret keys rather than linear-sized (in the number of messages/attributes).
Security properties of the new protocols are analysed and a general discussion of
security properties for both PS signatures and the new schemes is provided.
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1 Introduction

Digital signatures [DH76] are a widely deployed cryptographic primitive and many variant
schemes exist in the literature. The birth of pairing-based cryptography [Jou00, BF01], in
particular, has seen the emergence of many new protocols (e.g. [BLS01, BBS04, CL04, Gro15,
Gha16, LMPY16]). Among these new constructs, multi-message Camenisch-Lysyanskaya
(CL) signatures are well-studied due to their utility within larger protocols [CL04]. For
example, CL signatures have been leveraged within aggregate signature schemes [LLY13],
group signature schemes [BCN+10], direct anonymous attestation schemes [CPS10, BFG+13,
DLST14], and an e-cash protocol [CPST15].

Drawing inspiration from CL signatures, Pointcheval and Sanders (PS) constructed a
related pairing-based multi-message digital signature scheme that achieved similar func-
tionalities but availed some efficiencies [PS16]. Pointcheval and Sanders’ insight was that
many protocols employing CL signatures required type-3 pairings, yet CL signatures were
designed for type-1 pairings [PS16].1 This mismatch permitted efficiency gains by leveraging
the properties of type-3 pairings, which do not admit an efficiently computable isomorphism
between G1 and G2 [GPS08]. Hence, PS generated efficiencies by separating the signature
space (G1) from the public key space (G2), since elements of the latter could not be used
to forge elements of the former. Multi-message PS signatures require two G1 elements for q
messages (i.e., independent of q), compared to 1 + 2q G1 elements for CL signatures [CL04].
Thus, PS signatures are a variant of CL signatures with purpose-built design features that
leverage the properties of type-3 pairings. Accordingly, PS signatures can serve as plug-in
replacements for CL signatures in applications employing type-3 pairings, since they offer
similar functionalities but achieve some efficiencies [PS16]. One drawback of both CL and
PS signatures, however, is that security is proven in the generic group model [Nec94, Sho97],
which is a stronger assumption than the standard model [Fis00, KM07]. Nonetheless, con-
sistent with other works [BB08, AGHO11], this approach permits more efficient constructs.

More generally, signature schemes come in many distinct flavours, each offering users
and verifiers different functionalities and guarantees. For example, multi-message digital
signatures allow a single signer to generate a single signature for a set of messages [CL04,
PS16]. This differs from sequentially aggregated signatures, which permit a set of signers to
sequentially add signatures over independent messages, generating a single signature for mul-
tiple messages under multiple signers [LMRS04]. Similar to blind signatures [Cha83, PS00],
signatures for message commitments avail a degree of privacy by allowing signature-users
to obtain a signature over a commitment to the underlying messages/attributes [ASM06,
BFPV11]. Conversely, redactable signatures provide users with optionality to selectively
disclose only a subset of the messages when revealing a signature/credential to a veri-
fier [HHH+08, NTKK09, BBD+10]. Consequently redactable signatures provide additional
privacy guarantees against malicious verifiers [HHH+08]. Taking this notion further, unlink-
able redactable signatures allow users to obtain multiple distinct signatures for the same set
of (selectively disclosed) messages. This optionality inhibits the ability of malicious entities

1Recall that a bilinear pairing is a mapping involving three groups, e : G1 × G2 → GT , where G1 = G2

(G1 6= G2) for a type-1 (type-3) pairing [GPS08].
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to gather additional information across multiple reveals of a signature [CL01], and is well-
suited for use in redactable anonymous credential schemes [CL01, CDHK15, FHS19] (for
early work on anonymous credentials, see Chaum’s paper [Cha85]). Pointcheval-Sanders
signatures can be generalised to realise variants of each of the above categories of signature
schemes [PS16, San19]. Given this utility, PS signatures have found use in, e.g., a threshold
credential issuance protocol [SAB+19] and an anonymous credential scheme [San19].

The present work investigates a class of digital signature protocols that offer similar
functionalities to PS and CL signatures. More precisely, a mapping between PS signatures
and a class of related polynomial-based signatures is described. Leveraging this mapping,
multiple new signature schemes are identified and constructed. New protocols for multi-
message signatures [CL04, PS16], sequential aggregate signatures [LMRS04], signatures
for message commitments [ASM06], redactable signatures [BBD+10, HHH+08, NTKK09],
and unlinkable redactable signatures [CL01] are presented. A new redactable anonymous
credential scheme [CL01, CDHK15, FHS19] is also constructed. The new signature schemes
achieve the same functionality as their PS-based counterparts but employ shorter secret keys.
Security properties of both the new protocols and PS signatures are discussed in detail. More
explicitly, the present paper contains the following contributions:

• New security proofs and discussion of security properties for multi-message PS signa-
tures, including generalised PS security assumptions.

• A new polynomial-based multi-message digital signature protocol.

• Two new multi-message sequential aggregate signature schemes. The first scheme
generalises the sequential aggregate signature scheme introduced by PS [PS16]; the
second leverages the new polynomial-based signatures.

• New polynomial-based protocols for (i) signatures over message commitments, (ii)
redactable signatures and (iii) unlinkable redactable signatures.

• A polynomial-based redactable anonymous credential scheme.

• Security assumptions and detailed security proofs for all new constructs.

• Discussion of relationships among the various signature schemes.

Signature protocols introduced in this work were also leveraged in recently-proposed switched
threshold signature schemes, which also used a secret sharing protocol with polynomially-
related shares [McD20].

The layout of this paper is as follows. Section 2 introduces relevant preliminary concepts
and terminology. Single-message PS signatures are described in Section 3 - the discussion
here is elementary but provides context for subsequent sections. Sections 4 through 8 each
introduce original signature schemes and provide relevant security proofs. A new anonymous
credential scheme with selective disclosure is presented in Section 9. The paper concludes
in Section 10. Each section aims to be largely self-contained so readers may freely jump to
particular sections of interest. The main exceptions being that (i) some security proofs
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use reductions involving earlier-described constructs; (ii) the presentation of unlinkable
redactable signatures (Section 8) draws on definitions relating to redactable signatures
(Section 7); and (iii) discussion of relationships among signature schemes necessarily draws
on content from multiple sections.

2 Preliminaries

The signature schemes described in this work use bilinear groups with a type-3 pairing
function. Let G1, G2, and GT denote cyclic groups of prime order p, which are related by
an efficiently computable bilinear map (i.e. pairing) e : G1 × G2 → GT , with the following
properties:

• For generators g1,2 ∈ G1,2, the mapping e gives e(g1, g2) 6= 1GT , and e(g1, g2) is a
generator of GT .

• For all g1,2 ∈ G1,2, and a, b ∈ Fp, one has e(ga1 , g
b
2) = e(g1, g2)ab.

For type-3 pairings, one has G1 6= G2 and no efficiently computable homomorphism between
G1 and G2 exists [GPS08]. In general, type-3 pairings are compatible with the “XDH
assumption” [Sco02, BBS04, GR04], meaning the Decisional Diffie-Hellman (DDH) assump-
tion may hold in G1 or G2. The DDH assumption posits that, given (g, gα, gβ, gγ) ∈ G4, for
α, β, γ ∈ Fp and some group G, no adversary can efficiently distinguish between γ = α · β
and γ

R←− Fp. The discrete log (DL) assumption posits that, given (g, gβ) ∈ G2, no adversary
can efficiently output β. The notation a ∈ [n] is used below to denote a ∈ {1, 2, . . . , n}.
Also, poly(λ) refers to a polynomial function (here of the security parameter λ).

A digital signature scheme is described by the following four algorithms:

• DS.Setup(1λ): On input a security parameter λ, outputs the public parameters pp.

• DS.Keygen(pp): Takes the public parameters pp as input and outputs a key pair (sk, pk),
comprised of a secret key sk and a public key pk.

• DS.Sign(pp, sk,m): On input a secret key sk and message m, outputs a signature σ.

• DS.Verify(pp, pk,m, σ): On input a message m, a signature σ and a public key pk,
outputs accept (reject) if σ is a valid (invalid) signature on m under pk.

Hereafter, the dependence on the public parameters pp is suppressed if an algorithm takes
a secret key or public key as input (i.e. the key is assumed to include a description of the
public parameters). Security properties are defined with respect to the generic bilinear group
model and the public parameters pp describe a generic bilinear group with type-3 pairing.

Pointcheval-Sanders signatures utilise bilinear groups with a type-3 pairing function.
In their original work [PS16], PS defined protocols in which the verifier performed work
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in G2 (i.e. G2 is the public key group), whereas the signer worked in G1 (i.e. G1 is the
signature group). For type-3 pairings, G2 computations are generally more expensive than
G1 computations. Thus, PS’ definitions minimise the signer’s work at the cost of increased
verifier complexity [PS16]. However, if minimising verifier complexity is a priority for a
particular use case, e.g. on a blockchain, one can switch the roles of G1 and G2, placing
the public key in G1, and generating signatures in G2. This switch increases the signer’s
work (signatures are now computed in G2) but reduces verifier work (verifiers now work in
G1). Following PS, most of new schemes presented in this work are defined with signature
elements in G1 and public key elements in G2. In all cases, however, one can switch the roles
of G1 and G2 to obtain identical signature schemes with reduced verifier complexity.

3 Single-Message Signature Schemes

Pointcheval and Sanders proposed a single-message signature scheme defined by the following
algorithms [PS16]:

• PS.Setup(1λ): On input a security parameter λ, outputs the public parameters pp =
(p,Fp,G1,G2,GT , e), where e is a type-3 pairing.

• PS.Keygen(pp): Randomly selects a generator g̃
R←− G∗2, and (x, y1)

R←− (F∗p)2, computes

(X̃, Ỹ1) = (g̃x, g̃y1), and sets sk = (x, y1) and pk = (g̃, X̃, Ỹ1).

• PS.Sign(sk,m): Parses sk as (x, y1), randomly selects a generator h
R←− G∗1, and outputs

a signature σ = (h, hx+my1) for message m.

• PS.Verify(pk,m, σ): Parses σ as (σ1, σ2), checks that σ1 6= 1G1 , and executes the
verification check:

e(σ1, X̃ · Ỹ m
1 ) = e(σ2, g̃). (1)

If both checks pass, outputs accept, otherwise reject.

Notice that the signer works in G1, while the verifier works in G2 (to construct X̃ · Ỹ m
1 ).

Verification costs two pairing calculations, independent of whether signatures appear in G1

or G2.

As discussed below, PS generalised this single-message signature scheme to obtain a multi-
message signature scheme [PS16]. Before discussing this generalisation, consider a signature
scheme in which multiple messages are encoded using a polynomial in the exponent, e.g.,∑

imiy
i, for a random field element y (as detailed in Section 4). In the “single-message limit”

of this scheme, namely
∑

imiy
i → m1y

1 ≡ my, the algorithms for this “polynomial-based”
single-message signature scheme are defined as follows:

• PolySig.Setup(1λ): Given a security parameter λ, outputs the public parameters pp =
(p,Fp,G1,G2,GT , e), where e is a type-3 pairing.
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• PolySig.Keygen(pp): Randomly selects a generator g̃
R←− G∗2, and (x, y)

R←− (F∗p)2.

Computes (X̃, Ỹ ) = (g̃x, g̃y), and sets sk = (x, y) and pk = (g̃, X̃, Ỹ ).

• PolySig.Sign(sk,m): Parses sk as (x, y), randomly selects a group generator h
R←− G∗1,

and outputs the signature σ = (h, hx+my) for message m.

• PolySig.Verify(pk,m, σ): Parses σ as (σ1, σ2), checks that σ1 6= 1G1 and tests whether
e(σ1, X̃ · Ỹ m) = e(σ2, g̃). If both checks pass, outputs accept, otherwise reject.

Clearly, for a single message, signature scheme PS and this “polynomial” signature scheme
are identical. Thus, there exists a (trivial) mapping φ between the two schemes:

φ : PS→ PolySig, with φ−1 : PolySig→ PS, (2)

such that φ(y1) = φ(φ−1(y)) = y. Equivalently, one can say that an interchange symmetry
exists between the two schemes, PS ↔ PolySig, defined by the interchange y1 ↔ y. The
equivalence of these schemes is unsurprising; for a single message m, PS may be interpreted
as an encoding of m using a degree one polynomial in the variable y1 (with x considered
constant). This equivalence between PS and PolySig renders the distinct labels redundant.
The label SM is henceforth used to collectively refer these (identical) single-message signature
schemes. For completeness, scheme SM is defined by the following algorithms:

• SM.Setup(1λ): On input a security parameter λ, outputs the public parameters pp =
(p,Fp,G1,G2,GT , e), for a type-3 pairing e.

• SM.Keygen(pp): Randomly selects a generator g̃
R←− G2. and (x, y)

R←− (F∗p)2. Computes

(X̃, Ỹ ) = (g̃x, g̃y), and sets sk = (x, y) and pk = (g̃, X̃, Ỹ ).

• SM.Sign(sk,m): Parses sk as (x, y), randomly selects a generator h
R←− G∗1, and outputs

the signature σ = (h, hx+my).

• SM.Verify(pk,m, σ): Parses σ as (σ1, σ2), checks that σ1 6= 1G1 and:

e(σ1, X̃ · Ỹ m) = e(σ2, g̃). (3)

If both checks pass, output accept, otherwise reject.

Though obvious, explicating this basic equivalence between the single-message schemes PS
and PolySig provides context for the multi-message generalisations that follow.

3.1 Security Notions

The standard signature security notion of existential unforgeability under chosen message at-
tacks (EUF-CMA) [GMR87] requires that no probabilistic polynomial time (PPT) adversary
A can win the following game, except with negligible probability:
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• EUF-CMA SM Security Game

– Challenger C executes SM.Setup and SM.Keygen, and provides public parameters
pp and public key pk∗ to adversary A.

– A may adaptively request signatures on at most Q messages, {mκ}κ∈[Q]. For each
query, challenger C returns σκ ← SM.Sign(sk,mκ) (i.e. equivalently, the challenger
provides access to a signing oracle OSM).

– Eventually, A outputs a pair (m∗, σ∗), and wins the game if m∗ 6∈ {mκ}κ∈[Q], and
SM.Verify(pk,m∗, σ∗) = accept.

Inspired by the LRSW assumption [LRSW00], Pointcheval and Sanders defined the following
security assumptions [PS16]:

Definition 3.1. PS Assumption One (1-PS). Let pp = (p,Fp,G1,G2,GT , e) define a type-3

bilinear group, with generators (g, g̃) ∈ G∗1 × G∗2. For random field elements x, y
R←− F∗p, let

X̃ = g̃x, Ỹ = g̃y. Define oracle OPS(m), which takes as input m ∈ Fp, chooses generator

h
R←− G∗1, and outputs a pair P = (h, hx+my). Given (g̃, X̃, Ỹ ) and unlimited access to OPS,

no adversary can efficiently generate a pair P∗ = (h∗, h
x+m∗y
∗ ), for h∗ 6= 1G1 , where m∗ ∈ Fp

was not previously submitted to the oracle.

Definition 3.2. PS Assumption Two (PS2). Let pp = (p,Fp,G1,G2,GT , e) define a type-3

bilinear group, with generators (g, g̃) ∈ G∗1 × G∗2. For random field elements x, y
R←− F∗p, let

X = gx, Y = gy, X̃ = g̃x, Ỹ = g̃y. Define oracle OPS2(m), which takes as input m ∈ Fp,
chooses generator h

R←− G∗1, and outputs a pair P = (h, hx+my). Given (g, g̃, Y, X̃, Ỹ ) and
unlimited access to oracleOPS2, no adversary can efficiently generate a pair P∗ = (h∗, h

x+m∗y
∗ ),

for h∗ 6= 1G1 , where m∗ ∈ Fp was not previously submitted to the oracle.

The 1-PS assumption is clearly equivalent to the EUF-CMA SM security game. Moreover,
assumption PS2 implies the 1-PS assumption. Pointcheval and Sanders define the security
of the single-message signature scheme SM with respect to the 1-PS assumption; i.e. no
adversary can efficiently forge an SM signature without breaking the 1-PS assumption. More
precisely, assumption PS2 (and thus 1-PS) was shown to hold in the generic bilinear group
model, such that, after Q oracle queries and QG bilinear group oracle queries, no PPT
adversary can generate a valid pair P∗ = (h∗, h

x+m∗y
∗ ) with probability greater than [PS16]2

3(5 + 2Q+QG)(4 + 2Q+QG)/2p ≤ 6(Q+QG)2

p
+O

(
Q+QG

p

)
. (4)

To derive this result, note that signing-oracle queries generate 2Q polynomials (as exponents
of outputted group elements) and group oracle queries generate QG polynomials. Combined
with the public key elements, one has a total of (5+2Q+QG) distinct polynomials. Therefore
the adversary receives (5+2Q+QG)(4+2Q+QG)/2 distinct pairs of polynomials, with degree
at most three. Hence, the probability that the adversary receives an accidental collision in

2This counting differs slightly to PS [PS16] as here the generators are included.
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these polynomials is given by Eq. (4). The adversary is also unable to symbolically construct
a forgery in the generic bilinear group model (see Theorem 4 in Ref. [PS16]). Thus, SM is
EUF-CMA secure under the 1-PS assumption.

Assumptions PS2 and 1-PS are interactive. In subsequent work, Pointcheval and Sanders
modified their signature scheme and demonstrated EUF-CMA security with respect to a non-
interactive q-type assumption [PS18]. The present work investigates generalisations of the
original PS signature scheme and accordingly retains PS’ interactive assumptions [PS16]
(and generalisations thereof). Future work could generalise the present results to permit
non-interactive assumptions, along the lines of Ref. [PS18].

4 Multi-Message Signature Schemes

For a single message, the PS signature scheme and the “polynomial” signature scheme are
identical and can therefore be labelled collectively as SM. However, users often require
signatures for multiple messages rather than a single message. In these cases one may
ask ‘How should SM be generalised?’ As discussed below, scheme SM affords multiple
multi-message generalisations, including one using the PS techniques, and another using
polynomial encodings. Accordingly, henceforth the label “PS” shall refer to one particular
multi-message generalisation of signature scheme SM, while “PolySig” will refer to a distinct
multi-message generalisation. The multi-message signature schemes PS and PolySig are
defined in what follows. Security properties of both schemes are then analysed in turn.

4.1 Multi-Message PS Signatures

Consider a set of q messages (m1, . . . ,mq) ∈ Fqp. The multi-message signature scheme PS
comprises the following algorithms [PS16]:

• PS.Setup(1λ): On input a security parameter λ, outputs the public parameters pp =
(p,Fp,G1,G2,GT , e), for a type-3 pairing e : G1 ×G2 → GT .

• PS.Keygen(pp, q): On input the public parameters pp and an integer q, randomly selects

a group generator g̃
R←− G∗2, and q + 1 field elements (x, y1, . . . , yq)

R←− (F∗p)q+1, which
are assigned to the secret key:

sk = (x, y1, . . . , yq). (5)

Computes the group elements:

(X̃, Ỹ1, . . . , Ỹq) = (g̃x, g̃y1 , . . . , g̃yq), (6)

and sets pk = (g̃, X̃, Ỹ1, . . . , Ỹq).

• PS.Sign(sk, {mi}i∈[q]): Parses sk as (x, y1, . . . , yq), randomly selects a group generator

h
R←− G∗1, and outputs the signature σ = (h, hx+

∑
imiyi) for messages {mi}i∈[q].
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• PS.Verify(pk, {mi}i∈[q], σ): Parses σ as (σ1, σ2), checks that σ1 6= 1G1 and tests whether

e(σ1, X̃ ·
∏

i∈[q] Ỹ
mi
i ) = e(σ2, g̃). If both checks are satisfied, outputs accept, otherwise

reject.

In this work, protocol PS is interpreted as a multi-message generalisation of the single-
message signature scheme SM.

4.2 Multi-Message Polynomial-Based Signatures

Signature scheme PolySig is an alternative multi-message generalisation of SM that uses a
polynomial to encode a set of q messages (m1, . . . ,mq) ∈ Fqp. The corresponding algorithms
are defined as follows:

• PolySig.Setup(1λ): On input a security parameter λ, outputs the public parameters
pp = (p,Fp,G1,G2,GT , e), where e : G1 ×G2 → GT is a type-3 pairing.

• PolySig.Keygen(pp): Randomly selects a generator g̃
R←− G2, and two field elements

(x, y), which are assigned to the secret key:

sk = (x, y)
R←− F2

p. (7)

Computes the group elements:

(X̃, Ỹ1, . . . , Ỹq) = (g̃x, g̃y
1

, . . . , g̃y
q

), (8)

and sets pk = (g̃, X̃, Ỹ1, . . . , Ỹq).

• PolySig.Sign(sk, {mi}i∈[q]): Parses sk as (x, y), randomly selects a generator h
R←− G∗1,

and outputs a signature σ = (h, hx+
∑
imiy

i
) for messages {mi}i∈[q].

• PolySig.Verify(pk, {mi}i∈[q], σ): Parses σ as (σ1, σ2), checks that σ1 6= 1G1 and executes
the check:

e(σ1, X̃ ·
∏
i∈[q]

Ỹ mi
i ) = e(σ2, g̃). (9)

If both checks pass, outputs accept, otherwise reject.

4.3 Security Analysis

4.3.1 Security Assumptions

The following q-type generalisations of the 1-PS assumption are used below.
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Definition 4.1. q-PS Assumption. Let pp = (p,Fp,G1,G2,GT , e) define a type-3 bilinear

group, with generators (g, g̃) ∈ G∗1 × G∗2. For q + 1 random field elements x, yi
R←− F∗p, with

i ∈ [q], let X̃ = g̃x, and Ỹi = g̃yi . Define oracle OPS({mi}i∈[q]), which takes as input messages

{mi}i∈[q] ≡ (m1, . . . ,mq) ∈ (Fp)q, chooses a generator h
R←− G∗1, and outputs a pair P =

(h, hx+
∑
i∈[q] miyi). Given (g̃, X̃, {Ỹi}i∈[q]), and unlimited access to oracle OPS, no probabilistic

polynomial time adversary can efficiently generate a pair P∗ = (h∗, h
x+

∑
i∈[q] m

∗
i yi

∗ ), for h∗ 6=
1G1 , where (m∗1, . . . ,m

∗
q) ∈ (Fp)q was not previously submitted to the oracle.

Definition 4.2. q-PolyS Assumption. Let pp = (p,Fp,G1,G2,GT , e) define a type-3 bi-

linear group, with generators (g, g̃) ∈ G∗1 × G∗2. For random field elements x, y
R←− F∗p,

let X̃ = g̃x, and Ỹi = g̃y
i
, for i ∈ [q]. Define oracle OPolySig({mi}i∈[q]), which takes

as input messages {mi}i∈[q] ≡ (m1, . . . ,mq) ∈ (Fp)q, chooses a generator h
R←− G∗1, and

outputs a pair P = (h, hx+
∑
i∈[q] miy

i

). Given (g̃, X̃, {Ỹi}i∈[q]), and unlimited access to
oracle OPolySig, no probabilistic polynomial time adversary can efficiently generate a pair

P∗ = (h∗, h
x+

∑
i∈[q] m

∗
i y
i

∗ ), for h∗ 6= 1G1 , where (m∗1, . . . ,m
∗
q) ∈ (Fp)q was not previously

submitted to the oracle.

These assumptions may also be formalised as security games. Let P ∈ {PS,PolySig}
denote a multi-message signature scheme. The EUF-CMA PS security game and the EUF-
CMA Poly-Sig security game are (collectively) defined as follows:

• EUF-CMA P Security Game

– Challenger C executes P .Setup and P .Keygen, and provides the public parameters
pp, public key pk∗, and signing oracle OP to the PPT adversary A.

– A may adaptively request signatures on at most QO message sets {mi,κ}i∈[q]. For
each query κ ∈ [QO], the oracle returns (σ1,κ, σ2,κ)← P .Sign(sk∗, {mi}i∈[q]).

– Eventually, A outputs messages {m∗i }i∈[q], and a signature σ∗ = (σ∗1, σ
∗
2). The

adversary wins the game if:

P .Verify(pk, {m∗i }i∈[q], σ∗) = accept, (10)

and {m∗i }i∈[q] 6= {mi,κ}i∈[q], for all κ ∈ [QO].

The requirement that {m∗i }i∈[q] 6= {mi,κ}i∈[q] implies that either there exists m∗j ∈ {m∗i }i∈[q]

such thatm∗j /∈ {mi,κ}i∈[q] for all κ ∈ [QO], or that all elementsm∗j ∈ {m∗i }i∈[q] were previously
queried but {m∗i }i∈[q] was not queried as a single message set. The second condition implies
that an adversary may win by, e.g., outputting an accepting forgery for messages:

(m∗1, . . . ,m
∗
q) = (m1, . . . ,mj,m

′
j+1, . . . ,m

′
q). (11)

where the signing oracle was previously queried for messages (m1, . . . ,mq) and (m′1, . . . ,m
′
q).
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Let PSq denote the execution of PS for q messages. Protocol PSq is EUF-CMA PS secure
if the q-PS assumption holds. Similarly, Theorem 4.4 (below) proves that PolySigq is EUF-
CMA Poly-Sig secure if the q-PolyS assumption holds. Theorem 4.5 then demonstrates that
the q-PolyS assumption holds in the generic bilinear group model, except with negligible
probability. Though not explicitly provided here, a similar proof may be readily constructed
to demonstrate that the q-PS assumption holds in the generic bilinear group model.

4.3.2 PS Signature Security

In what follows, the EUF-CMA security of PS is explicitly proven [PS16]. Additional original
theorems relating to the security of PS are also proven and a general discussion of the security
properties of PS is provided.

The following theorem shows that, if a PPT adversary can break the q-PS assumption,
one may leverage this adversary to efficiently break the 1-PS assumption. This theorem is
slightly different from, yet equivalent to, Theorem 6 in Ref. [PS16].

Theorem 4.1. The multi-message signature scheme PS is EUF-CMA secure if the q-PS
assumption holds. Moreover, an adversary that can efficiently break the q-PS assumption
may be leveraged to break the EUF-CMA security of the single-message signature scheme
SM.

Proof. One may readily adapt the proof for Theorem 4.4 below to show that PSq is EUF-
CMA PS secure iff the q-PS assumption holds. To show that breaking the q-PS assumption
for q > 1 implies the ability to break the 1-PS assumption, assume that adversary Aq can
break the q-PS assumption. Let A be an adversary against the EUF-CMA SM security
game, such that challenger C supplies A with elements (g̃, X̃, Ỹ ), for public parameters pp,
and access to oracle OSM. Upon receipt of these elements, A acts as a q-PS challenger to Aq
by selecting ai, bi

R←− F∗p, for i ∈ [q], setting Ỹi = (Ỹ )bi ·g̃ai , and providing (pp, g̃, X̃, {Ỹi}i∈[q]) to
Aq. When Aq makes the κ-th query to the PSq signing oracle, for messages (m1,κ, . . . ,mq,κ),
adversary A constructs Mκ =

∑
i bimi,κ and submits it to oracle OSM, which outputs the

pair Pκ = (hκ, h
x+Mκy
κ ) = (hκ, h

x+
∑
i∈[q] mi,κy bi

κ ). Adversary A then constructs

P ′κ = (hκ, h
∑
i∈[q] aimi,κ

κ · hx+Mκy
κ ), (12)

which is a valid PSq signature on messages (m1,κ, . . . ,mq,κ), with respect to the parameters
(pp, g̃, X̃, {Ỹi}i∈[q]), and returns P ′κ to Aq.

By assumption, adversary Aq eventually outputs a set {m∗i }i∈[q] and a valid signature

P∗ = (h, hx+
∑
i∈[q](y bi+ai)m

∗
i ). Adversary A aborts if

∑
i∈[q] bim

∗
i =

∑
i∈[q] bimi,κ, for any

previous query labelled by κ, and begins again. Otherwise A constructs

P ′∗ = (h, h−
∑
i∈[q] aim

∗
i · hx+

∑
i∈[q](y bi+ai)m

∗
i ), (13)

which is a valid SM signature for message M∗ =
∑

im
∗
i bi. Thus, given that M∗ 6= Mκ for

any previously submitted query, A outputs the pair (M∗, P
′
∗) to challenger C and wins the

challenge.
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Even if A aborts during execution, A eventually succeeds in efficiently outputting a
valid SM pair (M∗, P

′
∗), unless adversary Aq leveraged information about the quantities bi to

construct a set {m∗i }i∈[q] that satisfies M∗ = Mκ for some κ. To demonstrate that this is not

the case, note that A can always redefine Ỹ ′i as:

Ỹ ′i = Ỹi g̃
ai = (Ỹi Ỹ

−di) · (g̃ai Ỹ di), (14)

which can be interpreted as using different values b′i = bi − di and a′i = ai + ydi, implying
that the public key reveals no information about the values bi. Thus, the adversary’s view
is independent of bi, giving a probability of at most Q/p that A aborts (when Aq makes Q
signing queries). Hence, in either case, A can efficiently output a valid pair (M∗, P

′
∗) and

break the 1-PS assumption if adversary Aq can win the EUF-CMA SM security game with
non-negligible probability. �

This proof demonstrates that any adversary that can forge PSq signatures may be lever-
aged to forge SM signatures [PS16]. Thus, as SM is EUF-CMA secure [PS16], such an
adversary should not exist. Note that the above proof does not demonstrate that an
adversary which can break SM may be leveraged to break PSq for q > 1. This inverse
reduction is trivially possible if the signing algorithm accepts q− 1 null messages. However,
even if the PSq signing algorithm does not accept null messages, the following theorem shows
that the inverse reduction is possible if protocol PSq does not perform any additional checks
on the inputted messages.

Theorem 4.2. If the algorithms PS.Sign and/or PS.Verify do not perform checks on inputted
messages {mi}i∈[q] (i.e. arbitrary mi ∈ Fp is allowed, for all i ∈ [q]), a PPT adversary that
can efficiently break the 1-PS assumption may be leveraged to efficiently break the EUF-CMA
PS security of the multi-message signature scheme PS.

Proof. Assume that the PPT adversary A can forge SM signatures with non-negligible
probability and therefore break the 1-PS assumption. Let the EUF-CMA PS security
game challenger C execute PS.Setup and PS.Keygen, and output the public key pk∗ =
(g̃, X̃, Ỹ1, . . . , Ỹq) to PPT adversary Aq. Upon receipt of pk∗, adversary Aq sets:

Ỹ =
∏
i∈[q]

Ỹi = g̃
∑
i∈[q] yi , (15)

and passes the public key (g̃, X̃, Ỹ ), corresponding to secret key sk = (x, y) with y ←
∑

i yi,
to adversary A. When A requests a signature on message m, adversary Aq sets mi ≡ m for
all i ∈ [q], and submits the messages {mi}i∈[q] to oracle OPS. The oracle outputs a pair:

P = (h, hx+
∑
imiyi) = (h, hx+m

∑
i yi). (16)

The last expression shows that P is also a valid signature for the single message m under
the secret key sk = (x, y). Adversary Aq may therefore return P to A.

Eventually A outputs a message m∗ and valid signature pair P∗ = (h, hx+m∗y), where no
signature request was previously made on m∗. Adversary Aq outputs the messages {m∗i }i∈[q]
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with m∗i ← m∗ for all i ∈ [q], and the pair P∗ = (h, hx+m∗y) = (h, hx+
∑
im
∗
i yi) to C. As P∗ is

also a valid PS signature for messages {m∗i }i∈[q], algorithm Aq wins the challenge.

�

Implementing a simple check in, e.g., algorithm PS.Sign to ensure the message set {mi}i∈[q]

contains distinct messages prevents the attack described in Theorem 4.2. Such a check is
likely in many use cases, such as when the signatures comprise credentials and the messages
represent distinct user-attributes. More generally, however, if the signing algorithm for
the multi-message signature scheme PSq implements a simple check requiring the message
set to contain distinct messages, it is unclear whether an efficient adversary with a non-
negligible probability of breaking SM can be leveraged to break PSq for q > 1. Certainly
this inverse reduction was not proven in Ref. [PS16]. Thus, based on existing proofs, it
is unclear if security of protocol PSq>1 is dependent on the 1-PS assumption or the q-PS
assumption. Discerning this difference would avail a comprehensive understanding of the
security properties of PSq. Two possibilities present themselves, each with different security
implications:

1. It is possible to construct an efficient reduction, using an adversary A that can forge
a SM signature, to construct an adversary Aq that can forge a verifying PSq signature.
In this case, security of PSq is dependent on the 1-PS assumption.

2. It is not possible to construct an efficient reduction, using an adversary A that can
forge a SM signature, to construct an adversary Aq that can forge a verifying PSq
signature. In this case, security of PSq is dependent on the q-PS assumption.

If Case One holds, a break of the single-message signature scheme SM would enable one to
break the security of PSq for arbitrary q > 1. Consequently security of the multi-message
signature scheme PSq would be demonstrably dependent on the 1-PS assumption, for any
number of messages q. In this case, a single security assumption is required to define the
security properties of PSq for arbitrary q > 0. If Case One is true, a proof that the 1-PS
assumption was invalid would demonstrably break the security of PSq for arbitrary q > 0.

If Case Two holds, the ability to forge a PSq signature, for q > 1, would be sufficient to
break the security of SM (and therefore break the 1-PS assumption). However, unlike Case
One, the reverse statement would not hold - construction of an adversary that can efficiently
break SM would not imply the existence of an adversary that may break PSq for arbitrary
q > 1. In this case the security of PSq would be dependent on the q-PS assumption, and
a break of the q-PS assumption for arbitrary q > 1 would imply that the 1-PS assumption
could be broken. However, a break of the 1-PS assumption would not imply a break of the q-
PS assumption and, more generally, the question of whether a break of the q-PS assumption
would imply a break of the q′-PS assumption for q′ > q would not be resolved.

To summarise these points, at present the following provable claims can made regarding
the security properties of the q-message signature scheme PSq:

• The q-message signature scheme PSq is secure provided the q-PS assumption holds.
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• If there exists a PPT adversary Aq that can break the q-PS assumption for q > 1 by
forging a PSq signature, one may leverage this adversary to break the q′-PS assumption,
for any non-zero q′ < q, and thus forge a PSq′ signature (see Theorem 4.3 below).

Note that the second claim above is stronger than that implied by Theorem 4.1 (i.e. PS’
Theorem 6 [PS16]), which proved only that, if adversary Aq can break the q-PS assumption,
one may leverage Aq to break the 1-PS assumption. However, Theorem 4.3 below proves
that Aq can be leveraged to break the q′-PS assumption for q′ = q − 1. Furthermore, using
Theorem 4.3 inductively, one proves that Aq may be leveraged to break the q′′-PS assumption
for any non-zero q′′ < q, proving the validity of the second claim above.

In addition to the two provable claims regarding security of PSq signatures listed above,
the following open question is noted:

• Open Question: If there exists a PPT adversaryAq that can break the q-PS assumption
for q ≥ 1 by forging a PSq signature, can one leverage this adversary to construct an
adversary Aq′ which can break the q′-PS assumption for q′ = q + 1, and thus forge a
PSq′ signature, when the PSq′ adversary Aq′ cannot submit null messages?

The answer to this question is clearly yes if the PSq′ adversary is allowed to submit null
messages. However, if a check is implemented to preclude null messages, the answer appears
unclear. Absent an answer, one may conservatively state that the EUF-CMA security of
PSq is dependent on the q-PS assumption. A proof that the above Open Question can be
answered affirmatively would demonstrate that the security of PSq is dependent on the 1-PS
assumption (i.e. a single assumption is required, for all q). A negative answer to the Open
Question would confirm the conservative view that security of q-PS is dependent on the
q-PS assumption (i.e. a different assumption is required for each value of q). Again, if null
messages are allowed, there is no distinction.

Theorem 4.3. An adversary that can efficiently break the q-PS assumption for q > 1, may
be leveraged to break the q′-PS assumption for q′ = q − 1.

Proof. To prove that breaking the q-PS assumption for q > 1 implies the ability to break
the q′-PS assumption, assume that adversary Aq can break the q-PS assumption. Let A′ be
an adversary against the q′-PS assumption, with q′ = q− 1, such that challenger C ′ supplies
A′ with elements (g̃, X̃, Ỹ1, . . . , Ỹq′), for public parameters pp, and access to oracle OPSq′

.

Upon receipt of these elements, A′ acts as a q-PS challenger to Aq by selecting a, b
R←− F∗p,

setting Ỹq = (Ỹq′)
b · g̃a, and providing (pp, g̃, X̃, {Ỹi}i∈[q′], Ỹq) to Aq. When Aq makes the

κ-th query to the PSq signing oracle, for messages (m1,κ, . . . ,mq,κ) with κ ∈ [Q], adversary
A′ constructs Mq′,κ = mq′,κ + bmq,κ, and submits the set:

(m1,κ, . . . ,mq′−1,κ,Mq′,κ), (17)

to oracle OPSq′
, which outputs the pair:

Pκ = (hκ, h
x+Mq′,κyq′+

∑
i∈[q′−1] mi,κyi

κ ). (18)
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Adversary A′ computes:

h
x+Mq′,κyq′+

∑
i∈[q′−1] mi,κyi

κ · hamq,κκ , (19)

and outputs the pair:

P ′κ = (hκ, h
x+Mq′,κyq′+

∑
i∈[q′−1]mi,κyi

κ · hamq,κκ ) (20)

toAq, which is a valid PSq signature for messages (m1,κ, . . . ,mq,κ) under (pp, g̃, X̃, {Ỹ ′i }i∈[q′], Ỹ
′
q ).

By assumption, adversary Aq eventually outputs a set {m∗i }i∈[q] and a valid signature

P∗ = (h, hx+m∗q(byq′+a)+
∑
i∈[q′]m

∗
i yi). (21)

If m∗q′ + bm∗q = mq′,κ + bmq,κ, for any previous query, A′ aborts and begins again. Otherwise
message M∗

q′ ≡ m∗q′ + bm∗q was not previously queried, and A′ constructs

P ′∗ = (h, hx+m∗q(byq′+a)+
∑
i∈[q′] m

∗
i yi · h−m∗qa), (22)

which is a valid PSq′ signature for messages {m∗i }i∈[q′−1] ∪ {M∗
q′}. Given that M∗

q′ was not
previously submitted, A′ outputs P ′∗ and messages {m∗i }i∈[q′−1] ∪ {M∗

q′} to challenger C ′.

Even if A′ aborts during execution, it eventually succeeds in efficiently outputting a
valid signature P ′∗ for messages {m∗i }i∈[q′−1] ∪ {M∗

q′}, unless Aq used information about b
to construct the messages {m∗i }i∈[q], such that M∗

q′ ∈ {m1,κ, . . . ,mq′−1,κ,Mq′,κ}κ∈[Q]. To

demonstrate that this is not the case, note that adversary A′ can always redefine Ỹ ′q as:

Ỹ ′q = Ỹq g̃
a = (Ỹq Ỹ

−d
q′ ) · (g̃a Ỹ d

q′), (23)

which can be interpreted as using different values b′ = b − d and a′ = a + dyq′ , implying
that the public key reveals no information about b. Consequently the adversary’s view
is independent of b, giving a probability of at most Q × q′/p that A′ aborts. Hence, in
either case, A′ can efficiently output messages (m∗1, . . . ,m

∗
q′−1,M

∗
q′) and corresponding valid

signature P ′∗, breaking the q′-PS assumption, if adversary Aq can efficiently break the q-PS
assumption for q = q′ + 1. �

4.3.3 Poly-Sig Security

The EUF-CMA security proof for the multi-message signature scheme PolySigq is performed
in two steps. First, it is demonstrated that EUF-CMA Poly-Sig security is equivalent to
the q-PolyS assumption. Then it is proven that the q-PolyS assumption holds in the generic
bilinear group model (except with negligible probability).

Theorem 4.4. Multi-message signature scheme PolySigq is EUF-CMA secure if and only if
the q-PolyS assumption holds.
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Proof. Let AUF be an adversary in the EUF-CMA Poly-Sig security game, and AqPoly an
adversary against a q-PolyS assumption challenge. Assume that AUF can win the EUF-
CMA Poly-Sig security game with non-negligible probability. Upon receipt of the q-PolyS
challenge public key:

pk∗ = (g̃, X̃, {Ỹi}i∈[q]), (24)

adversary AqPoly passes pk∗ to AUF, and responds to AUF’s oracle queries using the q-PolyS
oracle. With non-negligible probability, AUF eventually outputs a verifying PolySigq signature
for a set of messages, winning the EUF-CMA Poly-Sig security game. Adversary AqPoly

passes this output to the q-PolyS challenger, successfully breaking the q-PolyS assumption
with the same non-negligible probability.

Conversely, assume that AqPoly can break the q-PolyS assumption with non-negligible
probability. Upon receipt of the EUF-CMA Poly-Sig security game public key pk∗, adversary
AUF acts as a q-PolyS challenger to AqPoly and passes the public key to AqPoly. Adversary
AUF answers AqPoly’s oracle queries using the EUF-CMA Poly-Sig security game oracle.
With non-negligible probability, AqPoly eventually outputs a verifying PolySig signature for
a set of messages, breaking the q-PolyS assumption. Adversary AUF passes this output to
the EUF-CMA Poly-Sig security game challenger, and successfully wins the game with the
same non-negligible probability.

�

The following theorem shows that the q-PolyS assumption holds in the generic bilinear
group model, completing the EUF-CMA security proof for PolySigq.

Theorem 4.5. The q-PolyS assumption holds in the generic bilinear group model.

Proof. Let the PPT adversary A be provided with the q-PolyS public parameters pp, cor-
responding public key pk∗ = (g̃, X̃, {Ỹi}i∈[q]), a signing oracle OPolySig, and a generic bilinear
group oracle OG. The signing oracle outputs a PolySig signature σκ = (σ1,κ, σ2,κ), on input
messages {mi,κ}i∈[q], where κ ∈ [QO] labels the QO signing oracle queries. To generate
new group elements in the generic bilinear group model, the adversary uses generic group
operations such as group multiplications and pairing operations. Hence, there exist scalars

({γκ}κ∈[QO], {δκ}κ∈[QO]),

({γ′κ}κ∈[QO], {δ′κ}κ∈[QO]), (25)

such that the elements in the adversary’s forgery (σ∗1, σ
∗
2) may be written as:3

σ∗1 =
∏

κ∈[QO]

σγκ1,κ ·
∏

κ∈[QO]

σδκ2,κ,

σ∗2 =
∏

κ∈[QO]

σ
γ′κ
1,κ ·

∏
κ∈[QO]

σ
δ′κ
2,κ. (26)

3Here, the adversary’s forgery is constructed using all/any previously seen G1 elements. Note that the
proof carries through if the adversary is also given access to a generator g ∈ G∗

1 (as occurs in protocols
described below); one should then include powers of the generator in the forgery but the proof carries
through much the same.
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Writing σ1,κ = gvκ , for random element vκ drawn during signature construction, the adver-
sary’s forgery utilises polynomials (in the exponent) in the unknown field elements x, y and
{vκ}κ∈[QO], namely:

σ∗1 =
∏

κ∈[QO]

gvκγκ ·
∏

κ∈[QO]

gvκδκ(x+
∑
i∈[q] mi,κ y

i),

σ∗2 =
∏

κ∈[QO]

gvκγ
′
κ ·

∏
κ∈[QO]

gvκδ
′
κ(x+

∑
i∈[q] mi,κ y

i). (27)

If the forgery is valid, it must satisfy the verification check in Eq. (9), giving: ∑
κ∈[QO]

vκγκ +
∑
κ∈[QO]

vκ(x+
∑
i∈[q]

mi,κy
i)δκ

x+
∑
i∈[q]

m∗i y
i


=

∑
κ∈[QO]

vκγ
′
κ +

∑
κ∈[QO]

vκ(x+
∑
i∈[q]

mi,κy
i)δ′κ. (28)

Inspecting the O(x2) terms and the O(vκ) terms, in turn, shows that a valid forgery requires
δκ = γ′κ = 0, leaving: ∑

κ∈[QO]

vκγκ

x+
∑
i∈[q]

m∗i y
i

 =
∑
κ∈[QO]

vκ(x+
∑
i∈[q]

mi,κ y
i)δ′κ, (29)

Treating this expression as a polynomial in the unknown constants vκ, one has:

(x+
∑
i∈[q]

yim∗i )× γκ = (x+
∑
i∈[q]

yimi,κ)× δ′κ. (30)

For the adversary to produce an accepting forgery, for each oracle query labelled by κ ∈ [QO],
there must be at least one message mi,κ, for some i ∈ [q], such that m∗i 6= mi,κ. Absent
constructing a non-trivial linear combination of the unknown variables (including powers),
a PPT adversary cannot solve the above expression in the generic group model for all κ
unless γκ = δ′κ = 0, for all κ ∈ [QO], which does not constitute a forgery. Hence, explicit
construction of a forgery is not possible.

Next we bound the probability that two polynomials in the adversary’s set accidentally
evaluate to the same value [BBG05]. The public key contains q + 2 elements, all with
monomial exponents of degree ≤ q in the secret elements x, y. A query to the signing
oracle outputs two group elements, (σ1, σ2), with exponents of maximal degree deg(σ1) ≤ 1,
and deg(σ2) ≤ (q + 1), in the secret elements and the random elements vκ (drawn during
signature generation). The largest-degree polynomial (in the exponent of a group element)
returned by a call to the bilinear group oracle occurs for a pairing call. The maximal degree
of a polynomial in the exponent of a G2 element is q, and for a G1 element it’s (q + 1).
Thus, the degree of the exponent for an element outputted by the group oracle is bounded
as ≤ q(q + 1). In total, an adversary that makes QO signing oracle queries and QG group
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oracle queries generates (2QO + QG + q + 1) polynomials, all with degree ≤ q(q + 1). By
the Schwartz-Zippel lemma [DL78, Zip79, Sch80], the probability of collision among these
polynomials is at most:

q(q + 1)

2p
(2QO +QG + q + 2)(2QO +QG + q + 1), (31)

which is negligible in security parameter λ = log2(p), for a PPT adversary, with q ≤
poly(λ). Thus, the q-PolyS assumption holds in the generic bilinear group model, except
with negligible probability. �

The strategy employed to relate the security of PSq to that of SM in Theorem 4.2 does
not immediately translate over for PolySigq, as the latter protocol employs related exponents

within the elements Ỹi. Analogous to the open question for scheme PSq above, open security
questions regarding PolySigq relate to whether a break of the q-PolyS assumption allows one
to also break the q′-Poly assumption for q′ = q ± 1. Again, security of PolySigq holds if the
q-PolyS assumption is valid but it remains to prove whether a break of security for one value
of q impacts the security for all/other values of q.4

4.4 Relationships Among Multi-Message Signature Schemes

The multi-message signature schemes PS and PolySig are related by an interchange symmetry
with action:

yi ↔ yi and skPS ↔ skPolySig, (32)

which converts one scheme into the other, PS ↔ PolySig. Despite the existence of this
interchange symmetry, the two schemes are not identical. Algorithm PS.Keygen selects a

set of random values yi
R←− Fp, to form skPS, and generates the public parameters Ỹi ← g̃yi .

However, PolySig.Keygen selects a single random element y
R←− Fp, to form the secret key

skPolySig, then computes the values {yi} to generate the public parameters Ỹi ← g̃y
i
. This

difference may render one scheme more efficient than the other in particular use cases.

When contrasting the single-message signature schemes in the preceding section, the
interchange symmetry y1 ↔ y could be interpreted as an identification; namely by setting
y1 = y, one demonstrates that the two single-message signature schemes are identical.
This equivalence made it consistent to define a single scheme SM. However, for the multi-
message schemes PS and PolySig, the interchange operation yi ↔ yi is merely an interchange
symmetry, not an identification. In particular, if one were to set yi = yi for a particular
value of i ∈ [q], in general, one would have yj 6= yj for j ∈ [q]\{i}. Thus, the multi-
message schemes PS and PolySig are related by the interchange operation yi ↔ yi, but are

4If, e.g., an adversary can send arbitrary messages to the oracle, they could request a signature on empty
messages and the ability to break the q-PolyS assumption would trivially imply the ability to break the
(q − 1)-Poly assumption. Imposing basic restrictions/checks on messages submitted to the oracle [San19]
precludes this possibility.
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not identical. Properties of the schemes, such as their efficiency, may therefore differ (and
in fact do).

Note that the single-message scheme SM may be interpreted as the common single-
message limit of both PS and PolySig. That is, in the limit that all but one of the messages
goes to zero, protocol SM emerges is the common single-message limit of both PS and PolySig:

SM = lim
mj→0, ∀j 6=i

PS and SM = lim
mj→0,∀j 6=i′

PolySig, (33)

where mi = mi′ 6= 0. The (single) identification yi ↔ yi
′

shows that the single-message
limits of both PS and PolySig are equivalent. Thus, protocol SM may be interpreted as the
common single-message limit of both PS and PolySig.

Finally, note that other related generalisations of SM are possible. Let SPS denote the
(q+1)-dimensional secret space for protocol PS, such that (x, y1, y2, . . . , yq) ∈ SPS. Similarly
let SPolySig denote the (q + 1)-dimensional space spanned by sets (x, y1, y2, . . . , yq) ∈ SPolySig,
built from a PolySig secret key (x, y). One has SPolySig ⊂ SPS, so all (expanded) secret keys for
protocol PolySig are also valid PS secret keys. At the protocol level, however, the algorithms
of these two schemes are different. More generally, one can define alternative generalisations
of PS’ scheme, which define a secret key space as a subspace of SPolySig by ordering subsets
of secret elements in some alternative way. For example, a secret key could be comprised of
even or odd powers of the secret y, or built via some other relationship. Consequently there
exist many ways to generalise SM and obtain related multi-message signature schemes.

5 Sequential Aggregate Signatures

Sequential aggregate signatures (SAS) are a generalisation of multi-message signatures in
which a single aggregate signature is constructed in place of a set of signatures on distinct
messages by distinct signers [LMRS04]. In an SAS, the aggregation is performed sequentially,
by each signer in turn, as they sign their message, rather than by a single entity after all
messages are signed. In general terms, an SAS is defined by four algorithms:

• SAS.Setup(1λ): On input a security parameter λ, outputs the public parameters pp.

• SAS.Keygen(pp): On input the public parameters pp, outputs a key pair (sk, pk),
comprised of a secret key sk and a public key pk.

• SAS.Sign(m, sk, {mα}α∈[n], {pkα}α∈[n]): On input a message m, a secret key sk, and an
aggregate signature σ for a set of messages {mα}α∈[n], under public keys {pkα}α∈[n],
outputs a new aggregate signature σ′ on messages {mα}α∈[n] ∪ {m} provided pk 6∈
{pkα}α∈[n].

• SAS.Verify(σ, {mα}α∈[n], {pkα}α∈[n]): On input an aggregate signature σ, a set of mes-
sages {mα}α∈[n], and a set {pkα}α∈[n] of distinct public keys, outputs accept (reject) if
σ a valid (invalid) signature on the messages {mα}α∈[n] under the keys {pkα}α∈[n].
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Pointcheval and Sanders constructed a single-message SAS and (i.e. each aggregation
includes a single new message) and interpreted the resulting scheme as a modification or
generalisation of their multi-message signature scheme (protocol PS above) [PS16]. One
may also interpret the single-message SAS as a generalisation of the single-message signature
scheme SM, which is itself the common single-message limit of PS and PolySig. In support
of this viewpoint, the single-message SAS is here extended in two distinct ways, realising
either a multi-message SAS incorporating features of the PS scheme (here called SAS PS)
or a multi-message SAS leveraging the polynomial-based scheme PolySig (SAS Poly). From
this perspective, the single-message SAS may be interpreted as the common single-message
SAS limit of two more-general multi-message SAS schemes. The reduction of both SAS PS
and SAS Poly to a common limit is completely analogous to the aforementioned reduction
of both PS and PolySig to SM. Thus, from a theoretical perspective, it appears appropriate
to interpret PS’ single-message SAS as a generalisation of SM, such that both SM and the
single-message SAS may be extended to realise multi-message variants, using either the PS
approach or a polynomial-based approach. These correspondences and generalisations are
described in what follows.

5.1 Single-Message Sequential Aggregate Signatures

Pointcheval and Sanders [PS16] presented an SAS protocol, labelled here as SAS SM, in which
a set of signing entities may sequentially sign single-messages and append their signature to
an existing aggregated signature. Scheme SAS SM is defined by the following algorithms:

• SAS SM.Setup(1λ): On input a security parameter λ, randomly selects x
R←− F∗p,

and outputs the public parameters pp = (p,Fp,G1,G2,GT , e) and (g,X, g̃, X̃), where
(X, X̃) = (gx, g̃x), with generators (g, g̃) ∈ G∗1 ×G∗2, and e : G1 ×G2 → GT a type-3
pairing.

• SAS SM.Keygen(pp): On input the public parameters pp, randomly selects a field

element yα
R←− Fp, computes Ỹα = g̃yα , and sets skα = yα, and pkα = Ỹα. Here α

labels the α-th signer and KeyGen may be called repeatedly to generate distinct keys
for multiple signers.

• SAS SM.Sign(sk, σ, {m1, . . . ,mn}, {pk1, . . . , pkn},m): Performs the following checks:

– If n = 0, sets σ ← (g,X).

– If n > 0, aborts if SAS SM.Verify(pp, {m1, . . . ,mn}, {pk1, . . . , pkn}, σ) = reject.

– If m = 0, aborts.

– If pk = pkα for some α ∈ [n], aborts.

Else, parses sk as y, parses σ as (σ1, σ2), and randomly selects t
R←− F∗p. Computes:

σ′ = (σ′1, σ
′
2)←

(
σt1, (σ2 · σym1 )t

)
, (34)

and outputs σ′.
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• SAS SM.Verify({m1, . . . ,mn}, {pk1, . . . , pkn}, σ): Parses σ as (σ1, σ2), parses pkα as Ỹα
for α ∈ [n], checks that σ1 6= 1G1 , and tests whether:

e(σ1, X̃ ·
∏
α∈[n]

(Ỹα)mα) = e(σ2, g̃). (35)

If both checks are satisfied, outputs accept, otherwise reject.

To illustrate the functioning of these algorithms, consider an initial execution of the sign-
ing algorithm SAS SM.Sign(sk1, σ, ∅, ∅,m1), such that n1 = 0 (i.e. there are no previously

signed messages). The algorithm sets σ = (σ1, σ2) ← (g,X), selects t1
R←− F∗p, and com-

putes σ′ = (σ′1, σ
′
2) ← (gt1 , gt1(x+y1m1)). Notice that this signature has the form of a

valid signature under SM, with the identification h ← gt1 . Now consider the execution of
SAS SM.Sign by another signer who wishes to sequentially construct an aggregate signature,
using the signature σ′, to include a signature on message m2. The second signer executes

SAS SM.Sign(sk2, σ
′, {m1}, {pk1},m2), which selects t2

R←− Fp, and computes

σ′′ = (σ′′1 , σ
′′
2)← (gt1t2 , gt1t2(x+y1m1+y2m2)). (36)

The above process can be repeated iteratively for n messages contributed by distinct signers,
giving:

σ = (σ1, σ2)←
(
g(

∏
α tα), g(

∏
α tα)(x+

∑
α yαmα)

)
, (37)

which is a valid sequential aggregate signature for the messages {mα}α∈[n] under public keys
{pkα}α∈[n].

The signature in Eq. (37) appears very similar to a multi-message signature for n mes-
sages output by PS.Sign. Specifically, the aggregate signature outputted by SAS SM.Sign
has the same form as a PS.Sign signature, if one identifies h ← g

∏
α tα . This similarity

motivated the very natural interpretation of PS [PS16], whereby SAS SM was identified as a
modification/generalisation of the multi-message scheme PS. Note, however, that although
the aggregate signature (37) contains multiple messages, each signer has only contributed a
single message and, in particular, the set of secret keys {yα}α∈[n] contains only one key per
signer - no individual signer has contributed multiple messages nor used multiple keys; i.e.,
no individual signer uses secret values yα and yα′ , for α 6= α′, as these values were distributed
to distinct signers.

5.2 Sequential Aggregate Signature Security

The EUF-CMA security model for single-message SAS schemes (SM-SAS) requires that no
PPT adversary can forge a verifying aggregate signature on a set of messages (selected by the
adversary) for a set of signers whose secret keys are not all known to the adversary (i.e. the
adversary may choose all but one of the signing keys used in the forgery). Security is defined
in the certified public keys scenario. That is, no PPT adversary can win the following game,
except with negligible probability:
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• EUF-CMA SM-SAS Security Game

– Challenger C initialises an empty keylist K = ∅, and executes the algorithms
SAS SM.Setup and SAS SM.Keygen, generating parameters (pp, g,X, g̃, X̃), and
keys (sk∗, pk∗). The parameters and public key pk∗ is given to the PPT adversary
ASAS SM.

– Adversary ASAS SM may request to add public keys pkα to the keylist K. Added
keys must be certified by supplying a proof of knowledge of the corresponding
secret key.

– The challenger provides a signing oracle and ASAS SM may adaptively request
aggregate signatures on at most Q messages (m1, . . . ,mQ), under public key pk∗.
For the κ-th query under key pk∗, ASAS SM provides a messagemκ and an aggregate
signature σκ on messages (m1,κ, . . . ,mnκ,κ), under public keys (pk1,κ, . . . , pkna,κ),
where each public key was already added to the keylist (nκ denotes the number
of already-signed messages in the aggregate signature σκ).

– The oracle verifies that σκ is a valid signature on messages (m1,κ, . . . ,mnκ,κ) under
public keys (pk1,κ, . . . , pkna,κ), and aborts if not. Otherwise returns:

σκ+1 ← SAS SM.Sign(pp, sk∗, σκ, (m1,κ, . . . ,mnκ,κ), (pk1,κ, . . . , pknκ,κ),mκ)

– Eventually, ASAS SM outputs an aggregate signature σ∗ on messages (m∗1, . . . ,m
∗
n∗),

under public keys (pk1, . . . , pkn∗). The adversary wins the game if the aggregate
signature verifies and there exists α∗ ∈ [n∗], such that pkα∗ = pk∗ and m∗α∗ was
not previously submitted to the oracle. Furthermore, all other public keys must
appear on the keylist, namely pkα ∈ K, ∀α ∈ [n∗] with α 6= α∗.

The point here is that the adversary must generate an aggregate signature for a set of
messages containing a previously unsigned message m∗α∗ , which verifies with respect to a
set of public keys containing the supplied public key pk∗, with message m∗α∗ signed by the
secret key corresponding to pk∗. The adversary may freely choose all messages in the final
message-set and all additional public keys in the public key set, though the additional keys
must be submitted to the keylist before outputting the final forgery.

Security of SAS SM may be proven via a reduction to SM [PS16]. Namely, if there exists
a PPT adversary ASAS SM that can output a verifying SAS SM forgery to win the EUF-CMA
SM-SAS security game with non-negligible probability, one may construct an adversary A
that can forge a verifying SM signature. For convenience, the proof is reproduced here.

Theorem 5.1. The single-message sequential aggregate signature scheme SAS SM is EUF-
CMA secure, in the certified public key setting, if the 1-PS assumption holds. More precisely,
a PPT adversary that can efficiently break SAS SM, by winning the EUF-CMA SM-SAS
security game, may be leveraged to break the EUF-CMA security of the single-message
signature scheme SM.

Proof. Assume that the PPT adversary ASAS SM can win the EUF-CMA SM-SAS game with
non-negligible probability. Challenger C for the EUF-CMA SM game executes SM.Setup and
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SM.Keygen, and passes the public key (g̃, X̃, Ỹ ) and public parameters pp to PPT adversary
A. Adversary A requests a signature on m = 0, receives the signature τ = (τ1, τ2), and
assigns g ← τ1 and X ← τ2. Next, adversary A initializes an empty keylist K = ∅, and
acts as a challenger for adversary ASAS SM, passing the public parameters (pp, g,X, g̃, X̃)
to ASAS SM, along with the (designated) public key pk∗ ← Ỹ . Whenever ASAS SM seeks
to add a public key pkα to the keylist, it certifies the key by proving knowledge of the
corresponding secret key skα. Key certification permits extraction of skα, and A maintains
its own list of key pairs (skα, pkα) for all public keys pkα ∈ K submitted by ASAS SM. When
ASAS SM requests a signature aggregating message m, under public key pk∗, to an aggregated
signature σκ for messages (m1,κ, . . . ,mnκ,κ), under public keys (pk1,κ, . . . , pknκ,κ), A verifies
the signature σκ, then requests a signature on m from C, which outputs (σ1, σ2). All public
keys (pk1,κ, . . . , pknκ,κ) were previously certified, so A knows the corresponding secret keys.

Hence, A may draw t
R←− F∗p and return the aggregated signature:

(σt1, σ
t
2 · σ

t(
∑
α∈[nκ] mα,κ yα,κ)

1 ), (38)

which is a valid SAS SM signature. Note that the above simulated signature and actual
SAS SM signatures both have the form (τ, τ ′), where τ ∈ G∗1 is a uniform element and
τ ′ ∈ G∗1 is the unique element satisfying:

e(τ, X̃ ·
∏
α∈[nκ]

(pkα,κ)
mα,κ · (pk∗)m) = e(τ ′, g̃). (39)

Thus, the simulated and actual aggregated signatures have the same distribution, so the
simulation is perfect.

By assumption, eventually ASAS SM outputs a set of messages (m∗1, . . . ,m
∗
n∗), a set of

public keys (pk1, . . . , pkn∗) and a verifying forged aggregate signature (σ∗1, σ
∗
2), such that

pkα∗ ≡ pk∗ ∈ {pkα}α∈[n∗], and a signature was not previously requested on the message
m∗α∗ ∈ {m

∗
α}α∈[n∗]. Algorithm A has previously extracted all corresponding secret keys

(except for pk∗) and may therefore compute:

σ̂∗2 ← σ∗2 ·
∏
α 6=α∗

(σ∗1)−yαm
∗
α . (40)

Finally, A outputs the pair (σ∗1, σ̂
∗
2) to C, which is a verifying pair under SM, for message

m∗α∗ under the challenge key pk∗. �

An adversary that can forge a verifying SAS SM signature may thus be leveraged to
forge a verifying SM signature, and thereby break the 1-PS assumption. Security of single-
message SAS scheme SAS SM against PPT adversaries was therefore related to the 1-PS
assumption [PS16].

5.3 Multi-Message PS Sequential Aggregate Signatures

Despite the apparent similarity between signatures outputted by SAS SM and PS, the scheme
SAS SM remains a single-message aggregate signature scheme - each sequential aggregate
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signatures incorporates a single new message. It is natural to ask how SAS SM may be
generalised to allow multiple signers to contribute multiple messages. Two generalisations
of SAS SM are presented below. The first generalisation incorporates the multi-message
techniques used in PS (labelled SAS PS). The second generalisation leverages PolySig and is
described in Section 5.4.

The multi-message sequential aggregate signature scheme SAS PS is defined by the fol-
lowing algorithms:

• SAS PS.Setup(1λ): On input a security parameter λ, randomly selects x
R←− F∗p, and out-

puts the public parameters pp = (p,Fp,G1,G2,GT , e) and (g,X, g̃, X̃), where (X, X̃) =
(gx, g̃x), with generators (g, g̃) ∈ G∗1 ×G∗2, and e : G1 ×G2 → GT a type-3 pairing.

• SAS PS.Keygen(pp, q): Takes as input the public parameters pp, and integer q, and
randomly selects q field elements:

(yα,1, . . . , yα,q)
R←− (F∗p)q, (41)

for each signer (labelled here as α). Computes the corresponding group elements:

(Ỹα,1, . . . , Ỹα,q) = (g̃yα,1 , . . . , g̃yα,q), (42)

and sets skα = (yα,1, . . . , yα,q) and pkα = (Ỹα,1, . . . , Ỹα,q).

• SAS PS.Sign(sk, σ, {{mα,i}i∈[q]}α∈[n], {pkα}α∈[n], {mi}i∈[q]): Performs the following checks:

– If n = 0, sets σ ← (g,X).

– If n > 0, aborts if SAS PS.Verify(pp, {{mα,i}i∈[q]}α∈[n], {pkα}α∈[n], σ) = reject.

– If {mi}i∈[q] = ∅, aborts.

– If pk = pkα for some α ∈ [n], aborts.

Else, parses sk as (y1, . . . , yq), and σ as (σ1, σ2), and randomly selects t
R←− F∗p. Finally,

computes:

σ′ = (σ′1, σ
′
2)←

(
σt1,
{
σ2 · σ

∑
i yα,imα,i

1

}t)
, (43)

and outputs the signature σ′.

• SAS PS.Verify({ {mα,i}i∈[q] }α∈[n], {pkα}α∈[n], σ): Parses σ as (σ1, σ2), parses pkα as

(Ỹα,1, . . . , Ỹα,q) for α ∈ [n], checks that σ1 6= 1G1 , and tests whether

e(σ1, X̃ ·
∏
α∈[n]

∏
i∈[q]

(Ỹα,i)
mα,i) = e(σ2, g̃). (44)

If both checks are satisfied, outputs accept, otherwise reject.
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Intuitively, SAS PS constructs an SAS for sets of multiple messages, {mα,i}i∈[q], contributed
by multiple signers (labelled by α). To illustrate the functioning of this new SAS scheme,
consider an initial execution of the signing algorithm on messages {m1,i}i∈[q]:

SAS PS.Sign(sk1, σ, ∅, ∅, {m1,i}i∈[q]), (45)

such that n1 = 0 (i.e. no previously signed messages). The algorithm sets σ = (σ1, σ2) ←
(g,X), parses σ as (σ1, σ2), selects t1

R←− F∗p, and computes:

σ′ = (σ′1, σ
′
2)← (gt1 , gt1(x+

∑
i y1,im1,i)), (46)

which, incidentally, has the form of a valid multi-message signature under PSq, with the
identification h ← gt1 . Next, another signer (α = 2) executes SAS PS.Sign to sequentially
construct an aggregate signature that includes the messages {m2,i}i∈[q]. The second signer
executes:

SAS PS.Sign(sk2, σ
′, {{m1,i}i∈[q]}, {pk1}, {m2,i}i∈[q]), (47)

such that n2 = 1. The algorithm selects t2
R←− F∗p, and computes

σ′ = (σ′1, σ
′
2) ←

(
gt1t2 , gt1t2{x+

∑
i(y1,im1,i)+

∑
j(y2,j m2,j)}

)
, (48)

with i, j ∈ [q]. This process can be repeated iteratively for n sets of messages with distinct
signers, giving:

σ′ = (σ′1, σ
′
2)←

(
g(

∏
α tα), g(

∏
α tα){x+

∑
α,i(yα,imα,i)}

)
, (49)

which is a valid SAS PS signature for a set of multi-message sets, {{mα,i}i∈[q]}α∈[n], under the
public keys {pkα}α∈[n]. Thus, as anticipated, SAS PS provides a multi-message generalisation
of SAS SM, such that each of the α ∈ [n] signers that contributes to the aggregated signature
signs a set of q messages, rather than a single message.

5.3.1 Multi-Message SAS Security Game

One may collectively define a single EUF-CMA security game for protocols SAS PS and
SAS Poly. Let P ∈ {PS,Poly}. The following EUF-CMA security game is employed in the
security analysis for SAS PS and SAS Poly below.

• EUF-CMA P-SAS Security Game

– Challenger C initialises an empty keylist K = ∅, and executes the algorithms
SAS P .Setup and SAS P .Keygen to generate parameters (pp, g,X, g̃, X̃), and keys
that include the pair (sk∗, pk∗). The challenger shares (pp, g,X, g̃, X̃), the public
parameters and key pk∗ with the PPT adversary ASAS P .

– The adversary may request to add public keys pkα to the keylist K, where each
key pkα contains q elements. Added keys are certified by providing a proof of
knowledge of the corresponding secret key.
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– The challenger provides a signing oracle and ASAS P may adaptively request
aggregate signatures on at most Q sets of messages:

({mi,1}i∈[q], {mi,2}i∈[q], . . . , {mi,Q}i∈[q]),

under public key pk∗. For each query κ ∈ [Q], ASAS P provides an aggregate
signature σκ on message sets

({m1,i,κ}i∈[q], {m2,i,κ}i∈[q], . . . , {mnκ,i,κ}i∈[q]), (50)

under public keys (pk1,κ, . . . , pknκ,κ), where each public key was already added
to K. Here {mα,i,κ}i∈[q] denotes the α-th set of messages, among a collection
comprising nκ sets of messages (i.e. α ∈ [nκ]), submitted as part of the κ-th
query to the signing oracle, where each set contains q messages. The aggregate
signature σκ (purportedly) includes a signature for each such set {mα,i,κ}i∈[q] under
a corresponding public key pkα,κ.

– Challenger C verifies that σκ is a valid signature on messages (50) under public
keys (pk1,κ, . . . , pknκ,κ), and aborts if not. Otherwise, returns:

σκ+1 ← SAS P .Sign(sk∗, σκ, {{mα,i,κ}i∈[q]}α∈[nκ]), {pkα,κ}α∈[nκ], {mi,κ}i∈[q]).

– Eventually, ASAS P outputs an aggregate signature σ∗ on message sets:

({m∗1,i}i∈[q], . . . , {m∗n∗,i}i∈[q]),

under public keys (pk1, . . . , pkn∗). The adversary wins the game if the aggregate
signature σ∗ verifies under SAS P .Verify, and there exists a value α∗ ∈ [n∗], such
that pkα∗ = pk∗ and the set {m∗α∗,i}i∈[q] was not previously submitted to the
signing oracle for aggregation under key pk∗. Furthermore, all other public keys
must appear on the keylist, namely pkα ∈ K, ∀α 6= α∗.

Here the adversary must generate an aggregate signature which verifies with respect to a
set of public keys containing the supplied public key pk∗, employed to sign a message-set
{m∗α∗,i}i∈[q], that must contain a previously unsigned message. Beyond these constraints,
the adversary may freely choose the additional messages and public keys in the outputted
message-set and public key sets, respectively. However, additional keys must be submitted
to the keylist for certification before outputting the final forgery.

5.3.2 Security of the Multi-Message PS-Based SAS

Theorem 5.1 reduced security of SAS SM against PPT adversaries to the 1-PS assump-
tion. Similarly, security of scheme SAS PS against PPT adversaries may be shown to rely
on the q-PS assumption (defined in Section 4.3.1) by constructing a reduction between a
PPT adversary capable of forging SAS PS signatures and an adversary that may forge PSq
signatures.

25



Theorem 5.2. The multi-message sequential aggregate signature scheme SAS PS is EUF-
CMA secure, in the certified public key setting, if the q-PS assumption holds. More precisely,
a PPT adversary that can efficiently break SAS PS, by winning the EUF-CMA PS-SAS game,
may be leveraged to break the EUF-CMA security of the multi-message signature scheme PSq.

Proof. Assume that the PPT adversary ASAS PS can win the EUF-CMA PS-SAS game with
non-negligible probability. Challenger C for the EUF-CMA PSq game executes PS.Setup
and PS.Keygen, and passes the public key (g̃, X̃, {Ỹi}i∈[q]) and public parameters pp to PPT
adversary A. Adversary A requests a signature on {mi = 0}i∈[q], receives the signature
τ = (τ1, τ2), and assigns g ← τ1 and X ← τ2. Adversary A then initializes an empty keylist
K = ∅, and acts as a challenger for adversary ASAS PS, passing (pp, g,X, g̃, X̃) to ASAS PS,
along with the (designated) public key pk∗ ← {Ỹi}i∈[q]. Whenever ASAS PS wishes to add
a public key pkα to the keylist, it must prove knowledge of the corresponding secret key
skα. Key certification permits extraction of skα, and A maintains its own list of key pairs
(skα, pkα), for all public keys pkα ∈ K submitted by ASAS PS. When ASAS PS requests to add
a signature for message-set {mi}i∈[q], under public key pk∗, to the aggregate signature σκ for
messages-sets (the subscript κ labels the κ-th query):

({m(1,i,κ)}i∈[q], {m(2,i,κ)}i∈[q], . . . , {m(nκ,i,κ)}i∈[q]),

under public keys (pk1,κ, . . . , pknκ,κ), A verifies the signature σκ, and requests a signature on
the message-set {mi}i∈[q] from C, which outputs (σ1, σ2). All public keys (pk1,κ, . . . , pknκ,κ)
were previously certified, so A knows the corresponding secret keys. Hence, A may draw

t
R←− F∗p, and return the aggregated signature:

σκ+1 ←
(
σt1, σ

t
2 · σ

t(
∑
α,im(α,i,κ) y(α,i,κ))

1

)
, (51)

which is a valid SAS PS signature on messages:

({m(1,i,κ)}i∈[q], {m(2,i,κ)}i∈[q], . . . , {m(nκ,i,κ)}i∈[q], {mi}i∈[q]),

under public keys:

(pk1,κ, . . . , pknκ,κ, pk∗). (52)

Here skα,κ = (y(α,1,κ), y(α,2,κ), . . . , y(α,q,κ)) is the secret key for public key pkα,κ, for the α-
th signer, included in the κ-th query. The above simulated signature and actual SAS PS
signatures both have the form (τ, τ ′), where τ ∈ G∗1 is a uniform element and τ ′ ∈ G∗1 is the
unique element satisfying:

e(τ, X̃ ·
∏
α∈[na]

∏
i∈[q]

(pkα,i,κ)
m(α,i,κ) ·

∏
i∈[q]

(pk∗,i)
mi) = e(τ ′, g̃). (53)

Thus, the simulated and actual aggregated signatures have the same distribution, so the
simulation is perfect (here the subscript i on pk∗,i and pkα,i,κ refers to the i-th component of

the public key, e.g. pk∗,i = Ỹi).
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By assumption, ASAS PS eventually outputs a collection of message-sets:

({m∗1,i}i∈[q], {m∗2,i}i∈[q], . . . , {m∗n∗,i}i∈[q]), (54)

as well as a set of public keys (pk1, . . . , pkn∗), and a verifying forged aggregate signature
(σ∗1, σ

∗
2), such that pkα∗ ≡ pk∗ ∈ {pkα}α∈[q∗]. Moreover, a signature was not previously

requested on one of the message-sets {m∗α∗,i}i∈[q] ∈ {{m∗α,i}i∈[q]}α∈[n∗]. Algorithm A has pre-
viously extracted all corresponding secret keys (except for pk∗) and may therefore compute:

σ̂∗2 ← σ∗2 ·
∏
α 6=α∗

∏
i∈[q]

(σ∗1)−yα,im
∗
α,i . (55)

Finally, A outputs the pair (σ∗1, σ̂
∗
2) to C, which is a verifying pair under PSq, for message-set

{m∗α∗,i}i∈[q] under the challenge key pk∗. �

The above proof demonstrates that an efficient adversary which can forge a verifying
SAS PS signature can be leveraged to forge a verifying PSq signature, and thereby break
the q-PS assumption. Scheme SAS PS is therefore secure against PPT adversaries if the
q-PS assumption holds, generalising the SM-SAS results of Ref. [PS16] to the multi-message
PS-SAS scheme.

5.4 Multi-Message Poly-Based Sequential Aggregate Signatures

One may also construct a multi-message generalisation of SAS SM using the polynomial-
based techniques employed in PolySig. The resulting multi-message SAS, named SAS Poly,
contains the following algorithms:

• SAS Poly.Setup(1λ): On input a security parameter λ, randomly selects x
R←− F∗p,

and outputs the public parameters pp = (p,Fp,G1,G2,GT , e) and (g,X, g̃, X̃), where
(X, X̃) = (gx, g̃x), with generators (g, g̃) ∈ G∗1 ×G∗2, and e : G1 ×G2 → GT a type-3
pairing.

• SAS Poly.Keygen(pp, q): Takes as input the public parameters pp, integer q, and ran-

domly selects a field element, yα
R←− F∗p, where α labels a signer. Computes the following

group elements:

(Ỹα,1, Ỹα,2, . . . , Ỹα,q) = (g̃y
1
α , g̃y

2
α , . . . , g̃y

q
α), (56)

and sets skα = yα and pkα = (Ỹα,1, . . . , Ỹα,q).

• SAS Poly.Sign(sk, σ, {{mα,i}i∈[q]}α∈[n], {pkα}α∈[n], {mi}i∈[q]): Performs the following checks:

– If n = 0, sets σ ← (g,X).

– If n > 0, aborts if SAS Poly.Verify(pp, {{mα,i}i∈[q]}α∈[n], {pkα}α∈[n], σ) = reject.

– If {mi}i∈[q] = ∅, aborts.
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– If pk = pkα for some α ∈ [n], aborts.

Else, parses sk as y, and σ as (σ1, σ2), and randomly selects t
R←− F∗p. Outputs the

signature

σ′ = (σ′1, σ
′
2)←

(
σt1, (σ2 · σ

∑
imiy

i

1 )t
)
. (57)

• SAS Poly.Verify({{mα,i}i∈[q]}α∈[n], {pkα}α∈[n], σ): Parses σ as (σ1, σ2), parses pkα as

(Ỹα,1, . . . , Ỹα,q) for α ∈ [n], checks that σ1 6= 1G1 , and tests whether

e(σ1, X̃ ·
∏
α∈[n]

∏
i∈[q]

(Ỹα,i)
mα,i) = e(σ2, g̃). (58)

If both checks are satisfied, outputs accept, otherwise reject.

To demonstrate the functioning of this new SAS scheme, consider an example execution
of the signing algorithm on initial messages {m1,i}i∈[q]:

SAS Poly.Sign(sk1, σ, ∅, ∅, {m1,i}i∈[q]), (59)

such that n1 = 0 (i.e. no previously signed message-sets). The algorithm sets σ = (σ1, σ2)←
(g,X), parses σ as (σ1, σ2), selects t1

R←− F∗p, and computes:

σ′ = (σ′1, σ
′
2)← (gt1 , gt1(x+

∑
im1,i y

i
1)), (60)

which has the form of a valid multi-message signature under PolySig, with the identification
h← gt1 . Now consider the execution of SAS Poly.Sign by another signer (α = 2), who wishes
to sequentially construct an aggregate signature that includes the messages {m2,i}i∈[q]. The
second signer executes:

SAS Poly.Sign(sk2, σ
′, {{m1,i}i∈[q]}, {pk1}, {m2,i}i∈[q]), (61)

where n2 = 1. This algorithm selects t2
R←− F∗p, and computes

σ′ = (σ′1, σ
′
2) ←

(
gt1t2 , gt1t2{x+

∑
i(m1,i y

i
1 )+

∑
j(m2,j y

j
2 )}
)
, (62)

with i, j ∈ [q] and α ∈ [n]. Repeating this process iteratively for n sets of messages with
distinct signers, gives:

σ′ = (σ′1, σ
′
2)←

(
g(

∏
α tα), g(

∏
α tα){x+

∑
α,i(mα,i y

i
α)}
)
, (63)

which is a valid SAS Poly signature for a set of multi-message sets, {{mα,i}i∈[q]}α∈[n], under
the public keys {pkα}α∈[n]. Thus, SAS Poly provides an alternative multi-message generali-
sation of SAS SM.
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5.4.1 Security of the Multi-Message Poly-SAS

Security of SAS PS was defined relative to the q-PS assumption using a reduction between
a PPT SAS PS adversary and a PPT PSq adversary. Similarly, security of scheme SAS Poly
against PPT adversaries may be defined relative to the q-PolyS assumption (defined in
Section 4.3.1) ) by constructing a reduction between a PPT adversary capable of forging
SAS Poly signatures and an adversary that may forge PolySigq signatures. The following
theorem uses the EUF-CMA Poly-SAS security game defined in Section 5.3.1 (with P =
Poly).

Theorem 5.3. The multi-message sequential aggregate signature scheme SAS Poly is EUF-
CMA secure, in the certified public key setting, if the q-PolyS assumption holds. More
precisely, a PPT adversary that can efficiently break SAS Poly, by winning the EUF-CMA
Poly-SAS game, may be leveraged to break the EUF-CMA security of the multi-message
signature scheme PolySigq.

Proof. Assume that the PPT adversary ASAS Poly can win the EUF-CMA Poly-SAS game
with non-negligible probability. Challenger C for the EUF-CMA PolySigq game executes

PolySig.Setup and PolySig.Keygen, and passes the public key (g̃, X̃, {Ỹi}i∈[q]) and public
parameters pp to PPT adversary A. Adversary A requests a signature on {mi = 0}i∈[q],
receives the signature τ = (τ1, τ2), and assigns g ← τ1 and X ← τ2. Next, A initializes
an empty keylist K = ∅, and acts as a challenger for adversary ASAS Poly, passing the
public parameters (pp, g,X, g̃, X̃) to ASAS Poly, along with the (designated) public key pk∗ ←
{Ỹi}i∈[q]. Whenever ASAS Poly wishes to add a public key pkα to the keylist, it must prove
knowledge of the corresponding secret key skα. Key certification permits extraction of skα,
and A maintains its own list of key pairs (skα, pkα) for all public keys pkα ∈ K submitted by
ASAS Poly. When ASAS Poly requests a signature aggregating message-set {mi}i∈[q], under the
secret key corresponding to public key pk∗, to the aggregate signature σκ for messages-sets:

({m(1,i,κ)}i∈[q], {m(2,i,κ)}i∈[q], . . . , {m(nκ,i,κ)}i∈[q]),

under public keys (pk1,κ, . . . , pkκ,nκ), A verifies the signature σκ, and requests a signature
on the message-set {mi}i∈[q] from C, which outputs (σ1, σ2). Here the subscript κ labels
the κ-th query. All public keys (pk1,κ, . . . , pknκ,κ) were previously certified, so A knows the

corresponding secret keys. Hence, A may draw t
R←− F∗p, and return the aggregated signature:

σκ+1 ←
(
σt1, σ

t
2 · σ

t(
∑
α,im(α,i,κ) y

i
(α,κ)

)

1

)
, (64)

which is a valid SAS Poly signature on messages:

({m(1,i,κ)}i∈[q], {m(2,i,κ)}i∈[q], . . . , {m(nκ,i,κ)}i∈[q], {mi}i∈[q]),

under public keys:

(pk1,κ, . . . , pknκ,κ, pk∗). (65)
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Here skα,κ = y(α,κ) denotes the single-element secret key corresponding to the public key
pkα,κ for the α-th signer, included in the κ-th query. The above simulated signature and
actual SAS Poly signatures both have the form (τ, τ ′), where τ ∈ G∗1 is a uniform element
and τ ′ ∈ G∗1 is the unique element satisfying:

e(τ, X̃ ·
∏
α∈[nκ]

∏
i∈[q]

(pkα,i,κ)
m(α,i,κ) ·

∏
i∈[q]

(pk∗,i)
mi) = e(τ ′, g̃). (66)

Thus, the simulated and actual aggregated signatures have the same distribution, so the
simulation is perfect. Note that the subscript i refers to the i-th component of the private
key (e.g. pk∗,i = Ỹi).

By assumption, ASAS Poly eventually outputs a collection of message-sets:

({m∗1,i}i∈[q], {m∗2,i}i∈[q], . . . , {m∗n∗,i}i∈[q]), (67)

as well as a set of public keys (pk1, . . . , pkn∗), and a verifying forged aggregate signature
(σ∗1, σ

∗
2), such that pkα∗ ≡ pk∗ ∈ {pkα}α∈[q∗]. Moreover, a signature was not previously

requested for (at least) one of the message-sets {m∗α∗,i}i∈[q] ∈ {{m∗α,i}i∈[q]}α∈[n∗]. Algorithm
A has previously extracted all corresponding secret keys (except for pk∗) and may therefore
compute:

σ̂∗2 ← σ∗2 ·
∏
α 6=α∗

∏
i∈[q]

(σ∗1)−y
i
αm
∗
α,i . (68)

Finally, A outputs the pair (σ∗1, σ̂
∗
2) to C, which is a verifying pair under PolySigq, for message-

set {m∗α∗,i}i∈[q] under the challenge key pk∗. �

The above proof demonstrates that an efficient adversary that can forge a verifying
SAS Poly signature may be leveraged to forge a verifying PolySigq signature, and thereby
break the q-PolyS assumption. Security of scheme SAS Poly against PPT adversaries is
therefore assured if the q-PolyS assumption holds.

5.5 Relationships Among SAS Schemes

SAS Poly is an alternative multi-message generalisation of the single-message scheme SAS SM.
Nonetheless SAS Poly is very similar to SAS PS, except that the secret key for an individual
signer using SAS Poly is comprised of a single element (skSAS Poly

α = yα) instead of a set of
q elements (skSAS PS

α = (yα,1, . . . , yα,q)). For n distinct signers of q messages, one therefore
requires n distinct secret elements when using SAS Poly (namely {yα}α∈[n]), compared to
n × q secret elements when using SAS PS (i.e. {{yα,i}i∈[q]}α∈[n]). This reduced number of
secret elements can trigger further efficiencies when leveraged within e.g. threshold credential
issuance schemes.

Similar to the interchange relationship between PS and PolySig, one may define an
interchange operation between SAS PS and SAS Poly. Specifically, consider a valid signature
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outputted by SAS PS (i.e. σSAS PS), and another outputted by SAS Poly (σSAS Poly), each for
a fixed value of the integers q and n. Perform the interchange operation:

yα,i ↔ yiα, (69)

which induces the following transformations:

σSAS PS ↔ σSAS Poly and pkSAS PS
α ↔ pkSAS Poly

α . (70)

The transformed signatures successfully verify under the transformed public keys, demon-
strating a symmetry relationship between SAS PS and SAS Poly.

Note also that SAS SM may be interpreted as the common single-message limit of both
SAS PS and SAS Poly, namely:

SAS SM = lim
mα,j→0, ∀j 6=i

SAS PS, (71)

and:

SAS SM = lim
mα,j→0, ∀j 6=i

SAS Poly, (72)

where mα,i 6= 0, in both cases. Identifying yα,i ↔ yiα, after taking the limit, shows that
the single-message limits of both SAS PS and SAS Poly are equivalent. Taking these limits
transforms the multi-message SAS schemes SAS PS and SAS Poly (i.e. each signer signs
multiple messages), to the single-message SAS scheme SAS SM (i.e. each signer signs a
single message). Thus, SAS SM may be understood as the common single-message limit of
both SAS PS and SAS Poly.

The multi-signer multi-message schemes SAS PS and SAS Poly are also related to the
single-signer multi-message schemes PSq and PolySigq, respectively. Taking the single-signer
limit of SAS PS, one obtains:

PSq = lim
yα,i→0,∀α 6=α′,i∈[q]

SAS PS, (73)

where yα′,i 6= 0, for a single fixed value of α = α′ (i.e. the single remaining signer is labelled
as α′), demonstrating that PSq is the single-signer limit of SAS PS. Thus, SAS PS combines
aspects of both the multi-signer single-message SAS scheme SAS SM, and the single-signer
multi-message scheme PSq. SAS PS is therefore understood as a generalisation of both
SAS SM and PSq. Similarly, PolySigq is the single-signer limit of SAS Poly:

PolySigq = lim
yα→0, ∀α 6=α′

SAS Poly, (74)

where yα′ 6= 0 for a fixed signer labelled by α = α′. Hence, SAS Poly is a generalisation of
both SAS SM and PolySigq.
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6 Signing Message Commitments

Pointcheval and Sanders also presented a scheme for generating signatures on committed
messages [PS16]. Signatures over message commitments leverage notions first introduced
by Chaum, relating to blind signatures [Cha83]. Such schemes are useful if the message-set
contains secret information as occurs, e.g., within anonymous credential schemes [San19].
The basic idea is that users supply a commitment to the messages (such as a Pedersen
commitment [Ped92]) and, if convinced that the commitment is valid, the signer provides a
signature on the commitment [ASM06]. Users may then unblind the signature by performing
an operation on the signed message commitment to produce a valid signature over the
underlying messages, without revealing the messages to the signer (e.g. [BFPV13]). In
what follows, the PS scheme for signed commitments is briefly presented. Leveraging the
mapping between PS-based signatures and polynomial-based signatures, a new polynomial-
based protocol for signed message commitments is then constructed.

6.1 PS Signatures for Committed Messages

The PS scheme for generating signatures on committed messages (here called SCM PS)
comprises the following algorithms:

• SCM PS.Setup(1λ): On input a security parameter λ, outputs the public parameters
pp← (p,Fp,G1,G2,GT , e), where e : G1 ×G2 → GT is a type-3 pairing.

• SCM PS.Keygen(pp, q): On input the public parameters pp and an integer q, selects

random generators (g, g̃)
R←− G∗1 ×G∗2, and selects the random field elements:

(x, y1, . . . , yq)
R←− (F∗p)q+1. (75)

Computes:

(X, Y1, . . . , Yq) = (gx, gy1 , . . . , gyq),

(X̃, Ỹ1, . . . , Ỹq) = (g̃x, g̃y1 , . . . , g̃yq), (76)

sets sk = X, and sets:

pk = (g, Y1, . . . , Yq, g̃, X̃, Ỹ1, . . . , Ỹq). (77)

• SCM PS.Protocol: To obtain a signature on messages {mi}i∈[q], a user selects a random

blinding factor b
R←− F∗p, computes the commitment C ← gb

∏
i∈[q] Y

mi
i , and sends

C to the signer. The user and signer engage in a proof of knowledge protocol for the

commitment openings. If the signer is convinced by the user, the signer selects u
R←− F∗p,

and returns σ′ ← (gu, (XC)u). The user generates an unblinded signature as:

σ ← (σ′1, σ
′
2(σ′1)−b) = (gu, (XCg−b)u) = (gu, gu(x+

∑
i∈[q] yimi)), (78)

which is a valid PS signature for the messages {mi}i∈[q].
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To convince a verifier that the user’s attributes were certified by the credential issuer, without
revealing the underlying attributes, PS propose that the user and verifier engage in a zero-
knowledge proof of knowledge (such as Schnorr’s interactive protocol [Sch90]). Specifically,

the user aggregates a signature on messages {mi}i∈[q], with a random dummy message r
R←−

F∗p, under a “secret key” yr = 1 ∈ Fp. The resulting signature is valid for the set {mi}i∈[q]∪{r}
and does not reveal information about the messages {mi}i∈[q]. More precisely, the user selects

t, r
R←− F∗p, and computes:

σ′ ← (σt1, σ
t
2 · σrt1 ) = (gut, gut(x+r+

∑
i∈[q] yimi)). (79)

The user sends σ′ to the verifier and constructs a zero-knowledge proof of knowledge π for
{mi}i∈[q] ∪ {r}, which satisfy:

e(σ′1, g̃
r · X̃ ·

∏
i∈[q]

Ỹ mi
i ) = e(σ′2, g̃). (80)

If the proof of knowledge π is valid, the verifier accepts the signature.

The public key for a single-message implementation of SCM PS has the form pk =
(g, Y, g̃, X̃, Ỹ ). Thus, the single-message implementation of SCM PS is secure if the PS2
assumption holds [PS16]. With regard to the multi-message implementation of SCM PSq
(i.e. for q > 1), PS note that one may reduce an adversary that can break the EUF-CMA
property of SCM PSq>1 to an adversary that can forge SCM PSq=1 signatures. Similar to
the points raised in Section 4, proving that a successful adversary against SCM PSq can be
leveraged to break SCM PS (i.e. q = 1) does not ensure that the inverse is true - i.e. that
a break of PS2 implies a break of SCM PSq for q > 1. More generally, scheme SCM PSq is
secure if the following q-type generalisation of the PS2 assumption holds.

Definition 6.1. q-PS Assumption Two (q-PS2). Let pp = (p,Fp,G1,G2,GT , e) define a
type-3 bilinear group, with generators (g, g̃) ∈ G∗1 × G∗2. For q + 1 random field elements

x, y1, . . . , yq
R←− F∗p, let X = gx, Yi = gyi , X̃ = g̃x, Ỹi = g̃yi . Define oracle O({mi}i∈[q]), which

takes as input a set of messages {mi}i∈[q], such that mi ∈ Fp for all i ∈ [q], chooses h
R←− G∗1,

and outputs a pair P =
(
h, hx+

∑
i∈[q]mi yi

)
. Given

(
g, g̃, {Yi}i∈[q], X̃, {Ỹi}i∈[q]

)
, and unlimited

access to oracle O, no adversary can efficiently generate a pair P∗ =
(
h∗, h

x+
∑
i∈[q] m

∗
i yi

∗

)
, for

h∗ 6= 1G1 , where the set (m∗1, . . . ,m
∗
q) ∈ (Fp)q was not previously submitted to the oracle.

By construction, scheme SCM PSq is secure if the q-PS2 assumption holds. Following
the methods employed in Theorem 6.1 below, it is straight-forward to prove that the q-PS2
assumption holds in the generic bilinear group model, except with negligible probability.

6.2 Polynomial-Based Signatures for Committed Messages

The scheme SCM PS for signatures over committed messages utilises the PS signature scheme.
One may construct a variant signature scheme for committed messages by mapping the PS
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signatures to polynomial-based signatures. The resulting scheme (here called SCM Poly)
involves the following algorithms:

• SCM Poly.Setup(1λ): On input a security parameter λ, outputs the public parameters
pp← (p,Fp,G1,G2,GT , e), where e : G1 ×G2 → GT is a type-3 pairing.

• SCM Poly.Keygen(pp, q): On input the public parameters pp and an integer q, selects

random generators (g, g̃)
R←− G∗1 ×G∗2, and selects the random field elements:

(x, y)
R←− (F∗p)2. (81)

Computes:

(X, Y1, Y2, . . . , Yq) ← (gx, gy, gy
2

, . . . , gy
q

),

(X̃, Ỹ1, Ỹ2, . . . , Ỹq) ← (g̃x, g̃y, g̃y
2

, . . . , g̃y
q

), (82)

sets sk← X, and sets:

pk← (g, Y1, . . . , Yq, g̃, X̃, Ỹ1, . . . , Ỹq). (83)

• SCM Poly.Protocol: To obtain a signature on messages {mi}i∈[q], a user selects a random

blinding factor b
R←− Fp, computes the commitment C ← gb

∏
i∈[q] Y

mi
i , and sends it

to the signer. The signer and user engage in a proof of knowledge protocol for the

commitment openings. If the signer is convinced by the user, the signer selects u
R←− F∗p

and returns σ′ ← (gu, (XC)u). The user may unblind the signature as:

σ ← (σ′1, σ
′
2(σ′1)−b) = (gu, (XCg−b)u) = (gu, gu(x+

∑
i∈[q]miy

i)), (84)

which is a valid PolySig signature for the messages {mi}i∈[q].

Following the preceding section, to convince a verifier that the user’s attributes were certified,
the user and verifier may engage in a zero-knowledge proof of knowledge. Specifically, the

user aggregates a signature on messages {mi}i∈[q] with a random dummy message r
R←− F∗p.

The resulting signature is valid for the set {mi}i∈[q] ∪ {r} and does not reveal information

about the messages {mi}i∈[q]. More precisely, the user randomly selects t, r
R←− F∗p, computes

σ′ ← (σt1, σ
t
2 · σrt1 ) = (gut, gut(x+r+

∑
i∈[q] miy

i)), (85)

and sends σ′ to the verifier. The user constructs a zero-knowledge proof of knowledge π for
{mi}i∈[q] ∪ {r}, such that:

e(σ′1, g̃
r · X̃ ·

∏
i∈[q]

Ỹ mi
i ) = e(σ′2, g̃). (86)

If the verifier is convinced by the proof of knowledge π, they accept the credential as
legitimate. This scheme will be leveraged to construct an unlinkable anonymous credential
scheme below.

Security of SCM Polyq is defined relative to an alternative q-type generalisation of the
PS2 assumption.
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Definition 6.2. q-PolyS Assumption Two (q-PolyS2). Let pp = (p,Fp,G1,G2,GT , e) define

a type-3 bilinear group, with generators (g, g̃) ∈ G∗1×G∗2. For random field elements x, y
R←−

F∗p, let X = gx, Yi = gy
i
, X̃ = g̃x, Ỹi = g̃y

i
. Define oracle O({mi}i∈[q]), which takes as input

a set of messages {mi}i∈[q], such that mi ∈ Fp for all i ∈ [q], chooses h
R←− G∗1, and outputs

a pair P =
(
h, hx+

∑
i∈[q]mi y

i
)

. Given
(
g, g̃, {Yi}i∈[q], X̃, {Ỹi}i∈[q]

)
, and unlimited access to

oracle O, no adversary can efficiently generate a pair P∗ =
(
h∗, h

x+
∑
i∈[q]m

∗
i y

i

∗

)
, for h∗ 6= 1G1 ,

where (m∗1, . . . ,m
∗
q) ∈ (Fp)q was not previously submitted to the oracle.

The q-PolyS2 assumption implies the q-PolyS assumption. It is straightforward to
show that an adversary can only construct a valid forgery if they can break the q-PolyS2
assumption. The following theorem shows that the q-PolyS2 assumption holds in the generic
bilinear group model.

Theorem 6.1. The q-PolyS2 assumption holds in the generic bilinear group model.

Proof. Let the PPT adversary A be provided with q-PolyS2 public parameters pp, corre-
sponding public key pk∗ = (g, g̃, {Yi}i∈[q], X̃, {Ỹi}i∈[q]), a signing oracle OPolySig, and a generic
bilinear group oracle OG. The signing oracle outputs a PolySig signature σκ = (σ1,κ, σ2,κ), on
input messages {mi,κ}i∈[q], where κ ∈ [QO] labels the QO signing oracle queries. To generate
new group elements in the generic bilinear group model, the adversary uses generic group
operations such as group multiplications and pairing operations. Hence, there exist scalars

(µ, {νi}i∈[q], {γκ}κ∈[QO], {δκ}κ∈[QO]),

(µ′, {ν ′i}i∈[q], {γ′κ}κ∈[QO], {δ′κ}κ∈[QO]), (87)

such that the elements in the adversary’s forgery (σ∗1, σ
∗
2) may be written as:

σ∗1 = gµ ·
∏
i∈[q]

Y νi
i ·

∏
κ∈[QO]

σγκ1,κ ·
∏

κ∈[QO]

σδκ2,κ,

σ∗2 = gµ
′ ·
∏
i∈[q]

Y
ν′i
i ·

∏
κ∈[QO]

σ
γ′κ
1,κ ·

∏
κ∈[QO]

σ
δ′κ
2,κ. (88)

Writing σ1,κ = gvκ , for random element vκ drawn during signature construction, the adver-
sary’s forgery utilises polynomials (in the exponent) in the unknown field elements x, y, and
{vκ}κ∈[QO], namely:

σ∗1 = gµ ·
∏
i∈[q]

gνiy
i ·
∏

κ∈[QO]

gvκγκ ·
∏

κ∈[QO]

gvκδκ(x+
∑
i∈[q] mi,κ y

i),

σ∗2 = gµ
′ ·
∏
i∈[q]

gν
′
iy
i ·
∏

κ∈[QO]

gvκγ
′
κ ·

∏
κ∈[QO]

gvκδ
′
κ(x+

∑
i∈[q] mi,κ y

i). (89)
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If the forgery is valid, it must satisfy the verification check in Eq. (9), giving:µ+
∑
i∈[q]

νi y
i +

∑
κ∈[QO]

vκγκ +
∑
κ∈[QO]

vκ(x+
∑
i∈[q]

mi,κy
i)δκ

x+
∑
i∈[q]

m∗i y
i


= µ′ +

∑
i∈[q]

ν ′i y
i +

∑
κ∈[QO]

vκγ
′
κ +

∑
κ∈[QO]

vκ(x+
∑
i∈[q]

mi,κy
i)δ′κ. (90)

Inspecting the O(x2) terms, the O(xyi) terms, the O(vκ) terms, the O(1) term, the O(x)
terms, and the O(yi) terms,in turn, shows that a valid forgery requires δκ = νi = γ′κ = µ′ =
µ = ν ′i = 0, leaving: ∑

κ∈[QO]

vκγκ

x+
∑
i∈[q]

m∗i y
i

 =
∑
κ∈[QO]

vκ(x+
∑
i∈[q]

mi,κ y
i)δ′κ, (91)

Treating this expression as a polynomial in the unknown constants vκ, one has:

(x+
∑
i∈[q]

yim∗i )× γκ = (x+
∑
i∈[q]

yimi,κ)× δ′κ. (92)

This expression is the same as Eq. (30) in Theorem 4.5. Hence, by the same argument, it is
not feasible for the adversary to explicitly construct a forgery,

Now we bound the probability that two polynomials two of the adversary’s polynomials
(in the exponent) accidentally collide [BBG05]. The public key contains 2q+ 3 elements, all
with monomial exponents of degree ≤ q in the secret elements x, y. A query to the signing
oracle outputs two group elements, (σ1, σ2), with exponents of maximal degree deg(σ1) ≤ 1,
and deg(σ2) ≤ (q + 1), in the secret elements and the random elements vκ (drawn during
signature generation). The largest-degree polynomial returned by a call to the bilinear group
oracle occurs for a pairing call. The maximal degree of a polynomial in the exponent of a G2

element is q, and for a G1 element it’s (q+ 1). Thus, the maximal degree of the exponent for
an element outputted by the group oracle is ≤ q(q+1). An adversary that makes QO signing
oracle queries and QG group oracle queries generates (2QO + QG + 2q + 1) polynomials in
total, all with degree ≤ q(q + 1). By the Schwartz-Zippel lemma [DL78, Zip79, Sch80], the
probability of collision among these polynomials is at most:

q(q + 1)

2p
(2QO +QG + 2q + 3)(2QO +QG + 2q + 2), (93)

which is negligible in security parameter λ = log2(p), for a PPT adversary, with q ≤ poly(λ).
Thus, the q-PolyS2 assumption holds in the generic bilinear group model, except with
negligible probability. �

Finally note that the mapping between PSq and PolySigq induces a mapping between
schemes SCM PSq and SCM Polyq. Moreover, one has:

SCM PSq=1 = SCM Polyq=1, (94)
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so protocols SCM PSq>1 and SCM Polyq>1 may be regarded as distinct multi-message gener-
alisations of a common single-message commitment signature scheme:

SCMq=1 = lim
q→1

SCM PSq = lim
q→1

SCM Polyq. (95)

7 Redactable Signatures

The multi-message signature schemes described in the preceding sections required users to
treat all messages “democratically.” That is, users seeking to disclose one or more messages
during verification were forced to disclose all signed messages. Similarly, the signature
schemes for committed messages required users to hide all the messages. However, in some
use cases individuals may prefer to selectively disclose a subset of signed messages, thereby
revealing appropriate information without suffering undue additional disclosures. Signa-
ture protocols with this functionality are known as redactable signature schemes [BBD+10,
HHH+08, NTKK09]. Sanders proposed a generalisation of PS signatures which permits
users to selectively disclose a subset of signed messages [San19]. The resulting redactable
signature scheme can serve as a building block for both unlinkable redactable signature
schemes and redactable anonymous credential systems. Redactable signature schemes utilise
an additional group element called an accumulator [San19]. The user hides non-disclosed
messages inside the accumulator and sends both the accumulator and the signature to the
verifier. Verification of the signature is implemented without requiring the user to reveal the
contents of the accumulator. However, merely introducing an accumulator is insufficient to
obtain a secure redactable signature scheme; in the simplest implementations, an adversary
may hide malicious elements in the accumulator such that signatures on invalid messages may
nonetheless verify [San19]. Introducing an additional signature element (here referred to as
an enforcer), one may incorporate an extra verification check to ensure the accumulator has
the appropriate structure and prevent adversaries from hiding malicious information [San19].
In essence, the second verification check uses the enforcer to ensure the accumulator was
constructed correctly.

Sanders’ redactable signature scheme leverages PS signatures. Accordingly, one may use
the mapping between PS-based signatures and polynomial-based signatures to realise a new
redactable signature scheme. In what follows, the PS-based redactable signature scheme is
described and subsequently generalised to a polynomial-based redactable signature scheme
(in Section 7.2). Note that Ref. [San19] swapped the role of G1 and G2, relative to PS [PS16],
such that signatures were constructed in G2 rather than G1. To facilitate comparisons, the
same convention is adopted in what follows.

7.1 Redactable PS Signatures

The redactable PS signature scheme (here labelled RS PS) allows users to obtain a signature
on a set of messages and selectively disclose only a subset of the signed messages during
verification. Users may disclose different subsets of messages to distinct verifiers. Scheme
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RS PS is defined by the following algorithms [San19]:

• RS PS.Setup(1λ): On input a security parameter λ, outputs the public parameters
pp = (p,Fp,G1,G2,GT , e), where e : G1 ×G2 → GT is a type-3 pairing.

• RS PS.Keygen(pp, q): On input the public parameters pp and an integer q, randomly

selects group generators (g, g̃)
R←− G∗1 ×G∗2, and q + 1 field elements:

(x, y1, . . . , yq)
R←− (F∗p)q+1. (96)

Computes the following group elements:(
X, {Yi}, {Ỹi}, {Wi,j}i 6=j

)
= (gx, {gyi}, {g̃yi}, {gyiyj}i 6=j) , for i, j ∈ [q], (97)

and sets:

sk = (x, y1, . . . , yq),

pk = (g, g̃, X, {Yi}, {Ỹi}, {Wi,j}i 6=j). (98)

• RS PS.Sign(sk, {mi}i∈[q]): Checks that mi 6= 0, ∀i, randomly selects a group generator

σ̃1
R←− G∗2, computes σ̃2 ← σ̃

x+
∑
i yimi

1 and σ2 = g
∑
i yi , sets σ1 = 1G1 , and outputs the

signature σ = (σ1, σ2, σ̃1, σ̃2) for messages {mi}.

• RS PS.Derive(pk, σ, {mi}i∈[q], I): On input a subset I ⊆ {1, . . . , q}, and signature σ on
messages {mi}i∈[q] under public key pk, parses σ as (σ1, σ2, σ̃1, σ̃2), and checks whether
Ī = ∅, where Ī is the compliment of I (namely Ī = {1, . . . , q}\I). If Ī 6= ∅, generates
the accumulator σ1 ←

∏
j∈Ī Y

mj
j , and enforcer:

σ2 ←
∏
i∈I

∏
j∈Ī

W
mj
i,j . (99)

Otherwise, for Ī = ∅, sets (σ1, σ2) = (1G1 , 1G2). In either case, outputs the derived
signature:

σI = (σ1, σ2, σ̃1, σ̃2), (100)

for messages {mi}i∈I .

• RS PS.Verify(pk, {mi}i∈I , σ): Parses σ as (σ1, σ2, σ̃1, σ̃2), checks that mi 6= 0, ∀i ∈ I,
and executes the checks:

1. e(X · σ1 ·
∏
i∈I

Y mi
i , σ̃1) = e(g, σ̃2)

2. e(σ1,
∏
i∈I

Ỹi) = e(σ2, g̃). (101)

If both checks pass, outputs accept, otherwise reject.
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Algorithm RS PS.Sign generates an aggregate signature on the full set of messages {mi}i∈[q],
whereas RS PS.Derive takes an aggregate signature σ as input and outputs a derived signature
σI , for a subset of messages labelled by I ⊆ [q]. Users provide the verifier with an aggregate
signature σ̃2 ∈ G2 for a full set of messages {mi}i∈[q], but only reveal a subset of messages
{mi}i∈I , whilst hiding the remaining messages {mj}i∈Ī inside the accumulator σ1. The first
verification check tests whether the aggregate signature is a valid signature for the full set of
messages (i.e. both the revealed and redacted messages, {mi}i∈I and {mj}i∈Ī , respectively).
However, this check does not preclude forgeries as an adversary may hide elements inside the
accumulator σ1 and yet construct a forgery that verifies. The second check in Eq. (101) tests
whether σ1 has the correct form to preclude such forgeries. Sanders’ key insight was that,
if σ1 has the correct form, the exponent of the target group element e(σ1,

∏
i∈I Ỹi) will not

contain any quadratic powers of the form y2
i , for some i ∈ [q]. Conversely if σ1 is a verifying

forgery, the exponent of element e(σ1,
∏

i∈I Ỹi) necessarily contains one or more quadratic
terms y2

i [San19]. The second check requires users to construct the enforcer element σ2, using
the public elements Wi,j, which contain no quadratic powers of the secret elements yi in the
exponent. Consequently the second check only passes if the accumulator σ1 has the correct
form. Note, however, that the accumulator check permits additional redundancies in the
accumulator. These redundancies are not considered forgeries as they may be leveraged to
blind the signature and achieve unlinkability [San19].

Unforgeability of RS PS was proven by demonstrating that an adversary cannot construct
a verifying forgery on a previously unsigned message in the generic bilinear group model,
except with negligible probability [San19]. This proof strategy is equivalent to defining the
following q-PSR assumption and demonstrating that this assumption holds in the generic
bilinear group model, except with negligible probability.

Definition 7.1. q-PS Redactable (q-PSR) Assumption. Let pp = (p,Fp,G1,G2,GT , e) define
a type-3 bilinear group, with generators (g, g̃) ∈ G∗1 × G∗2. For random field elements

x, y1, . . . , yq
R←− F∗p, let X = gx, Yi = gyi , Ỹi = g̃yi , Wi,j = gyiyj , for i, j ∈ [q] and i 6= j. Define

oracle ORS PS({mi}i∈[q]), which takes as input messages mi ∈ F∗p, and outputs an RS PS

signature. Given (g, g̃, X, {Yi}, {Ỹi}, {Wi,j}i 6=j), and unlimited access to oracle ORS PS, no
adversary can efficiently generate a valid RS PS signature for a message set {m∗i }i∈I , for
some I ⊆ [q], such that at least one of the messages m∗j ∈ {m∗i }i∈I was not previously
submitted to the oracle.

The security proof for protocol RS PS is not reproduced here [San19]. Below, in Sec-
tion 7.3, an equivalence between the (related) q-PolyR assumption and the EUF-CMA RS-
Poly security game is proven. An analogous proof can be constructed for RS PS, permit-
ting one to leverage Sanders’ proof of EUF-CMA security for protocol RS PS [San19], to
demonstrate that the q-PSR assumption holds in the generic bilinear group model, except
with negligible probability (i.e. security of RS PS may equivalently be defined using the q-
PSR assumption). The proof is omitted here but is a straight-forward variant of results in
Section 7.3.
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7.2 Polynomial-Based Redactable Signatures

The scheme RS PS derives from the multi-message signature scheme PS. Specifically, the

signature generated by RS PS.Sign, σ̃2 ← σ̃
x+

∑
i yimi

1 , has the same form as a signature
generated by PS.Sign. Leveraging the interchange relationship between PS and PolySig, a
variant redactable signature scheme based on PolySig may be constructed. This polynomial-
based redactable signature scheme (i.e. RS Poly) is defined by the following algorithms:

• RS Poly.Setup(1λ): On input a security parameter λ, outputs the public parameters
pp = (p,Fp,G1,G2,GT , e), where e : G1 ×G2 → GT is a type-3 pairing.

• RS Poly.Keygen(pp, q): On input the public parameters pp and an integer q, randomly

selects the group generators (g, g̃)
R←− G∗1 × G∗2, and three field elements, (x, y, z)

R←−
(F∗p)3. Computes the following group elements:

(X, {Yi}, {Z̃i}, {W̃i,j}i 6=j) = (gx, {gyi}, {g̃zi}, {g̃ziyj}i 6=j), for i, j ∈ [q], (102)

and sets

sk = (x, y),

pk = (g, g̃, X, {Yi}, {Z̃i}, {W̃i,j}i 6=j). (103)

• RS Poly.Sign(sk, {mi}i∈[q]): Checks that mi 6= 0, ∀i, randomly selects a group generator

σ̃1
R←− G∗2, computes σ̃2 ← σ̃

x+
∑
imi y

i

1 and σ̃0 = g̃
∑
i z
i
, sets σ1 = 1G1 , and outputs the

aggregated signature σ = (σ1, σ̃0, σ̃1, σ̃2) for messages {mi}.

• RS Poly.Derive(pk, σ, {mi}i∈[q], I): On input a subset I ⊆ {1, . . . , q}, and an aggregate
signature σ on messages {mi}i∈[q] under public key pk, parses σ as (σ1, σ̃0, σ̃1, σ̃2), and
checks whether Ī = ∅, where Ī is the compliment of I (namely Ī = {1, . . . , q}\I). If
Ī 6= ∅, generates the accumulator σ1 ←

∏
j∈Ī Y

mj
j , and the enforcer:

σ̃0 ←
∏
i∈I

∏
j∈Ī

W̃
mj
i,j . (104)

Otherwise, if Ī = ∅, sets (σ1, σ̃0) = (1G1 , 1G2). In either case, outputs the derived
signature:

σI = (σ1, σ̃0, σ̃1, σ̃2), (105)

for messages {mi}i∈I .

• RS Poly.Verify(pk, {mi}i∈I , σ): Parses σ as (σ1, σ̃0, σ̃1, σ̃2), checks that mi 6= 0, ∀i ∈ I,
and executes the checks:

1. e(X · σ1 ·
∏
i∈I

Y mi
i , σ̃1) = e(g, σ̃2)

2. e(σ1,
∏
i∈I

Z̃i) = e(g, σ̃0). (106)

If both checks are satisfied, outputs accept, otherwise reject.
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Scheme RS Poly only uses three random field elements (namely x, y, z), compared to the
q + 1 field elements required in RS PS. Secret key sk is therefore shorter (constant-sized),
irrespective of the number of messages q, while the public key pk has the same size for both
RS Poly and RS PS.

The intuition for the new scheme RS Poly is as follows. Algorithm RS PS leverages the
fact that the discrete log of e

(
σ1,
∏

i∈I g̃
yi
)

contains O(y2
i ) terms, for some i ∈ I, if the

accumulator σ1 hides a forgery. For a polynomial-based scheme, the obvious generalisation
would include elements Ỹi ← g̃y

i
in the public key, and check whether the exponent of the

target group element

e

(
σ1,
∏
i∈I

Ỹi

)
= e

(
σ1,
∏
i∈I

g̃y
i

)
, (107)

contained O(yi+i) terms, for some i ∈ I. However, for a polynomial-based signature scheme,
a valid accumulator may give rise to an O(yi+i) term in Eq. (107) for some i ∈ [q]. For
example, the set {yi}i∈[q] may contain elements yi and yi

′
such that 2i = i′. Similarly, the

product yiyj, for i ∈ I and j ∈ Ī, may contain elements such that i + j = j′ ∈ Ī for some
j′ 6= j. Consequently this straightforward generalisation of RS PS is inadequate. Instead,
the public elements Ỹi in RS PS were replaced by the elements Z̃i ← g̃z

i
, for a random

field element z. In the resulting scheme RS Poly, the discrete log of e
(
σ1,
∏

i∈I Z̃i
)

only

contains O(yizi) terms if the accumulator σ1 involves a forgery. Including the elements
{W̃i,j}i, 6=j ← {g̃ziyj}i 6=j in the public key, and requiring users to construct the enforcer
σ̃0 ←

∏
i∈I
∏

j∈Ī W̃
mj
i,j , allows the verifier to confirm that σ1 has the correct form and does

not hide a forgery, using the second test in Eq. (106). The new scheme RS Poly therefore
achieves the same redactable signature functionality as RS PS but with a constant-sized
secret key.

Notice that the enforcer element σ2 ∈ G1 in RS PS was replaced with an enforcer σ̃0 ∈ G2

in RS Poly, and the elements W̃i,j now belong to G2. These changes reflect the fact that the
elements Z̃i and Yi in the public key pkRS Poly have distinct exponents (zi versus yi), differing

from the relationship between elements Ỹi and Yi in RS PS (which have the same exponent,
yi). It is possible to modify RS Poly to implement a redactable polynomial-based signature
scheme with an enforcer element σ2 ∈ G1, analogous to RS PS, by replacing W̃i,j ∈ G2 with
elements Wi,j ∈ G1. However, when considering the generalisation to unlinkable signatures
below, shifting the enforcer σ2 into the group G2 (as done in RS Poly above) allows one to
retain a public key with the same size for both the PS and the polynomial-based unlinkable
redactable signature schemes. Also note that verification does not explicitly use the elements
{W̃i,j}i 6=j. Thus, the full public key is not required for verification since one may define a
verification key vk = (g,X, {Yi}, {Z̃i}), which contains 2q + 2 group elements.

7.3 Security of the Poly-Based Redactable Signature Scheme

The following definition generalises the q-PSR assumption underlying the security of scheme
RS PS.
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Definition 7.2. q-PolyS Redactable (q-PolyR) Assumption. Let pp = (p,Fp,G1,G2,GT , e)
define a type-3 bilinear group, with generators (g, g̃) ∈ G∗1 ×G∗2. For random field elements

x, y, z
R←− F∗p, let X = gx, Yi = gy

i
, Z̃i = g̃z

i
, W̃i,j = g̃z

iyj , for i, j ∈ [q] and i 6= j. Define
oracle ORS Poly({mi}i∈[q]), which takes as input messages mi ∈ F∗p, and outputs an RS Poly

signature. Given (g, g̃, X, {Yi}i∈[q], {Z̃i}i∈[q], {W̃i,j}i,j∈[q]; i 6=j), and unlimited access to oracle
ORS Poly, no adversary can efficiently generate a valid RS Poly signature for a message set
{m∗i }i∈I , for some I ⊆ [q], such that at least one of the messages m∗j ∈ {m∗i }i∈I was not
previously submitted to the oracle.

The security proof for RS Poly proceeds in three steps. First, an unforgeability security
game is defined and the equivalence between the game-based security definition and an
assumption-based security definition is proven. Next, it is shown that the q-PolyR assump-
tion holds in the generic bilinear group model. Finally, these ingredients are leveraged to
construct the desired proof.

• EUF-CMA RS-Poly Security Game

– Challenger C initialises an empty message table TM = ∅, and executes algorithms
RS Poly.Setup and RS Poly.Keygen, generating the keys

sk∗ = (x, y)

pk∗ = (g, g̃, X, {Yi}i∈[q], {Z̃i}i∈[q], {W̃i,j}i,j∈[q]; i 6=j). (108)

The challenger shares the public key pk∗ with the PPT adversary ARS Poly, and
provides access to a signing oracle.

– When the adversary requests a signature on a set of messages {mi,κ}i∈[q], with
κ ∈ [QO] labeling the oracle queries, the oracle outputs an RS Poly signature σ(κ),
and adds the elements {mi,κ}i∈[q] to TM .

– Eventually the adversary outputs a signature σ∗ and messages {m∗i }i∈I . The
adversary wins the game if (i) I 6= ∅; (ii) the signature σ∗ is a valid RS Poly
signature for messages {m∗i }i∈I under public key pk∗; and (iii) there exists m∗j ∈
{m∗i }i∈[q], such that m∗j 6∈ TM .

Theorem 7.1. A PPT adversary can win the EUF-CMA RS-Poly security game with non-
negligible probability if and only if they can break the q-PolyR assumption with non-negligible
probability.

Proof. Let AUF be an adversary in the EUF-CMA RS-Poly security game, and AqPolyR an
adversary against the q-PolyR assumption challenger. Assume that AUF can win the EUF-
CMA RS-Poly security game with non-negligible probability. Upon receipt of a q-PolyR
challenge public key:

pk∗ = (g, g̃, X, {Yi}i∈[q], {Z̃i}i∈[q], {W̃i,j}i,j∈[q]; i 6=j), (109)

adversary AqPolyR passes pk∗ to AUF, and responds to AUF’s oracle queries using the q-PolyR
oracle. With non-negligible probability, AUF eventually outputs a verifying RS Poly signature
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for a set of messages, winning the EUF-CMA RS-Poly security game. Adversary AqPolyR

passes this output to the q-PolyR challenger, successfully breaking the q-PolyR assumption
with the same non-negligible probability.

Conversely, assume that AqPolyR can break the q-PolyR assumption with non-negligible
probability. Upon receipt of the EUF-CMA RS-Poly security game public key pk∗, adversary
AUF acts as a q-PolyR challenger to AqPolyR and passes the public key to AqPolyR. Adversary
AUF answers AqPolyR’s oracle queries using the EUF-CMA RS-Poly security game oracle.
With non-negligible probability, AqPolyR eventually outputs a verifying RS Poly signature for
a set of messages, breaking the q-PolyR assumption. Adversary AUF passes this output to
the EUF-CMA RS-Poly security game challenger, and successfully wins the game with the
same non-negligible probability.

�

Theorem 7.2. The q-PolyR assumption holds in the generic bilinear group model.

Proof. Let the PPT adversary A have access to the q-PolyR public parameters pp, public
key:

(g, g̃, X, {Yi}i∈[q], {Z̃i}i∈[q], {W̃i,j}i,j∈[q]; i 6=j), (110)

signing oracle ORS Poly, and a generic bilinear group oracle OG. The signing oracle outputs
an RS Poly signature σκ = (σ1,κ, σ̃0,κ, σ̃1,κ, σ̃0,κ) on input messages {mi,κ}i∈[q], where κ ∈ [QO]
labels the QO oracle queries. To generate new group elements in the generic bilinear group
model, the adversary uses generic group operations such as group multiplications and pairing
operations. Hence, there exist scalars

(a, b, {ci}i∈[q]),

(µ, {νi}i∈[q], {φi,j}i,j∈[q];i 6=j, {γκ}κ∈[QO], {δκ}κ∈[QO]),

(µ′, {ν ′i}i∈[q], {φ′i,j}i,j∈[q];i 6=j, {γ′κ}κ∈[QO], {δ′κ}κ∈[QO]),

(µ′′, {ν ′′i }i∈[q], {φ′′i,j}i,j∈[q];i 6=j, {γ′′κ}κ∈[QO], {δ′′κ}κ∈[QO]), (111)

such that the elements in the adversary’s forgery (σ∗1, σ̃
∗
0, σ̃

∗
1, σ̃

∗
2) may be written as:

σ∗1 = ga ·Xb ·
∏
i∈[q]

Y ci
i ,

σ̃∗1 = g̃µ ·
∏
i∈[q]

Z̃νi
i ·
∏
i 6=j

W̃
φi,j
i,j ·

∏
κ∈[QO]

σ̃γκ1,κ ·
∏

κ∈[QO]

σ̃δκ2,κ,

σ̃∗2 = g̃µ
′ ·
∏
i∈[q]

Z̃
ν′i
i ·
∏
i 6=j

W̃
φ′i,j
i,j ·

∏
κ∈[QO]

σ̃
γ′κ
1,κ ·

∏
κ∈[QO]

σ̃
δ′κ
2,κ,

σ̃∗0 = g̃µ
′′ ·
∏
i∈[q]

Z̃
ν′′i
i ·

∏
i 6=j

W̃
φ′′i,j
i,j ·

∏
κ∈[QO]

σ̃
γ′′κ
1,κ ·

∏
κ∈[QO]

σ̃
δ′′κ
2,κ. (112)

The elements σ1,κ and σ̃0,κ, from the κ-th signing oracle query, are not explicitly included
in the above expressions as they are built from publicly known parameters (i.e. they are
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implicitly included). If the forgery is valid, it must satisfy the verification checks. The
second check gives (in the exponent):

(a+ bx+
∑
i∈[q]

ci y
i)(
∑
i∈I

zi)

= µ′′ +
∑
i∈[q]

ziν ′′i +
∑
i 6=j

ziyjφ′′i,j +
∑
κ∈[QO]

vκγ
′′
κ +

∑
κ∈[QO]

vκ(x+
∑
i∈[q]

miy
i)δ′′κ, (113)

where the elements vκ are unknown to the adversary, and derive from the signature element
σ̃1,κ = g̃vκ . Inspecting the O(1) term, the O(x) terms, the O(vκ) terms, and the O(vκx)
terms, in turn, shows that a valid forgery requires µ′′ = b = γ′′κ = δ′′κ = 0, leaving

(a+
∑
i∈[q]

ci y
i)(
∑
i∈I

zi) =
∑
i∈[q]

ziν ′′i +
∑
i 6=j

ziyjφ′′i,j. (114)

This expression requires that ci = 0 for i ∈ I (there are no i = j terms on the right hand
side), and ν ′′i = 0 for i ∈ Ī, with ν ′′i = a for all i ∈ I. Moreover, one requires that φ′′i,j = 0
for i ∈ Ī or j ∈ I, and φ′′i,j = cj for j ∈ Ī. The second verification check therefore requires:

σ1 = ga ·
∏
j∈Ī

Y
cj
j ,

σ̃0 =
∏
i∈I

Z̃a
i ·

∏
i∈I, j∈Ī

W̃
cj
i,j . (115)

Using this expression, the first verification check requires:

(x+ a+
∑
j∈Ī

yjcj +
∑
i∈I

yim∗i )×µ+
∑
i∈[q]

ziνi +
∑

i,j∈[q],i 6=j

ziyjφi,j +
∑
κ∈[QO]

γκvκ +
∑
κ∈[QO]

δκvκ(x+
∑
i∈[q]

yimi,κ)


=

µ′ +∑
i∈[q]

ziν ′i +
∑

i,j∈[q],i 6=j

ziyjφ′i,j +
∑
κ∈[QO]

γ′κvκ +
∑
κ∈[QO]

δ′κvκ(x+
∑
i∈[q]

yimi,κ)

 .

Inspecting the O(vκx
2) terms, the O(x) term, the O(xzi) terms, the O(xziyj) terms, the

O(zi) terms, the O(ziyj) terms, and the O(1) term, in turn, shows that one requires

δκ = µ = νi = φi,j = ν ′i = φ′i,j = µ′ = 0, (116)

leaving

(x+ a+
∑
j∈Ī

yjcj +
∑
i∈I

yim∗i )(
∑
κ∈[QO]

γκvκ) =
∑
κ∈[QO]

γ′κvκ +
∑
κ∈[QO]

δ′κvκ(x+
∑
i∈[q]

yimi,κ).

Treating this expression as a polynomial in the constants vκ, one has:

(x+ a+
∑
j∈Ī

yjcj +
∑
i∈I

yim∗i )× γκ = γ′κ + δ′κ(x+
∑
i∈[q]

yimi,κ). (117)
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For the adversary to produce a forgery, given each oracle query labelled by κ ∈ [QO], there
must be at least one message mi,κ, for i ∈ [q], such that m∗i 6= mi,κ. Similar to Sanders’
observations for scheme RS PS [San19], a PPT adversary cannot solve the above expression
in the generic group model for all κ unless γκ = γ′κ = δ′κ = 0, for all κ ∈ [QO], which does
not constitute a forgery. Hence, construction of a forgery is not possible.

Finally, we bound the probability that two polynomials in the adversary’s set accidentally
evaluate to the same value [BBG05]. The public key contains 3 + q(q + 3)/2 elements, all
with monomial exponents of degree ≤ (2q− 1) in the secret elements x, y, z. A query to the
signing oracle outputs four group elements, (σ1, σ̃0, σ̃1, σ̃2), with exponents of maximal degree
deg(σ1) ≤ q, deg(σ̃0) ≤ (2q − 1), deg(σ̃1) ≤ 1, and deg(σ̃2) ≤ (q + 1), in the secret elements
and the random elements drawn during signature generation. The largest-degree polynomial
returned by a call to the bilinear group oracle occurs for a pairing call. The maximal degree
of a polynomial in the exponent of a G2 element is (2q−1), and for a G1 element it’s (q+1).
Thus, the maximal degree of an exponent outputted by the group oracle is ≤ (2q2 + q − 1).
An adversary that makes QO signing oracle queries and QG group oracle queries generates
(4QO + QG + 1 + q(q + 3)/2) polynomials in total, all with degree ≤ (2q2 + q − 1). By
the Schwartz-Zippel lemma [DL78, Zip79, Sch80], the probability of collision among these
polynomials is at most:

(2q2 + q − 1)

2p
(4QO +QG + 3 + q(q + 3)/2)(4QO +QG + 2 + q(q + 3)/2), (118)

which is negligible for a PPT adversary, with q ≤ poly(λ). Thus, the q-PolyR assumption
holds in the generic bilinear group model, except with negligible probability. �

Theorem 7.3. Redactable signature scheme RS Poly is EUF-CMA secure against PPT
adversaries in the generic bilinear group model. That is, a PPT adversary has a negligible
probability of winning the EUF-CMA RS-Poly security game.

Proof. Assume that there exists a PPT adversary which can win game EUF-CMA RS-
Poly with non-negligible probability in the generic bilinear group model. By Theorem 7.1,
this adversary can break the q-PolyR assumption with non-negligible probability, which
contradicts Theorem 7.2. Hence, no such adversary can exist in the generic bilinear group
model. �

This completes the security proofs for RS Poly. Security was proven with respect to both
the q-PolyR assumption and the EUF-CMA RS-Poly security game. One may similarly prove
security of RS PS with respect to the q-PSR assumption (introduced above) by leveraging
Sanders’ game-based security proof [San19].

8 Unlinkable Redactable Signatures

Redactable signatures allow users to selectively disclose signed attributes. However, mali-
cious verifiers (or other adversaries) can potentially link different reveals of a user’s signature
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and extract additional information. Consequently, for some use cases, it is preferable that
users can obtain multiple distinct redacted signatures for a given subset of messages, obscur-
ing the relationship between signatures and availing a degree of unlinkability. Signatures with
this property are known as unlinkable redactable signatures (URS) [CL01]. One may extend
the redactable signature scheme RS PS to construct an unlinkable redactable signature
scheme [San19]. This extension leverages two features of RS PS:

• Additional group elements may be included in σ1, without spoiling the verification
checks, provided they do not have the form Y a

i for i ∈ I and some field element a.

• Scheme RS PS uses PS signatures, which may be sequentially aggregated.

These properties allow one to sequentially aggregate a valid signature with a dummy message
to create random noise, generating an unlinkable redactable signature scheme. In what
follows, the PS-based URS is described and then generalised to a related polynomial-based
URS.

8.1 Unlinkable Redactable PS Signatures

The PS-based URS scheme (here called URS PS) is defined by the same algorithms as RS PS,
namely

URS PS.X = RS PS.X for X ∈ {Setup,Keygen, Sign,Verify},

but with the following new definition for the Derive algorithm:

• URS PS.Derive(pk, σ, {mi}i∈[q], I): On input a subset I ⊆ {1, . . . , q}, signature σ,
messages {mi}i∈[q], and public key pk, parses σ as (σ1, σ̃0, σ̃1, σ̃2) and checks that σ

verifies on messages {mi}i∈[q] under pk∗. Selects random field elements (r, t)
R←− (F∗p)2.

If Ī 6= ∅, generates the elements:

σ̃′1 ← σ̃t1
σ̃′2 ← σ̃t2 · (σ̃t1)r

σ′1 ← gr ·
∏
j∈Ī

Y
mj
j

σ′2 ← (
∏
i∈I

Y r
i ) ·

∏
i∈I

∏
j∈Ī

W
mj
i,j . (119)

Otherwise, if Ī = ∅, sets (σ′1, σ
′
2)← (gt,

∏
i∈[q] Y

t
i ). In either case, outputs the derived

signature:

σI = (σ′1, σ
′
2, σ̃

′
1, σ̃

′
2), (120)

for messages {mi}i∈I .
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The verification checks remain the same as in RS PS.Verify, namely:

1. e(X · σ′1 ·
∏
i∈I

Y mi
i , σ̃′1) = e(g, σ̃′2)

2. e(σ′1,
∏
i∈I

Ỹi) = e(σ′2, g̃). (121)

Note that URS PS signatures have the same complexity as RS PS signatures; indeed, taking
the limits t → 1, and r → 0 reduces the URS PS signature to an RS PS signature [San19].
Moreover, rewriting σ̃′2 as

σ̃′2 ← σ̃t2 (σ̃r1)t = lim
ỹ→1

σ̃t2 (σ̃ỹr1 )t, (122)

suggests that URS PS employs the sequential aggregate signature methods of SAS SM but
with secret key ỹ set to ỹ = 1. Thus, in the present terminology, scheme URS PS is
constructed by leveraging the sequential aggregate signature scheme SAS SM to inject noise
into the redactable signature scheme RS PS.

The unforgeability security of URS PS was proven using a tight reduction between a
URS PS adversary and an RS PS adversary [San19]. The proof is not reproduced here but
the proof strategy is similar to the reduction reported below for the polynomial-based scheme
URS Poly.

8.2 Polynomial-Based Unlinkable Redactable Signatures

A variant of scheme URS PS may be constructed by generalising the polynomial-based
redactable signature scheme RS Poly, instead of RS PS, and adding noise sequentially using
the techniques of SAS SM. The resulting new URS scheme (URS Poly) is defined by the
algorithms:

URS Poly.X = RS Poly.X for X ∈ {Setup,Keygen, Sign,Verify},

along with the following Derive algorithm:

• URS Poly.Derive(pk, σ, {mi}i∈[q], I): On input a subset I ⊆ {1, . . . , q}, signature σ,
messages {mi}i∈[q], and public key pk, parses σ as (σ1, σ̃0, σ̃1, σ̃2) and checks that σ

verifies on messages {mi}i∈[q] under pk∗. Generates random field elements (r, t)
R←−

(F∗p)2. If Ī 6= ∅, generates the elements:

σ̃′1 ← σ̃t1
σ̃′2 ← σ̃t2 · (σ̃t1)r

σ′1 ← gr ·
∏
j∈Ī

Y
mj
j

σ̃′0 ← (
∏
i∈I

Z̃r
i ) ·
∏
i∈I

∏
j∈Ī

W̃
mj
i,j . (123)
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Otherwise, if Ī = ∅, sets (σ′1, σ̃
′
0)← (gt,

∏
i∈[q] Z̃

t
i ). In either case, outputs the derived

signature:

σI = (σ′1, σ̃
′
0, σ̃

′
1, σ̃

′
2), (124)

for messages {mi}i∈I .

The signature complexity for URS Poly is equivalent to RS Poly and the verification checks
remain as given in RS Poly, namely:

1. e(X · σ′1 ·
∏
i∈I

Y mi
i , σ̃′1) = e(g, σ̃′2)

2. e(σ′1,
∏
i∈I

Z̃i) = e(g, σ̃′0). (125)

Note that the limit t → 1, r → 0 reduces URS Poly to RS Poly and one may interpret
the addition of noise via the element r as an implementation of the sequential signature
scheme SAS SM with secret key set to unity. Algorithm URS Poly.Derive is identical to
URS PS.Derive, modulo the replacement W

mj
i,j → W̃

mj
i,j and Ỹi → Z̃i in the definition of σ̃′0.

Accordingly, the differences between URS Poly and URS PS are identical to the differences
between RS Poly and RS PS. For example, the secret key for URS Poly is constant-sized at
O(1) elements, independent of the number of messages q (similar to RS Poly), whereas the
secret key for URS PS contains O(q) elements (similar to RS PS).

Note that, for Ī 6= ∅, computation of the enforcer element σ̃′0 ∈ G2 uses the elements {Z̃i}
and {W̃i,j}i 6=j. If one instead employed an enforcer element σ̃′0 → σ′0 ∈ G1, the corresponding
calculation would require {Z̃i} and {W̃i,j}i 6=j to also be G1 elements, namely {Z̃i} → {Zi}
and {W̃i,j}i 6=j → {Wi,j}i 6=j. However, the verification checks use the elements {Z̃i}. Thus, to
achieve σ̃′0 → σ′0 ∈ G1, one must extend the public key to include both the elements {Z̃i} and
{Zi}, and replace {W̃i,j = g̃z

iyj}i 6=j → {Wi,j = gz
iyj}i 6=j. This modification would increase

the size of the public key, relative to URS PS. By employing σ̃′0 ∈ G2 in the definition
of URS Poly above, the public key for URS Poly has the same number of elements as the
public key for URS PS. Moreover, this approach does not increase the cost of verification in
URS Poly, relative to URS PS.

To provide an example, consider a user who calls URS Poly.Sign and receives a signature

σ = (1G1 , σ̃0, σ̃1, σ̃2), for messages {mi}i∈[q], where σ̃2 = σ̃
x+

∑
imiy

i

1 . Then, to obtain a derived
signature on a subset of messages {mi}i∈I , the user calls URS Poly.Derive, which outputs the
signature σI = (σ′1, σ̃

′
0, σ̃

′
1, σ̃

′
2), with:

σ′1 = gr+
∑
j∈Ī mjy

j

,

σ̃′0 = g̃(
∑
i∈I rz

i)+
∑
i∈I

∑
j∈Ī mjy

jzi ,

σ̃′1 = σ̃t1,

σ̃′2 = σ̃
t(x+r+

∑q
i=1 miy

i)
1 . (126)

The signature σ̃′2 again has the form of a sequentially aggregated signature with initial
message set {mi}i∈[q], and a sequentially aggregated message r (under ‘secret key’ ỹ → 1).
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The user may pass the derived signature σI to a verifier, who calls URS PS.Verify. The first
check in Eq. (125) tests (in the exponent):x+ r + (

∑
j∈Ī

mjy
j) + (

∑
i∈I

miy
i)

 · t ?
= t ·

x+ r +
∑
i∈[q]

miy
i

 , (127)

which passes for a valid signature. The second check gives:r +
∑
j∈Ī

mjy
j

 ·(∑
i∈I

zi

)
?
=

(
∑
i∈I

rzi) +
∑
i∈I

∑
j∈Ī

mjy
jzi

 , (128)

which also passes, provided the accumulator does not contain any disallowed O(yi) terms
for i ∈ I. If an adversary uses a malicious element σ′1 that contains some dependence on Yi′
for i′ ∈ I (say σ′1 = Y u

i′ g
τ for some element τ), the second verification check gives

e(σ′1,
∏
i∈I

Z̃i) = e(g, g̃)(yi′u+τ)(
∑
i∈I zi). (129)

The exponent therefore contains a term yi′zi′ for i′ ∈ I, but no such term appears in the
public key. Thus, the adversary is unable to use the public key to construct an enforcer
element σ̃′0 that would successfully verify the correct form of the accumulator σ′1 in the
second check in Eq. (125) (i.e. verification precludes the malicious accumulator).

The second verification test does not forbid the inclusion of the random element r (which
obscures the signature). Consequently users making several reveals of a signature on a
particular subset of messages {mi}i∈I , to different verifiers, may call URS PS.Derive for
each reveal and introduce distinct random elements into each signature, thereby achieving
unlinkability.

8.3 Poly-Based URS Security: Unforgeability and Unlinkability

Unforgeability in unlinkable redactable signature schemes may be defined in multiple ways
[CDHK15, San19]. Sanders [San19] noted that the definition introduced by Camenisch et
al. [CDHK15] may be too strong for some use cases. A distinction was therefore made
between strong unforgeability (i.e. the definition introduced by Camenisch et al. [CDHK15])
and a weaker notion simply called unforgeability [San19]. In what follows, it is shown
that protocol URS Poly is both unforgeable and unlinkable. Section 8.4 demonstrates that
URS Poly is also strongly unforgeable.

Concretely, the EUF-CMA URS-Poly security game is defined as follows:

• EUF-CMA URS-Poly Security Game

– Challenger C initialises an empty message table TM = ∅, and executes algorithms
URS Poly.Setup and URS Poly.Keygen, generating public parameters pp, and keys

sk∗ = (x, y)

pk∗ = (g, g̃, X, {Yi}i∈[q], {Z̃i}i∈[q], {W̃i,j}i,j∈[q]; i 6=j). (130)
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The challenger shares pp and pk∗ with the PPT adversary AURS Poly, and provides
access to a signing oracle OUFURS Poly, which executes URS Poly.Sign(sk, {mi}i∈[q]),
outputs the signature σ(κ), and adds {mi,κ}i∈[q] to table TM .

– When the adversary requests a signature on messages {mi,κ}i∈[q], with κ ∈ [QO]
(for QO oracle queries), the signing oracle OUFURS Poly outputs the signature σ(κ),
and adds {mi,κ}i∈[q] to table TM .

– Eventually the adversary outputs a signature σ∗ and messages {m∗i }i∈I . The
adversary wins the challenge if (i) I 6= ∅; (ii) the signature σ∗ verifies for messages
{m∗i }i∈I under public key pk∗; and (iii) there exists m∗j ∈ {m∗i }i∈[q], such that
m∗j 6∈ TM .

The unforgeability security of scheme URS Poly is proven using a tight reduction to an
adversary against scheme RS Poly.

Theorem 8.1. An adversary that can break the EUF-CMA security of the unlinkable redactable
signature scheme URS Poly by winning the EUF-CMA URS-Poly security game can be lever-
aged to break the EUF-CMA security of protocol RS Poly by winning the EUF-CMA RS-Poly
security game with the same success probability.

Proof. Assume that adversary AURS Poly can win the EUF-CMA URS-Poly security game
with non-negligible probability. Let ARS Poly be an adversary against the EUF-CMA RS-Poly
security game. Upon receipt of the challenge key pk∗ and parameters pp, adversary ARS Poly

acts as EUF-CMA URS-Poly challenger and passes pk∗ and pp to AURS Poly. When AURS Poly

requests a signature on a set of messages, ARS Poly passes the messages to its signing oracle

ORS Poly. Upon receiving the oracle output σ = (σ1, σ̃0, σ̃1, σ̃2), ARS Poly selects t, r
R←− F∗p,

computes

σ′1 = gr · σ1, σ̃′0 =
∏
i∈I

Z̃r
i · σ̃0, σ̃′1 = σ̃t1, σ̃′2 = (σ̃t1) · (σ̃′1)r, (131)

and returns σ = (σ′1, σ̃
′
0, σ̃

′
1, σ̃

′
2) to AURS Poly. This process perfectly simulates a URS Poly

signing oracle. Eventually AURS Poly outputs a signature σ∗ which is a valid forgery for a set
of messages {m∗i }i∈I . This signature verifies under RS Poly.Verify, as the verification checks
for RS Poly and URS Poly are identical. Moreover, as all oracle queries made by AURS Poly are
forwarded to ORS Poly, both sets of queried messages are identical. Hence, adversary ARS Poly

succeeds whenever adversary AURS Poly succeeds. �

The unlinkability security game for a redactable polynomial-based signature scheme is
defined as follows:

• URS-Poly Unlinkability Security Game

– Challenger C executes URS Poly.Setup and URS Poly.Keygen, and passes the pa-
rameters pp and public key pk∗ to adversary A.
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– Adversary A provides C with two sets {{m(a)
i }i∈[q], σa} and {{m(b)

i }i∈[q], σb}, and a

set I ⊂ [q], where σa,b are valid URS Poly signatures for message sets {m(a,b)
i }i∈[q],

and m
(a)
i = m

(b)
i for all i ∈ I (a and b are arbitrary labels).

– The challenger checks that the signatures verify, that I 6= ∅, and that m
(a)
i = m

(b)
i

for all i ∈ I. If any check fails, the challenger aborts.

– The challenger selects β
R←− {a, b}, computes URS Poly.Derive(pk∗, σβ, {m

(β)
i }i∈[q], I),

and outputs the derived signature σβI to A.

– A outputs βA ∈ {a, b} and wins the challenge if βA = β.

The point here is that the adversary should not be able to distinguish between derived
unlinkable signatures as the associated distributions for derived signatures should be indis-
tinguishable.

Theorem 8.2. Derived signatures generated by redactable signature scheme URS Poly are
information-theoretically unlinkable.

Proof. The proof proceeds by showing that a signature σI , derived from the URS Poly
signature σ = (σ1, σ̃0, σ̃1, σ̃2) for messages {mi}i∈[q], using I ⊂ [q] with I 6= ∅, is ran-
domly distributed, independent of the revealed messages {mi}i∈I . Recall that algorithm

URS Poly.Derive draws uniform elements r, t
R←− F∗p, and computes the derived signature

σI = (σ′1, σ̃
′
0, σ̃

′
1, σ̃

′
2), where:

σ′1 = gr+
∑
j∈Ī mjy

j

,

σ̃′0 = g̃(
∑
i∈I rz

i)+
∑
i∈I

∑
j∈Ī mjy

jzi ,

σ̃′1 = σ̃t1,

σ̃′2 = σ̃
t(x+r+

∑q
i=1 miy

i)
1 . (132)

Consider each element in turn. As σ̃1 ∈ G∗2 is a random generator, element σ̃′1 = σ̃t1 is
randomly distributed in G2. For any value of

∑
j∈Īmjy

j, one may define u such that

r = u −
∑

j∈Īmjy
j. Moreover, r and u are both uniformly distributed as r is chosen at

random and there exists a one-to-one mapping between r and u. Thus, σ′1 = gu is a random
element in G1. Similarly, this substitution gives σ̃′0 = g̃u·

∑
i∈I z

i
, for random u, meaning the

distribution of σ̃′0 in G2 is independent of both the signature σ and the revealed messages

{mi}i∈I . Finally, substituting for r gives σ̃′2 = σ̃
t(x+u+

∑
j∈Ī mjy

j)

1 . For any given set of
redacted messages {mj}j∈Ī , there exists a value of the random field element u, such that
u +

∑
j∈Īmjy

j = c, for any c ∈ Fp. Thus, the exponent does not reveal any information
about the redacted messages and the distribution of σ̃′2 in G2 is also independent of both the
non-redacted messages {mi}i∈I , and the signature σ (recall that σ̃t1 is uniformly distributed
in G2).

Since the distribution of a derived URS Poly signature is independent of both the original
signature and the revealed messages, with the dependence on the redacted messages masked
by the random variable u, the derived signature is information-theoretically unlinkable. �
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Theorem 8.3. No adversary can gain an advantage in the URS-Poly unlinkability security
game.

Proof. By Theorem 8.2, derived signatures are information-theoretically unlinkable. Conse-
quently an adversary in the URS-Poly unlinkability security game has no available strategy
bar brute force (i.e. guessing) and therefore cannot gain an advantage. �

8.4 Poly-Based URS Security: Strong Unforgeability

In addition to satisfying the unforgeability and unlinkability properties described above,
scheme URS Poly also satisfies the stronger definition of unforgeability introduced by Ca-
menisch et al. [CDHK15]. Concretely, this stronger notion of unforgeability is defined by the
following security game:

• SUF-CMA URS-Poly Security Game

– Challenger C initialises three empty tables, T1,2,3 = ∅, and executes algorithms
URS Poly.Setup and URS Poly.Keygen, generating public parameters pp and keys

sk∗ = (x, y)

pk∗ = (g, g̃, X, {Yi}i∈[q], {Z̃i}i∈[q], {W̃i,j}i,j∈[q]; i 6=j). (133)

The challenger shares pp and pk∗ with the PPT adversary AURS Poly, and provides
access to the following oracles:

∗ A signing oracle OS
URS Poly, which takes as input a set of messages {mi}i∈[q],

and computes σ ← URS Poly.Sign(sk∗, {mi}i∈[q]), but does not output the
signature. Adds (σ, {mi}i∈[q]) to table T1, namely T1[c] = (σ, {mi}i∈[q]).

∗ A derived-signature oracle ODS
URS Poly, which takes as input an index c, and

subset I ⊂ [q], and returns URS Poly.Derive(pk∗, σ, {mi}i∈[q], I), using the
entry T1[c]. Aborts if T1[c] = ∅. Adds the set {mi}i∈I to table T2.

∗ A reveal oracle OR
URS Poly, which takes as input an index c, returns T1[c] =

(σ, {mi}i∈[q]), and adds {mi}i∈[q] to table T3. Aborts if T1[c] = ∅.
– Eventually the adversary outputs a derived signature σ∗ and messages {m∗i }i∈I .

The adversary wins the challenge if (i) I 6= ∅; (ii) σ∗ is a valid URS Poly signature
for the messages {m∗i }i∈I under public key pk∗; (iii) the messages {m∗i }i∈I are
not in table T2; and (iv) there exists m∗j ∈ {m∗i }i∈I , such that m∗j 6∈ {m̂i}i∈[q], for
all messages {m̂i}i∈[q] ∈ T3.

The adversary succeeds by constructing a valid derived signature on messages {m∗i }i∈I , even
if the full set of messages were previously signed by the signer, namely {m∗i }i∈I ⊂ {mi,κ}i∈[q]

for some κ (where κ labels an oracle call), provided the set {m∗i }i∈I does not appear in T2

(the table of messages for which a derived signature was previously requested). This notion
is stronger than unforgeability, which does not accept a forgery if the full set of messages
were previously signed, even if the forgery is a derived signature.
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Theorem 8.4. The unlinkable redactable signature scheme URS Poly is strongly unforgeable
in the generic bilinear group model. That is, a PPT adversary has a negligible chance of
winning the SUF-CMA URS-Poly security game.

Proof. Let the PPT adversary A receive the SUF-CMA URS-Poly security game public
parameters pp, and public key:

(g, g̃, X, {Yi}i∈[q], {Z̃i}i∈[q], {W̃i,j}i,j∈[q]; i 6=j), (134)

along with the oracles OS
URS Poly, ODS

URS Poly, and OR
URS Poly, and a generic bilinear group oracle

OG. Signatures returned by OR
URS Poly or ODS

URS Poly are collectively (and sequentially) labelled
as σκ = (σ1,κ, σ̃0,κ, σ̃1,κ, σ̃0,κ), for messages {mi,κ}i∈[q] or {mi,κ}i∈Iκ , respectively. Here κ ∈
[QO] labels the QO queries to OR

URS Poly and ODS
URS Poly. The adversary eventually outputs a set

of messages {m∗i }i∈I , for set I ⊆ [q], and a forged signature (σ∗1, σ̃
∗
0, σ̃

∗
1, σ̃

∗
2). The forgery may

be for a complete set of q messages (I = [q]) or a derived signature for a subset of messages
(I ⊂ [q]). For I = [q], a valid forgery occurs if, for all message sets {mi,κ}i∈[q] in table T3,
there exists at least one index iκ ∈ I, such that miκ,κ 6= m∗iκ (where m∗iκ ∈ {m

∗
i }i∈[q], the final

messages outputted by the adversary). If I ⊂ [q], the derived signature is a valid forgery
if, in addition to the previous requirement, the elements {m∗i }i∈I do not appear in table T2

(i.e. no previous derived signature request was made for the set {m∗i }i∈I).

To generate new group elements in the generic bilinear group model, the adversary uses
generic group operations such as group multiplications and pairing operations. Thus, there
exist scalars

(a, b, {ci}i∈[q], {dκ}κ∈[QO]),

(µ, {νi}i∈[q], {φi,j}i,j∈[q];i 6=j, {γκ}κ∈[QO], {δκ}κ∈[QO], {εκ}κ∈[QO]),

(µ′, {ν ′i}i∈[q], {φ′i,j}i,j∈[q];i 6=j, {γ′κ}κ∈[QO], {δ′κ}κ∈[QO], {ε′κ}κ∈[QO]),

(µ′′, {ν ′′i }i∈[q], {φ′′i,j}i,j∈[q];i 6=j, {γ′′κ}κ∈[QO], {δ′′κ}κ∈[QO], {ε′′κ}κ∈[QO]), (135)

such that the elements in an adversary’s forgery (σ∗1, σ̃
∗
0, σ̃

∗
1, σ̃

∗
2) may be written as:

σ∗1 = ga ·Xb ·
∏
i∈[q]

Y ci
i ·

∏
κ∈[QO]

gdκ·rκ ,

σ̃∗1 = g̃µ ·
∏
i∈[q]

Z̃νi
i ·
∏
i 6=j

W̃
φi,j
i,j ·

∏
κ∈[QO]

σ̃γκ1,κ ·
∏

κ∈[QO]

σ̃δκ2,κ ·
∏

κ∈[QO]

∏
i∈Iκ

Z̃εκ·rκ
i ,

σ̃∗2 = g̃µ
′ ·
∏
i∈[q]

Z̃
ν′i
i ·
∏
i 6=j

W̃
φ′i,j
i,j ·

∏
κ∈[QO]

σ̃
γ′κ
1,κ ·

∏
κ∈[QO]

σ̃
δ′κ
2,κ ·

∏
κ∈[QO]

∏
i∈Iκ

Z̃
ε′κ·rκ
i ,

σ̃∗0 = g̃µ
′′ ·
∏
i∈[q]

Z̃
ν′′i
i ·

∏
i 6=j

W̃
φ′′i,j
i,j ·

∏
κ∈[QO]

σ̃
γ′′κ
1,κ ·

∏
κ∈[QO]

σ̃
δ′′κ
2,κ ·

∏
κ∈[QO]

∏
i∈Iκ

Z̃
ε′′κ·rκ
i . (136)

Here the element grκ comes from σ1,κ, and the elements
∏

i∈Iκ Z̃
rκ
i come from the elements

σ̃0,κ, produced by the κ-th oracle query. The other components of the signature elements
σ1,κ and σ̃0,κ are not explicitly included in the above as they are built using publicly known
parameters (i.e. the missing elements are implicitly included).
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If the forgery is valid, it must satisfy the verification checks. The second check gives (in
the exponent):

(a+ bx+
∑
i∈[q]

ci y
i +

∑
κ∈[QO]

dκ · rκ)(
∑
i∈I

zi)

= (µ′′ +
∑
i∈[q]

ziν ′′i +
∑
i 6=j

ziyjφ′′i,j +
∑
κ∈[QO]

vκγ
′′
κ +

∑
κ∈[QO]

vκ(x+
∑
i∈[q]

miy
i)δ′′κ

+
∑
κ∈[QO]

∑
i∈Iκ

zirκε
′′
κ). (137)

where the elements vκ are unknown to the adversary (they’re defined through the elements
σ̃1,κ = g̃vκ). Inspecting the O(1) term, the O(x) terms, the O(vκ) terms, and the O(vκx)
terms, in turn, shows that one requires

µ′′ = b = γ′′κ = δ′′κ = 0, (138)

giving

(a+
∑
i∈[q]

ci y
i +

∑
κ∈[QO]

dκ · rκ)(
∑
i∈I

zi) =
∑
i∈[q]

ziν ′′i +
∑
i 6=j

ziyjφ′′i,j +
∑
κ∈[QO]

∑
i∈Iκ

zirκε
′′
κ.

This expression requires ci = 0 for i ∈ I (there are no i = j terms on the right hand side),
and ν ′′i = 0 for i ∈ Ī, with ν ′′i ≡ ν ′′ = a for all i ∈ I. Moreover, one requires φ′′i,j = 0 for
i ∈ Ī or j ∈ I, and φ′′i,j = cj for j ∈ Ī. Finally, one requires dκ = ε′′κ = 0 for all κ such
that I 6= Iκ, and dκ = ε′′κ = 0 for all κ with I = Iκ. The second verification check therefore
requires:

σ1 = ga ·
∏
j∈Ī

Y
cj
j ·

∏
κ∈[QO]:I=Iκ

gdκ·rκ ,

σ̃0 =
∏
i∈I

Z̃a
i ·

∏
i∈I, j∈Ī

W̃
cj
i,j ·

∏
κ∈[QO]:I=Iκ

∏
i∈Iκ

Z̃dκ·rκ
i . (139)

Using this expression, the first verification check requires:

(x+ a+
∑
j∈Ī

yjcj +
∑

κ∈[QO]:I=Iκ

dκrκ +
∑
i∈I

yim∗i )×µ+
∑
i∈[q]

ziνi +
∑

i,j∈[q],i 6=j

ziyjφi,j +
∑
κ∈[QO]

γκvκ +
∑
κ∈[QO]

δκvκ(x+
∑
i∈[q]

yimi,κ)

+
∑
κ∈[QO]

∑
i∈Iκ

zirκεκ


=

µ′ +∑
i∈[q]

ziν ′i +
∑

i,j∈[q],i 6=j

ziyjφ′i,j +
∑
κ∈[QO]

γ′κvκ +
∑
κ∈[QO]

δ′κvκ(x+ δRDrκ +
∑
i∈[q]

yimi,κ)

+
∑
κ∈[QO]

∑
i∈Iκ

zirκε
′
κ

 .
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Here δRD = 1 if the κ-th signature was returned by the derive oracle, and δRD = 0 if returned
by the reveal oracle. Inspecting the O(vκx

2) terms, the O(x) term, the O(xzi) terms, the
O(xziyj) terms, the O(zi) terms, the O(ziyj) terms, and the O(1) term, in turn, shows that
one requires

δκ = µ = νi = φi,j = ν ′i = φ′i,j = µ′ = 0,

giving

(x+ a+
∑
j∈Ī

yjcj +
∑

κ∈[QO]:I=Iκ

dκrκ +
∑
i∈I

yim∗i )(
∑
κ∈[QO]

γκvκ +
∑
κ∈[QO]

∑
i∈Iκ

zirκεκ)

=
∑
κ∈[QO]

γ′κvκ +
∑
κ∈[QO]

δ′κvκ(x+ δRDrκ +
∑
i∈[q]

yimi,κ) +
∑
κ∈[QO]

∑
i∈Iκ

zirκε
′
κ.

Inspecting the O(zirκx) terms, one requires εκ = 0, which then requires ε′κ = 0 by the
O(zirκ) terms, finally giving

(x+ a+
∑
j∈Ī

yjcj +
∑

κ∈[QO]:I=Iκ

dκrκ +
∑
i∈I

yim∗i )(
∑
κ∈[QO]

γκvκ)

=
∑
κ∈[QO]

γ′κvκ +
∑
κ∈[QO]

δ′κvκ(x+ δRDrκ +
∑
i∈[q]

yimi,κ).

Treating this expression as a polynomial in the constants vκ, one has:

(x+ a+
∑
j∈Ī

yjcj +
∑

κ∈[QO]:I=Iκ

dκrκ +
∑
i∈I

yim∗i )× γκ = γ′κ + δ′κ(x+ δRDrκ +
∑
i∈[q]

yimi,κ).

Two cases must be considered. If the κ-th signature was produced by a call to the reveal
oracle for messages {mi,κ}i∈[q], then δRD = 0. For the adversary to produce a valid forgery,
there must exist one index iκ ∈ I, such that miκ,κ 6= m∗iκ . In this case, a solution implies
γκ = γ′κ = δ′κ = 0, for all κ ∈ [QO], as the adversary is unable to construct non-trivial
polynomials in the unknown elements x, yi, rκ. If instead the signature was returned by the
derive oracle, then δRD = 1, and I 6= Iκ (i.e. the outputted subset must not have been
previously submitted to the derive oracle). This solution requires δ′κ = 0, which in turn
requires γκ = γ′κ = 0, for all κ ∈ [QO]. Hence, construction of a forgery is not possible in the
generic bilinear group model.

We must also consider the probability that two polynomials in the adversary’s set acci-
dentally collide [BBG05]. The public key contains 3+q(q+3)/2 elements, all with monomial
exponents of degree≤ (2q−1) in the secret field elements x, y, z. A query to the signing oracle
outputs four group elements, (σ1, σ̃0, σ̃1, σ̃2), with exponents of maximal degree deg(σ1) ≤ q,
deg(σ̃0) ≤ (2q−1), deg(σ̃1) ≤ 1, and deg(σ̃2) ≤ (q+1), in the secret elements and the random
elements drawn during signature generation. The largest-degree polynomial in the exponent
of a group element returned by a call to the bilinear group oracle occurs for a pairing call,
with maximal degree ≤ (2q2 + q − 1). An adversary that makes QO signing oracle queries
and QG group oracle queries generates (4QO + QG + 1 + q(q + 3)/2) polynomials in total,
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all with degree ≤ (2q2 + q − 1). By the Schwartz-Zippel lemma [DL78, Zip79, Sch80], the
probability of collision among these polynomials is at most:

(2q2 + q − 1)

2p
(4QO +QG + 3 + q(q + 3)/2)(4QO +QG + 2 + q(q + 3)/2), (140)

which is negligible in λ = log2 p for a PPT adversary, with q ≤ poly(λ). Hence, in the
generic bilinear group model, PPT adversaries in the SUF-CMA URS-Poly security game
have a negligible chance of winning. �

In summary, the preceding sections proved that (i) signature scheme RS Poly is unforge-
able in the generic bilinear group model; (ii) signature scheme URS Poly is unforgeable
if RS Poly is unforgeable; (iii) URS Poly is information-theoretically unlinkable; and (iv)
URS Poly is strongly unforgeable in the generic bilinear group model.

9 Anonymous Credentials with Selective Disclosure

Previous authors [CDHK15, FHS19] noted that redactable unlinkable signature schemes
are similar to anonymous credential schemes [Cha85, CL01], such that realisations of the
former permit construction of the latter. Consequently one may leverage the unlinkable
redactable signature scheme URS PS to construct an anonymous credential scheme (here
called AC PS) [San19]. Below, the mapping between PS signature schemes and polynomial
signature schemes is leveraged to construct a new polynomial-based anonymous credential
scheme (AC Poly) that leverages the unlinkable redactable signature scheme URS Poly. The
presentation and notation below closely follows Sanders [San19], to allow easy comparison
with that work.

9.1 Polynomial-Based Redactable Anonymous Credentials

The objective here is to extend URS Poly to allow the issuance of credentials tied to a user’s
secret key usk. In essence, users will obtain a signature on a message set {mi}i∈[q] ∪ {usk},
though the signature must be generated without explicitly revealing usk to the credential
issuer; i.e. the key must remain undisclosed and therefore cannot simply be treated as
a redacted message. Instead the protocol is made interactive to accommodate proofs of
knowledge for secret attributes (as opposed to redacted attributes). Explicitly, users reveal a
derived credential on a subset of attributes {mi}i∈I by deriving a signature on {mi}i∈I∪{usk}
and proving knowledge of usk. However, whereas the distribution of derived URS Poly
signatures was independent of the revealed messages {mi}i∈I , the distribution of derived
signatures must be tied to (and therefore dependent on) the users secret key. Consequently
anonymity is no longer information-theoretic and is instead assumption-dependent. Con-
cretely, anonymity will hold under the DDH assumption in G2. Note that the interactive
presentation protocol described below can be made non-interactive via standard use of the
Fiat-Shamir heuristic [FS87].
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The scheme AC Poly involves three actors - a credential issuer, a credential user, and a
credential verifier. At high level, an issuer generates a public key pk corresponding to the
issuer secret key sk. Users execute AC Poly.IssuerKeygen to obtain a user key pair (usk, upk).
Credential issuance involves an interactive protocol between algorithms AC Poly.Obtain and
AC Poly.Issue, wherein the user proves knowledge of their secret key usk. Credential ver-
ification is also interactive. Algorithm AC Poly.Show is analogous to URS Poly.Derive -
on input a valid credential for a set of attributes, it derives a credential for a subset of
attributes. This algorithm interacts with AC Poly.Verify, seeking to convince the latter that
the derived credential is valid. Explicitly, anonymous credential scheme AC Poly is defined
by the following algorithms and protocols:

• AC Poly.IssuerKeygen(1λ, q): On input a security parameter λ, and an integer q (which
specifies the number of attributes to be certified by the issuer), outputs the public
parameters pp = (p,Fp,G1,G2,GT , e), where e : G1 × G2 → GT is a type-3 pairing.
Generates three random field elements:

(x, y, z)
R←− (F∗p)3, (141)

and computes the following group elements:

– X ← gx

– Yi ← gy
i
, ∀i ∈ [q + 1]

– Z̃i ← g̃z
i
, ∀i ∈ [q + 1]

– W̃i,j ← g̃z
iyj , ∀i ∈ [q + 1], ∀j ∈ [q], such that i 6= j.

Outputs the credential issuer’s secret key sk← (x, y) and corresponding public key:5

pk =
(
g, g̃, X, {Yi}i∈[q+1], {Z̃i}i∈[q+1], {W̃i,j}i 6=ji∈[q+1],j∈[q]

)
. (142)

• AC Poly.UserKeygen(pk): On input an issuer public key pk, generates a random field

element and assigns it to the user’s secret key, usk
R←− F∗p. Computes the user’s

corresponding private key, upk = g̃usk.

•
(
AC Poly.Obtain(usk, pk, {mi}i∈[q]), AC Poly.Issue(upk, ρusk, sk, {mi}i∈[q])

)
: The user ex-

ecutes AC Poly.Obtain to obtain an anonymous credential on messages {mi}i∈[q], and
interacts with the issuer, who runs AC Poly.Issue. The user inputs their public key upk
and engages in a proof of knowledge πusk for the corresponding secret key usk (using
e.g. Schnorr’s protocol). Upon verifying the proof of knowledge, AC Poly.Issue selects

s
R←− F∗p, and outputs the credential:

σ = (σ̃1, σ̃2) ← (g̃s, g̃s(x+
∑
i∈[q] miy

i) · upks·yq+1

). (143)

The protocol concludes when AC Poly.Obtain returns the credential σ or aborts.

5The element j = q + 1 of W̃i,j is omitted as it is not explicitly used in the protocol.
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•
(
AC Poly.Show(usk, pk, {mi}i∈[q], I, σ), AC Poly.Verify(pk, {mi}i∈I)

)
: The user executes

algorithm AC Poly.Show(usk, pk, {mi}i∈[q], I, σ) to derive a credential for a subset of
attributes {mi}i∈I , from the credential σ, which was (purportedly) certified by the
issuer with public key pk, as part of the certification of the (possibly) larger set
of attributes {mi}i∈[q]. Here I ⊆ [q] labels the non-redacted attributes. Algorithm
AC Poly.Verify takes pk and the revealed attributes {mi}i∈I as input and engages in a
protocol to establish the validity of the derived credential. The verification algorithm
outputs either accept or reject.

Specifically, algorithm AC Poly.Show parses σ as (σ̃1, σ̃2), generates three random
elements:

(k, r, t)
R←− (F∗p)3, (144)

computes the derived credential:

– σ′1 ← gr
∏

j∈Ī Y
mj
j

– σ̃′0 ← (
∏

i∈I∪{q+1} Z̃
r
i ) · (

∏
i∈I∪{q+1}

∏
j∈Ī W̃

mj
i,j )

– σ̃′1 ← σ̃t1

– σ̃′2 ← σ̃t2 (σ̃t1)r,

where, Ī = [q]\I is the compliment of I ⊆ [q], and computes the element:

C ← e(Y k
q+1, σ̃

′
1) ∈ GT . (145)

The protocol then proceeds as follows:

– The user sends the derived credential (σ′1, σ̃
′
0, σ̃

′
1, σ̃

′
2) and the element C to the

verifier.

– The verifier selects c
R←− F∗p, and sends it to the user.

– The user computes u = k + c · usk, and sends it to the verifier.

– The verifier evaluates the checks:

1. e(Y u
q+1, σ̃

′
1) · e(X · σ′1 ·

∏
i∈I

Y mi
i , (σ̃′1)c) = C · e(gc, σ̃′2),

2. e(σ′1, Z̃q+1 ·
∏
i∈I

Z̃i) = e(g, σ̃′0), (146)

and outputs accept if both checks pass, else reject.

Verification enforces the following relationship:

e(X · Y usk
q+1 ·

∏
i∈[q]

Y mi
i , σ̃′1) = e(g, σ̃′2), (147)
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which should be satisfied by a valid credential. Note, however, that Eq. (147) cannot be
checked directly by the verifier as that would require access to the user’s secret key. Instead
Eq. (147) is checked via the first verification check, as observed by recasting the check as:

e(g, (σ̃′2)c) = e(Y u
q+1, σ̃

′
1) · C−1 · e(X · σ′1 ·

∏
i∈I

Y mi
i , σ̃′1)c

= e(Y c·usk
q+1 , σ̃′1) · e(X · σ′1 ·

∏
i∈I

Y mi
i , σ̃′1)c

= e(X · Y ·uskq+1 · σ′1 ·
∏
i∈I

Y mi
i , (σ̃′1)c), (148)

which is equivalent to Eq. (147) if the accumulator σ′1 has the correct form. The second check
uses the enforcer σ̃′0 to ensure that the accumulator σ′1 has the correct form, preventing the
user from hiding malicious elements.

The protocol for showing a derived credential consists (roughly) of generating a signature
on the message set usk∪{mi}i∈I , and proving knowledge of usk. Note that Schnorr’s protocol
could also be invoked to prove knowledge of the non-disclosed attributes {mj}j∈Ī , in addition
to usk, as both appear as exponents in the verification equation. Hence, the protocol is
compatible with a proof of knowledge for non-disclosed attributes, if desired. Relative to
protocol AC PS, AC Poly has the following differences:

• AC Poly uses a shorter secret key, comprising O(1) field elements, compared to q + 1
field elements in AC PS.

• The public key elements Ỹi = g̃yi in AC PS are replaced by Z̃i = g̃z
i
.

• To achieve a public key with the same size as AC PS, the elements W̃i,j and the enforcer
σ̃0 here appear in G2 (for the same reasons discussed in Section 8.2).

Intuitively, the issuer in the credential scheme AC Poly treats the user’s secret key as
another message, and encodes this “message” in the exponent using a new secret key (the
element yq+1). Thus, relative to signature scheme URS Poly, the AC Poly “message” set is
enlarged:

{mi}i∈[q] −→ {usk} ∪ {mi}i∈[q]. (149)

Hence one could rewrite the pairing argument in Eq. (147) as:

Y usk
q+1 ·

∏
i∈[q]

Y mi
i −→

∏
i∈[q+1]

Y mi
i , (150)

with mq+1 ≡ usk. However, the issuer should not be able to learn the user’s secret key usk
in the process of achieving this encoding. Consequently, to issue a credential, algorithm
AC Poly.Issue takes the user’s public key upk as input and transforms it so that, in effect,
the resulting credential generates a signature over an expanded message set which includes
the user’s secret key.
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9.2 Security: Unforgeability

An adversary is able to forge a signature if it can prove possession of a valid credential for
a set of attributes {mi}i∈I . Unforgeability therefore involves two components. Firstly, the
adversary may prove ownership of a credential issued for an honest user (i.e. falsely prove
ownership of an honest users’ secret key). Below it is shown that such a forgery is only
possible if the DL assumption does not hold in G2. Secondly, in principle an adversary could
generate a valid forged signature on the attributes {mi}i∈I (i.e. the adversary generates a
valid signature for a malicious user). Note that the signature on the attributes is a URS Poly
signature, the unforgeability of which was previously proven - to generate a forgery of the
second type, the adversary must therefore break the unforgeability of URS Poly (as shown
below).

Defining Honest as a set of identities for honest users, Corrupt as a set of identities for
corrupt users, and Attr as a set of pairs {a, {mi}i∈[q]}, where a labels a user’s identity, the
following oracles are employed in the unforgeability and anonymity security games defined
below [FHS19, San19]:

• OHonest(a): On input an identity a, rejects if a ∈ Honest ∪ Corrupt, else executes
(uska, upka)← AC Poly.IssuerKeygen(pk), returns the public key upka, and adds identity
a to Honest, thereby creating a new honest user.

• OCorrupt(a, upk): On input an identity a and an optional public key upk, aborts if
a ∈ Corrupt, otherwise adds a to Corrupt. If a /∈ Honest, creates a new corrupt user
with key upka = upk. If a ∈ Honest, removes a from Honest, and returns uska and all
associated credentials, thereby transferring an honest user into a corrupted user.

• OObtain(a, {mi}i∈[q]): Used by an adversary to impersonate a dishonest issuer and issue
a credential to an honest user. Takes as input an identity a ∈ Honest and attributes
{mi}i∈[q] (aborts if a /∈ Honest). Executes algorithm

AC Poly.Obtain(uska, pk, {mi}i∈[q]), (151)

which interacts with the adversary (executing the Issue role) and stores the outputted
credential (i.e. adds {a, {mi}i∈[q]} to Attr).

• OIssue(a, {mi}i∈[q]): Adversaries use this oracle to impersonate a malicious user and
engage with an honest issuer to receive a credential. Takes as input an identity a ∈
Corrupt and attributes {mi}i∈[q] (aborts if a /∈ Corrupt). Executes algorithm

AC Poly.Issue(upka, sk, {mi}i∈[q]), (152)

which interacts with the adversary (executing the Obtain role). Adds {a, {mi}i∈[q]} to
Attr.

• OObtIss(a, {mi}i∈[q]): Takes as input an identity a ∈ Honest and attributes {mi}i∈[q]

(aborts if a /∈ Honest). Executes the protocol

(AC Poly.Obtain(uska, pk, {mi}i∈[q]),AC Poly.Issue(upka, sk, {mi}i∈[q])), (153)
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stores the output and adds {a, {mi}i∈[q]} to Attr.

• OShow(κ, I): On input a query label κ, and set I ⊆ [q], aborts if the user whose
credential was formed by the κ-th query is not honest (i.e. aborts if aκ /∈ Honest). If
aκ ∈ Honest, executes:

AC Poly.Show(pk, uskaκ , {mi,κ}i∈[q], I, σ(κ)), (154)

with the adversary acting as malicious verifier. Here σ(κ) denotes the credential
generated on attributes {mi,κ}∈[q] by the κ-th query to either OObtain or OObtIss (made
by user aκ). This oracle allows an adversary to act as a malicious verifier for a showing
by an honest user.

Using these oracles, the AC-Poly unforgeability security game is defined as follows:

• EUF-CMA AC-Poly Security Game:

– Challenger C executes AC Poly.IssuerKeygen(1λ, q) and provides the public param-
eters and issuer public key pk to the PPT adversary A.

– Adversary A is given access to oracles OHonest, OCorrupt, OIssue, OObtIss and OShow.

– Eventually, A outputs a set of attributes {mi}i∈I , for an index I ⊆ [q], and a
signature σ, purportedly for the attributes {mi}i∈I . The adversary engages in
the show-verify protocol, using the supplied oracles to execute AC Poly.Show and
interact with the challenger via AC Poly.Verify(pk, {mi}i∈I), aiming to convince
the challenger of the validity of signature σ.

– If the show-verify protocol outputs accept, and {a, {mi}i∈I} 6⊂ Attr with a ∈
Corrupt, the adversary wins the game.

– Conversely, the adversary loses if the show-verify protocol outputs reject or if
{a, {mi}i∈I} 6⊂ Attr with a ∈ Corrupt.

The idea here is that the adversary may play various roles in the protocols comprising the
credential scheme but must ultimately output a set of attributes and a valid signature. The
adversary wins if the signature verifies on the provided attributes, and both the identity and
the attributes used by the adversary were not previously classified as Corrupt.

Theorem 9.1. An adversary that can win the AC-Poly unforgeability security game with
probability ε, by successfully convincing the verifier of ownership of a credential under secret
key uska, where uska belongs to an honest user a ∈ Honest, can be leveraged to break the
discrete log assumption in G2 with probability ε/QU . Here QU bounds the number of honest
users.

Proof. Assume that adversary AAC Poly can win the AC-Poly unforgeability security game
with probability ε, by creating a valid forgery under secret key uska for user a ∈ Honest.
Let adversary ADL receive the discrete log challenge (g̃, g̃w). Upon receipt of the challenge,
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ADL constructs an issuer key pair (sk∗, pk∗), with g̃ as the G2 generator. Adversary ADL

provides the public parameters and key pk∗ toAAC Poly, and acts as an AC-Poly unforgeability
challenger.

Adversary ADL knows that the forgery outputted by AAC Poly will be valid under secret
key uska for some identity a that appears in the list of honest users constructed during the
challenge (i.e. a ∈ Honest). However, ADL does not a priori know which identity will be used

by AAC Poly. Adversary ADL therefore assumes that the honest identity labelled by b
R←− [QU ]

will be used by AAC Poly. Adversary ADL then simulates the AC-Poly challenge oracles for
AAC Poly as follows:

• OHonest(a
′): When AAC Poly calls this oracle for identity a′, adversary ADL returns the

public key upka′ if a′ 6= b, otherwise it outputs the discrete log challenge as the secret
key, upkb = g̃w.

• OCorrupt(a
′): When AAC Poly calls this oracle for an honest user a′ 6= b, adversary ADL

returns uska′ . Else aborts.

• OIssue(a
′, {mi}i∈[q]): Adversary ADL knows the issuer’s secret key sk∗ and can therefore

respond to any query from AAC Poly.

• OObtIss(a
′, {mi}i∈[q]): Adversary ADL knows the issuer’s secret key sk∗ and can therefore

perfectly simulate the issuance side of the protocol. Regarding the user side of the
protocol, ADL can perfectly execute the user if a′ 6= b, otherwise ADL provides a
simulated proof of knowledge for uskb.

• OShow(κ, I): When adversary AAC Poly queries this oracle for κ such that aκ 6= b,
adversary ADL can perfectly execute the user role in the interactive show protocol.
If aκ = b, the adversary can execute the show protocol user role but must simulate the
proof of knowledge for uskb.

With probability 1/QU , adversary ADL correctly guesses the honest identity used by
adversary AAC Poly (i.e. b = a) and perfectly simulates the unforgeability game. In such
cases, with probability ε, adversary AAC Poly proves knowledge of the secret key uskb during
execution of the show-verify protocol for the forged credential (by assumption). Adversary
ADL can execute the corresponding extractor to extract w from the proof of knowledge, and
thereby output the solution to the DL challenge. Combined, ADL therefore has a success
probability of ε/QU .

�

Theorem 9.2. An adversary that can win the AC-Poly unforgeability security game, with
non-negligible probability, by successfully convincing the verifier of ownership of a credential
under secret key usk, where usk 6= uska for all a ∈ Honest, can be leveraged to win the
URS-Poly unforgeability security game with the same probability.
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Proof. Assume that adversary AAC Poly can win the AC-Poly unforgeability security game
by creating a valid forgery under secret key usk, where usk 6= uska for all a ∈ Honest. Let
AURS Poly denote an adversary in the EUF-CMA URS-Poly security game. AURS Poly executes
the game for q + 1 messages, receiving the public key:

pk∗ =
(
g, g̃, X, {Yi}i∈[q+1], {Z̃i}i∈[q+1], {W̃i,j}i 6=ji∈[q+1],j∈[q]

)
. (155)

Adversary AURS Poly passes pk∗ to AAC Poly as the challenge public key. To answer oracle
queries, AURS Poly acts as follows:

• OHonest(a): When AAC Poly calls this oracle for identity a, adversary AURS Poly executes
the oracle faithfully and stores the secret key, upka.

• OCorrupt(a): AURS Poly executes this oracle faithfully.

• OIssue(a, {mi}i∈[q]): Adversary AAC Poly produces a proof of knowledge for the secret
key uska (where a ∈ Corrupt). Adversary AURS Poly executes the corresponding ex-
tractor to extract uska, and submits (m1, . . . ,mq, uska) to the URS Poly signing oracle
OUFURS Poly, generating a signature (σ1, σ̃0, σ̃1, σ̃2). AURS Poly discards (σ1, σ̃0) but stores
the credential (σ̃1, σ̃2).

• OObtIss(a, {mi}i∈[q]): For a ∈ Honest, adversary AURS Poly recovers the secret key uska
previously constructed for identity a, and submits (m1, . . . ,mq, uska) to the URS Poly
signing oracleOUFURS Poly, generating a signature (σ1, σ̃0, σ̃1, σ̃2). AURS Poly discards (σ1, σ̃0)
but stores the credential (σ̃1, σ̃2).

• OShow(κ, I): Adversary AAC Poly can query this oracle for a show on query call κ, made
to the oracle OObtIss. The κ-th query generated a signature σ on (m1, . . . ,mq, uskaκ)
via oracle OUFURS Poly. This signature is therefore stored in the URS Poly challenge table
TM . Adversary AURS Poly may thus execute URS Poly.Derive for the signature σ and
message set {mi}i∈I ∪ {uskaκ}, receiving the derived signature (σ′1, σ̃

′
0, σ̃

′
1, σ̃

′
2), with:

– σ̃′2 ← (σ̃′1)r+x+
∑
i∈[q] miy

i+uskaκ y
q+1

– σ′1 ← gr
∏

j∈Ī Y
mj
j

– σ̃′0 ← (
∏

i∈I∪{q+1} Z̃
r
i ) ·
∏

i∈I∪{q+1}
∏

j∈Ī W̃
mj
i,j .

This signature has the same distribution as signatures generated by AC Poly.Show.

Finally AURS Poly selects k
R←− F∗p, computes C = e(Y k

q+1, σ̃
′
1), and uses k and uskaκ to

return a valid u in the interactive protocol.

By assumption, AAC Poly eventually generates a valid forged AC Poly credential with non-
negligible probability. Since AURS Poly does not abort and can respond to all oracle queries
by AAC Poly, AAC Poly is able to prove possession of the credential for attributes {mi}i∈I .
Adversary AURS Poly executes the extractor on the proof of knowledge for usk, the secret key
used in the outputted valid derived forgery (σ′1, σ̃

′
0, σ̃

′
1, σ̃

′
2), for messages {mi}i∈I ∪{usk}. By
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assumption, usk 6= uska for all a ∈ Honest, and no element in Attr contains attributes {mi}i∈I
for any corrupt user a ∈ Corrupt. Hence, for all a ∈ Corrupt, any credential generated for a
either used a secret key uska 6= usk or included (at least) a message mj /∈ {mi}i∈I . In both
cases, (σ′1, σ̃

′
0, σ̃

′
1, σ̃

′
2) is a valid URS Poly signature for messages {mi}i∈I ∪ {usk}, which may

be used as a forgery by AURS Poly to win the EUF-CMA URS-Poly security game.

�

In combination, Theorems 9.1 and 9.2 show that AC Poly is EUF-CMA secure unless
either the DL assumption in G2 is invalid or the EUF-CMA security of protocol URS Poly
can be broken. This completes the proof of EUF-CMA security for AC Poly.

9.3 Security: Anonymity

Anonymity of a credential scheme requires that, during a showing of a derived credential,
malicious verifiers and/or issuers are unable to acquire any information on a user, beyond
the knowledge that the user possesses a valid credential for the revealed attributes [FHS19].
Ideally, anonymity should hold for colluding issuers and verifiers. In the present context,
this notion is formalised by the following security game:

• AC-Poly Anonymity Security Game:

– Challenger C executes AC Poly.IssuerKeygen(1λ, q) and provides the public pa-
rameters and issuer keys (sk∗, pk∗) to the PPT adversary A, along with access
to oracles OHonest, OCorrupt, OObtain, and OShow. The adversary acts as both issuer
and verifier, seeking to break anonymity of the protocol.

– Leveraging its knowledge of sk∗, A eventually outputs a set of attributes {mi}i∈I ,
and two identity indexes a and a′, namely:

(a, a′, {mi}i∈I)← A. (156)

– The challenger checks that there exists:

{a, {m(a)
i }i∈[q]} ⊂ Attr and {a′, {m(a′)

i }i∈[q]} ⊂ Attr, (157)

such that:

{mi}i∈I ⊆ {m(a)
i }i∈[q] ∩ {m(a′)

i }i∈[q]. (158)

If not, C aborts.

– The challenger selects an identity b
R←− {a, a′}, and engages in the show-verify

protocol with A acting as verifier:(
AC Poly.Show(uskb, pk, {m(b)

i }i∈[q], I, σ),A(pk, {mi}i∈I)
)

(159)
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– Eventually A outputs an identity b∗ ∈ {a, a′}.
– If either a or a′ were corrupted during A’s execution, the game aborts (i.e. abort

if a ∈ Corrupt or a′ ∈ Corrupt).

– Otherwise, accept if b∗ = b and reject if b∗ 6= b.

In this game the adversary acts as both issuer and verifier, and must output two user
identities and a set of attributes {mi}i∈I , such that both identities were previously added to
Attr. The challenger randomly selects one of the outputted identities and shows a derived
credential for the common attributes {mi}i∈I . Adversary A is tasked with determining
which identity was selected by the challenger. The adversary wins the game if (i) neither of
the outputted identities was corrupted during execution, and (ii) the adversary successfully
determines the identity chosen by the challenger. Hence, anonymity requires that, even if

the two identities have different redacted attributes {m(a)
j }j∈Ī 6= {m

(a′)
j }j∈Ī , the adversary

cannot distinguish between derived credentials for identical sets of revealed attributes.

Theorem 9.3. An adversary that can win the AC-Poly anonymity security game, with non-
negligible advantage, may be leveraged to break the decisional Diffie-Hellman assumption in
G2 with non-negligible advantage.

Proof. Assume that the PPT adversary AAC Poly can win the AC-Poly anonymity security
game with non-negligible advantage ε. Let adversary ADDH receive a DDH challenge in
G2, from challenger CDDH, namely (g̃, g̃α, g̃β, g̃γ) ← CDDH. Adversary ADDH is tasked with
determining whether γ = α · β. To accomplish this, ADDH act as an AC-Poly anonymity
challenger to AAC Poly. ADDH executes AC Poly.IssuerKeygen and passes the keys (sk∗, pk∗)
and public parameters to AAC Poly, as AC-Poly anonymity challenge parameters.

To execute the challenge, ADDH randomly selects an identity and assigns it to the user that
will ultimately be used for the show-verify interactive component of the challenge. Denote

this randomly selected identity as b
R←− F∗p. To answer oracle queries made by AAC Poly, ADDH

acts as follows:

• OHonest(a): When AAC Poly calls this oracle for identity a, adversary ADDH executes the
oracle faithfully if a 6= b, and sets the DDH challenge item g̃α as the public key if a = b,
namely upkb = g̃α.

• OCorrupt(a): AURS Poly executes this oracle faithfully if a 6= b and aborts if a = b.

• OObtain(a, {mi}i∈[q]): Since ADDH possesses the secret key uska, if a 6= b, ADDH may
execute AC Poly.Obtain and respond to oracle queries. If a = b, ADDH responds by
sending the public key upkb and a simulated proof of knowledge for α.

• OShow(κ, I): ADDH responds to queries faithfully if the κ-th query was made by a 6= b,
and simulates a proof of knowledge of α if the κ-th query was made by user b.
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Eventually AAC Poly outputs two identities a, a′, and some attributes {mi}i∈I . If b /∈ {a, a′},
ADDH aborts. OtherwiseADDH selects random field elements k, s, and uses the DDH challenge
to set σ̃′1 = g̃β. Then ADDH computes:

σ̃′2 ← (σ̃′1)s+x+
∑
i∈I miy

i · (g̃γ)yq+1

,

σ′1 ← gs,

σ̃′0 ← (g̃s)
∑
i∈I∪{q+1} z

i

, (160)

and simulates knowledge of α. The element k is used in the interactive show-verify protocol.

If γ = α · β, the credential elements (σ′1, σ̃
′
0, σ̃

′
1, σ̃

′
2) have the same distribution as a valid

AC Poly credential. This equivalence is explicitly observed by setting:

s′ = s−
∑
j∈Ī

mjy
j, (161)

where s′ is uniformly distributed if s is uniformly random. If γ 6= α·β, then γ is a random field
element, and therefore σ̃′2 is a random G2 element. In this case, AAC Poly cannot succeed with
non-negligible advantage since the remaining signature elements σ′1, σ̃

′
0, σ̃

′
1 are all independent

of both α and {mj}j∈Ī . Moreover, for γ 6= α · β, the credential elements σ̃′1 and σ̃′2 are not
correctly related as γ is not dependent on uskb = α. Hence, by observing any changes
in adversary AAC Poly’s behaviour, adversary ADDH can win the DDH challenge with non-
negligible probability 2ε/QU , where QU bounds the number of honest users.

�

10 Conclusion

Pointcheval and Sanders leveraged the properties of type-3 pairings to construct an efficient
digital signature scheme [PS16]. This scheme permits multiple generalisations and has
found use in threshold credential issuance protocols [SAB+19] and anonymous credential
schemes [San19]. The present work studied a mapping between PS signatures and a related
class of polynomial-based signatures, referred to as PolySig. This mapping was leveraged
to construct many new signature and credential schemes. In particular, new protocols for
multi-message signatures, sequential aggregate signatures, signatures for message commit-
ments, redactable signatures, and unlinkable redactable signatures were presented. A variant
redactable anonymous credential scheme was also constructed. Security properties of the new
protocols were analysed. All new schemes employ constant-sized secret keys, rather than
linear-sized (in the number of messages/attributes). The new signatures therefore achieve
similar functionality to their PS-based counterparts but simplify key generation/distribution.
Security proofs derived in this work are relevant for recently proposed switched threshold
signature schemes [McD20]. Future work could leverage the new signature schemes and
explore their utility within e.g. credential issuance protocols.
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