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Abstract. Boyle et al. (TCC 2019) proposed a new approach for secure computation in the prepro-
cessing model building on function secret sharing (FSS), where a gate g is evaluated using an FSS
scheme for the related offset family g-(z) = g(xz 4+ r). They further presented efficient FSS schemes
based on any pseudorandom generator (PRG) for the offset families of several useful gates g that arise
in “mixed-mode” secure computation. These include gates for zero test, integer comparison, ReL.U, and
spline functions. The FSS-based approach offers significant savings in online communication and round
complexity compared to alternative techniques based on garbled circuits or secret sharing.

In this work, we improve and extend the previous results of Boyle et al. by making the following three
kinds of contributions:

— Improved Key Size. The preprocessing and storage costs of the FSS-based approach directly depend
on the F'SS key size. We improve the key size of previous constructions through two steps. First, we
obtain roughly 4x reduction in key size for Distributed Comparison Function (DCF), i.e., FSS for the
family of functions f 5(z) that output § if # < o and 0 otherwise. DCF serves as a central building
block in the constructions of Boyle et al.. Second, we improve the number of DCF instances required
for realizing useful gates g. For example, whereas previous F'SS schemes for ReLLU and m-piece spline
required 2 and 2m DCF instances, respectively, ours require only a single instance of DCF in both
cases. This improves the F'SS key size by 6 —22X for commonly used gates such as ReLU and sigmoid.

— New Gates. We present the first PRG-based F'SS schemes for arithmetic and logical shift gates, as
well as for bit-decomposition where both the input and outputs are shared over Zan. These gates are
crucial for many applications related to fixed-point arithmetic and machine learning.

— A Barrier. The above results enable a 2-round PRG-based secure evaluation of “multiply-then-
truncate,” a central operation in fixed-point arithmetic, by sequentially invoking FSS schemes for
multiplication and shift. We identify a barrier to obtaining a 1-round implementation via a single
FSS scheme, showing that this would require settling a major open problem in the area of FSS:
namely, a PRG-based FSS for the class of bit-conjunction functions.

* Work done while at Microsoft Research, India
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1 Introduction

Secure multi-party computation (or MPC) [12,29,43,78] allows two or more parties to compute any function
on their private inputs without revealing anything other than the output. A useful intermediate construction
goal is that of MPC in the preprocessing model, wherein the parties receive correlated randomness from a
trusted dealer in an offline input-independent phase, and then use this correlated randomness in the online
phase once the inputs are known. Such protocols can be directly converted to ones in the standard model
(without a dealer) via an assortment of general transformations, e.g. emulating the role of the dealer jointly
using a targeted MPC protocol between the parties (see discussion in Appendix A). This modular design
approach facilitates significant performance benefits, and indeed is followed by essentially all concretely
efficient MPC protocols to date. Common types of correlated randomness include Beaver triples for multi-
plication [8], garbled circuit correlations [36,78], OT [25,45,50] and OLE [46,60] correlations, and one-time
truth tables [33,44].

When used to evaluate “pure” Boolean or arithmetic circuits, MPC protocols in the preprocessing model
have the benefit of a very fast online phase in which the local computation performed by the parties is
comparable to computing the circuit in the clear. Furthermore, the online communication is roughly the
same as communicating the values of all wires in the circuit, and the number of online rounds is equal to the
circuit depth.

Unfortunately, typical applications of MPC in areas such as machine learning and scientific computing
apply computations that cannot be succinctly represented by pure Boolean or arithmetic circuits. Instead,
they involve a mixture of arithmetic operations (additions and multiplications over a large field or ring) and
“non-arithmetic” operations such as truncation, rounding, integer comparison, ReLLU, bit-decomposition, or
piecewise-polynomial functions known as splines. The cost of naively emulating such mixed computations by
pure Boolean or arithmetic circuits is prohibitively high.

This motivated a long line of work on “mixed-mode” MPC, which supports efficient inter-conversions
between arithmetic and Boolean domains and supports the above kinds of non-arithmetic operations. General
frameworks such as [23,28,36,51,57] allow mixing of arithmetic gates (additions and multiplications) and
Boolean gates (such as integer comparison), performing a suitable conversion whenever the type of gate
changes. Together with MPC protocols for Boolean circuits based on garbled circuits or secret sharing, they
can support the above kinds of non-arithmetic operations. However, the efficiency of these techniques leaves
much to be desired, as they typically incur a significant overhead in communication and rounds even when
ignoring the cost of input-independent preprocessing.

Recently, Boyle et al. [21] proposed a powerful approach for mixed-mode MPC in the preprocessing model,
using function secret sharing (FSS) [18,20] (their approach can be seen as a generalization of an earlier
truth-table based protocol of Damgard et al. [33]). The FSS-based approach to MPC with preprocessing can
support arithmetic operations that are mixed with the above kinds of non-arithmetic operations with the
same online communication and round complexity as pure arithmetic computations, and while only making
use of symmetric cryptography. In the present work, we significantly improve the efficiency of this FSS-based
approach and extend it by supporting useful new types of non-arithmetic operations. Before giving a more
detailed account of our results, we give an overview of the FSS-based approach to MPC with preprocessing.

1.1 MPC with Preprocessing Through FSS

At a high level, a (2-party) FSS scheme [18,20] for a function family F splits a function f € F into two
additive shares fq, f1, such that each f, hides f and fo(z) + fi(x) = f(z) for every input x. Here we assume
that the output domain of f is a finite Abelian group G, where addition is taken over G. While this can be
trivially solved by secret-sharing the truth-table of f, the goal of F'SS is to obtain succinct descriptions of fj
and f; using short keys ko and ki, while still allowing their efficient evaluation.

For simplicity, consider semi-honest 2-party secure computation (2PC) with a trusted dealer — we discuss
how to emulate the trusted dealer with 2PC (building upon [39]) as well as extensions to malicious security,
in Appendix A and B, respectively. The main idea, from [21], to obtain 2PC with trusted dealer is as follows.
Consider a mixed circuit whose wires take values from (possibly different) Abelian groups and where each
gate g maps a single input wire to a single output wire. We can additionally make free use of fan-out gates
that duplicate wires, “splitters” that break a wire from a product group G; x G into two wires, and “joiners”



that concatenate two wires into a single wire from the product group. This allows us to view a two-input
gate (such as addition or multiplication) as a single-input gate applied on top of a joiner gate.

The FSS-based evaluation of such a circuit proceeds by maintaining the following invariant: for every
wire w; in the circuit, both parties learn the masked wire value w; + r;, where r; is a random secret mask
(from the group associated with w;) which is picked by the dealer and is not revealed to any of the parties.
The only exceptions are input wires, where the mask r; is revealed to the party owning the input, and the
circuit output wires, where the masks are revealed to both parties.

This above is easy to achieve for input wires by simply letting the dealer send to each party the masks of
the inputs owned by this party, and having the parties reveal the masked inputs to each other. The challenge
is to maintain the invariant when evaluating a gate g with input wire w; and output wire w; = g(w;) without
revealing any information about the wire values. The idea is to consider the function mapping the masked
input w} = w; + r; to the masked output wg = g(w;) + r; as a secret function f determined by 7; and rj,
applied to the public input w]. Concretely, f(w}) = g(w} —r;) + r;.

Since the secret function f is known to the dealer (who picks all random masks), the dealer can securely
delegate the evaluation of f to the two parties by splitting it into fy and f; via FSS and sending to each
party o its corresponding FSS key k.. Letting party o evaluate f,(w}), the parties obtain additive shares of
wgv, which they can safely exchange and recover the masked output w;-. Finally, the circuit output wires are
unmasked by having the dealer provide their masks to both parties.

The key observation is that given a gate g, the secret function f comes from the family of offset functions
F, that includes all functions of the form gI""*"l(z) = g(x — r") 4 rt. (Alternatively, up to a slight loss of
efficiency, it is enough to use FSS for the simpler class of functions of the form g.(x) = g(x + r), together
with separate shares of the masks.) We refer to an FSS scheme for the offset function family F; as an FSS
gate for g. The key technical challenge in implementing the approach of [21] is in efficiently realizing FSS
gates for useful types of gates g.

For addition and multiplication gates over a finite ring, the FSS gates are information-theoretic and
essentially coincide with Beaver’s protocol [8] (more accurately, its circuit-dependent variant from [11,30,33]).
A key observation of [21] is that for a variety of useful non-arithmetic gates, including zero test, integer
comparison, ReLU, splines, and bit-decomposition (mapping an input in Zs» to the corresponding output in
Z%), FSS gates can be efficiently constructed using a small number of invocations of FSS schemes from [20].
The latter F'SS schemes have the appealing feature of making a black-box use of any pseudorandom generator
(PRG). This gives rise to relatively short keys and fast implementations using hardware support for AES.

Alternative variants. The above protocol uses circuit-dependent correlated randomness, since a wire mask
is used in two or more gates incident to this wire, and this incidence relation depends on the circuit topology.
At a small additional cost, one can break the correlations between FSS gates and obtain a circuit independent
variant; see [21] for details. Another variant, which corresponds to how standard MPC protocols are typically
described, is to use an FSS gate for mapping a secret-shared input to a secret-shared output (rather than
a masked input to a masked output). This variant proceeds as described above, except that the parties
start by reconstructing the masked input using a single round of interaction, and then use the FSS gate to
locally compute shares of the output (without any interaction). With this variant, one can seamlessly use
FSS gates in combination with other kinds of MPC protocols are based on garbled circuits, secret sharing,
or homomorphic encryption.

Efficiency. When mapping a masked input to a masked output, processing a gate g requires only a single
round of interaction, where each party sends a message to the other party. This message consists of a single
element in the output group of g. Similarly, the variant mapping a secret-shared input to a secret-shared
output still requires only a single round of interaction, where the message here consists of a single element
in the input group of g. Assuming a single round of interaction, this online communication complexity is
optimal [21]. Overall, when evaluating a full circuit the communication by each party (using either the
masked-input to masked-output or the shared-input to shared-output variant) is equal to that of communi-
cating all wire values. The round complexity is equal to the circuit depth, no matter how complex the gates
g are. The only complexity measures which are sensitive to the FSS gate implementation are the evaluation
time and, typically more significantly, the size of the correlated randomness communicated by the dealer and
stored by the parties. Optimizing the latter is a central focus of our work.



When is the FSS-based approach attractive? It is instructive to compare the efficiency features of
the above FSS-based approach with that of the two main approaches for MPC with preprocessing: a Yao-
style protocol based on garbled circuits (GC) [78] and a GMW-style protocol based on secret sharing [43].°
Consider the goal of securely converting input shares for g into output shares when g is a nontrivial gate,
say ReLU, over elements of Zy for N = 2™,

The FSS-based online protocol requires only one round of interaction in which each party sends only
n bits (as argued above, this is optimal). In contrast, in a GC-based protocol the online phase (as used in
several related works [23,28,36,47,56,57,59]) requires one of the parties to communicate 256n bits (a pair of
AES keys for each input), which is 128x bigger. Furthermore, the parties need to interact in two sequential
rounds. In Appendix C we discuss a way to reduce the online communication of a GC-based protocol by 2x,
which still leaves a 64 x overhead in communication and 2x overhead in rounds over the FSS-based protocol.
A GMW-style protocol typically requires a large number of rounds (depending on the multiplicative depth
of a Boolean circuit implementing ¢), and has online per-party communication which is bigger than n by a
multiplicative factor which depends on the number of multiplication gates in the circuit. See Section 1.3 for
a more concrete comparison with previous works taking the GC-based or GMW-based approach.

Even when considering MPC without preprocessing, namely, when the offline and online phases are
combined, the FSS-based approach can still maintain some of its advantages. For instance, since keys for all
FSS gates in a deep circuit can be generated in parallel, the advantage in round complexity is maintained. In
the 3PC setting where one party emulates the role of the dealer, or in the 2PC setting with a relatively small
input length n (see Appendix A), one can potentially beat the communication complexity of a GC-based
protocol, depending on the FSS key size. This will be further discussed below.

To conclude, FSS-based protocols will typically outperform competing approaches in two common scenar-
ios: (1) when offline communication is cheaper than online communication, or alternatively (2) when latency
is the bottleneck and minimizing rounds is a primary goal. In the setting of MPC with preprocessing, the
FSS-based approach beats all previous practical approaches to mixed-mode secure computation with respect
to both online communication and round complexity.

Finally, we stress that while the above discussion mainly focuses on semi-honest 2PC with a trusted
dealer, most of the above benefits also apply to malicious security (see Appendix B), and when emulating
the trusted dealer using the different options we discuss: third party, 2PC protocol (Appendix A), or semi-
trusted hardware [61].

Bottlenecks for the FSS-based approach. Given the optimality of rounds and communication in the
online evaluation of a gate g, the main bottleneck in the FSS-based approach lies in the size of the correlated
randomness provided by the trusted dealer, namely the size of the FSS keys k.. This affects both offiine
communication and online storage. In the 3PC setting, where the trusted dealer is emulated by a third
party, the FSS key size directly translates to offline communication from the third party to the other two
parties. In the 2PC setting, where the dealer is emulated by an offline protocol for securely generating
correlated randomness (see Appendix A), the communication and computation costs of the offline protocol
grow significantly with the key size. Thus, minimizing key size of useful FSS gates is strongly motivated by
all application scenarios of FSS-based MPC.

Many compelling use-cases of MPC, such as privacy-preserving machine learning, finance, and scientific
computing, involve numerical computation with finite precision, also known as “fixed-point arithmetic.”
Arithmetic over fixed-point numbers not only requires arithmetic operations such as additions and multipli-
cations, for which efficient protocols can be based on traditional techniques, but also other kinds of operations
that cannot be efficiently reduced to arithmetic operations over large rings. These include Boolean shift op-
erators needed for adjusting the “scale” of fixed-point numbers. Concretely, for N = 2", a logical (resp.,
arithmetic) right shift by s converts an element x € Zy representing an n-bit unsigned (resp., signed) num-
ber to y € Zy representing |x/2°]. To date, there are no PRG-based realizations of FSS gates for these

5 Here we only consider protocols whose online phase is based on symmetric cryptography. This excludes protocols
based on homomorphic encryption, whose concrete costs are typically much higher.



Boolean operations,” and hence, fixed-point arithmetic operations cannot be realized securely using existing
lightweight FSS machinery.

We now discuss our contributions that address these bottlenecks.

1.2 Our Contributions
In this work, we make the following contributions:

— Improved Key Size. We obtain both concrete and asymptotic improvements in key size for widely
applicable FSS gates such as integer comparisons, interval containment, bit-decomposition, and splines.

— New Gates. We extend the scope of FSS-based MPC by providing the first efficient FSS gates for several
useful function families that include (logical and arithmetic) right shift, as well as bit-decomposition with
outputs shared in Zy (rather than Zs in the construction from [21]).

— A Barrier. We provide a barrier result explaining the difficulty of obtaining PRG-based FSS gates for
functions such as fixed-point multiplication.

We now give more details about these three kinds of contributions.

Improved Key Size. In Table 1 we summarize our improvements in key size over [21] and compare our
improved FSS key size with garbled circuit size for the same gates. We provide the key size both as a
function of input bitlength n and for the special case n = 16. Compared to [21], we observe a reduction in
key size ranging from 6x for ReLU to 22x for splines and 77x for multiple interval containment (MIC) with
12 intervals. (See Appendix D for precise definitions of all gate types.) As can be observed, for all of the
FSS gates considered in [21], their key size was significantly larger than the garbled circuit size. With our
constructions, the key size is significantly lower than garbled circuits, for all gates except bit-decomposition
(with output in Z%). For instance, our key size is at least 2x better than garbled circuits for ReLU and
15x and 27x better for splines and MIC, respectively. Recall that when compared to MPC protocols that
use garbled circuits for preprocessing, protocols that follow the FSS-based approach have 64x lower online
communication and 2x less rounds. So with our new schemes, FSS-based MPC with preprocessing will
typically become more efficient in storage as well. The offline cost can also be smaller in some MPC settings
(such as the 3PC case).

Our improvements in key size are obtained in two steps. The first step is a roughly 4x improvement for
a central building block of useful F'SS gates that we call Distributed Comparison Function (DCF). A DCF is
an FSS scheme for the family of functions f; ﬂ(x) that output 8 if z < o and 0 otherwise, where «, 8 € Zy.
This improvement is independently motivated by several other applications, including Yao’s millionaires’
problem and 2-server PIR with range queries. However, our primary motivation is the fact that previous
FSS gate constructions from [21] are cast as reductions that invoke multiple instances of DCF. As a second
step, we significantly improve the previous reductions from [21] of useful non-arithmetic FSS gates to DCF.
We describe these two types of improvements in more detail below.

Optimized DCF. The best previous DCF construction is an instance of an FSS scheme for decision trees
from [20]. Instead, we provide a tighter direct construction that reduces the key size by roughly 4x. Con-
cretely, the total key size is improved from & 2n(4\ + n) to ~ 2n(\ + n) for input and output domains of
size N = 2" and PRG seed length A, with similar savings for general input and output domains.®

7 An FSS-based protocol for right-shift can be obtained using the FSS gate for bit-decomposition from [21]. However,
their construction only allows output shares of bits over Zs, whereas such a reduction (as well as other applications)
requires output shares over Zy. Conversion of shares from Zs to Zx would thus require an additional round of
interaction. Furthermore, this approach would require key size quadratic in input length: O(n?)) for N = 2" (i.e.,
n-bit numbers) and PRG seed length A.

8 A concurrent work by Ryffel et al. [70] on privacy-preserving machine learning using FSS also proposes an optimized
DCF scheme. Our construction is around 1.7 better in key size than theirs.



Better reductions to DCF. We significantly reduce the number of DCF instances required by most of the
non-arithmetic FSS gates from [21]. The main new building block is a new FSS scheme for the offset families
of interval containment (IC for short) and splines (piecewise polynomial functions) when the comparison
points are public. Our construction uses only one DCF instance compared to the analogous constructions
from [21] that require 2 and 2m DCF instances for IC and splines with m pieces, respectively, but can hide
the comparison points. We note that comparison points are public for almost all important applications -
e.g. the popular activation function in machine learning, ReLU,” absolute value, as well as approximations
of transcendental functions [55,59].

Concretely, for n = 16 (where inputs and outputs are in Zy for N = 2™), including our improvement in
DCEF key size, we improve the key size from [21] by roughly 6x, 12X, and 22x for the spline functions ReLU,
absolute value and sigmoid, respectively, where the sigmoid function is approximated using 12 pieces [55].
Moreover, this improvement in key size makes the FSS-based construction beat garbled circuits not only in
terms of online communication but also in terms of per-gate storage requirements. See Table 1 for a more
detailed comparison.

The main technical idea that enables the above improvement is that an FSS scheme for the offset family
of a public IC function f, ¢ .(that outputs is 1 if p < # < ¢ and 0 otherwise) can be reduced to a single DCF
instance with o = N — 1 + r'". We build on this construction to reduce FSS keys for multiple intervals (and
hence splines with constant payload) to this single DCF instance. See Section 4 for details. Constructions
for splines with general polynomial outputs employ additional techniques to embed secret payloads (see
Section 5.1).

Another kind of FSS gate for which we get an asymptotic improvement in key size over [21] is bit-
decomposition with outputs shared over Zy. Here an input « € Zy is split to its bit-representation (x,_1,. ..
,xg) € {0,1}™, where each z; is individually shared over Zs. (This type of “arithmetic to Boolean” conversion
can be useful for applying a garbled circuit to compute a complex function of x that is not efficiently
handled by FSS gates.) Non-trivial protocols for bit-decomposition have been proposed in different MPC
models [32,63,71,72]. An FSS gate for the above flavor of bit-decomposition was given in [21] with O(n2))
key size. Here we substantially improve the hidden constant by reducing the bit-decomposition problem to
a series of public interval containments. Moreover, we show how to further reduce the key size by an extra
factor of w at the cost of computational overhead that grows exponentially with w. Setting w = logn, we
get an asymptotic improvement in key size over [21], while maintaining poly(n) computation time.

New FSS Gates. A central operation that underlies fixed-point arithmetic with bounded precision is a
Boolean right shift operation that maps a number « € Zy to y € Zy representing |2z/2°]| for shift amount
s. This operation comes in two flavors: logical that applies to unsigned numbers and arithmetic that applies
to signed numbers in 2’s complement representation. These operations are typically applied following a
multiplication operation to enable further computations while keeping the significant bits. Previous results
from the literature do not give rise to efficient PRG-based FSS gates for these shift operators. We present
a new design approach to FSS for right shift that uses only two invocations of DCF, obtaining asymptotic
key size of O(n\ + n?). See Section 6 for definitions and construction details and Table 1 for comparison of
key size with garbled circuits.

Another new feasibility result is related to the bit-decomposition problem discussed above. The FSS gate
for bit-decomposition from [21] crucially relies on the output bits z; being shared over Zs, whereas in some
applications one needs the bits z; to be individually shared over Zy (or a different Zy+). While a conversion
from Zs to Zx can be done directly using another F'SS gate or oblivious transfer, this costs at least one more
round of interaction. We realize this generalized form of bit-decomposition directly by a single F'SS gate, via
a similar approach of reducing the problem to a series of public interval containments.

A Barrier. Most applications of MPC in the areas of machine learning (see [57,59,67] and references therein)
and scientific computing (see [5,7,26,27] and references therein) use fixed-point arithmetic for efficiently
obtaining an approximate output. Fixed-point addition is defined to be the same as integer addition; however,
fixed-point multiplication requires an integer multiplication followed by an appropriate right shift operation
for preventing integer overflows (see Section 6). Many prior works, for efficiency reasons, implement this

9 A ReLU operator, or Rectified Linear Unit, is a function on signed numbers defined by g(x) = max(z, 0).



Table 1: Comparison of our FSS gate key sizes, with those of [21], and Garbled Circuits (GC) [75]. For
FSS (i.e., our work and [21]), we list total key size for both Py, Pi. For GC, we under-approximate and
consider only the size of garbled circuit. The table only captures the size of correlated randomness (offline
communication in the 3PC case); the online communication corresponding to both FSS columns is at least
%X better than GC (and rounds 2x better). Uy, Sy denote unsigned and signed n-bit integers, respectively.
We consider gates for: Interval containment (IC), multiple interval containment (MIC) with m intervals,
splines with m intervals and d-degree polynomial outputs, ReLU, Absolute value (ABS), Bit Decomposition
(BD), Logical/Arithmetic Right Shifts (LRS/ARS) by s. Syntax and definitions of all gates are described
in Appendix D. We provide cost in terms of number of DCF,, ¢ keys for DCF with input bitlength n and
output group G. To disambiguate between our optimized DCF and DCF used in [21], we use DCFE% for
the latter. Let £ = [log|G|]. Size of our optimized DCF,, ¢ key is total 2 (n(\ + £+ 2) + X + £) bits. Size of
DCFS% key (using [20]) is 2 (4n(A + 1) +nfl 4+ A) bits. For our BD scheme (with output over U}), w is a
parameter (here we assume w | n) and compute grows exponentially with w. We provide approximate key
size expressions here by ignoring lower order terms; refer to Table 2 (Appendix C.2) for exact expressions.
The values in parenthesis give exact key size in bits for A =128, n =16, m =12, d=1,w =4, s =T.

| Gate | This work | BGrig i | GC |
IC DCF,.u, 2 x DCFL% 8An
(n) (4992) (34592) (15616)
MIC DCF,,u, + 2mn 2m x DCF5S) 6 mn
(n,m) (5344) (415104) (145152)
Splines DCFn,Um(‘”” +4dmn(d+1)| 2m x DCFEG[:;(‘HU 4 mn(d + 2)
(n,m,d) ™ (19040) (427008) " (289536)
ReLU DCF,, 13, 2 x DCF.5 6An
(n) (5664) (35616) (11776)
ABS DCF,, 12, 4 x DCFS, 8An
(n) (5728) (71168) (15616)
BD & X DCFonsu g, (n —1) x DCF5S, 2\n
(n,w) (11544) (127952) (3840)
LRS DCF,u, + DCF,uy - 4xn
(n, s) (7324) “) (7630)
ARS | DCF,g, +DCF,_, o - I\n
(n,s) (7608) “) (7680)

right shift (or truncation) through a non-interactive “local truncation” procedure [38,53, 57,59, 74]. This
has two issues. First, the truncated output can be totally incorrect, in the sense of being random, with
some (small) probability. Since this probability accumulates with the number of such multiplications (and
hence truncations), it necessitates an increase of the modulus N that can take a toll on efficiency. While this
overhead is reasonable in some cases [2,68], local truncation may be too costly for large scale applications [67].
Second, even when a big error does not occur, the least significant bit resulting from local truncation is
erroneous with high probability. Such small errors are aggregated over the course of the computation. This
makes the correctness of the implementation more difficult to verify, and can potentially lead to fraud through
salami slicing (or penny shaving) in financial applications [1], where the adversary ensures that the small
errors are biased in its favorable direction.

Our new FSS gate constructions for right shifts provide an effective solution for performing fixed-point
multiplication operations in two rounds by sequentially invoking two F'SS gates: one FSS gate for performing
multiplication over Zy (implemented via [21] or a standard multiplication triple), followed by a second
FSS gate to perform an arithmetic right shift for signed integers (or logical shift for unsigned integers).
This approach gives a faithful error-free implementation of secure fixed-point multiplication for inputs of all
bitlengths. A natural question is whether it is possible to replace the two FSS gates by a single FSS gate,
avoiding the additional round of communication, using only cheap symmetric cryptographic primitives such
as a PRG.



We demonstrate a barrier toward this goal, showing that this requires settling a major open problem in
the area of FSS: namely, whether the family of conjunctions of a subset of n bits has an FSS scheme based on
symmetric cryptography. Currently, FSS schemes for this family are known only under structured, public-
key computational hardness assumptions such as Decisional Diffie-Hellman [19], Paillier [41] or Learning
With Errors [22,38], that imply homomorphic public key encryption. Such FSS schemes are less efficient
than the PRG-based schemes considered in this work by several orders of magnitude, with respect to both
communication and computation.

1.3 Other Related Works

FSS-based MPC has some key advantages over works on 2PC and 3PC in the preprocessing model. Prior
works on 2PC in the preprocessing model [36,47, 56,59, 69] use garbled circuits (GC) to evaluate non-
arithmetic gates such as comparison and general splines. This holds for many 3PC works with honest ma-
jority [10,57,58] that try to minimize online round complexity. In Appendix C.1, we describe an optimized
GC-based approach in the preprocessing model that is more communication efficient than prior works. Our
FSS-based approach beats this GC-based approach in both correlated randomness size (see Table 1) and
online communication (by a factor of A/2, namely 64x for AES-based implementation).

Another line of work in the preprocessing model [37,64,65] focuses on optimizing the rounds and com-
munication of the online phase without the use of GC (due to its high communication cost). A recent work
ABY2.0 [65] reduces online rounds and communication complexity of GMW-like approach [36] for many non-
arithmetic functions by constructing efficient protocols for multi input AND gates. Even then, FSS-based
approach is more efficient in the online phase in terms of both rounds as well as communication. For instance,
for popular functions like ReLU and spline-based approximation of sigmoid, ABY2.0 [65] requires 4 — 5X
more rounds and 3 — 6X more communication in the online phase compared to the FSS-based approach.
However, [65] requires smaller correlated randomness and it can be generated more efficiently using 2PC
based preprocessing.

In the honest-majority setting, several works solve the mixed-mode secure computation problem using
secret sharing rather than GC in order to reduce the communication cost [6,53,57,67, 74]. However, the
round complexity of these protocols is typically much higher than ours, and even when optimized to the
offline-online setting, their online communication is significantly higher than ours.

An alternate line of work considers building secure protocols for floating-point arithmetic [4,14]; however,
these are significantly more expensive than their fixed-point counterparts [27,53,59], which suffice for most
applications.

The work on pseudorandom correlation generators [16] shows a simple way to use a single DPF for com-
pressing a randomly shifted and secret-shared truth-table, which can be used for implementing an arbitrary
FSS gate. However, their solution either requires (1) superlinear offline computation and linear storage in
N = 2", or (2) linear online computation in N. In contrast, the storage and online computation costs of our
solutions scale polynomially with n.

1.4 Organization

Following some background on data types, gates, and FSS in Section 2, Section 3 gives our F'SS construction
for DCF. We present our core technical contribution of efficient FSS gates for single and multiple interval
containments with public boundaries (Section 4), extend these ideas to splines with public intervals (Sec-
tion 5.1) and bit-decomposition (Section 5.2), provide constructions for FSS gates for fixed-point arithmetic
(Section 6), and demonstrate the barrier towards one round fixed-point multiplication via F'SS (Section 7).
The appendices include discussion of two-party protocols for emulating the dealer in the two-party setting
(Appendix A), achieving malicious security with a trusted dealer (Appendix B), detailed comparison with
garbled circuits Appendix C, and other proofs and details that are deferred from the main text.

2 Preliminaries

We provide an abbreviated version of preliminaries and notation. We defer a more detailed formal treatment
to Appendix E.
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Notation. We use arithmetic operations in the ring Zy for N = 2. We naturally identify elements of Zy
with their n-bit binary representation, where 0 is represented by 0™ and N — 1 by 1". Unless otherwise
specified, we parse x € {0,1}" as x[,_1], ..., T[], Where x,_y) is the most significant bit (MSB) and z) is
the least significant bit (LSB). For 0 < j < k < n, 2z = x[j1) € Zy»-; denotes the ring element corresponding
to the bit-string z(x_1), ..., z[;. || denotes string concatenation. Function family denotes an infinite collection
of functions specified by the same representation. A denotes computational security parameter.

2.1 Data Types and Operators

Unsigned and signed integers. We consider computations over finite bit unsigned and signed integers, denoted
by Un and Sy, respectively, over n-bits. We note that Uy = {0,..., N — 1} is isomorphic to Zy. Moreover,
Sy ={=N/2,...,0,...,N/2 —1} can be encoded into Zx or Uy using 2’s complement notation or mod N
operation. The positive values {0, ..., N/2—1} are mapped identically to {0, ..., N/2—1} and negative values
{—N/2,...,—1} are mapped to {N/2,..., N — 1}. In this notation, the MSB of (the binary representation
of) zis 0if x > 0 and 1 if < 0. Note that addition, subtraction and multiplication of signed integers
modulo N respect this representation as long as the result is in the range [—N/2, N/2). Our work also
considers fixed-point representation of numbers and its associated arithmetic. Section 6 provides a more
detailed description of the mapping of rationals into the fixed-point space as well as fixed-point arithmetic.

Operators. We consider several standard operators, which can be thought of as applying to (signed or un-
signed) integers. Each operator is defined by a gate: a function family parameterized by input and output
domains and possibly other parameters. Some of the operators we consider are single and multiple interval
containments (Section 4), splines and applications to ReLU and absolute value (Section 5.1), bit decom-
position (Section 5.2), as well as operators required for the realization of fixed-point arithmetic - such as
fixed-point addition and multiplication (Section 6.1), logical and arithmetic right shifts (Section 6.2 & 6.3),
and comparison (Section 6.4).

2.2 Function Secret Sharing

We follow the definition of function secret sharing (FSS) from [20]. Intuitively, a (2-party) FSS scheme is
an efficient algorithm that splits a function f € F into two additive shares fo, f1, such that: (1) each f,
hides f; (2) for every input x, fo(x) + fi(z) = f(z). The main challenge is to make the descriptions of
fo and f1 compact, while still allowing their efficient evaluation. As in [18,20,21], we insist on an additive
representation of the output that is critical for applications.

Definition 1 (FSS: Syntax). A (2-party) function secret sharing (FSS) scheme is a pair of algorithms
(Gen, Eval) such that:

— Gen(l)‘,f) is a PPT key generation algorithm that given 1 and f € {0,1}* (description of a function
f) outputs a pair of keys (ko,k1). We assume that f explicitly contains descriptions of input and output
groups G'", GOUt,

— Eval(o, ks, ) is a polynomial-time evaluation algorithm that given o € {0,1} (party index), ko, (key
defining f, : G — G°) and x € G (input for f,) outputs a group element y, € G°'* (the value of

fo(x)).

Definition 2 (FSS: Correctness and Security). Let F = {f} be a function family and Leak be a
function specifying the allowable leakage about f When Leak is omitted, it is understood to output only G™™
and G°“*. We say that (Gen, Eval) as in Definition 1 is an FSS scheme for F (with respect to leakage Leak)
if it satisfies the following requirements.

— Correctness: For all f € Pr describing f : G" — G, and every x € G, if (ko, k1) + Gen(1*, f)
then Pr[Eval(0, ko, ) + Eval(1, k1, z) = f(x)] = 1.

— Security: For each o € {0,1} there is a PPT algorithm Sim, (simulator), such that for every sequence
(f,\),\eN of polynomial-size function descriptions from F and polynomial-size input sequence xy for fi,
the outputs of the following experiments Real and ldeal are computationally indistinguishable:
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e Realy: (ko, k1) + Gen(l/\,f,\); Output k.
e Idealy: Output Sim, (1%, Leak(f))).

A central building block for many of our constructions is an FSS scheme for a special interval function
referred to as a distributed comparison function (DCF) as defined below. We formalize it below.

Definition 3 (DCF). A special interval function fof,B’ also referred to as a comparison function, outputs
B if v < a and 0 otherwise. We refer to an FSS schemes for comparison functions as distributed comparison
function (DCF). Analogously, function fiﬁ outputs B if © < a and 0 otherwise. In all of these cases, we

allow the default leakage Leak(f) = (G, GoUt).

The following theorem captures the concrete costs of the best known construction of DCF from a PRG
(Theorem 3.17 in the full version of [20]):

Theorem 1 (Concrete cost of DCF [20]). Given a PRG G : {0,1}* — {0,1}***2 there exists a DCF
for f5 5 G" — G°t with key size 4n - (A + 1) + nl + N\,where n = [log|G™|] and ¢ = [log |G°*t|]. For
U= “%21, the key generation algorithm Gen invokes G at most n - (4 + ¢') times and the algorithm Eval
invokes G at most n - (24 {') times.

We use DCF,, ¢ to denote the total key size, i.e. |ko| + |k1], of the DCF key with input length n and
output group G (see Table 1). This captures the output length of Gen algorithm. On the other hand, we use
DCF,, ¢ (non-bold) to denote the key size per party, i.e., |kp|,b € {0,1}. This captures the key size used in
Eval algorithm. In the rest of the paper, we use DCF,, ¢ to count number of invocations/evaluations as well
as key size per evaluator Py, b € {0,1}.

2.3 FSS Gates

The recent work of Boyle et al. [21] provided general-purpose transformations for obtaining efficient secure
computation protocols in the preprocessing model via FSS schemes for corresponding function families.

The key idea is the following FSS-based gate evaluation procedure. For each gate g : G™ — G°'t in the
circuit to be securely evaluated, the dealer uses an F'SS scheme for the class of offset functions G that includes
all functions of the form gI"""*")(z) = g(x — ™) + roUt. If the input to gate g is wire i and the output is wire
4, the dealer uses the FSS scheme for G to split the function g['m"m] into two functions with keys kg, k1, and
delivers each key k, to party P,. Now, evaluating their FSS shares on the common masked input w; + 7,
the parties obtain additive shares of the masked output w; + r;, which they can exchange and maintain the
invariant for wire j. Finally, the outputs are reconstructed by having the dealer reveal to both parties the
masks of the output wires. We defer a formal statement of the corresponding transformation to Appendix E.
In what follows we introduce necessary terminology.

Definition 4 (Offset function family and FSS gates). Let G = {g: G" — G} be a computation
gate (parameterized by input and output groups G™,G°"). The family of offset functions G of G is given by

g:G" = Gt € G,
rin c Gin rout c Gout ) where
)

G .= {g[ri”,r°“‘] . Gin —y @out

[rin out

g Ne ](Z‘) — g(x_rin)_’_rout’

and g[ri""OUt] contains an explicit description of r', r“t. Finally, we use the term FSS gate for G to denote an
FSS scheme for the corresponding offset family G.

As explained above, an FSS gate for G implies an “online-optimal” protocol for converting a masked
input z to a masked output g(z) for g € G. Concretely, the online phase consists of only one round in
which each party sends a message of length |g(x)|. Alternatively, we can have a similar one-round protocol
converting additively shared input to additively shared output, where here the message length is |z|. The
offline communication and storage correspond to the FSS key size produced by Gen, and the online compute
time corresponds to the computational cost of Eval.

Boyle et al. [21] constructed FSS gates for most of the operators from Section 2.1 by reducing them to
multiple invocations of DCF. In this work we will improve the efficiency of previous DCF constructions, and
provide better reductions (both asymptotically and concretely) from gates in Section 2.1 to DCF.
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3 Optimized Distributed Comparison Function

A Distributed Comparison Function (DCF), as formalized in Definition 3, is an FSS scheme for the family of
comparison functions. We reduce the key size of prior best known construction of [20] from roughly n(4A+n)
to roughly n(A + n), i.e. roughly 4x, for input and output domains of size N = 2™ and security parameter
A, with similar savings for general input and output domains.

Distributed Comparison Function (Geny, Evaly)
Let G : {0,1}* — {0,1}2** D be a pseudorandom generator.
Let Convertg : {0, 1})‘ — G be a map converting a random A-bit string to a pseudorandom group element of G.

Gens (1%, o, B,G):

1: Let « = au,...,a, € {0,1}" be the bit decomposition of «
2: Sample random 5(()0) « {0,1}* and s¥ « {0,1}*

3: Let Vo, =0 € G, let téo) =0 and t§0> =1

4: for i =1 ton do

5. sl || slvd' It + Glso )
6: stllob|ltr || sTllof ||t < G(s; G- Y)
7 1f a; = 0 then Keep + L, Lose —~— R
8: else Keep <— R, Lose «+— L
9: end if
10: Sow — SLose o) SLose
(i—
11: Vow < (=1)1 " . [Convertg (vi>®) — Convertg (vg°) — Va]
(i—1)
12:  if Lose = L then Vow « Vow + (1)1 -3
13: end if

(i—1)
14: Vi 4 Vi — Converte (v5P) + Convert(g,( Keep) + (=14 v Vew

15: thy —td @ttt Do ®1 and tCW<—t0 Dt ®a;

16:  CWY « sow||Vew||téw][t&w

17 (l) - SKeEP @t(l D sew for b= 0,1

18: t(b) 1o 3 1D K for b= 0,1

19: end for

20: CW D (=1)" - [Converts(s{") — Convertg(sg")) — Val
21: Let ky = s{||CW®]| - [|cW D

22: return (ko, k1)

Evals (b, kp, z):

1: Parse ky = sO|CWD || |OWOY g =21, ... 20, let V=0€G, t© =b.

2: for i =1 ton do

3: Parse CW% = sow ||Vow |[tEw | [tEy

Parse G(s"~Y) = &%| 0% |- ’ g7 |0t |E7

T (F|IE || 87)1EF) @ (¢ - [sewlltéw llsewltéw])

Parse 7 = sT|[tE || s™(It" € {0, 1}2(+1)

if z; =0 then V « V + (—1)® - [Converte (¢7) + t"~V . Vow]
s sL, 1) ¢F

9: elseV < V 4 (—1)° - [Convertg (67) 4+ t°~V - Vo]

10: s sE, ARy

11: end if

12: end for

13: V « V + (=1)° - [Convertg(s'™) + ™ . cw (" +1)]

14: Return V

Fig. 1: Optimized FSS scheme for the class .7-'<G of comparison functions f< : {0,1}" — G, outputting 3
for 0 < # < a and 0 for z > «. || denotes string concatenation. b refers to party id. All s and v values are
A-bit strings, V' values are elements in G, which are represented in [log |G|] bits and ¢ values are single bits.
oy and z; refer to MSBs of a and x, respectively. Similarly, «,, and z,, are the corresponding LSBs.
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Our construction draws inspiration from the DPF of [20]. The Gen algorithm uses a PRG G and generates
two keys (ko, k1) such that Vb € {0, 1}, kp includes a random PRG seed s, and n+ 1 shared correction words.
A key implicitly defines a binary tree with N = 2™ leaves where a node u is associated with a tuple (s, Vi, t3),
for a PRG seed sp, an output group element V;, € G and a bit ;. The construction ensures that the sum
Vo + V1 over all nodes leading to an input x is exactly equal to fa< 5($) Therefore, evaluating a key k; on
an input x requires traversing the tree generated by k; from the root to the leaf representing x, computing
(sb, Vb, tp) at each node and summing up the values V4.

The tuple (sp, Vi, tp) associated with « is a function of the seed associated with the parent of v and the
correction words. Therefore, if sy = s; then for any descendent of u, ky and k1 generate identical tuples. The
correction words are chosen such that when a path to x departs from the path to «, the two seeds sy and
s1 on the first node off the path are identical, and the sum of V + V; along the whole path to u is exactly
zero if the departure is to the right of the path to «, i.e. x > «, and is [ if the departure is to the left of
the path to «. Finally, along the path to a any seed s, is computationally indistinguishable from a random
string given the key k;_j, which ensures the security of the construction.

The DCF scheme is presented in Fig. 1, and a formal statement of the scheme’s complexity appears in
Theorem 2 (see Appendix F.1 for detailed security proof). The scheme uses the function Convertg : {0, 1}* —
G [20] that converts a pseudo-random string to a pseudo-random group element. When |G| = 2% and k < ),
the function simply outputs the first k£ bits of the input. In any other case, the function expands the input s to
a string G(s) of length at least log |G| using a PRG G, regards G(s) as an integer and returns G(s) mod |G|.

Theorem 2. Let \ be a security parameter, let G be an Abelian group, ¢ = [log|G|], and let G : {0,1}* —
{0,1}***2 be a PRG. The scheme in Fig. 1 is a DCF for fo5 10,1} = G with key size n(A+£+2) + A +£
bits. For {' = [ﬁ}, the key generation algorithm Gen invokes G at most 2n(1 4 2¢') + 2¢' times and the
evaluation algorithm Eval invokes G at most n(1+ ') + €' times. In the special case that |G| = 2¢ for ¢ < A
the number of PRG invocations in Gen is 2n and the number of PRG invocations in Eval is n.

Dual Distributed Comparison Function (DDCF). Consider a variant of DCF, called Dual Distributed Com-
parison Function, denoted by fg%CF. It is a class of comparison functions f, g, g, : {0,1}" — G, that outputs
B for 0 < < a and By for & > «. The FSS scheme for DDCF, denoted by DDCF,, ¢, follows easily from
DCF using fa.s,,6,() = B2 + f5 3, _p,(x). We provide a formal construction in Fig. 12 in Appendix F.2.

4 Public Intervals and Multiple Interval Containments

Computing interval containment for a secret value w.r.t. a publicly known interval, that is, whether = € [p, ¢],
is an important building block for many tasks occurring in scientific computations [5] as well as machine
learning [53,59,74]. Moreover, many popular functions such as splines (see Section 5.1) and most significant
non-zero bit (MSNZB) (see Appendix H.1) reduce to computing multiple interval containments on the same
secret value . The work of [21] provided the first constructions of a PRG-based FSS gate for interval
containment as well as splines. In their work, the key size of an FSS gate for interval containment was ~ 2
DCF keys. They build on this to construct an FSS gate for splines and multiple interval containment with
m different intervals using key size proportional to 2m DCF keys, which is quite expensive. We provide the
following constructions:

— First, in Section 4.1, we show how to reduce the key size required for a single interval containment to
a single DCF key, compared to two DCF keys needed in [21]. Including the gains from our optimized
DCF, we get around 7x reduction in key size over [21] for n = 32.

— Next, in Section 4.2, we show how to compress the FSS keys for multiple interval containments to
essentially that of an FSS key for a single interval containment (and ring elements proportional to
m). More concretely, over inputs of length n, and for computing the output of m interval containment
functions on the same input, we reduce the FSS key size from ~ 2m(4n\+n?+4n)+mn to ~ nA+n+mn
(including gains from our optimized DCF construction). As an example, taking n = 32, we reduce the
key size by up to 1100x and for instance, for m = 10, the reduction is about 62x.

While the construction from [21] also works when the interval boundaries are secret, i.e., known only to
the dealer, our techniques crucially rely on the interval boundaries being public. However, we show that our

14



techniques enable the reduction of key size for several important applications, such as splines (Section 5.1),
bit decomposition (Section 5.2) and MSNZB (Appendix H.1).

We start by setting notation for single and multiple interval containments. For ease of exposition, in this
section, we only consider the ring Uy ; however our ideas easily extend to Sy as well. In particular, for signed
intervals checking whether x € [p,q], where p,q € Sy, can be reduced to the following unsigned interval
containment: (z + N/2 mod N) € [(p+ N/2mod N), (¢+ N/2 mod N)]. We define 1{b} as 1 when b is true
and 0 otherwise.

Interval Containment gate. The (single) interval containment gate Gic is the family of functions gic n.p.q :
Uy — Uy parameterized by input and output groups G™ = G°"* = Uy, and given by

Gic = {g|c,n,p,q Uy — UN}ogpgquv—fglc’"’p’q(w) =1{p<r<q}

Multiple Interval Containment Gate. The multiple interval containment gate Gumic is the family of
functions gmic,n,m,p,@ : Un — UR} for m interval containments parameterized by input and output groups
G"™ = Uy and G°* = UR, respectively, and for P = {p1,p2,...,pm} and Q = {q1,¢2,...,qm}, given by

Omic = {ngc,n,m,P,Q :Un — U%} L IMIC,n,m, P,Q(T) = {1{2%‘ << Qi}}

b
0<pi<qgi<N—1 1<i<m

Next, we describe our construction for single interval containment that reduces to universal comparison
function f(fv_l) frin 1 and this is the key idea that allows us to compress keys for multiple interval contain-

ments.

4.1 Realizing FSS gate for [p, g] using FSS scheme for fév-1)+ri",1
First, in Fig. 2, we describe a construction of an FSS gate for Gic that is a slight modification of the
construction in [21]. This will enable us to build upon it to obtain an FSS gate for Gic with a reduced key
size (when the intervals are public). The modification that we make is as follows: in [21], the FSS keys for
Gic were generated differently in the case when only ¢ + r'" wraps around in Uy as opposed to when either
both or none of p 4 r" and ¢ + r™ wrap around. In our construction (Fig. 2), we unify these cases, except
that the dealer additionally includes an additive correction term 1{(p 4+ r" mod N) > (¢ + r mod N)} in
the key, which makes up for the difference between the cases. For completeness, we provide a correctness
proof in Appendix G.1. We note that the key size of our construction in Fig. 2 is identical to the scheme
presented in [21], that is, 2 DCF keys and a ring element in Uy.

Next, we present an alternate construction of FSS gate for Gic again using two DCF keys that are
independent of interval [p, q]. Later, we will optimize this construction to use only a single DCF key.

Using 2 DCF keys independent of p and ¢q. Below, we state our main technical lemma that allows us
to give an alternate construction of FSS gate for gic ».p,q using 2 keys for comparison that are independent

of the interval [p,q] and only depend on r". More concretely, we will use FSS keys for f(§V—1)+ri",N—1 and
f(§v-1)+rin ;- In the lemma statement and its proof (see Appendix G.2), unless explicitly stated using mod N,

all expressions and equations are over Z and we consider the natural embedding of Uy into Z.
Lemma 1. Let a,a,b, br e Uy, where a < b, a = a+ r mod N and b=>b+rmodN. Define 4 boolean
predicates over Uy — {0,1} as follows: P(x) denotes x < a, P'(x) denotes v < a, Q(x) denotes (x + (b —
a) mod N) < b, Q'(z) denotes (x + (b — a) mod N) < b. Then, the following holds:

P(2) = Q@) + (ea — ) and P'(z) = Q/(2) + (ca — e2)

where e =1{a+ (b—a) > N -1} and e, =1{z + (b—a) > N — 1}
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. IC I
Interval Containment Gate (Gen,;,, ,,Eval,, ;)

Genf’pyq(lk, rn, P
1 (B8, kP « Geng (1Y, 2@ N — 1,Ux), a® = p+r" € Uy.

: (k((f), kﬁq)) — Gens(1%,0(?,1,Un), o' = g+ r" € Un.

: Sample random wo, w1 < Uy s.t. wo + w1 = r**t + 1{04(”) > a(‘“}.
. For b € {0,1}, let ky = k& ||kL7 |Jwy.

return (ko, k1).

U W

Eval'f’p,,;,(b7 ko, x):

: Parse ky = kl()p)Hkl(,Q)Hwb.

. Set t{”) « Evalg (b, k", z).
. Set t{7 « Eval$ (b, k\?, ).
return t7) + {9 4w,

[

S W N

Fig. 2: FSS Gate for Gic using 2 DCFs [21], b refers to party id.

. IC I
Interval Containment Gate (Gen,;,, ,,Evaly, ;)

GenS, o (17,1 o)

1: Set y=(N—-1)+r" € Un.
20 (kN Y, kN TY) - Gens (12,7, 1, Un).
3:Set ¢ =q+1€Uy,a® =p+r" e Uy, a'? =¢g+r" € Uy and o) =qg+1+r" e Uy.
4: Sample random zo, 21 + Uy s.t. 20+ 21 = r*** + 1{a® > a@} —1{a® > p} + 1{a'?) > ¢} +1{a'¥ = N —1}.
5: For b e {0,1}, let ky = kN 1|2,
6: return (ko, k1).
EvaliS, (b, ky, 7):

1: Parse kp = k‘l()N_l)sz.

:Set ¢ =q+1€Un,2® =2+ (N—1-p)eUyand 29 =2+ (N —1—¢) € Un.
. Set s « Eval$ (b, kN 7Y z®).

: Set s{7) « Evalg (b, kN 20Dy

return y, = b- (1{z > p} — 1{z > ¢'}) — 5" + sl()ql) + 2.

TUA W N

Fig. 3: FSS Gate for G c using DCF key for f(iv— b refers to party id.

1)+rin 1

Intuitively, Lemma 1 allows us to reduce comparison of x with a (both < and <) to similar comparison
with b modulo some additive correction terms, i.e. e, and e,. Our next observation is that in the FSS
setting, e, can be computed by the dealer (with the knowledge of r) and e, can be locally computed by
Py, Py (with the knowledge of = at runtime). Using Lemma 1 and this observation, we can construct an FSS
gate for gic n,pq using 2 DCF keys, for functions f(<1v_1)+rin,1v_1 and f(§v-1)+rin,1 (see Appendix G.4 for this

construction).

Reducing to 1 DCF key. We now further optimize the key size of our construction to a single DCF key
using Lemma 2 (proof in Appendix G.3).

Lemma 2. Letc,¢’ € Uy, where ¢ = c+1 mod N. Define 2 boolean predicates over Uy — {0,1} as follows:
R(x) denotes x < ¢ and S(z) denotes x < . Then the following holds: R(z) = S(x) + 1{c = N — 1}

This lemma lets us get rid of the DCF key for fa71)+rin , and work with the key for f(§V71)+ri" , using an

additional correction term which can be computed by the dealer. Formally, we have the following theorem.

Theorem 3. There is an F'SS Gate (Genl,gp’q, Evalf’p,q) for Gic that requires 2 invocations of DCF,, vy, , and

has a total key size of n bits plus key size of DCF,, y, -

Proof. We present our construction formally in Fig. 3. For arguing correctness we need to prove that y =
yo+y1 mod N = 1{p < (z —r" mod N) < g} +r°“. We use correctness of FSS gate in Fig. 2 and prove that
output of Fig. 3 is identical to output of Fig. 2. In Fig. 2, using correctness of F'SS schemes for fofﬁ and ffﬂ,
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tP) = t(()p) + tﬁp) mod N = —1-1{z < a®} and t(@ = tgq) + t(lq) mod N = 1{z < a(?}

Also, from correctness of FSS gate in Fig. 2, ) + @ 4 1{a® > o@D} 4 ot = 1{p < (z — " mod N) <
q} + rout.

First, we look at t(? = 1{z < o(?}. From Lemma 2, we can write (9 = 1{z < a(?)} + 1{04(‘7) =N-1},
where a(?) = (9 + 1 mod N. Now, using Lemma 1 witha=¢,b=N —1,r =r", a = o9), and b = ~:

19D =1{z <o} +1{aD = N -1}
=1{z+(N-1-¢)mod N <4} +1{a'?) + (N -1—¢) > (N - 1)}
1z +(N-1-¢)>(N-1)}+1{a'? =N -1}
=1{z') <y} +1{a') > ¢} —1{z > ¢} + 1{a@ = N — 1}
=50 48 1 1{0 ) > ¢} — 1z > ¢} +1{a@ = N -1}

Similarly, using Lemma 1, it can be proven that: t() = —1- (s(()p) +S§p)) —1{a® > p} +1{x > p}. Therefore,
in Fig. 3, y = yo +y1 = t® +t@ + 1{a® > (D} 4 r°'t matches the output of Fig. 2.

4.2 FSS Gate for Multiple Interval Containments

We now construct an FSS gate for multiple interval containments Gy c using the above idea of reducing FSS
gate for arbitrary public interval [p, ¢] to the universal comparison function f(<N_1) g Formally, we reduce
key for the FSS gate for m public intervals [p1, ¢1], . - ., [Pm, Gm] to FSS key for f(<N71)+ri",1 plus m elements
from Upy. We describe our construction of F'SS Gate for gmic n,m,p,¢ formally in Fig. 14, Appendix G.5 that

satisfies the following theorem.

Theorem 4. There is an FSS Gate (Gen'vIIC Eval,'\fﬁ) for Gmic that requires 2m invocations of DCF,, u,,

n,m>

and has a total key size of mn bits plus the key size of DCF,, u, .

5 Applications of Public Intervals

5.1 Splines with Public Intervals

A spline is a special function defined piecewise by polynomials. Formally, consider P = {p;};, € UR such
that 0 < p1 <p2 < ... < Pm-1 < Pm (Pm = N —1) and d — degree univariate polynomials F' = {f;};. Then,
a spline function hy mqpr : Uy — Uy parameterized by input and output rings Uy, list of m interval
boundaries P and degree d polynomials F' is defined as

fi(x) ifze]0,p1]

fa(z) ifx € [pr+1,p2]
hnm.d,pr(x) = )

Jm(z) if x € [pm_1+1,ppn]

Commonly used functions such as Rectified Linear Unit (ReLU) and Absolute value are special cases of
splines. Moreover, splines have been used to approximate transcendental functions such as sigmoid [55,59],
sometimes with up to m = 12 intervals. Boyle et al. [21], gave a construction of an FSS gate for splines
by reducing it to m instances of interval containment, resulting in both key size and online evaluation
cost being proportional to the cost of 2m DCF keys. In this work, building upon our techniques for multiple
interval containment!?, we reduce both the key size as well as online evaluation. More concretely, [21] requires

2m DCF e keys and each key is evaluated once during online phase. We provide a construction using
a single DCF_ at1m key that is evaluated m times and additional 2m(d + 1) + 1 ring elements. Hence,
AN

10 As we explain later, our FSS gate for splines requires secret payload (function of ri") in DCF known only to the
dealer and hence, it does not black-box reduce to Guic.
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including our improved DCF construction, we reduce the overall key size from ~ 2m (4n()\ +1) +n?(d+ 1))
to~ (A(n+ 1) +mn?(d + 1)) +2mn(d+1) bits. As an example, for n = 32, m > 2 and degree 1 polynomials,
this represents a reduction in key size of about 8 — 17x, and for instance, for m = 10, the reduction is 14 x.

The spline gate Gspline is the family of functions gspline,n,m,a,p,F : Un — Uy with m intervals parameterized
by input and output rings Uy, and for P = {p1,p2,...,pm} and F = {f1, fo,..., fm}, given by

gspline = {gspline,n,m,d,P,F : UN — UN}ngi<pi+1<N_17gspline,n,m7d7P,F('r) = hn’ymvvavF(I’)'
Po=pm=N-—1

Construction Overview. Our FSS gate for splines builds upon our techniques from multiple interval
containment to incorporate secret payloads as required. At a high level, the basic idea, also used in [21], is
to check for interval containment [p;_1 + 1, p;] and output the coefficients of the polynomial f! = f;(z — r'")
as payload. Once the evaluators Py and P; learn the shares of the correct coefficients, they compute an
inner product with (z¢,...,2%) to learn shares of final output. We note that coefficients of f/ depend on
the randomness r'" that is secret and known only to the dealer. Due to this, we cannot invoke our FSS gate
for multiple interval containment Guc directly. Next, [21] used a different interval containment key for each
interval with payload as the corresponding coefficients of the polynomials. In our construction, we only use
a single DCF key for all intervals, and hence, the payload of this key has to encode the coefficients of all the
polynomials. Moreover, naively building on Gumc, the online computation would require 2m evaluations of
the DCF key similar to Section 4.2. However, for the case of splines, we use the property that the intervals
are consecutive, that is, of the form [p;—1 + 1, p;], to reduce this to m evaluations.

We present our final construction in 2 steps. First, we present the construction for a simpler spline gate,
Gspline-one that is a family of functions hy, qp 5 with only 1 interesting interval i.e., it outputs f(z) on [0, p]
and 0 otherwise. With this construction, we describe our techniques for embedding secret payloads in our
optimized FSS gate for Gic that uses a single DCF key. Note that ReLU function, the most commonly used
activation in machine learning, is a function in Gspline-one- Then, we will give our construction for general
splines using our ideas of common payload for all intervals and reducing number of DCF evaluations.

Spline with one interesting interval. The simple spline gate Gepline-one is a family of functions Ay, q,p, ¢
Un — Un such that p € Uy, f is a d-degree univariate polynomial and hy, qp, f(x) = f(z) for = € [0, p] and
0 otherwise. We give a formal construction for F'SS gate for Gepline-one in Fig. 4. At a high level, we build
on our construction for Gic and modify it to allow for secret payloads as follows: Recall that in FSS gate
for Gic, we give out a DCF key with payload 1 and shares of a correction term that depends on r'", say c,..
Also, during evaluation, Py, P; compute a correction term, say c,, that depends on x. Overall, at the time of
evaluation, Py, P, evaluate the DCF key and add ¢, and c,. Now we desire the payload to be coefficients of
f'= f(x —r"), say B. To enable this, the dealer sets the payload of the DCF key as 3. But now, this 3 also
needs to be multiplied with ¢, and ¢,. For this the dealer gives out shares of ¢, - § and shares of 3. Shares
of B allow Py and P; to compute shares of ¢, - 3, as ¢; can be computed locally.

. line— line— . . .
Theorem 5. There is an FSS Gate (Gen;w:; O"e,EvaI:g(';:; ") for Gspline-one that requires 2 invocations of

DCF | yw+n, and has a total key size of n(2d + 3) bits plus the key size of DCF  (at1).
YN "N

Proof. We present our construction of FSS Gate for single interval spline formally in Fig. 4. To prove
correctness of our scheme it suffices to show that w = wy + wy is B when (x — r") € [0,p] and 09+!
otherwise. In our scheme, w = >, (¢, - By — sl(jL) + S;()R/) +ey) =cp- -5+ sB) 4 ¢, . B. Now, by
correctness of DCF keys, s(5) = 8- 1{z(X) < 4} and sB) = 8. 1{z(®) < ~}. Using these, we get that
w = (cm —1{z®) <4} + 1{zB) <~} + cr) B =1{0 < (x — r") < p} - B as required, by using similar
arguments as in correctness of Gic in Fig. 3.

O

ReLU. ReLU is the most commonly used activation function in machine learning [54] and ReLU(z) =
if x is positive and 0 otherwise. Efficient protocols for this function has been a main focus of many works
on secure machine learning [47,53, 56,59, 67, 74]. When signed integers are encoded using 2’s complement,
elements of Sy have a natural embedding in Uy using modN operation. Then, for x € Uy, ReLU(z) = =
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Spline Gate (Genif;line-one7 Evalspline-one)

. n,d,p n,d,p

Gen’srilzir:ez;(:rne(1>\7 f7 r|n7 rout):
1: Let (f5,-.-,f0) € US\?H) be coefficients of f’ such that f'(z) = f(z — ™).
2: Set B=(f),...,f0) €U and v = (N —1) +r" € Un.
3: (kYY) - Gengs (12,4, 8, UG,
4: Set aP) =" e Uy, o™ = p+r" € Uy and aB) = p+1+r"eUy.
5: Set ¢ = 1{a® > a®} — 1{a® > 0} + 1{a'®) > (p+ 1 mod N)} + 1{a® = N —1}.
6: Sample random eg, e UE\‘,“'I) s.t.eo+er =cr - f.
7: Sample random By, 1 Uﬁ\?H) s.t. o+ B = 6.
8: Sample random 79,71 + Uy s.t. 7o + 11 = r°%.
9: For b e {0,1}, let kp = kSN [|es] |87
10: return (ko, k1).

spline-one .
Evalyy J5 %" (b, ke, )

1: Parse ky = kSN | lew| |8 |75

2: Set 1) =z + (N —1) € Uy and ) =z+(N—-1—(p+1)) € Un.
3: Set s{") « Evalg (b, kN, 2.

4: Set s« Evalg (b, kN 2(R)).

5: Set ¢z = (1{z >0} — 1{x > (p+ 1 mod N)}).

6: wy = (Wa,by ..., Wo,0) = Co + P — sgL) + s,(JR/) + ep.

7: return up =75 + Z?:o(wi,b -z") mod N.

Fig.4: FSS Gate for single interval splines Gspline-one, b refers to party id.

for x € [0,2"~! — 1] and 0 otherwise, and is a special case of Gspline-one- Hence, as a corollary of Theorem 5,
we have an FSS gate for Grey that requires 2 invocations of DCFMU?v , and has a total key size of 5n bits
plus the key size of DCFn,U% . F'SS gate for ReLU can be constructed using splines in [21]. Our construction
gives 2x reduction in key size over [21] even when [21] is instantiated using our optimized DCF and overall
~ 6x reduction.

General Splines. To construct an FSS gate for general splines, we make two modifications to the previous
construction. First, we change the payload of our DCF key to be the long vector containing coefficients of

all polynomials {f/};, where f/ = f(x — r"). Now, during evaluation, we do DCF evaluations similar to

Gmic separately for each interval. For each interval, output would be over UTNn(dH). While considering the it"
interval, i.e., [p;_1 + 1, p;], we will only use the i** segment of (d + 1) ring elements. These would either be
shares of coefficients of f! (if (x — r") € [p;_1 + 1,p;]) or 09+, Next, to reduce number of evaluations from
2m to m, we rely on intervals in splines being consecutive, i.e., an interval ends at p; and next interval starts
at p; + 1. Recall from our construction of Guc, that we need to do two DCF evaluations for each interval of
interest, one for the left point and one for the right point. This is also true for Fig. 4, where we do one DCF
evaluation each for z(&) and z(®). In general splines, for the i*" interval [p;_; + 1, p;], let these points be
xEL) and xER,). Now, observe that since xz(-R/) = mgf_)l, we need to evaluate the DCF only once for them. For
consistency of notation, we set pg = p,, = N — 1, so that the first interval, i.e., [0, p;] can also be written
as [po + 1,p1] and similarly the last interval, i.e., [pm—1 + 1, N — 1] can be written as [p;,—1 + 1, pm]. In our

construction, we do DCF evaluations for all points x; = a:l(-L) =2+ (N—-1—(pi—1+1)) forie{1,...,m}.

Theorem 6. There is an FSS Gate (Genizi:?d,{pi}z, Eval;‘tlizfd7{pi}i) for Gspline that requires m invocations of
DCFn,U,],VI(dH), and has a total key size of 2mn(d + 1) + n bits plus the key size of DCFn"U;,VI(dH),

Proof. We provide our construction of FSS gate for general splines formally in Fig. 5. For correctness, it
suffices to prove that ¢t = tg + t; = 3; when (z — r" mod N) lies in the j* interval [p;_1 + 1, p;]. In Fig. 5,
w® = w((f) + wgl) =Y (cai- Bip— s% + sz(-flj_l) +eip) = Cpi Bi — sz(-l) + SEZH) + ¢ - Bi. Observe that sgz)
(resp. sz(.“rl)) corresponds to the i*" segment of (d+ 1) ring elements in the output of DCF evaluated on the

input z; = xEL) =2+ (N—-1—(pi-1+1)) € Uy (vesp. zj41 = a:ER/) =z+(N—-1—-(p;+1)) € Uy). By the
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. lin lin
Spline Gate (Genifmed wits ,Bval?™® wit:)

Genifhrr:d {p:} 1( A fitis mv OUt)

1: Fori e {1,...,m}, let Bi = (fig ..., fio) € [Ug\‘fﬂ), be the coefficient vector of f! s.t. fi(x) = fi(x —r").
2: Set B=(B1,...,Bm) € UL and y = (N — 1) +r" € Uy.
3: (BT ENYTY) - Gens (17,4, B, U,
4: for i ={1,...,m} do
. ) _ . in (R _ . in (R _ . in
5: Set a; / =pic1+14+r" €Un, ;' =pi + 1" € Uy and ¢; =pi+1+r" e Uy.
6: Set ¢ = l{agL) > aER)} - l{agL) > (pi—1 + 1 mod N)} + 1{az(.R ) > (pi +1mod N)} + 1{045R> =N -1}
7 Sample random e; o, €;,1 Ug\‘,iH) s.t. €50 + €i,1 = Cryi - P
8:  Sample random B0, Bi1 < U sit. Bio + Bin = Bi.
9: end for

10: Sample random 7o, 71 < Un s.t. 7o 4+ 71 = r**".
11: For b€ {0,1}, let k;, = klgN_l)||{€i,b}i||{ﬁi,b}i“’rb.
12: return (ko, k1).
lin
Eval?’ ™, (0i }(b, kp, x):
1: Parse ky = kSN V| [{eas il [{Bis Yillro.

2: fori={1,...,m} do

3: Set zi=z+ (N —1—(pi—1+1)) € Un.

4 Set (s),...,s(,) < Evals (b, ks, ).

5: end for

6: Set (s <m+1>,.-., sty = (80,8

7: fori={1,...,m} do ’

8: Set ¢z = (1{z > (pi—1 + 1 mod N)} — 1{z > (p; + 1 mod N)}).
9: wél (wél)b, .. wélb) =cCzi Bip— s(z) + s(ZH) + €5p-

10: end for

11: Set t, = (td,b, - ,to,b) = Z;’;l_w,(f) € Ug\?+1>.
12: return y, = 7 + Z?:o(ti,b -z') mod N.

Fig.5: FSS Gate for splines Gspline, b refers to party id.

correctness of DCF keys, we have that s =0 l{x <~} and s; (+1) _ 1{37(R/) < 7}. Using arguments

similar to the correctness proof of Fig. 4 we get that w® = 1{(p;_1 + 1) (a: —r") < p;i}- Bi. Since intervals
in a spline are disjoint, (z — r'") lies in exactly one of them, say j** interval, so Vi # j, w(® = 04! and
w?) = ;. Therefore, t = >°1" | w®) = B;. O

Next, we discuss an optimization to key size of FSS gate for splines such as absolute value, where all the
polynomials f;’s are constant multiples of a polynomial f, for publicly known constants.

Absolute Value. Absolute value of = € Sy, denoted by |z| is equal to z if z is positive and —x otherwise.
Again, using the natural encoding of Sy into Uy using mod N, |z| can be defined as z for fi(z) = =z €
(0,27 — 1] and fy(2) = —z for [2"71, N — 1]. Using Theorem 6, we get an FSS gate for G|.| with key size
DCFn,U‘}V and 9n bits. We observe that fo = —1- f; and compress keys as follows. Let 51 and 2 be coefficients
of f{ and f, respectively, as defined above. Now, the dealer creates the DCF key with payload 8 = 3;. And
similarly, gives out shares of 51 alone and not 8. It still gives out shares of ¢, 1 - 81 and ¢, 2- 82 and r°*t. This
gives key size of DCF,L’[U?V and 7n bits. Now, during evaluation, when evaluating for second interval, Py, P
locally multiply the output by —1, to get correct shares of either 8 or 02, and similarly, multiply shares of
B1 by —1 to get shares of 2. Finally, we note that this optimized construction reduces the key size of G|
of prior solution using general splines in [21] by 4x even when we use our optimized DCF construction to
instantiate [21] and ~ 12X overall.

5.2 Bit Decomposition

The bit-decomposition gate Gt is the family of functions ggit,, : Uy — UY;, parameterized by input, output
groups G = Uy, G = U7 and given by ggit.n () = (€n_1,...,20) s.t. Vi, z; € {0,1} and S7 ) 2'z; = a.

20




Our FSS gate for bit decomposition builds upon ideas in our FSS gate for Gyic. We illustrate this using
4-bit integers. Let © = x3||z2||z1||x0, where © € Uyg. We observe that the bit x3 < 1{8 < = < 15} and
hence, can be computed using the IC gate gic s ,15(z). Next, z2 can be computed as gic 4,7(x) + gic.12,15(x) =
1{4 < < 7} + 1{12 < = < 15}. Similarly, for z; and xg. As we can see, the number of instances of gc
needed increases exponentially in distance from MSB, i.e., z3. However, using the idea of compressing the IC
keys from the previous section, we reduce all these to the universal comparison function f1<5 1 Moreover,
since z2 = gic,4,7(z) + gic12,15(2), the dealer’s corrections for the IC gates gic.4.7 and gic12,15 can be put
together as one element. Hence, overall we can compute the bit-decomposition for = using a single DCF key
along with 4 additional ring elements.

However, the above idea requires an exponential (in bitlength) computation for both the dealer and the
evaluators. We address this issue by breaking the input into smaller chunks. As an example, consider 8-bit
integers and z = x7||xgl|...zo. We compute z7...z4 using the idea discussed above. For computing z3,
note that x3 = 1 & 4y € [8,15]. Using this observation, we can recurse on 4-bit integer defined by (g 4)-
For the FSS gate, this can be achieved by dealer dropping upper 4 bits of r'" in key generation and Py, P;
dropping upper 4 bits of z.

The above idea of extracting 4 bits at a time naturally extends to extracting w bits. With this, overall
FSS keys are ~ = DCF keys of appropriately decreasing input length (by w), along with n additional
ring elements. Since the compute for each chunk is exponential in w, we set w = [logn]|, ensuring overall
compute is polynomial in n. Hence, our construction with ~ % DCF keys asymptotically improves upon

the prior work [21], which required n DCF keys for the special case'! of output group Uj. We stress that
our construction is the first to provide a PRG-based FSS gate for bit decomposition with outputs in larger
groups, an important feature missing in [21]. We present the FSS gate for Ggit (Fig. 16) and its correctness
formally in Appendix H.2.

Theorem 7. There is an FSS Gate (Gen®'" Eval®'") for Gar that makes 2(2% — 1) invocations of each
of {DCFn—iw,uy to<ig|n -1 keys plus 2(2%" — 1) inwocations of DCF. yy and has a key size of n? bits
plus the key size of {DCFn—iﬂ),UN}Ogigl_%j—l and DCF, vy, where w is a parameter s.t. 1 < w < n and
w’ =n mod w.

6 FSS Gates for Fixed-Point Arithmetic

Fixed-point representation allows us to embed rational numbers into fixed bit-width integers. Let Q" denote
non-negative rational numbers. Assuming no overflows, the unsigned (resp. signed) forward mapping 7“1“';‘ :
Q" — Uy (resp. f3 : Q — Sy) is defined by |z - 2°| and the reverse mapping hi' : Uy — QY (resp.
hff"; : Sy — Q) is defined by z/2%, where z is lifted to Q and “/” denotes the regular division over Q. The
value s associated with a fixed-point representation is called the “scale” which defines the precision, i.e., the
number of bits after the decimal point, that the fixed-point number preserves. When 2 fixed-point numbers
are added or multiplied in n-bit integer ring, the bits at the top (significant bits) can overflow leading to
incorrect results. To prevent this from happening, these operations are accompanied by a “scale adjustment”
step where the scale of operands are appropriately reduced to create enough room in the top bits for the
computation to fit. Scale adjustment is also used in multiplication to maintain the scale of the output at
s instead of getting doubled for every multiplication performed. Many applications of secure computation
require computing over the rational numbers. One such application is privacy-preserving machine learning
where most prior works use fixed-point representation to deal with rational numbers [47,53,56,57,59,67,74]12.

In this section we build efficient FSS gates for realizing secure fixed-point arithmetic. In particular, we
consider the following operations: addition, multiplication, and comparison. We begin (in Section 6.1) by
first describing how fixed-point addition and multiplication work given access to a FSS gates for secure right
shift operations. We then describe the FSS gate constructions for right shift operators - logical right shift
(LRS) in Section 6.2, and arithmetic right shift (ARS) in Section 6.3, which enable scale adjustment, and

1 Qur construction trivially works for output group U3 by using Uz as output group in DCFs and corresponding
ring elements.

12° Although there are a handful of works outside the secure ML context that give secure protocols directly for floating-
point numbers '* [4,35,49,66], they are usually orders of magnitude slower than the ones based on fixed-point.
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hence fixed-point multiplication, over unsigned and signed integers respectively. Finally, in Section 6.4, we
show how to construct an FSS gate for comparison of two fixed-point numbers.

6.1 Fixed-Point Addition and Multiplication

We describe the case when the scales of both operands is the same, i.e. s - the case of different scales is
similar'*. Fixed-point addition is a local operation where the corresponding shares of the operands are added
together by each party and no scale adjustment is typically performed. This is same as the construction of FSS
gate for addition from [21] as described in Fig. 17, Appendix I.1. Fixed-point multiplication involves 2 steps:
first, using the FSS gate for multiplication from [21] (presented in Fig. 18, Appendix 1.2 for completeness)
the operands are multiplied resulting in an output of scale 2s, and second, using our FSS gate for right shift,
values are shifted (ARS/LRS for signed/unsigned operands respectively) by s to reduce the scale back to s.

6.2 Logical Right Shift

Logical right shift of unsigned integers is done by shifting the integer by a prescribed number of bits to the
right while removing the low-order bits and inserting zeros as the high order bits. Implementing the shift
operation on secret shared values is a nontrivial task even when the shift s is public, and is typically achieved
via an expensive secure bit-decomposition operation. Prior PRG-based FSS gate for bit-decomposition [21]
outputs shares of bits in Uy (which must then be converted into shares over Uy, if it is to be used in
computing logical right shift). Hence, this leads to construction for right shift that has 2 online rounds. Here
we provide a much more efficient construction, which a) requires only 1 online round of communication of a
single group element; and b) further, improves upon the key size of the approach based on bit-decomposition,
by roughly a factor of n (when n < \), i.e. O(nA + n?) vs O(n?)\).

If an integer z € Uy (N = 2") is additively shared into x = ¢ + 1 mod N with one party holding
o and the other holding x; then locally shifting x¢ and z; by s bits is not sufficient to additively share a
logically shifted x. Lemma 3 (proof appears in Appendix 1.3) gives an identity showing that the LRS of a
secret shared x can be computed as the sum of the LRS of the shares and the output of two comparison
functions. This identity is the basis for an FSS gate realizing the offset family associated with LRS.

Notation. Given integers 0 < n,0 < s < n, let >, s) : Uy — Un,0 < s < n be the logical right shift

function with action on input x denoted by (>, s)(z) = (x >, s) and defined by (z >, s) = H#Odz)
over Z.

Lemma 3. For any integers 0 < n,0 < s < n, any ¢ € Uy and any zg,x1 € Uy such that xg + x1 =
x mod N, the following holds over Z (and in particular over Uy ) (x>, s) = (zo >, 8) + (z1 > s) +t05) —
2n=s (") where for any 0 < i < n, Y is defined by:

() _ 1 (zo mod 2°) + (z1 mod 2¢) > 2¢ — 1
0 otherwise ’

The logical right-shift gate G, is the family of functions g5, s» : Uv — Uy parameterized by input /output

groups G" = G° = Uy, shift s and given by

Os, = {g>>LaS>n ‘Un = UN}0< g p.sn(T) = (>0 8).

<s<

[rin , rout]

We denote the corresponding offset gate class by Q» ., and the offset functions by g5 s (%) = g5 s.n(T —
rm) +rovt = ((x —r'") >, s) +r°"'. We use Lemma 3 to construct our FSS gate for LRS as described in Fig. 6
which satisfies the following theorem.

Theorem 8 (LRS from DCF). There is an FSS Gate (GenisL, EvalisL) for G, that requires a single

invocation each of DCF, y, and DCF,y,, and has a total key size of n bits plus the key sizes of DCF, yy
and DCF; y, .

14 When scales of the operands differ, they need to be aligned before addition can happen. For this, a common practice
is to left shift (locally) the operand with smaller scale by the difference of the scales. Fixed-point multiplication
remains the same and shift parameter for the right shift at the end can be chosen depending on the scale required
for the output.
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Logical Right Shift Gate (Gen;, %, Eval;, )
Gen, & (11, rn, routy:

1: Let y = (2" — r") mod N.

2 (k$, KY) « Gens (1,09, 1,Ux), a® =y ) € {0,1}°.
30 (kS k™)« Geng (1%, 9,1, Un).

4: Sample random rg,r1 < Uy s.t. 7o + 71 = r° + (y > 5).
5: For b € {0,1}, let ky = kS ||k |re.

6: return (ko, k1).

Eval & (b, ks, z):

1: Parse ky = kés)Hkén)Hrb.

2: Set tl(f) + EvalZ (b, kés),x(s)), where (%) = 2% — x5 ;) — L.
3: Set t{™ « Eval$ (b, k™, 2(™), where 2™ = 2" —z — 1.
4: return b (x> s) + 1 + tl(,s) —2n7s -t£">.

Fig.6: FSS Gate for Logical Right Shift G, , b refers to party id.
6.3 Arithmetic Right Shift

Arithmetic right shift of signed integers by s, is done by removing the lower s bits and copying the most-
significant bit (MSB) in the upper s positions. Similar to LRS, ARS of secret values cannot be obtained by
simply locally shifting the shares of the values. In this subsection, we present our construction of the FSS
gate for ARS operator.

Handling Signed Integers. Note that the ARS operator takes as input a signed integer x € Sy, but
our crypto protocols work over integers modulo N, i.e. over Uy. Relying on the bijective mapping be-
tween elements of Sy and Uy, i.e. x € Sy is mapped to (zr mod N) € Uy (forward) and y € Uy is
mapped to (y — MSB(y) - N) € Sy (backward), we can define shares of z over Uy, i.e., 29,21 € Uy s.t.
2o + 21 mod N = (z mod N). This allows us to perform the secure computation over Uy, as required. The
forward mapping defined above gives a binary representation corresponding to the two’s complement encod-
ing of signed integers which has the following property: fundamental arithmetic operations like addition and
multiplication over signed integers become identical to the corresponding operations on unsigned integers of
the same bitwidth. Therefore, operating over shares in Uy preserves the relation that the reverse mapping
of their sum is equal to the secret value in Sy . For the ease of exposition, we use a =5 b to denote that the
forward mapping of a is equal to the unsigned value b, where a € Sy and b € Uy.

Lemma 4 (proof appears in Appendix 1.4) gives an identity showing that ARS of a secret shared z can be
computed as the sum of the LRS of integer represented by lower n — 1 bits of the shares z¢ and z1, output
of two comparison functions and MSB of x.

Notation. Substring function on signed integer x € Sy is defined as: x[y ;) = (r mod N)[O,i) € Uyi. Simi-
larly, the bit function on signed x € Sy is: xf; = (z mod N) ;. For 0 < s < n, let (>4 s) : Sy — Sy be
the arithmetic right shift function with action on input x denoted by (3>, s)(x) = (x >, s) and defined by

(x>,8) = % over Z [40]. Pictorially, the two’s complement representation of this is the following
(:L‘ >4 S) =2Zn-1] - - Tln—1] L[n—1]T[n—2] - - - T[s] (1)
—_——

S

Lemma 4. For any integersn > 0,0 < s < n, any x € Sy and any xo,x1 € Uy such that x =5 xo+ x1 mod
N, it holds that (x >4 5) =s (Tojo,n—1) > 8) + (T1[0,n—1) >1 8) + t(s) — gn=s—1 (¢(n—1) + Z[p—1]) mod N,
where:

)

£ _ 1 (zo mod 2%) + (x; mod 2%) > 2! — 1
10 otherwise

The arithmetic right-shift gate G, , is the family of functions gs. , s,n : Sy — Sy parameterized by input
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and output groups Sy, shift amount s and given by

g>>A = {g>>A,s,n Sy — SN}O< < 79>>A,s,n(x) = (x >4 3)

<s<n

[rin rout]

We denote the corresponding offset gate class by QA>> A> its component functions by g5, ) 55 : Uy — Un,

where ", r'* € Uy, and the following relation holds: (2" >, s) = g5, sn(2') =s §[>r>Aro;]n(a:) — rUt where
2’ = (x —r"). We use Lemma 4 to construct our FSS gate for ARS as described in Fig. 7 which satisfies the
following theorem.

Arithmetic Right Shift Gate (Gen, &, Eval, )
Genf?;,“ (1/\7 rin’ rout):
1: Let y = (2" —r") € Uy and a»™Y = Yo,n—1)
: (kfﬁ, kgs>) + Gens (1)‘,04(3), 1,UN), where o) = Y[o,s)-

: (ké”‘”,k:ﬁ”‘”) + GenPPSF (1*,04“‘71),51,52,1[11\7 X UN), where 81 = (1,1®y(n-11), B2 = (0, Yjn—1]) € Un xUn.

: Sample random 7g,71 < Un s.t. 7o + 71 = r°" + (a(”fl) > s).
return (ko, k1), where kp = k,()5>||k,<)"71)|\rb for b € {0, 1}.

TURs w1

Eval, 2 (b, ky, z):

1: Parse ky = kl(,s)\|k1(,n71)||7"b-

2: Set tés) + Evals (b, kés),w(5>), where (%) = 2° — T[o,s) — 1.

3: Set (tén71>,mén71)) — EvaIBE_)(iF(b, kg"fl),mw*l)% where ("1 = on—1 _ Zo,n—1) — L.
4 mp =b-xppoq) + m,()n_l) — 2 Tpp-1] - mén_n.

5

s return b- (Tj0,—1) > 5) + 76 + t}()s) —n—s~h. (tén_l) + mp).

Fig. 7: FSS Gate for Arithmetic Right Shift G ,, b refers to party id.

Theorem 9 (ARS from DDCF and DCF). There is an FSS Gate (Gen;, 2, Eval; 2) for Gs., that

requires a single invocation each of DDCF, _1 s\ xsy and DCF, s, and has a total key size of n bits plus the
key sizes of DDCF,_1 syxsy and DCF,gy .

6.4 Comparison

Comparison of 2 integers, x, y (unsigned/signed), is outputs 1 if x > y and 0 otherwise. When working
with fixed-point numbers, the comparison function is the same as the one that works over integers except
for when the operands x and y have differing scales which is handled similar to how fixed-point addition
accommodates operands of different scales.

An FSS gate construction for integer comparison was presented in [21] which reduces to an interval
containment on (x — y). Using our optimized interval containment construction in Fig. 3, we already have
a FSS gate for integer comparison with half the key size compared to [21], however the number of DCF
invocations is the same as in [21]. Here, we present a construction which has half the key size as well half
the DCF invocations as in [21]. Note that our construction as well as the prior one from [21] require the
following precondition for correctness to hold: |z — y| < N/2 for unsigned and |z| + |y| < N/2 for the signed
case.

The signed integer comparison gate Gscmp is the family of functions gscmp,n : Sy XSy — Sy parameterized
by input group Sy % Sy and output group Sy, and given by gscmp.n(x,y) = 1{x > y}. We denote the

[In in out]

corresponding offset gate class by Gscmp, its component offset functions by g;gh;,',‘gj; : Uy x Uy — Uy,

in out

where i, ril r°Ut € Uy, and the following relation holds: 1{z’ > ¢’} = gscmp (', y) =s gs['('.}"h’,,'g:n ](z, y) —rout
where 2’ =5 (x — ") and ' = (y — r"). Unsigned integer comparison gate G,cmp is defined in a similar
manner.
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Theorem 10 (Integer Comparison). There is an FSS Gate (Gen*™MP Eval’™P) for Gicvp that requires a
single invocation of DDCF,_; u,, and has a total key size of n bits plus key size of DDCF,,_; y, . Moreover,

there is an FSS gate (Gen"“MP Eval"™P) for Gucmp with same parameters.

Proof. We present our construction of FSS Gate for signed integer comparison formally in Figure Fig. 8 and
the unsigned case is similar. Our construction relies on the following observation: for any 2 signed integers
¢,d € Sy, 1{c > d} =1 — MSB(e), where (¢ — d) = e, as long as |c¢| + |d| < N/2 (similar relation holds for
¢,d € Uy with (¢ —d) = e as long as |c — d| < N/2). O

Signed Integer Comparison Gate (GenSMP, Evals™™F)

sCMP /41X _in _in _out\.
Geny, (14, f T kg PO

1: Let y = (2" — (r! — ) € Ux and o™V =y ,_1)

2 (kY B TY) «— GenBPSF (1{0[(”*1)’517527{[}1\,)’ where 1 = 1@ Yjn-1], 82 = Yjn—1) € Un.
3: Sample random 79,71 + Uy s.t. 7o + 171 = %,

4: For b e {0,1}, let ky = k" ||y

5: return (ko, k1).

Evalsc™P (b, ke, 2, y):

1: Parse ky = k£n71)||rb.

2: Set z = (x —y) € Un.

3: Set mbnf1> +— EvalR®5 (b, kénil),z("_l)), where z("~1 = on-1 _ Zo,n—1) — 1.
4

s return b— (b zp—1) + ménfl) — 2 2] - m,()nfl)) + 7.

Fig. 8: FSS Gate for Signed Integer Comparison Gscmp, b refers to party id.

7 FSS Barrier for Fixed-Point Multiplication

In the previous section, we presented FSS gates for several fixed-point operations, enabling secure com-
putation of fixed-point multiplication Fepy with “FSS depth 27: namely, one FSS gate for performing
multiplication of the two integer inputs over Uy (resp. Sy ), followed by a second FSS gate to perform a
logical right shift (resp. arithmetic right shift). While this provides an effective solution, a downside of two
sequential FSS gates is that the resulting secure computation protocol requires information communicated
between parties via two sequential rounds, and a natural goal would be to construct a single FSS gate to
perform both steps of the fixed-point multiplication together. Such a single FSS gate would not only lead to
optimal round complexity (one instead of two rounds), but also to optimal online communication complexity
(a factor-2 improvement over the current implementation). In this section, we demonstrate a barrier toward
achieving this goal using only symmetric-key cryptography.

More specifically, we show that the existence of any FSS gate construction for fixed-point multiplication,
denoted by Guepm (resp. Gsepwm) for operation over unsigned (resp. signed) integers, (with polynomial key size)
directly implies the existence of FSS scheme for the class of all bitwise conjunction formulas (with polynomial
key size), from the same underlying assumptions. As discussed below, F'SS schemes for conjunctions from
symmetric-key primitives have remained elusive despite significant research effort. As such, this constitutes
a barrier toward symmetric-key constructions for fixed-point multiplication.

FSS for conjunctions. We will denote by .FQ’UN the collection of bit-conjunction functions on n-bit inputs,
each parameterized by a subset S C [n], where [n] = {i | (0 < i< n—1)A(i € Z)}), of input bits, evaluating
to a given nonzero value if the corresponding input bits are all 1.

Definition 5. The family ]:T/L\)UN of conjunction functions is

B Neszu =1

0 otherwise

A — . n o
Foun = {fs :{0,1}" — UN}Sg[n]’ where fs(x) = {
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Presently the only existing construction of FSS scheme for f7/L\7UN with negligible correctness error relies
on the Learning With Errors (LWE) assumption [22,38]. A construction with inverse-polynomial correctness
error can be obtained from the Decisional Diffie-Hellman (DDH) assumption [19] or from the Paillier as-
sumption [41]. All assumptions are specific structured assumptions, and corresponding constructions require
heavy public-key cryptographic machinery. It remains a highly motivated open question to attain such an
FSS construction using only symmetric-key cryptography, even in the case when payload S is public.

Open Question (FSS for conjunctions). Construct FSS scheme for the class fﬁ,UN of bit-conjunction
functions (with key size polynomial in the security parameter and input length n) based on symmetric-key
cryptographic primitives.

]:>< MSB

The barrier result. We prove the desired barrier result via an intermediate function family: nUn > @ sin-

plified version of fixed-point multiplication.
Definition 6. The family f;g‘iB of multiply-then-MSB functions is given by

Frvn = {fc : Ugn — UN} , where fe(x) = MSB(c- z),

n celUgn

and where n < n and c - x is multiplication over Ugny.

The description of a function f. above is assumed to explicitly contain a description of the respective
parameter ¢ € Usn (similarly for fg € ]-"Q’UN and S C [n]).

Our overall barrier result will proceed in two steps. First, we build an FSS scheme for conjunctions

.FQ’UN from an FSS scheme for multiply-then-MSB frf(h[/'lign] 1), Un Next, we give a reduction from the

FSS scheme for ]-';E'\JAIEB to the FSS gate for unsigned fixed-point multiplication, Gyrpm over Usn, and set
n = n([logn] + 1). We now focus only on the case of unsigned fixed point multiplication - the case of
signed fixed point multiplication follows in an analogous manner and we describe the changes needed for this

reduction at the end of this section.

Step one of the barrier result. Intuitively, for a function fg € f7/l\;UN’ the input/output behavior will be

emulated by a corresponding function f., € fs(“r/llign]+1)7UN, e, fs(x) = fes(x) = MSB(2' - cg), where
2’ is a public encoding of the input z, and cg is a (secret) constant determined as a function of S. The
Gen algorithm of FSS scheme for fg € ]—'QUN will output FSS keys for f., € f;(“ﬂign]ﬂ)m]v, where cg is
determined from S. The Eval algorithm will encode the public € Ugn t0 2’ € Ugn(rioz n1+1) and evaluate the
given FSS key for f.,.

More concretely, the new FSS evaluation will encode the input = to x’ by “spacing out” the bits of x
with m = [logn] zeros with xjo; as the least significant bit (as depicted below). Now, cg is carefully crafted
to “extract” and add the bits in x at indices in S such that: the value 2’ - ¢g will have most significant bit
(MSB) as 1 if and only if bits of  in all indices of S are equal to 1. For ease of exposition, first consider the
case when size h = |S| is a power of 2 and let ¢ = logh. Moreover, consider an alternate representation of
S C[n] as (Sp—1,---,80) € {0,1}" such that s;, = 1 iff i € S, else 0. Then, c¢g € Ugnm+1) (depicted below)
will be constructed by spacing out the bits s; by m zeros and put in reverse order, and has ¢ leading zeros
and m — ¢ trailing zeros.

Mathematically, we can write, 2’ = E;:Ol Ty - 2:m+1D) € Uynimsr) and ¢g = 27D —l=1. Z?:_Ol S; -

2-ilm+1) ¢ Ugnm+1y. We will make use of these equations in formal construction and correctness of reduction.

—~ AN ~ o~
2 =0 0zp [0~ 0[zp o]0 0[]0 0] 77q] |
~~ —~ ~ A~ —~

052’0"'0\ S0 ‘0...0‘ S1 ‘0...0‘...‘0...0‘571_1‘0...0‘

The interesting part in the product x’ - cg is the upper £+ 1 bits which will capture the sum 2?2—01 T Si
Things have been structured so that none of the other terms in z’ - cg affect these upper bits due to
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the large spacing of 0Os (preventing additive carries), as shown in the proof of Theorem 11. Therefore,
MSB(2’ - cs) = MSB(}_ 70 xp) - si) = MSB(Y ;. xpy) (because s; = 1 for i € S, else 0), which is equal
to 1 precisely if all bits {z};) }ics are equal to 1. Namely, precisely if fs(x) = 1, as desired.

The more general case where h = |S| is not necessarily a power of 2 can be addressed by replacing
s; € {0,1} with arbitrary positive integer values such that the sum of all terms Y . ¢ s; is precisely equal to
2¢, where £ = [log h], and {s;};¢s = 0. The analysis remains the same.

€S

Theorem 11. Assume the existence of an FSS scheme for the function class .7-';; MSB

(mt1), Uy Wherem = [logn].

Then there exists an FSS scheme for F'y

Proof. Let (Genz('\fffl), Evaln(mH)) be an FSS scheme for fs'xllsfl) Un-
For Gen ("8 (1%, fes, Un) = (ko, k1), we have that Y, Eval*">8)) (b, ky,2') = MSB(2’ - ¢s) € Uy (mul-

tiplication over Usn(m+t1)), where the description of feg : Ugnemi1y — Un defines cg and @’ € Uynimiry. We
construct an F'SS scheme (Gen!,, Eval)) for Fou, as follows.
Gen) (1%, f5,Up) :

1: Parse fg:{0,1}" = Uy and S C [n]. Let h = |S| and ¢ = [log h].

2: For i € S, set s; > 0 as an arbitrary positive integer such that 3

i¢ S, set s; =0.

3: Let cg = gn(m+1)—£—1, Z?:_ol S; -+ 2-i(m+1) ¢ Ugnim+)

4: Sample FSS keys (ko, k1) < Gen"°F ) (1%, fos, Un)

5: Output (ko, k1)-

Eval)) (b, kp, ) :

1: Parse the input x as xp,_y||2pm—g| - - - ||z |70

icg Si = 2¢. In the other case when

2: Encode z as 2’ = Z;L:_01 () - 27mHY (ie., separating the bits of = each by m 0s).

3: Output Eva|;(“f§fl)(b, kp, z').

We prove that (Gen/),Eval)) is a secure FSS scheme for }"Tf,UN. By the security of the underlying FSS

scheme for ]-"n(':ﬁb +B1) Uy it holds that the key kj; is indistinguishable from a simulated output generated
from only the leakage (Ugnm+1), Un), corresponding to the input and output spaces of f.,, which in turn is
simulatable given (Uan, Uy ), corresponding to the input and output spaces of the secret function fg.

It remains thus to prove correctness. Observe that

n—1 n—1
2 cs = 2n(m+1)7£71 Z s; - 27i(m+1) . Z ) - 2j(m+1)
i=0 =0

_ gnman—e-1 ( Xico 2je 05% %}12(” DmAl) S sy
—|—Z Z] —it1 S; 1'[]] (] 7') (m+1)

Now, we argue that only the second term in the summation matters for MSB(z’ - ¢g). Note that the third

term can also be written as: 277D =l (gmAl S LSAITIT2 o g2 D) = 0 € U2n<m+1) because
> (. In a similar way, the first term can be rewritten as: 27(m+1)—¢-1 (2 m—1 Z Zk 08i " Tli—k—1] *

2- k(m"‘l)). Here, observe that value of k decides the bit position where components of this term get added
and also how many times they get added. For k£ = 0, the number of components added is maximum, which
is precisely n — 1, and their sum Z?:_ll si - xi—1) < 2¢ < 2m*1 Pictorially, for k = 0, these components are
getting added at the position where s; sits in ¢g and since, their sum is less than 2%, it will not carry into
the upper ¢ + 1 bits due to the m intermediate zeros. Similarly for k = 1, the terms are pictorially added
where s, sits and the summation will not carry into the bit positions where the terms of £k = 0 get added
and so on.

Therefore, neither the first nor the third term affects the value in the upper £ 4+ 1 bits of (2’ - ¢g), and
hence, the following holds:

n—1
MSB(z’ - cs) = MSB <2n<m+1>“ < > s -xm>> MSB (2“ (m+1)= <Zsz ) >>

i=0 €S

27



This value is 1 exactly if all bits in & corresponding to the set S are 1, i.e. x;) = 1 for i € S. Therefore,
MSB(z" - cg) = fs(x). O

Step two of the barrier result. We now present the second part, i.e., a reduction from the FSS scheme for
f,i%ﬂiB to Gurpm over Uan. Setting n = n([logn] + 1) completes the barrier result for unsigned fixed-point
multiplication. The high level idea is as follows: we set the shift parameter of G,rpm as s = — 1 and include
c+r as a part of the FSS key (along with the key for G,gpm) which still hides the secret constant ¢ of member
functions in F, X[['\J/'IEB, where r is randomly sampled from Usn and known only to the Gen algorithm. Then

using these FSS keys, the evaluation algorithm computes ((z - ¢) >, n— 1) = MSB(z - ¢), as desired.

Theorem 12. Assume the existence of an FSS gate Guepm over Usn for unsigned fized-point multiplication.
Then there exists an F'SS scheme for fﬁ}/‘iB, where n < 1.

Proof. Let (Gen%ip M,EvaI;’]’FSP M) be an FSS gate for unsigned fixed-point multiplication, where s is the
parameter that _speciﬁes the right shift amount, and both the input and output groups are Ugn. For
Gen;’FSPM(l’\, rt, e revt) = (ko, k1), we have that Z;:o Eval;'hFSP'v'(b7 kv, 2,9) = ((x=r")-(y—r)) >, s)+ro't €

Usgy (multiplication over Uss ), where @, rih, ril rout € U,y,. We construct an FSS scheme (Gen;MSB, EvaIZMSB)

for F M8 as follows.
MSB 1\

Gen7>7< (1 7fCa[UN) :
Parse f.: Usn — Uy and ¢ € Ugn.

Set ¢ = ¢+ r, where r < Usn is randomly sampled.
Sample FSS keys (ko, k1) < Gen;f;_Ml(l)‘, 0,r,0).
For b € {0, 1}, Ky = (kb,é).

5: Output (Ko, K1).
EvaI;MSB(b7 Ky, ) :

1: Parse K = (ky, €).

2: Set z, = Evalti ™ (b, k., . €).
3: Output 2 = z, mod N.

To argue that (Gen;MSB, EvaI;;MSB) is a secure F'SS scheme for ]—'XH'\J"SB, we observe the following: from the

security of the F'SS gate G gpm over Uan, kpy looks indistinguishable from the output generated by the simulator
given access to just the leakage function, i.e., input and output group (Uzn,Usan), of Guepm (which are same
as the input group of .7-"7:7%/'138 and therefore simulatable). The other part of the key, ¢, is indistinguishable
from a randomly sampled element from Uss, which is also simulatable with just the knowledge of the input
group Uan of ]:nX,H'\J/ISB'

We now show the correctness of our reduction. Let z = zg + z1 € Ugn and 2’ = z{ + 2] € Uy. Observe
that = = Yo Evalsf™ (b, ky,2,8) = (2 — 0) (G — 1)) >, (1— 1)) = (2 ¢) >, (n—1)) = MSB(z - o)
Since n < 1, 2’ = z mod N = MSB(z - ¢).

O

Signed Fized-Point Multiplication. To prove the case of signed fixed-point multiplication, the first part of the
barrier result remains the same as the unsigned case captured by Theorem 11. In the second part, we show
how to reduce the FSS scheme for ]:;H'}/'SB to Gsppm Over Son in an analogous manner to the unsigned case.

Let (Gen%fEM, Evalf]ng) be an FSS gate for signed fixed-point multiplication, where s is the parameter that

specifies the right shift amount, and both the input and output groups are So,. For Genf,F’EM(l’\, rin,rin_pout) =

(ko, k1), we have that Z;:o EvaIfIfEM(b, kp,z,y) = ((x — M) - (y — M) >, s) + r°Ut € Syy (multiplication
over Syn), where ,ril, rid roUt € Sy,. All the steps in Gen;MSB(l)‘, fe,Un) are same as the unsigned case

(Theorem 12) except how FSS keys are generated, i.e., (ko, k1) < Gen;fgiﬂl(l)‘, 0,7,0). In EvaI;MSB(b, Ky, x),

we need to be careful about the use of arithmetic right shift in signed fixed-point multiplication instead

of logical right shift used in the unsigned case. Following the same steps as above, we get the following:
1 ~ -

Z=20+21=2 0 Evalf;fsyll(b, ky,z,¢) = ((z—0)-(c—r)) >, (n—1)) = ((z-¢) >, (n—1)) = —1-MSB(z-¢).

Multiplying z;, with —1 followed by mod N gives correct shares of the result.
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A Realizing the Dealer

Protocols in this work are presented in an idealized preprocessing model, where the two parties receive
correlated randomness from a trusted dealer before protocol execution. Protocols within this idealized model
can be converted to protocols in the standard model, without a dealer, via different generic transformations.
Examples of such transformations include:

1. 8-party setting: Given 3 parties and 1 corruption, the role of the dealer can be emulated directly by the
third party.

2. 2-party setting with trusted hardware: As explored recently e.g. by Nawaz et al. [61], the role of the dealer
can be emulated within a trusted execution environment, such as that provided by Intel SGX.

3. 2-party setting: Additionally, the role of the dealer can be jointly emulated by the parties via a small-scale
two-party secure protocol.

In this section, we discuss concrete approaches for the third path above, where two parties jointly emulate
the role of dealer. Recall that this amounts to 2-party protocols for securely executing the Gen procedure for
appropriate FSS gates, in turn reducing to secure generation of keys for DCF.

We focus on two specific paths of execution toward this goal: (1) a variant of the secure DPF gener-
ation protocol of Doerner and shelat [39] for small and moderate domain sizes, which is black-box in the
underlying cryptographic pseudorandom generator (PRG); and (2) generic 2-party computation approaches,
implementing the PRG via AES or targeted constructions of “MPC-friendly” ciphers. The two approaches
have various tradeoffs and respective advantages:

216 or smaller)

— Black-box protocol (a la Doerner-shelat): Restricted to moderate domain size (e.g.,
and semi-honest security, but outperforms alternatives within these regimes.
— Generic 2PC: Can be used with large domain sizes, extends efficiently to malicious security, and can

obtain small constant round complexity.

A.1 Extending Doerner-shelat to DCF

The most expensive part of securely distributing DCF key generation is the corresponding required secure
evaluations of the cryptographic PRG. For the special related case of generating Distributed Point Function
(DPF) keys, an alternative method was given by Doerner and shelat [39], within the context of secure 2-
party computation on RAM programs. While their protocol is restricted to key generation for moderate-sized
domains (computation costs grow linearly with the domain size), and the approach is presently limited to
the semi-honest setting, within these settings the protocol offers the significant efficiency advantage that it
executes black-boz in the PRG evaluation. That is, PRG evaluations only take place locally, and do not need
to be securely emulated. As a result, the protocol performs significantly better within the relevant parameter
regimes.

We demonstrate that the DPF key generation protocol of Doerner-shelat can be extended to the case
of DCF at small additional cost. In turn, this provides an appealing solution for secure emulation of our
FSS key dealer within the setting of semi-honest adversaries and moderate gate domain sizes (e.g., 2'¢ or
smaller).

DCF with Zs payloads. We first show that, for the special case of DCF keys with Zs outputs, the Doerner-
shelat protocol without modification already is a protocol for secure DCF key generation. This follows from
two steps.

Recall that the Doerner-shelat protocol securely evaluates the Gen procedure of the specific DPF con-
struction from ILQO]. We first appeal to the observation of [17] that a small modification of the correspond-
ing DPF Eval®™" procedure yields an FSS (Gen, EvalP™) for the class of all-prefiz point functions func-
tions with incremental evaluation. That is, for the class of functions f, 5 : Ue»e[n]{o’ 1}¥ — Zy given by
Iprefix o

Jag(@1,. . w0) = By € Ly if (w1,...,2¢) = (1,..., ), and 0 otherwise, and where the cost of Eva n

an input (z1...,x¢) is small given the output of Eval®*™ on (z1,...,2¢_1) (plus short intermediate state
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information). Intuitively, the desired incremental prefix evaluation output shares are already present within
the intermediate execution values for Eval®FF .15

As the second step, we demonstrate that an additional small modification of Eval again keeping Gen
unchanged) yields yet another FSS scheme (Gen, EvaIDCF), which this time provides support for DCF with
Zs payloads. (In fact, it even supports the more general class of decision lists with output in Zy.) The new
EvalP“F function has roughly twice the runtime of the original Eval®FF.

More concretely, consider a secret comparison function f;’ 5 With § € Zs.

prefix (

— To generate a DCF key for f; 5> run the all-prefix DPF key generation procedure on the function f, 3
with 3’ € Z3, where: (a) if 8 = 1 then 3/ = «; for all i € [n], and (b) if 8 =0 then 3/ = 0 for all i € [n].

— The modified Eval®F procedure takes as input an identity bit b € {0, 1}, an incremental all-prefix DPF
key ky for f, 5 as above, and an input 2 € {0,1}" to the DCF. Functionality-wise, it outputs the
following value:

n
Eval®F (b, ko, ) = Y EvalP™™ (b, ky, (21,..., T7)). (2)
i=1
Computed naively, the expression in Equation 2 would take quadratic time O(An?) to evaluate; however,
leveraging the incremental evaluation property of the all-prefix DPF scheme, then this value can be
computed in time comparable to two executions of the original DPF evaluation, Eval®FF.

Security of the construction follows directly by the underlying all-prefix DPF security. Correctness holds
via the following argument. If 8 = 0, then correctness follows directly, as all prefix evaluations (and thus
their sums) evaluate to 0, as desired. Suppose then 8 = 1. Consider an arbitrary input z = (z1...,z,),
and let ¢ € [n] denote the unique