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Abstract

Access Control or authorization is referred to as the confinement of specific ac-

tions of an entity to perform an action. Blockchain driven access control mecha-

nisms have gained considerable attention since applications for blockchain were

found beyond the premises of cryptocurrencies. However, there are no system-

atic efforts to analyze existing empirical evidence. To this end, we aim to syn-

thesize literature to understand the state-of-the-art in blockchain driven access

control mechanisms with respect to underlying platforms, utilized blockchain

properties, nature of the models and associated testbeds & tools. We conducted

the review in a systematic way. Meta Analysis and thematic synthesis was per-

formed on the findings and results from the relevant primary studies in order to

answer the research questions in perspective. We identified 76 relevant primary

studies passing the quality assessment. A number of problems like single point

of failure, security, privacy etc were targeted by the relevant primary studies.

The meta analysis suggests the use of different blockchain platforms, several

application domains and different utilized blockchain properties. In this paper,

we present a state of the art review of blockchain driven access control systems.
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In hindsight, we present a taxonomy of blockchain driven access control systems

to better under the immense implications this field has over various application

domains.
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1. Introduction

Access Control, typically referred to as resource authorization or just au-

thorization, is to confine the actions of a particular entity only to the services

and the computing resources that it is authorized to use. This is achieved by

enforcing predefined access control policies. Every access of an entity to a par-

ticular resource is governed by the underlying policies. The policies can be

realized in the form of rules and attributes that associate with a set of entities

and a set of resources. In order for the access control mechanisms to be sound

and ensure integrity, this is achieved by the securely establishing the identity of

the entities. If enforcement of secure establishment of identities is absent, the

attempts to enforce an access policy are foiled and literally left useless. While

there is a certain and dire need to enforce access control mechanisms in practice,

it comes with issues that need thorough consideration before these mechanisms

are put to implementation. To name a few, it is challenging to achieve access

control in resource constrained devices due to their heterogeneous nature and

limited capabilities and resources. Other than that the dynamic nature of de-

vices makes it hard to implement access control policies. Another important

aspects that are challenging are the dynamic topologies, distributive nature and

enforcement of policies dynamically. While all of this comes down to whether

a solution is viable (or scalable), taking in consideration various parameters

like time-memory tradeoffs, behaviour to different types of traffic, resistance

against various attacks and adaptability to dynamic changes to the network.

However, these issues can be dealt with much ease, if a different perspective is

put into place. Blockchain technology has seen a tremendous rise which grew

exponentially after the inception of cryptocurrency Bitcoin, which in essence is
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backed by Blockchain technology itself. The whole idea that baffled researchers

and academics was that of the Blockchain itself which was the core underlying

principle of Nakamoto’s idea. However, over the years Blockchain technology

is blooming and there are applications that are beyond the realms of cryp-

tocurrency. With the rise of different technological platforms like Ethereum,

Hyperledger, Ripple, Multichain and many more the field has moved to a dif-

ferent dimension of its own. However, right after the emergence of Ethereum

that supported the creation of smart contracts followed by their execution. The

turing-completeness feature of Smart contracts makes it viable for performing

complex tasks thereby allowing enormous applications of it’s own. Smart con-

tract based solutions leverages inherent properties of Blockchain like trustless-

ness, decentralization, robustness along with it’s own extensive features. The

customizable and flexible nature of smart contracts makes enforcement of access

control policies and mechanisms easy, attainable and dynamic in nature thereby

allowing traceability, immutability and decentralization. The persistent issues

with traditional access control mechanisms are considered in this view and it is

evident from the existing literature that Blockchain technology surely does have

dominance over it.

1.1. Related Work

In literature, there are quite a few number of survey/review papers on

Blokchain applications. One of the earliest attempt in this direction is the

work carried out by Yli-Huumo et al. in [1]. In their findings, they reveal the

majority of the papers focused on Bitcoin projects, specifically under a common

theme of security and privacy. This study in our opinion, provided a stepping

stone for the corresponding research community to further explore in this direc-

tion. A comprehensive systematic review of Blockchain applications was carried

by F. Casino et al. [2]. In particular they provided classification of Blockchain-

based applications across diverse domains ranging from supply chains to IoT and

they also highlighted barriers in Blockchain technology which limit mass use of

Blockchain technology. However there are very few articles in the literature that
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have conducted survey/review on Blockchain application in access control and

thus closely related to our work. One such work is carried out by Sara Rouhani

and Ralph Deters in [3]. Authors have conducted state of the art survey on

Blockchain based access control systems and challenges. In particular they have

highlighted the the problems encountered by the current access control systems

and how Blockchain can be used to overcome such problems. However our work

differs in way that we considered different evaluation parameters and perform

more exhaustive study by considering major databases for relevant literature.

Another work carried out by Imen Riabi et al. in [4] have conducted compre-

hensive survey on Blockchain based access control for IoT. However their study

is less exhaustive because they specifically targeted access control in IoT only.

Rest of the paper is structured as follows:

Section 2 contains the methodology followed throughout the course of the pa-

per, Section 3 encompasses the relevant key findings of the paper. In Section

4, we constructed the themes for our research and provided a discussion based

on those themes. Section 5 contains a detailed taxonomy of blockchain driven

access control systems. In Section 6, we concluded the paper by providing ap-

propriate insights.

2. Research Methodology

For the collection of relevant literature pertaining to the topic, Kitchenham

and Charters [5] guidelines were followed thoroughly so as to answer the research

questions effectively. The whole process followed the phases of planning, con-

ducting and reporting of the review iteratively so as to allow rigorous assessment

of the State-of-the-art review.

� Primary Study Selection:

Primary studies were emphasized through keyword search along major

scientific databases. The keywords were selected to foster the emergence

of research results that would be more generic in nature and thus aid

in providing answers to the research questions. The Boolean operator
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was restricted to AND. The search strings were: (“BLOCKCHAIN” AND

“ACCESS CONTROL”)

The search was conducted across the following platforms:

– IEEE Xplore Digital Library

– ScienceDirect

– ACM Digital Library

– SpringerLink

– Wiley

– Taylor and Francis

– MDPI

The searches were run against title, keywords, abstract and full-text, de-

pending on the platforms that we searched on. We conducted the searches

on 23rd June, 2020 and all the studies published up to this were pro-

cessed. The results from these searches were then filtered through the in-

clusion/exclusion criteria, which is presented in the next section. This cri-

teria helped in attaining the results which were then put through Wohlin’s

snowballing process [6]. The forward and backward snowballing process

was conducted iteratively until no intersection was found between any pa-

per and inclusion criteria. We have presented a graphical representation

of relevant study selection in Figure 1

� Inclusion and Exclusion Criteria:

Studies that are included in this review must report empirical findings de-

scribing technical aspects of the technology in relevance to our topic, ap-

plications spanning through several domains,sufficient implementation de-

tails with thoroughness of the research results. Search engines like Google

scholar were omitted to bar lower-grade papers in the search results in

order to maintain the integrity of the results being included. They must
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