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Abstract. In this paper, we comprehensively study aggregate signa-
tures with detecting functionality, that have functionality of both key-
less aggregation of multiple signatures and identifying an invalid mes-
sage from the aggregate signature, in order to reduce a total amount of
signature-size for lots of messages. Our contribution is (i) to formalize
strong security notions for both non-interactive and interactive proto-
cols by taking into account related work such as fault-tolerant aggregate
signatures and (non-)interactive aggregate MACs with detecting func-
tionality (i.e., symmetric case); and (ii) to construct aggregate signa-
tures with the functionality from group testing-protocols in a generic
and comprehensive way. As instantiations, pairing-based constructions
are provided.
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1 Introduction

Background and Related Work. Digital signature is a fundamental and
important primitive in modern cryptography, and it has a wide range of appli-
cations that require integrity of data. In the era of IoT (Internet of Things), it
is important to ensure integrity of data gathered from many and various IoT
devices, however, it is often the case where a total amount of size of signatures
for checking validity of big data is too large. From this viewpoint, we study tech-
niques for the purpose of reducing a total amount of signature-size for many and
various data, in particular, techniques of compressing (or aggregating) multiple
signatures on data.

For the purpose mentioned above, Boneh et al. [4] proposed aggregate signa-
tures and proposed a pairing-based scheme in the random oracle model (ROM).
Assuming the weaker security model (i.e., certi�ed-key model) in which sign-
ers have to prove knowledge of the secret key at key-registration, Rückert and
Schröder gave an aggregate signature scheme using multilinear maps in the
standard model [38]. Gentry and Ramzan proposed an identity-based aggregate
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signature scheme in the ROM [16]. Hohenberger, Sahai, and Waters presented
(identity-based) aggregate signature schemes using multilinear maps in the stan-
dard model [23]. Hartung et al. [21] proposed fault-tolerant aggregate signatures,
that has functionality of both compressing multiple signatures and identifying
an invalid message from the aggregate signature. There are other variants of ag-
gregate signatures as follows: Sequential aggregate signatures in the ROM [31,
30, 3, 35, 6, 12, 28, 15] or in the standard model [30], and synchronized aggregate
signatures in the ROM [16, 1, 24] or in the standard model [1], and fault-tolerant
sequential aggregate signatures in the ROM [20] which is extended from [21] for
sequential messages.

On the other hand, Katz and Lindell [26] proposed the aggregate message
authentication code (AMAC) that can compress MAC-tags on multiple messages
into a short aggregate tag. Hirose and Shikata [22] proposed AMAC that has
the functionality of both compressing multiple MAC-tags into a short aggre-
gate tag and identifying an invalid message from the aggregate tag. In [22], the
model considers keyless aggregation like in [26], and the scheme is constructed
from non-adaptive group testing in addition to the underlying MAC scheme in a
generic way. Related work by applying non-adaptive group testing in symmetric-
key cryptography includes [33, 34, 39, 36]. In addition, Sato and Shikata [40, 41]
consider an interactive version of [22], and they constructed the interactive pro-
tocol from adaptive group testing in addition to the underlying MAC.

In this paper, we comprehensively study aggregate signatures with detect-
ing functionality, that have functionality of both keyless aggregation of multiple
signatures and identifying an invalid message from the aggregate signature, in
order to reduce a total amount of signature-size for lots of messages. Our pur-
pose is to formalize strong security notions considering related work mentioned
above, especially for [21, 22, 40, 41], and to construct aggregate signatures with
the functionality from group testing-protocols [10] in a generic and comprehen-
sive way.

Contribution. The purpose of this paper is to formalize the model and security
notions for both non-interactive and interactive protocols of aggregate signatures
with detecting functionality, that have functionality of both keyless aggregation
of multiple signatures and identifying an invalid message from the aggregate
signature. In addition, we provide construction methodology for both protocols
from group-testing protocols in a generic and comprehensive way. Speci�cally,
the contribution of this paper is as follows.

1. We propose a formal model and security formalization of (non-interactive)
aggregate signatures with detecting functionality (D-ASIG) that have func-
tionality of both keyless aggregation of multiple signatures and identifying
an invalid message from the aggregate signature. This kind of functionality
was already proposed in fault-tolerant aggregate signatures in [21], however,
the functionality of fault-tolerant aggregate signatures guarantees that valid
messages must be regarded as valid from the aggregate signature even if some
fault occurs, just like the property of error-correcting codes. On the other
hand, D-ASIG in this paper guarantees that, from the aggregate signature,
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(i) valid messages must be regarded as valid; and (ii) invalid messages must
be regarded as invalid, even in presence of malicious adversary. This no-
tion is formalized as identi�ability in this paper; it consists of identi�ability-
completeness and identi�ability-soundness; and identi�ability-soundness can
be weakened as identi�ability-weak-soundness. To formalized identi�ability,
we extend the similar notion in the symmetric-key setting in [22] to our
notion in the asymmetric setting for aggregate signatures.

2. We provide two kinds of generic constructions for D-ASIG: one is constructed
from non-adaptive group-testing (NAGT) and aggregate signatures (ASIG),
and we show that the resulting D-ASIG meets unforgeability, identi�ability-
completeness, and identi�ability-weak-soundness; and the other is constructed
from NAGT, ASIG and succinct non-interactive argument of knowledge
(SNARK) (e.g., see [18]), and we show that the resulting D-ASIG meets
unforgeability, identi�ability-completeness, and identi�ability-soundness. We
also give instantiations of D-ASIG by using pairing.

3. We propose a formal model and security formalization of interactive aggre-
gate signatures with detecting functionality (D-IASIG), that is, interactive
protocols of aggregate signatures with detecting functionality. As in D-ASIG,
we formalize identi�ability even for D-IASIG in addition to unforgeabil-
ity: we formalize identi�ability-completeness, identi�ability-soundness, and
identi�ability-weak-soundness along with the model of D-IASIG. For doing
it, we extend the model of interactive protocols for aggregate MACs in the
symmetric setting [40, 41] to the model of aggregate signatures in the asym-
metric setting.

4. We provide two kinds of generic constructions for D-IASIG: one is con-
structed from adaptive group-testing (AGT) and ASIG, and we show that
the resulting D-IASIG meets unforgeability, identi�ability-completeness, and
identi�ability-weak-soundness; and the other is constructed from AGT, ASIG
and SNARK, and we show that the resulting D-IASIG meets unforgeabil-
ity, identi�ability-completeness, and identi�ability-soundness. We also give
instantiations of D-IASIG by using pairing as in the case of D-ASIG.

Organization. The rest of this paper is organized as follows: In Section 2,
we survey aggregate signature schemes in [4]. In Section 3, we brie�y survey
group-testing protocols, namely non-adaptive group-testing and adaptive group-
testing. In Section 4, we propose a formal model and security formalization of
aggregate signatures with detecting functionality (D-ASIG), and provide generic
constructions of it. In addition, we give instantiations of D-ASIG based on pair-
ing. In Section 5, we propose a formal model and security formalization of inter-
active aggregate signatures with detecting functionality (D-IASIG), and provide
generic constructions of it. We also give instantiations of D-IASIG based on
pairing. Finally, we conclude this paper in Section 6.

Notation. In this paper, we use the following: For a positive integer n, let
[n] := {1, . . . , n}. For n values x1, . . . , xn and a subset I ⊆ [n] of indexes, let
(xi)i∈I be a sequence of elements of which indexes are in I, and let {xi}i∈I be
a set of elements of which indexes are in I. For a vector x with dimension n, let
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xi be the i-th entry (i ∈ [n]). For a m × n matrix X, let xi,j be the entry at
the i-th row and the j-th column (i ∈ [m], j ∈ [n]). For a function f : N → R,
if f(λ) = o(λ−c) for arbitrary positive c, then f is negligible in λ, and we write
negl(λ). A probability is overwhelming if it is 1− negl(λ).

2 Aggregate Signature

In this section, we survey the model and construction of aggregate signature
schemes in [4].

2.1 Syntax and Security De�nition

An aggregate signature scheme ASIG consists of �ve polynomial-time algorithms
(KGen,Sign,Vrfy,Agg,AVrfy): For a security parameter λ, let M = M(λ) be a
message space.

Key Generation (pk, sk)← KGen(1λ):
A randomized algorithm KGen takes as input a security parameter 1λ, and
it outputs a public key pk and a secret key sk.

Signing σ ← Sign(sk,m):
A randomized or deterministic algorithm Sign takes as input a secret key sk
and a message m ∈M, and it outputs a signature σ ∈ S.

Veri�cation 1/0← Vrfy(pk,m, σ):
A deterministic algorithm Vrfy takes as input a public key, a message m ∈M,
and a signature σ, and it outputs 1 or 0.

Aggregation σ̂ ← Agg((pk1,m1, σ1), . . . , (pkℓ,mℓ, σℓ)):
A randomized or deterministic algorithm Agg takes as input a tuple (pk1,m1, σ1),
. . ., (pkℓ,mℓ, σℓ) of triplets of a public key, a message and a signature, and
it outputs an aggregate signature σ̂.

Aggregate Veri�cation 1/0← AVrfy((pk1,m1), . . . , (pkℓ,mℓ), σ̂):
A deterministic algorithm AVrfy takes as input a tuple (pk1,m1), . . . , (pkℓ,mℓ)
of pairs of a public key and a message, and an aggregate signature σ, and it
outputs 1 or 0.

It is required that an aggregate signature scheme meets correctness as follows:

De�nition 1 (Correctness). An aggregate signature scheme ASIG = (KGen,
Sign, Vrfy, Agg, AVrfy) meets correctness if the following holds:

� For every (pk, sk)← KGen(1λ) and every m ∈M, it holds that Vrfy(pk,m, σ) =
1 with at least probability 1− negl(λ), where σ ← Sign(sk,m).

� For any ℓ = poly(λ), every (pki, ski) ← KGen(1λ), and every mi ∈ M
for i ∈ [ℓ], it holds that AVrfy((pk1,m1), . . . , (pkℓ,mℓ), σ̂) = 1 with at least
probability 1 − negl(λ), where σ̂ ← Agg((pk1,m1, σ1), . . . , (pkℓ,mℓ, σℓ)) and
σi ← Sign(ski,mi) for all i ∈ [ℓ].

The security of aggregate signatures is de�ned as follows:
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De�nition 2 (EUF-CMA security). An aggregate signature scheme ASIG =
(KGen, Sign, Vrfy, Agg, AVrfy) satis�es EUF-CMA security if for any PPT ad-
versary A against ASIG, the advantage Adveuf-cma

ASIG,A (λ) := Pr[A wins] is negligible
in λ. [A wins] is the event that A wins in the following game:

Setup. A challenger generates a key-pair (pk1, sk1)← KGen(1λ) and sets Q ←
∅. It gives pk1 to A.

Queries. Given a signing-query m ∈ M, signing oracle SIGN returns σ ←
Sign(sk1,m) and sets Q ← Q∪ {m}.

Output. A outputs a forgery ((pkγ(1),m1), . . . , (pkγ(ℓ),mℓ), σ̂), where γ : [ℓ] →
[ℓ] is a permutation. A wins if AVrfy((pkγ(1),m1), . . . , (pkγ(ℓ),mℓ), σ̂) = 1 and
mz /∈ Q hold, where z ∈ [ℓ] is a message-index such that γ(z) = 1.

2.2 Constructions

In this section, we describe the aggregate signature scheme [4]. Since this scheme
is based on the co-Gap Di�e-Hellman (co-GDH) problem, we de�ne several
related problems in addition to co-GDH, and then we describe the scheme.

Bilinear Groups for Co-Di�e-Hellman. We de�ne bilinear groups for co-
Di�e-Hellman in order to describe the aggregate signature scheme in [4]. The
following notation is used:

� G1, G2, and GT are multiplicative cyclic groups of prime order p.
� g1 and g2 are generators of G1 and G2, respectively.
� ψ is a computable isomorphism from G2 to G1 with ψ(g2) = g1.
� e is a computable bilinear map e : G1 ×G2 → GT , namely, the map ful�lls
the following properties:
• Bilinear: For all u ∈ G1, v ∈ G2, and a, b ∈ Z, e(ua, vb) = e(u, v)ab.
• Non-degenerate: e(g1, g2) ̸= 1.

First, in order to consider the case of G1 ̸= G2, we de�ne co-computational
Di�e-Hellman (co-CDH) and co-decision Di�e-Hellman (co-DDH) problems as
follows.

De�nition 3 (Co-Computational Di�e-Hellman). Given g2, g
a
2 ∈ G2 and

h ∈ G1, compute ha ∈ G1

De�nition 4 (Co-Decision Di�e-Hellman). Given g2, g
a
2 ∈ G2 and h, hb ∈

G1, determine whether a = b or not.

In [5], it is known that when G1 = G2 and g1 = g2 holds, there are reductions
from co-CDH and co-DDH to the standard CDH and DDH problems, respectively.

Next, we de�ne co-GDH group pairs as follows.

De�nition 5 (Decision Group Pair). The pair (G1, G2) of two groups is a
decision group pair for co-Di�e-Hellman if the group action on G1, the group
action on G2, and the map ψ from G2 to G1 can be computed in one time unit,
and decision co-Di�e-Hellman on (G1, G2) can be solved in one time unit.
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De�nition 6 (Co-GDH Group Pair). Assume that two groups G1, G2 are
selected by following a security parameter λ. The advantage of a PPT algorithm
A solving the co-CDH problem in groups G1, G2 is de�ned as

Advco-cdhA (λ) := Pr[A(g2, ga
2 , h)→ ha | a $← Zp, h

$← G1].

The pair (G1, G2) of two groups are a co-GDH group pair if the pair is a decision
group pair for co-Di�e-Hellman, and Advco-cdhA (λ) ≤ negl(λ) holds for any PPT
algorithm A.

Finally, we de�ne bilinear group pairs for co-Di�e-Hellman, which are used
in the aggregate signature scheme of [4].

De�nition 7 (Bilinear Group Pair). The pair (G1, G2) of two groups is a
bilinear group pair if the group action on either can be computed in one time
unit, the map ψ from G2 to G1 can be computed in one time unit, a bilinear
map e is computable in one time unit.

De�nition 8 (Bilinear Group Pair for co-Di�e-Hellman). Assume that
two groups G1, G2 are selected by following a security parameter λ. A pair
(G1, G2) of two groups is a bilinear group pair for co-Di�e-Hellman if it is
a bilinear group pair and Advco-cdhA (λ) ≤ negl(λ) holds for any PPT algorithm
A.

Notice that if the pair (G1, G2) is a bilinear group pair for co-Di�e-Hellman,
this pair is also co-GDH group pair.

Aggregate Signature in [4]. The aggregate signature scheme ASIGBGLS =
(KGen, Sign, Vrfy, Agg, AVrfy) is as follows: For a security parameter λ, set the
following parameters: let {0, 1}∗ be a message space. Let G1, G2 be the base
groups, g1 and g2 be the generators of G1 and G2, respectively. Let ϕ be the
computable isomorphism from G2 to G1, and e : G1 ×G2 → GT be the bilinear
map with target group GT . Let H : {0, 1}∗ → G1 be a random oracle.

� (pk, sk) ← KGen(1λ): Choose x $← Zp and compute v ← gx
2 ∈ G2. Output

pk = v and sk = x.
� σ ← Sign(sk,m): Output σ ← hx ∈ G1, where h← H(m) ∈ G1.
� 1/0← Vrfy(pk,m, σ): Output 1 if e(σ, g2) = e(H(m), v) holds, where pk = v.
Output 0 otherwise.

� σ̂ ← Agg((pk1,m1, σ1), . . . , (pkℓ,mℓ, σℓ)): Output σ̂ ←
∏ℓ

i=1 σi ∈ G1.

� 1/0← AVrfy((pk1,m1), . . . , (pkℓ,mℓ), σ̂): Output 1 if e(σ̂, g2) =
∏ℓ

i=1 e(H(mi), vi)
holds, where pki = vi for all i ∈ [ℓ]. Output 0 otherwise.

The following proposition regarding the above scheme was proven in [4].

Proposition 1 ([4], Theorem 1). If (G1, G2) is a bilinear group pair for co-
Di�e-Hellman, then ASIGBGLS satis�es EUF-CMA security.
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3 Group-Testing Protocol

The �rst paper about group testing is published by Dorfman [9]. Group testing
(e.g., [10]) is a method to specify positive items called defectives among many
whole items with a small number of tests than the trivial individual testing for
each item. The applications of group testing include screening blood samples for
detecting a disease, and detecting clones which have a particular DNA sequence.

The group testing techniques are classi�ed into two types: the �rst type
means the testing techniques by non-adaptive strategies, called non-adaptive
group testing [42, 37, 11], and the second type means the techniques by adaptive
strategies, called adaptive group testing (or called sequential group testing) [9,
29, 25, 11]. Suppose that there are totally ℓ items of which there are (at most) d
defectives. In non-adaptive group testing, we need to know d beforehand and to
select all the subsets of ℓ items to be tested without knowing the results of other
tests. On the other hand, in adaptive group testing, we can do tests several times
such that we can select a subset of items to be tested after observing the result
of the previous test. In particular, a competitive group testing is an adaptive
group testing which does not need to know d (i.e., the number of defectives)
beforehand, and this type of testing is useful in a real application when it is not
easy to estimate d beforehand.

3.1 Non-Adaptive Group-Testing

Non-adaptive group-testing is typically designed by providing a d-disjunct ma-
trix, a d-cover-free family, or a d-separable matrix (e.g., see [10]). And, a non-
adaptive group-testing protocol with u tests for ℓ items is represented by a u× ℓ
binary matrix, and the (i, j)-th element of the matrix is equal to 1 if and only
if the i-th test is executed to the j-th item. Among such matrices for represent-
ing non-adaptive group-testing, a disjunct matrix (or cover-free family) is well
studied in combinatorics and bioinformatics, and it is de�ned as follows.

De�nition 9 (d-disjunct). A matrix G = [g1, . . . , gℓ] ∈ {0, 1}u×ℓ is d-disjunct
if for any d columns gs1 , . . . , gsd

and every ḡ ∈ {g1, . . . , gℓ}\{gs1 , . . . , gsd
}

(s1, . . . , sd ∈ [ℓ]), there exists z ∈ [u] such that uz < ḡz, where let u←
∨d

i=1 gsi ,
and

∨
is the bitwise-OR operation.

Equivalently, the d-disjunct matrix is stated as follows:

De�nition 10. A u× ℓ binary matrix G is a d-disjunct matrix, if for arbitrary
d+ 1 columns selected from the matrix, the resulting u× (d+ 1) matrix contains
all the unit vectors with length d+ 1 in its rows.

By using a d-disjunct matrix, a non-adaptive group-testing protocol can ef-
�ciently detect at most d positive items. We simply describe the process of
group-testing protocol with a d-disjunct matrix G ∈ {0, 1}u×ℓ as follows: Let
Si(G) = {j | j ∈ [ℓ] ∧ gi,j = 1} for i ∈ [u] and G ∈ {0, 1}u×ℓ.

1. Let J ← {1, 2, . . . , ℓ} be a set of indexes of all items.
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2. For each i ∈ [u], compress items with indexes in Si(G).
3. For each i ∈ [u], set J ← J\Si(G) if the test result of the i-th compressed

item is negative.
4. Output J .

Then, J is the set of indexes of all positive items due to the d-disjunct property
of G.

In this paper, we mainly deal with non-adaptive group-testing based on dis-
juct matrices and its application to (non-interactive) aggregate signatures with
detecting functionality (D-ASIG) in Section 4.2, however, other types of non-
adaptive group-testing such as separable matrices can be applied to D-ASIG in
a similar way. We note that the number of tests required in non-adaptive group
testing using d-disjunct matrices is O(d2 log ℓ) (see [10]), and it is expected that
the number of signatures can be reduced to O(d2 log ℓ) in D-ASIG instead of
checking ℓ signatures.

3.2 Adaptive Group-Testing

The advantage of adaptive group-testing lies in specifying positive items (de-
fectives) with a smaller number of tests than non-adaptive group-testing, while
adaptive group-testing requires interactive communications between the entity
who selects a subset to be tested and the entity who actually executes the tests.
In this paper, we need the formal model of adaptive group testing (AGT), since
we want to deal with AGT in a comprehensive way to construct interactive
aggregate signatures with detecting functionality (D-IASIG) in a generic way.
Hence, in this section, we describe the formal model of AGT provided in [41]
and use it to construct D-IASIG in Section 5.2. As interesting AGT, we can
consider the binary search algorithm [10], rake-and-winnow algorithm [11], Li's
s-stage algorithm [29], and digging algorithm [10], since the number of tests re-
quired in them is O(d log ℓ

d ) that is asymptotically optimal (see Lemma 4.5.2 of
[10]). Therefore, it is expected that the number of signatures can be reduced to
O(d log ℓ

d ) that is much smaller than that of non-adaptive group-testing.
AGT can be regarded as anN -stage interactive protocol between two polynomial-

time algorithms (N ≥ 2). In order to de�ne AGT protocols, we assume that

� a relation R ⊆ X × Y and an ID space ID are de�ned,
� an item with an index i is a pair of an ID idi ∈ ID and a value xi ∈ X ,
� we consider veri�cation-items which determine whether items with the cor-
responding IDs are positive or negative. A veri�cation-item with an index i
is a pair of an ID idi ∈ ID and a veri�cation-value vi ∈ Y, and

� an item (idi, xi) is negative if (xi, vi) /∈ R, and is positive if (xi, vi) ∈ R.

For example, we consider the case of a pseudorandom function F : K×M→
T . Let X :=M× T , Y := K, and ID := {0, 1}∗. We de�ne R = {((m, t), k) ∈
X ×Y | F (k,m) ̸= t} as a relation. Then, an item with an index i is (idi,mi, ti),
and a veri�cation-item with an index i is (idi, ki), where idi ∈ ID, (mi, ti) ∈ X ,
and ki ∈ Y. In addition, an item (idi,mi, ti) is positive if ((mi, ti), ki) ∈ R,
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namely, F (ki,mi) ̸= ti holds. An item (idi,mi, ti) is negative if F (ki,mi) = ti
holds.

An N -stage group-testing protocol for a relation R ⊆ X ×Y is an interactive
protocol between two entities: group-selector GS and inspector IS with three
polynomial-time algorithms (GSel, Coms, Test). The following sets are de�ned:

� ID = {0, 1}λ is a ID space for a system parameter λ.
� I = {(id1, x1), . . . , (idℓ, xℓ)} is a set of all tested items (idi ∈ ID and xi ∈ X
for all i ∈ [ℓ]).

� V = {(id1, v1), . . . , (idℓ, vℓ)} is a set of all veri�cation-items, (idi ∈ ID and
vi ∈ Y for all i ∈ [ℓ]).

� For a subset G ⊆ I, let V(G) := {(idi, vi) | i ∈ [ℓ] ∧ (idi, xi) ∈ G}.

Polynomial-time algorithms (GSel,Coms,Test) are de�ned as follows:

Group Selection ({G(s)
1 , . . . ,G(s)

u(s)}, st(s))← GSel(J (s−1), {G(s−1)
1 , . . . ,G(s−1)

u(s−1)}, st(s−1)):
A deterministic algorithm GSel takes as input a set J (s−1) ⊆ I, subsets
G(s−1)

1 , . . . ,G(s−1)

u(s−1) of J (s−1), and the current internal state st(s−1). It out-

puts new subsets G(s)
1 , . . . ,G(s)

u(s) (G
(s)
i ⊆ I for i ∈ [u(s)]), and the next internal

state st(s).
Compression com← Coms(G): A deterministic or randomized algorithm Coms

takes as input a subset G ⊆ I, and it outputs a compressed item-value com.
Testing 1/0← Test(V(G), com): A deterministic algorithm Test takes as input

a subset V(G) ⊆ V, and it outputs 1 or 0.

We describe theN -stage adaptive group-testing protocol AGT(I,V) = ⟨GS(I), IS(V)⟩
for R. Let u(0) = 1, G(0)

1 = I, J (0) = I, and st(0) = ∅ at the setup phase. The
s-th stage process of GS and IS is given as follows (s ∈ [N ]):
GS(I): If s = 1, then start from Step 2.

Step 1: Receive (b(s−1)
1 , . . . , b

(s−1)

u(s−1)) ∈ {0, 1}u
(s−1)

from IS, and set J (s−1) ←
J (s−2)\{(id, x) | i ∈ [u(s−1)] ∧ b(s−1)

i = 1 ∧ (id, x) ∈ G(s−1)
i }.

• If s > N or J (s−1) = ∅, then halt
• Otherwise, move to Step 2.

Step 2: ({G(s)
1 , . . . ,G(s)

u(s)}, st(s))← GSel(J (s−1), {G(s−1)
1 , . . . ,G(s−1)

u(s−1)}, st(s−1)).

Step 3: For each i ∈ [u(s)], com
(s)
i ← Coms(G(s)

i ).
Step 4: Send (com

(s)
1 , . . . , com

(s)

u(s)) to IS.

IS(V):

Step 1: Receive (com
(s)
1 , . . . , com

(s)

u(s)) from GS.

Step 2: ({G(s)
1 , . . . ,G(s)

u(s)}, st(s))← GSel(J (s−1), {G(s−1)
1 , . . . ,G(s−1)

u(s−1)}, st(s−1)).
Step 3: Let J (s) = J (s−1), and for each i ∈ [u(s)], do the following:

(3-1): b
(s)
i ← Test(V(G(s)

i ), com
(s)
i ).

(3-2): J (s) ← J (s)\{(id, x) | b(s)i = 1 ∧ (id, x) ∈ G(s)
i }.
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Step 4: Send (b(s)1 , . . . , b
(s)

u(s)) ∈ {0, 1}u
(s)

to GS. If s = N or J (s) = ∅, then
output J = J (s) and halt.

It is required that AGT protocols meet the following properties: correctness,
GT-completeness, and GT-soundness.

De�nition 11 (Correctness). An adaptive group-testing protocol AGT = (IS,GS)
with (GSel,Coms,Test) meets correctness if the following conditions hold:

� For any subset G ⊆ I of items (idi, xi) such that (idi, vi) ∈ V and (xi, vi) /∈ R,
it holds that Test(V(G), com) = 1, where com← Coms(G).

� Suppose that (xi, vi) /∈ R holds for every (idi, xi, vi) with (idi, xi) ∈ I and
(idi, vi) ∈ V. It holds that AGT(I,V) = ∅ if GS and IS correctly follow the
protocol AGT.

In order to formalize GT-completeness and GT-soundness, we de�ne D =
{(idi, xi) | i ∈ [ℓ] ∧ (xi, vi) ∈ R} as a set of positive items, and D̄ = {(idi, xi) |
i ∈ [ℓ] ∧ (xi, vi) /∈ R} as a set of negative items. Besides, let J̄ = I\J , where
J ← AGT(I,V).

De�nition 12 (GT-completeness). Suppose that GS and IS follow the proto-
col AGT. An adaptive group-testing protocol AGT with (GSel,Coms,Test) meets
GT-completeness if for J ← AGT(I,V), we have D̄ ⊆ J̄ with at least probability
1− negl(λ).

De�nition 13 (GT-soundness). Suppose that GS and IS follow the protocol
AGT. An adaptive group-testing protocol AGT with (GSel,Coms,Test) meets GT-
soundness if for J ← AGT(I,V), we have D ⊆ J with at least probability 1 −
negl(λ).

4 Aggregate Signature with Detecting Functionality

4.1 Model and Security De�nition

In this section, we introduce a model and security formalization of an aggregate
signature scheme with detecting functionality (D-ASIG scheme for short) that
has functionality of both keyless aggregation of multiple signatures and identify-
ing an invalid message from the aggregate signature. This kind of functionality
was already proposed in fault-tolerant aggregate signatures in [21], however, the
functionality of fault-tolerant aggregate signatures guarantees that valid mes-
sages must be regarded as valid from the aggregate signature even if some fault
occurs, just like the property of error-correcting codes. On the other hand, D-
ASIG in this paper guarantees that, from the aggregate signature, (i) valid mes-
sages must be regarded as valid; and (ii) invalid messages must be regarded as
invalid, even in presence of malicious adversary. This notion is formalized as
identi�ability which will be given later.

Formally, an aggregate signature scheme with detecting functionality (D-
ASIG) consists of �ve polynomial-time algorithms (KGen, Sign, Vrfy, DAgg,
DVrfy): For a security parameter λ, letM =M(λ) be a message space.
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Key Generation (pk, sk)← KGen(1λ): A randomized algorithm KGen takes as
input a security parameter 1λ, and it outputs a public key pk and a secret
key sk.

Signing σ ← Sign(sk,m): A randomized or deterministic algorithm Sign takes
as input a secret key sk and a message m ∈ M, and it outputs a signature
σ.

Veri�cation 1/0 ← Vrfy(pk,m, σ): A deterministic algorithm Vrfy takes as in-
put a public key pk, a message m ∈M, and a signature σ, and it outputs 1
or 0.

Detectable Aggregation (σ̂1, . . . , σ̂u)← DAgg(G, ((pk1,m1, σ1), . . . , (pkℓ,mℓ, σℓ))):
A randomized or deterministic algorithm DAgg takes as input a d-disjunct
matrix G ∈ {0, 1}u×ℓ, a tuple ((pk1,m1, σ1), . . . , (pkℓ,mℓ, σℓ)) of triplets of
a public key, a message, and a signature, and it outputs a tuple (σ̂1, . . . , σ̂u)
of aggregate signatures.

Detectable Veri�cation J ← DVrfy(G, ((pk1,m1), . . . , (pkℓ,mℓ)), (σ̂1, . . . , σ̂u)):
A deterministic algorithm DVrfy takes as input a d-disjunct matrix G ∈
{0, 1}u×ℓ, a tuple ((pk1,m1), . . . , (pkℓ,mℓ)) of pairs of a public key and a
message, and a tuple (σ̂1, . . . , σ̂u) of aggregate signatures, and it outputs a
set J of pairs of a public key and a message.

It is required that D-ASIG scheme meets correctness as follows:

De�nition 14 (Correctness). A D-ASIG scheme D-ASig = (KGen, Sign, Vrfy,
DAgg, DVrfy) satis�es correctness if the following conditions hold:

� For every (pk, sk)← KGen(1λ) and every m ∈M, it holds that Vrfy(pk,m, σ) =
1 with overwhelming probability, where σ ← Sign(sk,m).

� For every d-disjunct matrix G ∈ {0, 1}u×ℓ, for every (pki, ski)← KGen(1λ),
and every mi ∈M for all i ∈ [ℓ], it holds that

DVrfy(G, ((pk1,m1), . . . , (pkℓ,mℓ)), (σ̂1, . . . , σ̂ℓ)) = ∅

with overwhelming probability, where (σ̂1, . . . , σ̂ℓ)← DAgg(G, ((pk1,m1, σ1),
. . ., (pkℓ,mℓ, σℓ))) and σi ← Sign(pki,mi) for all i ∈ [ℓ].

We de�ne security notions of D-ASIG, EUF-CMA security and identifiablity.
EUF-CMA security is formalized as in [21]:

De�nition 15 (EUF-CMA security). A D-ASIG scheme D-ASig = (KGen,
Sign, Vrfy, DAgg, DVrfy) satis�es EUF-CMA security for any PPT adversary
A against D-ASig, the advantage Adveuf-cma

D-ASig,A(λ) := Pr[A wins] is negligible in λ.
[A wins] is the event that A wins in the following game:

Setup. A challenger generates a key-pair (pk1, sk1)← KGen(1λ) and sets Q ←
∅. It gives pk1 to A.

Queries. A is allowed to access the following oracle:
� SIGN: Given a signing-query m ∈ Q, signing oracle SIGN returns σ ←

Sign(sk1,m) and sets Q ← Q∪ {m}.
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Output. A outputs (G, ((pkγ(1),m1), . . . , (pkγ(ℓ),mℓ)), (σ̂1, . . . , σ̂u)), where γ :
[ℓ]→ [ℓ] is a permutation. The challenger computes
J ← DVrfy(G, ((pkγ(1),m1), . . . , (pkγ(ℓ),mℓ)), (σ̂1, . . . , σ̂u)).
A wins if (pkγ(z),mz) /∈ J and mz /∈ Q hold, where z ∈ [ℓ] is a message-index
such that γ(z) = 1.

We newly introduce the notion of identifiablity in the context of aggregate
signatures: identifiablity guarantees that, from the aggregate signature, (i) valid
messages must be regarded as valid; and (ii) invalid messages must be regarded
as invalid, even in presence of malicious adversary. This notion is formalized as
follows.

De�nition 16 (Identi�ability). Regarding the identifiability of D-ASIG scheme
D-ASig = (KGen, Sign, Vrfy, DAgg, DVrfy), we de�ne identifiability-completeness
and identifiability-soundness. We consider the following security game: Let A be
a PPT adversary against D-ASig.

Setup. The challenger generates a key-pair (pk1, sk1) ← KGen(1λ) and sets
Q ← ∅. It gives pk1 to A.

Queries. A is allowed to access the following oracle:
� SIGN: Given a sign-query m ∈ Q, signing oracle SIGN returns σ ←

Sign(sk1,m) and sets Q ← Q∪ {m}.
Output. A outputs (G, (pkγ(1),m1, σ1), . . . , (pkγ(ℓ),mℓ, σℓ)), where γ : [ℓ] → [ℓ]

is a permutation. The challenger computes (σ̂1, . . . , σ̂u)← DAgg(G, (pkγ(1),m1, σ1),
. . ., (pkγ(ℓ),mℓ, σℓ)) and J ← DVrfy(G, (pkγ(1),m1), . . . , (pkγ(ℓ),mℓ)), (σ̂1, . . . , σ̂u)).

identifiability-completeness and identifiability-soundness are de�ned as follows: For
a set {(pkγ(1),m1, σ1), . . . , (pkγ(ℓ),mℓ, σℓ)}, let D = {(pkγ(i),mi) | i ∈ [ℓ] ∧
Vrfy(pkγ(i),mi, σi) = 0}, and D̄ = {(pkγ(i),mi) | i ∈ [ℓ]∧Vrfy(pkγ(i),mi, σi) = 1}.
Let z ∈ [ℓ] be a message-index such that γ(z) = 1.

� Completeness: D-ASig satis�es identifiability-completeness if for any PPT
adversary A, the following advantage is negligible in λ:

Advcomplete

D-ASig,A (λ) := Pr
[
(pkγ(z),mz) ∈ D̄ ∩ J

]
.

� Soundness: D-ASig satis�es identifiability-soundness if for any PPT adver-
sary A, the following advantage is negligible in λ:

AdvsoundD-ASig,A(λ) := Pr
[
(pkγ(z),mz) ∈ D\J

]
.

In addition, identifiability-weak-soundness is de�ned in the same way as the
de�nition of identifiability-soundness except that the advantage of a PPT adver-
sary A is de�ned as

Advw-soundD-ASig,A(λ) := Pr
[
(pkγ(z),mz) ∈ D′\J

]
,

where D′ = {(pkγ(i),mi) | i ∈ [ℓ] ∧ Vrfy(pkγ(i),mi, σi) = 0 ∧mi /∈ Q}.
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The following proposition shows the relation between EUF-CMA security and
identifiability-weak-soundness.

Proposition 2. If a D-ASIG scheme D-ASig meets EUF-CMA security, then it
also satis�es identifiability-weak-soundness.

Proof. By using a PPT adversary A breaking identifiability-weak-soundness, we
construct a PPT algorithm Feuf breaking EUF-CMA security, as follows: It takes
as input the public key pk1 of D-ASig and gives pk1 to A. By using the given sign-
ing oracle SIGNeuf , Feuf simulates the oracle access of A in the straightforward
way. When A outputs (G, (pkγ(1),m1, σ1), . . . , (pkγ(ℓ),mℓ, σℓ)), Feuf computes
(σ̂1, . . . , σ̂u) ← DAgg(G, (pkγ(1),m1, σ1), . . ., (pkγ(ℓ),mℓ, σℓ)), and outputs (G,
((pkγ(1),m1), . . . , (pkγ(ℓ),mℓ)), (σ̂1, . . . , σ̂u)).

If the output of A ful�lls (pkγ(z),mz) ∈ {(pkγ(i),mi) | i ∈ [ℓ]∧Vrfy(pkγ(i),mi, σi) =
0 ∧ mi /∈ Q}\J for z ∈ [ℓ] such that γ(z) = 1, then the output of Feuf is a
forgery of EUF-CMA security game since (pkγ(z),mz) /∈ J and mz /∈ Q hold.

Thus, the output of Feuf is a valid forgery, and we obtain Advw-soundD-ASig,A(λ) ≤
Adveuf-cma

D-ASig,Feuf (λ). ⊓⊔

4.2 Generic Construction from Non-Adaptive Group-Testing

Construction I. We present a generic construction of D-ASIG starting from
any aggregate signature scheme and any d-disjunct matrix, and prove that the
resulting D-ASIG scheme satis�es EUF-CMA security, identifiability-completeness,
and identifiability-weak-soundness. By applying a non-adaptive group-testing based
on a d-disjunct matrix to DAgg and DVrfy algorithms, it is possible to detect
invalid pairs of a public key and a message.

Our construction D-ASig1 = (KGen, Sign, Vrfy, DAgg, DVrfy) is as follows:
Let ASIG = (KGenasig,Signasig,Vrfyasig,Aggasig,AVrfyasig) be an aggregate sig-
nature scheme. For G ∈ {0, 1}u×ℓ and i ∈ [u], let Si(G) = {j | j ∈ [ℓ]∧gi,j = 1}.

� (pk, sk)← KGen(1λ): Output (pk, sk)← KGenasig(1λ).
� σ ← Sign(sk,m): Output σ ← Signasig(sk,m).
� 1/0← Vrfy(pk,m, σ): Output 1/0← Vrfyasig(pk,m, σ).
� (σ̂1, . . . , σ̂u)← DAgg(G, ((pk1,m1, σ1), . . . , (pkℓ,mℓ, σℓ))):

1. For each i ∈ [u], generate σ̂i ← Aggasig((pkk,mk, σk)k∈Si(G)).
2. Output (σ̂1, . . . , σ̂u).

� J ← DVrfy(G, ((pk1,m1), . . . , (pkℓ,mℓ)), (σ̂1, . . . , σ̂u)):
1. J ← {(pk1,m1), . . . , (pkℓ,mℓ)}.
2. For each i ∈ [u], if AVrfyasig((pkk,mk)k∈Si(G), σ̂i) = 1 holds, then set
J ← J\{(pkk,mk, σk)}k∈Si(G).

3. Output J .

Theorem 1 and 2 show the security of D-ASig1.

Theorem 1. If an aggregate signature scheme ASIG meets EUF-CMA security,
then the resulting D-ASIG scheme D-ASig1 satis�es EUF-CMA security.
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Proof. We prove the theorem by constructing a PPT algorithm Fasig
I breaking

the EUF-CMA security of ASIG. Fasig
I is constructed as follows: In Setup phase,

it takes as input the public key pk1 of ASIG. It sets Q ← ∅ and gives pk1 to A.
SIGN oracle is simulated as follows:

� SIGN: Given a sign-query m ∈ M, issue m to the given signing oracle
SIGNasig and get the response σ. Return σ and set Q ← Q∪ {m}.

When A outputs ((G, ((pkγ(1),m1), . . . , (pkγ(ℓ),mℓ)), (σ̂1, . . . , σ̂u)), then Fasig
I com-

putes J ← DVrfy(G, ((pkγ(1),m1), . . . , (pkγ(ℓ),mℓ)), (σ̂1, . . . , σ̂u)). If there ex-
its a message-index z ∈ [ℓ] such that γ(z) = 1, (pkγ(z),mz, σz) /∈ J , and
mz /∈ Q, then it checks whether there exits i ∈ [u] such that z ∈ Si(G) and
AVrfyasig((pkγ(j),mj)j∈Si(G), σ̂i) = 1. If there exists such an index i ∈ [ℓ], then
Fasig

I outputs (pkγ(j),mj)j∈Si(G) and σ̂i. Otherwise, it aborts.

We show that the output of Fasig
I is a valid forgery. If A outputs a valid

forgery ((G, ((pkγ(1),m1), . . . , (pkγ(ℓ),mℓ)), (σ̂1, . . . , σ̂u)), then there exist the
above indexes z ∈ [ℓ] and i ∈ [u] such that mz /∈ Q holds, and AVrfy accepts
(((pkγ(j),mj))j∈Si(G), σ̂i) due to the winning condition of A (i.e., mz /∈ Q and

(pkγ(z),mz) /∈ J). Thus, the output of Fasig
I is a valid forgery in the EUF-CMA

security game of ASIG, and we obtain Adveuf-cma
D-ASig,A(λ) ≤ Adveuf-cma

ASIG,Fasig
I

(λ). ⊓⊔

Theorem 2. For identifiability, the resulting D-ASIG scheme D-ASig1 satis�es
the following:

� If G is a d-disjunct matrix, and an aggregate signature scheme ASIG meets
correctness, then D-ASig1 satis�es identifiability-completeness.

� If an aggregate signature scheme ASIG meets EUF-CMA security, then D-ASig1

satis�es identifiability-weak-soundness.

Proof. We prove that D-ASig1 satis�es identifiability-completeness. For the output
(G, (pkγ(1),m1, σ1), . . . , (pkγ(ℓ),mℓ, σℓ)) of A, let

(σ̂1, . . . , σ̂u)← DAgg(G, ((pkγ(1), σ1), . . . , (pkγ(1), σ1)))

be a tuple of aggregate signatures. For any valid pair (pkγ(v),mv) such that

Vrfyasig(pkγ(v),mv, σv) = 1 (v ∈ [ℓ]), there exists a valid pair (((pkγ(j),mj))j∈Si(G), σ̂i)
such that v ∈ Si(G) and Vrfyasig(((pkγ(j),mj))j∈Si(G), σ̂i) = 1, due to the d-
disjunct property of G and the correctness of ASIG. Thus J does not include valid
pairs (pkγ(v),mv) with overwhelming probability, and we have Advcomplete

D-ASig1,A(λ) ≤
negl(λ).

By Proposition 2 and Theorem 1, D-ASig1 satis�es identifiability-soundness,
and we obtain Advw-soundD-ASig1,A(λ) ≤ Adveuf-cma

ASIG,Fasig
I

(λ).
From the discussion above, D-ASig satis�es both identifiability-completeness

and identifiability-weak-soundness, and the proof is completed. ⊓⊔
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Construction II. Construction I does not meet identifiability-soundness in gen-
eral. Although Construction I is useful to detect substituted messages, some
applications may need identifiability-soundness. Thus, we propose a generic con-
struction D-ASig2 of D-ASIG schemes with identifiability-soundness property. The
idea of this construction is as follows: We apply a SNARK system to DAgg al-
gorithm. Namely, we consider a relation

Rsnk ={(((pki,mi)i∈[ℓ], σ̂
asig), (σi)i∈[ℓ]) |

σ̂asig = Aggasig((pki, σi)i∈[ℓ]) ∧ (∀i ∈ [ℓ],Vrfyasig(pki,mi, σi) = 1)},

where (pki,mi)i∈[ℓ], σ̂
asig) is a statement and (σi)i∈[ℓ] is a witness. Then, given

multiple triplets (pkk,mk, σk)k∈Si(G) for the i-th aggregation, DAgg generates

a proof for a statement ((pkk,mk)k∈Si(G), σ̂
asig
i ) by letting (σi)i∈[ℓ] be a wit-

ness, where σ̂asig
i is an aggregate signature of an underlying aggregate signature

scheme. If there are at least a triplets (pki,mi, σi) such that Vrfy(pki,mi, σi) =
0, then the veri�cation of the SNARK system rejects, due to the knowledge-

soundness property.
Furthermore, we can apply a concrete SNARK system under a non-standard

assumption [13, 8, 2, 18, 14, 19, 32, 7, 27], since it is proven in [17] that for any
SNARG/SNARK system for NP languages, there is no proof of soundness via
any black-box reduction from a falsi�able assumption such as a one-way function,
a trapdoor permutation, RSA, CDH, DDH, and LWE assumptions.

This generic construction uses the following primitives:

� An aggregate signature scheme ASIG = (KGenasig, Signasig, Vrfyasig, Aggasig,
AVrfyasig).

� A publicly veri�able SNARK system ΠSNARK = (Gen,P,V).

D-ASig2 = (KGen, Sign, Vrfy, DAgg, DVrfy) is constructed as follows: For a
security parameter λ, generate (crs, vrs)← Gen(1λ), and let (crs, vrs) be a public
parameter of D-ASig2.

� (pk, sk)← KGen(1λ): Output (pk, sk)← KGenasig(1λ).
� σ ← Sign(sk,m): Output σ ← Signasig(skasig,m).
� 1/0← Vrfy(pk,m, σ): Output 1/0← Vrfyasig(pkasig,m, σ).
� (σ̂1, . . . , σ̂u)← DAgg(G, ((pk1,m1, σ1), . . . , (pkℓ,mℓ, σℓ))):

1. For each i ∈ [u], do the following:
(a) σ̂asig

i ← Aggasig((pkk,mk, σk)k∈Si(G)).
(b) π̂i ← P(crs, ((pkk,mk)k∈Si(G), σ̂

asig
i ), (σk)k∈Si(G)). Notice that π̂i is

a proof for a witness (σk)k∈Si(G) such that

σ̂asig
i = Aggasig((pkk,mk, σk)k∈Si(G)) ∧ (∀k ∈ Si(G),Vrfyasig(pkk,mk, σk) = 1).

(c) Let σ̂i := (σ̂asig
i , π̂i).

2. Output (σ̂1, . . . , σ̂u).
� J ← DVrfy(G, ((pk1,m1), . . . , (pkℓ,mℓ)), (σ̂1, . . . , σ̂u)):

1. J ← {(pk1,m1), . . . , (pkℓ,mℓ)}.
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2. For each i ∈ [u], set J ← J\{(pkj ,mj)}j∈Si(G) if AVrfyasig((pkk,mk)k∈Si(G), σ̂i) =
1 and V(vrs, (pkk,mk)k∈Si(G), π̂i) = 1.

3. Output J .

The security of D-ASig2 is shown as follows.

Theorem 3. If an aggregate signature scheme ASIG meets EUF-CMA security,
then the resulting D-ASIG scheme D-ASig2 satis�es EUF-CMA security.

Proof. By using a PPT adversary A breaking the EUF-CMA security of D-ASig2,
we construct a PPT algorithm Fasig

II breaking the EUF-CMA security of ASIG, as
follows: In Setup phase, it takes as input the public key pk1 of ASIG. It generates
crs ← Gen(1λ) and Q ← ∅ and gives pk1 to A. The SIGN oracle in EUF-CMA
security game is simulated as follows:

� SIGN: Given a sign-query m ∈ M, issue m to the given signing oracle
SIGNasig and get the response σ. Return σ and set Q ← Q∪ {m}.

InOutput phase, A outputs (G, ((pkγ(1),m1), . . . , (pkγ(ℓ),mℓ)), (σ̂1, . . . , σ̂u)).
Then, Fasig

II computes J ← DVrfy(G, ((pkγ(1),m1), . . . , (pkγ(ℓ),mℓ)), (σ̂1, . . . , σ̂u)),
and �nds z ∈ [ℓ] such that γ(z) = 1 and mz /∈ Q. If there exists i ∈ [u] such that

� z ∈ Si(G),
� AVrfyasig((pkγ(k),mk)k∈Si(G), σ̂

asig∗
i ) = 1, and

� V(vrs, ((pkγ(k),mk)k∈Si(G), σ̂
asig∗
i ), π̂i) = 1,

then it outputs the pair ((pkγ(k),mk)k∈Si(G), σ̂
asig∗
i ) and halts.

We show that the output of Fasig
II is a valid forgery in the EUF-CMA security

game of ASIG. The output of A ful�lls the condition of forgeries of D-ASig2:
(pkγ(z),mz) /∈ J and mz /∈ Q. Then, due to (pkγ(z),mz) /∈ J , there exists i ∈ [u]
such that AVrfyasig algorithm accepts ((pkγ(j),mj)j∈Si(G), σ̂

asig
i ). Besides, mz /∈

Q holds. Therefore, the output of Fasig
II is a valid forgery of ASIG, and we have

Adveuf-cma
D-ASig2,A(λ) ≤ Adveuf-cma

ASIG,Fasig
II

(λ). ⊓⊔

Theorem 4. For identi�ability, the resulting D-ASIG scheme D-ASig2 meets the
following:

� If G ∈ {0, 1}u×ℓ is a d-disjunct matrix, and an aggregate signature scheme
ASIG meets correctness, then D-ASig2 satis�es identifiability-completeness.

� If G ∈ {0, 1}u×ℓ is a d-disjunct matrix, and a SNARK system ΠSNARK meets
knowledge-soundness, then D-ASig2 satis�es identifiability-soundness.

Proof. Let A be a PPT adversary against D-ASig2. We prove that D-ASig2 sat-
is�es identifiability-completeness. Let (G, (pkγ(1),m1, σ1), . . . , (pkγ(ℓ),mℓ, σℓ)) be
the output of a PPT adversary A. For any pair (pkγ(v),mv, σv) (v ∈ [ℓ]) such
that Vrfyasig(pkasig

γ(v),mv, σv) = 1, there exists i ∈ [u] such that v ∈ Si(G),

AVrfyasig((pkγ(v),mv)v∈Si(G), σ̂
asig
i ) = 1, and V(vrs, ((pkγ(k),mk)k∈Si(G), σ̂i), π̂i) =
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1. Then, due to the correctness of ASIG and the completeness of ΠSNARG, such a
pair (pkγ(v),mv) is not in J . Thus, we have Advcomplete

D-ASig2,A(λ) ≤ negl(λ).
Next, we prove that D-ASig2 satis�es identifiability-soundness. We construct

a PPT algorithm Fsd breaking the knowledge-soundness of ΠSNARK as follows: In
Setup phase, it takes as input the CRS crs and the veri�cation key vrs of ΠSNARK.
It generates (pk1, sk1) ← KGen(1λ), sets Q ← ∅, and gives pk1 to A. Since Fsd

has a secret key sk1, it can simulate SIGN oracle in the straightforward way.
When A outputs (G, (pkγ(1),m1, σ1), . . . , (pkγ(ℓ),mℓ, σℓ)), Fsd computes

(σ̂1, . . . , σ̂u)← DAgg(G, ((pkγ(1), σ1), . . . , (pkγ(ℓ), σℓ))), and

J ← DVrfy(G, ((pkγ(1),m1), . . . , (pkγ(ℓ),mℓ)), (σ̂1, . . . , σ̂u)).

Then, it �nds z ∈ [ℓ] such that γ(z) = 1 and Vrfy(pkγ(z),mz, σz) = 0. If there
exits i ∈ [u] such that z ∈ Si(G), AVrfyasig((pkγ(k),mk)k∈Si(G), σ̂

asig
i ) = 1,

and V(vrs, ((pkγ(k),mk)k∈Si(G), σ̂
asig
i ), π̂i) = 1, then Fsd outputs the triplets

(x, π̂i;w), where x = ((pkγ(k),mk)k∈Si(G), σ̂
asig
i ) and w = (σk)k∈Si(G).

Fsd simulates the environment of A completely. We show that Fsd breaks
the knowledge-soundness of ΠSNARK. The output of A ful�lls (pkγ(z),mz) ∈ D\J
for z ∈ [ℓ] such that γ(z) = 1. Then, due to (pkγ(z),mz) /∈ J , there exists

i ∈ [u] such that z ∈ Si(G), AVrfyasig((pkγ(k),mk)k∈Si(G), σ̂
asig
i ) = 1, and

V(vrs, ((pkγ(k),mk)k∈Si(G), σ̂
asig
i ), π̂i) = 1. In addition, the pair of the statement

x = ((pkγ(k),mk)k∈Si(G), σ̂
asig∗
i ) and the witness w = (σk)k∈Si(G) does not meet

the relation

Rsnk = {(x,w) |σ̂asig
i = Aggasig((pkγ(k), σk)k∈Si(G))∧

(∀k ∈ Si(G),Vrfyasig(pkγ(k),mk, σk) = 1)}

since Vrfyasig(pkγ(z),mz, σz) = 0 holds. Hence, Fsd breaks the knowledge-soundness

of ΠSNARK, and we have AdvsoundD-ASig2,A(λ) ≤ Advk-soundΠSNARK,Fsd(λ).
From the above discussion, the proof is completed. ⊓⊔

4.3 Instantiations Based on Pairing

In this section, we give concrete constructions of D-ASIG schemes by apply-
ing concrete primitives to generic constructions presented in Section 4.2. For all
generic constructions of D-ASIG schemes, we apply the pairing-based construc-
tion of aggregate signature schemes proposed in [4].

Instantiation of Construction I. We describe a concrete construction of
D-ASig1 by using an aggregate signature scheme of [4] and any non-adaptive
group testing protocol with d-disjunct matrices.

An instantiation D-ASigp1 = (KGen,Sign,Vrfy,DAgg,DVrfy) of D-ASig1 is de-
scribed as follows: For a security parameter λ, set the following public parameters



18 Shingo Sato, Junji Shikata, and Tsutomu Matsumoto

� G1 and G2 are multiplicative cyclic groups of prime order p.
� g1 and g2 are generators of G1 and G2, respectively.
� ψ is a computable isomorphism from G2 to G1.
� The bilinear map e : G1 ×G2 → GT with a target group GT .
� A message space is {0, 1}∗.
� H : {0, 1}∗ → G1 is a random oracle.

The algorithms (KGen,Sign,Vrfy,DAgg,DVrfy) are as follows:

� (pk, sk) ← KGen(1λ): Choose x $← Zp and compute v ← gx
2 ∈ G2. Output

pk = v and sk = x.
� σ ← Sign(sk,m): Output σ ← hx ∈ G1, where h← H(m) ∈ G1.
� 1/0← Vrfy(pk,m, σ): Output 1 if e(σ, g2) = e(H(m), v) holds, where pk = v.
Output 0 otherwise.

� (σ̂1, . . . , σ̂u)← DAgg(G, (pk1,m1, σ1), . . . , (pkℓ,mℓ, σℓ)): By using G ∈ {0, 1}u×ℓ,
generate a tuple of signatures as follows:
1. For each i ∈ [u], σ̂i ←

∏
k∈Si(G) σk.

2. Output (σ̂1, . . . , σ̂u).
� J ← DVrfy(G, (pk1, . . . , pkℓ), (m1, . . . ,mℓ), (σ̂1, . . . , σ̂u)): Generate a set J of
invalid message and signature pairs as follows:
1. J ← {(pk1,m1), . . . , (pkℓ,mℓ)}.
2. For each i ∈ [u], set J ← J\{(pkk,mk)}k∈Si(G) if e(σ̂i, g2) =

∏
k∈Si(G) e(H(mk), vk),

where vk = pkk for k ∈ Si(G).
3. Output J .

By combining Proposition 1, Theorems 1 and 2, we obtain the following result
about security of the above scheme.

Corollary 1. If (G1, G2) is a bilinear group pair for co-Di�e-Hellman, then
the resulting scheme D-ASigp1 satis�es EUF-CMA security.

In addition, D-ASigp1 satis�es the following identi�ability:

� If G is a d-disjunct matrix, then D-ASigp1 satis�es identifiability-completeness.
� If (G1, G2) is a bilinear group pair for co-Di�e-Hellman, D-ASigp1 satis�es

identifiability-weak-soundness.

However, we note that D-ASigp1 does not meet identifiability-soundness, which
can be seen as follows. An adversary has ((pk1,m1, σ1), . . . , (pkℓ,mℓ, σℓ)) such
that

σ1 = H(m1)x1 , σ2 = H(m2)x2 , σ3 = H(m3)x3 , . . . , σℓ = H(mℓ)xℓ ,

(where sk1 = x1, sk2 = x2, . . . , skℓ = xℓ),

by accessing SIGN oracle and generating key-pairs by itself. Then, it outputs
((pk1,m1, σ

′
1), (pk2,m2, σ

′
2), (pk3,m3, σ3), . . . , (pkℓ,mℓ, σℓ)) such that

σ′
1 = H(m1)x1γ, σ′

2 = H(m2)x2γ−1, σ3 = H(m3)x3 , . . . , σℓ = H(mℓ)xℓ ,
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where γ ̸= 1, Vrfy of ASIGBGLS accepts this output, since

e(σ′
1σ

′
2

ℓ∏
i=3

σi, g2) = e(
ℓ∏

i=1

σi, g2)

holds. Thus, although the triplets (pk1,m1, σ
′
1), (pk2,m2, σ

′
2) are invalid, σ̂′ :=

σ′
1σ

′
2

∏ℓ
i=3 σi is valid aggregate signature on ((pk1,m1), . . . , (pkℓ,mℓ)). Hence,

the output satis�es the winning condition in identifiability-soundness game.

Instantiation of Construction II. We describe a concrete construction of
D-ASig2 by applying an aggregate signature scheme [4] and a SNARK system
[18].

An instantiation D-ASigp2 = (KGen,Sign,Vrfy,DAgg,DVrfy) of D-ASig2 is de-
scribed as follows: For a security parameter λ, set the following public parameters

� G1 and G2 are multiplicative cyclic groups of prime order p.
� g1 and g2 are generators of G1 and G2, respectively.
� ψ is a computable isomorphism from G2 to G1.
� The bilinear map e : G1 ×G2 → GT with a target group GT .
� A message space is {0, 1}∗.
� H : {0, 1}∗ → G1 is a random oracle.
� The relation generator R of the underlying SNARK system generates the
relation Rsnk described in Construction II, with the form

Rsnk = (p,G1, G2, GT , e, g1, g2, l, {usnk
i (X), vsnk

i (X), wsnk
i (X)}i∈{0,1,...,m}, t

snk(X)).

In addition, the CRS crs of the SNARK system is generated as follows: For the
above parameters g1, g2, and e : G1 ×G2 → GT , we de�ne [a]1, [b]2, and [c]T as
ga
1 , g

b
2, and e

′(g1, g2)c, respectively, where e′ : G1 ×G2 → GT is a bilinear map
with a target group GT .

1. α, β, γ, δ, x
$← Z∗

q .
2. crs = ([crs1]1, [crs2]2) is computed as follows:

crs1 =

(
α, β, δ, {x}i∈{0,1,...,n−1}, {

βusnk
i (x)+αvsnk

i (x)+wsnk
i (x)

γ }i∈{0,1,...,l},

{βusnk
i (x)+αvsnk

i (x)+wsnk
i (x)

δ }i∈{l+1,...,m}, {xitsnk(x)
δ }i∈{0,1,...,n−2}

)
, and

crs2 =
(
β, γ, δ, {xi}i∈{0,1,...,n−1}

)
.

Notice that the veri�cation key of the scheme [18] corresponds to the above crs
since it is publicly veri�able.

The algorithms (KGen,Sign,Vrfy,DAgg,DVrfy) are given as follows:

� (pk, sk) ← KGen(1λ): Choose x $← Zp and compute v ← gx
2 ∈ G2. Output

pk = v and sk = x.
� σ ← Sign(sk,m): Output σ ← hx ∈ G1, where h← H(m) ∈ G1.
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� 1/0← Vrfy(pk,m, σ): Output 1 if e(σ, g2) = e(H(m), v) holds, where pk = v.
Output 0 otherwise.

� (σ̂1, . . . , σ̂u)← DAgg(G, (pk1,m1, σ1), . . . , (pkℓ,mℓ, σℓ)): By using G ∈ {0, 1}u×ℓ,
generate a tuple of signatures as follows:
1. For each i ∈ [u], do the following:
• σ̂asig

i ←
∏

k∈Si(G) σk.

• Generate π̂i as follows: Let a
(i)
0 = 1, and generate the form (a(i)

1 , . . . , a
(i)
m ) ∈

Zm
p of the statement ((pkk),mk)k∈Si(G), σ̂

asig
i ) and the witness (σ)i∈[ℓ].

Choose ri, si
$← Zp and compute π̂i = ([Ai]1, [Ci]1, [Bi]2), where

Ai = α+
m∑

j=0

a
(i)
j usnk

j (x) + riδ, Bi = β +
m∑

j=0

a
(i)
j vsnk

j (x) + siδ,

Ci =

∑m
j=l+1 a

(i)
j (βusnk

j (x) + αvsnk
j (x) + wsnk

j (x)) + hi(x)tsnk(x)
δ

+Aisi +Biri − risiδ.

• Let σ̂i = (σ̂asig
i , σ̂i)

2. Output (σ̂1, . . . , σ̂u).
� J ← DVrfy(G, (pk1, . . . , pkℓ), (m1, . . . ,mℓ), (σ̂1, . . . , σ̂u)): Generate a set J of
invalid message and signature pairs as follows:
1. J ← {(pk1,m1), . . . , (pkℓ,mℓ)}.
2. For each i ∈ [u], set J ← J\{(pkk,mk)}k∈Si(G) if the following holds for

σ̂i = (σ̂asig
i , π̂ = ([Ai]1, [Ci]1, [Bi]2)):

e(σ̂asig
i , g2) =

∏
k∈Si(G)

e(H(mk), vk), where vk = pkk for k ∈ Si(G), and

[Ai]1 · [Bi]2 = [α]1 · [β]2 +
l∑

j=0

a
(i)
j

[
βusnk

j (x) + αvsnk
j (x) + wsnk

j (x)
γ

]
1

· [γ]2 + [Ci]1 · [δ]2,

where let a
(i)
0 = 1, and let (a(i)

1 , . . . , a
(i)
l ) ∈ Zl

p be the statement-form

generated from ((pkk,mk)k∈Si(G), σ̂
asig
i ).

3. Output J .

By combining Propositions 1 and 4, and Theorems 3 and 4, we have the
following result.

Corollary 2. If (G1, G2) is a bilinear group pair for co-Di�e-Hellman, then
the resulting scheme D-ASigp2 satis�es EUF-CMA security.

In addition, D-ASigp2 satis�es the following identi�ability:

� If G is a d-disjunct matrix, then D-ASigp2 satis�es identifiability-completeness.
� If (G1, G2) is a bilinear group pair for co-Di�e-Hellman, then D-ASigp2

satis�es identifiability-weak-soundness under the generic bilinear group model.
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5 Interactive Aggregate Signature with Detecting

Functionality

5.1 Model and Security De�nition

In this section, we introduce a formal model and security de�nition of interactive
aggregate signature scheme with detecting functionality (D-IASIG for short). In
D-IASIG, each signer with a public key pki generates a signature σi on his/her
local message mi by using Sign, and sends (pki,mi, σi) to Aggregator DAgg. In
order to specify all the invalid messages, Aggregator DAgg and Veri�er DVrfy
repeat the following process: DAgg selects a subset of pairs of public keys and
messages, and generates a tuple of aggregate signatures from the multiple signa-
tures of the selected pairs of public keys and messages; On receiving a set of pairs
of public keys and messages and the tuple of aggregate signatures, DVrfy checks
whether there is an invalid pair of a public key and a message by using aggregate
signatures; Through a feedback channel3 which is an authenticated channel with
low bandwidth, DVrfy transmits the veri�cation result to DAgg. Finally, DVrfy
outputs a list that speci�es invalid pairs of public keys and messages.

Formally, an interactive aggregate signature scheme with detecting function-
ality (D-IASIG for short) consists of an interactive protocol ⟨DAgg,DVrfy⟩ be-
tween two polynomial-time algorithms DAgg and DVrfy with six polynomial-time
algorithm (KGen, Sign, Vrfy, Agg, AVrfy, GSel): For a security parameter λ, and
letM =M(λ) be a message space.

Key Generation (pk, sk)← KGen(1λ): A randomized algorithm KGen takes as
input a security parameter 1λ, and it outputs a public key pk and a secret
key sk.

Signing σ ← Sign(sk,m): A randomized or deterministic algorithm Sign takes
as input a secret key sk and a message m ∈ M, and it outputs a signature
σ.

Veri�cation 1/0 ← Vrfy(pk,m, σ): A deterministic algorithm Vrfy takes as in-
put a public key, a message m ∈ M, and a signature σ, and it outputs 1 or
0.

Aggregation σ̂ ← Agg((pk1,m1, σ1), . . . , (pkℓ,mℓ, σℓ)): A randomized or deter-
ministic algorithm Agg takes as input a tuple ((pk1,m1, σ1), . . ., (pkℓ,mℓ, σℓ))
of triplets of a public key, a message, and a signature, and it outputs an ag-
gregate signature σ̂.

Aggregate Veri�cation 1/0 ← AVrfy(((pk1,m1), . . . , (pkℓ,mℓ)), σ̂): A deter-
ministic algorithm AVrfy takes as input a tuple ((pk1,m1), . . . , (pkℓ,mℓ)) of
pairs of a public key and a message, and an aggregate signature σ, and it
outputs 1 or 0.

Group Selection ({G(s)
1 , . . . ,G(s)

u(s)}, st(s))← GSel(J (s−1), {G(s−1)
1 , . . . ,G(s−1)

u(s−1)}, st(s−1)):
Let PMS = {(pk1,m1, σ1), . . . , (pkℓ,mℓ, σℓ)}. A deterministic algorithm

3 For simplicity, we assume such a feedback channel physically, but we may use an
independent digital signature scheme while maintaining keyless aggregation if a feed-
back channel is not authenticated.
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GSel takes as input a subset J (s−1) ⊆ PMS, subsets G(s−1)
1 , . . . ,G(s−1)

u(s−1)

of J (s−1), and the current internal state st(s−1). It outputs new subsets

{G(s)
1 , . . . ,G(s)

u(s)} and the next internal state st(s).
Interactive-Detection J ← ⟨DAgg(PMS),DVrfy(PM)⟩:

Let PMS = {(pki,mi, σi)}i∈[ℓ], and PM = {(pki,mi)}i∈[ℓ]. The N -stage
interactive protocol ⟨DAgg,DVrfy⟩ between two polynomial-time DAgg and
DVrfy takes as input (PMS,PM), and it outputs a set J of invalid pairs of
a public key and a message.

Furthermore, we describe the protocol-framework of ⟨DAgg(PMS),DVrfy(PM)⟩.
For PMS and a subset G ⊆ PM, let S(G) = {(pk,m, σ) ∈ PMS | (pk,m) ∈

G}. Let s = 1, u(0) = 1, G(0)
1 = PM, J (0) = PM, and st(0) = ∅ at the setup

phase. The s-th stage process of DAgg and DVrfy is as follows (s ∈ [N ]):

DAgg(PMS): If s = 1, then start from Step 2:

Step 1: Receive (bu
(s−1)

1 , . . . , b
(s−1)

u(s−1)) ∈ {0, 1}u
(s−1)

from DVrfy, and set J (s−1) ←
J (s−2)\{(pk,m) | i ∈ [u(s−1)] ∧ b(s−1)

i = 1 ∧ (id,m) ∈ G(s−1)
i }.

� If s > N or J (s−1) = ∅, then halt.
� Otherwise, move to Step 2.

Step 2: ({G(s)
1 , . . . ,G(s)

u(s)}, st(s))← GSel(J (s−1), {G(s−1)
1 , . . . ,G(s−1)

u(s−1)}, st(s−1)).
Step 3: For each i ∈ [u(s)], σ̂(s)

i ← Agg(S(G(s)
i )).

Step 4: Send (σ̂(s)
1 , . . . , σ̂

(s)

u(s)) to DVrfy.

DVrfy(PM):

Step 1: Receive (σ̂(s)
1 , . . . , σ̂

(s)

u(s)) from DAgg.

Step 2: ({G(s)
1 , . . . ,G(s)

u(s)}, st(s))← GSel(J (s−1), {G(s−1)
1 , . . . ,G(s−1)

u(s−1)}, st(s−1)).
Step 3: Set J (s) ← J (s−1) and for each i ∈ [u(s)], do the following:

� b
(s)
i ← AVrfy(G(s)

i , σ̂
(s)
i ).

� J ← J\{(pk,m) | b(s)i = 1 ∧ (id,m) ∈ G(s)
i }.

Step 4: Send (bu
(s)

1 , . . . , b
(s)

u(s)) ∈ {0, 1}u
(s)

to DAgg. If s = N or J (s) = ∅, then
output J ← J (s) and halt.

When both algorithms DAgg and DVrfy halt, ⟨DAgg(PMS),DVrfy(PM)⟩ out-
puts J .

The correctness of D-IASIG is de�ned as follows:

De�nition 17 (Correctness). A D-IASIG scheme ⟨DAgg,DVrfy⟩ with (KGen,
Sign, Vrfy, Agg, AVrfy, GSel) satis�es correctness if the following conditions hold:

� For every (pk, sk)← KGen(1λ) and every m ∈M, it holds that Vrfy(pk,m, σ) =
1 with overwhelming probability, where σ ← Sign(sk,m).

� For every (pki, ski) ← KGen(1λ) and every mi ∈ M for all i ∈ [ℓ], it
holds that AVrfy((pk1,m1), . . . , (pkℓ,mℓ), σ̂) = 1 with overwhelming proba-
bility, where σ̂ ← Agg((pk1,m1, σ1), . . ., (pkℓ,mℓ, σℓ)), and for all i ∈ [ℓ],
σi ← Sign(ski,mi).
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� For every (pki, ski) ← KGen(1λ) and every mi ∈ M for all i ∈ [ℓ], it holds
that ⟨DAgg(PMS),DVrfy(PM)⟩ = ∅ with overwhelming probability, where
σi ← Sign(ski,mi) for all i ∈ [ℓ].

We de�ne the security notions of D-IASIG: EUF-CMA security and identifiability.

De�nition 18 (EUF-CMA security). A D-IASIG scheme D-IASig = ⟨DAgg,DVrfy⟩
with (KGen, Sign, Vrfy, Agg, AVrfy, GSel) satis�es EUF-CMA security if for any
PPT adversary A against D-IASig, the advantage Adveuf-cma

D-IASig,A(λ) := Pr[A wins]
is negligible in λ. [A wins] is the event A wins in the following game:

Setup. A challenger generates (pk1, sk1)← KGen(1λ). It sets Q ← ∅ and gives
pk1 to A.

Queries. A is allowed to access the following oracle:
� SIGN: Given a sign-query m ∈ M, signing oracle SIGN returns σ ←

Sign(sk1,m) and sets Q ← Q∪ {m}.
Output. A outputs a forgery (pkγ(1),m1, σ1), . . ., (pkγ(ℓ),mℓ, σℓ). The chal-

lenger computes J ← ⟨DAgg(PMS),DVrfy(PM)⟩, where PMS = ((pkγ(1),m1, σ1),
. . ., (pkγ(ℓ),mℓ, σℓ)) and PM = ((pkγ(1),m1), . . ., (pkγ(ℓ),mℓ)).
A wins if (pkγ(z),mz) /∈ J and mz /∈ Q, where z ∈ [ℓ] is a message-index
such that γ(z) = 1.

De�nition 19 (Identi�ability). Regarding the identifiability of D-IASIG D-IASig =
⟨DAgg,DVrfy⟩ with (KGen, Sign, Vrfy, Agg, AVrfy, GSel), we de�ne identifiability-completeness
and identifiability-soundness. We consider the following security game: Let A be
a PPT adversary against D-IASig.

Setup. The challenger generates a key-pair (pk1, sk1) ← KGen(1λ) and sets
Q ← ∅. It gives pk1 to A.

Queries. A is allowed to access the following oracle:
� SIGN: Given a sign query m ∈ M, signing oracle SIGN returns σ ←

Sign(sk1,m) and sets Q ← Q∪ {m}.
Output. A outputs ((pkγ(1),m1, σ1), . . . , (pkγ(ℓ),mℓ, σℓ)). The challenger com-

putes J ← ⟨DAgg(PMS),DVrfy(PM)⟩, where PMS = ((pkγ(1),m1, σ1),
. . ., (pkγ(ℓ),mℓ, σℓ)) and PM = ((pkγ(1),m1), . . ., (pkγ(ℓ),mℓ)).

identifiability-completeness and identifiability-soundness are de�ned as follows:
For PMS, let D := {(pkγ(i),mi) | i ∈ [ℓ] ∧ Vrfy(pkγ(i),mi, σi) = 0}, and D̄ :=
{(pkγ(i),mi) | i ∈ [ℓ] ∧ Vrfy(pkγ(i),mi, σi) = 1}. Let z ∈ [ℓ] be a message-index
such that γ(z) = 1.

� Completeness: D-IASig satis�es identifiability-completeness if for any PPT
adversary A, the following advantage is negligible in λ:

Advcomplete

D-IASig,A(λ) := Pr
[
(pkγ(z),mz) ∈ D̄ ∩ J

]
.

� Soundness: D-IASig satis�es identifiability-soundness if for any PPT adver-
sary A, the following advantage is negligible in λ:

AdvsoundD-IASig,A(λ) := Pr
[
(pkγ(z),mz) ∈ D\J

]
.
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In addition, identifiability-weak-soundness is de�ned in the same way as the
de�nition of identifiability-soundness except that the advantage of a PPT adver-
sary A is de�ned as

Advw-soundD-IASig,A(λ) := Pr
[
(pkγ(z),mz) ∈ D′\J

]
,

where D′ = {(pkγ(i),mi) | i ∈ [ℓ] ∧ Vrfy(pkγ(i),mi, σi) = 0 ∧mi /∈ Q}.

The following proposition shows the relation between EUF-CMA security and
identifiability-weak-soundness.

Proposition 3. If a D-IASIG scheme D-IASig meets EUF-CMA security, it also
satis�es identifiability-weak-soundness.

Proof. By using a PPT adversary A breaking identifiability-weak-soundness, we
construct Feuf breaking EUF-CMA security, as follows: It takes as input a pub-
lic key pk1 of D-IASig and gives pk1 to A. By using the given signing oracle
SIGNeuf in the EUF-CMA security game, it simulates the SIGN oracle in the
identifiability-weak-soundness game, in the straightforward way. When A outputs
((pkγ(1),m1, σ1), . . . , (pkγ(ℓ),mℓ, σℓ)), then Feuf also outputs ((pkγ(1),m1, σ1),
. . ., (pkγ(ℓ),mℓ, σℓ)).

If the output of A ful�lls (pkγ(z),mz) ∈ {(pkγ(i),mi) | i ∈ [ℓ]∧Vrfy(pkγ(i),mi, σi) =
0 ∧mi /∈ Q}\J for z ∈ [ℓ] such that γ(z) = 1, then the output of Feuf is a valid
forgery of D-IASig since (pkγ(z),mz) /∈ J and mz /∈ Q hold. Thus, the output of

Feuf is a valid forgery, and we obtain Advw-soundD-IASig,A(λ) ≤ Adveuf-cma
D-IASig,Feuf (λ). ⊓⊔

5.2 Generic Construction from Adaptive Group-Testing

Construction I. We propose a generic construction of D-IASig starting from
any aggregate signature scheme ASIG and any adaptive group-testing protocol
AGT. The idea of this construction lies in specifying invalid pairs of a public
key and a message by executing an adaptive group-testing protocol under the
following assumption:

� we regard PMS of D-IASig as a set of all tested items in AGT, where for all
i ∈ [ℓ], let idi = (pki,mi) and xi = σi,

� we regard PM of D-IASig as a set of all veri�cation-items in AGT, where for
all i ∈ [ℓ], let idi = (pki,mi) and vi = (pki,mi), and

� a relation of AGT is de�ned as R = {((pki,mi, σi), (pki,mi)) | i ∈ [ℓ] ∧
Vrfy(pki,mi, σi) = 0} ⊆ PMS × PM,

Let ASIG = (KGenasig,Signasig,Vrfyasig,Aggasig,AVrfyasig) be an aggregate
signature scheme, and let AGT = ⟨GSagt, ISagt⟩ be an adaptive group-testing
protocol with (GSelagt,Comsagt,Testagt).

Our construction D-IASig1 = ⟨DAgg,DVrfy⟩ with (KGen, Sign, Vrfy, Agg,
AVrfy, GSel) is as follows:

� (pk, sk)← KGen(1λ): Output (pk, sk)← KGenasig(1λ).
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� σ ← Sign(sk,m): Output σ ← Signasig(sk,m).
� 1/0← Vrfy(pk,m, σ): Output 1/0← Vrfyasig(pk,m, σ).
� σ̂ ← Agg((pk1,m1, σ1), . . . , (pkℓ,mℓ, σℓ)):
Output σ̂ ← Aggasig((pk1,m1, σ1), . . . , (pkℓ,mℓ, σℓ)).

� 1/0← AVrfy((pk1,m1), . . . , (pkℓ,mℓ), σ̂):
Output 1/0← AVrfyasig((pk1,m1), . . . , (pkℓ,mℓ), σ̂).

� ({G(s)
1 , . . . ,G(s)

u(s)}, st(s))← GSel(J (s−1), {G(s−1)
1 , . . . ,G(s−1)

u(s−1)}, st(s−1)):

Output ({G(s)
1 , . . . ,G(s)

u(s)}, st(s))← GSelagt(J (s−1), {G(s−1)
1 , . . . ,G(s−1)

u(s−1)}, st(s−1)).

Notice that the interactive protocol ⟨DAgg(PMS),DVrfy(PM)⟩ can be re-
garded as ⟨GSagt, ISagt⟩ which is replaced Comsagt and Testagt by Agg and AVrfy,
respectively. We describe the interactive protocol D-IASig1 = ⟨DAgg(PMS),DVrfy(PM)⟩,
as follows:

1. Let u(0) = 1, G(0)
1 = PM, J (0) = PM, and st(0) = ∅.

2. DAgg and DVrfy are executed by following the protocol-framework ⟨DAgg,DVrfy⟩
in Section 5.1, with the above GSel.

3. Output the result obtained by running the above protocol (i.e., a set J of
invalid pairs of a public key and a message).

Theorems 5 and 6 below show the security of D-IASig.

Theorem 5. If an aggregate signature scheme ASIG meets EUF-CMA security,
and an adaptive group-testing protocol AGT meets GT-soundness, then the result-
ing D-IASIG scheme D-IASig1 satis�es EUF-CMA security.

Proof. Let A be a PPT adversary against D-IASig1. First, we consider an ad-
versary which breaks the EUF-CMA security of D-IASig1 without making any
forgeries of ASIG. If this adversary outputs ((pkγ(1),m1, σ1), . . . , (pkγ(ℓ),mℓ, σℓ))
such that (pkγ(z),mz) /∈ J and mz /∈ Q (z ∈ [ℓ] and γ(z) = 1), then there ex-

ists (s, i) ∈ [N ] × [u(s)] such that AVrfyasig(G(s)
i , σ̂

(s)
i ) = 1. Since the adversary

does not generate any forgeries of ASIG, there exists such a pair (s, i) if D ̸⊆ J
holds. However, this does not occur with overwhelming probability, due to the
GT-soundness of AGT. Thus, there does not exist such an adversary with at least
probability 1− negl(λ).

Next, by using an adversary A making forgeries of ASIG, we construct a PPT
algorithm Fasig

I breaking the EUF-CMA of ASIG, as follows: It takes as input
a public key pk1 of ASIG and gives pk1 to A. By using the given signing ora-
cle SIGNasig, it can simulate SIGN oracles. When A outputs (pkγ(1),m1, σ1), . . .,
(pkγ(ℓ),mℓ, σℓ), Fasig

I runs J ← ⟨DAgg(PMS),DVrfy(PM)⟩. If there exists z ∈
[ℓ] such that γ(z) = 1, (pkγ(z),mz) /∈ J , and mz /∈ Q, then it checks whether there
exists a pair (s, i) ∈ [N ]×[u(s)] such that (pkγ(z),mz) ∈ G(s)

i and AVrfy(G(s)
i , σ̂

(s)
i ) =

1 hold, where σ̂
(s)
i ← Agg(S(G(s)

i )). If there exists such a pair, it outputs

(G(s)
i , σ̂

(s)
i ).

We show that the output of Fasig
I is a valid forgery of ASIG. If the output

of A ful�lls (pkγ(z),mz) /∈ J and mz /∈ Q for z ∈ [ℓ] such that γ(z) = 1,
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then there exists (s, i) such that (pkγ(z),mz) ∈ G(s)
i and AVrfy

(
G(s)

i , σ̂
(s)
i

)
=

1, due to (pkγ(z),mz) /∈ J . Hence, the output of Fasig
I satis�es the winning

condition in the EUF-CMA security game of ASIG, and we have Adveuf-cma
D-IASig1,A(λ) ≤

Adveuf-cma

ASIG,Fasig
I

(λ) + negl(λ). ⊓⊔

Theorem 6. For identifiability, the resulting D-IASIG scheme D-IASig1 meets
the following:

� If an adaptive group-testing protocol AGT meets GT-completeness, then D-IASig1

satis�es identifiability-completeness.
� If an aggregate signature scheme ASIG meets EUF-CMA security, and an
adaptive group-testing protocol AGT meets GT-soundness, then D-IASig1 sat-
is�es identifiability-weak-soundness.

Proof. Let A be a PPT adversary against D-IASig1. We prove that D-IASig1 sat-
is�es identifiability-completeness. Let ((pkγ(1),m1, σ1), . . . , (pkγ(ℓ),mℓ, σℓ)) be the
output of A. For any valid pair (pkγ(v),mv) such that Vrfyasig(pkγ(v),mv, σv) = 1

(v ∈ [ℓ]), there exists a valid pair (G(s)
i , σ̂

(s)
i ) ((s, i) ∈ [N ] × [u(s)]) such that

(pkγ(v),mv) ∈ G(s)
i and Vrfyasig(G(s)

i , σ̂i) = 1, due to the GT-completeness of
AGT. If the underlying ASIG meets correctness, then J does not include valid pairs
(pkγ(k),mk) with overwhelming probability. Hence, we have Advcomplete

D-IASig1,A(λ) ≤
negl(λ).

In addition, we obtain Advw-soundD-IASig1,A(λ) ≤ Adveuf-cma
D-IASig1,Fasig (λ) + negl(λ) by

combining Proposition 3 and Theorem 5.
From the above discussion, D-IASig1 satis�es both identifiability-completeness

and identifiability-weak-soundness. ⊓⊔

Construction II. By using a SNARK system, we construct a D-IASIG scheme
satisfying identifiability-soundness. The idea of this scheme is the same as that of
a D-ASIG scheme.

Let ASIG = (KGenasig,Signasig,Vrfyasig,Aggasig,AVrfyasig) be an aggregate
signature scheme, let AGT = ⟨GSagt, ISagt⟩ be an adaptive group-testing proto-
col with (GSelagt,Comsagt,Testagt), and let ΠSNARK = (Gen,P,V) be a publicly
veri�able SNARK system.

Our construction D-IASig2 = ⟨DAgg,DVrfy⟩ with (KGen, Sign, Vrfy, Agg,
AVrfy, GSel) is as follows: For a security parameter λ, generate (crs, vrs) ←
Gen(1λ), and let (crs, vrs) be a public parameter of D-IASig2.

� (pk, sk)← KGen(1λ): Output (pk, sk)← KGenasig(1λ).
� σ ← Sign(sk,m): Output σ ← Signasig(sk,m).
� 1/0← Vrfy(pk,m, σ): Output 1/0← Vrfyasig(pk,m, σ).
� σ̂ ← Agg((pk1,m1, σ1), . . . , (pkℓ,mℓ, σℓ)):

1. σ̂asig ← Aggasig((pk1,m1, σ1), . . . , (pkℓ,mℓ, σℓ)).
2. π̂ ← P(crs, ((pk1,m1), . . . , (pkℓ,mℓ), σ̂asig), (σ1, . . . , σℓ)).
3. Output σ̂ = (σ̂asig, π̂).
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� 1/0← AVrfy((pk1,m1), . . . , (pkℓ,mℓ), σ̂):
Output 1 if

• AVrfyasig((pk1,m1), . . . , (pkℓ,mℓ), σ̂asig) = 1, and
• V(vrs, ((pk1,m1), . . . , (pkℓ,mℓ), σ̂asig), π̂) = 1

hold. Output 0 otherwise.

� ({G(s)
1 , . . . ,G(s)

u(s)}, st(s))← GSel(J (s−1), {G(s−1)
1 , . . . ,G(s−1)

u(s−1)}, st(s−1)):

Output ({G(s)
1 , . . . ,G(s)

u(s)}, st(s))← GSelagt(J (s−1), {G(s−1)
1 , . . . ,G(s−1)

u(s−1)}, st(s−1))

We describe the interactive protocol D-IASig2 = ⟨DAgg(PMS),DVrfy(PM)⟩,
as follows:

1. Let u(0) = 1, G(0)
1 = PM, J (0) = PM, and st(0) = ∅.

2. DAgg and DVrfy are executed by following the protocol-framework ⟨DAgg,DVrfy⟩
in Section 5.1, with the above GSel.

3. Output the result obtained by running the above protocol (i.e., a set J of
invalid pairs of a public key and a message).

Theorems 7 and 8 show the security of D-IASig2.

Theorem 7. If an aggregate signature scheme ASIG meets EUF-CMA security,
an adaptive group-testing protocol AGT meets GT-soundness, then the resulting
D-IASIG scheme D-IASig2 satis�es EUF-CMA security.

Proof. Let A be a PPT adversary against D-IASig2. First, we consider an ad-
versary which breaks the EUF-CMA security of D-IASig2 without making any
forgeries of ASIG. In the same way as the proof of Theorem 5, the probability
that A outputs such a valid forgery is at most negl(λ) due to the GT-soundness

of AGT.
Next, by using an adversary A making forgeries of ASIG, we construct a

PPT algorithm Fasig
II breaking the EUF-CMA security of ASIG, as follows: It

takes as input a public key pk1 of ASIG. It generates (crs, vrs) ← Gen(1λ) and
gives pk1 to A. By using the given signing oracle SIGNasig and public keys, it
can simulate SIGN oracles. When A outputs (pkγ(1),m1, σ1), . . . , (pkγ(ℓ),mℓ, σℓ),
Fasig

2 runs J ← ⟨DAgg(PMS),DVrfy(PM)⟩. If there exists z ∈ [ℓ] such that
γ(z) = 1, (pkγ(z),mz) /∈ J , and mz /∈ Q, then it checks whether there exists pair

(s, i) ∈ [N ]× [u(s)] such that (pkγ(z),mz) ∈ G(s)
i , AVrfyasig(G(s)

i , σ̂
asig(s)
i ) = 1 and

V(vrs, (G(s)
i , σ̂

(s)
i ), π̂(s)

i ) = 1 hold, where σ̂
(s)
i = (σ̂asig(s)

i , π̂
(s)
i )← Agg(S(G(s)

i )). If
there exists such a pair, it outputs (G(s)

i , σ̂
(s)
i ).

We show that the output of Fasig
II is a valid forgery of ASIG. If the output of

A ful�lls (pkγ(z),mz) /∈ J and mz /∈ Q for z ∈ [ℓ] such that γ(z) = 1, then there

exists (s, i) such that (pkγ(z),mz) ∈ G(s)
i and AVrfyasig

(
G(s)

i , σ̂
(s)
i

)
= 1, due to

(pkγ(z),mz) /∈ J . Hence, the output of Fasig
2 is a valid forgery in the EUF-CMA

security game of ASIG, and we have Adveuf-cma
D-IASig2,A(λ) ≤ Adveuf-cma

ASIG,Fasig
II

(λ)+negl(λ).
⊓⊔
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Theorem 8. For identifiability, the resulting D-IASIG scheme D-IASig2 meets
the following:

� If an adaptive group-testing protocol AGT meets GT-completeness, then D-IASig2

satis�es identifiability-completeness.
� If a SNARK system ΠSNARK meets knowledge-soundness, and an adaptive
group-testing protocol AGT meets GT-soundness, then D-IASig satis�es identifiability-soundness.

Proof. It is shown that D-IASig2 satis�es identifiability-completeness, in the same
way as the proof of Theorem 6.

We prove that D-IASig2 satis�es identifiability-soundness. We construct a PPT
algorithm Fsd

2 breaking the knowledge-soundness of ΠSNARK as follows: It takes as
input a CRS crs and the veri�cation key vrs ofΠSNARK, and generates (pk1, sk1)←
KGenasig(1λ). It sets Q ← ∅ and gives pk1 to A. By using sk1, F

sd simulates SIGN
oracle.

When A outputs (G, (pkγ(1),m1, σ1), . . . , (pkγ(ℓ),mℓ, σℓ)), Fsd computes J ←
⟨DAgg(PMS),DVrfy(PM)⟩. For z ∈ [ℓ] such that γ(z) = 1, it �nds (s, i) ∈
[N ] × [u(s)] such that (pkγ(z),mz, σz) ∈ G(s)

i , Vrfyasig(G(s)
i , σ̂

asig(s)
i ) = 1, and

V(vrs, (G(s)
i , σ̂

asig(s)
i ), π̂(s)

i ) = 1. Then, it outputs (x, π̂(s)
i ;w), where x = (G(s)

i , σ̂
asig(s)
i )

and w = S(G(s)
i ).

We show that Fsd breaks the knowledge-soundness of ΠSNARK. The output
of A ful�lls (pkγ(z),mz) ∈ D\J for z ∈ [ℓ] such that γ(z) = 1. Then, due to

(pkγ(z),mz) /∈ J , there exists (s, i) ∈ [N ]×[u(s)] such that z ∈ G(s)
i , AVrfyasig(G(s)

i , σ̂
asig(s)
i ) =

1, and V(vrs, (G(s)
i , σ̂

asig(s)
i ), π̂(s)

i ) = 1. In addition, the pair of the statement

x = (G(s)
i , σ̂

asig(s)
i ) and the witness w = S(G(s)

i ) does not meet the relation

Rsnk = {(x,w) |σ̂asig(s)
i = Aggasig(S(G(s)

i ))∧

(∀(pkγ(k),mk) ∈ G(s)
i ,Vrfyasig(pkγ(k),mk, σk) = 1)}

since Vrfyasig(pkγ(z),mz, σz) = 0 holds. Hence, Fsd breaks the knowledge-soundness

of ΠSNARK, and we have AdvsoundD-IASig2,A(λ) ≤ Advk-soundΠSNARK,Fsd(λ).
From the above discussion, the proof is completed. ⊓⊔

5.3 Instantiations Based on Pairing

In this section, we give concrete constructions of D-IASIG schemes by apply-
ing concrete primitives to generic constructions presented in Section 5.2. For all
generic constructions of D-IASIG schemes, we apply the pairing-based construc-
tion of aggregate signature schemes proposed in [4].

Instantiation of Construction I. We describe a concrete D-IASig1 construc-
tion based on pairing, by applying an aggregate signature scheme of [4] and the
binary-search as an adaptive group-testing protocol.
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The construction D-IASigp1 = ⟨DAgg,DVrfy⟩ with (KGen, Sign, Vrfy, AVrfy,
GSel) is as follows: The public parameters of D-IASigp1 are the same as those
of D-ASigp1 in Section 4.3. Notice that the binary-search adaptive group testing
protocol can be expressed by GSel algorithm because the Coms and Test algo-
rithms depend on applications. The algorithms (KGen, Sign, Vrfy, AVrfy, GSel)
are given as follows:

� (pk, sk) ← KGen(1λ): Choose x $← Zp and compute v ← gx
2 ∈ G2. Output

pk = v and sk = x.

� σ ← Sign(sk,m): Output σ ← hx ∈ G1, where h← H(m) ∈ G1.

� 1/0← Vrfy(pk,m, σ): Output 1 if e(σ, g2) = e(H(m), v) holds, where pk = v.
Output 0 otherwise.

� σ̂ ← Agg((pk1,m1, σ1), . . . , (pkℓ,mℓ, σℓ)): Output σ̂ ←
∏ℓ

i=1 σi ∈ G1.

� 1/0← AVrfy((pk1,m1), . . . , (pkℓ,mℓ), σ̂): Output 1 if e(σ̂, g2) =
∏ℓ

i=1 e(H(mi), vi)
holds, where pki = vi for all i ∈ [ℓ]. Output 0 otherwise.

� ({G(s)
1 , . . . ,G(s)

u(s)}, st(s))← GSel(J (s−1), {G(s−1)
1 , . . . ,G(s−1)

u(s−1)}, st(s−1)):

1. Let i← 1 and st(s) ← ∅.
2. For each j ∈ [us−1] and G(s−1)

j = {(pkj,1mj,1), . . . , (pkj,k,mj,k)}, if G(s−1)
j ⊆

J (s−1) holds, then let

G(s)
i ← {(pkj,1mj,1), . . . , (pkj,k/2,mj,k/2)},

G(s)
i+1 ← {(pkj,k/2+1mj,k/2+1), . . . , (pkj,k,mj,k)}, and
i← i+ 2.

3. Output ({G(s)
1 , . . . ,G(s)

u(s)}, st(s))

The interactive protocol ⟨DAgg(PMS),DVrfy(PM)⟩ is executed by following
the protocol-framework in Section 5.1, with the above GSel.

By combining Proposition 1, Theorems 5 and 6, we can see that, if (G1, G2)
is a bilinear pair for co-Di�e-Hellman, the resulting D-IASIG scheme D-IASigp1

satis�es EUF-CMA security; and that the D-IASIG scheme D-IASigp1 satis�es
identifiability-completeness and identifiability-weak-soundness.

Instantiation of Construction II. We describe a concrete pairing-based con-
struction of D-IASig2, by applying the aggregate signature scheme of [4], the
binary-search as an adaptive group-testing protocol, and the SNARK system of
[18].

The construction D-IASigp2 = ⟨DAgg,DVrfy⟩ with (KGen, Sign, Vrfy, AVrfy,
GSel) is as follows: The public parameters of D-IASigp2 are the same as those
of D-ASigp2 in Section 4.3. Notice that the binary-search adaptive group testing
protocol can be expressed by GSel algorithm because the Coms and Test algo-
rithms depend on applications. The algorithms (KGen, Sign, Vrfy, AVrfy, GSel)
are given as follows:
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� (pk, sk) ← KGen(1λ): Choose x $← Zp and compute v ← gx
2 ∈ G2. Output

pk = v and sk = x.
� σ ← Sign(sk,m): Output σ ← hx ∈ G1, where h← H(m) ∈ G1.
� 1/0← Vrfy(pk,m, σ): Output 1 if e(σ, g2) = e(H(m), v) holds, where pk = v.
Output 0 otherwise.

� σ̂ ← Agg((pk1,m1, σ1), . . . , (pkℓ,mℓ, σℓ)):
1. Compute σ̂asig ←

∏ℓ
i=1 σi ∈ G1.

2. Generate π̂ = ([A]1, [C]1, [B]2) as follows: Let a0 = 1, and generate the
form (a1, . . . , am) ∈ Zm

p of the statement ((pkk),mk)k∈Si(G), σ̂
asig
i ) and

the witness (σ)i∈[ℓ]. Choose r, s
$← Zp and compute

A = α+
m∑

i=0

aiu
snk
i (x) + rδ, B = β +

m∑
i=0

aiv
snk
i (x) + sδ,

C =
∑m

i=l+1 ai(βusnk
i (x) + αvsnk

i (x) + wsnk
i (x)) + h(x)tsnk(x)

δ
+As+Br − rsδ.

3. Output σ̂ = (σ̂asig, π̂).
� 1/0 ← AVrfy((pk1,m1), . . . , (pkℓ,mℓ), σ̂): Output 1 if for σ̂ = (σ̂asig, π̂ =

([A]1, [C]1, [B]2)) the following conditions holds:

e(σ̂asig, g2) =
ℓ∏

i=1

e(H(mi), vi), and

[A]1 · [B]2 = [α]1 · [β]2 +
l∑

i=0

ai

[
βusnk

i (x) + αvsnk
i (x) + wsnk

i (x))
γ

]
1

· [γ]2 + [C]1 · [δ]2,

where let a0 = 1, and let (a1, . . . , al) ∈ Zl
p be the statement-form generated

from (((pk1,m1), . . . , (pkℓ,mℓ)), σ̂asig). Output 0 otherwise.

� ({G(s)
1 , . . . ,G(s)

u(s)}, st(s))← GSel(J (s−1), {G(s−1)
1 , . . . ,G(s−1)

u(s−1)}, st(s−1)):
1. Let i← 1 and st(s) ← ∅.
2. For each j ∈ [us−1] and G(s−1)

j = {(pkj,1mj,1), . . . , (pkj,k,mj,k)}, if G(s−1)
j ⊆

J (s−1) holds, then let

G(s)
i ← {(pkj,1mj,1), . . . , (pkj,k/2,mj,k/2)},

G(s)
i+1 ← {(pkj,k/2+1mj,k/2+1), . . . , (pkj,k,mj,k)}, and
i← i+ 2.

3. Output ({G(s)
1 , . . . ,G(s)

u(s)}, st(s)).
The interactive protocol ⟨DAgg(PMS),DVrfy(PM)⟩ is executed by following

the framework-protocol in Section 5.1.
By Proposition 4 and Theorems 7 and 8, we can see that, if (G1, G2) is

a bilinear pair for co-Di�e-Hellman, the resulting D-IASIG scheme D-IASigp2

satis�es EUF-CMA security; and that the D-IASIG scheme D-IASigp2 satis�es
identifiability-completeness and identifiability-soundness in the generic bilinear group
model.
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6 Conclusion

In this paper, we comprehensively studied aggregate signatures with detecting
functionality, that had functionality of both keyless aggregation of multiple sig-
natures and identifying an invalid message from the aggregate signature, in order
to reduce a total amount of signature-size for lots of messages. Speci�cally, we for-
malized the model and security notions for both non-interactive and interactive
protocols of aggregate signatures with detecting functionality, and we provided
construction methodology for both protocols from group-testing protocols in a
generic and comprehensive way. As instantiations, pairing-based constructions
were provided.

As explained in [21], aggregate signatures have interesting applications in-
cluding sensor networks, secure logging, and authenticating software. We would
like to expect that aggregate signatures with detecting functionality would be
useful primitives for such applications in the era of IoT.

Acknowledgements. This paper is based on results obtained from a project,
JPNP16007, commissioned by the New Energy and Industrial Technology De-
velopment Organization (NEDO).
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Appendix A: Succinct Non-Interactive Argument of

Knowledge

In this section, we give the de�nition of succinct non-interactive argument of
knowledge (SNARK) and a concrete construction in [18].
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A.1 Succinct Non-Interactive Argument of Knowledge

A succinct non-interactive argument of knowledge (SNARK) system for a rela-
tionR ⊆ {0, 1}∗×{0, 1}∗ consists of three polynomial-time algorithms (Gen,P,V):

� (crs, vrs) ← Gen(1λ): Gen takes as input a security parameter 1λ, and it
outputs a common reference string (CRS) crs and a veri�cation key vrs.

� π ← P(crs, x, w): P takes as input a CRS crs, a statement x, and a witness
w, and it outputs a proof π.

� 1/0 ← V(vrs, x, π): V takes as input a veri�cation key vrs, a statement x,
and a proof π, and it outputs 1 or 0.

It is required that SNARK systems meet the following properties complete-
ness, knowledge-soundness, and succinctness: Let L(R) = {x | ∃w s.t. (x,w) ∈
R} be the language de�ned by R.

Completeness For every (x,w) ∈ R, it holds that

Pr[V(vrs, x, π) = 1 | (crs, vrs)← Gen(1λ);π ← P(crs, x, w)] ≥ 1− negl(λ).

Knowledge-Soundness For any PPT cheating prover P∗, it holds that

Advk-soundP∗ (λ) := Pr
[

V(vrs, x, π) = 1∧
(x,w) /∈ R

∣∣∣ (crs, vrs)← Gen(1λ);
(x, π;w)← (P∗ ∥ ExtP∗)V

∗
(crs)

]
≤ negl(λ),

where the veri�er oracle V∗ takes as input a pair (x, π) of a statement and
a proof, and outputs 1/0← V(vrs, x, π).

Succinctness There exists a universal polynomial poly such that the proof-size
and the running time of Gen and V are at most poly(λ+ |x|).

De�nition 20 (Publicly Veri�able and Designated Veri�er). A SNARK
system ΠSNARK is publicly veri�able if ΠSNARK meets knowledge-soundness against
a cheating prover P∗ which is given a veri�cation key vrs. ΠSNARK is designated
veri�er if ΠSNARK meets knowledge-soundness against P∗ which is not given vrs.

A.2 SNARK System in [18]

The SNARK system for quadratic arithmetic programs ΠSNARKG
= (Gen, P, V)

is as follows: Let G1, G2 be the base groups, g1 and g2 be the generators of
G1 and G2, respectively. We write [a]1, [b]2, and [c]T for ga

1 , g
b
2, and e(g1, g2)

c,
respectively, where e : G1 × G2 → GT is a bilinear map with target group GT .
A relation generator R returns relations of the form

R = (p,G1, G2, GT , e, g1, g2, l, {ui(X), vi(X), wi(X)}i∈{0,1,...,m}, t(X))

with p = p(λ) for a security parameter λ and polynomials ui(X), vi(X), wi(X)
with degree n−1. This relation de�nes a language of statements (a1, . . . , at) ∈ Zl

p

and witnesses (al+1, . . . , am) ∈ Zm−l
p such that

m∑
i=0

aiui(X) ·
m∑

i=0

aivi(X) =
m∑

i=0

aiwi(X) + h(X)t(X),

for some quotient polynomial h(X) with degree n− 2.
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� (crs, vrs)← Gen(1λ):

1. α, β, γ, δ, x
$← Z∗

q .
2. ([crs1]1, [crs2]2) is computed as follows:

crs1 =

(
α, β, δ, {x}i∈{0,1,...,n−1}, {βui(x)+αvi(x)+wi(x)

γ }i∈{0,1,...,l},

{βui(x)+αvi(x)+wi(x)
δ }i∈{l+1,...,m}, {xit(x)

δ }i∈{0,1,...,n−2}

)
, and

crs2 =
(
β, γ, δ, {xi}i∈{0,1,...,n−1}

)
.

3. Output crs = ([crs1]1, [crs2]2) and vrs = ([crs1]1, [crs2]2).
� π ← P(crs, x, w): For a statement x = (a1, . . . , al) ∈ Zl

p and w = (al+1, . . . , am) ∈
Zm−l

p , generate a proof π as follows:

1. Choose r, s
$← Zp.

2. Compute ([A]1, [C]1, [B]2), where

A = α+
m∑

i=0

aiui(x) + rδ, B = β +
m∑

i=0

aivi(x) + sδ,

C =
∑m

i=l+1 ai(βui(x) + αvi(x) + wi(x)) + h(x)t(x)
δ

+As+Br − rsδ.

� 1/0← V(vrs, x, π): Output 1 if

[A]1 · [B]2 = [α]1 · [β]2 +
l∑

i=0

ai

[
βui(x) + αvi(x) + wi(x)

γ

]
1

· [γ]2 + [C]1 · [δ]2.

holds, and output 0 otherwise.

The following proposition proven in [18] shows the security of the above
construction.

Proposition 4 ([18], Theorem 2). The SNARK system ΠSNARKG
satis�es

completeness. It also ful�lls knowledge-soundness in the generic bilinear group
model.


