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Abstract—We provide the first systematic analysis of two
multiparty protocols, namely (Non-Interactive) Fully Distributed
Verifiable Random Functions (DVRFs) and Decentralised
Random Beacons (DRBs), including their syntax and definition
of robustness and privacy properties. We refine current
pseudorandomness definitions for distributed functions and show
that the privacy provided by strong pseudorandomness, where an
adversary is allowed to make partial function evaluation queries
on the challenge value, is strictly better than that provided
by standard pseudorandomness, where such adversarial queries
are disallowed. We provide two new DVRF instantiations,
named DDH-DVRF and GLOW-DVRF, that meet strong
pseudorandomness under widely accepted cryptographic
assumptions. Additionally we show that a previously sketched
DVRF construction that we name Dfinity-DVRF meets the
weaker property of standard pseudorandomness. We show
the usefulness of our DRB formalism in two different ways.
Firstly, we give a rigorous treatment of a folklore generic
construction that builds a Decentralized Random Beacon from
any DVREF instance and prove that it satisfies robustness and
pseudorandomness provided that the original DVRF protocol
is secure. Secondly, we capture several existing DRB protocols
from academy and industry using our framework, which
serves as an evidence of its wider applicability. DRBs have
recently gained a lot traction as a key component for leader(s)
election in decentralized ledger technologies, and we provide a
classification of some of the most prominent. By building on an
an obvious connection between Dfinity-DVRF and Threshold
BLS signatures we discuss how to transform GLOW-DVRF
into a modified Threshold BLS signature scheme with stronger
security as an additional contribution of independent value.
Finally, we report on experimental evaluations of the three
concrete DVRFs studied under several cryptographic libraries,
and we also report preliminary benchmark results on two of the
DRBs obtained from the generic DVRF-to-DRB transformation.
Our findings are that our two new DRB instantiations are
strongly pseudorandom and strongly unbiasable, while exhibiting
high performance and linear communication complexity (as
the random beacon values are computed in a non-interactive
fashion). We conclude that our new DRB instantiations are to our
knowledge the most efficient instantiations currently available
while enjoying strong and formally proven security properties.
Some of our benchmarks can be independently verified as we
provide an open source C++ reference implementation of the
DVREFs discussed in this work.

Index Terms—Cryptography, Blockchain, Random Beacon,
Distributed Computation, Implementation, Pseudorandom Func-
tions, Threshold Signatures, Leader Election, Open Source

I. INTRODUCTION

In recent years there has been prolific development in
blockchain technologies [50, [[62]], and a plethora of platforms

relying on blockchains have seen the light of day. The various
platforms often differ in their design choices, and thus on the
consensus protocol they rely on. Many consensus protocols
involve allocating the creation of blocks with a block producer,
whose selection procedure most often than not [37]], [L6],
[44], [39], [45] requires a method for collective randomness
sampling. Some approaches to consensus scalability rely on
a sharding technique where access to a randomness source is
also required [47], [S9]. In order to avoid reliance on a trusted
party, a common approach is to use a mechanism that allows
the distributed computation of an unpredictable and unbiased
source of randomness, verifiably.

a) Verifiable Random Function (VRF): This primitive
was introduced by Micali, Rabin and Vadhan [48] and can
be seen as the public-key version of a keyed cryptographic
hash Fy(-), where a trusted party evaluates F,, (x) on inputs
x in such a way that the output can publicly be verified for
correctness via an auxiliary proof 7. The secret key sk allows
i) evaluation of Fg(-) on any input z and ii) to compute and
provide proof m, of the correct evaluation F, (x). The proof
correctness can be verified by means of an algorithm Verify
that takes as inputs the public key pk corresponding to sk, the
values x, F, (x), and proof 7., and outputs accept or reject.

b) Unique Signatures: There are similarities between a
VRF and a digital signature scheme with unique signatures.
On inputs a string = and a secret signing key SKg, a signing
algorithm outputs a signature o,. If the signature scheme is
unforgeable, the latter value o, is unpredictable given the
public key PKg. Despite its unpredictability, the signature
o, on string x is publicly verifiable. There are two issues that
may prevent signature schemes with unique signatures from
being used straightforwardly as a VRF: i) signatures o, may
not be unique given z and PKg; and ii) o, is unpredictable
but not pseudorandom (e.g. signatures could contain some
bias and be distinguishable from a random distribution). VRFs
derived from unique signatures present strong unbiasibility
properties due to the uniqueness, even in the presence of active
adversaries, of the corresponding pseudorandom value. More
generally, the connection between pseudorandom functions
with public verifiability and digital signatures is well-known
18], [34].

¢) Our contributions.: We provide the first systematic
analysis of (Non-Interactive) Fully Distributed Verifiable Ran-
dom Functions (DVRFs), including their syntax and the defi-
nition of their integrity and privacy properties. We extend the



definitions of standard and strong pseudorandomness given
in [1] in the context of Distributed Pseudorandom Functions
with trusted setup and private correctness verification to trust-
less setups with publicly verifiable correctness. We provide
further refinements to previous pseudorandomness definitions
in distributed settings by parametrizing the strength of the
privacy levels achieved with a triple (6,¢,¢), where ¢ is the
total number of parties involved in the setup, ¢ is the threshold,
and 0 < 0 < t is the actual number of parties under adversarial
control. We show that under widely accepted computational
assumptions (i.e. DDH assumption) there exist DVRFs that are
(0,t,¢)-standard pseudorandom but are not (6, ¢, £)-strongly
pseudorandom. Roughly speaking, strong pseudo-randomness
strengthens the standard pseudorandomness property by allow-
ing an adversary to make partial queries on the target pseu-
dorandom value (Section [IT). This separation result implies
that the privacy provided by strong pseudorandomness is a
strictly better than that provided by standard pseudorandom-
ness. In order to capture security against an active attacker
that corrupts a subset of 6 < ¢ parties while providing public
verifiability, we additionally define the properties of robustness
and uniqueness.

In Section[[V]we provide two new DVRF constructions that
achieve strong pseudorandomness, under well-known cryp-
tographic assumptions. One of these constructions is called
DDH-DVRF and can be implemented using standard elliptic
curve cryptography (Section [IV-A), whereas the other con-
struction is named GLOW-DVREF and uses cryptographic
pairings (Section [[V-B). While the proof of correctness 7,
in DDH-DVRF is non-compact, i.e., its size is linear in the
threshold ¢, GLOW-DVRF is able to provide a compact
proof, i.e., with constant-size. We additionally validate the
security of Dfinity-DVRF (Section [[V-C), a prominent DVRF
construction in the blockchain space [39]], by showing that it
meets standard pseudorandomness.

In Section [V] we present a formalization of Decentralised
Random Beacons with a distributed but non-interactive bea-
con computation. We introduce DRB’s security and privacy
properties inspired by those of DVRFs, namely strong/standard
pseudorandomness, robustness and uniqueness. We show the
usefulness of our newly introduced DRB formalism in two
different ways. Firstly, we give a rigorous treatment of a folk-
lore generic construction that builds a Decentralized Random
Beacon from any DVREF instance and prove that it satisfies
robustness and pseudorandomness provided that the original
DVRFs are secure. Secondly,we capture several existing DRB
protocols from academy and industry using our framework,
which serves as an evidence of its wider applicability. DRBs
have recently gained a lot traction as a key component for
leader(s) election in decentralized ledger technologies, and we
provide a classification of some of the most prominent (Section
VI).

We provide an experimental evaluation of GLOW-DVRF,
DDH-DVRF and Dfinity-DVRF, using the cryptographic
libraries MCL [49], RELIC [2] and Libsodium [10]. Our
experiments show that both GLOW-DVRF and DDH-DVRF

outperform Dfinity-DVRF in running time, approximately
by x3 and x5 respectively at the 128-bit security level. We
provide a reference implementation in C+4++ and make it
widely available with an open source license [33|] (Apache
2.0 license). To further illustrate the superior performance
and practicality of our DVRF-based DRB constructions, we
have developed a ledger prototype with Tendermint-based
state machine replication [16] using Cosmos SDK [41]. In
our prototype validator nodes act as DRB nodes, and the
block proposer stores in the block each DRB’s round random
value and corresponding proof using a special transaction.
Preliminary benchmarks can be found in Section [VII|and allow
us to conclude that our new DRB instantiations are the most
efficient DRB constructions currently available while enjoying
strong and formally proven security properties, as the random
beacon values are computed in a non-interactive fashion.

In Section we discuss how as a side-effect of our work
we obtain a modified BLS signature scheme that is unforgeable
in a more powerful attacker model. More concretely, by
building on an an obvious connection between Dfinity-DVRF
and Threshold BLS signatures, we discuss how to transform
GLOW-DVRF into a modified Threshold BLS signature
scheme with stronger security as an additional contribution
of independent value.

A. Related Work

To our knowledge, the first distributed VRF construction
was proposed by Dodis [29] and required the existence of a
trusted dealer. The constructions described in this work dispose
of this trusted dealer by using a Distributed Key Genera-
tion (DKG) sub-protocol: Dfinity-DVRF and DDH-DVRF
use a protocol by Gennaro, Jarecki, Krawczyk and Rabin
[35], whereas GLOW-DVRF required several modifications
to the latter. Manulis and Kuchta [46] proposed a generic
construction for interactive distributed VRFs based on unique
aggregate signatures in the shared random string model. Com-
pared to our DVRF syntax and new designs, the concrete
constructions obtained from [46] are at least two orders of
magnitude less efficient than ours, both in running time (as
they use pairings and an inefficient generic transformation of
pseudorandom functions from unpredictable functions [48])
and in latency (as they involve sequential interaction between
a number of peers).

An influential DVRF (used e.g. in [24]], [42], [23]], [26],
[54]) that we name Dfinity-DVRF was informally intro-
duced in [39] with no formal security model nor analysis.
We formalize Dfinity-DVRF and prove its security wrt to
standard pseudorandomness under the co-CDH assumption
in pairing groups in the random oracle model. We discuss
how the techniques [L1], [35] that have been used to prove
standard unforgeability of threshold BLS signatures [15] do
not trivially allow to prove strong pseudorandomness. In
contrast, our new GLOW-DVRF also uses pairing groups, but
achieves strong pseudorandomness in the random oracle model
under the co-CDH and eXternal DDH assumptions. Perhaps



surprisingly, GLOW-DVRF shows not only stronger security
than Dfinity-DVRF but also possesses better running times.

Our construction DDH-DVRF also achieves strong pseu-
dorandomness but under the standard DDH assumption. The
main drawback raised in [55]] against DRBs built from DVRFs
is the fact that they rely on computational assumptions on
pairing groups, which are known to be easier hard problems
to cryptoanalyse than those obtained from ordinary elliptic
curves [6]. Our proposed DDH-DVRF resolves this issue
as it builds on ordinary elliptic curves. A distributed pseu-
dorandom function (DPRF) with trusted setup presented in
[1, Figure 5] was claimed to enjoy public verifiability, but
no hard evidence was provided [1, Remark 8.3]. Rigorously
proving public verifiability requires to update the definitions of
pseudorandomness and robustness in the presence of publicly
available proofs of correctness, as well as defining and proving
uniqueness. Furthermore, the DPRF construction above makes
use of Pedersen commitments in the public key, while our
construction DDH-DVRF provides verifiability without re-
quiring the use of commitments, which improves computation
efficiency. In this sense DDH-DVRF bears more resemblance
to the DPRF construction [1, Figure 6], which was claimed
to be only privately verifiable (while we update it to public
verifiability and a trustless setup).

II. BUILDING BLOCKS

We recall next the Chaum-Pedersen proof system for equal-
ity of discrete logarithms and the computational assumptions
needed to build our concrete DVRFs constructions.

A. Equality of Discrete Logarithms NIZK

Our constructions use NIZK proof systems as an ingredient.
Specifically, we need the Equality of Discrete Logarithms
proof system (PrEq,;, VerifyEq,) [21] to show k = log, z =
logy, y:

o PrEqy (g, h,z,y,k) chooses & Z,, computes comy =
g",coms = h" and sets ch < H(g, h,x,y,comy,coms).
Output is (ch,res =r + k - ch).

o VerifyEqy (g, h, 7,5, ch, res) computes com; < g™ /xh
and comy < h"®/y°" and outputs ch - H(g,h,z,vy,
comy, coms).

B. Cryptographic assumptions

Definition II.1 (Asymmetric Pairing Groups). Let G; =
(91), G2 = (g2) and G be (cyclic) groups of prime order q.
A map e : Gy X Gy — G to a group Gr is called a bilinear
map, if it satisfies the following three properties:

e Bilinearity: e(g7,935) = e(g1,92)™ for all x,y € Z,.

o Non-Degenerate: e(g1,g2) # 1.

o Computable: e(g1,g2) can be efficiently computed.
We assume there exists an efficient bilinear pairing instance
generator algorithm TG that on input a security parameter 1
outputs the description of {(e(-,-), Gy, Gz, G, q).

Asymmetric pairing groups can be efficiently generated [36]]
and group exponentiations and pairing operations can also

be efficiently computed [28]. The security of our pairing-
based constructions may require the Computational co-Diffie-
Hellman (co-CDH) assumption [13]] which states CDH is hard
in Gy, and XDH assumption which states that DDH is hard in
G1. Details of these assumptions can be found in Appendix

Definition I1.2 (Lagrange coefficients). For a key recon-
struction set A, we define the Lagrange basis polynomials
Aja(@) = Trea\ ”;_;,’j € Z4[X] and the Lagrange coeffi-
cients \; j A = \j a(i) € Z;. For any polynomial f € Z4[X]

of degree at most |A|—1 this entails ) ;. n f(i)Aoi,a = f(0).

III. DISTRIBUTED VERIFIABLE RANDOM FUNCTIONS:
FORMAL DEFINITIONS

This section introduces the syntax and properties of any
(non-interactive fully) Distributed Verifiable Function (DVRF).
Compared to a stand-alone Verifiable Random Function (VRF)
[48], a DVRF can be seen as a generalisation of a VRF to a
distributed setting with no trusted dealer. A DVRF can also be
seen as adding public verifiability to the output of Distributed
Pseudo-Random Functions [51]], [1], although without the need
of a trusted setup.

A. Syntax and Basic Properties

Let a,b: N — N be polynomial time functions, and where
a(A),b(\) both are bounded by a polynomial in A. Let F :
Dom — Ran be a function with domain Dom and range Ran.
Let Dom and Ran be sets of size 2*(*) and 2°(}) respectively.
The goal of a DVREF is to initialize a pseudoRandom function
and compute F, («) for inputs x by a set of nodes Ny, ..., N,
with no central party.

In the Setup phase ¢ nodes Ni,..., N, communicate via
pairwise private and authenticated channels. A setup inter-
action is then run between the ¢ nodes to build a global
public key pk, individual nodes’ secret keys sk, ..., sky, and
individual nodes’ public verification keys vki,...,vks. The
nodes’ secret and verification keys (sk;,vk;) fori =1,...,¢
will later enable any subset of £+ 1 nodes to non-interactively
compute the verifiable random value F, (x) on a plaintext
x € Dom. On the contrary, any set of at most ¢ nodes can
not learn any information on F, () for any x not previously
computed.

Definition III.1 (DVRF). A t-out-of-¢ (Non-Interactive)

Fully Distributed Verifiable Random Function (DVRF) V =

(DistKG, PartialEval, Combine, Verify) consists of the follow-

ing algorithms:

DistKG(1*,t,€) is a fully distributed key generation protocol
that takes as input a security parameter 1, the number
of participating nodes {, and the threshold parameter t;
it outputs a set of qualified nodes QUAL, a global public
key pk, a list VIC = {vki,...,vk¢} of nodes’ verification
keys, and results in a list SKC = {ski,...,sk¢} of nodes’
secret keys where each secret key is only known to the
corresponding node.



PartialEval(z, sk;, vk;) is a partial evaluation algorithm that
takes as input a plaintext x € Dom, secret key sk; and
verification key vk;, and outputs a triple s = (i,v;,m;),
where v; is the i-th evaluation share and m; is a non-
interactive proof of correct partial evaluation.

Combine(pk, VK, x,E) is a combination algorithm that takes
as input the global public key pk, the verification keys VI,
a plaintext = € Dom, and a set £ = {si*,...,s)°'} of
partial function evaluations originating from |E| > t + 1
different nodes, and outputs either a pair (v, ) of pseu-
dorandom function value v € Ran and correctness proof
m, or L.

Verify(pk, VK, z,v,7) is a verification algorithm that takes
as input the public key pk, a set of verification keys VIC, a
plaintext x € Dom, a value v € Ran and a proof m, and
outputs 0/1.

Admissibility. We say a DVRF is admissible if it satisfies
three basic properties:

o Consistency: meaning that no matter which collection of
correctly formed shares is used to compute the function
on a plaintext = the same random value v = F, (z) is
obtained.

o Robustness: that guarantees the availability of comput-
ing the random function value on any plaintext in the
presence of an active adversary. Specifically, robustness
demands that if the combine function does not return L
then its output must pass the verification test even in
the presence of the adversary’s inputs to the combine
function. Robustness has been also called guaranteed
output delivery (G.0.D.) in recent works [20]], [44]].

e Uniqueness: meaning that for every plaintext x a unique
value v = F, (z) passes the verification test. It is
infeasible for any adversary to compute two different
output values v,v’ and a plaintext z € Dom such that
both values pass the verification test w.r.t. x, even when
the secret keys of the honest nodes are leaked.

The formal definitions of the above three properties can be
found in Appendix [D]

B. Strong and Standard Pseudorandomness

Nex we give rigorous definitions for two pseudorandom-
ness properties against active adversaries that generalise the
pseudorandomness definitions in distributed scenarios [51],
[1]. Roughly speaking, pseudorandomness ensures that no
adversary controlling at most ¢ nodes is able to distinguish
the outputs of the function from random. Previous definitions
allow an adversary to choose the set of parties to corrupt, ob-
tain partial evaluations from the honest parties on the challenge
plaintext (up to the threshold), and participate in computing
the pseudorandom function on the challenge plaintext, in the
presence of a trusted dealer.

Our definitions next dispense with the trusted setup phase
in previous definitions, and highlight a separation between
the strengths achieved by previous attacker models. More

concretely, by parametrising attackers in terms of the actual
number of nodes 6 under adversarial control, with 0 < 6 < ¢
and t being the recovery threshold, we are able to separate
the pseudorandomness strength in [[1]], that we rename strong
pseudorandomness, from [51]], which we rename standard
pseudorandomness.

Definition IIL.2 (Strong Pseudorandomness). A DVRF pro-
tocol V on nodes N = {Ny,...,N¢} is (0,t,£)-strongly
pseudorandom with 0 < 6 < t < (¢ if for all PPT ad-
versaries A, Advgf)‘jnd = |Pr[PRandy 4(1*,0) = 1] —
Pr[PRandy 4(1*,1) = 1]| < negl()\), where negl() is a
negligible function and the experiment PRandy 4(1*,b) is
defined below:

[Corruption] A chooses a collection C of nodes to be
corrupted with |C| < 0. Adversary A acts on behalf of
corrupted nodes, while the challenger acts on behalf of
the remaining nodes, which behave honestly (namely they
follow the protocol specification).

[Initialization] Challenger and adversary engage in running
the distributed key generation protocol DistKG(1*,t, /).
After this phase, the protocol establishes a qualified set
of nodes QUAL. Every (honest) node N; € QUAL \
C obtains a key pair (sk;,vk;). In contrast, (corrupted)
nodes N; € C end up with key pairs (skj,vk;) in which
one of keys may be undefined (i.e. either sk; = L or
vk; = L). At the end of this phase, the global public key
pk and the verification keys vector VK is known by both
the challenger and the attacker.

[Pre-Challenge Query] In response to A’s evaluation query
(Eval, z,i) for some honest node N; € QUAL \ C
and plaintext x € Dom, the challenger returns st <
PartialEval(x, sk;, vk;). In any other case, the challenger
returns L.

[Challenge] The challenger receives from the adversary
A a set of evaluation shares {si.}n,cu with U C
QUAL and |U| > t+ 1, and a plaintext ©* € Dom,
such that (Eval,z*,i) has been queried at most t — 0
times for different honest nodes N; € QUAL \ C. Let
s, < PartialEval(z*, sk;, vk;) for honest N; € U\ C
and (v*,7*) < Combine(pk, VK, z*, {s}. }n,evr\c U
{8t }Nn.eunc). If v* = L the experiment outputs 1.
Otherwise, if b = 0 the adversary receives v*; if b = 1
the adversary receives a uniform random value in Ran.

[Post-Challenge Query] In response to A’s evaluation query
(Eval, x, 1) with © # x* for some node N; € QUAL\ C
and plaintext x € Do, the challenger returns s. <
PartialEval(x, sk;, vk;). In any other case, the challenger
returns L.

[Guess] Finally A returns a guess b'. The experiment output
is b

In the above definition, we separate the upper limit 6 on the
number of corrupted nodes and the threshold ¢, which leads
to a refinement of previous pseudorandomness definitions.
Indeed, [51], [1l], only consider the situation § = ¢, which is
not always the case in practice. For example, the DKG protocol



in Dfinity-DVRF [39] requires that a super-majority of nodes
are honest i.e., § < £/3, while the DVRF threshold is set to be
t = (¢ —1)/2, leaving a gap between 6 and t. Moreover, the
values of ¢t and ¢ may greatly affect the communication and
computation complexity of the DKG setup (e.g., [35]), and
splitting 6 and ¢ can make the choice of ¢ and ¢ more flexible
for specific applications.

A weaker notion of pseudorandomness, that we refer to
as standard pseudorandomness, where the adversary is not
allowed to obtain any partial evaluation on the challenge
plaintext, has been the standard up to now in the related
literature on DVREF [30], [[14], [46]. The usage of this weaker
definition of pseudorandomness can also be found in the DRB
literature e.g. [20]. Using our refined approach to defining
(strong) pseudorandomness, we define (0, t, £)-standard pseu-
dorandomness as follows.

Definition III.3 (Standard Pseudorandomness). A DVRF pro-
tocol V on nodes N = {Ni,...,Ng} satisfies (0,t,0)-
standard pseudorandomness with 0 < 6 < t <
£ if for all PPT adversaries A, Adviﬁ‘ijand =
| Pr[StdPRandy, _4(1*,0) = 1] — Pr[StdPRandy, _4(1*,1) =
1” < negl(X\), where negl(:) is a negligible function and
the experiment StdPRandy 4(1*,b) is defined as experiment
PRandy_4(1*,b) with the exception that the adversary is not
allowed to obtain any partial evaluation on the challenge
plaintext x*.

C. Separation between Standard and Strong Pseudorandom-
ness

We shall discuss the relation between standard and strong
pseudorandomness. Perhaps unsurprisingly, we illustrate that
strong pseudorandomness is a strictly stronger property than
the standard pseudorandomness. As it is usual, we do so by
constructing a DVRF protocol V that is (6, ¢, £)-standard pseu-
dorandom, but it is not (6,t,¢)-strongly pseudorandom. Let
V' = (DistKG', PartialEval’, Combine’, Verify’) be a DVRF
which is (6, ¢, £)-standard pseudorandom with § < ¢’ <t < £.
The existence of such V' can be guaranteed under well-known
computational assumptions with our DVRF constructions in
Section We shall construct V = (DistKG, PartialEval,
Combine, Verify) as follows:

DistKG(1*,t,¢) runs DistKG'(1*,#',¢) among ¢ nodes to
obtain a set QUAL of qualified nodes [1_-] and the global
public key pk. Each node in ¢ € QUAL obtains a pair of
(Ski7 Vki).

PartialEval(z, sk;, vk;) outputs (i,v;,m;) < PartialEval’(x,
Ski,Vki).

Combine(pk, VI, z, E) when |E]| > t, it is also the case |E] >
t’. Thus we can run (v,m) <+ Combine’(pk, VK, z,&).
Output (v, 7).

Verify(pk, VK, z, v, 7) outputs 1 if Verify'(pk, VK, z,v,7) =
1. Else outputs 0.

'A side condition should be |QUAL| > t in order to make sure the

scheme is non-trivial. In Section [[V] we can see that our constructions of
DDH-DVRF and GLOW-DVRF both satisfy this condition.

Theorem IIL1. V is (0, ¢, ()-standard pseudorandom but it is
not (0,t,£)-strongly pseudorandom.

Proof. Firstly, we show that V does not satisfy (6, ¢, £)-strong
pseudorandomness. By definition, an adversary .A\P;Rand is
allowed to compromise 6 nodes, e.g. nodes Ny, ..., Ny wlog.
Additionally AYRand can query (Eval,z*,i) for up to ¢t —
different nodes Ny1, ..., Ny € QUAL wlog on the challenge
plaintext z*. Therefore AYR*1d can obtain ¢ > ¢’ valid partial
evaluations {s’.}1<;<; which allows the adversary to run
Combine(pk, VK, z*, {s%. }1<i<¢) to recover v* and trivially
win the pseudorandomness game.

Secondly, we show that the (6, ¢, £)-standard pseudorandom-
ness of V holds because an adversary AJ4PRand can only
compromise up to € nodes, where 6 < ' < t. If the adversary
A?}dpRand can distinguish v* from random for V*, then an
adversary A%ﬁdPRand that can distinguish v* from random for
V' would exist too, which contradicts the (6,t,¢)-standard
pseudorandomness of V' O

Corollary IIL.1.1. If there exist DVRFs with standard pseu-
dorandomness then strong pseudorandomness is a strictly
stronger property than the standard pseudorandomness.

Interestingly, we will show in Section that, in the
context of Dencentralized Random Beacons, Algorand DRB
(371 is (0,¢,¢)-standard pseudorandom, but is not (0,¢,¢)-
strongly pseudorandom, which offers an independent and natu-
ral confirmation of the separation between pseudorandomness
properties.

IV. DVRF INSTANTIATIONS

In this section, we present two original DVRF' construc-
tions, that we name DDH-DVRF and GLOW-DVREF, that
achieve strong pseudorandomness under widely accepted cryp-
tographic assumptions. DDH-DVRF is described here for
the first time and it can be seen as fully distributed version
of the stand-alone DDH-VRF presented in [34] (the latter
is being proposed for standardisation [38]]). On the other
hand, GLOW-DVREF is a pairing-based DVRF that achieves
strong pseudorandomness with compact proofs (in contrast to
DDH-DVRF). Of independent interest is our formalisation
and analysis of Dfinity-DVRF, a construction sketched in
[39]. We show that Dfinity-DVRF meets standard pseudo-
randomness and discuss why the current proof techniques
do not seem to extend to show strong pseudorandomness.
All security reductions in this section use the programmable
Random Oracle Model [9]].

A. DDH-DVRF: DDH-based DVRF with non-compact proofs

Let (G,g,q) be a multiplicative group where the DDH
assumption holds (cf. Section [). Let Hy : {0,1}* — G and
Hy : {0,1}* ~ Z, be hash functions. Let YPPHDVRE —
(DistKG, PartialEval, Combine, Verify), where:
DistKG(1*,¢,¢) is run by ¢ participating nodes A" = {7y,

..., N¢}. Each node N; chooses a random polynomial
fi(2) = a;0 + ai1z + - + a; 2" The protocol outputs



a set of qualified nodes QUAL C N, a secret key

ski = Y jequar fi(i) € Zg and a verification key
vk; = g™ € G for each i € QUAL, an implicit distributed
secret value sk = >, ouar @0 € Zg, and a global

public key pk = [[;equar, 9*"°. The full description of
the protocol can be found in Figure 2] in Appendix [I[] and
it is a well-known DKG protocol due to [35].
PartialEval(z, sk;, vk;) outputs s¢ = (i,v;, ;) for a plaintext
x, where v; <~ Hy(z)™ and m; < PrEqy, (g, vki, H1 (),

vg; 1) for randomness r i Z4 (cf. Section [[I-A| for the

description of the NIZK proof system for equality of

discrete logarithms (PrEqy, VerifyEqy)). .

Combine(pk, VK, x,E) parses list £ = {sh,...,s1°'} of
€] > t + 1 partial evaluation candidates originating
from |€| different nodes, and obtains verification keys
vkj,, .. 7vk]m. Next,

1) Identifies an index subset I = {i1,...,4s4+1} such that
VerifyEqy, (g, vki, H1(x),vs, m;) = accept holds for
every i € I, where (i,v;,m;) < s%. If no such subset
exists, outputs L.

2) Sets v va\o”‘” and 7 < {s.}

iel

3) Outputs (’U,eﬂ').

Verify(pk, VK, z,v,7) parses m = {si}
t+ 1 and I C QUAL

1) Parses s¢ = (i,v;,m;) fori € I.

2) Checks if VerifyEqy, (g,vkq, Hi(z),v;, ) = 1 for
every ¢ € I; if some of the checks fail, outputs O.

3) Checks if v = Hv?o’i‘l; if so outputs 1; otherwise

iel

i€l’

;7 such that [I| =

outputs 0.

The full proofs of the following theorems can be found in
Appendix [

Theorem IV.1. VPPH-DVRE corisfies consistency, robustness
and uniqueness.

Theorem 1V.2. VPPHDVRE o (9 ¢+ ¢)_strongly pseudoran-
dom for any 0 with 6 <t < ¢ — 0 under the DDH assumption
in the random oracle model.

Sketch of the proof. Assume an extended DDH in-
stance (this can be easily derived from DDH instance)

(gaoagala'"7gaw7gﬁay07y17"'7yw) where e$ither Yo g
gaOB7y1 = galﬂw'wyw = gOéwB or yo < G7y1 <~
G,..., %0 & 6. Suppose the adversary corrupts nodes
C = {1,---,m} with m < 6 in the corruption phase. A

simulator who represents all the ¢ — m honest nodes can
simulate the running of the DKG protocol with the adversary
who represents all the m corrupted nodes. At the end of the
DKG protocol, the global public key is set to be pk = g@°
and the verification key vk; = ¢® for each honest user
i € [m+ 1,t]. Because £ —m > { — 6 > t, the simulator
is able to derive all the secret keys of the adversary, i.e., sk;
for < € C. In the random oracle model, the hash value of the
challenge plaintext is set to be H;(z*) = ¢g”. The adversary’s

partial evaluation queries on z* can be answered directly using
y; for an honest user j € [m+1,t]. For an honest user j > ¢,
the partial evaluation on x* can be computed using Lagrange
coefficients and values of {yi}m+1§i§t and the adversary’s
shares ¢g?%i for i € C. When y; = ¢g®# for each 1, this
simulates the real pseudorandomness game perfectly; but when
y; is a uniform random, the adversary receives randoms. If
the adversary can break the pseudorandomness, then we can
construct an adversary that breaks the DDH assumption.

Remark 1 (DDH-DVRF vs. DPRFs [1]]). The construction
with trustless setup DDH-DVRF bears similarities to the
distributed pseudorandom functions (DPRFs) with trusted
setup [ Figure 5] and [} Figure 6]. The correctness of the
latter is only privately verifiable, and although the authors
claim that the former construction enjoys public verifiability,
no hard evidence was provided in [|]. As we have seen
rigorously proving public verifiability requires to update pseu-
dorandomness and robustness (called correctness in [lI]]) in
the presence of publicly available proofs of correctness, as
well as defining and proving uniqueness. Futhermore, the
DPRF construction that admits public verifiability in [I]
makes use of Pedersen commitments in the public key, while
our construction DDH-DVRF provides verifiability without
requiring the use of commitments, which improves computation
efficiency. In this sense DDH-DVRF bears more resemblance
to the DPRF construction [, Figure 6], which was claimed
to be only privately verifiable.

B. GLOW-DVRF: a strongly pseudorandom pairing-based
DVRF with compact proofs

DDH-DVRF has the advantages of admitting very fast
implementations and relying on a long-standing cryptographic
assumption, as it can be built using e.g. elliptic curves.
DDH-DVREF’s proofs 7w are however non-compact, i.e. their
size is linear in the reconstruction threshold ¢. Next we
describe a pairing-based GLOW-DVRF (cf. Definition [IL.T)
that achieves strong pseudorandomness and compact proofs
simultaneously.

Let (e,G1,Go,Gr,q,91,92,h1,he) be a bilinear pairing,
where ¢i1,g2 are generators of Gip,Go respectively (same
applies to hiy,ho). Let Hy : {0,1}* — Gy, Hy : G; —
{0,1}* and Hj : {0,1}* +~ Z, be hash functions. Let
YGLOW-DVRE — (DistKG, PartialEval, Combine, Verify) be a
DVREF for a pseudorandom function defined as follows:

DistKG(1*,¢,¢) proceeds in the same way as in the non-
compact case, with the difference described as below:

« In the Generating phase, g, h are replaced with g1, h; €
Gy.
o In Step 4, each node N; with ¢ € QUAL exposes
Bio = gy"° via Feldman-VSS.
— In Step 4(a), each node N; with ¢ € QUAL
broadcasts A;x = g¢;"" for 0 < k < t and
Bio=gy".



— In Step 4(b), for each i € QUAL, N; checks

if 977 = ID_o(Awr)" and e(Aio,02) =
e(g1, Bip).

— In Step 4(c), set the global public key as pk =
[Ticquar Bio-

To summarise, the verification keys vk; are generated in
G using the generator g; and the global public key pk is
generated in G using the generator gs. Full details can be
found in Figure 3] in Appendix [K]

PartialEval(z, sk;, vk;) computes v; = H;(x)%

i and m; <+
PrEay, (g, vki, H1(z), v;; 1) for randomness r & Zg, and
outputs share s’, = (i, v;, 7;). .

Combine(pk, VK, z,E) parses list £ = {sh,...,s,°'} of
€] > t + 1 partial evaluation candidates originating
from |£| different nodes, and obtain verification keys
vkj,, ..o, vk, . Next,

1) Identifies an index subset I = {iy,...,%;11} such
that for every ¢ € I it holds that VerinyqHs(g,vki,
Hy(x),v;,m) = 1, where (i,v;,m;) < s.. If no such
subset exists, outputs L.

2) Sets 7+ [Jv}°*" and v = Hy(n).

Jjel

3) Outputs (v, ).

Verify(pk, z,v,7): output 1 if the relation holds: e(7, g2) =
e(Hy(x), pk) and v = Hy(w). Otherwise output 0.

The DistKG protocol in GLOW-DVRF generates the veri-
fication keys vk; in G but the global public key pk in Go. The
function evaluation shares are validated using NIZKs, while
the well-formedness of the reconstructed pseudorandom value
v is validated using a pairing equation, which in turn provides
the compact proof as intended.

Using NIZKSs to validate partial evaluations has two benefits.
Firstly, it is crucial for proving strong pseudorandomness
for GLOW-DVRF. The main technical difficulty of proving
strong pseudorandomness is to simulate the answers to the ora-
cle queries PartialEval(sk;, vk;, *) on the challenge plaintext
x* when the secret key sk; is unknown. Placing verification
keys vk;’s on G results in an adversary being unable to
check the validity of the i-th partial evaluation (provided that
the XDH assumption holds in the bilinear pairing group),
which facilitates exhibiting a security reduction to strong
pseudorandomness. Secondly, by validating evaluation shares
verifying NIZKs instead of pairing equations speeds up the
Combine algorithm by computing 4 - |£| exponentiations in
G instead of computing 2- |€| pairings, as the latter are more
computationally expensive.

The full proofs of the following theorems are given in
Appendix [K]

Theorem IV.3. VELOW-DVRE qurisfios consistency, robustness
and uniqueness.

Theorem 1V.4. VOGLOW-DVRE  gepieves (6,t,¢)-standard
pseudorandomness for any 0 with 0 < t < { — 0 under the
co-CDH assumption in the random oracle model.

Sketch of the proof. Assume a co-CDH instance
(€,G1,Ga,Gr,q, 91,92, 95, 97, 95) with g1 € Gy, g € Go,
a, B & Zq4. B’s goal is to output gf‘ﬁ . Suppose the adversary
corrupts nodes C = {1,--- ,m} in the corruption phase. A
simulator who represents all the ¢ — m honest nodes can
simulate the running of the DKG protocol with the adversary
who represents all the m corrupted nodes. At the end of the
DKG protocol, the global public key is set to be pk = g5.
The secret keys sk; for honest nodes i € [m + 1, t] are chosen
by the simulator. The secret keys sk; for honest nodes ¢ > ¢
cannot be computed by the simulator because « is unknown,
but the corresponding verification keys vk; for ¢ > t can be
computed using Lagrange coefficients. In the random oracle
model, the hash value of the challenge plaintext is set as
Hy(z*) = gf . When the adversary queries the random oracle
H, on a value y, we check if e(y, g2) = e(gf,gg‘). If true, it
means y = g‘f‘ﬁ and y can be output as a solution to the co-
CDH instance. We can show the probability that the adversary
queries such a y is at least the same as the advantage the
adversary distinguishes the standard pseudorandomness game.

Theorem IV.5. VELOW-DVRE g (9 4+ ¢)_strongly pseudoran-
dom under the XDH assumption and co-CDH assumption in
the random oracle model.

Sketch of the proof. Suppose the adversary corrupts nodes
C ={1,---,m} in the corruption phase. When m = ¢, the
adversary has already compromised ¢ nodes and is not allowed
to issue any partial evaluation query on the challenge plaintext
x*. Therefore, the proof for this case is similar to Theorem
When m < t, the partial evaluation queries on x* can
be simulated using values in XDH instance which is similar
to Theorem

C. Formalisation and analysis of Dfinity-DVRF

In Appendix [[] we provide a detailed description of a
pairing-based construction that was sketched in [39] and that
we call Dfinity-DVRF. We notice that no formal treatment
nor security proofs have been given to our knowledge. We
show that Dfinity-DVRF achieves standard pseudorandom-
ness. The full proofs of the following theorems are given
in Appendix [[] where we also discuss how standard proof
techniques [[L1], [35] do not seem to trivially extend to prove
strong pseudorandomness for Dfinity-DVRF.

Theorem IV.6. VPinity-DVRE surishios consistency, robustness
and uniqueness.

Theorem 1V.7. VPnityDVRE - qepioves (6t ¢)-standard
pseudorandomness for any 0 such that 0 < t < £ — 0 under
the co-CDH assumption in the random oracle model.

Remark 2 (DVRFs imply DPRFs). It is easy to see that
DVRFs impliy Distributed Pseudorandom Functions by simply
dropping the verification algorithm. As a consequence the
three concrete trustless DVRF constructions presented in this
section imply three new trustless DPRF constructions as per

[1}].



V. DECENTRALISED RANDOM BEACONS

A Decentralised Random Beacon (DRB) provides a way
to collaboratively agree on a (pseudo)random value [23]]
without the involvement of a central party. A prominent
application of DRBs is to randomly select a leader in Proof-
of-Stake blockchains (e.g. Dfinity [39]], Ethereum 2.0 [17],
OmniLedger [45], Tendermint [16]), without the need for a
coordinator.

A. Formalisation of DRB

We start by presenting a syntax for DRBs with non-
interactive randomness generation and formally define its
relevant security properties, including strong/standard pseu-
dorandomness, robustness and uniqueness. As we will argue,
we believe our definitions have merits not present in recent
definitions in the literature [20]], [S)]. In particular we are able
to analyse with our framework several academic and industry
constructions (including ours): Algorand [37], HERB [22],
Ouroboros Praos [27], Elrond [32], Orbs [4] and Harmony
[40]]. Last but not least our new DRB formalisation also allows
us to capture the generic DVRF-to-DRB construction and
study its security, bringing the total of instantiations capture
by our model to nine.

Definition V.1 (Decentralised random beacon (DRB)). A t-
out-of-{ DRB on a set of nodes N = {Ny,...,Ng} is
specified as a tuple R = (CmteGen, PartialRand, CombRand,
VerifyRand, UpdState) of polynomial algorithms as follows:

CmteGen(1*,¢,0): this is an interactive protocol run by the
nodes in N to set up a random beacon committee. The
protocol determines a set of qualified nodes QUAL C N,
outputs a committee public key cpk and results in a list of
secret keys SKC = {sky, ..., ske}, where each secret key is
only known to the corresponding node in the committee.

PartialRand(st,,—1, sk;, cpk): on input the state st,,_1 € Dom
Sfrom round n— 1, a secret key sk; and a committee public
key cpk, the algorithm computes a partial value o, ; and
a proof m, ; for round n. Output is (4,0, i, Tn ;).

CombRand(st,,_1, &, cpk) : on input a state st,_; € Dom, a
set £ = {(i,0n,i, ) }Yicr of partial values from |I| >
t+ 1 different nodes, and a committee public key cpk, this
algorithm outputs a pair (o, T,) of a beacon value and
a proof, or L.

VerifyRand(st,,—1,0n, Tn, cpk): on input a state st,_1 €
Dom, a beacon value o, € Ran, a proof m, and
a committee public key cpk, this algorithm verifies if
(o, Tn) is valid. The algorithm outputs 0/1.

UpdState(st,,—1, 0p, Tn, cpk): on input the current state
stn—1, a beacon value o, € Ran and its proof m,
generated at the end of round n— 1, the algorithm outputs
the updated state st for round n, or 1.

Before giving security definitions for DRB, we first describe
a set of oracles that model the adversarial capabilities. The
oracles are introduced below and their formal definitions are
given in Figure || The oracles update the following global

Init(C)

if C'< N or |C[ >t then return L
(QUAL, cpk, K) + CmteGen(1*,t, )
ck = (W, C, QUAL, cpk, K)

rn = 0, st = sty

return 1

OKeyRev(i)
if i ¢ QUAL\ C return L

parse K = {sk;};cquar\c
return sk;

OUpdate(a,ﬂ)

parse ck = (N, C, QUAL, cpk, K)

if VerifyRand(st, o, m, cpk) = 0 return L
x < UpdState(st, o, 7, cpk)

if = L then return L
m=rwm+1;st==x

return (rn, st)

OPartiaIRand(i)

parse ck = (N, C, QUAL, cpk, K)
if i ¢ QUAL or ¢ € C return L
(i,04,m;) < PartialRand(st, sk;, cpk)
return (4, 0, ;)

Figure 1: Oracles used in the different security games associated to
any t-out-of-¢ DRB.

variables: a total round number rn; the current state st; a

variable ck that stores committee information.

o Init(C): this oracle initialises a committee from nodes in N.
The oracle runs the interactive protocol CmteGen on behalf
of the honest nodes A"\ C' and the adversary runs on behalf
of the bad nodes C'. The adversary is allowed to control
up to ¢ bad nodes in N. The protocol determines a set of
qualified nodes QUAL and generates a committee public
key cpk. Each qualified node i € QUAL obtains a secret
key sk; at the end of the protocol. Let K be the set of secret
keys of the honest nodes run by the oracle in the committee.
We slightly abuse notation and write (QUAL, cpk, KC) «
CmteGen(1*,U) for the oracle’s output after running the
interactive protocol CmteGen where the adversary’s secret
keys are not included in K.

o OKeYRev()): this oracle returns the secret key of an honest
node ¢ in the committee.

o OPartialRand(i). this oracle computes the i-th node contribu-
tion of the committee to the random beacon by using the
current state st and the i-th honest node’s secret key and
running PartialRand(st, sk;, cpk).

o OUpdate(5 7): this oracle extends the current ledger with
(o,m) as the official randomness output for the current
round. The oracle runs UpdState(s.t., o, 7, cpk) to obtain
the state for the next round and increases the round number
rn by 1.

Pseudorandomness for DRB. Pseudorandomness guarantees
that the random beacon outputs are indistinguishable from
uniformly random values in the presence of active adver-



saries, which implies the properties of unpredictability and
bias-resistance [S7], [55]. Below we shall give the formal
definitions of the standard and strong pseudorandomness for
DRB.

Definition V.2 (Strong Pseudorandomness of DRB).
A DRB R = (CmteGen, PartialRand, CombRand,
VerifyRand, UpdState) on a set of nodes N° = {Ny,
..., N¢}is (0,t,£)-strongly pseudorandom with 0 <t < £ if
for any PPT adversary A, there exists a negligible function

negl(-) such that

PRand __ Pr [PRandR’A(l/\,O) — ]_]
AdvR A7 =1 p [PRandg (1), 1) =1] | = negl(})
where the experiment PRandmA(l/\,b) with b € {0,1} is
defined as below:

[Corruption] A correctness adversary A chooses a collection
C' of nodes to be corrupted with |C| < 0.

[Initialization] The challenger runs the oracle O"t(©) 1o ser
up a committee by interacting with the adversary.

[Pre-Challenge Queries] A is given access to oracles
QOPartialRand 3,7 OUpdate doseribed above.

[Challenge] The challenger receives from the adversary A a
set U of size at least t + 1 and U C QUAL, and a set
of partial values {(i,0;, ;) }icunc. Let the current state
be st = x* and the current round number be rn = j*. A
is not allowed to query the oracle OFr@IRand() 650 mmore
than t — |C| different i in the j*-th round. The challenger
proceeds as follows:

e (i,04,m;) < PartialRand(a*, sk;, cpk) for i € U\ C.
Let (o*,7*) < CombRand(z*, {(i, 0;, m;) }icu, cpk).
If 0* = 1, then the experiment outputs 1.

o Otherwise, if b = 0, the challenger sets 6 = o*; if
b =1, the challenger chooses a uniform random &
Ran.

o The challenger moves to the next round by computing
st <— UpdState(d, 2*) and increasing the round num-
ber rn = j* 4+ 1. The challenger gives (9, rn,st) to the
adversary.

[Post-Challenge Queries] A can continue to query the oracles
OPartiaIRand and OUpdate.

[Guess] Finally A returns a guess b'. Output .

In the above experiment, the adversary is allowed to com-
promise m nodes with m < 6 and is allowed to query
OFertialRand()) yp to ¢t — m times in the challenge round
(i.e., the j*-th round). To answer the challenge query, the
challenger combines the paritial values from the adversary and
the honest nodes to compute o*. Depending on the value of
b, the challenger sets § = o* or a uniform random. Then the
challenger uses the value of J to update the current state and
move to the next round.

Standard pseudorandomness for DRBs is obtained by re-
stricting the adversary in the above experiment to make no
queries in the j*-th round to the oracle (OPartialRand,

DRB Uniqueness. Uniqueness requires that the random bea-
con values are unique per round, even in the presence of an
adversary that obtains the secret keys of the honest parties.

Definition V.3 (Uniqueness). A t-out-of-{ DRB proto-
col R = (CmteGen,PartialRand, CombRand, VerifyRand,
UpdState) on a set of nodes N = {Ni,..., Ny} satisfies
uniqueness if for any PPT adversary A, there exists a negligi-
ble function negl(-) such that the following experiment outputs
1 with probability at most negl(\).

[Corruption] Adversary A chooses a collection C' of nodes
to be corrupted with |C| < t.

[Initialization] The challenger runs the initialisation phase
Init(C) as described in Figure |l| to set up a committee
by interacting with the adversary, and also initialises the
global variables.

[Queries] A is given access to oracles
and OXYRY s described in Figure

[Challenge] The challenger receives from the adversary A,
two beacon values 0,0’ € Ran and two proofs w, . Let
the current state be st = x*. If o # o’ and VerifyRand (z*,
o, m, cpk) = VerifyRand(z*,o’, 7/, cpk) = 1 then output
1; else output 0.

OPartiaIRand OUpdate

The uniqueness of the pseudorandom output of a DRB pro-
vides strong bias resistance, as it stands against any adversary
independently from the number of corrupted nodes that the
adversary controls. This prevents an adversary from manipu-
lating the beacon values to obtain e.g. financial advantage and
can be an useful block to obtain fairness in DeFi applications
[43].

Similarly to DVRFs an additional security property is
needed for DRBs, namely robustness. Robustness, also called
Guaranteed Output Delivery, ensures that the computation of
beacon outputs cannot be stopped by an adversary once ¢ + 1
partial beacons are emitted by nodes from the committee, even
if some of the beacon shares have been generated by malicious
nodes. A definition of DRB robustness is given in Appendix

E
B. Generic DVRF-to-DRB Construction and Security Analysis

Instantiation. We now describe a general implementation of
DRB using DVRF:

CmteGen(1*,¢,0): a set N of ¢ nodes jointly run
DistKG(1%, ¢, ) to obtain a set QUAL of qualified nodes,
a public key pk. Each node 7 obtains a secret key sk;
and a verification key vk;. Let cpk = (pk, VK) where
VK = {vki}icquar.

PartialRand(st,,_1, sk;, cpk): parse cpk = (pk, VK). Output
(04, 7;) < PartialEval(st,,_1, sk;, vk; ).

CombRand(st,,—1, &, cpk): parse cpk =
(o, 7) < Combine(pk, VK, st,_1,&).

VerifyRand(st,,—1, 0y, T, cpk): parse cpk = (pk, VK). Out-
put Verify(pk, VI, st,,—1, 0, ).

UpdState(st,,—1,0n, Tn, cpk): Output the state st, = o,||n
for the next round n. The round number is of p-bit and the

(pk, VK). Output



restriction placed here is that the total number of rounds
is at most 22. We assume the state sty = 0¢||0 where the
choice of oy € R is left open.

The full proofs of the following theorems are given in Ap-

pendix [E]

Theorem V.1. VPRB js correct if VPVRY is robust.

Theorem V.2. RPRB achieves (0,t,()-standard (resp. strong)
pseudorandomness if VPVRY achieves (0,t,()-standard (resp.
strong) pseudorandomness.

Theorem V.3. VPRB gatisfies uniqueness if VPVRY satisfies
uniqueness.

Remark 3. With our DVRF constructions from Section [[V] the
initial seed og can be set to be pk, the global public key of
the underlying DVRF construction. Indeed pk as output by
our concrete DVRF's is uniformly distributed at random in the
corresponding DH group, a property inherited by our DKG
protocols from [35)]. It must be noted that other DRB protocols
from the literature [37|], [32)], [40] need to use an out-of-band
channel to agree on the initial seed, which is not needed with
our DVRF-to-DRB constructions.

VI. COMPARISON WITH STATE-OF-ART DRB
INSTANTIATIONS

Our DRB framework focus on the DRBs which can generate
a random beacon value for each round in a non-interactive
manner. We stress that non-interactive protocols are the most
desirable solutions for decentralised applications. Although
our DRB syntax bears a lot of similarity to our modelisation
of DVRFs, and hence could seem to lack in generality, we
show below how to use our definitions to formalise Algorand
DRB [37]], Ouroboros-Praos DRB [27]], Elrond DRB [32] and
Harmony DRB [40] which are non-interactive. Then we shall
describe and compare with other interactive DRBs which may
run across multiple rounds to create a beacon value.

A. Capturing non-interactive DRBs with our formalisation

Algorand, Ouroboros-Praos and Elrond. Algorand [37]
defines a DRB with the aim to create a pseudorandom
seed that is fed into a cryptographic sortition algorithm
that assigns certain roles to nodes belonging to a com-
mittee (such as being block proposer in a given round).
Ouroboros-Praos and FElrond [27]], [32] also implement
DRBs that are similar to Algorand’s. These DRBs are
based on stand-alone verifiable random functions VRF =

(VRF.KeyGen, VRF.Eval, VRF Verify) [48] (the syntax of

VRF can be found in Appendix [C), and can be formalised as

the tuple R = (CmteGen, UpdState, PartialRand, CombRand,

VerifyRand) as follows:

CmteGen(1*,¢,£): This is a non-interactive protocol, in
which each node in N' = {Ny,..., Ny} creates a VRF
key pair (pk;,sk;) < VRF.KeyGen(1*) for i = 1,..., .
The set of qualified nodes QUAL C U are those that
contribute a VRF public key, and the committee public

key cpk = {pki}ieQUAL-
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PartialRand(st,,—1, sk;, cpk): Compute a partial value for
round n by running the VRF evaluation function (p, ;,
Tn,i) < VRF.Eval(sk;,st,_1). Output (%, pp i, 7).

CombRand(st,,—1, &, cpk): Parse & {(4, pn,is Tni) tier
with |I| > ¢ and I C QUAL. Run a selection algorithm
j « Sel(st,_1, I), where Sel is a pseudorandom permuta-
tion and returns the node from I with the highest priority. If
VREF Verify(pk;, Stn—1, pn j; Tn,j) = 1, set o, = py j and
T, = (4, T, I); else set 0, = H(st,_1||n) and 7, = L.
Output (0, 7).

VerifyRand(st,,—1, 0y, T, cpk): If m, = L, output the re-
sult of whether H(st,_1||n) == o,. Otherwise, parse
T, (4, mny D). If |I] > ¢ and I C QUAL
and VRF.Verify(pk;,st, 1,00, 7, ;) = 1 with j «
Sel(st,,—1, 1), output 1; else output 0.

UpdState(st,,—1,0,): Output st, = o,||n. The initial state
stg = 0¢||0 where oy € Ran is a random chosen by the
initial participants in the protocol.

The intuition behind this construction is that in each round
n a node N; is chosen as a beacon leader based on the ran-
domness st,,—1 agreed on round n—1. The next state is defined
as the output of the VRF computation VRF .Eval(sk;,st,—1)
by node IV; (provided it passes the verification test wrt public
key pk;); otherwise if node NV; failed to provide a value, then
the state for round n is updated as H(st,—1||n).

Algorand DRB does not satisfy either (0, ¢, ¢)-standard or
strong pseudorandomness when 6 > 0. Intuitively, this is
because the combine algorithm CombRand relies on select-
ing a single leader node to compute the next beacon value
oy, facilitating an adversary the possibility of introducing
bias whenever that node is corrupted. Assume the adversary
corrupts nodes C' = {Ny,...,Np,} with 0 < m < 6. The
probability that a corrupted node is selected as leader for
each round is at least p m/¢ which is non-negligible.
Indeed, assume N; is a corrupted node controlled by the
adversary. When NV; is selected as the leader in the challenge
query, the adversary is able to distinguish ¢* from a uniform
random which breaks the standard/strong pseudorandomness.
The above attack does not depend on whether the adversary
knows the identity of the leader or not. The adversary can
always guess successfully with probability at least p.

When 6 = 0, i.e., the adversary is not allowed to corrupt
any node, the (0,t,¢)-standard pseudorandomness of Algo-
rand DRB holds because of the pseudorandomness of VREFE.
However, no corrupted node is a very strong assumption for
any decentralised application where any node can participate.
Furthermore, even if § = 0, Algorand DRB does not sat-
isfy (0, ¢, £)-strong pseudorandomness. This is because strong
pseudorandomness allows the adversary to query (QFartialRand
oracle in the challenge round. When 7 is the current leading
node and i is honest, the adversary can query (PartialRand(i)
to obtain the next beacon value which breaks the strong
pseudorandomness. Note that this attack also does not rely
on the knowledge of the leader. The total number of nodes
is polynomial and the adversary can issue up to ¢ queries
PartialRand which gives the adversary a successful guessing



probability ¢/¢.

Finally, Algorand does not enjoy strong bias resistance.
When the secret key of any honest node is leaked to the
adversary, despite the fact that the adversary cannot change
the values of p,, ; for each honest node 4, the adversary can
adjust the set / C QUAL by including/excluding the partial
outputs corresponding to corrupted nodes to bias the output of
oy, to the adversary’s advantage.

The arguments above also apply to Ouroboros-Praos [27,
Section 5] and Elrond [32l Section 11] DRBs.

Harmony. Harmony [40, Section 3.1] is based on verifi-

able random functions VRF = (VRF.KeyGen, VRF.Eval,

VRF .Verify) [48], and verifiable delay function VDF =

(VDF.Eval, VDF .Verify) [12] and can be formalised as fol-

lows:

CmteGen(1*,¢,£): This is a non-interactive protocol, in
which each node in N' = {Ny,..., Ny} creates a VRF
key pair (pk;,sk;) + VRF.KeyGen(1*) for i = 1,..., /.
The set of qualified nodes QUAL C N are those that
contribute a VRF public key, and the committee public
key cpk = ({pk;}icquaL,pp), where pp is the global
parameter for the VDF function.

PartialRand(st,,—1, sk;, cpk): The algorithm computes a par-
tial value for round n by running the VRF evaluation
function (py, 4, 7p,;) < VRF.Eval(sk;,st,—1). Output is
(iapn,iaﬂ-n,i)'

CombRand(st,,—1, &, cpk): Parse &
with |I| >t and I C QUAL.

1) Identify the maximum index subset J C I such that
|J| >t and VRF Verify(pk;,st,—1, pn j, mn ;) = 1 for
each j € J. Let @), = {(pn,j> Tn ;) }je-

{(iv Pn,is W?L,i)}iel

2) Compute p, = @jespn; and (o,,7d) <+
VDF.Eval(pp, pn)-
3) Output (0, 7,) with 7, = (77, 7).
VerifyRand(st,,_1, 0y, Ty, cpk): Parse m, = (77,7¢) with

70 = {(pn,j, ™) tjes. I |I| <t or I € QUAL, output
0. If VRF.Verify(pk;,sty—1,pn,j, T, ;) = 1 for all j € J
and VDF .Verify(pp, ®je.jpn.j, On, 1) = 1, output 1; else
output 0.

UpdState(st,,—1,0,): Output st,, = o,||n. The initial state
stg = 0¢||0 where oy € Ran is a random chosen by the
initial participants in the protocol.

Roughly speaking, in each round Harmony’s DRB computes
the XOR of at least ¢ + 1 VRF evaluations from pairwise
different nodes that is then fed into a verifiable delay function
(VDF) to delay the computation of the final randomness for
k blocks to prevent the last revealer attack [31]. Once p,, is
committed into the blockchain, it cannot be modified by any
node. To simplify the description, we let £ = 1.

The fact that Harmony’s DRB directly uses the result
of VDF as beacon value guarantees that the output is un-
predictable but probably not pseudo-random [12]], [61]. As
suggested in [12]], a random oracle should be applied to the
output of the VDF to obtain the beacon value. However, it is
still a open question whether this combination is provably in-
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differentiable from a Random Delay Oracle [12]. We conclude
then that Harmony’s DRB does not satisfy either standard or
strong pseudorandomness.

Interestingly, Harmony’s DRB does not satisfy strong bias
resistance neither, even with the VDF function in place. When
these secret keys are leaked to the adversary, the adversary can
pre-compute the partial values from the honest nodes and the
VDF function. The adversary can choose the partial values to
be included into the beacon value leading to a biased beacon
value. We conclude that Harmony’s DRB does not offer strong
bias resistance.

HERB. The so-called Homomorphic Encryption Random Bea-
con construction [22], defines a DRB using DKG and ElGamal
homomorphic properties, similarly to the random beacon used
in Orbs’ Helix consensus protocol [3], [4]. HERB first runs
DKG among n nodes to establish a public key and the shares
of the corresponding secret key spread among n nodes. Each
node publishes an ElGamal encryption share of a secret along
with NIZK of correct encryption. Once the publication phase
is over, any node can check and aggregate the encryption
shares into an aggregate ciphertext which can be subsequently
decrypted by threshold of nodes. The decryption result is the
final beacon value. HERB’s beacon value is pseudorandom
as long as one participating node is honest and selects the
secret share randomly. Our preliminary analysis indicated that
HERB satisfies both standard and strong pseudorandomness.
However, HERB does not offer strong bias resistance when
the secret keys of the honest nodes are leaked, since the
adversary is able to perform decryption and obtain other
nodes’ secret shares before choosing his own secret share. A
detailed description of HERB using our DRB framework is in

Appendix [G]

B. Comparison with interactive DRBs

SCRAPE [20], RandShare/RandHound [57]] and Ouroboros
[44] are interactive DRBs constructed using Publicly Verifiable
Secret Sharing (PVSS). These protocols directly run PVSS
protocol across multiple rounds to produce one beacon value
at a time, and belong to a line of work initiated in [[7]. We stress
that this is a rather expensive approach to create beacon values
since PVSS’s communication and computation complexity is
similar to a DKG protocol. In comparison, the DKG protocol
in our DRB is initiated once and generates multiple random
beacon values using non-interactive algorithms PartialRand
and CombRand.

HydRand [S5] builds upon SCRAPE and also uses PVSS
protocol. HydRand’s secret reconstruction process runs across
multiple rounds. In each round n, a leader node is selected to
open its PVSS secret value s, previously committed in a round
r where the node was last chosen as the leader, create a new
commitment for a new secret s,, and use PVSS distribution
protocol to generate encrypted shares for s,,. When the round
leader does not reveal its previous secret s,, then the other
nodes jointly reconstruct the secret using PVSS reconstruction
process. HydRand has a similar problem to Algorand: both



Random Beacon Standard Strong Strong Unpredictability
Protocol Pseudorandomness  Pseudorandomness  Bias Resistance

Algorand [37] ) X X (4
Elrond [32] ) X X v
Harmony [40] X X X (4
HERB [22] v (4 X (4
Orbs [4] v v X (4
Ouroboros Praos [27] =) X X v
Dfinity-DRB [39] v X v v
DDH-DRB [This work] v %4 %4 %4
GLOW-DRB [This work] v v v (4

Table I: Comparison of Random Beacons with non-interactive beacon computation. (=) means the corresponding property holds when all

nodes are honest.

protocols rely on selecting a leader to produce a random
beacon value. The pseudorandomness of the beacon values
are therefore not guaranteed when some of the nodes are
corrupted. In comparison, our DRB can allow up to ¢ corrupted
nodes while still achieves standard/strong pseudorandomness.
The tolerance of a certain number of corrupted nodes is
essential for any decentralised application to avoid single-point
of failures.

The results of our DRBs comparison is summarized in Table

ik

VII. PERFORMANCE EVALUATION

We compare the efficiency of different DVRF implementa-
tions by benchmarking the time required to generate a single
random value for DRB purposes. The protocols, and associated
curves, studied in the reference implementation [33]] are shown
in Table where the protocols are implemented using mcl
library [49], RELIC [2], Libsodium [10].

The results are summarised in Table which shows the
average time for each protocol to generate a single random
value based on the average execution time of the functions
PartialEval and Combine. Benchmarking was done using
Catch2 [52] on a laptop running Ubuntu 18.04. LTS with 64bit
Intel Core 17-8550U processor, with 4GHz processor speed,
and 16GiB of memory. We observe that the DDH-DVRF
protocol with Ristretto255 outperforms the Dfinity-DVRF
protocol with curves offering the same 128-bit security level
E]by approximately a factor of 5. In the case of BN256,
which has the same prime field size that Ristretto255 but
lower security level, the times for random value generation
are 1.5 slower if using the mcl library, and slower by over
a factor of 10 if using RELIC. Between the protocols with
compact proofs, the GLOW-DVRF protocol outperforms
the Dfinity-DVRF implementation on randomness generation
for the same curve by at least a factor of 2.5, and the
highest performing implementation, disregarding other factors,
is therefore the GLOW-DVRF protocol with curve BN256.
However, comparing implementations with the same security
level the DDH-DVREF protocol produces the fastest times. The
benchmarks discussed in this section can be reproduced using

2See https://tools.ietf.org/id/draft- yonezawa- pairing- friendly- curves-00.
html for a discussion of revised security strength of pairing-based
cryptographic assumptions.
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the reference implementation [33]] licensed under Apache 2.0.
Further details on the implementation are given in Appendix
Al

To further illustrate the superior performance and prac-
ticality of our DVRF-based DRB constructions, we have
developed a ledger prototype with Tendermint-based state
machine replication [16] using Cosmos SDK [41]]. In our
prototype validator nodes act as DRB nodes, and the block
proposer stores in the block each DRB’s round random value
and corresponding proof using a special transaction. The first
random value appearing in a block is used to select the leader
for Tendermint consensus for the next block. We evaluate how
long it takes on average for at least 2/3 of the total number of
validators to agree on a random value (which guarantees that
the corresponding beacon outputs will be stored eventually in
a block), where the beacon evaluation shares are propagated
amongst the nodes using the underlying P2P network of
Tendermint/Cosmos. The experiments have been run using the
GLOW-DVRF and Dfinity-DVRF-based DRB protocols on
Amazon EC2 t2.micro instances (1 GiB of RAM, one virtual
CPU core, 60-80 Mbit/s network bandwidth) in the same AWS
region but an artificial delay of 200ms was added to each of the
nodes. Experiments were performed with correct nodes only,
as well as considering up to 15% simulated node failures.

The benchmarks obtained show in particular how the DRBs
obtained through the DVRF-based generic construction outper-
form random beacons where randomness generation typically
takes several rounds of communication [20], [57], [44], [55]].
For instance, while the recently presented Hydrand DRB [55]]
generates for a total of 64 nodes an average of 13 random
values per minute in a platform similar to the one used in
our experiments, our GLOW-DVRF-based DRB generates
approximately 100 random outputs per minute, which rep-
resents approximately x8 better throughput. With regards to
verification performance, Hydrand reports that an external
client can publicly verify the correctness of a round’s random
beacon in 57ms with a proof size of 26624 bytes in a setting
with 128 nodes, whereas for both our pairing-based DRBs
verification takes approximately 1.8ms with a proof size of 48
bytes (independently of the number of nodes). Even for our
DDH-DVRF-based DRB with non-compact proofs, the proof
size is only 6464 bytes for a simlar number of nodes.


https://tools.ietf.org/id/draft-yonezawa-pairing-friendly-curves-00.html
https://tools.ietf.org/id/draft-yonezawa-pairing-friendly-curves-00.html

Protocol Curve Library Security | Proof size Randomness Time Ratio | Assumption
Level (bytes) Generation (ms)

BN256 mcl 100 32 7.38 0.69
BLS12-381 mcl 128 48 18.67 1.75 co-CDH

GLOW-DVRF BN384 mcl 128 48 21.39 2.00 XDH
BN_P256 RELIC 100 33 33.16 3.10
Ristretto255 | Libsodium 128 1664 10.70 1

DDH-DVRE | 1025519 | RELIC 128 1664 65.97 6.17 DDH
BN256 mcl 100 32 18.81 1.76

. BLS12-381 mcl 128 48 55.79 5.22

Dfinity-DVRE | pr3g4 mel 128 48 60.73 5.68 co-CDH

BN_P256 RELIC 100 33 138.36 12.94

Table II: Time ratios per individual node for each protocol to generate one round of entropy for total number of nodes ¢ = 50, with threshold
value ¢t = 25. These figures do not take into account latency due to communicating partial evaluations between nodes.

VIII. EXTENSION TO THRESHOLD BLS SIGNATURES WITH
IMPROVED SECURITY AND EFFICIENCY

Our technique of using NIZKs to validate partial evaluations
in GLOW-DVRF can also be applied to modify the well-
known threshold BLS signature scheme [11] in order to
achieve stronger security and better efficiency in the most
time-consuming operation, i.e. reconstruction of a signature
from individual signature shares.

Let (e,G1,G2,Gr,q,91,92) be a bilinear pairing, where
g1,92 are generators of Gi,Go respectively. Let Hj
{0,1}* — Gy and Hj : {0,1}* — Z, be hash functions.
The syntax of threshold digital signatures and description of
the corresponding unforgeability definitions are deferred to
Appendix [H] The modified threshold BLS signature that we
call threshold GLOW signature works as follows:

DistKG(1*,¢,¢) runs in the same way as GLOW-DVRF (see
Figure [3] in the Appendix) to generate individual party’s
signing key sk; € Z,, verification key vk; € G for ¢ =
1,...,¢, and the global public key pk € Gs.

PartialSign(sk;, z) outputs a partial signature (3, 0;,m;) with
o; = Hi(z)™ € G; and a NIZK proof m; <
PrEay, (9, vks, Hi(x),v;) to show that partial signature
o; has been correctly computed.

Combine(pk, vk, z, &) verifies a set of partial signatures £ =
{s31,..., 54"} of || >t + 1 originating from |&| dif-
ferent servers, and obtains from vk individual verification
keys vkj,, ..., vkj, . Next,

1) Identifies an index subset I = {i1,...,%:41} such
that for every i € I it holds that VerifyEqy, (g, vk,
Hy(z),0;,7m) = accept, where (i,0;,m;) < s.. If
no such subset exists, outputs reject.

2) Outputs o < H 0;\0'“.

jeI

Verify(pk, z, o) validates
e(Hy(x), pk).

In contrast to threshold BLS signatures [11] where individ-
ual verification keys vk; belong to G, individual verification
keys vk; belong to G; in threshold GLOW, where v =1, ..., ¢.
This presents two main benefits: firstly, partial signatures
validity is checked by a NIZK proof of equality of discrete
logarithms, instead of computing a pairing equation as in
threshold BLS, which makes the computation for the Combine

o by checking

6(0'7 92) =

phase to be between x2.5 to x4.5 faster than threshold BLS.
Secondly, we can extend the definition of unforgeability [[11]
to strong unforgeability, by allowing the adversary to query
partial signatures on challenge message z*, and show that
threshold GLOW signatures meet this stronger security notion.
In contrast, it is not known whether threshold BLS signatures
satisfy strong unforgeability: similary to the strong pseudoran-
domness case of Dfinity-DVRF, the techniques used in the
unforgeability proof of threshold-BLS do not trivially extend
to prove strong unforgeability.

B Difinity @ Dfinity w/ 15% fails GLOW ® GLOW w/ 15% fails
1500

1000

500

average time (ms)

8 16 32 64 96

number of nodes n

Table III: Average randomness generation time for different num-
bers of nodes n with no failures and 15% simulated failures on
a Cosmos/Tendermint-compatible ledger for Dfinity-DVRF and
GLOW-DVRF-based DRBs

We note that our improved unforgeability definition gen-
eralises the unforgeability definition for threshold signatures
in the presence of a trusted dealer that can be traced back to
Shoup [56]. Furthermore, it is possible to show a separation re-
sult for strong/standard unforgeability, i.e. there exist schemes
that satisfy standard unforgeability but do not satisfy strong
unforgeability. Hence, strong unforgeability offers a stronger
security level than standard unforgeability. The corresponding
separation result is given in Appendix [H]

The security reduction of GLOW-DVRF can be easily
adapted to show that the threshold GLOW signature scheme
satisfies strong unforgeability under XDH assumption and co-
CDH assumption. The proof of strong unforgeability is similar
to the proof of strong pseudorandomness of GLOW-DVREF in
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Theorem [[V3} the answers to the queries of partial signatures
on x* can be simulated under XDH assumption and when
the adversary found a forgery H(z*)% = gfﬂ it breaks the
co-CDH assumption.
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APPENDIX

A. Performance Evaluation (Continued)

1) Theoretical performance: In Table[[V] we give analytical
measurements for the size of the output of the partial evalu-
ation and the combine algorithms of the DVRFs studied in
this paper. The size is represented using the number of group
elements.

In Table |V| we give analytical measurements for the com-
putational costs of the secure DKG protocol, the partial eval-
uation algorithm, the combine algorithm and the verification
of the pseudorandom value. The costs are computed using
the number of group operations expg, mulg, pairing which
represent the exponentiation in G, the multiplication in G and
the pairing operation, respectively.

2) Implementation: The benchmarks presented in Table
can be independently verified by using the reference imple-
mentation [33] licensed under Apache 2.0. The source code
provided also allows for separate benchmarking of the DistKG
phase and randomness generation with message passing for
all curves listed in Table VI The communication between
nodes is implemented either locally, by means of a scheduler,
or using network connections. For the former all nodes must
reside within the same process, and can be used for running the
DistKG and DRB with simulated network latency. A simple
implementation of the latency, where each node’s latency is
sampled from a Gamma distribution with some chosen mean,
is currently available. In the latter case of network connections
the nodes can be run on different computers identified by their
IP address. Each node has an ECDSA and Diffie-Hellman
key pair, which are used to sign all outgoing messages and
to set up the point-to-point secure channels using Noise-C
[60], respectively. We assume both the ECDSA and Diffie-
Hellman public keys for each node are synchronised using
a trusted third party. In addition to the secure point-to-point
channels, the DistKG additionally provides a secure bulletin
for broadcasting information to all participants, that has been
implemented using the reliable broadcast protocol described
in [18]], and that is of independent interest.

B. Cryptographic assumptions

In the following we recall the definitions of two variants of
the Decisional Diffie-Hellman assumption, the Discrete Log-
arithm assumption and Lagrange coefficients for polynomial
interpolation.

Definition A.1 (DDH assumption). Let G = (g) be a (cyclic)
group of order q prime. Let X < (G,q,g,go‘,gﬁ) where

a, B <i Zy. The Decisional Diffie-Hellman assumption holds
if for & Ly the value

Adv?OP(N) = | PrA(X,g*%) = 1] —=Pr[A(X,¢") =1] |
is negligible in \.
Definition A.2 (Computational co-CDH assumption [[13]]). Let

X (e('v ')7G13GQ7GT7q7917927g?agfagg>

where <E(','),G1,G2,GT,C]> — Ig(lA) and Oz,ﬁ (i Z(’;
and g, & G1, 92 & Ga. We say that IG satisfies the
Computational co-CDH assumption in G if

AdvEEZPI(N) 1= Pr [A(X) = 67"

is negligible in \.

Definition A3 (XDH assumption [19]. Let
(e(-,),G1,Ga,Gr,q) + IG(1*) be a a bilinear mapping.
The XDH assumption states that DDH is hard in G1.
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Protocol GLOW-DVRF DDH-DVRF Dfinity-DVRF
PartialEval 1-G1+2-Zg 1.-G+2-Zg 1-Gq
Combine 1-G1+1:Zg | 1-G+2(t+1)-Zg | 1-G14+1-7Z4

Table IV: Size of the output of PartialEval and Combine algorithm

Operations GLOW-DVRF DDH-DVRF Dfinity-DVRF
Gen (2t + 3+ £(t +2)) - expg, (2t +3+£(t+2)) - expg (2t + 3+ £(t +2)) - expg,
DistKG ’ +E+ 1) +1) - mulg, +(t+1)(¢+1) - mulg +(t+1)(E+1) - mulg,
2nt+n+1)-expg ] ]
Extra. +(3nt + 20 - 2 - 2) - mul, +(3nt +(§th_27tlj 21))- il +(3nt +(§th+2?j 21)) ol
+(n — 1) - mulg, 4 2n - pairing G G2
PartialEval 3 - expg, 3 - expg 1-expg,
Combin (4k +t +1) - expg, + ¢ - mul (4k +t+1) - expg 4 ¢ - mul (t+1) - expg, + ¢ mulg,
ombine Pe, C1 Pe ¢ +2k - pairing
Verify 2 - pairing 5(t+ 1) -expg +t - mulg 2 - pairing

Table V: Theoretical computational costs. Notations: £ represents the total number of participating nodes. n = |QUAL]| is the number of
qualified nodes. k = |&| is the number of partial evaluations with k£ > ¢ 4 1 given to the Combine algorithm. For the DistKG sub-protocol,

we compare the number of computations that each node performs in the Generating phase and the Extracting phase.

Protocol Curve Library Proof size Randomness Time Ratio
(bytes) Generation (ms)
BN256 mcl 32 7.38 0.69
BLS12-381 mcl 48 18.67 1.75
GLOW-DVRFE | pN3g4 mel 48 2139 2.00
BN_P256 RELIC 33 33.16 3.10
Ristretto255 | Libsodium 1664 10.70 1
DDH-DVRF Curve25519 RELIC 1664 65.97 6.17
BN256 mcl 32 18.81 1.76
. BLS12-381 mcl 48 55.79 5.22
Dfinity-DVRE | pN3g4 mel 48 60.73 5.68
BN_P256 RELIC 33 138.36 12.94
Protocol Curve Library Proof size Randomness Time Ratio
(bytes) Generation (ms)
BN256 mcl 32 29.06 0.68
BLS12-381 mcl 48 7191 1.68
GLOW-DVRFE | p\3g4 mel 48 80.15 1.87
BN_P256 RELIC 33 132.92 3.10
Ristretto255 | Libsodium 6464 4291 1
DDH-DVRF Curve25519 RELIC 6464 285.59 6.66
BN256 mcl 32 74.01 1.72
. BLS12-381 mcl 48 215.34 5.02
Dfinity-DVRI | pN3g4 mel 48 228.54 5.33
BN_P256 RELIC 33 566.21 13.20

Table VI: Time ratios per individual node for each protocol to generate one round of entropy for total number of nodes £ = 50 (upper table)
and ¢ = 200 (lower table), with threshold value ¢ = £/2. The time ratio is computed as the time to generate a single random value for each
protocol divided by the observed time for DDH-DVRF, which is the DVRF offering higher security, implemented using LibSodium.

C. Verifiable Random Function (VRF)

Formally, a Verifiable Random Function (VRF) V =
(KeyGen, Eval, Verify) consists of the following algorithms
[48]):

KeyGen(1*) is a key generation algorithm that takes as input
a security parameter 1*; it outputs a public key pk and a
secret key sk.

Eval(x,sk) is an evaluation algorithm that takes as input se-
cret key sk, a message x, and outputs a triple (z, F,, (), 7),
where F, () is the function’s evaluation on input z and
7 is a non-interactive proof of correctness.

Verify(pk, z,v,7) is a verification algorithm that takes as
input the public key pk, a message x, a value v and a
proof 7 and outputs 0/1.

D. Additional DVRF Definitions

Definition A.4 (Consistency). A t-out-of-¢ DVRF V =
(DistKG, PartialEval, Combine, Verify) is said to be consistent
if: for any (QUAL, pk, VIC, SK) + DistKG (1, ¢, £) run by ¢
nodes among which up to t nodes are corrupted, any plaintext
z € Dom, any two subsets U, U’ C QUAL of size at least t +
1, it holds that (v, ) <— Combine(pk, VI, z, { (i, v;, m;) }icv ),
(v',7") <« Combine(pk, VK, z, {(j, v}, })}jev’) and v =
v # 1, where (i,v;,m;) + PartialEval(z, sk;, vk;) for each
i €U, (j,v},m}) « PartialEval(z,sk;, vk;) for each j € U'.

Robustness ensures the availability of computing the ran-
dom function value on any admissible plaintext in an adversar-
ial environment. Robustness has been also called guaranteed
output delivery (G.0.D.) in recent works [20]], [44]]:

Definition A.5 (Robustness). A t-out-of-¢ DVRF protocol
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V = (DistKG, PartialEval, Combine, Verify) on nodes N' =
{N1,..., N¢} satisfies robustness if for all PPT adversaries A,
the following experiment outputs 1 with negligible probability.

[Corruption] A chooses a collection C of nodes to be
corrupted with |C| < t. Adversary A acts on behalf of
corrupted nodes, while the challenger acts on behalf of
the remaining nodes, which behave honestly (namely they
follow the protocol specification).

[Initialization] Challenger and adversary engage in running
the distributed key generation protocol DistKG(17,t, 7).
After this phase, the protocol establishes a qualified set
of nodes QUAL. Every (honest) node N; € QUAL \
C obtains a key pair (sk;,vk;). In contrast, (corrupted)
nodes N; € C end up with key pairs (sk;,vk;) in which
one of keys may be undefined (i.e. either sk; = L or
vk; = L). At the end of this phase, the global public key
pk and the verification keys vector VK is known by both
the challenger and the attacker:

[Query] In response to A’s evaluation query (Eval, x,1)
for some honest node N; € QUAL \ C and plaintext
x € Do, the challenger returns si., < PartialEval(z, sk;,
vk;). In any other case, the challenger returns L.

[Challenge] The challenger receives from A a set U C
QUAL, of size at least t + 1, a plaintext z* €
Dom and a set of evaluation shares {(i,v;,7;)}icunc
corresponding to nodes under adversarial control.
Challenger proceeds to compute the partial evalua-
tions corresponding to honest nodes as (i,v;,7;) <+
PartialEval(a*, sk;,vk;) for i € U\ C. Let (v*,7*) <«
Combine(pk, VI, x*, {(i, v, m) }icv ). If v* # L and
Verify(pk, VIC, *,v*, 7*) = 0 then output 1; else, output
0.

In the above experiment the output value v* is obtained by
running the combine function on a set that contains adversarial
inputs. Robustness demands that if the combine function does
not return L then its output must pass the verification test even
in the presence of the adversary’s inputs.

Finally, uniqueness guarantees that it is infeasible for any
adversary to compute two different output values v, v’ and a
plaintext * € Dom such that both values pass the verification
test wrt x, even when the secret keys of the honest nodes are
leaked.

Definition A.6 (Uniqueness). A t-out-of-¢ DVRF protocol V
satisfies uniqueness if for all PPT adversaries A, the following
experiment outputs 1 with negligible probability.

[Corruption and Initialization] these two phases are defined
exactly as in Definition (Robustness).

[Query] The adversary A can issue evaluation query and key
revealing query.

e In response to A’s evaluation query (Eval, z, 1) for some
honest node N; € QUAL \ C and plaintext x € Dom,
the challenger returns s < PartialEval(z, sk;, vk;). In
any other case, the challenger returns L.
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o In response to A’s key revealing query (KeyRev, j) for
some honest node N; € QUAL \ C, the challenger
returns sk;.

[Challenge] The challenger receives from the adversary A, a
plaintext z* € Dom, two values v,v’ € Ran and two
proofs w,7'. If v # v' and Verify(pk, VK, z,v, )
Verify(pk, VIC, z,v',7’) = 1 then output 1; else, output
0.

E. Additional DRB Security Definitions and Proofs

Correctness for DRB. We shall define the correctness for
DRB below. In the definition, the adversary is given access
to the oracles OFartialRand Update a5 described above. The
correctness guarantees that the output of CombRand is valid
in the presence of the adversary’s inputs.

Definition A.7 (Correctness of DRB). A t-out-
of-¢ DRB protocol R =  (CmteGen, PartialRand,
CombRand, VerifyRand, UpdState) on a ser of nodes

N = {Niy,...,N¢} satisfies correctness if for any PPT
adversaries A = (A1, As), there exists a negligible function
negl(:) such that the following experiment outputs 1 with
probability at most negl(\).

[Corruption] A correctness adversary A chooses a collection
C' of nodes to be corrupted with |C| < t.

[Initialization] The challenger runs the oracle O"it(©) 1o ser
up a committee by interacting with the adversary, and also
initialises the global variables.

[Queries] A is given access to oracles
ovrdate described above.

[Challenge] The challenger receives from the adversary A
a set U of size at least t + 1 and U C QUAL,
and a set of partial values {(i,0;,7;)}icunc. Let the
current state be st x*. Compute (i,0;,m;) <+

PartialRand(x*, sk;, cpk) for i € U\ C. Let (o*,7*) «
CombRand(z*, {(,0;, m;) bicu, cpk). If o # L and
VerifyRand(z*, o*, 7*, cpk) 0 then output 1; else,
output 0.

Theorem A.1. VPRB s correct if VPVRY is robust.

OPartialRand and

Proof. For correctness, suppose there is a PPT adversary
A that breaks the DRB correctness experiment with non-
negligible probability. We shall construct a PPT adversary B
which breaks the DVRF provability.

A chooses to corrupt a set of nodes C' with C C A and
|C| < t. B forwards C to its DVRF correctness challenger
to run the interactive protocol DistKG to create a committee.
B’s DVRF challenger runs on behalf of the honest nodes in
N and A runs on behalf of the bad nodes C. B acts as a
message forwarder between B’s challenger and A. After that,
A can continue to query the oracles QFartialRand apq Update,
Any OPartialRand guery by A can be answered by B’s DVRF
evaluation oracle. A outputs (U, € = {(i, 04, 7;) bicunc). Let
the current state be st = x*. B issues a challenge query
(x*,U,€) to its DVRF challenger. From the definitions of
correctness of DRB and DVRF, we can easily see that when



A’s challenger outputs 1, B’s challenger will also output 1.
This concludes the proof. O

Theorem A.2. RPRB achieves (0,t, £)-standard (resp. strong)
pseudorandomness if VPVRY achieves (0,t,()-standard (resp.
strong) pseudorandomness.

Proof. Given a PPT adversary A that breaks the standard
pseudorandomness of RPRB with non-negligible probability,
we shall construct a PPT adversary B that breaks the standard
pseudorandomness of VPVREF using A as a subroutine.

A chooses to corrupt a collection C' of nodes in A with
|C| < 6. B forwards C to its DVRF challenger who will
start the interactive DistKG protocol. The DVRF challenger
runs on behalf of the honest nodes in A/, and A runs on
behalf of the bad nodes in C. B acts as a message forwarder
between the DVRF challenger and the adversary A in the
DistKG protocol. At the end of the protocol, 5 can learn the
set QUAL of qualified nodes, the verification keys VI and
the global public key pk. B sets ck = (N, C, QUAL, cpk, 1)
with cpk = (pk, VK).

B can answer A’s queries of OUPdate easily since these
queries do not require any secret information that 3 does not
have. B can answer OP2rtialRand(}) queries by querying B’s
DVRF evaluation oracle on (Eval,st,4) to obtain the partial
value and forward the result to .A.

In the challenge query, B receives & = {(4, 04, ™) }icunc
from A. B answers the challenge query as below:

e Let st = 2™ and rn = j*. B issues a challenge query on
(z*,€) to its DVRF challenger and receives a value §
from the DVRF challeger.

o 3 then uses § to update the state and increases the round
number.

Since the state for the j*-th round is of the form z* = ¢’||j*
which is an unique value and has never been used before. After
the challenge round, the state is updated to a new value st =
d*||(7* 4+ 1) which is also a unique value and never repeats.
Therefore, the adversary A does not query PartialRand on
state x* before or after the round j*. Within the round j*, A
is only allowed to query PartialRand(¢) for at most ¢ — |C|
distinct 4, which is consistent with the requirement that B can
only query (Eval,a*,4) for at most ¢ — |C| distinct ¢ to his
DVRF evaluation oracle.

Finally A outputs b and B outputs b’. Therefore we have
Advpvrr,5 = Advprp,4. This concludes the proof. O

Theorem A.3. VPRB satisfies uniqueness if VPVRY satisfies
uniqueness.

Proof. Suppose there is a PPT adversary .4 that breaks the
DRB uniqueness experiment with non-negligible probability.
We shall construct a PPT adversary B which breaks the DVRF
uniqueness.

A chooses to corrupt a set of nodes C' with C' C N and
|C| < t. B forwards C to its DVRF uniqueness challenger
to run the interactive protocol DistKG to create a committee.
B’s DVRF challenger runs on behalf of the honest nodes
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in A and A runs on behalf of the bad nodes C. B acts as
a message forwarder between B’s challenger and A. After
that, A can query the oracles (FartialRand = HKeyRev = ryUpdate
Queries OPartialRand ‘KeyRev Hy- A can be answered by B’s
DVRF evaluation and key-revealing oracle respectively. A
outputs (o, o', m, 7’). Let the current state be st = z*. 15 issues
a challenge query (z*,0,0’,7,7') to its DVRF challenger.
We can easily see that when A’s challenger outputs 1, B’s
challenger will also output 1. This concludes the proof. [J

Corollary A.3.1. VPRE sarisfies fairness if VPVRY satisfies
uniqueness.

F. Fully Distributed Threshold Cryptosystem

A fully distributed t-out-of-¢ threshold cryptosystem with
non-interactive threshold decryption consists of the following
algorithms:

DistKG(1%,¢,¢) is a fully distributed key generation algorithm
that takes as input a security parameter 1*, the number
of decryption nodes ¢, and the threshold parameter ¢;
it outputs a public key pk, a list sk = {skq,...,ske}
of nodes’ private keys, a list vk = {vky,...,vke} of
verification keys.

Enc(pk,m) is an encryption algorithm that takes as input the
public key pk and a plaintext m, and outputs a ciphertext
C. We may write Enc(pk, m;r) when we want to make
explicit the random coins used for encrypting.

ShareDec(sk;, vk;, C') is a share decryption algorithm that
takes as input the public key pk, the private key sk;,
the verification key vk;, a ciphertext C, and outputs a
partial decryption (7, u;, 7;) where 7 is the proof of the
correctness of the decryption share p;.

ShareVer(pk, C, p;, 7;,vk;) is a share verification algorithm
that takes as input the public key pk, a ciphertext C, a
decrytion share p;, a proof 7;, and outputs 0/1.

Recovery(pk, vk, C,C) is a recovery algorithm that takes as
input the public key pk, a ciphertext C, and a list C of
t+1 decryption shares, together with the verification keys

vky, ..., vke, and outputs a message m or L.

G. HERB

The so-called Homomorphic Encryption Random
Beacon construction [22] defines a DRB using DKG
and [ElGamal homomorphic properties, similary to
the random beacon used in Orbs’ Helix consensus
protocol  [3], [4]. A necessary building block is
ElGamal-based  Threshold  Cryptosystem EG =

(EG.DistKG, EG.Enc, EG.ShareDec, EG.ShareVer, EG.Recovery)

from [25| Section 3.2] which is non-malleable (the syntax of
threshold decryption protocols is described in Appendix [F).
Herb’s DRB is specified as:

o CmteGen(1*,¢,0): a set N' = {Ny,..., Ny} of ¢ nodes
jointly run EG.DistKG(1*,¢,) to obtain a set QUAL of
qualified nodes, a global public key pk, and each node NN;
obtains a secret key sk; and a verification key vk;. Let
cpk = (pk, VK) where VI = {vk;};icquaL.



o PartialRand(st,,_1, sk, cpk): the state st,,_; € Dom con-
sists of a collection {(i,Cp—14, 7, ;) }ier of ElGamal
ciphertexts under the global public key pk and encryption
correctness proofs. Each ciphertext encrypts a random
element R,_;,; € G contributed by node N, for ¢ € I.

Compute the ciphertext production C' = J[,c;Crn_1,
and run the ElGamal partial decryption (am,ﬂgef) —

EG.ShareDec(sk;, vk;, C'). Finally, choose a fresh random
R,; € G for the next round and encrypt the random

(Chiy %) + EG.Enc(pk, Ry, ;) under the global public
key pk. Output is ((i,C,0pn_1,, 7 ;‘ecl,) (i, Cris m))

CombRand(st,,— 1,5 cpk): Parse &
{(4,C,0n-1,i,73° ;) }ier with |[I| >t and I C QUAL
Identify an index subset J C I such that |J| =¢+ 1 and
for each j € J, the partial decryption On—1,; 18 correct,
i.e., EG.ShareVer(pk, C, 0,15, 7% j,vk;) = 1. Obtain
the decryption o,, <— EG.Recovery(pk, C,{opn—1,}er)
such that o, = H el R,_1,. Output (o,,m,) where

Tn, (C {(Jaon 1,55 T n 1])}J€J)
o VerifyRand(st,,_1, 0., Ty, cpk): Parse Th =
(C.{{J,on=1,5s Wgcfl’j)}je.]). Verify that on

is the decryption of C by checking whether
EG.ShareVer(pk,C, -1, T 1],vk) = 1 for each
jedJand o, = EG.Recovery(pk C{on-1,;}jer)-
o UpdState(oy,, 7y, Stn—1): Set st,, to
{(ivcn,ivwz(,li))}iel'
H. Fully Distributed Threshold Signatures

A fully distributed t-out-of-¢ threshold signature with non-
interactive threshold signing consists of the following algo-
rithms [11]:

DistKG(1%,¢,¢) is a fully distributed key generation algorithm
that takes as input a security parameter 1*, the number
of participating nodes ¢, and the threshold parameter ¢; it
outputs a set of qualified nodes QUAL, a global public
key pk, a list VK = {vky,...,vke} of nodes’ verification
keys, and results in a list SK = {sky, ..., sk} of nodes’
secret keys where each secret key is only known to the
corresponding sever.

PartialSign(z, sk;, vk;) is a partial signing algorithm that
takes as input a plaintext z € Dom, secret key sk; and
verification key vk;, and outputs a triple s¢, = (i,v;, m;),
where v; is the i-th signature share and 7; is a non-
interactive proof of correct partial signing.

ShareSigVer(pk, x, 0;,vk;) is a signature share algorithm that
takes as input the public key pk, a plaintext x, a signature
share o;, and outputs 0/1.

Combine(pk, VI, x,E) is a combination or reconstruction al-
gorithm that takes as input the global public key pk, the
verification keys VI, a plaintext x € Dom, and a set
E={si1,...,54°'} of signature shares originating from
|€] > t+1 different nodes, and outputs either a signature
oor L.

Verify(pk, VIC, z,v, ) is a verification algorithm that takes as
input the public key pk, a set of verification keys VIC, a
plaintext x € Dom, a signature o, and outputs 0/1.

be

19

Formally, let us define

Definition A.8 (Strong Unforgeability). A distributed signa-
ture scheme § = (DistKG, PartialSign, Combine, Verify) is
(0,1, ¢)-strongly unforgeable if for all PPT adversaries A,
there exists a negligible function negl(-) such that the following
experiment outputs 1 with probability at most negl(\).

[Corruption] On input the Servers list S = {S1,...,S¢} and
threshold 0 < t < £, a adversary A chooses a collection

acts on behalf of corrupted servers, while the challenger
acts on behalf of the remaining servers, which behave
honestly.

[Initialization] Challenger and adversary engage in running
the distributed key generation protocol DistKG(1*,t, /).
After this phase, the protocol establishes a qualified set
of servers QUAL. Every (honest) server S; € QUAL \
C obtains a key pair (sk;,vk;). In contrast, (corrupted)
servers S; € C end up with key pairs (skj,vk;) in which
one of keys may be undefined (i.e. either sk; = L or
vk; = L). At the end of this phase, the global public key
pk and the verification keys vector vk is known by both
the challenger and the attacker.

[Partial signature queries] In response to A’s evaluation
query (Sign, x, i) for some honest server S; € QUAL\ C
and plaintext © € D, the challenger returns s, <
PartialSign(sk;, vk;, x). In any other case, the challenger
returns L.

[Output] The adversary outputs a plaintext-signature pair
(x*,0%).

The output of the experiment is 1 is Verify(pk,x*,0*) =
accept and plaintext ©* € D is such that (Sign,x*,i) has
been queried by the adversary at most t — 0 times for different
S; € QUAL\ C.

If the adversary is not allowed to obtain any partial sig-
natures on the challenge plaintext in the above experiment,
the security definition collapses to the standard unforgeability
definition for pairing-based threshold signatures [L1]], [S8]. We
note that our improved unforgeability definition generalises
the unforgeability definition for threshold signatures in the
presence of a trusted dealer that can be traced back to Shoup
[56].

1) Separation between Standard and Strong Unforgeability:
We shall construct a non-interactive threshold signature proto-
col § that is (6, ¢, ¢)-unforgeable, but not (6, ¢, £)-strongly un-
forgeable. Let S’ = (DistKG', PartialSign’, Combine’, Verify’)
be a non-interactive threshold signature protocol which is
(0,t', £)-unforgeable with 0 < ' < t. We construct S as
follows:

DistKG(1%,¢,¢) Run DistKG(1*,#,¢) among ¢ nodes to ob-
tain the qualified set QUAL of nodes and the global
public key pk. Each node in i € QUAL obtains a pair of
(ski, vk;). Abort if |QUAL| <t

PartialSign(sk;, ) outputs  (i,0;),
PartialSign’(sk;, ).

where (i, 0;) —



Combine(pk, vk, z,E) When |E] > ¢, it is also the case |E] >
t'. Thus we can run o < Combine’(pk, vk, z, £). Output
o.

Verify(pk, z,0) outputs 1 if Verify'(pk,z, o) = 1. Else out-
puts O.

Theorem A.4. S is (0,t,0)-unforgeable but it is not (0,t,1)-
strongly unforgeable.

Proof. S does not satisfy (6,t,£)-strong unforgeability. Sup-
pose an adversary .4 compromises 6 nodes. Then A can query
PartialSign(sk;, «*) for up to t — 0 different « € QUAL on the
challenge input z*. Therefore the adversary can obtain ¢ > ¢/
valid partial signatures {(¢,0;)}; which allows the adversary
to run Combine to recover o*.

The standard unforgeability of S, ie., (6,t,¢)-
unforgeability, holds because the adversary can only
compromise up to 6 < ¢’ < ¢ nodes. If the adversary can
output a forgery o* for S, then o* is also a forgery for S'.

O

1. Secure DKG protocols

We recall in Figure [2] the DKG protocol originally pro-
posed in [35]. This protocol is used in our proposed DDH-
based DVREF called DDH-DVRF. The DKG protocol used in
Dfinity-DVRF can be found in Figure 4] whereas the protocol
used in GLOW-DVREF is given in Figure [3]

J. Security proofs for DDH-DVRF

Theorem YPDH-DVRE qatisfies consistency, robustness
and uniqueness.

Proof. First, we show that YPPH-DVRF j¢ consistent. It suffices
to see that the following equality holds:

Z skjXo A = Z Ao,j,A Z Si,j

jeA JjeA i€QUAL
= D | 2 Mogarsiy
i€QUAL \ jeZ
= > D dga-fi) ] = D apo=sk ©)
i€QUAL \jeA i€QUAL
Then HjeA(Hl(x)SkJ)AOJ,A — Hl(w)(z_jeA)‘O,j,A'Skj) —

H; ()% holds for every subset A C QUAL with |A| > ¢+1.

Robustness is straightforward since the NIZK proofs in-
cluded in 7* are all valid proofs that have been checked by
the Combine function. This implies Verify outputs 1.

We are left to show the uniqueness of DDH-DVREF. The
proof relies on the extractibility property of NIZKs. We first
describe the original uniqueness game in the random oracle
model as below. W.l.o.g., we assume the list of nodes N =

{1,...,¢}.
Unique 4(b):
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1) Give the public parameters (G, g, g) to the adversary A

2) A chooses to corrupt a collection C' of nodes with |C| < ¢.

Without loss of generality, let C' = {1,--- ,m}. Get the

set C from A.

Run the distributed key  generation protocol

DistKG(1*,¢,¢) with ¢ nodes N. The protocol outputs a

set QUAL of qualified nodes, a key pair (sk;,vk;) for

every honest node N; € QUAL \ C, and outputs key pair

(ski,vk;) in which one of keys may be undefined for

corrupted nodes V; € C' if i ¢ QUAL.

The random oracle H; is programmed as follows: Define

a list Ly, = . For a query on x:

a) If there exists (x,7,h) € Lg,, then the oracle outputs
h.

b) Otherwise, choose a random 7 i Zq and set h = g"
and update the list Ly, = Lp, U (x,r, h). The oracle
outputs h.

3)

4)

5) The random oracle Hy is programmed as follows: Define a

list L, = ). For a query on y, choose a random ¢ & Zq
and update the list Ly, = L, U(y, ¢). The oracle outputs
c.

On an evaluation query (Eval, z, ¢) for an honest node NV; €
QUAL\C, compute H; () and run PrEqy, to generate
a proof 7;, and return (i, Hy(x)%¢, ;). Otherwise return
1.

On the challenge query, the challenger receives from
the adversary A, a plaintext z* € Dom, two values
v,v' € Ran and two proofs m, 7. If v # o and
Verify(pk, VK, z,v,7) = Verify(pk, VK, z,v',7’) 1
then output 1; else, output 0.

6)

7)

Suppose there exists an adversary A leading the chal-
lenger to output 1 with non-negligible probability. We will
show that this leads to a contradiction. If the challenger
outputs 1, then v # o' but Verify(pk, VK, z,v,7)
Verify(pk, VIC, z, v, 7’) 1. The Verify algorithm checks

all the proofs © = {(i,v;,m;) }ier and 7 = {(4, v}, m;) bier
where |I| = |I| = ¢ + 1. In addition v = [];.,; v;>"" and
v = [Lic: vg)‘“*“ ". Due to the consistency property, we can

derive that when v # v/, there exists j € I (or j € I') such that
v; # Hy(z)™ (or v # Hy(z)™)but vk; = g% (otherwise
v = v = Hi(x)%). Wlo.g., assume j € I. However, the
proof m; = (chj,res;) is a valid NIZK proof where ch; is
the hash value obtained from querying the random oracle Hs.
Thus we can use the forking lemma to rewind A4 to the point
ch; is generated and extract a k such that v; = H;(x)* and
vk; = g* which contradicts to the hypothesis.

O

We shall prove the strong pseudorandomness of DDH-
based DVRF. Our proof is constructed using the simulator
for proving secrecy of the secure DKG protocol in [35] and
the proofs of Theorem 8.1 and 8.2 in [1]. In addition, we use
standard zero-knowledge property to simulate NIZKs. Below
we show in color where our proofs for DDH-DVRF diverge
from the proofs in [1]].



« Generating phase:

sends s; ;, s; ; to node Nj.

- Received more than ¢ complaints in Step [Ib] or

i = ZjEQUAL 391
« Extracting phase:

if

[[]but not Equation [2]

by any party.

— Compute vy = HiEQUAL Ajp for 0 <k <t.

1) Each node N; performs a Pedersen-VSS of a random value a; ¢:
a) N, chooses two random ¢-degree polynomials f;, f/ over Z,:

filz) =a0+ainz+---+ ai,f,zt
N; broadeasts C; j, = g*+*hb:+ for 0 < k < t. N; computes the shares s; ; = fi(§),s;; = fi(j) for 1 < j < £ and

b) Each node N; verifies the shares he received from the other nodes. IN; checks if

g RS = H (C;

for 1 <4 < £. If the check fails for an index ¢, IN; broadcasts a complaint against [V;.
¢) Each node N; who received a complaint from node IN; broadcasts the values s; ;, s;
d) Each node marks as disqualified any node that either

- Answered to a complaint in Step [Ic]with values that falsify Equation [T]
2) Each node then builds the set of non-disqualified players QUAL.
3) Each node N; sets his share of the secret as sk; = Z].EQUAL sj., the verification key vk; = ¢ and the value

4) Each node i € QUAL exposes A4, o = g*-° via Feldman-VSS:
a) Each node N; with ¢ € QUAL, broadcasts A; j, = g®* for 0 < k < ¢.
b) Each node N; verifies the values broadcast by the other nodes in QUAL, formally, for each 7 € QUAL, N; checks

g% = [ Ay
If the check fails for some index i, N; complains against NV; by broadcasting the values s; ;, sgy ; that satisfy Equation
¢) For node N; who receives at least one valid complaint, i.e., values which satisfy Equation [[]but not Equation [2] the
other nodes run the re-construction phase of Pedersen-VSS to compute a;, f;; Air for 0 < k < ¢t. Compute the
global public key as pk = HiEQUAL A; 0. The distributed secret value sk = ZieQUAL a; o is not explicitly computed

d) Each node N; can reconstruct the verification keys of other nodes:

-k
— For each j € QUAL such that j # i, compute vk; = [[;_, v} .
Figure 2: Secure distributed key generation (DKG) protocol [35] used in DDH-DVREF.

fi(z) = bio+biiz+---+ biﬂtzt

t
k

&)

ey

k=0

; that satisfy Equation

t
k

(€3

k=0

Theorem For any 6 such that § < t < (—@, YPPH-DVRF
is (0,t,¢)-strongly pseudorandom under the DDH assumption
in the random oracle model.

Proof. For any PPT adversary, we shall first describe the real
game PRand 4(b) as below. W.Lo.g., we assume the list of
nodes N = {1,...,(}.

PRand 4(b):

1) Give the public parameters (G, ¢, g) to the adversary A

2) A chooses to corrupt a collection C' of nodes with |C] < 6.
Without loss of generality, let C' = {1,--- ,m}. Get the
set C' from A.

3) Run the distributed key  generation  protocol
DistKG(1*,¢,¢) with ¢ nodes N. The protocol outputs
a set QUAL of qualified nodes with QUAL C N/, key
pair (sk;, vk;) for every honest node i € QUAL \ C, and
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outputs key pair (sk;,vk;) in which one of keys may be

undefined for corrupted nodes i € C.

4) The random oracle H; is programmed as follows: Define

alist Ly, = 0. For a query on x:

a) If there exists (x,7,h) € Lg,, then the oracle outputs
h.

b) Otherwise, choose a random 7 <i Zq and set h = g"
and update the list Ly, = Lp, U (x,r, h). The oracle
outputs h.

5) The random oracle H; is programmed as follows: Define a

list L, = 0. For a query on g, choose a random ¢ & Z,
and update the list Lz, = L, U(y, ¢). The oracle outputs
C.

6) On an evaluation query (Eval, z,4) for an honest node i €
QUAL\C, compute H; ()™ and run PrEqy, to generate



a proof 7;, and return (H;(x)%k ;). Otherwise return L.

7) On the challenge query (Challenge,x*, {(¢, v}, ;) } ieu,

V) with |[V| >t and V C QUAL and U CV NC,

a) If A has made at least t + 1 — |C| queries of the form
(Eval, z*, ), then output O and stop.

b) Otherwise do as follows:

i) Run VerifyEqy, to check the proofs m; for i € U.
If any check fails, output 0 and stop.
i) Set v = Hy(2*)% fori e V \U.
iii) Compute v* =[], v; 0"V,
iv) If v* = L then return L. Otherwise depending on b
do as follows:
A) If b = 0 then return v*;
B) Else return a uniform random.

8) Continue answering evaluation queries as before, but if
A makes queries of the form (Eval, z*,4) for some i €
QUAL\ C and i is the (t + 1 — |C|)-th honest node that
A contacted then output 0 and stop.

9) Receive a guess b’ from A and output b'.

a) First hybrid - Hyb*f(b): Define a hybrid Hyb*(b)
which is similar to PRand 4(b) except that real proofs 7; in
Step |§| and [8| are replaced with simulated proofs. Hybff(b) is
indistinguishable from PRand 4(b) for any PPT A and b €
{0, 1} due to the zero-knowledge property of NIZKs.

b) Second hybrid - Hyb%™(b): Define a hybrid
Hyb®{"(b) which is similar to Hyb(b) except that the
running of the secure DKG protocol DistKG(1* ¢, ¢) in Step
[)is replaced with a simulator described in [33] which sets the
public key pk to a given element Y = ¢ with o unknown.
We give a brief description of the construction of the simulator
below:

1) Generating phase: The simulator runs on behalf of all the
honest nodes. It performs the Generating phase exactly as
in the secure DKG protocol. The simulator chooses random
polynomials f;(z) = a;o+a;12+---+a; 2" and f/(z) =
bio+bi1z+4 -+ b; 2" for each honest node i € N'\ C.
At the end of the Generating phase of the secure DKG
protocol, the simulator obtains a well-defined set of non-
disqualified nodes QUAL which contains all the honest
nodes and some corrupted nodes. The simulator receives
all the shares s; j, s} ; from the corrupted nodes. Since the
simulator runs all the ¢ — 6 honest nodes and ¢ — 6 > t,
the simulator can recover all the polynomials f;(z), f/(z)
for i € QUALNC.

Extracting phase:

o For the honest nodes ¢ € QUAL \ (C' U {¢}), compute
Ai,j = gai‘j for 0 S] S t.

For the /-th honest node, the simulator replaces f; with
a new polynomial f; which is determined by the values:
a=>equarney £i(0)s fe(1), ..., fe(t). The simulator
can compute A})j for 0 < j < t based on the new
polynomial f;(«) without knowing the value of a:

2)

- 45, =Y - [Licquar\ (o 4io

- A = (Ap)%0 [io, g7+ where §;; is the
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coefficient of 27 in the lagrange basis polynomial
/\i>T(x) with T = {0, 1,... ,t}.
Broadcast A; ;, A7 ; for i € QUAL\ {/} and 0 < j <t.

Therefore, the final polynomial f* takes the values f*(0)
a, f*(1) = f(1), ..., f*(t) = f(t). The global public key
pk =47, HieQUAL\{Z} Aio=g".

For each honest node ;7 € QUAL \ C and j < ¢, the
simulator can compute j’s secret key sk; = f*(j) as well
as the corresponding verification key vk;. For each honest
node j € QUAL\ C and j > ¢, the simulator is not able
to computer j’s secret key because f*(0) = « is unknown.
This means the simulator cannot compute f*(j) for j > .
However, the simulator can still compute the corresponding
verification keys vk; = k07 .[]._, vk} for j > ¢ where
T ={0,1,...,t} and A;,; r are the lagrange coefficients.

Although the simulator does not have sk; for i € QUAL\C
and ¢ > t, with the value of vk; = gs"i it is sufficient to
answer all the evaluation queries in Step [6} [7] and [§] defined
in the game PRand 4(b). In the game Hyb%™ (b), we modify
all the computation of v; = Hy(x)* for i € QUAL \ C and
i >t as follows: assume (z,7,h) € Lg,, compute v; = vk;.
The corresponding NIZK that shows v; is correctly formed
can be simulated using random oracle Hy without knowing
sk;. Finally Hyb%{™ (b) is indistinguishable from Hyb? () for
any PPT A and b € {0, 1} because the probability distribution
of the output of the simulator is identical to the original secure
DKG protocol [33].

¢) k-hybrids - Hyb" (b): For any adversary A that asks
evaluation/challenge queries on qg distinct x, we define hybrid
games Hyb" (b). The hybrid games Hyb" (b) are exactly
the same as Hyb®%™ (b) except how the evaluation/challenge
queries are answered on the first & distinct plaintext x. The
simulator runs the secure DKG protocol to set up the system
and assume the final polynomial is f*. The simulator in ad-
dition chooses k t-degree random polynomials f', f2,--- , f*
such as for all corrupted nodes i € C, f(i) = f*(i), for
1 < j < k. That is, the random polynomials match on the
shares of the corrupted nodes.

Now an evaluation query (Eval,z,i) for an honest 4 is
answered as follows: if = is the j-th distinct plaintext in the
evaluation/challenge queries, then return pc(z, j,4) defined as
follows:

(Hy(x)!' D7) if j <k
(Hy(z)*,7;)  otherwise

pc(, j, i) = {

where 7; is a simulated proof generated by calling the random
oracle Hy and Hl(x)s"i is obtained in the same way as
described in Hyb%™ (b).

The challenge query (Challenge,z*, {(i, 2}, m;)}icu, V)
with [V| > tand V C QUAL and U C VN C and 2} a
set of evaluation shares from the corrupted nodes, is answered
as follows:

1) if * was queried in the evaluation phase and it was the
j-th distinct value, then let j* = j. Else, assume there are
so far j’ distinct evaluation queries and let j* = j' + 1.



2) If A has made at least ¢t + 1 — |C| queries of the form
(Eval, z*, ), then output 0 and stop.
3) Otherwise do as follows:

a) Run VerifyEqy, to check the proofs m; for i € U. If

any check fails, output 0 and stop.

b) Set (zF,-) = pc(z*, j*,4) fori € V \ C.

¢) Compute v* = HlEV zf 0,8,V

d) If v* = L then return L. Otherwise depending on b do

as follows:
i) If b = 0 then return v*;
ii) Else return a uniform random.

Obviously, Hyb% (b) is identical to Hyb%™ (b). Hyb" ! (b)
and Hyb A(b) only differs in the evaluation queries for the k-th
distinct . Below we shall prove that Hyb’C ! (b) and Hyb" (b)
are indistinguishable from the attacker’s point of view.

Lemma A.5. For any b € {0,1} and 1 < k < qp, the out-
puts of hybrids Hyb]j‘_l(b) and Hybi(b) are computationally
indistinguishable under DDH assumption.

Proof. We show that if there exists a PPT adversary A that can
distinguish between the hybrids Hybz_l(b) and Hyb" (b) with
non-negligible probability then we can construct a PPT adver-
sary B to break an extended version of the DDH assumption
using A as a subroutine.

The extended DDH problem [[1] is given by

(GﬂQ7gvgaoagal : 7gaw7g67y07y17"' ayw)

where y; = g for all i € {0,1,...,w} or randoms. The
extended DDH problem can be easily derived from the original
DDH problem. We now construct B using A as follows:

1) Give the public parameters (G,q,g) and a list of nodes
N={1,2,...4Jto A

2) A chooses a set C' of nodes with |C| < 6 to corrupt and
send C to B. W.lo.g., assume C' = {1,2,--- ;m}.

3) The random oracle H; is answered as follows: initialise
L, = 0. Let gg, be the total number of distinct random

oracle queries asked in this game. Choose an index n* &
[¢#, ] uniformly at random.
o If there exists a tuple (z,r,h) € Lg,, output h.
o Otherwise,
— if this is the n*-th distinct call, set r = L and h = gﬁ
where ¢” is from the DDH problem.
— else choose a random 7 & Zq and set h = g".
Update Lp, = Lp, U (x,r,h)
Give the random oracle access to A.
4) The random oracle H> is programmed as follows: Define a
list L, = ). For a query on y, choose a random ¢ & Zq
and update the list Ly, = L, U(y, ¢). The oracle outputs
c. Give the random oracle access to A.
Run the simulator of the secure DKG protocol to interact
with the corrupted nodes. B acts on behalf of all the
honest nodes {m +1,..., ¢}, while the adversary controls
all the corrupted nodes {1,...,m}. The generating phase
is run exactly the same as described in Figure [2] The

5)

6)

7)

8)

9)

10)
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generating phase determines a set of non-disqualified nodes
QUAL which contains all the honest nodes and some of
the corrupted nodes. Since 5 runs all the honest nodes,
B obtains all the shares from the corrupted nodes and
can recover all the polynomials f; with ¢ € QUAL N C
chosen by the adversary. Assume the combined polyno-
mial after the Generating phase is f. In the Extracting
phase, the last polynomial, i.e., the ¢-th polynomial f;, is
constructed to take the values: g — 3= cquary ey J3(0),
fe(L), .y fe(m), qumgr — ZJ'EQUAL\{E} fi(m+1),
oy — Z]EQUAL\{E} fj(t). For 0 < j <t, we show how to
compute A; ; for i € QUAL\ {¢} and A7 ;:
Fori € QUAL\{¢}, the simulator has all the coefficients
a;; for 0 < j < ¢, thus A; ; = ¢g* can be easily
computed.
For the /¢-th polynomial fz , the simulator sets
Alo = 9° HLGQUAL\{I} Az_O and A7 ; = (A7)0
1 g0 T, (g er'QUAL\{E} g~ Tr@)des
where 0; ; is the coefficient of =/ in the lagrange basis
polynomial A; r(z) with T'= {0, 1,...,t}.
Let the final combined polynomial be f*. We can see
that f*(0) = ao, f*(1) = f(1),....f*(m) = f(m),
f*(m +1) = amy1,-.., f*(t) = ;. This means the
shares of the honest nodes m + 1 < ¢ < t are set
to be sk; = «a; and the corresponding verification keys
are vk; = ¢ despite ag, @41, ..., are unknown.
For the honest nodes ¢t + 1 < ¢ < /¢, we also cannot
compute their shares sk; because ag,m41,...,0: are
unknown, but we can compute their verification keys as
vk; = georoot [T g g DXt with T = {0, t}.
It is not difficult to venfy that the outputs of the 51mulator
have the same probability distribution as the outputs of the
secure DKG protocol using a similar argument as in [35]].
Choose k& 1  t-degree random polynomials,
L2, fF L suchthatforalli € Cand 1 < j < k—1,
f1@) = £().
Compute z; = (¢%)7@) fori € C. Set Zy = yo and z; = y;
for m +1 <1 <t where yo, Ym+1,---,Y: are from the
DDH problem. Then for all m + 1 < ¢ < £, compute

Z=[Lep 2" with T ={0,1,...,t}.
Define a function pc(zx,j,¢) as follows: invoke random

oracle H; to get (x,r,h) € Ly, and return
o (W'D m)ifj<k

° (27;77('1‘) lfj = k

o (VKi,m;) if j >k (if r =
where m; is a simulated proof generated by calling the
random oracle Ho.

On an evaluation query (Eval ,z,i) for an honest i €
QUAL \ C, if z is the j-th distinct value, then return
pc(z, j,1).

On the challenge query (Challenge,x*, {(4, 2], m;) }icu,
V), where |V| >t and V C QUAL and U C VN C and
27 a set of evaluation shares from the corrupted nodes, is
answered as follows:

1, return 1)



a) if * was queried in the evaluation phase and it was
the j-th distinct value, then let j* = j. Else, assume
there are so far j' distinct evaluation queries and let
=i +1

b) If A has made at least ¢t + 1 — m queries of the form
(Eval, z*, -), then output O and stop.

¢) Otherwise do as follows:

i) Run VerifyEqy, to check the proofs m; for i € U.
If any check fails, output 0 and stop.
ii) Set (zF,) = pc(a*, j*, i) fori € V\ C.
iii) Compute v* = [];cy ZFrY,
iv) If v* = L then return L. Otherwise depending on b
do as follows:

A) If b = 0 then return v*;
B) Else return a uniform random.

11) Continue answering evaluation queries as before, but if
A makes queries of the form (Eval, z*,4) for some i €
QUAL\ C and i is the (¢t + 1 —m)-th honest node that A
contacted then output 0 and stop.

12) Receive a guess b’ from A and output .

Suppose the k-th distinct evaluation query xj is the 7-th
query for random oracle H;. Let’s consider the case when
n* = n. pc in Step [8| never returns L because r is set to L
only for the n*-th call and we have assumed that this call is
for xy,.

o If yo = g*P ymi1 =g S Ye = 9B, pc returns

Z; on xj, which is equal to Hj(z). In this case, B
simulates Hybf‘;‘_1 (b) perfectly.
If wvo,Ym+1, - ,ye are chosen randomly, then
Z0,%1, -+ ,% defines a random polynomial f with
constraint that for all i € C, f(i) = f*(i). Therefore, in
this case, B simulates Hybi(b) perfectly.

Am+10
s

Since n* = n happens with probability 1/qg,, if A distin-
guishes hybrids Hyb" ' (b) and Hyb"; (b) with a non-negligible
probability J, then B can break the (extended) DDH assump-
tion with a non-negligible probability 0/qg, -

O

Now we are left to show that Hyb?%?(0) is indistinguishable
from Hyb%(1). For a j-th distinct z, pc(z,-,-) is defined
using a unique random ¢-degree polynomial f7(z) which only
matches with f(x) on C. Since an adversary is allowed to
make at most ¢t — |C| evaluation queries on z*, the adversary
can learn the value of f7(x) on at most ¢ points. As a result,
the product J[, . 222V with [V| > t when b = 0 has at
least one z; for which adversary has no information. Thus,
the product appears random to the adversary, which means
Hyb%’(0) and Hyb%" (1) are indistinguishable.

K. Security proofs for GLOW-DVRF

Theorem YGLOW-DVRFE gatisfies consistency, robustness
and uniqueness.

Proof. Consistency can be easily proven similar to Theorem
The uniqueness follows from the fact that v = Hs (),
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v' = Hy(n') and if e(m, g2) = e(Hy(z), pk) = e(n’, g2) then
7 =7 = Hy(z)*

Robustness can be proven using the extractability of the
NIZKs. When the challenger outputs 1, we have v* # 1 and
Verify(pk, VIC, z*,v*,7*) = 0. W.Lo.g., assume |U| =¢ + 1.
Combined with the consistency, we can derive that there exists
i € U such that v; # Hy(z*)%, vk; = giki and 7; a verified
NIZK proof. We consider two cases of i. If i € U \ C, this is
impossible since v; is computed correctly by the challenger.
If i € UNC, we can use the PPT extractor of the NIZKs
to derive a k such that v; = H;(2*)* and vk; = g¥ which
contradicts the hypothesis. [

Theorem V.4l For any 6 such that 6 < ¢ < ¢ — 0,
YGLOW-DVRE 4chieves (6,t,/)-standard pseudorandomness
under the co-CDH assumption in the random oracle model.

Proof. Recall that the standard pseudorandomness does not

allow the adversary to query partial evaluations on the chal-

lenge plaintext z*. We construct Hyb(b) to simulate all the

NIZKs using random oracle Hj and construct Hyb%™ (b) to

simulate the DKG protocol. We have that the original standard

pseudorandomness game and Hybff(b) are indistinguishable

due to the zero-knowledge property of NIZKs, and Hyb? (b)

and Hyb%™(b) are indistinguishable due to the secrecy of the

simulator.

Given an adversary A that distinguishes Hyb%™(0) and
Hyb% "™ (1), we shall construct an adversary B breaks the co-
CDH assumption using A as a subroutine.

Given a co-CDH problem (e, G1, G2, Gr, q,gl,gg,g?7gf,
93) with ¢1 € Gy, g2 € G2, o, & Z,. B’s goal is to output
g
1) Give the public parameters (e, G1, G2, Gr,q, g1, g2) to A.
2) A chooses a set C' of nodes with |C| < 6 to corrupt and

send C to B. W.lo.g., assume C' = {1,2,...,m}.

3) The random oracle H; is answered as follows: initialise
L, = 0. Let g, be the total number of distinct random
oracle queries asked in this game. Choose an index n* &
[qr,] uniformly at random where ggr, is the total number
of distinct random oracle queries to Hj.

o If there exists a tuple (z,7,h) € Lg,, output h.
o Otherwise,

if this is the n*-th distinct call, set » = | and h = glﬁ

where gf is from the co-CDH problem.

else choose a random 7 & Zq and set h = g7.

- Update Ly, = L, U (z,r,h) and output h.
Give random oracle access to A.
The random oracle Hs is programmed as follows: Define
alist Ly, = 0. For a query on v,
*ﬁ), then output c.
91 ,95):
— If true, check if there exists a tuple (L, ¢, true) (set by
the challenge query) and update the list by changing
the L to y. If such a tuple does not exist, then choose

4)

o If there exists a tuple (y, c,
o Else verify if e(y, g2) = e(



5)

6)

« Generating phase:

1) Each node N; performs a Pedersen-VSS of a random value a; ¢:
a) N, chooses two random ¢-degree polynomials f;, f/ over Z,:

filz) =a0+ainz+---+ ai,f,zt

N; broadcasts C; ), = gf""khl;""' for 0 <k <t. N; computes the shares s; ; = fi(j),s; ; = f{(j) for 1 < j < £ and

sends s; ;,s; ; to node N;.

b) Each node N; verifies the shares he received from the other nodes. IN; checks if

for 1 <14 < L. If the check fails for an index 4, N; broadcasts a complaint against IN;.
c) Each node N; who received a complaint from node NN; broadcasts the values s; ;, s; ; that satisfy Equation

L/
(2
1

9 b

d) Each node marks as disqualified any node that either

— Received more than ¢ complaints in Step [Ib] or

- Answered to a complaint in Step [Ic]with values that falsify Equation []

2) Each node then builds the set of non-disqualified players QUAL.
3) Each node N; sets his share of the secret as sk; = ZjEQUAL sj.i, the verification key vk; = giki and the value

i = Z]’EQUAL 5;7
« Extracting phase:

4) Each node i € QUAL exposes exposes A; g = gf“o via Feldman-VSS and B; o = g,

a) Each node N; with 1 € QUAL, broadcasts broadcasts A; = gf“’“ for 0 <k <tand B;p=gy
b) Each node N; verifies the values broadcast by the other nodes in QUAL, formally, for each 7 € QUAL, N; checks

if

t
Si,j

917 =
k=0

If any of the checks fails for some index 4, N; complains against N; by broadcasting the values s; ;, s} j or B that

satisfy Equation []but not Equation [5]

¢) For node N; who receives at least one valid complaint, i.e., values which satisfy Equation ff]but not Equation [5] the
other nodes run the re-construction phase of Pedersen-VSS to compute a;, f;, A, for 0 < k < ¢t. Compute the
global public key as pk = [], cquar Bi,o. The distributed secret value sk=73", cQUAL @i,0 s not explicitly computed

by any party.

d) Each node N; can reconstruct the verification keys of other nodes:

— Compute vy = HiGQUAL Ajp for 0 <k <t.

-k
— For each j € QUAL such that j # i, compute vk; = HZ,:O vl .
Figure 3: DKG protocol for GLOW-DVRF.

H(Ai,k)jk and e(A4; 0, g2) = e(g1, Bio)

[T(cin)"

k=0

fi(z) = bio+biiz+---+ biﬂtzt

t

“

aio,

a;, 0

&)

a random ¢ & Z4 and update the list Lg, = Ly, U
(y, ¢, true). The oracle outputs c.

— If false, choose a random ¢ & Z4 and update the list
Ly, = Ly, U(y,c,false). The oracle outputs c.
Give random oracle access to .A. Note that, when the pair-
. . . . . Y
ing verification is successful, we can derive that y = g7 .
Random oracle Hj is programmed as follows: Define a list
Ly, = 0. For a query on y, if there exists a tuple (y,c),

then output c. Otherwise choose a random c & Z4 and
update the list Ly, = L, U (y, ). The oracle outputs c.
Give random oracle access to A.

Run the simulator of the secure DKG protocol to inter-
act with the corrupted nodes. Let QUAL be the non-
disqualified nodes. Assume the combined polynomial after
the Generating phase is f. In the Extracting phase, when
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constructing the ¢-th polynomial f; to replace fy, the simu-

lator sets up the points a =3 cquary (¢y f5(0), fe(1), ...,

fe(t) for f. The A; j, A7 ; and Bf, for i € QUAL\ {/}
and 0 < j < ¢ can be easily computed as A; ;, A7 ; for

i € QUAL\ {¢} and 0 < j <t can be computed similarly

as in Hyb%"(b) in Theoremm o fori € QUAL\ {¢}

and Bj, are computed as:

e For i € QUAL \ {¢}, Bip = gy"° since B has
the coefficients of all the polynomials except the /-th
polynomial.

« Bro = 95 [licquarr ey Bio-

The global public key pk = HieQUAL B;o = g5. The

corrupted nodes that are included in QUAL have the shares

sk; = f(i) and vk; = glf(l) for i € QUALNC'. The shares
of the honest nodes are set to be sk, = f(i) and vk; =



g{ @ for i € [m + 1,/]. Note that, the simulator cannot
compute sk; for the honest nodes i € [t + 1,¢] because
it does not know the value of «, but can compute vk, =
e [ierzo gl ™ with T = {0,1,... ,t}.
7) On an evaluation query (Eval, z,4) for an honest i, invoke
random oracle H; to get (z,7,h) € Ly, and
a) return (vk},m;) if r # L, where 7; is a simulated proof
generated by calling the random oracle H3
b) return L if r = L
8) On the challenge query (Challenge, z*,
{(, zF,mi) }iev, V), where |V| > ¢ and V C QUAL and
U CVNC and zF a set of evaluation shares from the
corrupted nodes, is answered as follows:
a) if z* was not the n*-th query to Hy, then B aborts.
b) Otherwise do as follows:
i) Run VerifyEqy, to check the proofs 7; for i € U. If
any check fails, output 0 and stop.
ii) If there exists a tuple (y, ¢, true) in Hy, then set v* =

c. Otherwise choose v* & Zq and update Lp,
L, U{L,v* true}. Depending on b do as follows:

A) If b = 0 then return v*;
B) Else return a uniform random.

9) Continue answering evaluation queries as before, but if A
makes queries of the form (Eval, z*,-) then output 0 and
stop.

10) Receive a guess b’ from A.
11) If there exists a tuple (y,c,true) with y # L in Hs, B
outputs y as a solution to the co-CDH problem.

Since n* & [qm,] is chosen uniformly at random, B does
not abort with probability 1/qzr, . When abort does not happen,
a,,+ is also the challenge query 2*, and B simulates Hyb%" (b)
perfectly. Let’s assume abort does not happen.

We define an event E as when the adversary queries y*
to Hy such that e(y*,g2) = e(g’,g3). ie. y* = ¢°. We
shall argue that the probability that £ does not happen is the
same for b = 0 and b = 1, i.e., Pr[-E|b = 0, —abort]
Pr[-E|b = 1,-abort]. Before the challenge query, there
is no information about b, the adversary A sees exactly
the same probability distribution on B’s outputs no matter
b 0 or b = 1. Thus the probability that E does not
happen before the challenge query is the same. After the
challenge query, because we assume F has not occurred so
far, the challenge query returns a uniform random that has
never been used before in both b = 0 and b = 1. Thus,
before the adversary queries the random oracle Hs on y*,
the adversary sees the same probability distribution of 5’s
outputs after the challenge query. This gives us Pr[-E|b =
0, -abort] = Pr[—E|b = 1, ~abort]. We can also derive that
Pr[E|b = 0, —abort] = Pr[E|b = 1, —abort] and

Pr[E|-abort] = Pr[E|b = 0, mabort] Pr[b = 0| -abort]
+ Pr[E|b = 1, —abort] Pr[b = 1|—abort]
= Pr[E|b = 0, abort]
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Moreover, when E does not happen, the adversary sees the
same probability distribution on B’s outputs, and thus the
probability that A outputs 1 is also the same for b = 0 and
b=1, ie.,

Pr[t) = 1|b = 0, mabort, ~E] = Pr[b’ = 1|b = 1, —abort, = F]

Therefore we can compute A’s advantage of distinguishing
b=0and b=1 as

Adv = |Pr[t) = 1|b = 0, mabort] — Pr[t’ = 1|b = 1, -abort]|
Pr[b’ = 1]|b = 0, —abort, E]| Pr[E|b = 0, —~abort]
+ Pr[p’ = 1|b = 0, ~abort, —F] Pr[=E|b = 0, ~abort]
—Pr[p) = 1|b = 1, mabort, E| Pr[E|b = 1, ~abort]
—Pr[t/ = 1|b = 1, ~abort, ~E] Pr[-E|b = 1, ~abort]
Pr[t’ = 1|b = 0, —abort, E| Pr[E|b = 0, ~abort]
—Pr[p = 1|b = 1, —abort, E| Pr[E|b = 1, ~abort]
Pr[t’ = 1|b = 0, —abort, F)|
—Pr[p = 1|b = 1, —abort, E|
< Pr[E|b = 0, —~abort] = Pr[E|-abort]

- Pr[E|b = 0, ~abort]

Since we assume A distinguishes b = 0 and b = 1 with non-
negligible advantage Adv, E happens with non-negligible
probability Pr[F|—-abort] when abort does not happen. There-
fore B outputs y* as a solution to the co-CDH problem
with non-negligible probability at least Pr[E A —abort] =
Pr[E|—abort|/qu, -

O

Theorem For any 6 such that § < t < ¢ — 0,
YGLOW-DVRE i (9 ¢, )-strongly pseudorandom under the
XDH assumption and co-CDH assumption in the random
oracle model.

Proof. Similar to Theorem we construct Hybf(b) to
simulate all the NIZKs using random oracle H3 and construct
Hyb%™(b) to simulate the DKG protocol. We have that the
original strong pseudorandomness game and Hybff (b) are in-
distinguishable due to the zero-knowledge property of NIZKs,
and Hyb*’(b) and Hyb%™ (b) are indistinguishable due to the
secrecy of the simulator.

Assume m with m < @ is the total number of corrupted
nodes, we consider two cases m = t and m < t. Note that
when 6 < t, it is obviously the case m < t. But when 6 = ¢,
it is possible that m = t.

a) The case when m = t:: this is the simplest case and
the proof is similar to Theorem This is because m = ¢
means an adversary has already compromised ¢ nodes and
cannot issue any evaluation query on the challenge plaintext
2*. Given an adversary A that distinguishes Hyb%™(0) and
Hybﬁm(l), we can construct an adversary B breaks the co-
CDH assumption using A as a subroutine. The rest of the
proof is the same as Theorem and is omitted.

b) The case when m < t:: in this case, the adversary is
allowed to make up to ¢t — m(> 1) evaluation queries on the
challenge plaintext x*. To prove the strong pseudorandomness,
we shall construct k-hybrids Hybf;‘(b) with 0 < k < ¢ and
qe the total number of distinct = in the evaluation/challenge
queries. We will show that



o Hyb" ' (b) and Hyb" (b) for 1 < k < qp are indistinguish-
able under XDH assumption

o Hyb?%(0) and Hyb%’(1) are indistinguishable under co-
CDH assumption

Definition of the k-hybrids. The hybrid games Hyb’;‘(b) are
exactly the same as Hyb®"”"(b) except how the evaluation/chal-
lenge queries are answered on the first k distinct x:

o After the simulator runs the secure DKG protocol to set
up the system, the simulator in addition chooses k t-degree
random polynomials f1, f2 ---  f* such that f7(0) = sk
and for all i € C, f7(i) = sk;. The reason f7(0) = sk is
because the adversary has the global public key pk = g§¥
and can test if z = sk in an evaluation H(z)* for any
x by checking the equality of pairings e(H(x)*,g2) =
e(H(z), pk).

o The evaluation queries (Eval, z,) are answered similar to
Theorem by calling the function pc(x, 7,1).

o The challenge query (Challenge,x*, {(4, 27, m;)} ier, V)
is answered the same as Theorem except Step
is replaced by: Compute z = [],.\ 277", query the
random oracle Hy on z and set v* = Hs(z).

Obviously, Hyb% (b) is identical to Hyb%™ (b). Hyb% ' (b)
and Hybi(b) only differs in the evaluation queries for the k-th
distinct . Below we shall prove that Hyb’jl_l(b) and Hyb", (b)
are indistinguishable from the attacker’s point of view.

Lemma A.6. For 1 < k < qg, Hyb" ' (b) and Hyb% (b) are
indistinguishable under XDH assumption in the random oracle
model.

Proof. We show that if there exists a PPT adversary .4 that can
distinguish between the hybrids Hyb" ' (b) and Hyb” (b) with
non-negligible probability then we can construct a PPT adver-
sary B to break an extended version of the DDH assumption
[1]] using A as a subroutine.

The extended XDH problem is given by
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agl 7yw)

where y; = %7 for all i € {1,...,w} or randoms. We now
construct 5 using A as follows:

(G7qagl792ag?17"' aglﬁvyla"'

1) Give the public parameters (e, G1, G2, Gr,¢q,g1,92) and a
list of nodes ' = {1,2,...,¢} to A.

2) A chooses a set C = {1,2,...,m} of nodes with m < ¢
to corrupt and send C' to B.

3) The random oracle H; is answered as follows: initialise
L, = 0. Let gy, be the total number of distinct random
oracle queries asked in this game. Choose an index n* &
[¢r7,] uniformly at random.

« If there exists a tuple (z,7,h) € Lg,, output h.
o Otherwise,
— if this is the n*-th distinct call, set r = L and h = gf
where glﬁ is from the co-CDH problem.
— else choose a random 7 < Zq and set h = g7.
o Update L, = L, U (x,r, h) and output h.
Give random oracle access to A.

4) The random oracle H, is programmed as follows: Define
a list Ly, = 0. For a query on y, if there exists a tuple

(y, ¢), then output c. Otherwise choose a random ¢ & Z,
and update the list L, = L, U(y, ¢). The oracle outputs
c. Give random oracle access to A.

5) The random oracle Hs is programmed as follows: Define
a list Ly, = (). For a query on y, if there exists a tuple

(y, ¢), then output c. Otherwise choose a random c & Z,
and update the list L7, = L, U(y, ¢). The oracle outputs
c. Give random oracle access to A.

6) Run the simulator of the secure DKG protocol to inter-
act with the corrupted nodes. Let QUAL be the non-
disqualified nodes. Assume the combined polynomial af-
ter the Generating phase is f. The simulator chooses
v & Zg4. In the Extracting phase, the ¢-th polynomial f}
is constructed using the points v — 3= cquary ey J3(0),
fe(L), <.y fe(m), qumgr — ZjeQUAL\{Z} fitm+1), ...,
ar — D iequarngey Ji(t) where aup1, ... oy are from
the XDH problem. A; ;, Aj ; for i € QUAL\ {¢} and
0 < j <t can be computed similar to Lemma B;* 0
for i € QUAL\ {¢} and B}, are computed as:

e For i € QUAL \ {{}, Bip = g5"° since B has
the coefficients of all the polynomials except the /¢-th
polynomial.

e By =93 [Licquarriey Bio-

Let the final combined polynomial be f*. We know

that f*(0) = v, f*(1) = f(1),....f*(m) = f(m),

f*(m+1) = ams1,..., f*(t) = o. The global public

key is pk = g5. The shares of the honest nodes are set
to be sk; = «a; and the corresponding verification keys
are vk; = g7" for ¢ € [m + 1,t] despite apmy1,...,0
are unknown. For the honest nodes i € [t + 1,/], we
cannot compute their shares sk; because o, 41, .. .,q; are
unknown, but we can compute their verification keys as

vki = g1 Tieryzo 91 07 with T =0, 1},

7) Choose k — 1 t-degree random polynomials,
L2 fF 1 such that f7(0) = ~ and for all
ic€cCand1<j<k-—1, fi(i) = ().

8) Compute zg = gf” and z; = (gf)f*(i) for i € C. Set
zi = y; for m+1 <17 <t where yp41,--.,y: are from
the XDH problem. Then for all m 4+ 1 < ¢ < ¢, compute
Z=[Lep 2" with T ={0,1,...,t}.

9) Define a function pc(z,i,j) as follows: invoke random
oracle H to get (x,r,h) € Ly, and

o return (g{j(i)‘rﬂri) if j <k

e return (Z;,m;) if j =k
o return (vk},m;) if j >k (if r = L, return L)
where 7; is a simulated proof generated by calling the
random oracle Hs.

10) On an evaluation query (Eval, x,7) for an honest i, if z is
the j-th distinct value, then return pc(z, j,4).

11) On the challenge query (Challenge,x*, {(¢, 2z}, ;) }ieu,

PR

V), where |V| >t and V C QUAL and U C V N C and
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zr a set of evaluation shares from the corrupted nodes, is

answered as follows:

a) if * was queried in the evaluation phase and it was
the j-th distinct value, then let j* = j. Else, assume
there are so far ;' distinct evaluation queries and let
JF=j+1

b) If A has made at least ¢ + 1 — m queries of the form
(Eval, z*, ), then output 0 and stop.

¢) Otherwise do as follows:

i) Run VerifyEqy, to check the proofs ; for i € U.
If any check fails, output 0 and stop.
ii) Set (zF,) = pc(a*, j*, i) fori € V\ C.

iii) Compute 2z = ][.cy zi*)‘o*i*‘/ and query random
oracle Hy on z. Let v* = Hs(z). Depending on
b do as follows:

A) If b = 0 then return v*;
B) Else return a uniform random.

12) Continue answering evaluation queries as before, but if
A makes queries of the form (Eval,z*,i) for some i €
QUALN\ C and i is the (t+ 1 —m)-th honest node that A
contacted then output 0 and stop.

13) Receive a guess b’ from A and output &'.

Suppose the k-th distinct evaluation query xj is the n-th
query for random oracle H;. Let’s consider the case when
n* = 1. pc in Step [0 never returns L because r is set to L
only for the n*-th call and we have assumed that this call is
for xy,.

o If Y1 = g+ P ... yp = g™, pc returns Z; on xy,
which is equal to H;(z)? (). In this case, B simulates
Hybz_l(b) perfectly.

e If yppq1,- -, ye are chosen randomly, then z,--- , Z; de-
fines a random polynomial f with constraint that f (0) =~
and for all i € C, f(i) = f*(i). Therefore, in this case, B
simulates Hyb" (b) perfectly.

Since n* = 7 happens with probability 1/qg,, if A distin-

guishes hybrids Hybﬁ_l(b) and Hyb", (b) with a non-negligible

probability d, then B can break the (extended) XDH assump-

tion with a non-negligible probability /¢, .

O

Now we are left to show that Hyb%? (0) is indistinguishable
from Hyb%®(1). In Hyb%’(b), for j-th distinct z, pc(z,j,-)
is computed using a unique random ¢-degree polynomial f7
which only matches with f* on C'U {0}.

Lemma A.7. Hyb%®(0) and Hyb"%’(1) are indistinguishable
under co-CDH assumption in the random oracle model.

Proof. Suppose there exists an adversary A that distinguishes

Hyb%’(0) and Hyb%’ (1), then we can construct an adversary

B breaks the co-CDH assumption using .4 as a subroutine.
Given a co-CDH problem (¢, Gy, Ga, Gr, q, 91, g2, 9%, g7,

95) with g1 € G1,92 € Go, o, 8 & Zg4. B’s goal is to output

g

1) Give the public parameters (e, G1, G2, Gr,q,91,92) and a
list of nodes ' = {1,2,...,£} to A.
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2) A chooses a set C' = {1,2,...,m} of nodes with m < ¢
to corrupt and send C' to B.
3) The random oracle H; is answered as follows: initialise
Ly, = 0. Let gy, be the total number of distinct random
oracle queries asked in this game. Choose an index n* &
[¢#,] uniformly at random.
« If there exists a tuple (z,7,h) € Lp,, output h.
o Otherwise,
— If this is the n*-th distinct call, set 7 = 1 and
h= glﬁ where glﬁ is from the co-CDH problem.
— Else choose a random r & Zg4 and set h = g7.
e Update Ly, = Lp, U{(x,r, h)} and output h.
Give random oracle access to A.
The random oracle Hs is programmed as follows: Define
alist Ly, = 0. For a query on y,

4)

o If there exists a tuple (y, ¢, -), then output c.
« Else verify if e(y, g2) = e(g, g5):

— If true, check if there exists a tuple (L,c,true)
(set by the challenge query) and update the list by
changing the L to y. If such a tuple does not exist,
then choose a random ¢ & Z, and update the list
Ly, = L, U (y,c,true). The oracle outputs c.

— If false, choose a random c <§ Zq and update the
list L, = Ly, U{(y, ¢, false)}. The oracle outputs
c.

Give random oracle access to A. Note that, when the
verification is successful, we can derive that y = g?ﬂ .

The random oracle Hj is programmed as follows: Define
a list Ly, = 0. For a query on y, if there exists a tuple

5)

(y, ¢), then output ¢. Otherwise choose a random ¢ & Z,
and update the list L7, = L, U(y, ¢). The oracle outputs
c. Give random oracle access to .A.
Run the simulator of the secure DKG protocol to inter-
act with the corrupted nodes. Let QUAL be the non-
disqualified nodes determined after the Generating phase.
Assume the combined polynomial after the Generating
phase is f. In the Extracting phase, for the ¢-th polyno-
mial, B constructs f; to replace f,: f; has the values
a = sequargey Ji(0) fe(L), ..o, fult). Aij, A7 ; for
i € QUAL\ {¢} and 0 < j < t can be computed similar
to [33]. By for i € QUAL\ {¢} and B} are computed
as:
e For i € QUAL \ {{}, Bip = gy"° since B has
the coefficients of all the polynomials except the /¢-th
polynomial.

0)

e By =95 [Licquariiy Bio -

The global public key is pk = By o [[;cquarqey Bio =
g5. Let the final combined polynomial be f*. We know
that f*(0) = «, f*(1) FQ), ..., f*(t) = f(t). The
corrupted nodes that are included in QUAL have the shares
sk; = f*(i) and vk; = g/ @ for i € QUAL N C. The
shares of the honest nodes are set to be sk; = f*(i)
and vk; = g{*(l) for m +1 < i < {. Note that, for



the honest nodes ¢ + 1 < ¢ < /, the simulator cannot
compute sk; because it does not know the* yalue of a,
but can compute vk; = gf/\i’O’T HjeT,j;so 9{ U3 yith
T={0,1,...,t}.

Choose qE t-degree random polynomials,
fr o2 ..., f12=1 such that for 1 < j < g — 1,
f7(0) = a and for all i € C f7(i) = f*(i). Note that,
we cannot compute f7(i) for i > m + 1 because « is

f7(9)
1

7)

unknown, but we can compute g
to vk;.

On an evaluation query (Eval, z, i) for an honest 7, invoke
random oracle H; to get (z,7,h) € Ly, and

in the way similar
8)
a) return (g{j(i)'r,m) if  # 1, where m; is a simulated
proof generated by calling the random oracle Hj
b) if » = L, choose z; ﬁ Gy and generate a simulated
proof 7; using random oracle Hj and return (z;, ;).
9) On the challenge query (Challenge,x*,{(4, 2}, m:)} icu,
V), where |V| >t and V C QUAL and U C V N C and
zr a set of evaluation shares from the corrupted nodes, is
answered as follows:

a) if 2* was not the n*-the query to Hy, then 5 aborts.
b) Otherwise do as follows:

i) Run VerifyEqy, to check the proofs ; for i € U. If
any check fails, output 0 and stop.
ii) If there exists a tuple (y, ¢, true) in Hs, then set v* =

c. Otherwise choose v* ﬁ Zq and update Lp, =
Ly, U{L,v* true}. Depending on b do as follows:
A) If b = 0 then return v*;

B) Else return a uniform random.

10) Continue answering evaluation queries as before, but if
A makes queries of the form (Eval, z*,4) for some i €
QUAL\ C and i is the (¢t + 1 —m)-th honest node that A
contacted then output 0 and stop.

11) Receive a guess b’ from A.

12) If there exists a tuple (y,c,true) with y # L in Hs, B
outputs y as a solution to the co-CDH problem.

The probability that B does not abort is 1/qp, since n* is
uniformly and randomly chosen. Let’s consider the case when
abort does not happen. In this case, the challenge plaintext
a* is also the n*-th distinct query to Hy and H; (z*) = gf. In
Step [8b] to answer the evaluation queries on z*, we choose a
random z;. The adversary is allowed to make at most ¢t — m
evaluation queries on z*. Let these evaluation queries be
(Bval,x*,i1), ..., (Eval,2*,4;_,,) and the returned randoms
be z,,...,2,_,, . These values (i1, 2, ), ..., (it—m, 2i,_,, ) tO-
gether with (0, o) and (1, f*(1)0), ..., (m, f*(m)B) implic-
itly defines an unique random polynomial f with f(0) = a,
f(1) = f*(1), ..., f(m) = f*(m) and f is only used for
computing evaluations on z*. Note that, it does not matter
when the adversary makes less than ¢ —m evaluation queries on
x* since the polynomial f will never be explicitly computed.
Therefore, B simulates Hyb?" (b) perfectly when aborts does
not occur.
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We define an event F as when the adversary queries y*
to Hy such that e(y*,g2) = e(d?,g9), ie., y* 92"
Similar to Theorem we can prove that A’s advantage
Adv of distinguishing b = 0 and b 1 is not bigger
than Pr[E|—-abort], i.e., Adv < Pr[E|-abort]|. Therefore
B outputs y* as a solution to the co-CDH problem with non-
negligible probability Pr[E|-abort]/qm, . O

L. Security proofs for Dfinity-DVRF

As outlined in [39], Dfinity-DVRF uses a well-known
DKG protocol by Pedersen [53] where the adversary can
bias the distribution of the joint public key [35]. In order
to formalise Dfinity-DVRF and study its security properties,
instead of the biasable DKG protocol we use the secure DKG
protocol proposed in [35] and we shall prove that the resulting
DVREF construction satisfies standard pseudorandomness.

Let (e,G1,G2,Gr,q, 91,92, h1,ha) be a bilinear pairing
group where the co-CDH assumption holds and g¢;, g are
generators of G1, G2 respectively (same applies to hq, he). Let
Hy : {0,1}* = Gy, Hy : Gy > {0,1}*™ be hash functions.
VPDiinity-DVRE iq defined as follows:

DistKG(1*,¢,¢) proceeds in the same way as in the non-
compact case, with the difference that exponentiations take
place in group Go, i.e. the verification keys vk; = gzk" €
Gy and the global public key pk = Y, quap 92" € Ga.
Full details can be found in Figure ]

PartialEval(z, sk;, vk;) outputs a share s% = (i,v;) with v;
H1 (.’K)Ski. )

Combine(pk, VK, z,E) : parses list £ = {s71,...,s/°'} of
€] > t + 1 partial evaluation candidates originating
from |€| different nodes, and obtains verification keys

vkj, ... ,vkjm. Next,

1) Identifies an index subset I = {iy,...,%;41} such that

for every ¢ € I it holds that e(v;, g2) = e(Hi(x),vk;).
If no such subset exists, outputs L.
2) Sets 7+ [Jv}°*" and v = Hy(n).
jel

3) Outputs (v, ).

Verify(pk, z,v, ) outputs 1 if the equation holds: e(m, g2) =
e(Hi(z),pk) and v = Hy(m). Otherwise output 0.

Theorem VPIinity-DVRE gatisfies consistency, robustness
and uniqueness.

Proof. The proof of consistency is exactly as the proof of
Theorem The uniqueness follows from the fact that
v = Ha(m), v/ = Hy(n') and if e(m, g2) = e(Hq(x),pk) =
e(r’, go) then m = 1/ = Hy(x)%.

For robustness: Suppose there exists an adversary A leading
the challenger to output 1 with non-negligible probability,
ie, v* # 1 and Verify(pk,z*,v*,7*) = 0. Apparently
v* = Hy(m*) since it is guaranteed by the Combine function.
Thus, when the verification fails, it can only be because
e(r*,92) # e(Hi(z*),pk) which gives us ©* # Hy(x*).
W.lo.g., assume |U| = ¢ + 1. Based on the Equation [3| in



« Generating phase:

/

sends s; j,s; ; to node N;.

i,J

95" h

— Received more than ¢ complaints in Step [Ib] or

i = Z]’EQUAL 5;7
« Extracting phase:

if

92

[6]but not Equation [7]

by any party.

— Compute vy = HiGQUAL A for 0 <k <t.

Sij

1) Each node N; performs a Pedersen-VSS of a random value a; ¢:
a) N, chooses two random ¢-degree polynomials f;, f/ over Z,:

filz) =a0+ainz+---+ ai,f,zt

N; broadcasts C; ), = g;i'khg""' for 0 <k <t. N; computes the shares s; ; = fi(j),s; ; = f{(j) for 1 < j < £ and

b) Each node N; verifies the shares he received from the other nodes. IN; checks if

L/
Sij
2

for 1 <14 < L. If the check fails for an index 4, N; broadcasts a complaint against IN;.
c) Each node N; who received a complaint from node NN; broadcasts the values s; ;, s; ; that satisfy Equation @
d) Each node marks as disqualified any node that either

- Answered to a complaint in Step [Ic]with values that falsify Equation []

2) Each node then builds the set of non-disqualified players QUAL.
3) Each node N; sets his share of the secret as sk; = ZjEQUAL sj.i, the verification key vk; = ggki and the value

4) Bach node i € QUAL exposes A; o = g,"° via Feldman-VSS:
a) Each node N; with 1 € QUAL, broadcasts A; j, = g;”‘ for 0 < k <t.
b) Each node N; verifies the values broadcast by the other nodes in QUAL, formally, for each 7 € QUAL, N; checks

If the check fails for some index i, N; complains against N; by broadcasting the values s; j, s} ; that satisfy Equation
¢) For node N; who receives at least one valid complaint, i.e., values which satisfy Equation [6]but not Equation [7] the
other nodes run the re-construction phase of Pedersen-VSS to compute a;, f;, A, for 0 < k < ¢t. Compute the
global public key as pk = [T, CQUAL Aj 0. The distributed secret value sk = >, cQUAL @i,0 i not explicitly computed
d) Each node N; can reconstruct the verification keys of other nodes:
-k
— For each j € QUAL such that j # i, compute vk; = HZ,:O vl .
Figure 4: Adaptation of the DKG protocol [35] to pairing groups for Dfinity-DVRF.

fi(z) = bio+biiz+---+ biﬂtzt

t

[T(cin)"

k=0

©)

t

[T

k=0

@)

Theorem we can derive that there exists i € U such
that v; # H;(2*)*k and vk; = gzk’l We consider two cases
of 5. If i € U \ C, this is impossible since v; = Hy(z*)%.
If i € UNC, we know that e(v;, g2) = e(Hy(z*),vk;) by
the verification performed in Combine, which gives us that
v; = Hy(2*)%:. This concludes the proof. O

Theorem VPIinity-DVRE qatisfies standard pseudoran-
domness under co-CDH assumption in the random oracle
model.

Proof. Recall that standard pseudorandomness does not allow
the adversary to query partial evaluations on the challenge
plaintext x*.

We construct Hyb%™ (b) to simulate the DKG protocol and
the original standard pseudorandomness game is indistinguish-
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able with Hybjm(b) because of the secrecy of the simulator.
Below we shall prove Hyb%™(0) and Hyb%™(1) are indis-
tinguishable under co-CDH assumption. Suppose there exists
an adversary A that distinguishes Hyb%™(0) and Hyb%™ (1),
then we can construct an adversary B breaks the co-CDH
assumption using A as a subroutine.

Given a co-CDH problem (e, G1, G2, Gr, q,gl,gg,g?7gf,
93) with ¢1 € Gy, g2 € Go, o, 8 & Z,. B’s goal is to output
e
1) Give the public parameters (e, G1, G2, Gr,q, 91, 92) to A.

2) A chooses a set C' of nodes with |C| < ¢ to corrupt and
send C to B. W.lo.g., assume C' = {1,2,... ,m}.

3) The random oracle H; is answered as follows: initialise
L, = 0. Let gg, be the total number of distinct random

. . . . 3
oracle queries asked in this game. Choose an index n* <



[¢r,] uniformly at random.

o If there exists a tuple (z,7,h) € Lg,, output h.
o Otherwise,

— if this is the n*-th distinct call, set r = L and h = gf
where gf is from the co-CDH problem.

— else choose a random 1 & Zq and set h = g7.
- Update Ly, = L, U (z,r,h) and output h.
Give random oracle access to .A.
4) The random oracle Hs is programmed as follows: Define
a list Ly, = 0. For a query on y,
o If there exists a tuple (y, ¢, x), then output c.
o Else verify if e(y, g2) = e(gf,gg‘):

— If true, check if there exists a tuple (L, ¢, true) (set by
the challenge query) and update the list by changing
the L to y. If such a tuple does not exist, then choose
a random ¢ i Zq and update the list Ly, = Ly, U
(y, ¢, true). The oracle outputs c.

— If false, choose a random ¢ <$4 Zq and update the list
Ly, = Ly, U (y,c, false). The oracle outputs c.

Give random oracle access to 4. Note that, when the pair-
ing verification is successful, we can derive that y = g?ﬁ .

5) Run the simulator of the secure DKG protocol to interact
with the corrupted nodes. The protocol constructs Cj j
using go, ho from Gs. Let QUAL be the non-disqualified
nodes. Assume the combined polynomial after the Generat-
ing phase is f. In the Extracting phase, when constructing
the ¢-th polynomial f; to replace f,, the simulator sets
f¢ to have the values av— . cquary oy f5(0), fe(1), - -,
fe(t). The computation of 4; ;, A7 ; for i € QUAL\ {¢}
and 0 < j < t are similar to Hyb%"(b) in Theorem
V.2 except they are constructed on G,. The global public
key is pk = g¢&. The corrupted nodes that are included
in QUAL have the shares sk; = f(i) and vk; = gg(i).
The shares of the honest nodes 7 € [t + 1, /] are set to be
sk; = f(¢) and vk; = gg () Note that, the simulator cannot
compute sk; for the honest nodes i € [t + 1, ] because it
does not know the Value of o, but can compute vk; as
g5 " e 20 gl with T = {0,1,...,t}.

6) On an evaluation query (Eval, z,4) for an honest 4, invoke
random oracle H; to get Hy(z) = (z,r, h) and
a) return vk; if r # L
b) return L if r = L

7) On the challenge query (Challenge, z*,{(¢, 2}) }icu, V),
where |[V| > ¢ and V C QUAL and U C V N C and

z7 a set of evaluation shares from the corrupted nodes, is
answered as follows:

a) If 2* was not the n*-the query to H;, then B aborts.
b) Otherwise do as follows:
i) Check if e(v;,g2) = e(H1(z),vk;) for i € U. If
any check fails, output O and stop.

ii) If there exists a tuple (y,c,true) in Hs, then set

. $
v* = c. Otherwise choose v* « Z, and update

L, = Lp, U{L,v*, true}. Depending on b do as
follows:

A) If b = 0 then return v*;

B) Else return a uniform random.

8) Continue answering evaluation queries as before, but if A
makes queries of the form (Eval, z*,-) then output 0 and
stop.

9) Receive a guess b’ from A.

10) If there exists a tuple (y,c,true) with y # L in Hs, B
outputs y as a solution to the co-CDH problem.

The probability that B does not abort is 1/qp, since n* is
uniformly and randomly chosen. Let’s consider the case when
abort does not happen. In this case, the challenge plaintext
x* is also the n*-th distinct query to H; and H;(z*) = glﬁ.
The adversary is not allowed to query (Eval, 2*,-) due to the
definition of standard pseudorandomness. In other words, the
Step [6b] will never be executed. In this case B simulates the
standard pseudorandomness game perfectly from A’s point of
view.

The rest of the analysis is similar to Theorem We
define an event E as when the adversary queries y* to Hj
such that e(y*, g2) = e(glﬁ,gg‘), ie., y* = gfﬂ. From A’s
point of view, the cases b = 0 and b = 1 are exactly the
same unless £ happens. We can prove that .4’s advantage
Adv of distinguishing b = 0 and b = 1 is not bigger
than Pr[E|-abort], i.e., Adv < Pr[F|-abort]. Therefore
B outputs y* as a solution to the co-CDH problem with non-
negligible probability Pr[E|—-abort]/qm, . O

Strong pseudorandomness of Dfinity-DVRF. Adversarial
capabilities in standard pseudorandomness of Dfinity-DVRF
and unforgeability of threshold BLS signatures [11] go hand
in hand, as in both cases an adversary is not given the option
to make partial queries on the challenge plaintext z*. It is not
surprising then that the previous security reduction does not
allow to prove strong pseudorandomness of Dfinity-DVRF.
Indeed, since the verification key vk; of the i-th node is in
Go, then the adversary can verify if an answer v; is correct
or not by checking the pairing e(v;,g2) = e(Hi(z*),vk;).
Alas, the security reduction does not provide the challenger
with knowledge of log,, vk;, and then the challenger cannot
answer a partial signature/evaluation query on the challenge
plaintext.
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