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ABSTRACT
PKI provides a critical foundation to applied cryptographic pro-
tocols. However, there are no rigorous security specifications for
PKI, and therefore, no PKI schemes were proven secure. This is
problematic considering the extensive reliance on PKI, the multiple
failures of PKI systems, and the fact that some proposed and de-
ployed PKI schemes have complex design and advanced goals. The
lack of specifications and proofs for PKI schemes means that ap-
plied cryptographic systems that use PKI are analyzed by adopting
overly simplified models of the PKI, often, simply assuming secure
public keys.

We present game-based security specifications for PKI schemes,
and prove the security of the two most important and widely de-
ployed schemes: PKIX and Certificate Transparency (CT), both
based on version 3 of the X.509 standard, and using the (standard)
CRL revocation mechanism. The proof shows a reduction from
an adversary that ‘wins’ the PKI-specifications game to an adver-
sary that ‘wins’ against the underlying signature scheme or hash
function. This is the first reduction-based definition and proof of
security for a realistic PKI scheme.

1 INTRODUCTION
Public Key Infrastructure (PKI) provides an essential foundation
for applications that rely on public key cryptography, which is
crucial to ensure security in open networks and systems. Early
PKI ideas were proposed in 1978 [21], and the first version of the
X.509 standard [8] was published in 1988. Since then, the deploy-
ment of PKI has been dominated by X.509, specifically, by the IETF
PKIX standard, which adopts version 3 of X.509 (X.509v3) for Inter-
net protocols, most notably, TLS/SSL [35]. Certificate Transparency
(CT) [34, 24] is a recent, widely-deployed extension to PKIX, mo-
tivated by multiple PKI failures, mainly, rogue certificates issued
by corrupt or negligent CAs. A significant number of other PKI
schemes were proposed recently, with different goals and proper-
ties, and different, non-trivial designs, including [38, 10, 30, 20, 42,
3, 45, 40, 41, 28, 12, 2, 43, 22].

Considering the importance, variety and complexity of (some)
PKI schemes, it is essential to ensure their security. However, this
work is the first to define the security of a (non-trivial1) PKI scheme.
This situation stands in sharp contrast to the accepted norms in
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1A naive PKI ideal-functionality is presented in [7, 4, 13]; this functionality does
not include basic functionalities such as certificate chains, revocation and transparency.

(applied and theoretical) modern cryptography, which require well-
defined security requirements and reduction-based proofs of se-
curity. These norms began in the 1980s with the seminal papers
defining secure encryption [14] and secure signature schemes [15].

The lack of rigorous specifications and analysis for PKI schemes
is especially alarming, considering that PKI provides a critical in-
frastructure to applied cryptography, i.e., security of many applied
cryptographic systems depend on the security of the underlying
PKI. The extensive efforts to prove the security of cryptographic
protocols may be moot when these protocols depend on an insecure
PKI scheme. The concerns are even greater, considering that attacks
against PKI are not only a theoretical threat, but are a major con-
cern in practice. To address these concerns, we present the rigorous
(game-based) definitions of security requirements for PKI schemes,
and then the first reduction-based proofs of security for practical PKI
schemes; see Table 1.

Defining and proving security for PKI schemes is challenging,
especially for post-X.509 schemes, whose requirements (goals) and
designs aremore advanced and complex. Different PKI schemesmay
assume different communication, synchronization and adversary
models; even the set of entities may differ, e.g., CT also introduces
loggers and monitors in addition to Certificate Authorities (CAs).
Existingworks often use informal security requirements andmodels
for PKI schemes, often tailored to a specific construction. In fact, as
we now discuss, even intuitively straightforward definitions have
many subtleties, which may be overlooked or ignored.

Consider accountability, the most basic security property of PKI
schemes. Intuitively, accountability is the ability to identify the CA
that is responsible for the issuing of an unauthorized certificate𝜓 .
However, who is the responsible CA for 𝜓? Instinctively, we may
expect this to be the CA identified as the issuer of 𝜓 , denoted as
𝜓 .𝑖𝑠𝑠𝑢𝑒𝑟 . That said, surely𝜓 .𝑖𝑠𝑠𝑢𝑒𝑟 should not be held accountable
for𝜓 , if there is no guarantee that𝜓 .𝑖𝑠𝑠𝑢𝑒𝑟 indeed issued𝜓 . Namely,
if the public verification key 𝑝𝑘 used to validate𝜓 is not a correct
public-key of𝜓 .𝑖𝑠𝑠𝑢𝑒𝑟 . Even more clearly,𝜓 .𝑖𝑠𝑠𝑢𝑒𝑟 can only be con-
sidered accountable if it is a real, supposedly trustworthy entity. To
illustrate, consider a scenario where a rogue CA issues a certificate
𝜓 ′ which fraudulently specifies 𝑝𝑘 as a public verification key of
𝜓 .𝑖𝑠𝑠𝑢𝑒𝑟 . According to the aforementioned instinct, 𝜓 ′ would al-
low to ‘frame’𝜓 .𝑖𝑠𝑠𝑢𝑒𝑟 to be held accountable for𝜓 , even though
𝜓 .𝑖𝑠𝑠𝑢𝑒𝑟 never issued𝜓 . Instead, the CA responsible (accountable)
in this case for𝜓 should be the CA responsible for the fraudulent
certificate 𝜓 ′. The definition of accountability, which we present
later, supports a wide range of PKI schemes, and, in particular,
the widely-used certificate chains mechanism, introduced in X.509
version 3, which allows intermediate CAs to issue certificates.

Revocation, supported by most applied PKIs, is also non-trivial to
define. In fact, we found it necessary to define two variants: Full and



Conference’23, November 2023, Copenhagen, Denmark

Table 1: PKI requirements defined in this work, and properties we prove for prominent PKI systems.

PKI scheme

Requirements

Existential Unforgeability Accountability Δ-Revocation (Definition 8) Δ-Transparency

(Definition 6) (Definition 7) Weak Full (Definition 9)

PKIX (X.509 version 3 with CRL) ✓ (Lemma 2) ✓ (Lemma 10) ✓ (Lemma 12) ✗ (Claim 3) ✗ (n/a)
PKIX with CT

✓ (Lemma 2) ✓ (Theorem 5) ✓ (Theorem 5) ✗ (Claim 3)
✗ (Claim 7)

PKIX with CT assuming honest loggers ✓ (Theorem 5)

Weak. The Full variant is more intuitive; basically, a PKI scheme
ensures Full Δ-Revocation if a certificate𝜓 revoked by a benign CA
at some time 𝑡 , will not be considered as valid by any benign party
after time 𝑡 +Δ. However, we realized that PKIX fails to ensure Full
Δ-Revocation (Claim 3), and only ensures a weaker notion, which
we callWeak Δ-Revocation.

Transparency is a relatively recently identified goal for PKIs,
which aims to ensure that certificates are available for scrutiny,
in the form of a public log where certificates must appear (within
bounded time after being issued). This requirement was identified
when, after PKI failures, it was realized that the accountability
requirement may not suffice, if the attacker’s use of a rogue cer-
tificate may go undetected. We show that PKIX, complemented
by the Certificate Transparency (CT) specification [23, 25], ensures
transparency if (and only if) we can trust the integrity of the CT
Logger entities.

We also define a PKI existential unforgeability requirement, which
ensures that if𝜓 is a valid certificate, as validated by the public key
generated by a benign𝜓 .𝑖𝑠𝑠𝑢𝑒𝑟 , then𝜓 .𝑖𝑠𝑠𝑢𝑒𝑟 has indeed certified
𝜓 . For X.509-based PKIs, unforgeability follows easily from the
corresponding property of the underlying signature scheme; the
property may not follow so simply for some other PKIs.

A challenge in defining security requirements for PKI schemes is
that a scheme may satisfy a requirement only under specific models
(assumptions), including adversary, communication, synchronization
and other models. In particular, both PKIX and CT require some
level of clock synchronization, to ensure consistent interpretation
of validity periods. To ensure transparency, CT also requires benign
loggers as well as reliable communication with bounded delays2.

To meet this challenge, we use theModular Security Specifications
(MoSS) framework [16], which allows the PKI security requirements
to be applied under diverse, rigorously-defined adversary, synchro-
nization, network and other models (assumptions).

We present pseudocode to rigorously define two PKI schemes,
which are (minimally simplified3 versions of) the most well-known

2CT includes some, but insufficient defenses against rogue loggers. Version 1 of
the CT specifications [34] incorrectly states that the public logs can be untrusted; the
CT 2.0 specifications [36] states that loggers should be trusted third-parties.

3Obviously, we could not include all aspects of the PKIX and CT specifications, but
we believe that we included all or most of the significant aspects. Our most significant
simplification is that we focus on the standardized CRL revocation mechanism, while
current browsers mostly use proprietary revocation mechanisms. It appears feasible
to extend our analysis to cover these and other aspects which we simplified, although,
realistically, this may require automation. Note also that PKI standards are often
ambiguous and not fully defined; for example, both CT specifications [34, 36] mention
a gossip mechanism, but do not specify it. Hence, specifications can be implemented
in different ways, and possibly some implementations will be insecure while others
may be secure.

and widely-deployed PKI schemes: PKIX (X.509 version 3 with
CRL) and CT (PKIX extended to support certificate transparency).
We then rigorously prove security requirements satisfied by these
schemes (see Table 1).

Out of scope: selection of trust anchors and certificate-chain con-
straints. We do not address how relying parties select their trust
anchors, i.e., the identities of the ‘root CAs’; and we mostly ignore
constraints on the allowed certificate-chains, such as the name,
length and policy constraints (defined in X.509v3 and PKIX). Amodel
of such trust decisions for PKI systems was proposed by Mauer [29],
subsequently extended by [27, 6], and others [17, 26, 46, 39, 5, 19].
These solutions are complementary and orthogonal to our results.

Contributions. This work:

(1) Presents the first definition of a (non-trivial) PKI scheme,
e.g., supporting certificate chains.

(2) Presents the first rigorous security requirements for PKI
schemes, including accountability, revocation, transparency
and unforgeability.

(3) Presents the first precise and complete specification, analysis
and proof of security for the two most widely-deployed PKI
standards, PKIX and CT.

(4) Introduces and constructs a certificate scheme (Section 2), an
abstraction for applying signatures to structured information.
Certificate schemes simplify definition and analysis of PKI
schemes, and may have additional applications.

Organization. In Section 2 we define Certificate schemes and
their security. In Section 3 we define a PKI scheme and in Section 4
we define security requirements for PKI schemes. In Section 5 we
present the specifications of PKIX and CT, and in Section 6 we
analyze their security. Finally, Section 7 concludes and discusses
future work.

2 CERTIFICATE SCHEMES
PKI schemes define how to issue, manage and use certificates. Usu-
ally, e.g., in X.509, a certificate is a signed object, containing some
certified information. Different PKIs may certify different informa-
tion (fields), use different encodings and different signature algo-
rithms, and, in principle, may even use a different design (i.e., not a
signature over an object). For example, in X.509 and PKIs based on
it, certain certified information is encoded as a ‘field’, while other
information is encoded as an ‘extension’.

In this section, we define certificate schemes, which provide an
abstract definition of a certificate. Our definition allows a uniform
treatment of different types of certificates and certified information.
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This abstraction allows us to define PKI schemes and their security
requirements by having each PKI scheme use a specific certificate
scheme.

2.1 Certificate Scheme
Definition 1 (Certificate scheme). A certificate scheme C is a set
of four PPT algorithms:

C = (KG,Certify,Verify, Extract)

where:
• KG(1∗) → ({0, 1}∗, {0, 1}∗): key generation algorithm. Re-
turns a pair (𝑠𝑘, 𝑝𝑘) of keys, where 𝑠𝑘 is a private signing
(certification) key and 𝑝𝑘 is a public verification key.
• Certify𝑠𝑘 (𝑡𝑏𝑐) → 𝜓 : certification (signing) algorithm. Re-
turns a binary string 𝜓 which is called the certificate of the
input, 𝑡𝑏𝑐 (to be certified), signed using the private certify-
ing (signing) key 𝑠𝑘 . The input 𝑡𝑏𝑐 is a set of pairs, 𝑡𝑏𝑐 =

{(𝑓1, 𝑣1), (𝑓2, 𝑣2), . . .}, where the first element of each pair (𝑓𝑖 )
is called the field name and the second element (𝑣𝑖 ) is called
the field value.
• Verify𝑝𝑘 (𝜓 ) → {⊤,⊥}: certificate verification algorithm.
Returns ⊤ if 𝜓 was correctly signed according to the public
verification key 𝑝𝑘 , otherwise, outputs ⊥.
• Extract(𝜓, field) → {0, 1}∗ ∪ {⊥}: field value extraction
algorithm. Returns the value of the inputted field name field
in𝜓 .

We say that C ensures correctness if for every (𝑠𝑘, 𝑝𝑘) ← KG(1𝑛)
and for every set of name-value pairs 𝑡𝑏𝑐 , the following two correctness
properties hold:

(1) Verification correctness:

Verify𝑝𝑘 (Certify𝑠𝑘 (𝑡𝑏𝑐)) = ⊤ (1)

(2) Extraction correctness: Let𝜓 ← Certify𝑠𝑘 (𝑡𝑏𝑐). Then:

Extract(𝜓, 𝑓 𝑖𝑒𝑙𝑑) =
{
𝑣𝑎𝑙 if (𝑓 𝑖𝑒𝑙𝑑, 𝑣𝑎𝑙) ∈ 𝑡𝑏𝑐
⊥ otherwise (2)

We say that C ensures Existential Unforgeability if for every PPT
A, the probability of A to win in the Existential Certificate Forgery
game, Pr[𝐸𝐶𝐹 (𝑛)], is negligible, where

𝐸𝐶𝐹 (𝑛) ≡
©«

Verify𝑝𝑘 (𝜓 ) = ⊤,where:
(𝑠𝑘, 𝑝𝑘) ← KG(1𝑛),

𝜓 ← ACertify𝑠𝑘 ( ·) (𝑝𝑘), and
A didn’t receive𝜓 from Certify𝑠𝑘 (·)

ª®®®¬ (3)

We say that C is secure if it ensures both correctness and existential
unforgeability.

2.2 Security of Simple Certificate Schemes
All existing PKIs use a simple certificate scheme which applies
a public-key signature to an encoding of the input sequence of
name-value pairs (𝑡𝑏𝑐). Let us define such schemes and prove their
security.
Definition 2. Let Θ be an invertible function from sequences of
name-value pairs to binary strings, and letS = (S.KG,S.Sign,S.Verify)
be an (existentially-unforgeable) signature scheme. The CS,Θ certifi-
cate scheme is defined as:

CS,Θ .KG(1𝑛) ≡ S.KG(1𝑛)
CS,Θ .Certify𝑠𝑘 (𝑡𝑏𝑐) ≡ Θ({(‘𝑡𝑏𝑐’, 𝑡𝑏𝑐), (‘𝜎’,S.𝑆𝑖𝑔𝑛𝑠𝑘 (Θ(𝑡𝑏𝑐)))})
CS,Θ .Verify𝑝𝑘 (_) ≡ S.Verify𝑝𝑘 (Θ−1 (_) [‘tbc’],Θ−1 (_) [‘𝜎’])

CS,Θ .Extract(_, 𝑓 ) ≡
{
𝑣𝑎𝑙 if (𝑓 , 𝑣𝑎𝑙) ∈ Θ−1 (_) [‘tbc’]
⊥ otherwise

Lemma 1. If S is an existentially-unforgeable signature scheme, and
Θ is an invertible function, then CS,Θ, defined in Definition 2, is a
secure certificate scheme.

Proof: Direct reduction to the security of S. □

Dot notation for schemes and certificates. We use dot notation for
the functions of a scheme, above and elsewhere, to avoid ambiguity
when referring to functions of different schemes. We also use dot
notation for fields in a certificate, i.e., instead of referring to the
value 𝑣𝑎𝑙 of field 𝑓 in certificate 𝜓 by the cumbersome notation
Extract(𝜓, 𝑓 ), we use the compact notation 𝜓 .𝑓 . Namely, 𝜓 .𝑓 =

Extract(𝜓, 𝑓 ), and specifically,𝜓 .𝑓 = ⊥ if the certificate𝜓 does not
include a name-value pair for a field name 𝑓 .

2.3 Common Certificate Fields
PKI standards, most notably X.509 and PKIX, define and refer to
specific named values in certificates. We refer to all of these named
values as ‘fields’. We list below some of the important fields4, to
which we also refer in our security requirements.

• 𝜓 .𝑖𝑠𝑠𝑢𝑒𝑟 : the entity that issued the certificate. In X.509, this
is encoded as a distinguished name in the Issuer certificate
field. X.509 certificates may also include an Issuer Alternative
Name (IAN) extension that may include additional identifiers
for the issuer, e.g., as a DNS name.
• 𝜓 .𝑓 𝑟𝑜𝑚: the date and time at which the certificate becomes
valid. In X.509, this is encoded in the notBefore entry of the
Validity certificate field.
• 𝜓 .𝑡𝑜 : the date and time at which the certificate should expire
(become invalid). In X.509, this is encoded in the notAfter
entry of the Validity certificate field.
• 𝜓 .𝑠𝑢𝑏 𝑗𝑒𝑐𝑡 : an identifier for the subject of𝜓 . In X.509, this is
encoded as a distinguished name in the Subject certificate field.
X.509 certificates may also include a Subject Alternative Name
(SAN) extension, that may include additional identifiers for
the subject, e.g., as a DNS name.
• 𝜓 .𝑝𝑘 : a public key certified as the public key of the subject.
In X.509, the subject public key is one component of the
Subject Public Key Info certificate-field.
• 𝜓 .𝑖𝑠_𝐶𝐴: a Boolean which is true if the issuer authorizes the
subject to be a CA, i.e., to issue public key certificates. In
X.509, this is a part of the Basic Constraints extension.
• 𝜓 .𝑡𝑦𝑝𝑒 : the certificate type. This field is not explicitly defined
in X.509; see discussion below.

4We use the term ‘field’ for all of these named values, and have abstracted away
the encoding. However, specific PKIs, in particular, X.509, may use different terms in
addition or instead of ‘field’, and may use different encodings for different fields. For
example, X.509 uses the term ‘field’ for the subject and issuer fields (of the certificate)
as well as for the pathLenConstraint field (which is a part of the Basic Constraints
certificate extension). X.509 also uses other terms for named values, e.g., it refers to
the dnsName component (in the subjectAltName extension) and to the 𝑐𝐴 boolean (in
the BasicConstraints extension).
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2.4 Types of Certificates
The aforementioned common certificate fields mostly correspond
to certificate fields defined by X.509. One important exception is the
𝑡𝑦𝑝𝑒 field, which is not one of the X.509 fields. We use the 𝑡𝑦𝑝𝑒 field
to distinguish between different types of certificates. X.509 explicitly
refers to two types of certificates: public key certificates and attribute
certificates, which we identify by𝜓 .𝑡𝑦𝑝𝑒 = 𝑃𝑢𝑏𝐾𝑒𝑦 (for public key
certificates) or𝜓 .𝑡𝑦𝑝𝑒 = 𝐴𝑇𝑇𝑅 (for attribute certificates). Public key
certificates are signed by a certificate authority (CA), and associate
a public key with a particular subject (‘owner’ of the public key),
whereas attribute certificates do not contain a public key (i.e., if
𝜓 .𝑡𝑦𝑝𝑒 = 𝐴𝑇𝑇𝑅, then𝜓 .𝑝𝑘 = ⊥).

Note that our definition of a certificate can be applied also to
other types of signed information consisting of multiple name-value
pairs. Important, standardized examples include:

• Certificate Revocation Lists (CRLs), used to identify revoked
and non-revoked certificates. CRLs are certificates since they
are signed (certified) objects withmultiple fields (e.g., validity
period and issuer).
• Signed Tree Head (STH). Certificate Transparency (CT) uses
Signed Tree Head (STH) certificates, signed (certified) by the
CT loggers.
• Route Origin Authorizations (ROAs), defined in the Resource
Public Key Infrastructure (RPKI) [32]. ROAs are signed (cer-
tified) by the (certified) owner of a routing resource such as
IP prefix or Autonomous System Number (ASN), and include
multiple fields, e.g., validity period and issuer.

3 PKI SCHEMES AND TRANSPARENT PKI
SCHEMES

We define PKI schemes and transparent PKI schemes, which are
PKI schemes with additional entities and functions used to ensure
transparency (§3.5). These sections provide necessary background:
basic PKI entities (§3.1) and basic PKI functions, for evaluating the
validity of a certificate (§3.2), for handling certificate chains (§3.3)
and for certifying (issuing) and revoking certificates (§3.4).

3.1 PKI Entities
A PKI scheme P is defined by a set of functions, some stateful
and some stateless, and a set N of stateful entities. Entities in N
can perform the stateful functions, e.g., issue certificates. We refer
to the entities in N that issue public key certificates as certificate
authorities (CAs). There could be other entities in N, e.g., Certifi-
cate Transparency (CT) uses loggers and monitors. Entities in N
may be honest (benign) or corrupt, i.e., controlled by an adversary.
Relying parties are entities which use only stateless PKI functions,
in particular, the certificate validation function, which allows the
relying parties to decide whether to rely on the certificate (i.e., use
the certified public key) or not.

The state of the entities in N can be initialized using a dedicated
initialization operation, denoted as P.Init. Typically, P.Init outputs
a self-certified public key certificate, i.e., a certificate 𝜓 which cer-
tifies a key for its issuer (𝜓 .𝑖𝑠𝑠𝑢𝑒𝑟 = 𝜓 .𝑠𝑢𝑏 𝑗𝑒𝑐𝑡 ), and is validated
(successfully) using the certified key𝜓 .𝑝𝑘 .

3.2 Certificate Validity
We determine the validity of a certificate𝜓 using the stateless certifi-
cate validation predicate P.Valid(𝑐𝑙𝑘,𝜓, 𝑠𝑡𝑜𝑟𝑒, 𝜔) (Definition 4). An
entity evaluates validity with respect to its current clock value 𝑐𝑙𝑘 ,
the set 𝑠𝑡𝑜𝑟𝑒 of self-certified trust-anchor certificates and auxiliary
information 𝜔 .

In existing PKIs, validation uses the C.Verify operation of an
underlying certificate scheme, typically, by establishing trust in a
public validation key 𝑝𝑘 of 𝜓 .𝑖𝑠𝑠𝑢𝑒𝑟 . This usually uses certificate
chains from 𝜔 , introduced next. We use chains to establish trust in
𝑝𝑘 (from the trust-anchor certificates in 𝑠𝑡𝑜𝑟𝑒), and validate that𝜓
and certificates in the chains were not revoked, e.g, using a CRL
(§3.4).

3.3 Certificate Chains
We now define certificate chains5, which allow validation of certifi-
cates signed by a non-root CA, i.e., a CA which does not have a
self-signed certificate in 𝑠𝑡𝑜𝑟𝑒 .
Definition 3 (Certificate chain). Let b = {𝜓0,𝜓1, . . .} be a sequence
of certificates. We say that b is a certificate chain for certificate scheme
C if for every issued certificate𝜓𝑖−1 and its issuer certificate𝜓𝑖 , for
0 < 𝑖 < |b |, holds:

(1) Correct certification: C.Verify𝜓𝑖 .𝑝𝑘 (𝜓𝑖−1) = ⊤.
(2) The issuer of𝜓𝑖−1 is the subject of the issuer certificate𝜓𝑖 , i.e.,

𝜓𝑖−1 .𝑖𝑠𝑠𝑢𝑒𝑟 = 𝜓𝑖 .𝑠𝑢𝑏 𝑗𝑒𝑐𝑡 .
(3) The issuer certificate is a public-key certificate for a CA, i.e.:

𝜓𝑖 .𝑖𝑠_𝐶𝐴 = ⊤ and𝜓𝑖 .𝑡𝑦𝑝𝑒 = 𝑃𝑢𝑏𝐾𝑒𝑦.

See pseudocode in Algorithm 1.

Algorithm 1 Certificate chain predicate
Input: certificate chain b .
Output: ⊤ if b is a well structured chain or ⊥ otherwise.

1: procedure IsChainC (b )

2: return ∀𝑖 : 0 < 𝑖 < |b | : ⊲ All non-first certs in the chain

3: C.Verifyb [𝑖 ] .𝑝𝑘 (b [𝑖 − 1] ) ∧ ⊲ Are properly certified

4: b [𝑖 − 1] .𝑖𝑠𝑠𝑢𝑒𝑟 = b [𝑖 ] .𝑠𝑢𝑏 𝑗𝑒𝑐𝑡 ∧ ⊲ Are for issuer of prev cert

5: b [𝑖 ] .𝑡𝑦𝑝𝑒 = 𝑃𝑢𝑏𝐾𝑒𝑦 ∧ ⊲ Are PubKey certs

6: b [𝑖 ] .𝑖𝑠_𝐶𝐴 ⊲ Are for a CA

7: end procedure

The stateless operation P.Chains(𝑐𝑙𝑘,𝜓, 𝑠𝑡𝑜𝑟𝑒, 𝜔) → {b𝑖 } iden-
tifies one or more chains used to validate a given certificate 𝜓 .
The certificate chains returned by P.Chains are used to ensure
accountability, as defined in §4.3.

3.4 Certifying and Revoking Certificates
A certificate𝜓 is issued using the private certification key of a CA,
using the PKI’sP.Certify operation, namely,P.Certify(st, 𝑐𝑙𝑘, 𝑡𝑏𝑐) →
(st,𝜓/⊥), which takes as input the entity’s local state st, local clock
𝑐𝑙𝑘 and the data to be certified 𝑡𝑏𝑐 , and outputs an updated state
st, and a signed certificate 𝜓 if successful or ⊥ otherwise. Typi-
cally, P.Certify uses the certify function C.Certify𝑠𝑘 (𝑡𝑏𝑐) of an
underlying certificate scheme C (see Definition 2) where 𝑡𝑏𝑐 is

5The term ‘chain of trust’ is also sometimes used.
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the information to be certified using the entity’s private key 𝑠𝑘
extracted from its local state st.

Since certificates are typically issued for a specific time period,
most PKI schemes provide a way to revoke certificates before their
expiration date, for example, if a certificate is found to be fraudu-
lently issued or the corresponding private key exposed. Revocation
is done by the issuer using a dedicated revoke operation, denoted
as P.Revoke. The P.Revoke operation takes as input a certificate
𝜓 and outputs whether the revocation was successful or not, i.e.:
P.Revoke(st, 𝑐𝑙𝑘,𝜓 ) → (st,⊤/⊥). For example, P.Revoke would
return ⊥ if attempting to revoke an already expired or revoked
certificate, or a certificate not issued by this issuer.

Most PKIs use some form of a non-revocation certificate to allow
a relying party to verify that a certificate was not revoked (at a given
time). X.509 defines two non-revocation mechanisms, certificate
revocation lists (CRLs) and the online certificate status protocol (OCSP).
Relying parties can verify that a certificate was not revoked at time
𝑐𝑙𝑘 by obtaining a CRL or OCSP response, which are valid at time
𝑐𝑙𝑘 .

3.5 Definitions of PKI Schemes
Definition 4 (PKI scheme). A PKI scheme P is a set containing (at
least) the following PPT algorithms:

• P.Init(st, 𝑐𝑙𝑘, 𝑝𝑎𝑟𝑎𝑚𝑠) → (st,𝜓 ): Takes as input the state6
st, local clock 𝑐𝑙𝑘 , and parameters 𝑝𝑎𝑟𝑎𝑚𝑠 , and returns the
initialized local state st after performing initialization based
on the input parameters 𝑝𝑎𝑟𝑎𝑚𝑠 on time 𝑐𝑙𝑘 and a self-certified
certificate𝜓 .
• P.Certify(st, 𝑐𝑙𝑘, 𝑡𝑏𝑐) → (st,𝜓/⊥): Takes as input the state
st, local clock 𝑐𝑙𝑘 and information to be certified 𝑡𝑏𝑐 , and
outputs an updated state st and either a certificate 𝜓 or a
failure indicator ⊥.
• P.Revoke(st, 𝑐𝑙𝑘,𝜓 ) → (st,⊤/⊥): Takes as input the state st,
local clock 𝑐𝑙𝑘 , and a certificate𝜓 , and outputs an updated state
st and ⊤ if𝜓 was revoked successfully or ⊥ if the revocation
failed.
• P.Valid(𝑐𝑙𝑘,𝜓, 𝑠𝑡𝑜𝑟𝑒, 𝜔) → (⊤/⊥): This (stateless) algorithm
takes as input local clock 𝑐𝑙𝑘 , a certificate𝜓 , a root store 𝑠𝑡𝑜𝑟𝑒 ,
and auxiliary information 𝜔 , and outputs either ⊤ or ⊥.
• P.Chains(𝑐𝑙𝑘,𝜓, 𝑠𝑡𝑜𝑟𝑒, 𝜔) → {b𝑖 }: This (stateless) algorithm
receives the same inputs as P .Valid, and, if𝜓 is valid, returns
one or more certificate chains b𝑖 .

PKI schemes might include additional inputs or operations. In
particular, we next define transparent PKI schemes; such schemes
have additional operations used to ensure that valid certificates
will be publicly available (i.e., “transparent"), allowing to detect
discrepancies and suspect certificates.
Definition 5 (Transparent PKI scheme). A transparent PKI scheme
P is a PKI scheme with the following additional PPT algorithms:

• P.Monitor(st, 𝑐𝑙𝑘, ]) → st: Takes as input state st, local clock
𝑐𝑙𝑘 and entity identifier ] ∈ N, and outputs an updated state
st, and it starts to monitor (certificates logged by) ].

6The state st is given in the input for a technical reason: the execution process
treats Init like other operations, and therefore, also passes the state st to it. Typically,
the input state is ignored.

• P.Lookup(st, 𝑐𝑙𝑘, 𝑠𝑢𝑏 𝑗𝑒𝑐𝑡) → (st,Ψ): Takes as input state
st, local clock 𝑐𝑙𝑘 , and an identifier 𝑠𝑢𝑏 𝑗𝑒𝑐𝑡 , and outputs an
updated state st and a set Ψ = {(𝜓1, 𝜔1), (𝜓2, 𝜔2), ...} of all
pairs (𝜓𝑖 , 𝜔𝑖 ) known to the entity s.t. 𝜓𝑖 is the certificate of
the given 𝑠𝑢𝑏 𝑗𝑒𝑐𝑡 , i.e., 𝜓𝑖 .𝑠𝑢𝑏 𝑗𝑒𝑐𝑡 = 𝑠𝑢𝑏 𝑗𝑒𝑐𝑡 , and 𝜔𝑖 is the
corresponding auxiliary information for𝜓𝑖 .

4 PKI REQUIREMENTS
In this section we define the requirements that a PKI scheme should
satisfy. Formally-defined requirements are necessary to (formally)
prove whether or not a given PKI implementation satisfies specific
requirements, and if so, under what assumptions.

4.1 Modular Security Specifications
PKI schemes, both deployed and proposed, vary greatly in their
designs, operate under different models (assumptions) and aim to
satisfy different requirements (goals). To define requirements which
apply to different PKI schemes, even if they assume different models,
we use theModular Security Specifications (MoSS) Framework [16] for
our PKI specifications.MoSS separates the definition of requirements
from the models, which simplifies the definition of requirements
and allows evaluating the requirements satisfied by PKI schemes
under different models. For example, we show that CT provides
transparency under a model that assumes honest loggers, but not
under a model that allows corrupt loggers (Table 1).

To illustrate the importance of separating models from require-
ments, consider the following simplified Δ-Revocation requirement:
a certificate revoked at time 𝑐𝑙𝑘 by an honest CA would be consid-
ered invalid at any time after 𝑐𝑙𝑘 +Δ. The delay Δ can be a function
of network delays, clock bias and design decisions (e.g., periodic-
ity of issuing CRLs). Satisfaction of the Δ-Revocation requirement
depends on the clock synchronization and delay models.

For completeness, we recall here and in Appendix A.1 concepts
of MoSS [16] used in this work.

MoSS defines an execution process ExecA,P (𝑝𝑎𝑟𝑎𝑚𝑠) in which
an adversary A has complete control over the environment, the
execution of a protocol P and all external inputs (parameters) of
the protocol (𝑝𝑎𝑟𝑎𝑚𝑠). The output of the execution of protocol P
with parameters 𝑝𝑎𝑟𝑎𝑚𝑠 is called a transcript, denoted as 𝑇 ←
ExecA,P (𝑝𝑎𝑟𝑎𝑚𝑠). A transcript contains the set of entities 𝑇 .N
and the subset of faulty entities 𝑇 .F ⊆ 𝑇 .N. It also contains, for
each step in the execution, the operation invoked, the inputs and
the outputs of the protocol, the output of the adversary 𝑇 .𝑜𝑢𝑡A ,
and other relevant values of the execution. To illustrate, given a
transcript łogm and certificate𝜓 , we can check if there is an event
𝑒 in 𝑇 in which the adversary invoked the P.Certify operation on
entity𝜓 .𝑖𝑠𝑠𝑢𝑒𝑟 with input𝜓 .𝑡𝑏𝑐 and received𝜓 as output by using
the following predicate:

∃𝑒 s.t. 𝑇 .𝑜𝑝𝑟 [𝑒] = ‘Certify’ ∧ 𝑇 .𝑒𝑛𝑡 [𝑒] = 𝜓 .𝑖𝑠𝑠𝑢𝑒𝑟 ∧
𝑇 .𝑖𝑛𝑝 [𝑒] = 𝜓 .𝑡𝑏𝑐 ∧𝑇 .𝑜𝑢𝑡 [𝑒] = 𝜓

A MoSS modelM is defined using an associated predicate 𝜋M ,
and similarly, a MoSS requirement R is defined using an associated
predicate 𝜋R . The predicates are applied to the transcript of an
execution of a protocol and define if the execution satisfied the
requirement or model. For each model and predicate, we can define
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a base function 𝛽 (𝑝𝑎𝑟𝑎𝑚𝑠), applied to the parameters 𝑝𝑎𝑟𝑎𝑚𝑠 , to
allow some probability for an execution to not satisfy the model or
requirement. In this work we omit 𝛽 and write (𝜋) as a shorthand
for (𝜋, 𝛽), since our models and requirements have 𝛽 (𝑝𝑎𝑟𝑎𝑚𝑠) = 0.

A PPT adversaryA satisfies modelM = (𝜋M ), if the probability
that 𝜋M (𝑇 ) = ⊥ is negligible, for a random transcript of any proto-
col interacting withA. A protocol P satisfies requirementR = (𝜋R )
given modelM, if the probability that 𝜋R (𝑇 ) = ⊥ is negligible for
a random transcript of P interacting with any PPT adversary A
that satisfies modelM.

The rest of this section defines several PKI requirements: the
existential unforgeability requirement in §4.2, the accountability re-
quirement in §4.3, two versions (Weak and Full) of the Δ-Revocation
requirement in §4.4, and the Δ-Transparency requirement in §4.5.

4.2 The Existential Unforgeability Requirement
The existential unforgeability requirement of PKI schemes is similar
to the corresponding property for signature and certificate schemes
(Definition 1). It ensures that every certificate𝜓 issued by an honest
entity ] and successfully validated using ]’s public key, was issued
following a request to do so, i.e., ] invoked P.Certify to produce𝜓 .
The only exception are self-signed certificates, i.e., certificates whose
𝑖𝑠𝑠𝑢𝑒𝑟 and 𝑠𝑢𝑏 𝑗𝑒𝑐𝑡 fields are the same and certify the same public
key used to validate them. CAs self-certify their public keys after
generating them (typically, at initialization). The unforgeability
requirement ensures that honest entities will not be considered
as issuers for certificates that they did not issue. Unforgeability
typically follows easily from the fact that certificates are issued by
a secure certificate scheme; see Lemma 2.
Definition 6 (PKI Existential Unforgeability). The PKI existential
unforgeability requirement REUF is defined as REUF = (𝜋EUF), where
𝜋EUF is defined in Algorithm 2.

The following lemma shows that both PKIX and CT ensure
existential unforgeability under theMF = (𝜋F) model. This model,
defined in [16], ensures that all entities follow the protocol correctly,
except for entities in T.F (the set of faulty entities outputted by the
adversary).
Lemma 2. The PKIX and CT PKI schemes, presented in §5, ensure
existential unforgeability under theMF model, if they use a secure
(existentially unforgeable) certificate scheme C.

Proof: In both PKIX and CT, non-faulty entities (1) output a
self-signed certificate only using a public key generated by the
entity using C.KG (in their Init operations), (2) never output the
corresponding private key, and (3) only apply the corresponding
private key, using C.Certify, to certify𝜓 .𝑡𝑏𝑐 . The claim follows by
reduction to the unforgeability of C. □

4.3 The Accountability Requirement
Intuitively, we7 use the term accountability for the ability to identify,
for every certificate 𝜓0, an accountable (responsible) trust anchor
for 𝜓0. We identify the accountable trust anchor by a chain8 of
valid certificates leading to a self-signed certificate in 𝑠𝑡𝑜𝑟𝑒 , which

7We do not use the term accountability in a legal sense.
8Stronger accountability requirements are possible, e.g., requiring at least two

‘independently-accountable’ chains to different root CAs, or allowing only limited-
length of certificate chains.

Algorithm 2 𝜋EUF: Existential Unforgeability Requirement
Input: transcript𝑇 .
Output: ⊤ if for the certificate𝜓 outputted by the adversary in the execution transcript 𝑇 ,
where𝜓 .𝑖𝑠𝑠𝑢𝑒𝑟 is an identifier of a benign entity and𝜓 is valid with respect to a public key
self-signed by𝜓 .𝑖𝑠𝑠𝑢𝑒𝑟 , holds that𝜓 .𝑖𝑠𝑠𝑢𝑒𝑟 was requested to certify𝜓 .𝑡𝑏𝑐 . Otherwise, ⊥.

1: procedure 𝜋EUF(𝑇 )

2: 𝑐𝑙𝑘,𝜓, 𝑠𝑡𝑜𝑟𝑒,𝜔 ← 𝑇 .𝑜𝑢𝑡A ⊲ Extract adversary’s output

3: if CertifyReqested(𝑇,𝜓 ) then return ⊤ ⊲ Requested, i.e., not forged!

4: If



P .Valid(𝑐𝑙𝑘,𝜓, 𝑠𝑡𝑜𝑟𝑒,𝜔 ) ∧
𝜓 .𝑖𝑠𝑠𝑢𝑒𝑟 ∈ 𝑇 .N − 𝑇 .F ∧
(∀b ∈ 𝜔 s.t. b [0] = 𝜓 :

SelfCertified(𝑇,𝜓 .𝑖𝑠𝑠𝑢𝑒𝑟, b [1] .𝑝𝑘 ) ) ∧
(∀𝜓 ′ ∈ 𝑠𝑡𝑜𝑟𝑒 s.t.𝜓 ′ .𝑠𝑢𝑏 𝑗𝑒𝑐𝑡 = 𝜓 .𝑖𝑠𝑠𝑢𝑒𝑟 :
SelfCertified(𝑇,𝜓 ′ .𝑠𝑢𝑏 𝑗𝑒𝑐𝑡,𝜓 ′ .𝑝𝑘 ) )



⊲𝜓 is valid

⊲𝜓 ’s issuer is a benign entity

⊲ All chains by honest CAs in𝜔

⊲ to validate𝜓 are correct

⊲ All honest root CAs’ keys

⊲ in store are real

5: then return ⊥ ⊲ Forgery! Adversary wins

6: end if

7: return ⊤ ⊲ Adversary failed

8: end procedure

9: procedure CertifyReqested(𝑇,𝜓 )

10: return ∃𝑒 s.t.𝑇 .𝑜𝑝𝑟 [𝑒 ] = ‘Certify’ ∧ ⊲ Certify operation invoked

11: 𝑇 .𝑒𝑛𝑡 [𝑒 ] = 𝜓 .𝑖𝑠𝑠𝑢𝑒𝑟 ∧ ⊲ on𝜓 .𝑖𝑠𝑠𝑢𝑒𝑟

12: 𝑇 .𝑖𝑛𝑝 [𝑒 ] = 𝜓 .𝑡𝑏𝑐 ⊲ for certificate𝜓

13: end procedure

14: procedure SelfCertified(𝑇, ], 𝑝𝑘)

15: return ∃𝑒,𝜓 ′ s.t.𝑇 .𝑒𝑛𝑡 [𝑒 ] = ] ∧ ⊲ Entity ]

16: 𝑇 .𝑜𝑢𝑡 [𝑒 ] = 𝜓 ′ ∧ ⊲ outputted certificate𝜓 ′

17: 𝜓 ′ .𝑝𝑘 = 𝑝𝑘 ∧ ⊲ certifying given pk,

18: C.Verify𝑝𝑘 (𝜓 ′ ) ∧ ⊲ signed by same pk, and

19: 𝜓 ′ .𝑖𝑠𝑠𝑢𝑒𝑟 = 𝜓 ′ .𝑠𝑢𝑏 𝑗𝑒𝑐𝑡 = ] ⊲ using the same identity

20: end procedure

provides non-repudiation. Accountability is an important PKI re-
quirement; it provides a (reactive) defense by identifying a root CA
that is accountable for rogue yet valid certificates, regardless of
whether the CA acted intentionally or negligently. A root CAwhich
is found accountable for a rogue certificate, once or repeatedly, may
be removed from root stores or otherwise penalized.

To identify a CA accountable for a valid𝜓 , we use the P .Chains
function to extract the set of auxiliary information 𝜔 used to vali-
date𝜓 . In an accountable PKI, 𝜔 contains at least one valid certifi-
cate chain b that begins with 𝜓 (i.e., b [0] = 𝜓 ). We say that a b is
a valid certificate chain, if it contains a (self-signed) trust anchor
b [𝑖] ∈ 𝑠𝑡𝑜𝑟𝑒 , and the certs from b [0] to b [𝑖 − 1] are valid and form a
chain (Definition 3); see the IsValidChain function in Algorithm 3.
The issuer (which is also the subject) of the trust anchor9 b [𝑖] is
accountable for𝜓 .

We express accountability as a predicate 𝜋ACC (Algorithm 3) and
use it to define the accountability requirement in Definition 7.
Definition 7 (Accountability). The accountability requirement
RACC is defined as RACC = (𝜋ACC); see Alg. 3.10

4.4 The Weak and Full Δ-Revocation
Requirements

Most PKIs allow a certificate to be revoked by its issuer, i.e., invali-
dated prior to its specified expiration date. Revocation may be used

9Typically, but not necessarily, the trust anchor b [𝑖 ] is the last certificate in b .
10Line 5 of 𝜋ACC checks P .Valid after checking IsChain(b ) . Why? See App. D.



Provable Security for PKI Schemes Conference’23, November 2023, Copenhagen, Denmark

Algorithm 3 𝜋ACC: Accountability requirement
Input: transcript𝑇 .

Output: ⊤ if the adversary loses, i.e., does not output a valid certificate, or outputs a cert𝜓 for

which the PKI identifies a valid certificate chain which contains an accountable CA (in 𝑠𝑡𝑜𝑟𝑒).

Otherwise, i.e., if adversary wins, output ⊥.
1: procedure 𝜋ACC(𝑇 )

2: (𝑐𝑙𝑘,𝜓, 𝑠𝑡𝑜𝑟𝑒,𝜔 ) ← 𝑇 .𝑜𝑢𝑡A ⊲ Adversary’s output

3: return ¬P .Valid(𝑐𝑙𝑘,𝜓, 𝑠𝑡𝑜𝑟𝑒,𝜔 ) ∨ ⊲ Certificate is not valid

4: (∃b ∈ P .Chains(𝑐𝑙𝑘,𝜓, 𝑠𝑡𝑜𝑟𝑒,𝜔 ), 𝑗 < |b | ) s.t. : ⊲
Or, for some chain b and
𝑗 < |b | :

5:
(

IsChain(b ) ∧ b [ 𝑗 ] = 𝜓 ∧
P .Valid(𝑐𝑙𝑘, b [ 𝑗 + 1], 𝑠𝑡𝑜𝑟𝑒,𝜔 )

)
⊲
which contains 𝜓 and
whose next cert, b [ 𝑗 + 1],
is valid

6: end procedure

for a variety of reasons, including loss or compromise of the private
key corresponding to a certified public key, or when the issuer deter-
mines that the certificate contains incorrect information. We focus
on two variants of the basic requirement for revocation which we
call the Weak and Full Δ-Revocation requirements. We first discuss
the stronger and simpler Full Δ-Revocation requirement.

Full Δ-Revocation. The requirement ensures that a certificate 𝜓
issued by a benign CA 𝜓 .𝑖𝑠𝑠𝑢𝑒𝑟 , and revoked by 𝜓 .𝑖𝑠𝑠𝑢𝑒𝑟 at time
𝑐𝑙𝑘 , will not be considered as valid at any time following 𝑐𝑙𝑘 + Δ.
The ‘grace period’ Δ is typically required for three reasons: (1) the
bias between the clock of𝜓 .𝑖𝑠𝑠𝑢𝑒𝑟 and the clock of the relying party
validating𝜓 , (2) the communication delay from the𝜓 .𝑖𝑠𝑠𝑢𝑒𝑟 to the
relying parties, and (3) the time for any proof that𝜓 is non-revoked
that was issued prior to its revocation becomes stale, i.e., expire. Full
Δ-Revocation ensures that the revocation operation by a benign
CA is always effective (after at most Δ); a relying party cannot be
misled to rely on a revoked certificate (for more than Δ).

A natural (but unfortunately not sufficient) approach to ensure
Full Δ-Revocation is to validate𝜓 using a non-revocation certificate
𝜓𝑁𝑅 ∈ 𝜔 that certifies that 𝜓 was not revoked until a given time
𝜓𝑁𝑅 .𝜏 ; as a result, the certificate will be considered by relying
parties as valid until time𝜓𝑁𝑅 .𝜏 + Δ. In X.509 and PKIs based on it,
including PKIX and CT, the non-revocation certificate11 𝜓𝑁𝑅 must
indicate the same issuer as of𝜓 , i.e.,𝜓𝑁𝑅 .𝑖𝑠𝑠𝑢𝑒𝑟 = 𝜓 .𝑖𝑠𝑠𝑢𝑒𝑟 .

However, this design fails to ensure the Full Δ-Revocation re-
quirement. We present the Zombie certificate attack, where an at-
tacker is able to cause 𝜓 to be valid at time 𝑡 ∈ [𝜓 .𝑓 𝑟𝑜𝑚,𝜓 .𝑡𝑜]
although it was revoked by a benign issuer𝜓 .𝑖𝑠𝑠𝑢𝑒𝑟 .
Claim 3 (The Zombie certificate attack). PKIX and CT, using CRLs or
OCSP for revocation, fail to ensure the Full Δ-Revocation requirement.

Proof (informal). We present the proof for PKIX using CRLs, but
it applies with trivial changes also to CT and when using OCSP for
revocation. The proof is by a counter example: the Zombie-certificate
attack.

Let𝜓 be a certificate issued by a benign CA𝜓 .𝑖𝑠𝑠𝑢𝑒𝑟 , with validity
period [𝜓 .𝑓 𝑟𝑜𝑚,𝜓 .𝑡𝑜], which is later revoked by𝜓 .𝑖𝑠𝑠𝑢𝑒𝑟 , at time
𝑡𝑅 s.t.𝜓 .𝑓 𝑟𝑜𝑚 < 𝑡𝑅 < 𝜓 .𝑡𝑜 −Δ. We show how an attacker is able to
certify a fake-yet-valid CRL which indicates that𝜓 was not revoked
and is still valid during [𝑡𝑅,𝜓 .𝑡𝑜], i.e., after𝜓 was revoked by the
benign issuer𝜓 .𝑖𝑠𝑠𝑢𝑒𝑟 .

11X.509 defines two types of non-revocation certificates: the Certificate Revocation
List (CRL) [9] and the Online Certificate Status Protocol (OCSP) [33].

The attacker controls a rogue CA ]𝑅 ∈ 𝑇 .F which is able to
issue valid CA certificates. This may be the root CA that is the
trust anchor of𝜓 ’s certificate chain, or an intermediate CA that has
a certificate chain rooted by the same trust anchor of 𝜓 ’s12. The
attacker generates a keypair (𝑠𝑘𝑅, 𝑝𝑘𝑅) ← C.KG(1𝑛) and then cer-
tifies a fake CA-certificate𝜓𝑅 for𝜓 .𝑖𝑠𝑠𝑢𝑒𝑟 , i.e.,𝜓𝑅 .𝑝𝑘 = 𝑝𝑘𝑅 (which,
of course, is not the public key used by the benign 𝜓 .𝑖𝑠𝑠𝑢𝑒𝑟 , e.g.,
C.Verify𝜓𝑅 .𝑝𝑘

(𝜓 ) = ⊥). Let 𝜔𝑅 denote the auxiliary information
required to validate𝜓𝑅 , including a valid certificate chain b𝑅 from
a root CA. If ]𝑅 is a root CA, then b𝑅 will contain only𝜓𝑅 and the
self-signed certificate of ]𝑅 .

The attacker then uses 𝑠𝑘𝑅 to certify𝐶𝑅𝐿𝑅 , a fake-yet-valid CRL,
where𝜓 is not marked as revoked. Hence,𝜓 would be considered
valid during [𝑡𝑅,𝜓 .𝑡𝑜] when provided together with the (fake yet
valid) CRL𝐶𝑅𝐿𝑅 and with𝜔𝑅 (containing the (misleading yet valid)
certificate chain b𝑅 , validating the fake CA-certificate 𝐶𝑅 ). Namely,
the scheme fails to satisfy the Full Δ-Revocation requirement. □

Notes: (1) A naive ‘fix’ is to require the non-revocation certificate
(CRL/OCSP) to be signed by the same key used to certify𝜓 . However,
this would make it impossible for a benign issuer𝜓 .𝑖𝑠𝑠𝑢𝑒𝑟 to change
its key if necessary, e.g., due to exposure. (2) Short-lived certificates
are a simple way to ensure Full, using𝜓 .𝑡𝑜 −𝜓 .𝑓 𝑟𝑜𝑚 ≤ Δ.

Weak Δ-Revocation. This requirement allows 𝜓 to be considered
valid even after being revoked by its benign CA𝜓 .𝑖𝑠𝑠𝑢𝑒𝑟 , provided
that the PKI can identify a valid-yet-rogue CA certificate𝜓𝑅 that
is responsible for𝜓 being valid after it was revoked. If the PKI can
identify the rogue CA certificate𝐶𝑅 , and also ensures accountability,
then we can identify a root CA which is accountable for the𝜓𝑅 . We
identify 𝜓𝑅 as a rogue CA certificate, since it certifies public key
𝜓𝑅 .𝑝𝑘 for𝜓 .𝑖𝑠𝑠𝑢𝑒𝑟 , although the benign𝜓 .𝑖𝑠𝑠𝑢𝑒𝑟 did not output a
corresponding self-signed certificate, i.e., it didn’t generate𝜓𝑅 .𝑝𝑘 .

We define both Full andWeak Δ-Revocation requirements in Def-
inition 8, using the function 𝑓ΔRev presented in algorithm 25. In §6
we show that PKIX and CT ensure Weak Δ-Revocation.
Definition 8 (Δ-Revocation requirements). We define the Full and
Weak Δ−revocation predicates as:

𝜋𝐹𝑢𝑙𝑙−ΔRev (𝑇 ) =

{
⊤ if 𝑓ΔRev (𝑇 ) = ⊤,
⊥ otherwise

}
𝜋𝑊𝑒𝑎𝑘−ΔRev (𝑇 ) =

{
⊥ if 𝑓ΔRev (𝑇 ) = ⊥,
⊤ otherwise

}
And define the Full and Weak Δ-Revocation requirements as:

R𝐹𝑢𝑙𝑙−ΔRev = (𝜋𝐹𝑢𝑙𝑙−ΔRev)
R𝑊𝑒𝑎𝑘−ΔRev = (𝜋𝑊𝑒𝑎𝑘−ΔRev)

4.5 The Δ-Transparency Requirement
Accountability, as described in §4.3, is a deterrent against rogue
or negligent behavior by root CAs. For many years this reactive
measure was viewed as a sufficient defense, under the assumption
that root CAs, and CAs certified by them, were respectable and
trustworthy entities who would not risk, intentionally or otherwise,
being implicated in issuing rogue certificates. However, repeated
cases of rogue certificates issued by compromised or dishonest CAs,

12RFC5280 states that “The trust anchor for the certification path MUST be the
same as the trust anchor used to validate the target certificate”.
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have proven this assumption to be overly optimistic. It turned out
that punishing root CAs is non-trivial: beyond negative publicity,
punishment was often ineffective [37, 1, 18].

Furthermore, ‘punishment’ requires that a rogue certificate is
discovered. An attacker could reduce the risk of discovery by min-
imizing the exposure of the rogue certificate. Efforts such as Per-
spectives Project [44] and the EFF SSL Observatory[11] provide
some assistance to the discovery of rogue certificates, but were not
sufficient to address this concern.

This motivated transparent PKI designs, most notably, the stan-
dardized and deployed Certificate Transparency (CT) [23, 25]. Cer-
tificate transparency requires a certificate𝜓 to be certified by one
or more loggers. Loggers are parties committed to include (trans-
parent) certificates in a public log they maintain, and to make this
log available to third parties called monitors. Each monitor keeps
tabs on the certificates logged by (one or, usually, more) loggers;
in addition, monitors may detect suspect certificates and inform
interested parties, such as domain owners and relying parties.

In other words, transparency prevents a CA from ‘quietly’ gen-
erating a rogue certificate𝜓 , and using𝜓 to attack select victims.
Transparency facilitates early detection of rogue certificates issued
by a corrupt, compromised or negligent CA. By demanding that
a valid certificate must be transparent, we ensure the detection of
rogue and suspect certificates.

There is some unavoidable delay from the time that a certificate
is submitted to the log and until the relevant monitors are aware
of it. This delay is mainly due to significant allowed delay from
receiving a certificate and until including it in a new signed log
(STH).

Informally, a PKI scheme P satisfies the Δ-Transparency require-
ment if no adversary A can produce, with non-negligible proba-
bility, a pair (𝜓 , 𝜔) where𝜓 is a certificate valid w.r.t. the auxiliary
information 𝜔 on time 𝑐𝑙𝑘 , and yet, there exists a benign monitor
]𝑀 which is unaware of 𝜓 , even though ]𝑀 monitors a log in the
set of logs𝜓 .𝑙𝑜𝑔𝑠 in which𝜓 is (allegedly) published, prior to𝜓 .𝜏 .

We express this informal definition as a predicate 𝜋ΔTra (Algo-
rithm 26), and present the formal definition of Δ-Transparency
in Definition 9.
Definition 9 (Δ-Transparency). The Δ-Transparency requirement
RΔTra is defined as RΔTra = (𝜋ΔTra ), where 𝜋ΔTra is defined in Algo-
rithm 26.

5 PROVABLY-SECURE PKI SCHEMES
In this section, we present the design of two important PKI schemes:
PKIX and CT, where our design of CT is based on the CT 2.0 speci-
fication [36], using PKIX for aspects not covered in [36]. In both
PKIX and CT, we use the CRL revocation mechanism. The full PKIX
and CT specifications are far too complex to present and analyze in
this paper; as such, we considered a significantly simplified design
but we retained all aspects related to security considerations, e.g.,
by considering certificate chains (although we ignore the length,
name and policy constraint extensions).

5.1 PKIX (with CRLs)
Entities and state. In PKIX, all entities (in N) are certificate authori-
ties (CAs), i.e., they issue and revoke public key certificates. Some

of these are root CAs (trust anchors), which relying parties trust
directly (by maintaining their self-signed certificates in 𝑠𝑡𝑜𝑟𝑒), and
others are intermediate CAs, which relying parties trust based on
a certificate chain ending at a root CA. Each CA maintains a local
state st which contains the following information:
• st.] : the identifier of the CA.
• st.𝑠𝑘 : the CA’s secret (signing) key.
• st.𝑝𝑘 : the CA’s (public) verification key.
• st.𝐶𝑅𝐿 : the list of all revoked certificates.
• st.Δ𝑟 : CRL’s validity period.
• st.𝑐𝑒𝑟𝑡𝑠 : the set of certificates issued by the entity.

Certificate fields and scheme. PKIXC uses a simple certification
scheme C (Definition 2), defined in [31]. The PKIXC implementa-
tion (Algorithms 4-8) uses the common certificate fields mentioned
in §2.3, with the addition of the serial number of public key certifi-
cates𝜓 .𝑠𝑒𝑟𝑖𝑎𝑙 .

Auxiliary information. In order for a certificate𝜓 to be considered
valid in PKIXC , it must have a valid chain-of-trust to a trusted root
CA and a CRL that proves that𝜓 was not revoked. Specifically, the
auxiliary information 𝜔 should contain the following information:
• 𝜔.𝜓𝐶𝐴 , a certificate of the CA that issued𝜓 and 𝜔.𝜔𝐶𝐴 , aux-
iliary information required to validate 𝜔.𝜓𝐶𝐴 .
• 𝜔.𝜓𝐶𝑅𝐿 , a CRL showing that𝜓 was not revoked, and𝜔.𝜔𝐶𝑅𝐿 ,
auxiliary information required to validate 𝜔.𝜓𝐶𝑅𝐿 .

Implementation. Wenowpresent the implementation (Algorithms 4-
8), according to Definition 4, with the addition of one more opera-
tion: PKIXC .GetCRL, which produces the current CRL that is prop-
erly certified (signed). This corresponds to the CRL’s distribution
point mechanism described in [31].

PKIXC .Init (Algorithm 4). The PKIX Init function generates the
CA’s keypair (line 3) and self-certifies the public key (line 5). It also
initializes the state st of the CA: the CA’s identity st.], the st.Δ𝑟
parameter (the CRL validity period), both from the 𝑝𝑎𝑟𝑎𝑚𝑠 input,
and the set of certificates issued (st.𝑐𝑒𝑟𝑡𝑠) and revoked (st.𝐶𝑅𝐿) by
the CA, both initially empty.

PKIXC .Certify (Algorithm 5). PKIX certifies only public-key certifi-
cates. Therefore, the algorithm sets the certificate’s type to be of
public key (line 2), and then signs 𝑡𝑏𝑐 using C.Certify(st, 𝑐𝑙𝑘, 𝑡𝑏𝑐)
and the CA’s secret signing key (line 3). The data to be certified and
the signature over it are bundled to form the certificate𝜓 (line 4).
Then, a copy of𝜓 is stored locally (line 5) and the algorithm outputs
𝜓 along with its auxiliary information 𝜔 (line 6).

PKIXC .Revoke (Algorithm 6). The algorithm verifies that the in-
putted parameters are legitimate, i.e., the certificate to be revoked
was indeed issued by the CA (line 1). If so, the algorithm adds the
certificate to the list of revoked certificates (line 2).

PKIXC .Valid (Algorithm 8). The (stateless) PKIX.Valid algorithm
starts by checking if the inputted certificate𝜓 is one of the trusted
certificates in 𝑠𝑡𝑜𝑟𝑒 . If so, the only additional check required is to
ensure that𝜓 did not expire (line 1). Next, the algorithm ensures
that the inputted certificate is certified correctly, has a valid certifi-
cate chain b and both𝜓 and b were not revoked. To that end, the
algorithm ensures that (line 2):
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(1) The auxiliary information 𝜔 contains a certificate chain b
which starts with𝜓 .

(2) b is well structured and all the certificates are: correctly
certified, did not expire and they were not revoked.

(3) b contains a trusted certificate, i.e., in 𝑠𝑡𝑜𝑟𝑒 .

To check that the certificates in b were not revoked, the algorithm
ensures that each certificate 𝜓 ′ has a valid CRL in 𝜔 which does
include𝜓 ′ (line 11). Namely, a valid CRL is:

(1) A valid certificate of type ‘CRL’ (line 9).
(2) Was issued by the same issuer of the certificate (line 10).
(3) The CRL certificate is valid. Since the CRL certificate is a

certificate like any other certificate, this is checked using a
recursive call to PKIXC .Valid (line 12).

If any of the aforementioned checks fail, the algorithm outputs
⊥, otherwise, the certificate is considered valid and therefore, the
algorithm outputs ⊤.

PKIXC .Chains (Algorithm 7). In PKIX, all the certificate chains, as
well as CRL, are given in the𝜔 input. Therefore theChains function
simply returns the 𝜔 input.

PKIXC .GetCRL (Algorithm 9). First, the algorithm removes all the
certificates that expired from the current CRL (line 1). Then, it
generates an updated CRL, i.e., defines a data to be certified 𝑡𝑏𝑐
with CRL type (line 2), sets the issuer and validity period (lines 3-5)
and the list of revoked certificates (line 6). Finally, the algorithm
signs 𝑡𝑏𝑐 using C.Certify(st, 𝑐𝑙𝑘, 𝑡𝑏𝑐) and the CA’s secret signing
key (line 7) and outputs the CRL certificate along with the local
state (lines 8-9).

5.2 Certificate Transparency (CT)
We now describe Certificate Transparency (CT), an extension to
PKIX defined in [34, 36], as a transparent PKI scheme (Definition 5).
Specifically, in Algorithms 11-24 we present the CT algorithms,
utilizing, as subroutines, the PKIX algorithms (Algorithms 4-8).

Convention: CT uses a few timing parameters (Δ𝑟 , Δ𝑀𝑀𝐷 , Δ𝑐𝑙𝑘
and Δ𝑐𝑜𝑚), known to all parties. Formally, these should be part of
the scheme name, but we omit them to avoid clutter.

Entities and state. In CT, we consider, in addition to certificate au-
thorities (with the same local state information as defined for PKIX),
also two additional types of entities (in N): loggers and monitors.
Each logger maintains a log of certificates (st.𝑚𝑦𝑙𝑜𝑔). Each monitor
keeps the list of loggers it oversees (in st.𝑙𝑜𝑔𝑔𝑒𝑟𝑠), and for each of
these loggers, the set of certificates they logged (st.𝑙𝑜𝑔).

SCTs and pre-certificates. CT certificates use the same certification
schemes and certificate fields as in PKIX, and adds a new type of
certified-objects, the signed certificate timestamp (SCT). In CT, a
certificate is valid only together with two13 valid SCTs, from differ-
ent loggers. A CA wishing to issue a CT certificate, typically first
certifies and submits to loggers, using the CT.AddPreChain-Req

13The decision of which logger-SCTs are sufficient can differ among relying parties;
for simplicity, and since it appears irrelevant to our analysis, we assume two SCTs
from different loggers are required.

operation, a so-called precertificate, which is a PKIX-valid14 certifi-
cate. After validating the (pre)certificate, the loggers add it to the
log, certify and return the corresponding SCT. We consider the SCT
as a field of the CT certificate; the CT.Valid operation requires a
valid SCT field15.

Implementation. Algorithms 11-24 present the implementation of
CT. The operations defined include these required from any PKI
(Definition 4) and from any transparent PKI (Definition 5), and oper-
ations16 defined inCT specifications [34]:GetSTH-Req,GetSTH-Resp,
AddPreChain-Req,GetEntries-Req andGetEntries-Resp. Onemore
operation, not explicitly defined in the CT specifications [34], is
CT.Wakeup. The Wake-up operation is required to perform sched-
uled operations defined in [34], such as updating the log’s root
signature and periodically retrieving the updated logs by monitors.

To schedule aWakeup operation at time 𝑡 with input 𝑑𝑎𝑡𝑎, the
protocol outputs (‘Wake-up’, 𝑡, 𝑑𝑎𝑡𝑎). The 𝜋Wake-up

Δ𝑐𝑙𝑘
model predicate

ensures that a CT.Wakeup operation is invoked, with input 𝑑𝑎𝑡𝑎,
on the entity requesting Wake-up, at real time within window of
Δ𝑐𝑙𝑘 before and after time 𝑡 , i.e., in [𝑡 − Δ𝑐𝑙𝑘 , 𝑡 + Δ𝑐𝑙𝑘 ].

We describe the implementation, focusing on the differences
from PKIX. The revocation mechanism used in PKIX and CT is
identical, hence, the CT.Revoke (Algorithm 13) and CT.GetCRL
(Algorithm 14) algorithms simply invoke their PKIX counterparts.
Similarly, CT.Chains (Algorithm 15) does not introduce any new
functionality, and simply invokes its PKIX counterpart.

CT.Init (Algorithm 11). The algorithm adds the initialization details
for loggers and monitors. First, the algorithm calls PKIX.Init to
handle any of PKIX related details (line 1). Then, the algorithm
performs additional operations for loggers and monitors. First, the
algorithm requests a Wake-up within Δ𝑀𝑀𝐷 (line 3). Finally, for
monitors, the algorithm initializes an empty set of monitored logs
and stores the set of trusted loggers’ certificates, while for loggers,
the algorithm initializes an empty maintained log (lines 4-9).

CT.Certify (Algorithm 12). In addition to the ‘regular’ certificates
issued in PKIX, CT also allows to issue pre-certificates. To that end,
CT.Certify checks if the inputted data to be certified contains the
‘pre-certificate’ type (line 1), and if so, adds the ‘poison’ extension
as described in RFC6962 [34] (line 2). In any case, the certificate is
generated using the PKIX.Certify algorithm (line 4).

CT.Valid (Algorithm 16). First, use PKIX.Valid to validate that𝜓 is
a PKIX-valid certificate. From line 3, we verify that𝜓 is submitted
with two valid SCTs, issued for 𝜓 , from different trusted loggers
(i.e., with certificates from 𝑠𝑡𝑜𝑟𝑒.𝑙𝑜𝑔𝑔𝑒𝑟 ).

CT.Monitor (Algorithm 17). The algorithm receives a logger iden-
tifier ] and adds it to the list of monitored logs (line 1). As a result,
starting from the next time the CT.Wakeup algorithm is invoked, ]
will be monitored along with the other loggers.

14Precertificates may include a critical ‘poison’ extension that makes them PKIX-
invalid, to prevent their use with relying parties that accept PKIX certificates. For
simplicity, we ignore this, and consider them PKIX-valid.

15The RFC allows the SCT to be encoded as a certificate extension or to be used as
a separate data structure in certificate validation.

16We kept the operation names from [34].
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Algorithm 4 PKIXC .Init: initialization
Input: local state st, local clock 𝑐𝑙𝑘 and parameters 𝑝𝑎𝑟𝑎𝑚𝑠 , including identifier 𝑝𝑎𝑟𝑎𝑚𝑠.],
security parameter 𝑝𝑎𝑟𝑎𝑚𝑠.^ , and acceptable revocation delay 𝑝𝑎𝑟𝑎𝑚𝑠.Δ𝑟 .

Output: updated state and self-signed certificate𝜓 .

procedure PKIXC .Init (st, 𝑐𝑙𝑘, 𝑝𝑎𝑟𝑎𝑚𝑠)

1: st.Δ𝑟 ← 𝑝𝑎𝑟𝑎𝑚𝑠.Δ𝑟 ⊲ Save Δ𝑟 (validity interval for CRLs)

2: st.] ← 𝑝𝑎𝑟𝑎𝑚𝑠.] ⊲ Save identity (])

3: (st.𝑠𝑘, st.𝑝𝑘 ) ← C.KG(𝑝𝑎𝑟𝑎𝑚𝑠.^ ) ⊲ Generate signature key pair

4: 𝑡𝑏𝑐 ← (‘pk’, st.𝑝𝑘 ) + 𝑝𝑎𝑟𝑎𝑚𝑠.𝑡𝑏𝑐 ⊲ Set public verification key

5: 𝜓 ← {PKIXC .Certify(tbc) } ⊲ Issue self-signed certificate

6: (st.𝑐𝑒𝑟𝑡𝑠, st.𝐶𝑅𝐿) ← ⊥ ⊲

Initialize empty sets of certificates
certified and revoked by the current
entity

7: return (st,𝜓 )
end procedure

Algorithm 5 PKIXC .Certify: certificate issuance
Input: local state st, local clock 𝑐𝑙𝑘 and data to be certified 𝑡𝑏𝑐 .
Output: updated state and and certificate𝜓 .

procedure PKIXC .Certify (st, 𝑐𝑙𝑘, 𝑡𝑏𝑐)

1: if 𝑡𝑏𝑐.𝑠𝑢𝑏 𝑗𝑒𝑐𝑡 = st.] then return (st,⊥) ⊲ Self-signed cert only from Init!

2: 𝑡𝑏𝑐.𝑡𝑦𝑝𝑒 ← ‘public-key’ ⊲ Certify only public-key certs

3: 𝜎 ← C.Certifyst.𝑠𝑘 (𝑡𝑏𝑐 ) ⊲ Sign certificate

4: 𝜓 ← (𝑡𝑏𝑐, 𝜎 ) ⊲ Certified data

5: st.𝑐𝑒𝑟𝑡𝑠 += 𝜓 ⊲ Store locally

6: return (st,𝜓 )
end procedure

Algorithm 6 PKIXC .Revoke: certificate revocation
Input: local state st, local clock 𝑐𝑙𝑘 and certificate𝜓 .
Output: updated state, ⊤ if revocation completed successfully, and ⊥ otherwise.

procedure PKIXC .Revoke (st, 𝑐𝑙𝑘,𝜓 )

1: if 𝜓 ∈ st.𝑐𝑒𝑟𝑡𝑠 then ⊲𝜓 was issued by this CA

2: st.𝐶𝑅𝐿 += 𝜓 .𝑠𝑒𝑟𝑖𝑎𝑙 ⊲ Add to local CRL

3: return (st,⊤) ⊲𝜓 revoked successfully

4: end if

5: return (st,⊥) ⊲ Failure

end procedure

Algorithm 7 PKIXC .Chains:
Input: local clock 𝑐𝑙𝑘 , certificate𝜓 , root store 𝑠𝑡𝑜𝑟𝑒 and auxiliary information𝜔 .
Output: certificate chains for𝜓 .

procedure PKIXC .Chains(𝑐𝑙𝑘,𝜓, 𝑠𝑡𝑜𝑟𝑒,𝜔 )

1: return𝜔 ⊲𝜔 contains all the relevant data

end procedure

Algorithm 8 PKIXC .Valid: certificate validation
Input: local clock 𝑐𝑙𝑘 , certificate𝜓 , root store 𝑠𝑡𝑜𝑟𝑒 and auxiliary information𝜔 .
Output: ⊤ if𝜓 is a valid certificate, and ⊥ otherwise.

procedure PKIXC .Valid(𝑐𝑙𝑘,𝜓, 𝑠𝑡𝑜𝑟𝑒,𝜔 )

1: if 𝜓 ∈ 𝑠𝑡𝑜𝑟𝑒 ∧ 𝑐𝑙𝑘 ∈ [𝜓 .𝑓 𝑟𝑜𝑚,𝜓 .𝑡𝑜 ] then return ⊤ ⊲ Root certs are valid

2: If



∃b ∈ 𝜔 s.t. b [0] = 𝜓 ∧
IsChainC (b ) ∧

(∃𝑖 ) (b [𝑖 ] ∈ 𝑠𝑡𝑜𝑟𝑒 ) ∧
(∀𝜓 ′ ∈ b ) (𝑐𝑙𝑘 ∈ [𝜓 ′ .𝑓 𝑟𝑜𝑚,𝜓 ′ .𝑡𝑜 ] ) ∧

ChainIsNotRevoked(b )



⊲𝜔 has a chain b for𝜓

⊲ b is correctly structured

⊲ b ends in a trusted CA

⊲ b ’s certs did not expire

⊲ b ’s certs are non-revoked

3: then return ⊤
4: end if

5: return ⊥ ⊲ Otherwise,𝜓 is invalid

end procedure

6: procedure ChainIsNotRevoked(b )

7: return ∀𝜓 ′ ∈ b ⊲ For every certificate in b

8: ∃b𝐶𝑅𝐿 ∈ 𝜔 s.t.: ⊲ Exists a CRL cert chain

9: b𝐶𝑅𝐿 [0] .𝑡𝑦𝑝𝑒 = 𝐶𝑅𝐿 ∧ ⊲ b𝐶𝑅𝐿 [0] is a CRL
10: b𝐶𝑅𝐿 [0] .𝑖𝑠𝑠𝑢𝑒𝑟 = 𝜓 ′ .𝑖𝑠𝑠𝑢𝑒𝑟 ∧ ⊲ Issued by𝜓 ′ .𝑖𝑠𝑠𝑢𝑒𝑟

11: 𝜓 ′ .𝑠𝑒𝑟𝑖𝑎𝑙 ∉ b𝐶𝑅𝐿 [0] .𝐶𝑅𝐿 ∧ ⊲𝜓 ′ is not in the CRL

12: PKIXC .Valid(clk, bCRL [0], store, 𝜔 − {b }) ⊲ And b𝐶𝑅𝐿 [0] is valid
13: end procedure

Algorithm 9 PKIXC .GetCRL: retrieve CRL
Input: local state st and local clock 𝑐𝑙𝑘 .
Output: updated state and current CRL.

procedure PKIXC .GetCRL (st, 𝑐𝑙𝑘)

1: st.𝐶𝑅𝐿 −=
{
𝜓 .𝑠𝑒𝑟𝑖𝑎𝑙 ∈ st.𝐶𝑅𝐿

s.t.𝜓 .𝑡𝑜 < 𝑐𝑙𝑘

}
⊲
Remove expired certifi-
cates from CRL

2: 𝑡𝑏𝑐 ← (𝑡𝑦𝑝𝑒, ‘CRL’) ⊲ Certificate of type CRL

3: 𝑡𝑏𝑐.𝑖𝑠𝑠𝑢𝑒𝑟 ← st.] ⊲ The issuer of the CRL

4: 𝑡𝑏𝑐.𝑓 𝑟𝑜𝑚 ← 𝑐𝑙𝑘 ⊲When was issued

5: 𝑡𝑏𝑐.𝑡𝑜 ← 𝑐𝑙𝑘 + st.Δ𝑟 ⊲ Valid until

6: 𝑡𝑏𝑐.𝐶𝑅𝐿 ← st.𝐶𝑅𝐿 ⊲ CRL information

7: 𝜎 ← C.Certifyst.𝑠𝑘 (𝑡𝑏𝑐 ) ⊲ Sign certificate

8: 𝜓𝐶𝑅𝐿 ← (𝑡𝑏𝑐, 𝜎 ) ⊲ Certified data

9: return (st,𝜓𝐶𝑅𝐿 )

end procedure

Figure 1: PKIX (X.509 version 3 with CRL) implementation

CT.Lookup (Algorithm 18). The algorithm returns the set of cer-
tificates that were issued to the given 𝑠𝑢𝑏 𝑗𝑒𝑐𝑡 , based on the local
copies of the logs that the monitor maintains (lines 2-4).

CT.Wakeup (Algorithm 19). First, the algorithm asks for another
Wake-up after another Δ𝑀𝑀𝐷 interval (line 1). In a logger, the
algorithm updates the signed tree hash over the local log maintained
by the logger (lines 3-9), and stores the STH locally (line 10) so it
can be retrieved by monitors in CT.GetSTH-Req (Algorithm 21). In
a monitor, CT.Wakeup outputs a request to get the latest STH for
each of the loggers overseen by this monitor (line 12).

CT.AddPreChain-Req (Algorithm 20). Add a (pre)certificate to the
log. The algorithm ensures that the (pre)certificate is a valid PKIX
certificate, not already logged, and issued before at most the max-
imal delay and clock drift (line 1). Then, the algorithm adds the
certificate to the local log (line 2), generates a Signed Certificate
Timestamp (SCT; lines 3-8) and outputs the SCT (line 9).

CT.GetSTH-Req (Algorithm 21). The algorithm outputs the latest
STH (line 1), that was generated in CT.Wakeup (Algorithm 19).

CT.GetSTH-Resp (Algorithm 22). The algorithm uses the logger’s
certificate, which is stored in the monitor’s local state (line 3), to
check that the given STH was indeed signed by the logger, and that
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new certificates, in the STH, were added to the log (line 4). If so,
the monitor stores the new STH in a temporary location (line 5),
until the newly logged certificates will be retrieved and the STH
can be verified as a valid root that reflects the addition of the newly
logged certificates. To that end, the algorithm outputs a ‘GetEntries’
request, to be sent to the logger, to which the logger should respond
by sending the entries (of the newly logged certificates) (line 6).

CT.GetEntries-Req (Algorithm 23). The algorithm is asked to out-
put a subset of the logged certificates, starting from index 𝑠𝑡𝑎𝑟𝑡 until
index 𝑒𝑛𝑑 . Thus, the algorithm takes the relevant subset (line 4),
generates a signature over it (lines 1-6) and outputs it (line 7).

CT.GetEntries-Resp (Algorithm 24). The algorithm uses the log-
ger’s certificate, which is stored in the monitor’s local state (line 2)
to check that the input was indeed signed by the logger (line 3).
Then, the algorithm calculates the updated tree hash by adding the
newly logged certificates to the local copy of the log (lines 4-5). If
the STH that was stored temporarily in CT.GetSTH-Resp (Algo-
rithm 22) indeed matches the STH that was calculated in line 5,
the monitor inspects the newly logged certificates according to its
implementation (line 9). Finally, the STH and new certificates are
added to the local state (lines 7-8).

6 SECURITY ANALYSIS
In this section, we analyze the security of PKIXwith andwithout the
CT extension against the security requirements defined in Section 4.
First, we define the model specifications (assumptions) in §6.1, then,
we show which requirements each PKI satisfies under these model
assumptions in §6.2.

6.1 Models
Different protocols assume different models; even the same protocol
may assume different models in order to ensure different require-
ments. The PKIXC and CTMT

h

C protocols assume models based on
the following predicates, defined in [16]; these model predicates
formalize standard adversary, communication and synchronization
assumptions.

• The 𝜋DriftΔ𝑐𝑙𝑘
predicate ensures clock drifts from real time are

bounded by Δ𝑐𝑙𝑘 .
• The 𝜋𝑊𝑎𝑘𝑒−𝑢𝑝

Δ𝑐𝑙𝑘
predicate ensures Wake-up operations are

invoked within Δ𝑐𝑙𝑘 of the requested (real) time.
• The 𝜋ComΔ𝑐𝑜𝑚

predicate ensures reliable communication be-
tween non-faulty parties, with delays bounded by Δ𝑐𝑜𝑚 .
Namely:

(1) Whenever an entity ] includes in its output a triple of
the form (𝛼-req,]′,𝑥), where 𝛼-req is one of the request
operations of CT, then, within Δ𝑐𝑜𝑚 , there is a 𝛼-req event
in ]′ with input 𝑥 .

(2) Whenever an entity ]′ outputs a pair of the form (𝛼-resp,𝑦)
in the output of an 𝛼-req operation, and this 𝛼-req was
invoked by some entity ], then, within Δ𝑐𝑜𝑚 , there is a
𝛼-resp event in ] with input 𝑥 .

• The 𝜋F predicate ensures that all entities follow the protocol
correctly, except for entities in T.F (the set of faulty entities
outputted by the adversary).

• The 𝜋F,HL predicate extends 𝜋F to also ensure Honest Log-
gers (HL). Namely, if any benign monitor has a ‘Monitor’
operation for logger ], then ] has to be benign.

To illustrate, we include the 𝜋DriftΔ𝑐𝑙𝑘
model predicate from [16]

in Algorithm 10.

Algorithm 10 The 𝜋DriftΔ𝑐𝑙𝑘
model predicate

1: return ∀�̂� ∈ {1, . . . ,𝑇 .𝑒 }: ⊲ For each event

2: |𝑇 .𝑐𝑙𝑘 [�̂� ] − 𝑇 .𝜏 [�̂� ] | ≤ Δ𝑐𝑙𝑘 ∧ ⊲ Local clock within Δ𝑐𝑙𝑘 drift from real time

3: if �̂� ≥ 2 then𝑇 .𝜏 [�̂� ] ≥ 𝑇 .𝜏 [�̂� − 1] ⊲
The real time difference is monotonically in-
creasing

6.2 Security Analysis
Theorem 4. If C is a secure certificate scheme, then PKIXC satisfies
the following requirements:

• Existential unforgeability, under model (𝜋F).
• Accountability, under the trivial (always true) model.
• Weak ΔRev-Revocation, where ΔRev = Δ𝑟 + Δ𝑐𝑙𝑘 , under model
(𝜋FΔ𝑟

∧ 𝜋
Drift
Δ𝑐𝑙𝑘
).

Proof. We proved existential unforgeability in Lemma 2. We
prove accountability and weak ΔPKIX-revocation in Lemmas 10 and
12, respectively. The proofs are presented in appendices B and C,
respectively; we present their sketches below.

Accountability. Assume, to the contrary, that PKIXC fails to en-
sure accountability. Namely, with non-negligible probability, the
accountability predicate returns ⊥, i.e., for a random transcript 𝑇 :

𝜋ACC (𝑇 ) = ⊥ (4)

Following the implementation of 𝜋ACC, let:

(𝑐𝑙𝑘,𝜓, 𝑠𝑡𝑜𝑟𝑒, 𝜔) ← 𝑇 .𝑜𝑢𝑡A [Alg. 3 line 2]

then, following Equation (4):

P .Valid(𝑐𝑙𝑘,𝜓, 𝑠𝑡𝑜𝑟𝑒, 𝜔) = ⊤ [Alg. 3 line 3]

and yet:

�b ∈ P .Chains(𝑐𝑙𝑘,𝜓, 𝑠𝑡𝑜𝑟𝑒, 𝜔), 𝑗 < |b | s.t. [Alg. 3 line 4]

b [ 𝑗] = 𝜓 ∧ IsChain(b) ∧ P .Valid(𝑐𝑙𝑘, b [ 𝑗 + 1], 𝑠𝑡𝑜𝑟𝑒, 𝜔) [Alg. 3 line 5]

However, according to the implementation of PKIXC .Valid (Algo-
rithm 8), the algorithm only outputs ⊤ if PKIXC .Chains outputs a
valid certificate chain for the same inputs, showing a contradiction.
Hence, PKIXC satisfies accountability.

Weak ΔPKIX-Revocation. We prove in the following steps:

(1) We first define the Exp𝐹𝑜𝑟𝑔𝑒A,P (𝑝𝑎𝑟𝑎𝑚𝑠) experiment, based on

the𝜋𝑊𝑒𝑎𝑘−ΔRev predicate (Definition 8). TheExp
𝐹𝑜𝑟𝑔𝑒

A,P (𝑝𝑎𝑟𝑎𝑚𝑠)
experiment executes an adversary A with the PKI scheme
P. Adversary A is given public validation key 𝑝𝑘 but not
the corresponding signing/certifying key 𝑠𝑘 , and can use an
oracle to the C.Certify𝑠𝑘 operation. Adversary A ‘wins’ if
it outputs a certificate 𝜓 which is valid (according to 𝑝𝑘),
without A asking the oracle to certify𝜓 . See Definition 18.
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(2) After that, we show that the existence of an adversaryA that
‘wins’ the Exp𝐹𝑜𝑟𝑔𝑒A,PKIXC (𝑝𝑎𝑟𝑎𝑚𝑠) game with non-negligible
probability contradicts the security of the certification scheme
C. See Claim 11.

(3) We conclude by showing that if PKIXC does not satisfy the
weak ΔRev-Revocation requirement, we can construct an
adversaryARev that wins the Exp

𝐹𝑜𝑟𝑔𝑒

ARev,PKIXC (𝑝𝑎𝑟𝑎𝑚𝑠) game
with non-negligible probability. See Lemma 12.

□

Theorem 5. Let C be a secure certificate scheme and let ℎ be an ACR
(any collision resistant) keyed hash function. Then, CTMT

h

C satisfies
the following requirements:
• Existential unforgeability, under model (𝜋F).
• Accountability, under the trivial (always true) model.
• Weak ΔRev-Revocation, where ΔRev = Δ𝑟 + Δ𝑐𝑙𝑘 , under model
(𝜋F ∧ 𝜋

Drift
Δ𝑐𝑙𝑘
).

Proof. For existential unforgeability, see Lemma 2. For account-
ability and weak ΔRev-Revocation, the implementation related to
certificates issuance and revocation inCTMT

h

C is identical to PKIXC ,
since the implementation in Algorithms 11-24 directly invokes the
corresponding PKIXC algorithms. The additional implementation
in CTMT

h

C only regards transparency, and in particular, can only
issue SCTs, STHs and signatures over newly added certificates to
the log, but cannot issue public-key certificates or CRL certificates.
Therefore, the proofs that PKIXC satisfies these properties also
hold for CTMT

h

C ; otherwise, the same adversary that breaks these

properties in CTMT
h

C also breaks them in PKIXC . □

Next, Theorem 6 proves thatCT ensures also theΔTra-Transparency
requirement under the CT honest-logger model17, which we define
as:

MCT−HL ≡
(
𝜋F,HL ∧ 𝜋DriftΔ𝑐𝑙𝑘

∧ 𝜋ComΔ𝑐𝑜𝑚
∧ 𝜋

𝑊𝑎𝑘𝑒−𝑢𝑝
Δ𝑐𝑙𝑘

)
(5)

Theorem 6. Let C be a secure certificate scheme, ℎ be an ACR keyed
hash, N be a set of entities, and ΔTra = 2 ·Δ𝑀𝑀𝐷 + 3 ·Δ𝑐𝑙𝑘 + 5 ·Δ𝑐𝑜𝑚 .
Then, CTMT

h

C satisfies the ΔTra-Transparency requirement, under
modelMCT−HL.

Proof. Suppose CTMT
h

C does not satisfy the ΔTra-Transparency
requirement under modelMCT−HL. Namely, there exists an adver-
sary A that produces, with non-negligible probability, a certificate
𝜓 that is valid at time 𝜏 ≥ 𝜓 .𝑓 𝑟𝑜𝑚 + ΔTra, such that a benign moni-
tor ]𝑀 who is monitoring a logger of𝜓 since 𝜏 − ΔTra is, at time 𝜏 ,
unaware of𝜓 . Let us denote this logger by ℓ ; from the honest-logger
assumption ofMCT−HL, we know that ℓ is benign.

Since𝜓 is valid at time 𝜏 , then, from lines 2-5 ofCT.Valid (Alg. 16),
it follows that𝜓 must contain an SCT, denoted𝜓𝑠𝑐𝑡 , which is prop-
erly certified by the benign logger ℓ . Furthermore,𝜓𝑠𝑐𝑡 .𝑡𝑖𝑚𝑒𝑠𝑡𝑎𝑚𝑝−
Δ𝑐𝑙𝑘 ≤ 𝜏 .

From Theorem 5, CTMT
h

C satisfies existential unforgeability.
Hence,𝜓𝑠𝑐𝑡 must have been issued by logger ℓ , using its self-signed

17In Claim 7, below, we show that the honest-logger assumption is necessary.

key. CT.AddPreChain-Req (Algorithm 20) is the only operation
where ℓ issues an SCT certificate, and the value of𝜓𝑠𝑐𝑡 .𝑡𝑖𝑚𝑒𝑠𝑡𝑎𝑚𝑝
would be the value of ℓ’s clock at the time. Let 𝜏𝑆𝐶𝑇 denote the
real time when ℓ issued the SCT; from the 𝜋DriftΔ𝑐𝑙𝑘

model predicate,
𝜏𝑆𝐶𝑇 ≤ 𝜓𝑠𝑐𝑡 .𝑡𝑖𝑚𝑒𝑠𝑡𝑎𝑚𝑝+Δ𝑐𝑙𝑘 . On the other hand, ℓ would issue the
SCT only if its clock upon receiving𝜓 is at most𝜓𝑠𝑐𝑡 .𝑡𝑖𝑚𝑒𝑠𝑡𝑎𝑚𝑝 ≤
𝜓 .𝑓 𝑟𝑜𝑚 + Δ𝑐𝑙𝑘 + Δ𝑐𝑜𝑚 .

Since ℓ is benign, it asks for Wake-up every Δ𝑀𝑀𝐷 (see the
CT.Init and CT.Wakeup operations); by the 𝜋𝑊𝑎𝑘𝑒−𝑢𝑝

Δ𝑐𝑙𝑘
model pred-

icate, the operation will occur after (at most) Δ𝑀𝑀𝐷 + Δ𝑐𝑙𝑘 , i.e., at
or before 𝜏𝑆𝐶𝑇 + Δ𝑀𝑀𝐷 + Δ𝑐𝑙𝑘 . At this time, ℓ updates its STH to
reflect the logging of𝜓 (and possibly other certificates). The STH
is signed by ℓ , and includes the Merkle-tree (accumulator) digest of
the log of all certificates logged by ℓ until this time.

The benign monitor ]𝑀 that monitors ℓ also invokes CT.Wakeup
every Δ𝑀𝑀𝐷 . In every invocation of CT.Wakeup, ]𝑀 requests a
CT.GetSTH-Req operation from every logger that ]𝑀 is monitoring,
which includes ℓ . From the 𝜋ComΔ𝑐𝑜𝑚

model, theCT.GetSTH-Req opera-
tion in ℓ occurs atmostΔ𝑐𝑜𝑚 afterwards. Namely, aCT.GetSTH-Req
operation, invoked by ]𝑀 , must happen in ℓ when ℓ’s clock is at or
before 𝜏𝑆𝐶𝑇 + Δ𝑀𝑀𝐷 + Δ𝑐𝑙𝑘 + Δ𝑐𝑜𝑚 (including the possible impact
of the clock bias and of the network delay).

From the 𝜋ComΔ𝑐𝑜𝑚
predicate, the corresponding CT.GetSTH-Resp

event in ]𝑀 occurs within Δ𝑐𝑜𝑚 . As shown in CT.GetSTH-Resp
(Algorithm 22), the monitor ]𝑀 would identify that new certificates
were logged and ask for them, i.e., invoke CT.GetEntries-Req at ℓ ;
and the logger ℓ immediately responds by sending the certificates,
including 𝜓 . This round-trip of communication will take at most
2 · Δ𝑐𝑜𝑚 ; hence, ]𝑀 receives𝜓 at or before time 𝜏𝜓 , defined as:

𝜏𝜓 ≡ 𝜏𝑆𝐶𝑇 + 2 · Δ𝑀𝑀𝐷 + Δ𝑐𝑙𝑘 + 4 · Δ𝑐𝑜𝑚
≤ 𝜓𝑠𝑐𝑡 .𝑡𝑖𝑚𝑒𝑠𝑡𝑎𝑚𝑝 + 2 · Δ𝑀𝑀𝐷 + 2 · Δ𝑐𝑙𝑘 + 4 · Δ𝑐𝑜𝑚
≤ 𝜓 .𝑓 𝑟𝑜𝑚 + 2 · Δ𝑀𝑀𝐷 + 3 · Δ𝑐𝑙𝑘 + 5 · Δ𝑐𝑜𝑚
= 𝜓 .𝑓 𝑟𝑜𝑚 + ΔTra

(6)

Which contradicts the assumption that A produces, with non-
negligible probability, a certificate 𝜓 that is valid at time 𝜏 ≥
𝜓 .𝑓 𝑟𝑜𝑚 + ΔTra but not known to ]𝑀 . □

Finally, we show that CT fails to satisfy the ΔTra-Transparency
requirement, if we allow rogue loggers, i.e., under model:

MΔ𝑐𝑙𝑘 ,Δ𝑐𝑜𝑚
≡

(
𝜋F ∧ 𝜋DriftΔ𝑐𝑙𝑘

∧ 𝜋ComΔ𝑐𝑜𝑚
∧ 𝜋

𝑊𝑎𝑘𝑒−𝑢𝑝
Δ𝑐𝑙𝑘

)
(7)

Claim 7. Let C be a secure certificate scheme, ℎ be an ACR keyed
hash, N be a set of entities, and ΔTra = 2 ·Δ𝑀𝑀𝐷 + 3 ·Δ𝑐𝑙𝑘 + 5 ·Δ𝑐𝑜𝑚 .
Then, CTMT

h

C does not satisfy the ΔTra-Transparency correctness
requirement under modelMΔ𝑐𝑙𝑘 ,Δ𝑐𝑜𝑚

.
Argument. Let A be an adversary that controls a logger ℓ ∈ 𝑇 .F for
a transcript𝑇 .A instructs ℓ to execute CTMT

h

C as described in §5.2,
with the single change of eliminating line 2 from Algorithm 20. As
a result, ℓ generates an SCT to every valid certificate, yet ℓ never
logs these certificates, and therefore, never informs monitors about
them. This means that despite the fact that there is a valid SCT
from ℓ for each of the certificates, none of these certificates will
be known to monitors. Hence, the existence of such A means that
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the ΔTra-Transparency requirement is not satisfied under model
MΔ𝑐𝑙𝑘 ,Δ𝑐𝑜𝑚

. □

7 CONCLUSIONS AND FUTUREWORK
We presented specifications for secure PKI schemes, and applied
them to prove the security of two applied PKI schemes: PKIX and
Certificate Transparency (CT). Future work may apply our specifi-
cations to other PKI schemes, present additional specifications for
PKI schemes (capturing additional properties, e.g., privacy proper-
ties), and apply a similar approach to other practical cryptographic
protocols, e.g., blockchain protocols.
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A CRYPTOGRAPHIC PRIMITIVES
A.1 MoSS
First, Definition 10 defines the advantage of adversary A against
protocol P, for given some specification predicate 𝜋 .
Definition 10 (Advantage of adversary A against protocol P
for specification predicate 𝜋 ). Let A,P be algorithms and let 𝜋
be a specification predicate. The advantage of adversary A against
protocol P for specification predicate 𝜋 is defined as:

𝜖𝜋A,P (𝑝𝑎𝑟𝑎𝑚𝑠)
def
= Pr

[
𝜋 (𝑇 ) = ⊥, where

𝑇 ← ExecA,P (𝑝𝑎𝑟𝑎𝑚𝑠)

]
(8)

Now, Definition 11 defines an adversary that satisfies a given
modelM.
Definition 11 (Adversary A satisfies modelM). Let A ∈ 𝑃𝑃𝑇 ,
and letM be a model specification, i.e.,M = (𝜋, 𝛽). We say that

adversaryA satisfies modelM, denotedA |=
poly
M, if for every protocol

P ∈ 𝑃𝑃𝑇 and 𝑝𝑎𝑟𝑎𝑚𝑠 ∈ {0, 1}∗, the advantage of A against P for
𝜋 is at most negligibly greater than 𝛽 (𝑝𝑎𝑟𝑎𝑚𝑠), i.e.:

A |=
poly
M def

=

[
(∀ P ∈ 𝑃𝑃𝑇, 𝑝𝑎𝑟𝑎𝑚𝑠 ∈ {0, 1}∗) :

𝜖𝜋A,P (𝑝𝑎𝑟𝑎𝑚𝑠) ≤ 𝛽 (𝑝𝑎𝑟𝑎𝑚𝑠) + 𝑁𝑒𝑔𝑙 (𝑝𝑎𝑟𝑎𝑚𝑠.1
^ )

]
(9)

Finally, Definition 12 defines what it means for a protocol P to
satisfy a specific requirement under a specific model.
Definition 12 (Protocol P satisfies requirement R under model
M). Let P ∈ 𝑃𝑃𝑇 , and let R be a requirement specification, i.e.,
R = (𝜋, 𝛽). We say that protocol P satisfies requirement R under

modelM, denotedP |=M
poly
R, if for every PPT adversaryA that satisfies

M and every parameters 𝑝𝑎𝑟𝑎𝑚𝑠 ∈ {0, 1}∗, the advantage of A
against P for 𝜋 is at most negligibly greater than 𝛽 (𝑝𝑎𝑟𝑎𝑚𝑠), i.e.:

P |=M
poly
R def

=


(∀ A ∈ 𝑃𝑃𝑇 s.t. A |=

poly
M, 𝑝𝑎𝑟𝑎𝑚𝑠 ∈ {0, 1}∗) :

𝜖𝜋A,P (𝑝𝑎𝑟𝑎𝑚𝑠) ≤ 𝛽 (𝑝𝑎𝑟𝑎𝑚𝑠) + 𝑁𝑒𝑔𝑙 (𝑝𝑎𝑟𝑎𝑚𝑠.1
^ )


(10)

A.2 Accumulator scheme and the Merkle Tree
construction

We define an accumulator scheme and its security properties.
An accumulator receives as input an ordered set of elements

𝑋 = {𝑥𝑖 }𝑘𝑖=1 ∈ X
𝑘 , and outputs their digest Δ, as well as a proof

of inclusion (PoI) 𝜋𝑖 for each element 𝑎𝑐𝑐𝐸𝑙𝑖 in the input. We will
later define and discuss extensions, most notably, dynamic/additive
accumulators, that allow to add elements to the accumulator in
multiple operations.
Definition 13 (An accumulator scheme). An accumulator scheme
ACC is a tuple of algorithms (ACC.Setup,ACC.Add,ACC.Verify)
with element space ACC.X, where the algorithms are defined as:

• ACC.Setup(1_) → 𝑝𝑘 : input security parameter _ ∈ N
outputs a public key 𝑝𝑘 .
• ACC.Add𝑝𝑘 (𝑋 ) → (Δ,Π): add (accumulate) a sequence of
elements 𝑋 = {𝑥𝑖 }𝑘𝑖=1 ∈ ACC.X

𝑘 . Output the digest Δ of 𝑋
and a set Π = {𝜋𝑖 }𝑘𝑖=1 of proofs-of-inclusions, where 𝜋𝑖 is the
proof of inclusion for input element 𝑥𝑖 .

• ACC.Verify𝑝𝑘 (Δ, 𝑥, 𝜋) → {0, 1}: output 1 (true) if 𝜋 is a
valid proof of inclusion for 𝑥 and 0 (false) otherwise. As we
define below, a valid proof of inclusion shows that there is a
set 𝑋 such that 𝑥 ∈ 𝑋 and Add𝑝𝑘 (𝑋 ) outputs Δ.

Wenext define three basic requirements from accumulator schemes:
correctness and unforgeability of the proofs-of-inclusion, and colli-
sion resistance for the digest. We begin with the most basic property,
correctness.
Definition 14 (Correctness of Accumulator Scheme). An accumu-
latorACC is said to satisfy correctness, if the following holds for ev-
ery security parameter _ ∈ N, input sequence 𝑋 = {𝑥𝑖 }𝑘𝑖=1 ∈ X

𝑘 and
𝑖 ∈ [1, . . . , 𝑘]. Let 𝑝𝑘 ← ACC(_) and (Δ,Π) ← ACC.Add(𝑋 ).
Then, for every𝑥 ∈ 𝑋 , there exists𝜋 ∈ Π s.t.ACC.Verify𝑝𝑘 (Δ, 𝑥, 𝜋) =
1.

Note: typically, each PoI is for the corresponding input element,
i.e., ACC.Verify𝑝𝑘 (Δ, 𝑥𝑖 , 𝜋𝑖 ) = 1. However, this is not required by
the definition above.

The next property we define is collision resistance. The collision-
resistance of accumulators is the natural extension of the collision-
resistance property of hash functions. We present only the keyed
‘any collision resistance’ variant; keyless variants and ‘target colli-
sion resistance’ can be defined similarly.
Definition 15 (Collision-Resistant Accumulator). We say that
an accumulator scheme ACC is Collision-Resistant if for any PPT
adversary A and security parameter _ ∈ N holds:

Pr
[
ACC.Add(𝑋 ) = ACC.Add(𝑋 ′)

��� { 𝑝𝑘 ← ACC.Setup(_) ;
(𝑋,𝑋 ′ ) ← A(𝑝𝑘 )

} ]
∈ 𝑁𝑒𝑔𝑙 (_)

The final security property which we define in this section is ex-
istential unforgeability. Unforgeability extends collision-resistance,
to ensure the integrity of specific elements in the accumulated se-
quence. The existential unforgeability definition is similar to the
existential unforgeability of signature and MAC schemes.
Definition 16 (Existentially Unforgeable Accumulator). We say
that an accumulator schemeACC is Existentially Unforgeable if for
any PPT adversary (A1,A2) and security parameter _ ∈ N holds:

Pr [ACC.Verify(Δ, 𝑥, 𝜋A ) = 1 ∧ 𝑥 ∉ 𝑋 ] ∈ 𝑁𝑒𝑔𝑙 (_)

Where 𝑝𝑘 , Δ, 𝑥 and 𝜋A are defined by the following process:

𝑝𝑘 ← ACC.Setup(_) ; (𝑠, 𝑋 ) ← A1 (𝑝𝑘) ;
(Δ,Π) ← ACC.Add(𝑋 ) ; (𝑥, 𝜋A ) ← A2 (𝑠,Δ,Π)

A.3 The CT Merkle-Tree Accumulator
In this subsection, we present and prove the security of the CT
Merkle-Tree Accumulator. This construction is a keyed-version of
the construction used by the Certificate Transparency 2.0 standard,
defined in Section 2.1 of RFC 9162 [36].
Definition 17 (The CT Merkle-Tree Accumulator). Let ℎ be a
keyed (any-collision-resistant) hash function. The ℎ-CT Merkle-Tree
Accumulator, denotedMTℎ , is defined by the following algorithms:

• MTℎ .Setup(1_) outputs a public key 𝑝𝑘 R← {0, 1}_ .
• MTℎ .Add𝑝𝑘 (𝑋 ) outputs (Δ𝑝𝑘 (𝑋 ), 𝜋𝑝𝑘 (𝑋 )), where Δ, 𝜋 are
computed as follows.
First define Δ𝑝𝑘 (𝑋 ):
– If𝑋 is an empty list then Δ𝑝𝑘 (𝑋 ) = ℎ𝑝𝑘 (𝜖), where 𝜖 denotes
the empty string.
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– If |𝑋 | = 1, i.e., 𝑋 contains a single entry 𝑥1, then Δ𝑝𝑘 (𝑋 ) =
ℎ𝑝𝑘 (0𝑥00| |𝑥1). This computation is sometimes called a leaf
hash.

– If |𝑋 | > 1, then we compute Δ𝑝𝑘 (𝑋 ) as follows. Let 𝑛 =

|𝑋 |, i.e., 𝑋 = {𝑥1, . . . , 𝑥𝑛}, and let 𝑘 = max𝑖∈N{2𝑖 <

𝑛}, i.e., the largest power of two smaller than 𝑛 (i.e., 𝑘 <

𝑛 ≤ 2𝑘). We compute Δ𝑝𝑘 (𝑋 ) recursively using Δ𝑝𝑘 (𝑋 ) =
ℎ(0𝑥01| |Δ𝑝𝑘 ({𝑥1, . . . , 𝑥𝑘 }) | |Δ𝑝𝑘 ({𝑥𝑘+1, . . . , 𝑥𝑛})).

• We omit the (similar) definition of MTℎ .Verify𝑝𝑘 (Δ, 𝑥, 𝜋)
and 𝜋𝑝𝑘 (𝑋 ).

Finally, we state security properties of the CT Merkle-Tree Ac-
cumulator.
Lemma 8. The CT Merkle-Tree Accumulator is correct, collision-
resistant and unforgeable.

B PKIX ENSURES ACCOUNTABILITY
PKIX ensures accountability by ensuring that for a certificate𝜓 to
be valid, it must come with a valid certificate chain. Let us first state
and prove this claim, which we use both to prove accountability
(next) and to prove weak Δ revocation (later).
Claim 9. (A valid certificate must come with a valid chain) If, for
some values 𝑐𝑙𝑘, b, 𝑠𝑡𝑜𝑟𝑒, 𝜔 holds PKIXC .Valid(clk,𝜓, store, 𝜔) = ⊤,
then

∃b ∈ PKIXC .Chains(clk,𝜓, store, 𝜔) s.t. :

b [0] = 𝜓 ∧ IsChainC (b) ∧ (∃𝑖) (b [𝑖] ∈ 𝑠𝑡𝑜𝑟𝑒) ∧
(∀𝜓 ′ ∈ b) (𝑐𝑙𝑘 ∈ [𝜓 ′ .𝑓 𝑟𝑜𝑚,𝜓 ′ .𝑡𝑜]) ∧ ChainIsNotRevoked(b)

Proof. The claim follows immediately from the implementation
of PKIX.Valid (Algorithm 8 line 2), which checks exactly for this
condition. □

Let us now prove that PKIX ensures accountability.
Lemma 10. Let C be a secure certificate scheme. Then, PKIXC satisfies
the accountability requirement.

Proof. Assume to the contrary that PKIXC does not satisfy the
accountability requirement. Hence, there exists a PPT adversary
AACC such that:

𝜖
𝜋ACC
AACC,PKIX

(𝑝𝑎𝑟𝑎𝑚𝑠) ∉ 𝑁𝑒𝑔𝑙 (𝑝𝑎𝑟𝑎𝑚𝑠.1^ ) (11)

Where 𝜋ACC is defined in Algorithm 3.
In other words, from Definition 7, AACC satisfies

Pr
[

𝜋ACC (𝑇 ) = ⊥, where
𝑇 ← ExecAACC,PKIX

(𝑝𝑎𝑟𝑎𝑚𝑠)

]
∉ 𝑁𝑒𝑔𝑙 (𝑝𝑎𝑟𝑎𝑚𝑠.1^ ) (12)

Note that for 𝜋ACC (𝑇 ) = ⊥, the adversary must have produced
a certificate𝜓 with auxiliary information 𝜔 that is valid, i.e.:

PKIX.Valid(𝑐𝑙𝑘,𝜓, 𝑠𝑡𝑜𝑟𝑒, 𝜔) = ⊤

and yet, no valid chain exists. However, Claim 9 shows this can-
not hold. Therefore, there cannot exist such adversary AACC that
produces an input which PKIX.Valid classifies as valid without
PKIX.Chains able to produce a valid certificate chain, in contrast
to the assumption that such adversary exists.

□

C PKIX SATISFIES THEWEAK REVOCATION
REQUIREMENT

First, we define the Exp𝐹𝑜𝑟𝑔𝑒A,P (𝑝𝑎𝑟𝑎𝑚𝑠) experiment, a modification

of the𝜋𝑊𝑒𝑎𝑘−ΔRev predicate (Definition 8). In theExp
𝐹𝑜𝑟𝑔𝑒

A,P (𝑝𝑎𝑟𝑎𝑚𝑠)
experiment, an adversaryAC.Certify𝑠𝑘 ( ·)

𝑝𝑘
is given a verification key

𝑝𝑘 and has an oracle access to a corresponding signing oracle
C.Certify𝑠𝑘 (·). The adversary wins if after the execution of PKI
scheme P, the adversary produces a certificate𝜓 that validates suc-
cessfully using the public verification key 𝑝𝑘 , without the adversary
asking the oracle to certify𝜓 .
Definition 18 (The Exp𝐹𝑜𝑟𝑔𝑒A,P (𝑝𝑎𝑟𝑎𝑚𝑠) experiment). Let P be a

PKI scheme andA be a PPT algorithm. We define Exp
𝐹𝑜𝑟𝑔𝑒

A,P (𝑝𝑎𝑟𝑎𝑚𝑠)
as the following random process:

(1) Generate key pair (𝑠𝑘, 𝑝𝑘) ← C.KG(𝑝𝑎𝑟𝑎𝑚𝑠.1^ ).
(2) Let AC.Certify𝑠𝑘 ( ·)

𝑝𝑘
denote algorithm A with input 𝑝𝑘 and

oracle access to the function C.Certify𝑠𝑘 (·).
(3) Execute AC.Certify𝑠𝑘 ( ·)

𝑝𝑘
with P, except for a random entity

]
𝑅← 𝑇 .N, where entity ] also executes P, except:

(a) In Init, ] sets (st.𝑠𝑘, st.𝑝𝑘) ← (⊥, 𝑝𝑘), and
(b) ] replaces calls toC.Certifyst.𝑠𝑘 (·) with calls toC.Certify𝑠𝑘 (·).
Let 𝑇 denote the resulting transcript.

(4) Let𝜓 ← 𝑇 .𝑜𝑢𝑡A . Return 1 (A ‘won’) if:
(a) C.Verify𝑝𝑘 (𝜓 ) = ⊤
(b) A did not use the oracle access on𝜓 .𝑡𝑏𝑐 .
(c) ] is an honest entity, i.e., ] ∈ 𝑇 .N −𝑇 .F.
Otherwise, return 0 (A ‘lost’).

We next observe that that if C is a secure certification scheme,
then no PPT adversary A ‘wins’ the Exp𝐹𝑜𝑟𝑔𝑒A,PKIXC experiment with
non-negligible probability.
Claim 11. If there is a PPT adversary A s.t.:

Pr
[
Exp

𝐹𝑜𝑟𝑔𝑒

A,PKIXC (𝑝𝑎𝑟𝑎𝑚𝑠) = 1
]
∉ 𝑁𝑒𝑔𝑙 (1^ ) (13)

then C is not a secure certification scheme.

Proof. Follows by reduction to the existential unforgeability
of C. Namely, if there is such an adversary A, then there is also
an adversary Â that wins the certificate forgery game against
C. Adversary Â runs the Exp𝐹𝑜𝑟𝑔𝑒A,PKIXC experiment, except that Â
outputs the certificate 𝜓 that A produces to win the Exp𝐹𝑜𝑟𝑔𝑒A,PKIXC
experiment (i.e.,𝜓 ← 𝑇 .𝑜𝑢𝑡A ). Since A ‘wins’ with non-negligible
probability, it follows that Â will also succeed in forgery with non-
negligible probability, contradicting the assumed security of C, as
defined in Definition 1. □

Lemma 12. Let C be a secure certificate scheme, letN be a set of entities
and let ΔRev = Δ𝑟 +Δ𝑐𝑙𝑘 , where Δ𝑟 is the acceptable revocation delay
that all entities inN are initialized with (or smaller), i.e., 𝑝𝑎𝑟𝑎𝑚𝑠.Δ𝑟 ≤
Δ𝑟 . Then, PKIXC satisfies the weak ΔRev-Revocation requirement
under model (𝜋FΔ𝑟

∧ 𝜋
Drift
Δ𝑐𝑙𝑘
).

Proof. Assume to the contrary, that PKIXC fails to satisfy the
weak ΔRev-Revocation under model (𝜋F ∧ 𝜋DriftΔ𝑐𝑙𝑘

). Namely, there
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is a PPT adversary A that satisfies model (𝜋F ∧ 𝜋DriftΔ𝑐𝑙𝑘
) and yet,

has non-negligible advantage against the 𝜋𝑊𝑒𝑎𝑘−ΔRev requirement
(Definition 8), i.e.:

𝜖
𝜋𝑊𝑒𝑎𝑘−ΔRev
A,PKIXC (𝑝𝑎𝑟𝑎𝑚𝑠) ∉ 𝑁𝑒𝑔𝑙 (𝑝𝑎𝑟𝑎𝑚𝑠.1^ ) (14)

From Definitions 8 and 10, this implies that:

Pr
[

𝑓ΔRev (𝑇 ) = ⊥, where
𝑇 ← ExecA,PKIXC (𝑝𝑎𝑟𝑎𝑚𝑠)

]
∉ 𝑁𝑒𝑔𝑙 (𝑝𝑎𝑟𝑎𝑚𝑠.1^ ) (15)

For a given𝑇 , let (𝑐𝑙𝑘,𝜓, 𝑠𝑡𝑜𝑟𝑒, 𝜔) ← 𝑇 .𝑜𝑢𝑡A . FromAlgorithm 25,
𝑓ΔRev (𝑇 ) = ⊥ only if:

𝜓 .𝑖𝑠𝑠𝑢𝑒𝑟 ∈ 𝑇 .N −𝑇 .F ∧
PKIXC .Valid(clk,𝜓, store, 𝜔) ∧

RevocationReqested(𝑐𝑙𝑘,𝜓,𝑇 ,ΔRev) ∧
(CanFindFraudulentCert(𝑇, 𝑐𝑙𝑘,𝜓, 𝑠𝑡𝑜𝑟𝑒, 𝜔) = ⊥)

(16)

Since RevocationReqested(𝜏,𝜓,𝑇 ,ΔRev) returns ⊤, then 𝜓
must have been previously issued and then revoked at 𝜓 .𝑖𝑠𝑠𝑢𝑒𝑟 ,
both before 𝜏−ΔRev; let 𝜏𝑅 ≤ 𝜏−ΔRev denote the time of revocation.
Being non-faulty, 𝜓 .𝑖𝑠𝑠𝑢𝑒𝑟 have executed the PKIXC .Certify and
PKIXC .Revoke operations correctly (Algorithms 5 and 6), and also
includes𝜓 in every CRL certified in the PKIXC .GetCRL operation
after 𝜏𝑅 . As can be confirmed in the pseudocode of PKIX (Figure 1),
PKIXC .GetCRL is the only operation in which PKIXC certifies a
CRL (i.e., certificate with type CRL).

Since PKIXC .Valid(𝑐𝑙𝑘,𝜓, 𝑠𝑡𝑜𝑟𝑒, 𝜔) return ⊤, i.e., 𝜓 is valid at
time 𝜏 with auxiliary information 𝜔 , it follows from the implemen-
tation of PKIXC .Valid that 𝜔 must contain a chain b𝐶𝑅𝐿 such that
b𝐶𝑅𝐿 [0] is a valid CRL at time 𝜏 that does not list 𝜓 as revoked.
From line 10 of section 8, we know that b𝐶𝑅𝐿 [0] .𝑖𝑠𝑠𝑢𝑒𝑟 = 𝜓 .𝑖𝑠𝑠𝑢𝑒𝑟 .

However, we next show that𝜓 .𝑖𝑠𝑠𝑢𝑒𝑟 cannot have issued b𝐶𝑅𝐿 [0].
Assume otherwise, i.e., that b𝐶𝑅𝐿 [0] was issued by 𝜓 .𝑖𝑠𝑠𝑢𝑒𝑟 (and
does not list 𝜓 as revoked). Since 𝜓 .𝑖𝑠𝑠𝑢𝑒𝑟 is benign, then is must
have issued b𝐶𝑅𝐿 [0] before revoking𝜓 , i.e., at some time 𝜏 ′

𝑅
< 𝜏𝑅 .

Also, b𝐶𝑅𝐿 [0] .𝑓 𝑟𝑜𝑚 is the clock value of 𝜓 .𝑖𝑠𝑠𝑢𝑒𝑟 at 𝜏 ′
𝑅
. Since the

clock drift is bounded by Δ𝑐𝑙𝑘 , except with negligible probabil-
ity (𝜋DriftΔ𝑐𝑙𝑘

), we have b𝐶𝑅𝐿 [0] .𝑓 𝑟𝑜𝑚 ≤ 𝜏 ′
𝑅
+ Δ𝑐𝑙𝑘 < 𝜏𝑅 + Δ𝑐𝑙𝑘 .

And, again since 𝜓 .𝑖𝑠𝑠𝑢𝑒𝑟 is benign, we know that b𝐶𝑅𝐿 [0] .𝑡𝑜 =

b𝐶𝑅𝐿 [0] .𝑓 𝑟𝑜𝑚 + Δ𝑟 . Since 𝜏𝑅 ≤ 𝜏 − ΔRev, we have:

b𝐶𝑅𝐿 [0] .𝑡𝑜 = 𝜓𝑅 .𝑓 𝑟𝑜𝑚 + Δ𝑟
< 𝜏𝑅 + (Δ𝑐𝑙𝑘 + Δ𝑟 )
= (𝜏 − ΔRev) + ΔRev

= 𝜏

(17)

Namely, b𝐶𝑅𝐿 [0] .𝑡𝑜 < 𝜏 , which contradicts the assumption that
b𝐶𝑅𝐿 [0] is valid at time 𝜏 . This shows that the (benign) 𝜓 .𝑖𝑠𝑠𝑢𝑒𝑟
cannot have issued b𝐶𝑅𝐿 [0].

Still, the attacker obtained a valid CRL b𝐶𝑅𝐿 [0] in some other
way, i.e., not issued by𝜓 .𝑖𝑠𝑠𝑢𝑒𝑟 , but with b𝐶𝑅𝐿 [0] .𝑖𝑠𝑠𝑢𝑒𝑟 = 𝜓 .𝑖𝑠𝑠𝑢𝑒𝑟 .
Suppose this is the case; recall that b𝐶𝑅𝐿 [0] must be valid, specifi-
cally, PKIX.Valid(𝜏, b𝐶𝑅𝐿 [0], 𝑠𝑡𝑜𝑟𝑒, 𝜔−{b}) (line 12 of Algorithm 8).
Hence, from Algorithm 8, there is some chain18 b ′ ∈ 𝜔 which in-
cludes a trust-anchor certificate b ′ [𝑖] ∈ 𝑠𝑡𝑜𝑟𝑒 , such that b𝐶𝑅𝐿 [0] =
b ′ [0] and IsChainC (b ′) returns ⊤.

18Intuitively, we expect b ′ to be the same as b𝐶𝑅𝐿 , but this is not required.

Hence, from Algorithm 1, C.Verifyb ′ [1] .𝑝𝑘 (b𝐶𝑅𝐿 [0]) holds and
b𝐶𝑅𝐿 [0] .𝑖𝑠𝑠𝑢𝑒𝑟 = b ′ [1] .𝑠𝑢𝑏 𝑗𝑒𝑐𝑡 . Recall that b𝐶𝑅𝐿 [0] .𝑖𝑠𝑠𝑢𝑒𝑟 = 𝜓 .𝑖𝑠𝑠𝑢𝑒𝑟
and that𝜓 .𝑖𝑠𝑠𝑢𝑒𝑟 is benign. Let𝜓 denote the self-signed certificate
outputted by𝜓 .𝑖𝑠𝑠𝑢𝑒𝑟 upon its initialization. We consider two cases:
(1) b ′ [1] .𝑝𝑘 = 𝜓 .𝑝𝑘 and (2) b ′ [1] .𝑝𝑘 ≠ 𝜓 .𝑝𝑘 .

Case (1): b ′ [1] .𝑝𝑘 = 𝜓 .𝑝𝑘 . Since𝜓 .𝑖𝑠𝑠𝑢𝑒𝑟 is benign, then it never
exposes the corresponding private signing key (generated upon
initialization and used to sign 𝜓 and other CRLs and public-key
certificates issued by𝜓 .𝑖𝑠𝑠𝑢𝑒𝑟 ). In fact,𝜓 .𝑖𝑠𝑠𝑢𝑒𝑟 only uses this sign-
ing key to certify CRLs when doing the PKIXC .GetCRL operation.
Recall that b𝐶𝑅𝐿 [0] is a valid CRL not issued by𝜓 .𝑖𝑠𝑠𝑢𝑒𝑟 and that
C.Verifyb ′ [1] .𝑝𝑘 (b𝐶𝑅𝐿 [0]) holds. Since the corresponding private
keywas never exposed or used to certify b𝐶𝑅𝐿 [0], such an adversary
contradicts the existential-unforgeability property of the certificate
scheme C.

Case (2): b ′ [1] .𝑝𝑘 ≠ 𝜓 .𝑝𝑘 . FromClaim 9, b𝐶𝑅𝐿 [0] has also a valid
chain; but then surelyCanFindFraudulentCert(𝑇, 𝑐𝑙𝑘,𝜓, 𝑠𝑡𝑜𝑟𝑒, 𝜔)
would return ⊤, which contradicts our assumption.

□

D EXPLANATION OF A SUBTLE POINT
REGARDING THE ACCOUNTABILITY
REQUIREMENT

Just before submission, a careful reviewer, which we will maintain
anonymous for the submission, asked us a very natural question
regarding the accountability requirement predicate (Algorithm 3).
Rephrased, he asked why does the predicate, in line 5, check first
that b is a chain (IsChain(b)) and then also that b [ 𝑗 + 1] is valid.
Isn’t the fact that b [ 𝑗 + 1] is valid follows from the fact that b is a
chain?

The answer is: both checks are necessary. The IsChain(b) func-
tion, Algorithm 1, checks (only) that b is a certificate chain, but
does not check that each certificate b [ 𝑗] along the chain is P .Valid.
Namely, IsChain(b) (Algorithm 1) checks that for every ‘chain
link’, i.e., for every 𝑗 : 0 < 𝑗 < |b |, holds:
Line 3: Each certificate b [ 𝑗 − 1] in the chain (except the last one) is

certified by the next certificate on the chain b [ 𝑗].
Line 4: The issuer of b [ 𝑗 − 1] is the subject of b [ 𝑗].
Line 5: Each cert b [ 𝑗] in the chain, except the first one, is a pub-

lic key certificate. Notice that it is important to allow the
first certificate on the chain, b [0], to be a non-public-key
certificate, in particular, a CRL.

Line 5: Each certificate b [ 𝑗] in the chain, except the first one, indi-
cates that the certified entity b [ 𝑗] .𝑠𝑢𝑏 𝑗𝑒𝑐𝑡 is a CA.

All of these checks are necessary for the accountability predicate
- but not sufficient. We also need to confirm that every non-first
certificate along the chain, b [ 𝑗], is P .Valid (at the current time,
with the current 𝜔 and 𝑠𝑡𝑜𝑟𝑒). This is checked by the (recursive)
call to P .Valid at the end of line 5 of the accountability requirement
predicate (Definition 7).

A related question may be, why do we allow𝜓 to appear in an
arbitrary location ( 𝑗 ) along the chain b , and do not require it to be the
very first certificate along the chain. In fact, we could have required
𝜓 to be the first certificate along the chain b ; however, that would
have made the use of the P .Valid quite inconvenient. This is since
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Algorithm 11 CT.Init: initialization
Input: local state st, local clock 𝑐𝑙𝑘 and parameters 𝑝𝑎𝑟𝑎𝑚𝑠 which has the same parameters as
in Algorithm 4 with the addition of the maximum merge delay Δ𝑀𝑀𝐷 and a trusted root store
𝑠𝑡𝑜𝑟𝑒 .

Output: updated state, the output of Algorithm 4 and the next wakeup time.

procedure CT.Init (st, 𝑐𝑙𝑘, 𝑝𝑎𝑟𝑎𝑚𝑠)

1: (st, 𝑜𝑢𝑡 ) ← PKIX.Init(st, 𝑐𝑙𝑘, 𝑝𝑎𝑟𝑎𝑚𝑠) ⊲ See Algorithm 4

2: if st.𝑟𝑜𝑙𝑒 ∈ {‘Logger’, ‘Monitor’} then ⊲ Only monitors and loggers

3: 𝑜𝑢𝑡 += (‘Wakeup’, 𝑐𝑙𝑘 + st.Δ𝑀𝑀𝐷 ) ⊲ Add next wakeup time

4: if st.𝑟𝑜𝑙𝑒 = ‘Monitor’ then ⊲ If monitor

5: st.𝑙𝑜𝑔𝑔𝑒𝑟𝑠 ← ⊥ ⊲ Init empty list of monitored loggers

6: st.𝑙𝑜𝑔← ⊥ ⊲ Init empty list of monitored logs

7: else ⊲ If logger

8: st.𝑚𝑦𝑙𝑜𝑔← ⊥ ⊲ Initialize local log

9: end if

10: end if

11: return (st, 𝑜𝑢𝑡 ) ⊲ Output

end procedure

Algorithm 12 CT.Certify: certificate issuance
Input: local state st, local clock 𝑐𝑙𝑘 and data to be certified 𝑡𝑏𝑐 .
Output: updated state and certificate𝜓 .

procedure CT.Certify (st, 𝑐𝑙𝑘, 𝑡𝑏𝑐)

1: if 𝑡𝑏𝑐.𝑡𝑦𝑝𝑒 = ‘pre-certificate’ then ⊲ If pre-certificate

2: Add critical ‘poison’ extension to 𝑡𝑏𝑐 ⊲ ‘Poison’ extension

3: end if

4: return (st, PKIX.Certify(𝑡𝑏𝑐)) ⊲ See Algorithm 5

end procedure

Algorithm 13 CT.Revoke: certificate revocation
Input: local state st, local clock 𝑐𝑙𝑘 and certificate𝜓 .
Output: the output of PKIX.Revoke.

procedure CT.Revoke (st, 𝑐𝑙𝑘,𝜓 )

1: return PKIX.Revoke(𝜓 ) ⊲ See Algorithm 6

end procedure

Algorithm 14 CT.GetCRL: retrieve CRL
Input: local state st and local clock 𝑐𝑙𝑘 .
Output: the output of PKIX.GetCRL.

procedure CT.GetCRL (st, 𝑐𝑙𝑘)

1: return PKIX.GetCRL(st, 𝑐𝑙𝑘) ⊲ See Algorithm 9

end procedure

Algorithm 15 CT.Chains:
Input: local clock 𝑐𝑙𝑘 , certificate𝜓 , root store 𝑠𝑡𝑜𝑟𝑒 and auxiliary information𝜔 .
Output: the output of PKIX.Chains.

procedure CT.Chains (𝑐𝑙𝑘,𝜓, 𝑠𝑡𝑜𝑟𝑒,𝜔 )

1: return PKIX.Chains(𝑐𝑙𝑘,𝜓, 𝑠𝑡𝑜𝑟𝑒,𝜔) ⊲ See Algorithm 7

end procedure

Algorithm 16 CT.Valid: certificate validation
Input: local clock 𝑐𝑙𝑘 , certificate𝜓 , root store 𝑠𝑡𝑜𝑟𝑒 and auxiliary information𝜔 .
Output: ⊤ if𝜓 is a valid certificate, and ⊥ otherwise.

procedure CT.Valid (𝑐𝑙𝑘,𝜓, 𝑠𝑡𝑜𝑟𝑒,𝜔 )

1: return PKIX.Valid(𝑐𝑙𝑘,𝜓, 𝑠𝑡𝑜𝑟𝑒.𝐶𝐴𝑠,𝜔 ) ∧ ⊲ See Algorithm 8

2: (∀𝑖 ∈ {1, 2})
(
∃𝜓𝑠𝑐𝑡

𝑖
∈ 𝜓 .𝑆𝐶𝑇∧

∃𝜓 ℓ
𝑖
∈ 𝑠𝑡𝑜𝑟𝑒.𝑙𝑜𝑔𝑔𝑒𝑟

)
s.t.: ⊲𝜓 contains two SCTs

3: 𝜓𝑠𝑐𝑡
𝑖

.𝑡𝑦𝑝𝑒 = ‘SCT’ ∧ ⊲𝜓𝑠𝑐𝑡
𝑖

is an SCT

4: C.Verify
𝜓ℓ
𝑖
.𝑝𝑘
(𝜓𝑠𝑐𝑡

𝑖
) ∧ ⊲ Logger 𝑖 signed𝜓𝑠𝑐𝑡

𝑖

5: 𝜓𝑠𝑐𝑡
𝑖

.𝑡𝑏𝑐.𝑐𝑒𝑟𝑡 = 𝜓 .𝑡𝑏𝑐 −𝜓 .𝑆𝐶𝑇 ∧ ⊲ Both SCTs are for𝜓

6: 𝜓𝑠𝑐𝑡
1 .𝑖𝑠𝑠𝑢𝑒𝑟 ≠ 𝜓𝑠𝑐𝑡

2 .𝑖𝑠𝑠𝑢𝑒𝑟 ⊲ SCTs from different loggers

end procedure

Algorithm 17 CT.Monitor: add to monitored logs
Input: local state st, local clock 𝑐𝑙𝑘 and log’s identifier ].
Output: updated state.

procedure CT.Monitor (st, 𝑐𝑙𝑘, ])

1: Add ] to st.𝑙𝑜𝑔𝑔𝑒𝑟𝑠 ⊲ Add ] to monitored logs

2: return (st,(‘Monitor’, st.𝑙𝑜𝑔𝑔𝑒𝑟𝑠)) ⊲ Output

end procedure

Algorithm 18 CT.Lookup: subject’s certificates lookup
Input: local state st, local clock 𝑐𝑙𝑘 and subject’s identifier 𝑠𝑢𝑏 𝑗𝑒𝑐𝑡 .
Output: updated state and all the certificates issued to 𝑠𝑢𝑏 𝑗𝑒𝑐𝑡 that are known to the entity.

procedure CT.Lookup (st, 𝑐𝑙𝑘, 𝑠𝑢𝑏 𝑗𝑒𝑐𝑡 )

1: 𝑐𝑒𝑟𝑡𝑠 ← ⊥ ⊲ Initialize set to ⊥
2: if st.𝑟𝑜𝑙𝑒 = ‘Monitor’ then

3: 𝑐𝑒𝑟𝑡𝑠 ←
{
𝜓
∃] ∈ st.𝑙𝑜𝑔𝑔𝑒𝑟𝑠,𝜓 ∈ st.𝑙𝑜𝑔[] ] s.t.

𝜓 .𝑠𝑢𝑏 𝑗𝑒𝑐𝑡 = 𝑠𝑢𝑏 𝑗𝑒𝑐𝑡

}
⊲ 𝑠𝑢𝑏 𝑗𝑒𝑐𝑡 ’s certificates

4: end if

5: return (st, 𝑐𝑒𝑟𝑡𝑠 ) ⊲ Output

end procedure

Algorithm 19 CT.Wakeup: scheduled operations
Input: local state st, local clock 𝑐𝑙𝑘 and wake up related information 𝑑𝑎𝑡𝑎.
Output: updated state and next wakeup time.

procedure CT.Wakeup (st, 𝑐𝑙𝑘,𝑑𝑎𝑡𝑎)

1: 𝑜𝑢𝑡 ← (‘Wakeup’, 𝑐𝑙𝑘 + st.Δ𝑀𝑀𝐷 ) ⊲ Set next wakeup

2: if st.𝑟𝑜𝑙𝑒 = ‘Logger’ then

3: 𝑡𝑏𝑐 ← (𝑡𝑦𝑝𝑒, ‘STH’) ⊲ Certificate of type STH

4: 𝑡𝑏𝑐.𝑖𝑠𝑠𝑢𝑒𝑟 ← st.] ⊲ The issuer of the STH

5: 𝑡𝑏𝑐.𝑓 𝑟𝑜𝑚 ← 𝑐𝑙𝑘 ⊲When was issued

6: 𝑡𝑏𝑐.𝑡𝑜 ← 𝑐𝑙𝑘 + st.Δ𝑀𝑀𝐷 ⊲ Time for next STH

7: 𝑡𝑏𝑐.𝑆𝑇𝐻 ← MTℎ (st.𝑙𝑜𝑔) ⊲
See CT Merkle-Tree Accumula-
tor (Definition 17)

8: 𝑡𝑏𝑐.𝑠𝑖𝑧𝑒 ← |st.𝑙𝑜𝑔 | ⊲ Log size

9: 𝜎 ← C.Certifyst.𝑠𝑘 (𝑡𝑏𝑐 ) ⊲ Sign certificate

10: st.𝜓𝑆𝑇𝐻 ← (𝑡𝑏𝑐, 𝜎 ) ⊲ Certified data

11: else if st.𝑟𝑜𝑙𝑒 = ‘Monitor’ then

12: 𝑜𝑢𝑡 += { (‘GetSTH’, ] ) | ∀] ∈ st.𝑙𝑜𝑔𝑔𝑒𝑟𝑠 } ⊲ Ask loggers for latest STH

13: end if

14: return (st, 𝑜𝑢𝑡 ) ⊲ Output

end procedure

Figure 2: CT (PKIX with certificate transparency) implementation
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Algorithm 20 CT.AddPreChain-Req: add certificate to log
Input: local state st, local clock 𝑐𝑙𝑘 , (pre)certificate𝜓 and auxiliary information𝜔 .
Output: updated state and SCT𝜓𝑆𝐶𝑇 .

procedure CT.AddPreChain-Req (st, 𝑐𝑙𝑘,𝜓,𝜔)

1: if

(
PKIX.Valid(𝜓, st.𝑠𝑡𝑜𝑟𝑒, 𝑐𝑙𝑘,𝜔) ∧

𝜓 ∉ st.𝑚𝑦𝑙𝑜𝑔 ∧ 𝑐𝑙𝑘 ≤ 𝜓 .𝑓 𝑟𝑜𝑚 + Δ𝑐𝑙𝑘 + Δ𝑐𝑜𝑚

)
then

2: st.𝑚𝑦𝑙𝑜𝑔 += 𝜓 ⊲ Store locally

3: 𝑡𝑏𝑐.𝑡𝑦𝑝𝑒 ← ‘SCT’ ⊲ Certificate of type SCT

4: 𝑡𝑏𝑐.𝑖𝑠𝑠𝑢𝑒𝑟 ← st.] ⊲ The issuer of the SCT

5: 𝑡𝑏𝑐.𝑡𝑖𝑚𝑒𝑠𝑡𝑎𝑚𝑝 ← 𝑐𝑙𝑘 ⊲ Timestamp (when issued)

6: 𝑡𝑏𝑐.𝑐𝑒𝑟𝑡 ← 𝜓 ⊲ Certificate information

7: 𝜎 ← C.Certifyst.𝑠𝑘 (𝑡𝑏𝑐 ) ⊲ Sign certificate

8: 𝜓𝑆𝐶𝑇 ← (𝑡𝑏𝑐, 𝜎 ) ⊲ Certified data

9: return (st, (‘AddPreChain-Resp′,𝜓𝑆𝐶𝑇 )) ⊲ Respond with SCT

10: end if

11: return (st,⊥) ⊲ Invalid request

end procedure

Algorithm 21 CT.GetSTH-Req: retrieve current STH
Input: local state st, local clock 𝑐𝑙𝑘 .
Output: updated state and STH𝜓𝑆𝑇𝐻 .

procedure CT.GetSTH-Req (st, 𝑐𝑙𝑘)

1: return (st, (‘GetSTH-Resp’, st.𝜓𝑆𝑇𝐻 )) ⊲ Output

end procedure

Algorithm 22 CT.GetSTH-Resp: store latest STH
Input: local state st, local clock 𝑐𝑙𝑘 , root store 𝑠𝑡𝑜𝑟𝑒 and STH certificate𝜓𝑆𝑇𝐻 .

Output: updated state and request for newly added log entries.

procedure CT.GetSTH-Resp (st, 𝑐𝑙𝑘, 𝑠𝑡𝑜𝑟𝑒,𝜓 )

1: 𝑜𝑢𝑡 ← ⊥
2: 𝑙𝑜𝑔← st.𝑙𝑜𝑔[𝜓𝑆𝑇𝐻 .𝑖𝑠𝑠𝑢𝑒𝑟 ] ⊲ Logger’s local data

3: 𝜓ℓ ← 𝑠𝑡𝑜𝑟𝑒.𝑙𝑜𝑔𝑔𝑒𝑟𝑠 [𝜓𝑆𝑇𝐻 .𝑖𝑠𝑠𝑢𝑒𝑟 ] ⊲ Logger’s certificate

4: if C.Verify𝜓ℓ .𝑝𝑘
(𝜓𝑆𝑇𝐻 ) ∧ |𝑙𝑜𝑔.𝑒𝑛𝑡𝑟𝑖𝑒𝑠 | < 𝜓𝑆𝑇𝐻 .𝑠𝑖𝑧𝑒 then ⊲ Valid STH

5: 𝑙𝑜𝑔.𝑛𝑒𝑤𝑆𝑇𝐻 ← 𝜓𝑆𝑇𝐻 ⊲ Store new STH

6: 𝑜𝑢𝑡 ← (‘GetEntries-Req’,𝜓𝑆𝑇𝐻 .𝑖𝑠𝑠𝑢𝑒𝑟,

7: 𝑠𝑡𝑎𝑟𝑡 = |𝑙𝑜𝑔.𝑒𝑛𝑡𝑟𝑖𝑒𝑠 |, 𝑒𝑛𝑑 = 𝜓𝑆𝑇𝐻 .𝑠𝑖𝑧𝑒 ) ⊲ Ask for new certs

8: end if

9: return (st, 𝑜𝑢𝑡 ) ⊲ Output

end procedure

Algorithm 23 CT.GetEntries-Req: retrieve log entries
Input: local state st, local clock 𝑐𝑙𝑘 , the number of the first entry requested 𝑠𝑡𝑎𝑟𝑡 and the number
of the last entry requested 𝑒𝑛𝑑 .
Output: updated state and signed list of entries𝜓𝑒𝑛𝑡𝑟𝑖𝑒𝑠 .

procedure CT.GetEntries-Req (st, 𝑐𝑙𝑘, 𝑠𝑡𝑎𝑟𝑡, 𝑒𝑛𝑑)

1: 𝑡𝑏𝑐 ← (𝑡𝑦𝑝𝑒, ‘get-entries’) ⊲ Certificate type

2: 𝑡𝑏𝑐.𝑖𝑠𝑠𝑢𝑒𝑟 ← st.] ⊲ The issuer

3: 𝑡𝑏𝑐.𝑓 𝑟𝑜𝑚 ← 𝑐𝑙𝑘 ⊲When was issued

4: 𝑡𝑏𝑐.𝑒𝑛𝑡𝑟𝑖𝑒𝑠 ← st.𝑚𝑦𝑙𝑜𝑔[𝑠𝑡𝑎𝑟𝑡 : 𝑒𝑛𝑑 ] ⊲ Desired certificates

5: 𝜎 ← C.Certifyst.𝑠𝑘 (𝑡𝑏𝑐 ) ⊲ Sign certificate

6: 𝜓𝑒𝑛𝑡𝑟𝑖𝑒𝑠 ← (𝑡𝑏𝑐, 𝜎 ) ⊲ Certified data

7: return (st, (‘GetEntries-Resp’,𝜓𝑒𝑛𝑡𝑟𝑖𝑒𝑠 )) ⊲ Output

end procedure

Algorithm 24 CT.GetEntries-Resp: store log entries
Input: local state st, local clock 𝑐𝑙𝑘 , root store 𝑠𝑡𝑜𝑟𝑒 and certificate𝜓 .

1: Output: updated state.

procedure CT.GetEntries-Resp (st, 𝑐𝑙𝑘, 𝑠𝑡𝑜𝑟𝑒,𝜓 )

2: 𝜓ℓ ← 𝑠𝑡𝑜𝑟𝑒.𝑙𝑜𝑔𝑔𝑒𝑟𝑠 [𝜓 .𝑖𝑠𝑠𝑢𝑒𝑟 ] ⊲ Logger’s certificate

3: if C.Verify𝜓ℓ .𝑝𝑘
(𝜓 ) then ⊲ Valid certification

4: 𝑙𝑜𝑔← st.𝑙𝑜𝑔[𝜓 .𝑖𝑠𝑠𝑢𝑒𝑟 ] ⊲ Logger’s local data

5: 𝑟𝑜𝑜𝑡 ← MTℎ (𝑙𝑜𝑔.𝑒𝑛𝑡𝑟𝑖𝑒𝑠 +𝜓 .𝑒𝑛𝑡𝑟𝑖𝑒𝑠 ) ⊲ Calc new root

6: if 𝑟𝑜𝑜𝑡 = 𝑙𝑜𝑔.𝑛𝑒𝑤𝑆𝑇𝐻 then ⊲ Verify Merkle root

7: 𝑙𝑜𝑔.𝑒𝑛𝑡𝑟𝑖𝑒𝑠 += 𝜓 .𝑒𝑛𝑡𝑟𝑖𝑒𝑠 ⊲ Update local certs

8: 𝑙𝑜𝑔.𝑆𝑇𝐻 ← 𝑙𝑜𝑔.𝑛𝑒𝑤𝑆𝑇𝐻 ⊲ Update local root

9: Optionally: examine new certificates for problems, e.g., potential phishing

10: end if

11: end if

12: return st ⊲ Output

end procedure

Figure 3: CT implementation contd.

P .Chainswould need to return a separate chain for every certificate
along b , the chains getting shorter and shorter until the trivial chain
that only contains a trust anchor certificate. For example, if 𝜓 is
provided with the (short) chain b [0] = 𝜓 , b [1] = 𝜓 ′ and b [2] ∈
𝑠𝑡𝑜𝑟𝑒 , then, to ensure that P .Valid(𝑐𝑙𝑘,𝜓 ′, 𝑠𝑡𝑜𝑟𝑒, 𝜔) would hold, we
would need 𝜔 to also contain the chain b ′ s.t. b ′ [0] = b [1] = 𝜓 ′ and

b ′ [1] = b [2] ∈ 𝑠𝑡𝑜𝑟𝑒 . And this is even without considering the CRL
chains required to validate 𝜓 and 𝜓 ′. So, such an accountability
predicate would be inconvenient, unnatural and inelegant, and
definitelywould require us to define a very strange implementations
for the PKIs (and different from the real implementations).
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Algorithm 25 𝑓ΔRev : Revocation function
Input: transcript𝑇 .

Output: ⊤ if the adversary fails to present a ‘revoked-yet-valid’ certificate 𝜓 (which is valid

on local clock 𝑐𝑙𝑘 although its benign issuer𝜓 .𝑖𝑠𝑠𝑢𝑒𝑟 revoked it before 𝜏 − ΔRev); ‘Weak’ if

the adversary presents a ‘revoked-yet-valid’ certificate𝜓 , and the PKI identifies a fraudulent yet

valid certificate which is valid with respect to a key not declared by its honest issuer; and ⊥ if the

adversary presents a ‘revoked-yet-valid’ certificate and the PKI fails to identify such a certificate.

1: procedure 𝑓ΔRev (𝑇 )

2: (𝑐𝑙𝑘,𝜓, 𝑠𝑡𝑜𝑟𝑒,𝜔 ) ← 𝑇 .𝑜𝑢𝑡A ⊲ Extract adversary’s output

3: if


𝜓 .𝑖𝑠𝑠𝑢𝑒𝑟 ∈ 𝑇 .N − 𝑇 .F ∧
P .Valid(𝑐𝑙𝑘,𝜓, 𝑠𝑡𝑜𝑟𝑒,𝜔 ) ∧

RevocationReqested(𝑐𝑙𝑘,𝜓,𝑇 ,ΔRev )

 then

4: if CanFindFraudulentCert(𝑇 ,𝑐𝑙𝑘,𝜓, 𝑠𝑡𝑜𝑟𝑒,𝜔 ) then

5: return ‘Weak’

6: else

7: return ⊥
8: end if

9: end if

10: return ⊤
11: end procedure

12: procedure CanFindFraudulentCert(𝑇 ,𝑐𝑙𝑘,𝜓, 𝑠𝑡𝑜𝑟𝑒,𝜔 )

13: Output: ⊤ if P .Chains returns a chain b which contains some ‘valid yet fraudulent’ public

key certificate b [𝑖 ]. By saying that b [𝑖 ] is fraudulent we mean that the subject b [𝑖 ] .𝑠𝑢𝑏 𝑗𝑒𝑐𝑡 is
a benign entity, but the key certified is not the key generated (and self-certified) by b [𝑖 ] .𝑠𝑢𝑏 𝑗𝑒𝑐𝑡 .

14: for b ∈ P .Chains(𝜓, 𝑠𝑡𝑜𝑟𝑒, 𝜏,𝜔 ) do

15: if



∃𝑖 s.t. :
P .Valid(𝑐𝑙𝑘, b [𝑖 ], 𝑠𝑡𝑜𝑟𝑒,𝜔 ) ∧
b [𝑖 ] .𝑡𝑦𝑝𝑒 = 𝑃𝑢𝑏𝐾𝑒𝑦 ∧

b [𝑖 ] .𝑠𝑢𝑏 𝑗𝑒𝑐𝑡 ∈ 𝑇 .N − 𝑇 .F ∧
SelfCertified(𝑇, b [𝑖 ] .𝑠𝑢𝑏 𝑗𝑒𝑐𝑡, b [𝑖 ] .𝑝𝑘 ) = ⊥


then return ⊤

16: end for

17: return ⊥
18: end procedure

19: procedure RevocationReqested(𝑐𝑙𝑘,𝜓,𝑇 ,ΔRev)

20: return ∃𝑒, 𝑒𝑅 𝑠.𝑡 . 𝑒 < 𝑒𝑅 ∧ ⊲𝜓 issued, then revoked

21: 𝑇 .𝑜𝑝𝑟 [𝑒 ] = ‘Certify’ ∧ ⊲ 𝑒 was a Certify operation

22: 𝑇 .𝑜𝑝𝑟 [𝑒𝑅 ] = ‘Revoke’ ∧ ⊲ 𝑒𝑅 was a Revoke operation

23: 𝑇 .𝑖𝑛𝑝 [𝑒 ] = 𝜓 ∧ ⊲𝜓 issued by𝜓 .𝑖𝑠𝑠𝑢𝑒𝑟

24: 𝑇 .𝑖𝑛𝑝 [𝑒𝑅 ] = 𝜓 ∧ ⊲𝜓 revoked by𝜓 .𝑖𝑠𝑠𝑢𝑒𝑟

25: 𝑇 .𝜏 [𝑒 ] ≤ 𝑇 .𝜏 [𝑒𝑅 ] ≤ 𝑐𝑙𝑘 − ΔRev ⊲
both at least𝑇 .𝜏 [𝑒 ] before local clock
𝑐𝑙𝑘

26: end procedure

Algorithm 26 𝜋ΔTra : the ΔTra-Transparency requirement predicate
Input: transcript𝑇 .

Output: ⊥ if the adversary outputs a certificate𝜓 and auxiliary information 𝜔 , s.t.𝜓 is valid

on local clock 𝑐𝑙𝑘 given 𝜔 , although𝜓 .𝑓 𝑟𝑜𝑚 ≤ 𝜏 − ΔTra and there exists a benign monitor

]𝑀 , unaware of𝜓 at local clock 𝑐𝑙𝑘 , and monitoring a log in𝜓 .𝑙𝑜𝑔𝑠 since 𝜏 − ΔTra or earlier.

Otherwise, the adversary failed, and the output is ⊤.
1: procedure 𝜋ΔTra (𝑇 )

2: (𝑐𝑙𝑘,𝜓, 𝑠𝑡𝑜𝑟𝑒,𝜔, ]𝑀 ) ← 𝑇 .𝑜𝑢𝑡A ⊲ Extract adversary’s output

3: return ⊥ if P .Valid(𝑐𝑙𝑘,𝜓, 𝑠𝑡𝑜𝑟𝑒,𝜔 ) ∧ ⊲𝜓 is valid certificate at 𝜏

4: 𝜓 .𝑓 𝑟𝑜𝑚 ≤ 𝜏 − ΔTra ⊲𝜓 issued at least ΔTra before 𝜏 , and

5: IsBenignMonitor(𝑇,𝜓, ]𝑀 , 𝜏 − ΔTra ) ∧ ⊲
]𝑀 monitors a log in𝜓 .𝑙𝑜𝑔𝑠 since𝜏−
ΔTra

6: MonitorIsUnaware(𝑇,𝜓, ]𝑀 , 𝜏 ) ⊲ Yet ]𝑀 is unaware of𝜓 at 𝜏

7: return ⊤
8: end procedure

9: procedure IsBenignMonitor(𝑇,𝜓, ]𝑀 , 𝜏 ′)

10: return ]𝑀 ∈ 𝑇 .N − 𝑇 .F ∧ ⊲ ]𝑀 is benign, and

11: ∃𝑒,Λ s.t. ⊲ for some event 𝑒 and set of logs Λ,

12: 𝑇 .𝑒𝑛𝑡 [𝑒 ] = ]𝑀 ∧ ⊲ ]𝑀 was invoked

13: 𝑇 .𝑜𝑢𝑡 [𝑒 ] = (‘Monitor’,Λ) ∧ ⊲ to monitor set of logs Λ

14: 𝜓 .𝑙𝑜𝑔𝑠 ∩ Λ ≠ 𝜙 ∧ ⊲ which includes a log in𝜓 .𝑙𝑜𝑔𝑠

15: 𝑇 .𝜏 [𝑒 ] ≤ 𝜏 ′ ⊲ before𝜓 .𝜏

16: end procedure

17: procedure MonitorIsUnaware(𝑇,𝜓, ]𝑀 , 𝜏 )

18: return ∃𝑒 s.t.𝑇 .𝑜𝑝𝑟 [𝑒 ] = ‘Lookup’ ∧ ⊲ Lookup operation was invoked

19: 𝑇 .𝑒𝑛𝑡 [𝑒 ] = ]𝑀 ∧ ⊲ on ]𝑀

20: 𝑇 .𝑖𝑛𝑝 [𝑒 ] = 𝜓 .𝑠𝑢𝑏 𝑗𝑒𝑐𝑡 ∧ ⊲ w.r.t𝜓 .𝑠𝑢𝑏 𝑗𝑒𝑐𝑡

21: 𝑇 .𝜏 [𝑒 ] > 𝜏 ∧ ⊲ sometime after𝜓 .𝜏 + Δ
22: 𝜓 ∉ 𝑇 .𝑜𝑢𝑡 [𝑒 ] ⊲ but ]𝑀 was unaware of𝜓

23: end procedure

Figure 4: Remaining PKI security requirements
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