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Abstract

The differential uniformity, the boomerang uniformity, and the extended Walsh spec-
trum etc are important parameters to evaluate the security of S(substitution)-box. In this
paper, we introduce efficient formulas to compute these cryptographic parameters of per-
mutation polynomials of the form z"h(z(2"~1/4) over a finite field of ¢ = 2" elements,
where 7 is a positive integer and d is a positive divisor of 2" — 1. The computational cost
of those formulas is proportional to d. We investigate differentially 4-uniform permutation
polynomials of the form z"h(z("~1/3) and compute the boomerang spectrum and the
extended Walsh spectrum of them using the suggested formulas when 6 < n < 12 is even,
where d = 3 is the smallest nontrivial d for even n. We also investigate the differential
uniforr;ﬂty of some permutation polynomials introduced in some recent papers for the case
d=2"7?+1.
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1 Introduction

Throughout this paper, Fon is the finite field of 2" elements, 5, is the subset of nonzero
elements of Fon. For a function F' : Fon — Fan, we denote dp(a,b) with a € F5,, and b € Fon
by the number of solutions of the equation F(z) + F(z + a) = b and

op = ang;%}éan O (a,b). (1)

In this case, F' is said to be differentially §p-uniform. Constructing an S-box with good
cryptographic properties for symmetric cipher is essential to the security of the symmetric
cryptography, and Nyberg[20] suggested to choose an S-box with low differential uniformity to
avoid differential cryptanalysis. We call F' almost perfect nonlinear (APN) if F' is differentially
2-uniform, which is the optimal case for . Though S-Box does not need to be invertible,
invertible S-Box has many advantages in symmetric cryptography. Several APN permutations



are known when n is odd, and the inverse function F(z) = 22" ~2 € Fan[z] is always APN for
odd n. However, the situation for even n is quite different. It is known that there is no APN
permutation if n = 2,4, and a single example of APN permutation[5] is known for n = 6.
However, at this moment, the existence of APN permutations for even n > 8 is still unsettled,
and it is referred as the Big APN Problem.

Another important tool for cryptanalysis is the boomerang attack introduced by Wagner|[22].
Recently, Cid et al.[8] introduced the boomerang connectivity table which contains the number
of solutions of

F Y F(zx)+a)+ F Y (F(x+b) +a)=0b0  (a,b€Fan)

for a permutation F' : Fon — Fan, which is denoted by Sr(a,b) in this paper. The boomerang
uniformity of F', S, is defined as the maximum of Sr(a,b) for all a,b € F5,, where the case
a =0 or b =0 are excluded because Sr(a,0) = Br(0,b) = ¢ for all a,b € Fan. The boomerang
uniformity of an S-box is related to the success probability of the boomerang attack, hence
an S-box is suggested to have low boomerang uniformity. In [8], it is shown that Sr > dp,
and fp = 2 if and only if ép = 2 (i.e.,, F' is APN). In constructing an S-box, the cases
n = 4 and n = 8 are most preferred for implementations. However, when n = 4, there is no
APN permutation and it is also proved[3] that there is no permutation with S = 4. When
n = 8, we do not know the existence of a permutation F' with ép = 2 or Sr = 4, and the
authors of [8] say that construction of a permutation polynomial F' with Sr = 4 would be quite
difficult. The result in [8] also says that a permutation of boomerang uniformity 4 needs to be
differentially 4-uniform, i.e., fr = 4 implies p = 4. There are several results[3, 16, 19] about
the boomerang uniformity of the known differentially 4-uniform permutations. In [3, 16, 19],
some permutations having boomerang uniformity 4 are found when n = 2 (mod 4). However,
when n = 0 (mod 4), the lowest boomerang uniformity in the list is 6. Hence constructing a
permutation polynomial of boomerang uniformity 4 when 4 | n is still an open problem.

To construct a permutation with low boomerang uniformity, we investigate boomerang
uniformity of the known permutation polynomials. In particular, we consider permutation
polynomials of the form z"h(z(2"~1)/4). Permutation polynomials of this form were first char-
acterized by Wan and Lidl[23], and have since been widely studied[2, 10, 11, 12, 13, 14, 15, 16,
17, 18, 21, 25, 27]. In this paper, we introduce efficient formulas to compute differential uni-
formity and boomerang uniformity of permutation polynomials of this form. These formulas
are more efficient when d is small. Since 3 | (2" — 1) for even n, we investigate permutation
polynomials of the form z"h(z(2"~1/3) for even n < 10. We also consider other important
cryptographic parameters like the extended Walsh spectrum, the nonlinearity, the differential
spectrum, and the boomerang spectrum for these permutation polynomials.

The rest of this paper is organized as follows. In section 2, we recall some known results
about permutation polynomials of the form xrh(a;@n_l)/ d) and cryptographic properties includ-
ing the boomerang uniformity and the extended Walsh spectrum. In section 3, we give efficient
formulas for computing cryptographic parameters introduced in section 2 of permutation poly-
nomials of the form $’"h(m(2n_1)/ 4), In section 4, we investigate cryptographic parameters of
differentially 4-uniform permutations of the form z"h(z("~1/3) using our formulas obtained
in section 3, and we also investigate the differential uniformity of permutations of the form
xTh(:c2n/2*1) in some recent papers for even n < 10. Finally we give a concluding remark in
section 5.



2 Preliminaries

2.1 Permutation polynomials of the form z"h(z("~1)/4)

In this subsection, we focus on permutation polynomials of the form :U”h(w(anl)/ 4) introduced
by Wan and Lidl[23]. We first introduce the following notations which are also used in [23].

Definition 1. (Definition 1.1 of [23]) Let d|(2" — 1) and g be a fized primitive root of Fon.
Let wg = g@" =Y/ be a primitive d-th root of unity in Fon. A map ) : Fy. — (Z/dZ)t defined
by

Y(a) = Indy(a) (mod d)

where Indy(a) is the residue class (b mod (2" — 1)) such that a = g°.

Note that the following equation holds.

a2 =D/d — w;ﬁ(a)
With these notations, the following main theorem of [23] gives a characterization of permutation
polynomials of the form z"h(z(3"=1/4),

Theorem 1. (Theorem 1.2 of [23]) Let r be a positive integer, d be a positive divisor of 2™ —1.
Let h(z) € Fon[x]. Then the polynomial F(z) = z"h(z?"~Y/4) is a permutation polynomial of
Fon if and only if the following conditions are satisfied :

(i) ged(r, (2™ —1)/d) = 1.

(i3) h(w®) # 0 for all 0 < i < d.

(113) 1 (ZES&) Z7r(j—1) (mod d) for all0 < i< j<d.

Park and Lee[21] introduced a simpler characterization of these permutation polynomials.
This result is also found in [1, 24, 27].

Theorem 2. (Lemma 2.1 of [27]) Let r be a positive integer, d be a positive divisor of 2" — 1
and pig = {o € F5, - a? = 1}. Let h(z) € Fan[z]. Then the polynomial F(z) = 2" h(x(2"~1D/d)
is a permutation polynomial of Fon if and only if the following conditions are satisfied :

(i) ged(r, (2™ —1)/d) = 1.

(ii) 2" h(x) " =D/ permutes ug.

There are many results on the permutation polynomials of this form, and several recent
studies [2, 10, 11, 12, 13, 14, 15, 16, 17, 18] focus on the case d = 2"/ + 1.

For any permutation polynomial, one can express the polynomial as the form z"h(z )
for some r and d (see also Section 1 of [25]). This can be explained as follows. Let F'(x)
Z gcixdi where ¢; > 0 and d;’s are distinct. Note that if F' has a constant term then d; = 0
for some i. Letting

2m—1 /d)

/F = ng(Qn — 1,di — dj)
i#j

and dp = (2" —1)/d}, we can write F(z) = 2"h(z(2"~1/r) where r = d; for some i. When F
is a monomial, we get df = 2" — 1 and dp = 1 which is the most efficient case.



2.2 Equivalent relations of Boolean functions

The followings definition contains some equivalence relations among the vectorial Boolean
functions on finite fields.

Definition 2. Let F' and G be functions defined on Fon.

(i) F' and G are linear equivalent if F = Ly o G o Ly for some linear permutations Ly and
Lo.

(i) F and G are affine equivalent if F = A; o G o Ay for some affine permutations Ay and
As.

(iii) F and G are extended affine(EA) equivalent if F = A; oG o As + As for some affine
permutations A1 and Ay and an affine function As.

The following equivalence, called CCZ-equivalence, was introduced in [6].

Definition 3. Let F' and F' be functions defined on Fon. Denote Gp = {(z, F(x)) : © € Fon}
and Ggr = {(x, F'(x)) : © € Fon}. Then F and F' are said to be CCZ-equivalent if there is
an affine permutation L : Gp — Gpr.

The relation among the above mentioned equivalences are as follows; Linear equivalence —
Affine equivalence — EA equivalence — CCZ-equivalence.

2.3 Boomerang uniformity

As mentioned in section 1, the boomerang uniformity of a permutation F' is defined as follows.

Definition 4. Let F' be a permutation on Fon. We denote Br(a,b) (a,b € Fan) by the number
of solutions of the following equation

F Y F(z)+a)+ F Y F(zx+b)+a)=>b. (2)
The boomerang uniformity of F is defined by

fr = max Br(a,b). (3)

a,bEF,

The boomerang uniformity is preserved under affine equivalence but is not preserved under
EA equivalence[3]. Furthermore F and F~! have the same boomerang uniformity[3] where
F~1is the inverse permutation of F.

The authors of [16] consider the following system of equations.

Definition 5. Let F be a permutation on Fon and a,b € Fon. We denote (a,b) by the
number of solutions (x,y) of the following system

{F(m+a)+F(y+a):b ()

F(x)+ F(y)=b

We also denote By by

/ /
Br = a,meEIiF);(n Br(a,b). (5)
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Then one has the following result on the boomerang uniformity[16].

Theorem 3. (Theorem 2.3 of [16]) The notations are same as those in Definition 4 and 5.
Then By = Br.

The key idea of Theorem 3 is
Br(a,b) = Bp-1(a,b). (6)
Theorem 3 is useful when computing the boomerang uniformity of F because F~! is not used
in (4). However, since 8 (a,b) = Bp-1(a,b) # Br(a,b) in general, B (a, b) do not generate the
boomerang connectivity table[8] of F, the table of Sr(a,b) for all a,b € Fon.
2.4 Other notions of Boolean functions

In this subsection, we introduce some invariants of vectorial Boolean functions.

Definition 6 (Walsh Transform). Let a,b € Fon and F' be a function on Fan. Then

)\F(a’ b) _ z (_1)Tr(az+bF(;v))

z€Fon

n—1
is called the Walsh transform of F, where Tr(x) = Z z?" for all x € Fon.
i=0
Definition 7 ((Extended) Walsh Spectrum). Let F' a function defined on Faon.
(i) The multiset Ap = {Ap(a,b) : a € Fon,b € F5.} is called the Walsh spectrum of F.
(it) The multiset A, = {|A\p(a,b)| : a € Fon,b € F3,} is called the extended Walsh spectrum
of F.

The nonlinearity can be defined using the notion of the Walsh transform.

Definition 8 (Nonlinearity). Let F' be a function on Fon and

A\p = Ap(a,b 7
F anggfféF;n\ r(a,b)| (7)

be the mazimum value in A'y. Then the nonlinearity of F is defined by
1
NL(F) =21 - SAE- (8)

Next we introduce another cryptographic parameter of Boolean functions related with the
differential uniformity.

Definition 9 (Differential Spectrum). Let F' be a function defined on Fan. The multiset
1s called the differential spectrum of F'.

It is known that if two functions F' and F’ are CCZ-equivalent then F' and F’ have the
same extended Walsh spectrum, nonlinearity, and differential spectrum.



3 Efficient formulas for computing cryptographic parameters
of F(z) = z"h(x®"~1/4)

Throughout this section, we fix F(x) = z"h(x?"~1/?) € Fou[z] for some h(x) € Fan[z] where
r is an integer and d is a divisor of 2" — 1. We will present efficient formulas for computing the
differential uniformity, the differential spectrum, the boomerang uniformity, the Walsh trans-
form, the extended Walsh spectrum, and the nonlinearity of F'(x). The introduced formulas
are efficient for small d.

3.1 The differential uniformity

In this subsection, an efficient formula for 07 of F(x) = z"h(z(3"~1/?) is proposed. First we
introduce the the following result in [7].

Theorem 4. (Theorem 6 of [7]) Let g = {a € Fn : o = 1} be the cyclic subgroup of order
d in F5,. If ged(d, (2" — 1)/d) = 1 then differential uniformity of F' can be computed by

o = aepg{?g%n dr(a,b). (9)

We would like to extend the above result to the case ged(d, (2" —1)/d) > 1. First we prove
the following lemma which is used in the proof of Theorem 5 and Theorem 8.

/

2mr-1)/d
> = 0 equivalently <> =1 where a,da’ € F5., then
a

/

Lemma 1. If ¢ <a

a

for all x € Fan.

Proof. Since ¢ (CL/) =0, we get ¢ <C;,x> =1 <Z,> +1p(z) = ¥ (x). Since F(z) = 2" h(w?®),

a
we get

Theorem 5. Under the same condition as in Lemma 1 and for b € Fan,

s 5o () ).

Proof. Suppose that y is a solution of F(x) 4+ F(z + a) = b. By Lemma 1,

F (Zy) +F (C;/y + a’) =F (gy) +F ((Z(y —l—a))

- (4) rw+ruray - (L) s

a
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/
a

Thus —y is a solution of
a

F(z)+ F(x+d) = (i) b. (10)

This shows that there is a bijection between the set of solutions of F(z) + F(z + a) = b and
the set of solutions of (10). Therefore, F(x) + F(z + a) = b and (10) have same number of
solutions, which completes the proof. ]

The above theorem shows that for fixed a,a’ € F3, with ¢(a) = ¥(a’) the following is
satisfied

/

{5p(a,b) : b€ Fan} = {5F (a’, (Z)b) be an} = {6p(a,b) : b € Fan}.

!/

-
a

The second equality comes from the fact that b — <> b is bijective. Let a; be any repre-
a

sentative element of the set
U; ={a € F3 : ¢(a) =i}

for each 0 < ¢ < d. Suppose that we have already computed dp(a;,b) for all b € Fon and
0 <i < d. Then for all a’ € ¥; and b € Fan, we get

a;

.
5F(a’,b) = 5F (ai, (j) b) (11)
a
from Theorem 5. Since ¢* € W, for each 0 < i < d, where ¢ is a primitive root of Fan,
Ri={¢":0<i<d}

can be an example of such set consisting of representative element of ;. Considering R, as
the representative set, (11) is rewritten as

sra.)=or (s () 0). (12

and we also get the following corollary.

Corollary 1. The differential uniformity of F can be computed by

op = ae%l%é(%n or(a,b). (13)

If we apply (1) for computing the differential uniformity, then we need to consider all
a € F3,, while we only need to consider a € R, using (13). Therefore our reduced search space
is only d/(2™ — 1) of the original search space. In a similar way, we get another corollary which
is useful for computing the differential spectrum of F'(z).

Corollary 2. For c € Dp, let
DF,C = {((1,, b) S an X ]an . (SF((L7 b) = C},
DF,c,d = {(CL, b) € Ry x Fon : 51:*((17 b) = C}.
Then we have

#Dpeqg = #Dpc-d/(2" —1).

7



Hence we can compute the differential spectrum of F efficiently by computing the multiset
{6r(a,b) :a € Rq,b € F5.}
first and apply Corollary 2 to compute the multiplicity of each element in the above set.

Next we consider a special family of permutation polynomials of the form xTh(x@n_l)/ ),
For an integer k, we denote v4(k) such that d¥¢(®) | k but @)+ 4 k. Suppose that d is a
prime and ged(d, (2" — 1)/d) = d, and then v4(2" — 1) > 1. Now we consider the polynomials

G(z) = 2" (" =D/ 4 ¢y, (14)

where § € iy en-1) \ . First we prove that G(x) is a permutation polynomial for some
special cases.

Theorem 6. Let d =3 and ged(3, (2" — 1)/3) = 3, that is, 6|n. If ged(r, (2" —1)/3) =1 and
€ is a primitive 9-th root of unity, then G(x) is a permutation polynomial.

Proof. By Theorem 2, it remains to show that G/(x) = 2" (z + £)2"~1/3 permutes u3. Since
E+E+1=0,

(£2+£)7:£I4+£13+£12+£11+£10+£9+£8_1_57
=P+ +(E+E+DE+EN) = +1=¢"

and hence we get (£2 + ¢)?! = 1. Since (2" — 1)/3 is divisible by (26 —1)/3 = 21 when 6|n, we
get
(€240 = @D yElE =, (1)

For convenience, we denote w3 = £3. Observe that
G'(1) = (6+ 1)@
G (w3) = wh(ws + &)@ DB = (&3 4 &)@ -1/3 = re@=D/3(¢2 4 1)@ -1)/3
2
_ o re(27=1)/3 (2r-1)/3\" _  r (2n—1)/3
WEEFTIR (4 )ETIR) = wh(e )
G’(w%) — wgr(wg + 6)(2”71)/3 — w%r(gG + 610)(2“71)/3 _ w%r(fﬁ +€10)(2"71)/3

n __ r n__ 4 r n __
— W (14 €)M DB — i (14 @ D) = whr(g 4 1)@ D8

and hence if ged(r, (2" — 1)/3) = 1 then G’(x) permutes p3, which completes the proof. O

We would like to show that the formula (13) in Corollary 1 for G(z) can be further simpli-
fied. First we prove the following lemma.

Lemma 2. Let p € Fon be a primitive d¥+?" =V -th root of unity. If 2 is a primitive root mod
Ord(§), then

. _ n 2nkj
Sa(p?,b) = b¢ (1, <p—J(r+(2 —1)/d)b) >

for some integer k; for every 0 < j < d.



Proof. Let = be a solution of b = G(z) + G(x + p’), that is,
b=G(z)+ Ga+p) =D a” 4 (@4 p) T g )
Substitute & = p’y into the above equation we get

b= (pPy) T () + (py 4 )T g(py 4 )T
= pIrH RN/ (e eI GRD (g ) ETD/ L g @Dy )

Hence we get

I DAy @D/ e pmi R0 dyr | 4y @D/ iR gy | gy

Since p—i(2"-1)/d

Ord(§), there is an integer k; such that §2kj = ¢p 7@ "=1/d_ Raising 2" %i-th power to the last
equation, we get

€ ug, we get £pIR"-1/d ¢ pord(e) \ Hd- Since 2 is a primitive root mod

2n—k:j k.

(protre@ D)™ = (R DA (T (T )@ D (2

n—=k; . n—=k; . 2"7]9]‘

Hence z =42 7 = (p~72)?" 7 is a solution of G(2) + G(z + 1) = (p~/+"~D/d)p) . O
Theorem 7. Under the same condition as in Lemma 2,

d¢ = max dg(1,b). (16)

beFyn

It is clear that we can set R; = {1} for computing the differential spectrum of G(z) in
Corollary 2.

3.2 The boomerang uniformity

For boomerang uniformity, we can derive similar theorem and formula to previous subsection.
We only consider the case for 7.

/
Theorem 8. Suppose F(z) is a permutation. Let a,a’ € Fs, and b € Fon If 9 (a) =0
a
NG
equivalently <> =1, then
a
a\"
o) = (. (%) 1).
a
Proof. Suppose that (z,y) = (xo,yo) is a solution of (4). By Lemma 1, we get
a a a
F <aa:0 —|—a’) +F (ayo + a’) =F < (xo +a)> + F (a(yo + a))

) e rmea= ()

9



and also

(o) 2 (%) = (2) o Fa = (2)' .

a d
Thus (z,y) = <ac0, y()) is a solution of
a a

Fla+d)+Fy+d)= (j)b (17)

P+ ) = (%) 0

a

This shows that there is a bijection between the solutions of (4) and the solutions of (17).
Therefore, (4) and (17) have same number of solutions, which completes the proof. O

Applying Theorem 3 and Theorem 8, we get the following.
Corollary 3. The boomerang uniformity of F' can be computed by

= (a,b). 18
Br . Br(a,b) (18)

In Corollary 2, we used the formula (12) to compute the differential spectrum efficiently. We
can apply similar argument for the boomerang uniformity. We define the boomerang spectrum
of a permutation F. Since Sr(a,b) = q¢ when a = 0 or b = 0, we exclude these cases in the
definition of the boomerang spectrum.

Definition 10 (Boomerang Spectrum). For any permutation F' on Fon, the boomerang spec-
trum of F' is defined as the multiset

Br ={pfr(a,b):a,b e Fs.}.

It is shown[3] that if two permutations F' and F’ defined on Fan are boomerang equivalent,
then Brp = Bps. If we denote

v = {Br(a,b) :a,b € Fi.},

then we can easily see that B = Bp from (6). Note that the boomerang spectra of some
S-boxes including AES(Advanced Encryption Standards) S-box were investigated in [8]. Now
we have the following analogue to Corollary 2.

Corollary 4. Suppose F(x) is a permutation. For ¢ € B, we denote that
;“70 = {(CL, b) € F5n x FQ" : ﬁ%(aa b) = C}
j%d ={(a,b) € Ry x Fon : Br(a,b) = c}
Then we see that
#B/F,c = #B%‘,c,d ’ (277, - 1)/d
Hence we can compute the boomerang spectrum of F' efficiently by computing the multiset
{Br(a,b):a € Ry,b e Fs5.}

first and apply Corollary 4 to compute the multiplicity of each element in the above set.

10



3.3 The extended Walsh spectrum

The result for the Walsh spectrum is similar, though the proof technique is slightly different
from Section 3.1 and Section 3.2.

/ /N (27=1)/d
Theorem 9. Let b,b' € F3, and a € Fon. If ¢ <Z) = 0 equivalently (b) =1, then

Ar(a,b) = Ap ((i)m’) .

where rr’ =1 (mod (2" —1)/d).

Proof. By Lemma 1,

ANIAY b AN AN b\"
ax + bF (z) = (b) (b’> ar+b - yF(x) = <b> a <<b’> x) +b'F <<b’> x) .
Since {(b/b’)rl x:x € Fon} = Fan, we obtain

)\F(a-; b) = Z (_1)Tr(a:r;+bF(96)) — Z (_1>TT((b//b)r/a((b/b')T/z)er/F((b/b,)T/I))
Q?GIFQTL .’I?GFQTL
= 2 (—1)TT«bl/b)r/“((b/b’)r/@+b/F((b/b/)r’z>)
(b/b/)rlxelFQH
= 1 Tr((b’/b)rla:c+b/F(z)> _, <b’>7’ 7b/

which completes the proof. O

Ap(a,b) = A <<9b> a,y‘) | (19)

Corollary 5. For ¢ € Ap, we denote that

Apc ={(a,b) € Fon x F3. : Ap(a,b) = ¢}, Apca = {(a,b) € Fon X Rq: Ap(a,b) = c},
};M = {(a,b) € Fon x F3. : Np(a,b) = ||}, A’F’|C|7d ={(a,b) € Fon x Ry : Np(a,b) = |c|}

From Theorem 9, we get

Then we see that

#AFe = #Apea- (2" —1)/d and #Ap) ) = #Ap 0 (27 - 1)/d.

Hence we can compute the Walsh spectrum and the extended Walsh spectrum of F(x)
efficiently by computing the multisets

{Ar(a,b) : a € Fon,b € Ry} and {|Ap(a,b)|: a € Fon,b € Ry}

first and apply Corollary 5 to compute the multiplicity of each element in the above sets,
respectively. The nonlinearity of F(z) can also be efficiently computed using Theorem 9.

11



Corollary 6. The nonlinearity of F(x) is given as

1
Fy=2"1_2 : 2
NL(F) 3 acii2x  [Ar(a;b) (20)

4 Numerical results for even n

4.1 A complete investigating for the case d =3 when n < 12

It is well studied about the permutations of low boomerang uniformity including APN permu-
tations over Fon for odd n. But the same topic on even n is not well studied yet. Especially
there is no known permutation polynomial of the boomerang uniformity at most 4 over Fan
when 4 | n. Since a permutation of the boomerang uniformity 4 is differentially 4-uniform, it is
worth to investigate the boomerang uniformity of differentially 4-uniform permutations. The
boomerang uniformity of power permutation F' with dp = 4 is considered in [16]. Hence we
consider the second smallest case d = 3 in this section since 3 | (2" — 1) for every even n. A
complete investigating is the most inefficient method, but it is also the most obvious method.
And we can expect to offset this inefficiency by applying our formulas proposed in section 3.

4.1.1 Permutation binomials

We investigate the permutation binomials of the form

F(a) =" (@707 4 g% (21)
where 0 < k < 2™ — 1, when 4 <n < 10 is even.
B Reducing target space

As already mentioned in Section 2, it is known that the differential uniformity and the
extended Walsh spectrum are invariant under CCZ-equivalence and the boomerang uniformity
is invariant under affine equivalence and inversion. Therefore, if we know that some polynomials
have this equivalence, it is sufficient to investigate one of them as a representative. We first
introduce a corollary of the result about compositional inverse of F'(x) in [18].

Theorem 10. ([18]) Let F(x) = a"h(x?"~1/4). Then the compositional inverse of F can be
expressed as
F_l(ﬂj) — 2" h/(ﬂf(2n_1)/d)

where rr’ =1 (mod (2" — 1)/d) and for some h'(x) € Fon|zx].
Next we get the following linear equivalence.

Proposition 1. Let F(z) = 2" (x(2"~D/3 4 k).
(i) Let v’ = r-2° (mod 2" — 1) be an element of the cyclotomic coset of r (mod 2" —1). Then
F(z) is linear equivalent to

2™ (22" 4 gk for even i
xr’—(2n—1)/3($(2"—1)/3 + gk/) for odd 1

12



for some k'.
(ii) If k' is contained in the same cyclotomic coset with k, then F'(z) = z"(x(2"~D/3 4 gk') is
linear equivalent to F(x).

Proof. (i) We have (F(a:))y = g2 (g2 @D/ 4 gk = " (a(DNETD/ gk 2y T s
even, then F(z) is linear equivalent to 2" (z(2"~1/3 4 ¢¥2") If i is odd, then

(F(x))QZ — xr’ ($—(2"_1)/3 + gk.21) _ gk;-QZxr/_(Qn_l)/g(x(zn_l)/3 i gQ"—l—k-Zz)’

thus F(z) is linear equivalent to z'~(2"~1/3(5(2"=1)/3 4 g2"~1-k2") ‘
(ii) Let &' = k -2/ (mod 2" — 1) for some 0 < j < n. For Li(z) = 2%’ and La(z) = 2*"7, we
can see that F'(x) = (L1 o F o Lg)(x). O

A detail process to select a target space for our experiments is in Algorithm 1. By Propo-
sition 1, we consider a representative set of cyclotomic cosets mod (2" — 1)/3. We also apply
Theorem 10 in step 6-7. Note that ry, and kg, indicate whether there is an element that has
equivalence mentioned in Proposition 1 or Theorem 10 in C, and C}, respectively.

Algorithm 1

Input : An even integer n

Output : Target space

1. Cp {},Ck — {}

2: for odd k from 1 to (2" — 1)/3 do

3 Talr < 0, kgir < 0,10

4 while k.- =0 and ¢+ <n do

5: k' < k-2° (mod (2" —1)/3)

6: if ged(k', (2" —1)/3) =1 do

7 Compute 0 < 7' < (2" — 1)/3 such that ¥'7" =1 (mod (2" —1)/3)
8 if k' or 1’ belong to C,. do

9

: Tar = 1
10: if k¥’ belong to Cj do
11: kar =1
12: 1 1+1

13:  if ged(k, (2" —1)/3) =1 and 74 = 0 do

14: add k in C,

15: if k,, =0 do

16: add k in Ck

17: return {r+i(2" - 1)/d:r € C,,0<i < d} x C,

Remark 1. By Theorem 10, when r = —1 (mod (2" — 1)/3), the inverse of x"h(x(>"~1/3) is
also of the form :I:Th’(a:@n_l)/?’), that is, v = r. But we do not consider this property when
we generate a target space by Algorithm 1. In our experimental results if two permutation
polynomials have the same differential and boomerang spectrum and the same extended Walsh
spectrum, then we investigate that one is linear equivalent to the inverse of the another. Note
that some permutations are linear equivalent to their own inverse, for example Fg o 1(x) below.
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B Our experiments

For each even n with 6 < n < 12, we have the following experiments for all (r, k) in target
space generated by Algorithm 1.

e Check whether F'(z) is a permutation or not. Note that we can use Theorem 2.

e If F(z) is a permutation, then check whether F'(x) is differentially 4-uniform or not using
the formula (13).

e If F(x) is differentially 4-uniform, then compute other cryptographic parameters includ-
ing Br using the formulas in Section 3.

Unfortunately, as already mentioned in [7], there is no differentially 4-uniform permutation
binomial of the form (21) when n = 4,8, 10, 12. However, we find the following 3 differentially
4-uniform permutation binomials in Fys. Cryptographic parameters of those differentially
4-uniform permutation binomials are described in Table 1. We denote these binomials as

Fo2,i(z).

7
DFG,Q,i BF6,2,~L AFG 2

—~

3
Sy

N—

{02268 21512 4252} {01953 21386 4378 6378 8126} {01512 82016 16504}

~—

{02394’ 21260’ 4378} {01890’ 2882’ 48827 62527 1263} {0819, 41386’ 81008, 12504’ 16189, 20126}

1
1
2
3

||
N

N =] O
~|
S~—

{02394’ 21260’ 4378} {01890’ 2882’ 48827 6252, 1263} {0819, 413867 81008, 12504’ 16189 20126}

~—

Table 1: Differentially 4-uniform binomials Fg2; when n = 6

According to Remark 1, we confirm that Fg 21 is linear equivalent to its inverse, and Fp 2 o
is linear equivalent to F({21,3- Note that all Fs2;(x) are of the form G(x) in Eq. (14).

4.1.2 Permutation trinomials

We investigate the permutation trinomials of the form

F(z) = xr(x2(2n71)/3 4 gFa2-1/3 ) (22)
where 0 < k,l < 2™ — 1, when 6 < n < 12 is even.
B Reducing target space

Similar with the binomial case, we have the following linear equivalence among those poly-
nomials.

Proposition 2. Let F(x) = z" (22" =1/3 4 gk "=1/3 4 gh),

(i) If ' = r-2" (mod (2" —1)/3) for some i, then F(x) is linear equivalent to x" b (z(2"—1/3)
for some h/(x) € Fan|x].

(ii) Let Cry = {(k-2%,1-2") (mod 2" —1): 0 <4 < n} and (K',I') € Ck,. Then

Fl(z) = 3;”(:62(2”*1)/3 4 gk'x@"*l)ﬁ + gll)

14



is linear equivalent to F(x).
(iii) Let

Fi(z) = 2" (222" D/ 4 gh=@=1)/3,(2"=1)/3 | J1+(2"=1)/3)
Fo(z) = 27 (222" 1/3 4 gh+(@"=1)/3,27-1)/3 | j=(2"=1)/3)

Then Fi(z) and Fy(x) are linear equivalent to F(x).

Proof. If F(x) is of the form (22), then the exponents of monomials of F'(x) belong in the
same class under modulo (2* — 1)/3. Thus we may write F(z) = 2"h(z?"~1/3) for some
h(z) € Fon[z] where 0 < r < (2" —1)/3.

(i) We have (F(x))* = a2 (2¥ @ =D/3 4 gh232Q"=1D/3 4 g2y " Thus we can express
(F(x))* = 2" W (22" ~1/3) for some I (z) € Fon[z], and F(z) is linear equivalent to " b (z(2"~1/3).
(ii) Write (K/,1') = (k- 27,1-27) (mod 2" — 1) for some 0 < j < n. For Li(z) = 2% and
Ly(z) = 22", we can see that F'(z) = (L1 o F o Lo)(x).

(iii) Let Lg(x) = gz, Ly(z) = ¢@"~V/37z, Ls(x) = gz, and Lg(x) = ¢>*"~1/3=2"z. Then
Fi(z) = (Lyo FoLs)(x) and Fy(x) = (Lg o F o Ls)(x). O

Proposition 2 shows that we can select target space of (r,k,l) for our experiments by
Cy x Ci x {0,---,2" — 2}, where C, and C} are in Algorithm 1. But the case k = 0 is not
contained in this target space. (In the case of binomials, if & = 0 then F(x) in Eq. (21)
cannot be a permutation by Theorem 2. Hence we reject the case k = 0 from initial process
for binomial case.) We generate C; be a representative set of cyclotomic cosets mod 2™ — 1.
Then the target space of our experiments for trinomials is

C x ((Cy x {0, -, 27 — 21) U ({0} x C7)).

B Our experiments

For each even n with 6 < n < 12, we have similar experiments in Section 4.1.1 for all
(r,k,1) in target space mentioned above.

e The case n =6

When n = 6, we get 11 differentially 4-uniform permutation trinomials only for r =
(2" —1)/3 —1 = 20. We consider Remark 1 to get the following 6 CCZ-inequivalent dif-
ferentially 4-uniform permutation trinomials. Table 2 contains cryptographic parameters of
those differentially 4-uniform permutation trinomials, denoted by Fg3;. Note that Fg 35 and
Fg 3.6 are involutions, they do not belong our target space but we find that our some permuta-
tion polynomials are linear equivalent to these involutions. Note that Fg 31 is linear equivalent
to its inverse.

e The case n =8

When n = 8, we get 7 differentially 4-uniform permutation trinomials. See Table 3 for
details. We confirm that 2 permutation trinomials for r = (2" —1)/3 = 84 are linear equivalent
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(13’13) {02331’ 213867 4315} {01974’ 21239’ 4483’ 6105, 8105, 1042, 1221} {0’ 4’ 8, 12’ 16, 20’ 24}

i (k’ l) DF6,3,1’ BFG,B,i A/F‘673’i

1 (0711) {02457’ 211347 4441} {01848, 29247 4882’ 6189, 8105, 1021} {0’ 4’ 8, 127 16, 207 24}
2 (1,8) {02394’ 212607 4378} {018697 210507 4756, 6210, 884} {07 47 8, 12, 16, 24}
3 (5,28) {02394’ 212607 4378} {01932’ 2987’ 4714’ 6252, 8637 1021} {0’ 4’ 8, 127 16, 20’ 24}
4 (7714) {02457’ 211347 4441} {018907 210087 4819’ 8126, 10126} {0’ 47 8, 12’ 16, 20}
)

6

(61,31) {02520’ 21008’ 4504} {02037’ 2714, 4777’ 6210, 884, 1084’ 1263} {0, 4’ 8, 12, 16, 207 24}

Table 2: Differentially 4-uniform permutation trinomials Fg3; when n = 6

to the inverse of each other, and hence we omit one of them in Table 3. Though Fg33 and
Fg 3.6 have the same differential spectrum and the same extended Walsh spectrum, we cannot
confirm their CCZ-equivalence, nor the equivalence between Fg 34 and Fg 3 5. Nevertheless, we
find at least 4 CCZ-inequivalent differentially 4-uniform trinomials for the case n = 8. Note
that we apply Fos = Falx]/(2® + 2* + 23 4+ 22 + 1), the SageMath default finite field of 28
elements which is not exactly same with the base field of AES Fo[z]/(2% + 2% + 23 + 2 + 1).

( (r, k1) Dry 5, BF8,3,z‘ IFS 3,

1 (84 1 159) {037230 223460 44590} {031450 220655 49435 62635 8680 10170} {4] . O < ] < 11}

2 (3:3:16) 036975: 2239703 44335 032555: 220145: 47990: 63655: 8510: 10170} {0241407 16332557 35’78207 4885}
3 (3’3’107) {035955’ 2260107 43310} {0325557 2229507 46290’ 62805, 8170, 10255} {022950’ 1634680, 327650}

4 (37137155) {0351907 227540’ 42550} {032130, 2258407 44845, 61615, 8510, 1085} {0214207 16367207 327140}

5 (37157123) {0351907 2275407 42550} {031875, 2257557 4544:07 61785, 8857 1285} {021420’ 16367207 327140}

6 (3’29’39) {035955’ 2260107 43315} {0324707 223035’ 46205’ 628907 83407 1085} {022950’ 1634680, 327650}

Table 3: Differentially 4-uniform permutation trinomials Fg3; when n =8

e The cases n =10 and n = 12

Unfortunately, when n = 10 and n = 12, we cannot find any differentially 4-uniform
permutation trinomials of the form (22). It takes 405 seconds and 42822 seconds(about 12
hours) for thess experiments for the case n = 10 and n = 12, respectively, using SageMath
performed on Intel Core i7-4770 3.40GHz with 8GB memory. Therefore, the same experiment
for the case n = 14 seems to be possible in several days, but we do not run this experiment
because expected experimental result is not optimistic like the cases n = 10 and n = 12.

4.1.3 Differentially 6-uniform permutation polynomials

Based on the experimental results in the above subsections, we can see that there is no APN
permutation of the form z”h(z(2"~1/3) and differentially 4-uniform permutation polybomials
of this form are very rare. Hence we also try the same experiments with the above subsections
for differentially 6-uniform permutation binomials and trinomials of the form z”h(z("~1)/3).
We compute the differential spectrum and the extended Walsh specturm of differentially 6-
uniform permutation polynomials of the form z"h(x(?"~1/3) and count the number of CCZ-
inequivalent classes of differentially 6-uniform permutation binomials and trinomials that can
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be distinguished by differential spectrum or extended Walsh spectrum, when 6 < n < 12. The
results of these experiments are summarized in Table 4.

n 8 10 12

# of binomials F' with ép = 6 1 5 7 8

# of binomials F’ with p =6 when r= -1 | 1 2 5 7
# of trinomials ' with §p = 6 11 | 615 | 1779 | 1618
# of trinomials F' with = 6 when r = —1 | 11 | 141 | 1005 | 1615

Table 4: The number of CCZ-inequivalent differentially 6-uniform permutation polynomials
when 6 <n <12

In particular, we also indicate the number of differentially 6-uniform binomials and tri-
nomials obtained in the case r = —1 (mod (2" — 1)/3) in the second row and the forth row
of Table 4, respectively. We can see that many differentially 6-uniform permutation polyno-
mials of this form are in the case r = —1 (mod (2" — 1)/3). Especially for n = 12, only
one binomial and 3 trinomials are not in this case. Moreover, we can see that the number
of differentially 6-uniform permutation polynomials for r = —1 (mod (2" — 1)/3) is signifi-
cantly larger than the number of differentially 6-uniform permutation polynomials for r # —1
(mod (2" —1)/3), when n = 10, 12. Hence we may conjecture that permutation polynomials
of this form in the case r = —1 (mod (2" — 1)/3) have lower differential uniformity than the
case r # —1 (mod (2" — 1)/3) in average. In next subsection we give some heuristic analysis
for this conjecture.

4.2 Some Heuristic Analysis

In previous subsection, we can see that the differential uniformity for the case r = —1
(mod (2" — 1)/d) is relatively smaller than the case r # —1 (mod (2" — 1)/d). We can easily
see that there are the following upper bound of the differential uniformity of F' when r = —1

(mod (2" —1)/d).
Theorem 11. Let F(x) = 2"h(x?"~D/4) where r = —1 (mod (2" —1)/d). Then §p < 2d%+2.
Proof. For convenience we fix r = 2" — 2. Let F(x) = 22" ~2h(2z®"~1/4) and denote

Wa,ij = {x € Fon : ¢(z) = i,9(z + a) = j}

fora#0and 0 <4,j <d. If z € Wy, ; is a solution of F(z) + F(z + a) = b then it is also
a solution of z?" “2h(w}) + (x + a)?" ~2h(w’) = b. Then, it is also a solution ofthe following
quadratic equation

Qi (@) = ba? + (lwh) + h(w)) + ab) @ + ah(wh) = 0. (23)

Since there are d? equations Qupj(z) = 0(0 < i,j < d), there are at most 2d? possible
solutions. When b = F(a) there is an exceptional case that x = 0,a are also solutions of
F(xz)+ F(x + a) = F(a) but 0,a € W,;; for any 0 < 4,5 < d. Together with solutions of
Eq.(23) we get dr(a, F(a)) < 2d% + 2. If b # F(a), we get 6p(a,b) < 2d2. O

17



By Theorem 11, we can express F(x)+ F(xz +a) = b as a quadratic equation Qg j(x) =0
for each 0 < 4,7 < d when r =1 (mod (2" — 1)/3). Since we can express F(z) = xrh(wg(r)),
if i = j then F(x) + F(x 4+ a) = b can be expressed by 2" + (zr +a)" = b - (h(wé))_l which is
related with d,r (a, b (h(wé))fl). Hence if 2" has low differential uniformity, then the above
equation has small number of solutions. But if » Z —1 (mod (2" —1)/3) and ¢ # j then it is
not easy to apply the similar argument with » = —1 (mod (2" —1)/3) and i # j. For example,
it is well known that =3 is APN for all n. For the case r = 3, we get a quadratic equation for

each case i = j, but we get a cubic equation for each case i # j. Hence we cannot apply same
arguement in Theorem 11 for the case r = 3.

Next we propose a heuristic analysis to compute an expected value of § for the case r = —1
(mod (2" —1)/3). If b # F(a) then by Theorem 11 we can see that

ér(a,b) = Z [{z € Fan : Qap,ij(w) =0} N Wil
Z'7j
For each 0 <4, j < d, we first check whether Q4 j(x) = 0 is solvable or not. If Qg4 ;(x) =0
is solvable, we check each solution is contained in W, ; ; or not. We assume that W, ; ;’s are
uniformly distributed in Fan \ {0,a} and hence we apply the probability that each element in

Fan \ {0,a} is contained in each W, ; ;j by 1/d?. Also, we assume that each quadratic equation
Qapij(x) = 0 is solvable with same probability 1/2. We denote

Da,b(k) = Pr Z {x € F,: Qa’b%j(x) =0}n Wa@j’ =k

0<i,j<d
k/2
Uap(B) =Pr | Y {2z €Fy: Qapijle) =0} N Wausl <k | =) Dap(2)
0<i,j<d i=0
that are computed under these assumptions. Then, we can compute that
Priép<k)= [[ Uas(k)
a€Ry,beF, (24)
Pr(6p=k)=Pr(6p <k)—Priop <k-2)= [[ Uw®)— [] Uaslk—-2)
a€Ry,beF, a€R4,beF,

We compare this heuristic analysis with actual experimental results in previous section
for trinomials of the form z(2"~D/3=1x(2(2"~1/3), This heuristic analysis does not meet with
actual experimental results (see Table 5 for n = 10). But this analysis is not ridiculous because
expected values given by (24) are somewhat similar with actual average(see Table 6).

We do not investigate for the cases n > 14 because it is expected to be difficult to compute.
We apply the expected value of dr obtained by this heuristic analysis to guess existence of
F with low differential uniformity. We summarize the expected value computed by (24) for
n > 14 in Table 7. When n = 14 or n = 16, the expected value of dr is not much larger than
the expected value of dp when n = 12 in Table 6. Since there are 1626 differentially 6-uniform
trinomials when n = 12(see Table 4), we can expect there may exist differentially 6-uniform
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k 4 6 8 10 12 14 16 18
Permutations 0 2136 | 2207 | 1850 | 1796 | 390 66 5
Actual Prob 0 0.2528 | 0.2612 | 0.2189 | 0.2125 | 0.0462 |  0.0078 0.0006

(24) 1.12 x 108 0.0139 | 0.7127 | 0.2565 | 0.0162 | 0.0006 | 1.45 x 105 | 1.83 x 107

Table 5: Comparison of heuristic analysis and actual data for trinomials when n = 10

n 6 8 10 12
Average of dp 7.16 | 7.93 | 9.12 | 10.32
Expected value from (24) | 6.52 | 7.53 | 8.55 | 9.56

Table 6: Comparison of expected value and actual average of §p for trinomials when 6 < n < 12

permutation polynomials of the form a:(Qn_l)/?’_lh(x(Qn_l)/?’) when n = 14 or n = 16. We
also note that we obtain that the expected value of §f is larger than 18 when n > 38. Hence
we guess that almost all permutation polynomials of this form archieve the upperbound of
differential uniformity in Theorem 11.

n 14 16 18 20 22 24 26 28
Expected value from (24) | 10.46 | 11.36 | 12.25 | 12.91 | 13.90 | 14.37 | 15.12 | 15.98

Table 7: Expected value of p when n > 14

Next we consider G(z) in Eq. (14) with d = 3 and » = —1 (mod (2" — 1)/3). We denote
them by
Crg(w) = 2D/ (o215 4

where § € pigu,en—1) \ p3 is a primitive 37-th root of unity and 0 < i < 3. Note that we showed

that each G, 2:(z) is a permutation polynomial in Theorem 6. It can be applied for the case

j > 2if Eq. 15 holds, and we confirm that Gig3(z) is a permutation polynomial for each 7.
By applying Theorem 2, (24) also can be simplified by

Pr(g,,, =k) = [ Uisk) = ] Urs(k—2) (25)

beFon beFyn

We compare the expected value computed by Eq. (25) with actual differential uniformity
of Gy, j; in Table 8. Expected value from (24) is less than expected value from (24), but is
significantly larger than actual differential uniformity of G, ;;.

4.3 The case d # 3

We also investigate the differential uniformity of permutation polynomials of the form 2" h(z"/?~1)
discussed in some recent papers, see Table 9 for details. This is the case d = 27/2 + 1 and we
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(n7j7 Z) (6>27_) (127270) (127271) (18727_) (18’37_) (24727_)
0G i 4 6 8 8 8 8
Expected value from (25) | 5.77 8.72 8.72 11.59 11.59 14.04

Table 8: Comparison of extended value and actual d¢g

denote m = n/2 in Table 9 for convenience. Note that

n,7,

n__om n__r.om n__7.om Qm__ 3.9m_
For(z) = 2" ~2"+2 § g 2" —B2H6 | 20U T2 3

in Table 9, which are too long to be expressed in Table 9.

n__om n__q.om n__g.om n__m7.om om __ om __ om __
F25(l’):.732 2+2+x2 3-2 +4+x2 5-2 +6+x2 7-2 +8—|—SU72 5—|—Z‘52 3+:1132 1

)

Polynomial Introduced in 6 8 10

@ -D/@ =D+ 4 ox (n = 25¢, t =odd) Theorem 1.1 in [2] 4 |lin. | 4
3L L 273 gt Theorem 3.1 in [10] 16 | 34

g3l 2T 2 Theorem 3.3 in [10] ~ |16 | 34

g2 TRl g2 P Theorem 3.4 in [10] [ 16| — | 64

g2 Tl g3 3 Theorem 3.5 in [10] |16 | — | 44

3272 ¢ ax Theorem B in [11] 0] - | 34

22" 4 aa?” oy Theorem 1.1 in [12] 8 | 16 | 32

g DF L ptCT=DHL 4 g Theorem 1 and 3 in [14] | 16 | 10 | 64

227 AL 2T g Theorem 4.7 in [15] | — | 16 | 34

g2 T 272 4 g Theorem 4.8 in [15] 8 | — | 10

a2 T2 2L 2 g Theorem 4.9 in [15] | 14 | 32 | 62

g2 2 g2l 2T 2Ty 22D Theorem 3.9 in [17] 16 | 32 | 104
22" g2 (271 4 g1 2 2T 2Rl Theorem 3.13in [17] | — | 28 | —
22" g2 (g2 1 4 20222 2R 3 Theorem 3.15 in [17] - |16 | -
Fys(x) Theorem 3.25 in [17] 16 | 16 | 36

For(x) Theorem 3.27 in [17] 16 | 16 | 34

Table 9: Differential uniformity of some permutation polynomials for even 6 < n

<10

We investigate the differential uniformity of those polynomials only when they are permu-
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tations, thus if the differential uniformity is omitted in the table, then the polynomial in that
case is not a permutation. Please refer the cited papers for detailed conditions where each
polynomial in the first column is a permutation polynomial. From the table, we see that the
differential uniformity is not very low except the case in the first row when n = 2 (mod 4).
However, since n = 2t in this case, the polynomial is 22”2 + ax. The differential unifor-
mity of this polynomial was already investigated in [26], and the boomerang uniformity was
investigated in [16]. We also computed the differential uniformity of these polynomial when
n = 12, which is not the case n =2 (mod 4), but we get 07 = 88. For the class of permutation




polynomials in [14], there are several pairs (s,t¢) that the corresponding polynomial is a per-
mutation, and the value in Table 9 is the minimal value of the differential uniformity of those
permutation polynomials for each n. Overall, it is not very optimistic to get a permutation
polynomial of low differential uniformity for the case d = 2™ + 1.

5 Conclusion

Compared with permutations having low differential uniformity, the permutations with low
boomerang uniformity are not well studied yet. Since a permutation of the boomerang uni-
formity 4 is also differentially 4-uniform, the study of the boomerang uniformity of the known
differentially 4-uniform permutations(see Table 1 in [9] for known differentially 4-uniform per-
mutations) is important. Our research in this paper focuses on this topic. In this paper,
we get efficient formulas for computing some cryptographic parameters (including boomerang
and differential uniformity) of permutation polynomials of the form xrh(x@n_l)/ 4). The com-
putational cost of our formulas is proportional to d. We tried our formulas to investigate
differentially 4-uniform permutations for d = 3 with even 6 < n < 10, where 3 is the least
nontrivial factor dividing 2" — 1 for even n. For n = 4,8, we computed the boomerang unifor-
mity and the boomerang spectrum of differentially 4-uniform permutations using the suggested
formula which turned out to be rather large. We also investigated the differential uniformity
of some permutation polynomials for the case d = 2™ 4+ 1 and found out that they are not
suitable for S-box construction.
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