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Abstract. The fast correlation attack (FCA) is one of the most important cryptanalytic techniques
against LFSR-based stream ciphers. In CRYPTO 2018, Todo et al. found a new property for the
FCA and proposed a novel algorithm which was successfully applied to the Grain family of stream
ciphers. Nevertheless, these techniques can not be directly applied to Grain-like small state stream
ciphers with keyed update, such as Plantlet, Fruit-v2, and Fruit80. In this paper, we study the
security of Grain-like small state stream ciphers by the fast correlation attack. We first observe that
the number of required parity-check equations can be reduced when there are multiple different
parity-check equations. With exploiting the Skellam distribution, we introduce a sufficient condition
to identify the correct LFSR initial state and derive a new relationship between the number and
bias of the required parity-check equations. Then a modified algorithm is presented based on this
new relationship, which can recover the LFSR initial state no matter what the round key bits are.
Under the condition that the LF'SR initial state is known, an algorithm is given against the degraded
system and to recover the NFSR state at some time instant, along with the round key bits.

As cases study, we apply our cryptanalytic techniques to Plantlet, Fruit-v2 and Fruit-80. As a
result, for Plantlet our attack takes 277° time complexity and 273:° keystream bits to recover
the full 80-bit key. Regarding Fruit-v2, 2553 time complexity and 255:%2 keystream bits are token
to determine the secret key. As for Fruit-80, 26447 time complexity and 2522 keystream bits are
required to recover the secret key. More flexible attacks can be obtained with lower data complexity
at cost of increasing attack time. Especially, for Fruit-v2 a key recovery attack can be launched with
data complexity of 2*2-3® and time complexity of 2722, Moreover, we have implemented our attack
methods on a toy version of Fruit-v2. The attack matches the expected complexities predicted by
our theoretical analysis quite well, which proves the validity of our cryptanalytic techniques.
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1 Introduction

Stream ciphers play an important role in symmetric-key cryptosystems. Commonly, they are used to
generate a keystream of arbitrary length from a secret key and initialization vector (IV). There are
many well-known stream ciphers, such as Grain-v1 [18], Trivium [8] both in the eSTREAM portfolio of
hardware category, and Grain-128a [1] standardized by ISO/IEC. Common to these stream ciphers is
that they have an internal state length of at least twice the size of the security margin to thwart time-
memory-data tradeoff (TMDTO) attacks [7]. A new line of research emerged with publication of Sprout
[2], which reduces the size of internal state of lightweight stream ciphers below the boundary induced by
TMDTO attacks. Sprout has a Grain-like structure and uses two 40-bit feedback shift registers (FSR).
In comparison to traditional stream ciphers, Sprout uses the 80-bit key not only for initializing internal
state during the initialization phase but also in the state update function of the non-linear feedback shift
register (NFSR) during the subsequent keystream generation phase. Unfortunately, Sprout was broken
[21] shortly after it was proposed and some more analysis against Sprout were given in [30, 3, 14]. However,
an increasing number of researchers’ interest is sparked in the underlying design principle of Sprout. So
far, there are several Grain-like small state stream ciphers, e.g., Plantlet [25], Fruit [28, 15], Lizard [16],
which are designed by following the above essential ideas. Due to the pseudo-linearity property of the weak
output function, Fruit-vO0 was broken by the fast correlation attack (FCA) in [31]. Fruit-vl is tweaked
to remove the vulnerability. However, there was a weak-key attack [17] against Fruit-vl based on an
insecure choice of the round key function. A more recent version Fruit-v2 [28] and its final version Fruit-
80 [15] are proposed to implement fixes for the discovered vulnerabilities. The lack of a well-understood
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theoretical work in this design paradigm domain apparently restricts the confidence that people have on
such primitives. This motivates us to study the security of these Grain-like small state stream ciphers
against the well-tailored attacks for them.

In this paper, we study the security of these Grain-like small state stream ciphers by the fast correlation
attack, which is one of the most important cryptanalytic techniques against linear feedback shift register
(LFSR)-based ciphers. The initial idea of correlation attack was introduced by [26], and it exploited
the bias between sequences of the LFSR and keystream. If we guess the correct LESR initial state, the
high bias is observed. Otherwise, we assume that the statistic of bias behaves at random. The simple
correlation attack takes a time complexity of N2", where N is the length of keystream sequence and n is
the size of the LFSR. Following up the correlation attack, many algorithms called as the fast correlation
attack have been proposed to avoid the exhaustive search of the LFSR initial state by using parity-check
equations. The fast correlation attack algorithms are further divided into iterative algorithms and one-
pass algorithms. In iterative algorithms, starting from the keystream sequence, the parity-check equations
are used to modify the value of keystream bits in order to converge towards the LFSR sequence, and
recover the LFSR initial state [23,19,9]. But they have requirements such as the number of taps in the
LFSR is significantly small or the bias of parity-check equations is significantly high. Therefore, their
applications are limited to experimental ciphers and have not applied to modern concrete stream ciphers.
Regarding one-pass algorithms, the evaluation of parity-check equations enable us to directly compute the
correct value of the LFSR state [10, 20, 24], and they have been successfully applied to modern concrete
stream ciphers [6, 31, 27]. To avoid the exhaustive search of the LFSR initial state, several methods have
been proposed to decrease the number of unknown bits in the LFSR initial state involved by the parity-
check equations [11,29]. Moreover, as showed in [11] the fast Walsh-Hadamard transform (FWHT) can
be applied to accelerate the one-pass algorithms when the guess and evaluation procedure is regarded
as a Walsh-Hadamard transform. Very recently, Todo et al. [27] found that the ”commutative” feature
of multiplication between n X n matrices and an n-bit fixed vector, which is generally used to construct
parity-check equations. With the new property, the traditional wrong-initial-state hypothesis does not
hold assuming there are multiple high-biasd linear masks. Therefore, they introduced a modified wrong-
initial-state hypothesis. In previous fast correlation attacks, the multiple linear approximate equations
are only useful to decrease the data complexity but not for the time complexity [6,31]. Using the new
wrong-initial-state hypothesis, they proposed a new FCA algorithm where multiple linear approximate
equations can reduce both time and data complexities.

1.1 Owur Contribution

Inspired by the new FCA algorithm exploiting new property against the Grain family of stream ciphers

when there are multiple linear masks [27], we derive a new relationship on the number and bias of required

parity-check equations, then present a modified FCA algorithm on Grain-like small state stream ciphers.

Under the condition that the LFSR initial state is known, we consider the degraded system and give an

algorithm to recover the NFSR state at some time instant, along with the round key bits.

— In traditional fast correlation attacks, the number of required parity-check equations is 2 = 4mln2
to identify the unique correct LFSR initial state [31, 6, 10], where m is the size of the LFSR state and
€ is twice as many as the bias of parity-check equations. Since the size of the LFSR is always much
small in Grain-like small state stream ciphers, no valid attack against them can be obtained by using
directly Proposition 1 proposed in [27]. We first observe that the number of required parity-check
equations can be reduced when there are multiple different parity-check equations. With exploiting
the Skellam distribution, we introduce a sufficient condition to identify the unique correct LFSR
initial state and derive a new relationship between the number and bias of required parity-check
equations as {2 = w, where r is the number of different parity-check equations. From the

new relationship, we can use fewer parity-check equations, about % times, to identify the correct
LFSR initial state when there are r different parity-check equations.

— With the periodic property of the round key function RK F'(-), we sample the parity-check equations
at a time interval equal to the period of the round key bits to reduce the dimension of unknown
variables from the secret key. Then we adjust the original algorithm proposed in [27] to make two
majority polls and the new algorithm (Algorithm 1) can recover the LFSR initial state no matter

what the round key bits are.
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— We consider the degraded system assuming that the LFSR initial state is known and conclude that
the degraded system is feasible to be attacked. Since the size of the NFSR state is always much
smaller than the security margin, the exhaustive search of all the possible value of the NFSR state
is often feasible. With the periodic property of the RKF(-) and the technique described in Section
3.3.1, we present an algorithm (Algorithm 2) which calls the subroutine of state checking to recover
the NFSR state at some time instant, along with the round key bits.

Applications We apply our new cryptanalytic techniques to the Grain-like small state stream ciphers,
Plantlet [25], Fruit-v2 [28] and Fruit-80 [15]. As a result, for Plantlet our attack takes 277 time com-
plexity and 27396 keystream bits to recover the full 80-bit key. Regarding Fruit-v2, our attack takes
255-34 time complexity and 2°5-62 keystream bits to determine the secret key. As for Fruit-80, 26447 time
complexity and 26282 keystream bits are required to recover the secret key. The data complexity of these
attacks can be cut down at cost of increasing attack time. The results are listed in Table 1. Especially
for Fruit-v2 the data complexity is cut down to 24238 while time complexity is increased to 27263,

Comparisons with Previous Results Next, we compare results of our algorithms with previous
attacks against Plantlet, Fruit-v2 and Fruit-80, and they are summarized in Table 1. The time complexity
of our attacks is measured by multiplication of matrices with dimension equal to the size m of the LFSR,
while the others are measured by cipher encryption. The former is about equivalent to updating the
LFSR for m times, and thus it much faster than the latter.

Table 1. Summary of attacks on Plantlet, Fruit-v2 and Fruit-80.

Stream cipher|Type of attack|Time|Memory|Data| Ref.

distinguisher | 2% | 2%T 1991 [ [17]

key recovery |270%5] 29175 | 2501 [4]

Plantlet

antie key recovery [27375| 245 |273:06/Gect, 4.3
key recovery |27974| 251 |967:06/Gect. 4.3

key recovery |27°0%7[  — — [12]
. key recovery |2°5-34| 231 1955:62IGect. 5.3
Fruit-v2 key recovery [26700| 213 |943:62Gect, 5.3
key recovery [272:63| 213 |242:38/Gect, 5.3
. key recovery [2°%%7| 237 [2078[Gect. 6.2
Fruit-80 key recovery [20999 243 |956-82Gect, 6.2

It requires 2°4% IVs with 230 keystream bits for each IV,
totally 284 keystream bits.

Plantlet is a stronger version of Sprout [2] and some modifications are introduced in order to account
for attacks which have been discovered against Sprout [21,30, 3,14]. More precisely, the LFSR’s size is
increased from 40 bits to 61 bits and the round key function is a linear function such that sequentially
using one key bit at per clock. Before this paper, there is a distinguishing attack based on TMDTO against
Plantlet in [17], which takes 25° time complexity, 261 data complexity and 26! memory complexity. In a
distinguishing attack, the algorithm (or distinguisher) allows to distinguish the keystream produced by
the target cipher from a random bitstream with high probability, but no information of the secret key
can be obtained.

Before our results, there is no key recovery attack reported on Plantlet. In parallel and independently
with our work, Banik et al. [4] presented a key recovery attack on Plantlet with time complexity of 276-26
Plantlet encryption, data complexity of 2846 keystream bits, and memory of 2312% bits. More exactly,
for the data complexity it requires 2546 IVs, with 230 keystream bits for each IV.

A more recent version of Fruit, Fruit-v2 [28], is proposed to implement fixes for the discovered vul-
nerabilities, which are found in Fruit-v0 [31,13] and Fruit-v1 [17]. Since the designer of Fruit removed
the pseudo-linearity property of the filtering function from Fruit-v2, the previous fast correlation attack
methods in [31] are not applicable on Fruit-v2. Moreover, the key taps of the round key function in
Fruit-v2 were changed, and the same set of keys found in [17] are not weak any more. Nevertheless,
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our modified fast correlation attack algorithms can break Fruit-v2 thanks to our new observations and
techniques.

The divide-and-conquer method has been an important attack against the different versions of Fruit,
with exploiting the bias of the round key bits on the NFSR update function in [13,12]. Especially and
very recently, Dey et al. in [12] give a attack against Fruit-v2, where the authors claim that the time
complexity is 27667 Fruit encryption. Note that the unit of the time complexity is ”1 Fruit encryption”,
and every Fruit encryption contains 210 rounds of the stream cipher initial clock. The time complexity of
our fast correlation attack is 2°°34, where the unit of the time complexity is at most one multiplication
with fixed matrices whose dimension is equal to the size of the LFSR, which is more efficient than the
unit given by the initialization of stream ciphers. Our attack is more than 22! times faster than the
attack given in [12], but it requires more data than their work. In the case of limited data, i.e., up to
243 keystream bits for each initialization with key and IV, our attack is still faster than [12], with time
complexity of 27263 and data complexity of 242:38.

Fruit-80 [15] is the final version of Fruit. The most significant difference between Fruit-80 and its
previous versions is that the key bits are involving directly in producing every bit of the keystream bit.
As far as we know, there is no key recovery attack reported on Fruit-80 in the literatures.

1.2 Paper Organization

This paper is organized as follows. In Section 2, we present a generic model of Grain-like small state
stream ciphers and review the new property of the LFSR-based stream ciphers which was found in [27].
In Section 3, the divide-and-conquer fast correlation attacks are given against the generic model. First,
we show how to derive the desirable parity-check equations and modify the original algorithm in [27] to
recover the LFSR initial state no matter what the round key bits are in Section 3.1. In Section 3.2, we
derive the new relationship between the bias and number of required parity-check equations. Under the
LFSR initial state is known, an algorithm is proposed to recover the NFSR state at some time instant and
the round key bits in Section 3.3. In the subsequent subsection, we give an analysis for complexities of
our attacks against the generic model. As applications, we carry out our attack methods against Plantlet,
Fruit-v2 and Fruit-80 in Section 4, Section 5 and Section 6, respectively. Finally in Section 7, a practical
experiment is presented on a toy version of Fruit-v2.

2 Preliminaries

In this section, we give a generalized model of Grain-like small state stream ciphers and review the new
feature for the fast correlation attacks found in [27].

2.1 The Generalized Model of Grain-like Small State Stream Ciphers

Abstracting from the primitives such as Sprout, Fruit and Plantlet, we present the generalized model for
Grain-like small state stream ciphers as depicted in Fig. 1. In this unified framework, some properties
from Grain-like small state stream ciphers are discussed and our cryptanalytic techniques against them
will be presented in the subsequent section. The generic model is specified by the following items in the
keystream generation phase.

Components  LFSR: Let m be the size of linear feedback shift register (LFSR) and L®) = (I, -+, li10n_1)
be the internal state of the LFSR at time instant ¢. The LFSR is updated recursively and independently
by a linear Boolean function f as L**Y = (I,41,- -+, li1pm) with Iy, = f(L")). We assume this update
process is invertible, and the inverse process is L™ = (I;_1,--- ,l;1m_2) with [;_1 = f/(L®).

NFSR and Counter: Let m’ be the size of non-linear feedback shift register (NFSR) and N®) =
(ng, -+ ,nermr—1) be the internal state of the NFSR at time instant ¢. The NFSR, is updated recursively
as defined in the following:

Nerm =Ky @ e &1 & g(NW), (1)

t+1
N(J" ) :(nt+17... 7nt+m,)’
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Fig. 1. The generic model for the Grain-like small state stream ciphers
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where kj is the round key bit at time instant ¢, ¢; is the counter bit from the counter C, at time instant
t, l; is the output of the LFSR at time instant ¢ and g(-) is a non-linear Boolean function. The round
key bit is generated by the round key function, which is explained below. Similarly, we assume that this
update process of the NFSR is invertible, and the inverse process is N1 — (ne—1, ylngm/—2) with
ni—1=k,_1 ®ci—1 ®li—1 ®g'(N®).

The counter C. is a counter register whose initial value and way of working are public.

Round Key Function: The round key function denoted by RKF(-) continuously generates the
round key bit which is provided as input to the update function of the NFSR. Namely, k; = RKF (K, ),
where K = (ko, -+, kq—1) is the k-bit secret key and & is the security margin.

Output Function: The output function is determined by

t t
a=h (L), N ) e @ hin e @ nii, @)

b1€B; bo€By
where h is a non-linear filtering function, L%}L = (lt4ry> s lig,, ) is a subset of L® and the input
variables of h from the LFSR with 0 <y < -+ <75, <m—1, Nﬁ?N = (Nggoy, - ,nt+552) is a subset of

N® and the input variables of h from the NFSR with 0 < §; < --- < &5, <m/—1,B; = {o1,--- , 0,4, } and
By = {1, - .74, } are the sets of the LFSR and NFSR taps respectively, with 0 < o1 < -+ < g4, <m—1
and 0 <7y < -+ <1y, <m/ — 1.

Assumed Properties We assume that the generic model has the following two properties which are
exploited by our attack methods in the subsequent section.

1. Assuming that the RKF(-) is periodic, so are the round key bits. Let d be the least positive integer
such that k;, ; = ki for any ¢ > 0, i.e., the round key bits repeat in a cycle of length d. Besides, our
generic model can also cover the case where the counter bits ¢; are unknown. In this case, we just
assume that ¢; is also periodic.

2. Assuming that the necessary condition holds for applying successfully Algorithm 1 of our attack
methods, i.e.,

(m + 1) In2 <2r= 280X [T +2((s2+ D [T +a2)

2|T.| 2q2
X € X 69* s
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where T, is a tap set of keystream bits which is needed to be determined later and |T,| is the number
of elements in the set, s; and sp are the number of input variables of h from the LFSR and NFSR
respectively, gz is the number of the NFSR masking variables of the output function, €, and €4+ are
the biases of the linear approximations for the functions h and g respectively.

Our generalized model can cover Plantlet [25], Fruit-v2 [28] and Fruit-80 [15], but not Lizard [16].
Compared with the generic model, the difference of Fruit-80 is that the key bits are involved directly in the
output function. However, this would have no impact on applying our fast correlation attack algorithms
to Fruit-80. Regarding Lizard, there is no LFSR and two NFSRs of different sizes are used instead.

2.2 LFSR-Based Stream Ciphers

In this subsection, we review the new feature found in [27] which is directly useful to improve the efficiency
of the fast correlation attacks.

The target of the fast correlation attacks is the LFSR-based stream ciphers, which include the generic
model of Grain-like small state stream ciphers as a special case. Let the primitive polynomial

f(m):CO+Clx1+Cg$2+"'+cm—1$m71—|—1‘m

be the feedback polynomial of the LFSR and L®) = (I;,--- ,l;4m_1) be the m-bit internal state of the
LFSR at time instant ¢. Then, the LFSR outputs I; and the state is updated to L+ as

0---00 co
1---00 C1
L) =W x =10 x o,
0---10¢cm—2
0---01cma

where F' is the state transition matrix of the LFSR, the operator x represents the matrix multiplication
and here is multiplication between 1 x m matrix and m X m matrix. Furthermore, any internal state of
the LFSR can be expressed by the initial state and the state transition matrix as

L® =10 x Ft vi>0, (3)
where F'* is the t-th power of F.

Theorem 1 (New Feature [27]). Let F' be the state transition matriz of the LFSR whose feedback
polynomial is the primitive polynomial f(x) = co+cral +- -+ cp12™ L +2™ and u is an m-bit column
vector, 1t.e.,

0---00 c¢o
1---00 C1
F=lir ir o
0---10cm-2
O"'Olcm—l

Then F' x uw = Fy, x g¢, where F*! is the t-th power of F, g; is the first column of matriz F* and
Fy=[u, F' xu, -, F™" ! x u]

Remark 1. Note that the notation g; is defined as the 1-st column vector of F*, and then the i-th column
vector of F'* is represented as g1, 1 <i < n.

In [27], Todo et al. give the proof of the above theorem using a finite field GF(2™), where the primitive
polynomial is the feedback polynomial of the LFSR.
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3 Divide-and-Conquer Fast Correlation Attacks

Here, we present a high-level review of our divide-and-conquer fast correlation attacks against the gen-
eralized model of Grain-like small state stream ciphers. Since the LFSR updates independently, we first
recover the LFSR initial state through the fast correlation attacks exploiting multiple linear masks. To
reduce the dimension of unknown variables from the secret key, the parity-check equations are sampled at
a time interval equal to the period of the round key bits. Then we modify the original algorithm proposed
in [27] to make two majority polls and the new algorithm (Algorithm 1) can recover the LFSR initial state
no matter what the round key bits are. The details of this procedure will be described in Section 3.1. No
valid attack against Grain-like small state stream ciphers can be obtained by using directly Proposition
1 proposed in [27], because the size of the LFSR is always much small in these small state ciphers. We
first observe that the number of required parity-check equations can be reduced when there are multiple
different parity-check equations. With exploiting the Skellam distribution, we derive a new relationship
between the number and bias of required parity-check equations for applying successfully Algorithm 1
to recover the correct value of the LFSR initial state in Section 3.2. Once the initial state of the LFSR
is determined, there is not protection of the internal state variables of the LFSR in the keystream bits.
We get a degraded system of equations on output keystream bits and the internal state variables of the
NFSR. We can relate these internal state variables by the update function of the NFSR involving the
round key bits. This leads to new increasing unknown internal state variables. We propose instead to use
the non-linear filtering function to derive relations between these variables, inspired by the observation
in [5]. Compared to their technique, we do not require the property of linearity of the filtering function or
the property of pseudo-linearity which is used to break Fruit-v0 in [31]. Further, we can run the update
function of the NFSR forwards to obtain the round key bits from the internal state variables of the
NFSR. Due to that the round key bits are periodic, we can carry out a state checking procedure where
we compare the round key bits of two different repetition cycles. Since the size of the NFSR in Grain-like
small state stream ciphers is always much smaller than the security margin, exhaustively searching all the
possible value of the NFSR state is often feasible. Through the state checking procedure, we can recover
the correct value of the NFSR state at some time instant which is consistent with the given keystream,
along with the round key bits. The above process will be specified as Algorithm 2 in Section 3.3. In the
subsequent subsection, we give the complexities analysis of our attack methods against the generic model.

3.1 Independent Recovery of the LFSR Initial State with Multiple Linear Masks

In this subsection, we will show how to recover independently the initial state of the LFSR by the fast
correlation attacks. First, we show how to derive the desirable parity-check equations for our generic
model. Inspired by the work on the Grain family of stream ciphers in [27], the linear approximate repre-
sentations are given for the generic model of small state stream ciphers. Compared to the analysis of the
Grain family, there are the round key bits involved in every linear approximate representation. To reduce
the dimension of unknown variables from the secret key, we sample the parity-check equations at a time
interval equal to the period of the round key bits. Then the original algorithm of [27] is modified to make
two majority polls such that the new algorithm (Algorithm 1) can recover the correct value of the LFSR
initial state no matter what the round key bits are. Another difference between small state stream ciphers
and the Grain family is that the size of the LFSR is always too small to obtain a valid attack by using
directly Proposition 1 proposed in [27]. Under the new observation, we use fewer parity-check equations
according to the new relationship of Section 3.2 in Algorithm 1 when there are multiple parity-check
equations.

Constructing the Parity-check Equations There are three steps to construct the desirable parity-
check equations, which are used in our modified fast correlation attack algorithms in subsequent content.

Step 1. Linear Approximate Representations The description of the generic model of Grain-like
small state stream ciphers can be found in Section 2.1. Due to the involvement of the NFSR masking bits
in the expression of z, it is infeasible to derive any useful approximate representation involving only the
LFSR state bits when we consider one single keystream bit z;. Therefore, we expect to derive the linear
approximate representations for the sum of some keystream bits. Considering the sum of keystream bits

over the set of taps T, i.e., GaieTz z¢44, we can use the LFSR and NFSR state bits to represent it due to
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the output function Eq.(2). Namely,

@ Zipi = @ (h (Lq(rt:z ,Nq(rfr; ) @ livive, @ @ nt+i+b2>

i€T, i€T, b1 €B, b2 €B2
_ (t+i) A7(t+4)
- @ (LTh L ’Nm N )P @ @ livivn, | © @ @ Nitboti | -
€T, €T, \b1€B1 baEBy \i€T.

To eliminate the NFSR masking bits from @ieﬂ‘z Zt+4, an appropriate set of taps T, is chosen such that
@ie'ﬂ‘z Nitb,+i has a high bias. Considering the best linear approximation of the NFSR update function
Eq.(1) with bias €4+ as follows,

!
Ny b, Qe O @ @ Miti,
i€l

we choose the set of taps as T, = I, U {m'}, for simplicity we continue to use the notation T, in the
following. Then, the sum of the NFSR masking bits becomes

@ Nptbyti = @ Ngtby+i D Ngtby+m?
i€T, i€l

=Ky, © Corpy B lipn, ® g7 (NETP)) Wby,

where ¢g*(N®) = Dicr, ne+i ® g(N®) and it has the same bias €4+, i.e., Pr[g*(N®) = 0] = 3 + ¢,-.
Therefore, we have

D =i =D (@ lt+z+b1> & @ e o @ (L) N 0 @ g (N

€T, €T, \b1E€By ba€B2 €T, ba€Bo
oD e D
ba €B2 bz €EB2

Next we consider the linear approximate representation of h(Lq(l.t:'Z), Nq(rfr;)) Let a; € {0,1}%1752 be

the input linear mask of h function at time instant ¢ + 4, i.e., a@; = (a;[1], -, a;[s1 + s2]). Then
\T
(t+i) Ar(t+i) (t+4) p7(t+i)
h(LT} i ’NThlff> (LT} L ,NT’LN>
=a;[l,--- 5] (L?(I‘t;j_z)) Daifsy+ 1,514 9] - (N'I(Fi+1\zr)>
with bias €, ;(a;), where a;[z,- - ,y] denotes a subvector indexed from x-th bit to y-th bit, the operator

()7 is the transpose of a row vector and the dot operator - between a row vector and a column vector repre-
sents the usual inner GF(2)-product. There are |T,| active h functions which need to be approximated. Let
ar, € {0,1}(51+52)xIT= he the concatenated linear mask of all the a; satisfying i € T.. The total bias of all
the approximated h functions depends on ar_, and it is computed as e, 1, (ar,) = 2/T=171 x [Licr, ni(ai)
because of the piling-up lemma.

Under the bias e, 1, (ar, ), we get

Do~ B (@ s ) © @ 18 @l - (157) 0 D K @

€T, i€T. \b1€By bo€B2 €T, b2€B> bo€B2
t+i \ L (t+b2)
7 *
® @ai[51+1a"‘731+52]‘(N1rh,\,) @@g(N 2.
i€T, baEBy

All the terms involved in the internal states of the LFSR and the sum of the round key bits B, cp, ki,
will be guessed in our fast correlation attacks. Note that ¢; is a known constant bit. Therefore, if the
bias of last term in the above approximate representation is high, we could carry out our fast correlation
attacks. Let

T 1
69*7]32(a,']rz) = PI‘ [@ ai[sl + 17 S, 81 _|_ 82] . (N%Tx) @ @ g*(N(t+b2)) — ] — 5

€T, ba €EB2
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and the bias is independent on a;[1,--- ,s1] for all i € T,.
For any fixed ar_, we can derive the following linear approximate representation

Do~ @ (@ s ) & @ b @t (17

i€T. €T, \bi€B; b2 €By i€T, (4)

D @ k1/f+b2 D @ Ct+by

boEB, ba€B2

and the bias is evaluated as 2 X €, 1_(ar,) X €4+ B, (ar, ).
Step 2. Linear Approximate Equations With Eq.(3) L*) = L) x F*  for any fixed ar,, we

rewrite Eq.(4) as
@ Zt4i N L(O) . (Ft X U(a’ﬂ‘z)) D @ klé-‘rbz D @ Ct+bys
€T, ba€B2 b2 €B2

where

Uar)=P | P g ® P  aililgiir,.i1 ] © P b

€T \bi1€By j€{1,,s1} ba €EB2

F is the state transition matrix of the LFSR, g, is the first column of the matrix F'9 and T, 1 [j] is the
j-th element of Ty 1, = (71, -+ ,7s, ). From the above linear approximate representations, we can derive
the linear approximate equation with a fixed linear mask u

@ 2t N L(O) . (Ft X U) D @ k£+b2 &® @ Ct+bs s (5)

€T, b2€B2 ba€B2

where uw € {0,1}™ is a column vector. If different ar_’s derive the same linear mask u, the corresponding
biases should be added up to get the bias of u, i.e., €, = Z{awz U(ar, )=u} 2 X €RT. (ar,) x g« B(arT,). As
a rough estimation for the generic cipher model, we can find r = 251 %IT=| different linear masks w with
the bias

_1|T, _
e = 292XIT= 141 <2|T2| 16‘};, |> X (2‘12 1633)

— 92+ 1)X|Ts|+a2—1 o EEM % Egz*
where €;, and €4« are the biases of the linear approximations for the functions h and g respectively, s;
and sy are the number of input variables of h from the LFSR and NFSR respectively, g2 is the number
of the NFSR masking variables of the output function, i.e., go = |Ba|.

Step 3. Building the Parity-check Equations Let 2z; = @iﬂz Zttis k, = @b26B2 ki y,, Gt =
@Dy, cx, Ct+b, and e ; be the random noise introduced by the corresponding linear approximation with
linear mask w; for the sum of keystream bits 2;. From Eq.(5), we actually obtain a noisy system with r
different linear approximate equations on the unknown variables L(®) = (lo, -+ yIm—1) and l%t, which is
rewritten as

L(O)-(thu]‘)@it@ét@/%t:et,j t207j:17~-~,r

where e, ; are the random variables satisfying Prle; ; = 0] = § +¢; and ¢; ~ €.
From the Assumed Property 1 that the RK F(-) is periodic, we have that the unknown round key bits
k; has a cycle of length d, i.e., ki , 4, = ki, fortg =0,--- ,d—1 and any ¢’ > 0. Accordingly, we get that

L. (Ft‘ﬁ_dt X uj) D Ztgtdt D Croyarr D key = €rgtdr j t'>0,j=1,---,r
To reduce the dimension of unknown variables from the secret key, we sample parity-check equations at

a time interval equal to the period of the round key bits. Namely, by choosing to = 0, we receive a noisy
system on m + 1 unknown variables L(®) = (I, --- ,1,,_1) and ko

L(O)'(th/XUj)@édt/@édt'@]ACO:edtlvj t/:()’...’Q—l,j:l’.-.”l“. (6)
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where (2 is a parameter to be determined later.
According to Theorem 1, we get L) - (F4 x u;) = (L) x F,) - gay, thus Eq.(6) can be rewritten

as

(L(O) XFuj) 'gdt' @édt’@édt’ @]%0 :edt/7j tl:O7"' ,Q—l,j: 1, ,T. (7)
where Fl,; defined in Theorem 1 can be computed from the linear mask u; and g; is the first column
vector of the matrix F’. Here the random noises are satisfying Prle;; = 0] = 1 +¢; = 3 (1+¢;) and
€5~ 2 = 2(s24+1) x|z 402 e‘,jM X egi for j=1,---,r=25%IT=]

Fast Correlation Attacks with Multiple Linear Masks At the former part, we have derived r
linear masks with bias about € for the generic cipher model. In the cryptanalysis of the concrete Grain-
like small state stream ciphers, € is usually chosen as a threshold for the bias of linear masks. Therefore,
we regard € (e > 0) as the lower bound for absolute value of the bias of linear masks in the following
discuss. Besides, we assume that there are rg linear masks uq, ug, - - - , u,, with positive bias and 7; linear
masks Ury4+1, Urg+2,°** , Urg+r, With negative bias. Note that the threshold e might be closed to even
smaller than 272, and r = g + 1 << 2.

To use the new wrong-initial-state hypothesis introduced in [27], we construct parity-check equations
from Eq.(7), i.e., using the linear mask g4 instead of Fat' x u;. Namely,

(l(/%"'7l;n71)'gdt’@édt’@édt’@k()a t:]-v"'wQ

where 'O = (10, 1!

r._1) is the guessed value of the LFSR state LO Fu,, gar is the first column
of matrix F dt/, Zar, Cqp and /%0 are the sum of the keystream bits, counter bits and round key bits,

respectively. Here we introduce the indicator for every parity-check equation as
Ay (l67 T 7l;n—1) - (lév T 7l;n—1) “Gay D Zqp D Cap © ];30-

If the value of L'® = (I, 1/, _,) is guessed as L(®) x F, and the sum of the round key bits ko
is correctly guessed, then Ay (L'V) = eqy j, j = 1,--- ,r and Pr[Ay (L) = 0] = 1(1 +¢;), where
lej| > € = 2¢. Besides, if the value of L'(") is guessed as L) x F; and the sum of the round key bits ko
is wrongly guessed, then Ay (L'(©) will flip the value of eqy ;, i.e., Ay (L'Q) =eqp; ® 1,5 =1,--- 7,
thus Pr[Ay (L'©) =0 =1— 3(1+¢;) = 3(1—¢;), where | —¢;| > . Therefore, no matter what the sum
of the round key bits ko is guessed, we can get a highly biased indicator for every parity-check equation
which has the bias of possibly different sign. Hereinafter, we just ignore the sum of the round key bits ko
in the indicator, i.e., Ay (I, , 1, _1) = (I, ,1,_1) - Gar D Zar ® éqrr. Finally, if the guessed initial
state L'(®) is not in the set {L() x Fu;, j=1,---,1}, Ay (L)) will always be assumed to behave at
random and Pr[Ay (') = 0] = 1.

For simplicity of the analysis, we just use € instead of the true value of bias of the parity-check
equations, which is the lower bound for absolute value of all the €;, i.e., |¢;] > ¢. Let S, be the set of values
of the LFSR initial state that have a highly biased indicator when we construct parity-check equations
using ggq¢ together with 24y @ ¢qpr and S; the set of remaining values, i.e., S, = {L(O) X Foyyj=1,-- T}
and S; = {0,1}™ \ Sj. For the indicator of parity-check equations, we define the statistic £ of its bias as

Q

-1
Els+ slyy) = D (=)o)
0

/

~+

According to the central limit theorem, we have
E(L'O) ~ N(02¢e,2(1 — £2)) = N (£2¢, 22)

or

E(L') ~ N(—12¢,0)

when L' € S}, where €2 is enough small to make the above approximation, and

E(L'O) ~ N(0,2)
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when L'(©) € S, where A/ (+,-) is the normal distribution with the specified expectation and variance. A
naive method of evaluating {2 parity-check equations for all the possible values of the LFSR initial state
has a time complexity of 22, which is quite inefficient. As Chose et al. have showed in [11], the fast
Walsh-Hadamard transform (FWHT) can be successfully applied to accelerate the guess and evaluation
procedure. According to the mask pattern of the parity-check equations, we regroup the parity-check
equations and define an integer-valued function w(-) : {0,1}"™ — Z as

w(a) = S (D

t'€{0,--- ,2—1|g4y=aT}

where @ € {0,1}™ is a row vector and the sum is computed over the set of integers. Therefore, the

statistic at one value L'(®) = (If,--- /I’ _,) can be computed as follows
5(167 ) ;n—l)
2-1

(_1)At’(l(/ﬁ"' drn—1)

’

&
I
= O

Q

(_1)(167“' 7l;n—1)'gdt’@2dt’$édt/

t’'=0

(71)2[“/69&[“/

t’E{O -, 02-1|g4=aT}
)T

/\

O m

) l;)x : —1
Z -1)® (gl )"
ac{0,1
W (1, -
where W (I, --- ,1/,_;) is the Walsh transform of w(a) at the point (I,---,1,,_ ;). From the above, we
can use FWHT to evaluate {2 parity-check equations for all the possible value of the LFSR m-bit state
with time complexity {2 + m2"™ and memory complexity 2™.

Fortunately, for small state stream ciphers, the size m of the LFSR is always much smaller than the
security margin k, thus guessing the whole of LFSR state is often feasible. To make our attacks more
flexible, we will ignore S bits of the LFSR state and guess its partial n— § bits by exploiting the technique
presented in [27]. With appropriately choosing a value for the parameter 3, a more efficient attack can be
derived. The bypassed 8 bits can be fixed to any constant and we set them to all zeros in the following
discussion.

The original algorithm proposed in [27] is modified to make two majority polls at the last processing
step so that the LFSR initial state can be recovered no matter what the round key bits are. Besides, the
value with the maximum poll will be chosen as a candidate of the LFSR initial state. Now we present the
modified algorithm for recovering the initial state of the LFSR as Algorithm 1, where two cases of the
majority polls at Part 3 are corresponding to two possible values of ko. Note that the notation th (th > 0)
is the threshold of the statistical test, which will be determined in the following sections.

'le)

3.2 New Relationship Between the Number and Bias of Required Parity-Check Equations

In the traditional fast correlation attacks of [31, 6, 10], to identify the unique correct value of the LFSR
initial state with a high probability, the number of required parity-check equations {2 should be chosen

2—e2)2m1n 2 . . . . .
as 2 > (2= 22m P 4"”;%“2, where m is the size of the LFSR and ¢ is twice as many as bias of

the parity-check equations. Since the size of the LFSR is always much small in Grain-like small state
stream ciphers, no valid attack against them can be obtained by using directly Proposition 1 proposed
in [27]. We first observe that the number of required parity-check equations can be reduced when there
are multiple different parity-check equations. With exploiting the Skellam distribution, we introduce a
sufficient condition to identify the unique correct LFSR initial state and derive a new relationship between

the number and bias of required parity-check equations as 2 = w

, where r is the number of
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Algorithm 1 Recovery of the LFSR Initial State

Input: Given keystream bits, {z:}; The state transition matrix of the LFSR from the target stream cipher, F
The inverse of matrices corresponding to all the highly biased linear masks, {FJJ1 Yizt-
Parameters: The size of bypassed bits, 8,0 < S < m; The number of parity-check equations, {2; The
threshold for the statistical test, th.
Output: A set of candidates of the LFSR initial state.
/* Part 1: Prepare w(a) for evaluation of the parity-check equations */
1: Calculate and store the integer-valued function w(a) =3, (...

(_1)2dt’®édt’7 Ya €

{0, l}mfﬁ, where gg is the first column of matrix th’, Zagp = @ieTz Zay +i 1s the sum of bits from the given
keystream bits and ¢4y = @b2 By Cdt/+bs is the constant sum from the counter C. of the target stream cipher.
/* Part 2: Filter the LFSR initial states with the fast Walsh-Hadamard transform */
2: Compute the Walsh spectrum of w(a) though the subroutine of the fast Walsh-Hadamard transform, i.e.,
(W(L' )] = FWHT([w(a)]), where L'® € {0,1}™#;
if W(L'©) > th then
Store L'(® in the set Vo.
end if
if W(L'©) < —th then
Store L'(® in the set V;
end if
/* Part 3: Identify candidates of the LFSR initial state with two majority polls */
9: Set C =0 and ez =0
10: for all @ € {0,1} do
11: Set polla[-] = 0.
12: for all ¢ € {0,1} do

S 2=1lg gy 1, ym—Bl=aT}

13: for all L' € V; do

14: Compute L@ = (L'©]0%) x F,:jl, Vi € Jiga, then pollo[L®] increment by 1, where Jo =
{1,~~- ,T‘o}, J1 = {T‘o+1,“' ,7‘}.

15: end for

16: end for

17: if polla[LY] > pimas then

18: Set fimazr = polla[i(o)] and C = {E(O)},

19:  else if polla[L®] = pimas then

20: Set C =CU{L®}.

21: end if

22: end for

23: return C.

different parity-check equations. Therefore, when there are r different parity-check equations, we can
reduce the number of required parity-check equations to about % times of the traditional methods.

Let p; be the probability that the random variable following A(0, £2) is greater than th, and let
p2 be the probability that the random variable following N'({2¢, 2) is greater than th. Let Q(z) be

2
the tail distribution function of the standard normal distribution, i.e., Q(x) = é f;o e~z dy, thus the

probability that every value in S; has an empirical statistic £(L’ (0))) greater than th is approximately p; =

Q(\t/—%) and the probability that every value with positive bias in S;, has an empirical statistic £(L'(?)))

greater than th is approximately p, = Q(%) Note that the probability that the random variable
following A/ (0, £2) is smaller than —th is also p; and the probability that the random variable following
N(—Q¢, 2) is smaller than —th is also pa. Assuming that the values in Sy, is random uniformly distributed,
then the expected number of values in S;, which pass the statistical test is about 792~ %py 4+ 12 8 py even
when ( bits are bypassed, where 0 < 8 < logQ(m). Moreover, there are about 27 #p; + 27 Fp,
values in S; which pass the statistical test. Therefore, the expected size of Vi and V; are 2 #p; +1027py
and 2™ Pp; 4+ 1127 Ppy, respectively.

In Proposition 1 of [27], Todo et al. proposed to set 2 = (m — 3)2™ % = r2"Pp; to make a balance
between the complexities of three parts in Algorithm 1, and the probability of recovering successfully the
LFSR initial state was computed for different choices of 8. Unfortunately, with setting £2 = (m — )27,
the probability of recovering successfully the LFSR initial state is always 0 because the size m of the
LFSR is often too small in Grain-like small state stream ciphers. Therefore, when there are multiple
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different parity-check equations, we need a new relationship between the number and bias of required
parity-check equations for applying successfully Algorithm 1 to recover the correct value of the LFSR
initial state.

Theorem 2. Let m be the size of the LESR from the target stream cipher and 3 be the size of bypassed
bits, where 0 < B < 1og2(m). Assuming that there are r different parity-check equations with
absolute value of bias greater than 5, then the number §2 of required parity-check equations for Algorithm

1 to succeed s
728+2(m 4+ 1) In2

re2

L ile (1 v m)))

2

~ 5

more precisely,

)

B
where A = M <1 and Q™' is the inverse of Q-function.

Proof. Here we only give details of the proof when the sum of the round key bits kg is zero, and the
another situation can be argued in a similar way.
When o = 0, i.e., for the 0-th majority poll, every wrong value appears about

pa = (2" Ppr+ (g + )27 p2) 27" =127y

times, where 127 %p; >> (r2 + r%)Q_(m"‘ﬁ )py holds in the useful attack parameters, and the correct value
L) appears
p2 = (ro +711)2 Ppy = 12 py

times. Regarding the 1-th majority poll, the correct value does not appear and every wrong value appears
about p; times. Therefore, the number of occurrences that every wrong state value appears, denoted by
X, follows the Poisson distribution with expected value 1, and the number of occurrences that the
correct state value appears, denoted by X, follows the Poisson distribution with expected value us, i.e.,
X1 ~ Pois(u1) and Xy ~ Pois(uz). Let Y = X; — Xy, the difference of X; and X5, thus the random
variable Y follows a Skellam distribution assuming that X; and Xy are two statistically independent
random variables, i.e., Y ~ Skellam(u1, po) with 1 < po. With the property of Skellam distribution,
we get a upper bound for the probability that a wrong value has a better rank than the correct value,
i.e., PrX; > Xo] = Pr[Y > 0] < exp(—(y/f1 — /B2)?) = exp(—r27?(/p1 — /P2)?). Thus to identify the
unique correct value L(®) | we introduce the sufficient condition as

exp(—r2_/3(\/pT— \/]72)2) < 9~ (m+1)

i.e.

\/17—\/171>2§ (nz/;—l)an ®

From this sufficient condition, we can heuristically obtain that a good choice for the threshold of the
statistical test should make the difference ,/ps — \/p1 as great as possible. With th = %QE, the difference

Py —p1 = Q(—%\/ﬁs) — Q(%\/ﬁ&) =1- 2Q(%\/§5) is largest and p; + py = 1.
According to the sufficient condition Eq.(8), we derive that

p1:Q<;\/§6><;<1— A(2—A)>,

which indicates

_Q>4(Q_1 (% (1_ A(2—A)))>’ o

2

B n . . .
where A = Q(Lrl)lg < 1, Q7! is the inverse of Q-function.
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Note that the Q-function can be expressed in terms of the error function as Q(z) = 1 (1 —erf(z/V2)).
For 0 < x < 1, the inverse error function erf ' (z) ~ 1/, and therefore Q=1 (3(1—x)) = V2erf ™ (z) &
/5. Then for 0 < A <1, we have 0 < \/A(2 — A) <1 and thus

Qa0 - VAR )~ A < vaa

Accordingly, we get a new relationship as

n

S A 72PT2(m +1)In2

g2 re2 (10)

We choose the values with the maximum poll as a candidate of the LFSR initial state and keep them
in the set C. Therefore, if th = %Qs and {2 is set as Eq.(10) or Eq.(9) in the precise mode, the probability
that a wrong value is chosen as a candidate of the LFSR initial state is less than 2~ (%1 and no wrong
value will be chosen as candidates of the LFSR initial state.

In conclusion, if th = %QE and (2 satisfies Eq.(10) or Eq.(9), the output C of Algorithm 1 contains
and only contains the correct value of the LFSR initial state with probability of almost one. g

3.3 Recovery of the NFSR State at some time instant and the Round Key Bits

Now we first consider the degraded system assuming that the LFSR initial state is known and derive
relations between the internal state variables of the NFSR. Then an algorithm of recovering the NFSR
state at some time instant and the round key bits will be proposed in the following.

The Degraded System Suppose that the attacker somehow knows the LFSR initial state L(9) =
(lo, -+ ,lm—1) and has access to some keystream bits. Since the LFSR updates independently, the attacker
can clock the LFSR forwards and backwards to remove its protection over the keystream bits. The
resultant system becomes an NFSR which is nonlinearly updated, involving the periodic round key bits
and the output of this system is filtered by a nonlinear function h. Given the NFSR state N(*) =

(ng, -+ ,Ntym—1) at time instant ¢, we rewrite the keystream bit for the generic model as
A= @ M@ h (L¥}3,L7N’]§i,),1\7) ® @ lt""bl (11)
boEBy b1€B;
where any internal LFSR variable is known, Ty ny = (1, ,ds,) and By = {n1,--- ,7ng, } are the sets of

the NFSR taps with 0 < 1 < -+ <ds, <m/ —land 0 < <--- <1mg, <m' —1.

In the following, we will show that with some probability any internal state variable of the NFSR can
be computed from the value of the NFSR state variables at a fixed time instant ¢, and of some keystream
bits, under the condition that the LFSR initial state L(®) is known. To avoid the influence of masking
of the round key bit in the NFSR update function, we instead use recursively the output function, i.e.,
Eq.(11), to derive relationships between these variables and keystream bits, by extending the technique
in [5]. Compared to [31], the pseudo-linearity property of the filtering function h is not required in our
following process.

Here we only discuss the case 1,4, > d5, to illustrate the process, while the other cases can be handled by
induction in a similar way. In this case, 7, is the highest tap value of the NFSR variables (n, - -+, M4m/—1)
involved in the keystream bit z,. Assuming that the LFSR initial state L(®) = (lo,--- ,l,_1) is known,
we will express each NFSR state variable n;, i > to + m’, as a function of the NFSR state variables
N®) = (ng -+ Ngyym—1) and of some keystream bits.

We first consider how to express 7, 4. According to Eq.(11), zty4m/—n,, is the first keystream bit
which certainly depends on n¢,4y,, thus we have

(t0+ml_"]q2) (t0+7n/_nq2)
Nto+m’ = Zto+m’ —ng, S @ Nto+m’ —ng, +b2 ©h (L’]I‘,LL ’NT}L,N D @ lt0+m’—nq2 +b1+
b2€B2\{ng, } b1€B1

Next we assume that for all ¢ with tg+m’ <14 < tg+m'+7, all the bits n; have be expressed as a function
of the NFSR state variables at time instant ¢y and of some keystream bits. Note that Zto+m/ —ng,+j 18 the
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first keystream bit which is certainly dependent on n,4,/4;, which indicates that

(to+m'—ngy+7) (to+m'—ngy+7)
Mtg+m/+j = Zto+m’ —ngy+j EB Ntg+m/ —ng, +j+bs D R (LTM ' Nr, o
b2€B2\{ng, }

® @ Ligtm! gy +itb -
b1€B;y

That is, the variables ny,1m/y; is expressed as a function of a keystream bit z¢,1m/—p, +; and of the
NFSR variables 74y 4m/+; with ¢ < j. By induction assumption ns,4m/4; can be expressed as a function
of the NFSR state variables at time instant tg and of keystream bits {zt0+m/_,7qz +jli > 0}.

If we perform recursively this substitution process over © times, we can compute the value of @
variables {n,+m/+;|7 =0,---,0 — 1} from the value of the NFSR state variables at time instant ¢ and
of some keystream bits {z¢+m/—n,,+j|J = 0,--+,©0 — 1}, where O is a parameter to be determined later
and d < O < d+ (m' +m).

Regarding the case that n,, < ds,, when we express n¢, 1/, some terms of hq (Lért:tm 7”‘12), Nﬁﬁ;m 77"’2))
contains the later internal state variables ny 4+, 7 > 1. To derive successfully relations by induction,
the outcome of these terms is guessed, by extending the technique proposed in [22]. Let p, be the prob-
ability of the most probable guess, and we simply search in the keystream for the place where this is

satisfied. In this case, the probability that all the guesses for these terms are right is p = pg@ and the
-0

expect length of the keystream is around + = p,

Algorithm of recovering the NFSR State and the Round Key Bits Now we present the process
of recovering the NFSR state at some time instant and the round key bits as Algorithm 2. Before giving
into details of the algorithm, let us take a little bit about how it works.

After identifying the candidates of the LFSR initial state by Algorithm 1, we can get the value of
{Nt4m4ili = 0,--+ ,d+m' + 0 — 1} from the value of the NFSR state variables at time instant ¢ and
of some keystream bits with the technique described previously. Moreover, d + m’ + 6 — 1 consecutive
round key bits {kj ;[ = 0,---,d+m’' + 60 — 1} can be computed from the full internal state by using
the NFSR update function. Due to the fact that the RKF(:) is periodic, we have ki, = k; 4, for
1 =20,---,m + 6 — 1. Since the size of the NFSR state for small state stream ciphers is often much
smaller than its security margin, exhaustively searching over all the possible values of the NFSR state is
always feasible. Therefore, we will try out all the possible values of the NFSR state at time instant ¢t and
carry out the above process to identify the correct value. To exclude om' wrong values of the NFSR
state, we need m’ ticks at most for the period checking of the round key bits and another 6 ticks for the
LFSR initial state. Once we recover successfully the NFSR state at some time instant, the round key bits
will also be restored.

3.4 Analysis of Time and Data Complexities

In this subsection, we give the complexity analysis of our divide-and-conquer fast correlation attacks.
With the time complexity of Algorithm 1 and Algorithm 2 denoted by T and T5 respectively, we have
the following theorem to estimate the time and data complexities of recovering the full internal state and
the round key bits for the target stream cipher.

Theorem 3. Let m and m’ be the size of the LFSR and NFSR from the target stream cipher, respectively.
Assuming that for the sum of keystream bits @icr, 2i4i, there are r linear approximate equations on
the LFSR bits with absolute value of bias greater than 5 (e > 0), then the data complexity is D =
s B

|TZ|W and the time complexity is T = T, + Ty, T} = W +r2m =By and Ty =
pg T s 2m  (d ),

where Ty and Ty is the time complexities of Algorithm 1 and 2 respectively, 8 (0 < 8 <log(r)) is the
size of bypassed bits of the LFSR initial state , py = Q((7r~12%(m + 1)In 2)%), pgts the probability that
one internal state variable of the NFSR is correctly computed in Algorithm 2, d is the period of the round

key bits and the threshold in Algorithm 1 is determined as th = m.

re
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Algorithm 2 Recovery of the NFSR State at Some Time Instant and the Round Key Bits

Input: A set of candidates for the LFSR initial state, C; Some keystream bits {z:}.

Parameter: The number of ticks for state checking, m’ + 6, and setting 6 = log(|C|); The probability that
+m +60—1

all the internal state variables of NFSR {n; /4, are correctly computed, p.

Output: The whole state of the NFSR at some tlme 1nstant to, N): The round key bits, {k;oﬂ}f 01, The
correct initial state of the LFSR, L%,

1: for all L'® € C do

2: for allt € {0,---, 7 — 1} do

3: for all N® € {0,1}" do
/* Subroutine for state checking */
4: fori=0tod—1do
5: Compute nyqpm/ 4 from Zipm! —ngy s s Btbm/ —ngy +i with the technique described in Section ?7;
6: Compute ki = Nytm/ti D ligi B cei B g(N“”)) and store it at the i-th position of the array
&, ie., Eli] = ki
7 end for
8: fori=0tom' +6—1do
9: Compute n¢ym/ari from Btpm/ —ngys " Btbm! —ng, +dti}
10: Compute €; = nyim/aari D livdti D Ciydri D g(N(H'd'H));
11: if e; # &[i] then
12: goto Step 3.
13: end if
14: end for
15: to = t;
16: return The current guessed state of NFSR at time instant to, N0 the current initial state of
LFSR, L9; the round key bits, £[i],i =0,1,--- ,d — 1.
17: end for
18: end for
19: end for

Proof. For the data complexity, as illustrated in Theorem 2, with th = 1(25 the sufficient condition

B+2
to identify the unique correct initial state of the LFSR is 2 > w

w28 2(m+41)In2
2= re?

Thus we can safely set

|T | 728 +2(m4+1)1In2

p keystream bits.

. Accordingly, the data complexity is D = |T,|2 =

For the time complexity, we first find all the linear masks with absolute value of bias greater than
£

5 and compute the inverse of corresponding matrices {F%, }; 1 in preparation. Since the time cost in
preparation is practical, we will not add it into the followmg estimation of the time complexity. With
explomng Theorem 1, we construct the parity-check equations like (L(O) X Fy, ) gar D Zay D Capr D ko =
edt,j, J = 1,---,r. For all the possible values of the LFSR initial state, the parity-check equations
constructed from gaqr and Zgy & Cqp are evaluated and a threbhold is introduced to filter these state
values. Subsequently, we multiply the inverse of matrices F,; ! into all the state values which pass the
statistical test and make two majority polls independently to identify candidates of the LFSR initial
state. This process is detailed in Algorithm 1 and the complexity cost is counted precisely as follows.
The preparation of w(a) at Part 1 will take a time complexity of {2, while FWHT for w(a) needs time
complexity of (m— 3)2™~# with memory 2™ ~# at Part 2. During Part 3 of Algorithm 1, there are in total
(2m=8 x 2p, +1r27Ppy) x r operations to multiply the whole set of matrices {FJJ i—y to all the state values
which pass the statistical test for two majority polls. Therefore, the time complexity of Algorithm 1 is

computed as Ty = 2+ (m—B)2m P 4r2m+1=Bp, 49227 py. According to Theorem 2, we can set th = %Qs
and {2 = Mﬂ(niljl)m for Algorithm 1 to identify successfully the LFSR initial state. Then, we have

TE
that th = %jl)m7 p1=Q(3vV0e) = Q((mr~12%(m+1) In2)2) and py = Q(—iV0e)=1-p; . In
the useful attack parameters, since the size of the LFSR state is always much smaller in Grain-like small
state stream ciphers, (m — 3)2™# << r2m*T1=Fp, and (m — B)2m 8 << w always hold and
we regard it negligible. Therefore, we only need to set § such that a balance between time complexities
of Part 1 and Part 3 is achieved. Besides, in Part 3 of Algorithm 1, since 7227 Ppy is significantly smaller

than 72™+1=Fp, in the useful attack parameters, we treat it as negligible. Therefore, the time complexity
72812 (m41)In2

e + r2m+t1=8p, . We choose the value with the maximum poll as a candidate

becomes 1] =
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of the LFSR initial state in Algorithm 1. Therefore, the probability that a wrong value is chosen as a
candidate of the LFSR initial state is less than 2~(™*+1) and only the correct value of LFSR state will be
inputted into Algorithm 2. Then, we need to exhaustively search all possible values of the NFSR state
at some time instant and perform the subroutine of state checking to find the correct one. Since d + m/’
internal state variables are correctly computed with the probability p = p;“rm,, the expected length of the
keystream to search is 1 = Dy (d+ml), where p, is the probability that one internal variable of the NFSR
is correctly computed. After Algorithm 2 completes, the full internal state and d consecutive round key

bits can be restored. This process will take a time complexity of p;(der/) x 2m x (d+m'). a

Remark 2. Here, we explain for the Assumed Property 2) of the generic model. When the size of bypassed
bits 3 is equal to 0, we need {2 = W parity-check equations to carry out Algorithm 1 of our
attack methods. To have a more efficient attack than exhaustively searching the secret key, the necessary

condition should be satisfied {2 = W < 2%. The Assumed Property 2) is derived by plugging the

. L o |T. o .
rough estimation r = 25 %/T=| and ¢ = 2(s2 DX [Tel+ax » (Tl 5 €22 in this inequality.

4 Applications: Plantlet Case

In this section, our divide-and-conquer fast correlation attacks will be applied to Plantlet. First, we show
how to derive the linear approximate equations which are used to construct the desirable parity-check
equations for Algorithm 1. Then under the condition that the LFSR initial state is known, we give a
cryptanalysis of the degraded system of Plantlet. At last, the complexities of recovering the secret key
are presented.

Before showing details of our attacks, we provide a brief description of Plantlet in the keystream gen-
eration phase. Plantlet is a bit-oriented stream cipher and utilizes an 80-bit secret key K = (ko,- - , k79)
and a 90-bit public initial value IV = (ivg, - - ,ivsg) to generate the keystream. For Plantlet, there are
four parts involved, a 61-bit LFSR whose state at time instant ¢ is denoted by L(*) = Ity -+ ylive0), a
linked 40-bit NFSR, whose state at time instant ¢ is denoted by N® = (ng,+ -+ ,niy39), an 80-bit fixed
key register and a 9-bit counter register C, = (c?,--- ,¢3) allocated for the initialization/keystream gen-
eration. The first seven bits (c?,--+,c%) of the counter are used to count cyclically from 0 to 79, i.e.,
it resets to 0 after 79 is reached. The two most significant bits realize a 2-bit counter to determine the
number of elapsed clock cycles in the initialization phase, i.e., it is triggered by the resets of the lower 7
bits.

The LFSR is updated independently and recursively by a linear function as lyy61 = f(L®)) = I, @
liv1a @ liro0 ® lia34 D liras ® liy54. The NFSR is updated as defined in the following;:

N0 =k, ®ct ®l @ Q(N(t))
=k, ® Cf Dl Dng @ ngg13 @ nyg19 G Nyg3s O Nypsg
D Neq2nt425 D N4 3Neys5 D Ny rNer8 O Ne14N421 (12)
D Ner16Ne+18 D Nip4-22M¢424 B Npy26M1+32
D N¢4-33M¢ 4361043770438
D Ner10ne+11Mt+12 D Nep27Me 430Nt 4315
where k; is the round key bit and ¢} is the counter bit from C, at time instant ¢. The round key function

simply cyclically selects the next key bit, i.e., ki = RKF(K,t) = kmoaso), t > 0.
The filtering function is defined as

h (L%?’L’Nﬁ)w) = Nypalite ® ligslivro0 D ligsaliyir
D li+10li423 B Nyyaliy3oniyas,
where the two subsets
t
L'EI‘Z’L = (li+6, litss Lt 10, L1, Leg10, Ly 23, egs2)

and NT(TZ)N = (n444,ne438). The entire output function is determined by

t t
a=h (L), N ) @l © Prness, (13)
beB



18 S. Wang et al.

where B = {1,6,15,17,23,28,34}.

It is obviously that the Assumed Property 1 holds for Plantlet and the RKF(-) is periodic with a
cycle of minimum length d = 80, i.e., k180 = k¢. As for the Assumed Property 2, we give a more accurate
analysis in the following discuss.

4.1 Deriving Linear Approximate Equations

In this subsection, we expect to estimate the number and bias of different linear approximate equations
which are used to construct the desirable parity-check equations. First, we derive the linear approximate
representations for the sum of some keystream bits. Then, we can evaluate the number and bias of
different linear approximate equations by exhaustively searching all the possible representations.

Linear Approximate Representations Considering the best linear approximation of the NFSR up-
date function Eq.(12) with bias 27902 as follows,

~ 1./ 4
Nyyao = ky D¢ Ol Dy D ngg13 D Nygr19 D Nyt35 D N30,

we choose the set of taps as T, = {0, 13,19, 35,39,40}. Then, we have

D 2 = B teisn & Bl & ALET. M) & Do (V) & Pty & B el

€T, €T, beB €T, beB beB beB

where g*(N®W) = n; ®nyy13®nip10 Dnpsss ®nirso Dg(N®) and it has the same bias, i.e., Pr[g*(N®) =
0] = % +27902 Let a; € {0,1}° be the input linear mask for h function at time instant t + 4, i.e.,
a; = (a;[0],- - ,a;[8]). Then

\\ T
h(L(t+z) N(t+z)) a;[0: 6] (L%‘:'i)) & ail7,8] - (N(t+z))

Th,L > "Th,N Th,N
with bias €y i(a;) = £27° or 0 and a;[z : y] denotes subvector indexed from z-th bit to y-th bit. Due
to |T| = 6, there are 6 active h functions which need to be approximated. Let ar, € {0,1}°%6 be the
concatenated linear mask, i.e, ar, = (ag, a13, @19, @ss, @39, asp). The total bias of all the approximated
h functions is computed as e, 1, (ar.) = 2°7! X [T;c1_ €ni(a;) because of the piling-up lemma. Note that

if we use a; such that €, ;(a;) = 0 for any i € T, then €, . is equal to zero. Otherwise, €, = £27%°
Let

—_

€g-m(ar,) = Pr [@ a;[7,8] - ( %-&-}:’))T@@g*(]\[(wb)) =0l - 5

€T, beB

and the bias is independent on a;[0 : 6] for all ¢ € T,. We expect that the bias €4+ g(ar,) is high and only
care about the situation where the bias is not equal to zero. When ;[7,8] = 0 for all i € T,, we have
eg-Blar,) = Pr[@yp 9" (N!H?) = 0] — 1. To compute the bias, we choose some variables such that
D 9" (N (t+0)) can be divided into some pieces which have fewer variables and no common variables
between them when the chosen variables are fixed. Then we evaluate the bias by applying the piling-up
lemma to all the pieces when we try out all the possible values of chosen variables. Therefore, the bias
€4+ B(ar,) could be derived as soon as we add up the biases in all possible cases of the chosen variables.
Similarly, the bias €4« g(ar,) can be evaluated when a;[7,8] # 0 for any ¢ € T,. If one of ajg[8],
ass[8], ase[8] and a4p[8] is 1, the bias is always 0 because n¢i57, ney73, ne477 and nyir7g are not involved
in @ep g (NEHY). We summarize ey« g(ar,) when a19[8], ass[8], ase[8] and as[8] are 0 in Table 2.
For any fixed ar_, we can derive the following linear approximate representation

@ 2y R @ lg; 430 @ @lt+b & EB a;[0:6]- ( 1(;;2)) D @kt+b D @Ct+b

€T, €T, beB €T, beB beB

and its bias is evaluated as 2 X e, 1, (ar,) X €4+ g(ar, ).



Table 2. Summary of bias when a;[7, 8] is fixed. Let * be the arbitrary bit.

Fast Correlation Attacks on Grain-like Small State Ciphers

aop [7]

ao [8}

ails [7]

als [8]

ailo [7}

as.

=i

as9g [7]

aqo [7] €g* B

0

¥ ¥ PO OFHROFHROFHROFHOFHOHOFHOHFHOFROHOHOHOHOFROFHOHOFOHOFHFOHOFOHOFOHOFOHORFROHOROHR

¥ ¥ PRPOOFRKFHROOHHOOHHOOHHOOFRHOOFRHOOHHFHOOHHOOHHOOHRHOOFRHFOOHKFOOHHFHOORHFHOORREOO

¥ ¥ PR HFHOOOOKFRFHFFHEFFROOOORHHFEFOOOORHEFFHEFHFOOOOHFHRFEEFEFOOOORHHHOOOOHFEEHEHFOOOORKHEHEEHOOOO

¥ ¥ PRPRHRFHERFEPFRPFRPHRPOOOOOOOORKHHKEFREPRHEHHHFHOOOOOOOOHHRERKHEHHEHFPOOOOOOOOHRERKHEHHEHRERFHLOOOOOOOO

LN eloNoNololololoNololololololeololoNoloNelolololelelolololeleloloNeloNelolololNeNelolololelolololololololololo ool o lolololo)

I eleclolololoololoololoNolololoNololololololololololololoololoNolloleoNoNoloNoNoleooNololoNolo oo oo oo oo oo o NoNo o NoNoBe] T

¥ ¥ PR HERERERRRRERRERRRARRERERROO0OO0O0O0O0000C0C0C00000RFHRERREFEERERERRERREFEERERFEFOOOODOODOODODOOOOOOOO

_'_2721, e

+2—21 .87
2—21.87

¥ ¥ PHRFHFFRRHRRERRERRRERRERRRRERRRPRAERRERRERRERAERRPRARRERRERRRERRERRRPOOODOOODODOODODODODODODOODOOOOOCOOOCOCOOOCOOOOOOOO
+
N
|
¥}
I
N
©

19

Linear Approximate Equations From the linear approximate representations derived at the previous

part, we can derive the following linear approximate equation with some fixed linear mask u

@ 2y 2 IO (FP 5 w) & @ ki @ @Cirba

i€T,

beB

beB
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where u € {0,1}%! is a column vector. If different ar,’s derive the same linear mask u, the corresponding
biases should be added up to get the bias of w, i.e., €, = Z{GT U(ar.)=u} 2 X €nr.(at,) X €4+ B(art,),
where

Ular.) = P (ail0lgive ® ai[l]giss @ ai[2]gir10 ® ai[3]git17 © ai[4]git10 ® ai[5]gisas © ai[6]gis2)
€T,

® git30) ® @ go-
beB

Clearly, since the function U(ar,) is independent on a;[7,8] for any ¢ € T., we need to sum up
all biases with a non-zero €,+ g summarized in Table 2, where a;[0,--- , 6] is identical and only a;[7, 8]
varies for i € T,. Let V be a subset of {0,1}°*¢ whose elements are 64 corresponding vectors ar_ with
non-zero €4+ g in Table 2. Moreover, there are some special relationships. When we focus on ao[4] and
a13[0], corresponding 61-bit column vectors are identical because go+19 = g13+6 = g19. That means
(ao[4], a15[0]) = (0,0) and (ap[4],a13[0]) = (1,1) derive the same w, and (ag[4],a13[0]) = (1,0) and
(ao[4], a15[0]) = (0, 1) also derive the same uw. We have 7 such relationships as showed in the following.

- ao[4] and a13[0] (since got19 = g13+6 = G19)-

- ag[5] and a13[2] (since got23 = g13+10 = g23)-

- ao[6] and a13[4] (since goi32 = g134+19 = g32)-

- a13[5] and a19[3] (since g13123 = g19+17 = g36)-

- a13[6] and a35[2] (since g13432 = 35110 = G45)-

- as5[2] and asg[0] (since gss54+10 = g39-+6 = Ga5)-

- a3s[5] and aszg[4] (since g35423 = g39119 = gs8)-
Let wy, -+ ,w7 be the (9 x 6)-bit vectors generated by the above relationships with the corresponding
two positions are 1 but all the other positions are 0. Let W = span(ws,- -+ ,w7) be the linear span
whose basis is w1y, - -+ , w7. Therefore, the bias of u denoted by ¢, is estimated as €,, = ZweW Zvev 2 %
en,r.(ar, Dvdw) X €5+ glar, ®v).

Note that a4[0,- - ,6] is not involved in W, and the absolute value of bias €, is invariable as far as

we use a0, -, 6] satisfying €, o = £27°. Therefore, we do not search a0, - , 6] any more. Finally,
we searched exhaustively 23° ar_[0, - , 6] with a4[0,- -+ ,6] = 0 and there are 64 a0, - - - , 6] such that

€no = £27°. As a result, we found r = 7077888 x 64 ~ 22876 4 whose absolute value of bias is greater
than e = 273808,

4.2 The Degraded System

In the following, we will show that any internal state variable of the NFSR can be computed from the
value of the NFSR state variables at fixed time instant to and of some keystream bits, under the condition
that the LFSR initial state L(®) is known.

Forwards: We first consider how to express ng,+40. According to Eq.(13), 24,16 is the first keystream
bit which certainly depends on n4,+40, thus we have

Ntg140 = Ztg+6 D (Mig+7 B Nig+12 B Neg121 B Nig23 B Negt20 B Ny +34)

B (ltg+12M40+10 B ltg+38Mt0+10Mtg+44)

D (ltg+36 D legr1alto+16 D leg+38ltg+23 D lig25lt9+29)s

where ;43871 +10M¢,+44 1S a quadratic term which contains the later internal state variable ny,444. To
derive successfully the linear relations by induction, the outcome of term Iy, 387, +10M¢,+44 i guessed.
The most probable guess would be that this term produces zero, since Priz&y&z = 0] = %. Next we
assume that for all 4, tg + 40 <7 < tg + 40 + j, all the bits n; have be expressed as a linear combination
of the NFSR state variables at time instant ¢y and of some keystream bits when the outcome of term
l(i—34)4+32M(i—34) 447N (i—34)+38 18 guessed to < i < tg+ 40 + j. Note that zy 164, is the first keystream bit
which is certainly dependent on 74,440+, which indicates that

Nto+40+j = Zto+6+5 D (Meg+7+) B Neot1245 B No42145 B Mg 123+) B Ntg+29+5 B Nio+34+5)

B (ltg+1245Mto+10+5 B lig+3845Mto+10+;To+4445)

D (lig4+36+5 D lig+1445lt0+1645 D lio+38+5lto+23+5 D lig+25+5lto+29+45)
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and the variable n,140+; is expressed as a function of the internal NFSR variables n; with i < £ 44047,
Ngo+44+; and of a keystream bit z;,464;. When we guess the outcome of term Iy, 438+ 70+10+jMt0+44+5>
by induction assumption 74,140+; can be expressed as a linear combination of the NFSR state variables
at time instant ¢y and of keystream bits {z;,4+6+;|7 > 0}.

Whenever the outcomes of terms {l,38+;M¢+10+jMo+44+5]7 = 0,---,0 — 1} are guessed, we can
get the value of © variables {n¢,4404;/j = 0,---,0 — 1} from the value of the NFSR state variables at
time instant ¢y and of keystream bits {z¢,464j|7 = 0,---,0 — 1}, where © = d +m’ + 6 = 80 + 40 +
log(2™*1p,, + 1) and p,, is the probability that a wrong value is chosen as the LFSR initial state during
Algorithm 1. The probability that all the guesses for items are right is p = (%)@ and the expect length

. -6
of the keystream is around % = (%) .

Backwards: To get the value of © variables {ny,_;|j =1,---,0 = 80 + 40} from the value of the
NFSR state variables at time instant ¢y and of keystream bits {z;,_2_;|j = 0,---,0 — 1}, we need to
perform recursively the following equation © times

Np—1 = Z4—2 B (Nyya B Nyg13 B Nys15 B N1 D Nig6 D Ney32) B (Lranro B leg30Me42Me436)

D© (lig28 D ligolirs D ligsolir1s D ligrrliyor).

Similarly with Algorithm 2, we can carry out a process of state checking to recover the NFSR sate at
some time instant and the round key bits with time complexity 240 x (80 + 40) ~ 246-91,

4.3 Analysis of Complexities for Attacking Plantlet
728%2(6141) In 2
re?
LFSR initial state. Therefore, the data complexity is D = 6 x
complexities of Algorithm 1 and Algorithm 2 are T} = w + 7261416y and Ty = 240 x (80 +

€
40) ~ 24691 respectively, where p; = Q((mr~128(6141)In2)2), r = 22876 and ¢ = 273708 Then, we can
get the following time and data complexities for attacking Plantlet with different choices of 3, listed in
Table 3.

parity-check equations to identify the correct

72872(6141) In 2
re2

According to Theorem 3, we need {2 =

keystream bits, the time

Table 3. Time, memory and data complexities of attacking Plantlet.

B | Time|Memory| Data
10[2797[ 5T [56706

11 278473 250 268.06

12 277472 249 269.06
[13[276-70] 2% [970.06
14 275469 247 271.06

15 274468 246 272.06

16 273475 245 27306

17 273409 244 274.06

As the size of bypassed bits 5 increases, the time complexity decreases temporarily, but more data
complexity is required for a successful attack. When § = 16, a balance between time and data complexity
is achieved, and the required time and data complexity are respectively 2737 and 27396, When 8 = 10,
the attack has the minimum data complexity 26796 with time complexity of 279-74.

Remark 3. For Plantlet, the round key bits are the whole secret key k;, 0 < ¢ < 79.

5 Applications: Fruit-v2 Case

In this section, we apply our divide-and-conquer fast correlation attacks to Fruit-v2. First, we show how to
derive the linear approximate equations. Then under the condition that the LFSR initial state is known,
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a cryptanalysis is given for the degraded system of Fruit-v2. As a result, the complexities of recovering
the secret key are presented.

Before showing details of our attacks, we provide a brief description of Fruit-v2 in the initialization
and keystream generation phases. Fruit-v2 is a bit-oriented stream cipher and utilizes an 80-bit secret
key K = (ko, - ,k79) and a 70-bit public initial value IV = (ivg,- - ,ivg9) to generate the keystream.
It is composed of a 43-bit LFSR whose state at time instant t is denoted by L") = (I, ,li442), a
linked 37-bit NFSR whose state at time instant ¢ is denoted by N®) = (ny,--- ,n4436), an 80-bit fixed
key register and two counter registers, a 7-bit C,. = (c?,--- ,¢%) and an 8-bit C. = (¢f, -, c}*) allocated
for the round key function and the initialization/keystream generation, respectively. These two counters
increase one by one independently at each clock, and work continually, i.e., after they becomes all ones,
counting from zeros to all ones again. Note that ¢ and c}* are LSBs of the two counters respectively.

The LFSR is updated independently and recursively by a linear function as l;1435 = f (L(t)) =L ®
liys @ lir18 D lig03 @ liyos ® liys7. The NFSR is updated as defined in the following:

nipsr =k, ®c ol ®g(NW)

=k ® C? Dl & ng B ngg10 D Npg20 D Nyy12ni43 (14)
@ Ner14Ne+25 D Ne5Me423M14-31
D Ne+8Nt418 D Ne428Mt 430Nt 43210434,

where k| is the round key bit and ¢} is the counter bit from C, at time instant ¢. The round key bit
is generated by combining 6 bits of the key as k; = RKF(K,t) = kskyt32 ® kpkutoa B kgr16 ® krtas.

Here, the values of s, y, u, p, ¢ and r are given as s = (0cic?cict), y = (c}cScVcic?), u = (c}ctedc?),
p = (deicic}), ¢ = (cicicic]c) and r = (cicjcicic}).
The filtering function is defined as
h(LY) N ) = ligliras @ leyleyon ® neyssl
Tp VT, N ) = 460415 D li41be422 © N4 350427
& ler11le433 D ner1ne433lt4a2,
where the two subsets are
¢
Lq(r,va = (les1s leves L1 levass Loz, ligor Ly 3ss Leraz)
and Nﬂ(Ti),N = (N441,Net33, Ne435). The entire output function is determined by
t ¢
2y = h (L%J,L’ngh),N) &) lt+38 D @’I’LFHB, (15)

beB

where B = {0,7, 13,19, 24,29, 36}.

During the initialization phase, the secret key bits are loaded to the NFSR and LFSR from LSB
to MSB, ie., n; = k;, 0 < i < 36;10; = k37yq, 0 < @ < 42. Then the IV bits are padded to 130-bit
IV' = (v}, - ,iv]99) by concatenating 1 bit one and 9 bits zeros to the head of IV, and 50 bits zeros
to the end of IV. In the first step of the initialization, C,., C. are set to 0 and the cipher is clocked
130 rounds as follows: the LFSR is updated as lyy43 = 2 @ iv) @ f(L®), while the NFSR. is updated as
Niysr = 2 @ v, Skl ® Ol @ g(N®), and no keystream is generated. Then, in the second step of the
initialization, all bits of C,. are set equal to the LSBs of the NFSR except the last bit that is equal to the
LSB of the LFSR, and also l13¢ is set to 1. Hereafter the cipher is clock 80 rounds without the feedback
in the LFSR and NFSR, i.e., the update function of the LFSR is changed to l;;43 = f(N®), while the
update function of the NFSR is changed to n¢y37 = ki @ ¢} @ 1; ® g(N®), and no keystream is generated.
After the initialization phase of 210 rounds clocks, the cipher enters the keystream generation phase and
the keystream bits are produced.

Note that C, is only known in the first step (130 rounds) of the initialization phase. Since C, is fed
from the LFSR and NFSR after the first 130 rounds, it is not known any more. However, the counter bit
¢} is periodic with a cycle of length 2* = 16, i.e., ¢} 14 = ¢}, Vt > 0, and the cycle is 8 zeros followed by
8 ones.

It is obviously that the Assumed Property 1 holds for Fruit-v2 and the RKF(-) is periodic with a
cycle of minimum length d = 128, i.e., k; 55 = k;. Regarding the Assumed Property 2, we give a more
accurate analysis in the following discuss.
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5.1 Deriving Linear Approximate Equations

In this subsection, we expect to estimate the number and bias of different linear approximate equations
which are used to construct the desirable parity-check equations. First, we derive the linear approximate
representations for the sum of some keystream bits. Then, we can evaluate the number and bias of
different linear approximate equations by exhaustively searching all the possible representations.

Linear Approximate Representations Considering the best linear approximation of the NFSR, up-

date function Eq.(14) with bias 274 as follows,

~ I/ 3
Nyt37 = ky B c; Dl ®ng D ngg10 D Neg20s

we choose the set of taps as T, = {0, 10,20, 37}. Then, we have

@ Ziti = @ lititss @ @ lLipy ® @ h(Lq(rt:z)a Nq(rt,:i)) @ @9*(N(t+b)) ® EB kiyp © @ A

€T, €T, beB i€T, beB beB beB

where g*(N®) = n; @ nyy10 © negoo © g(N®) and it has the same bias 2746, i.e., Pr[g*(N®) = 0] =

1 —4.6
5+ 2750
2

Let a; € {0,1}!! be the input linear mask for h function at time instant t + i, a; = (a;[0], - - - , a;[10]).
Then

WL N a7 (LN s ais: 100 (M)
( Th,L " 'ThN ) ~ az[ : ] ’ Th,L ® Cl,z[ : } ’ Th,N

with bias e i(a;) = :I:% or :tﬁ. Due to |T| = 4, there are 4 active h functions which need to be

approximated. Let at, € {0,1}!1*% be the concatenated linear mask, i.e., ar, = (ag, @19, @20, asr). The

total bias of all the approximated h functions is computed as e, 1, (ar,) = 2*7' X [[,c1. €n.i(a;) because
of the piling-up lemma.
Let

€~ plar,) = Pr

P aifs - 10 - (Ngjj)T & @ g () = o] - %

i€T, beB

and the bias is independent on a;[0 : 7] for all i € T,. If one of ag[8], a10[8] and as7[10] is 1, the bias is
always 0 because nyy1, ny4+11 and nyy72 are not involved in @belﬁ% g*(N(“‘b)). We summarize eg*,]B;(aTz)
when ag[8], a10[8] and a37[10] are 0 in Table 4.

For any fixed at_, we can derive the following linear approximate representation

PrricPliissoPlis® P ailo:7)- (Lg,ii))T e @Pki e Pty

€T, €T, beB i€T, beB beB

and its bias is evaluated as 2 X €51, (at,) X €4+ g(ar, ).

Linear Approximate Equations From the above linear approximate representations, we can derive
the linear approximate equation with some fixed linear mask u

@ZtJri ~ L. (Ft xu)@@k£+b®@ci’+b,

€T, beB beB

where u € {0,1}*% is a column vector. If different ar_’s derive the same linear mask wu, corresponding
biases should be added up to get the bias of u, i.e., ew = Y (4, |v(ar)=u} 2 X €nr.(a1.) X €4+ B(aT,),
where : :

Ular.) = P (ail0lgi+1 @ aill]give @ ai[2]gir11 & ail3]giz1s © ai[4]gisor @ ail5]givar & ai[6]gitss
€T,

@ a;[7gita2) © Git3s) @ @ -
beB
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Table 4. Summary of bias when a;[8 : 10], ¢ € T, are fixed. Let * be the arbitrary bit.

ao[9][ao[10][a10[9]]a10[10][az0[8][az0[9][az0[10][as7 [8][as7[9]] €g=.m

0 0 0 0 0 0 0 0 0 [+271°0
1 0 0 0 0 0 0 0 0 |42715:08
0 0 1 0 0 0 0 0 0 |42715:3°
1 0 1 0 0 0 0 0 0 271535
0 0 0 0 1 0 0 0 0 |4271987
1 0 0 0 1 0 0 0 0 |4271987
0 0 1 0 1 0 0 0 0 |4272019
1 0 1 0 1 0 0 0 0 2720-19
0 0 0 0 0 0 0 1 0 |42715:08
1 0 0 0 0 0 0 1 0 |42715:08
0 0 1 0 0 0 0 1 0 |42715:3°
1 0 1 0 0 0 0 1 0 |—27153
0 0 0 0 1 0 0 1 0 |4271987
1 0 0 0 1 0 0 1 0 |4271987
0 0 1 0 1 0 0 1 0 |4272019
1 0 1 0 1 0 0 1 0 2720.19
0 0 0 0 0 0 0 0 1 |4271789
1 0 0 0 0 0 0 0 1 |4271789
0 0 1 0 0 0 0 0 1 |4271815
1 0 1 0 0 0 0 0 1 |—271815
0 0 0 0 1 0 0 0 1 |42722068
1 0 0 0 1 0 0 0 1 |42722068
0 0 1 0 1 0 0 0 1 |4272300
1 0 1 0 1 0 0 0 1 |—2723.00
0 0 0 0 0 0 0 1 1 4271789
1 0 0 0 0 0 0 1 1 4271780
0 0 1 0 0 0 0 1 1 |4271815
1 0 1 0 0 0 0 1 1 |—271815
0 0 0 0 1 0 0 1 1 |42722068
1 0 0 0 1 0 0 1 1 |42722068
0 0 1 0 1 0 0 1 1 |42723:00
1 0 1 0 1 0 0 1 1 2723.00
* 1 * * * * * * * 0

* * * 1 * * * * * 0

* * * * * 1 * * * 0

* * * * * * 1 * * 0

Since the function U(ar.) is independent on a;[8,9,10], we need to sum up all biases with a non-
zero e,+ g summarized in Table 4, where a;[0,--- ,7] is identical and only a;[8,9,10] varies for i € T,.
Let V be subset of {0,1}11*4 whose elements are 32 corresponding vectors ar, with non-zero €4+ B iN
Table 4. Moreover, there are some special relationships similar to the case of Plantlet, and we have three
relationships as showed in the following.

- ao[2] and a10[0] (since go+11 = G10+1 = g11)-
- ag[7] and ago[4] (since goya2 = g20+22 = Ga2)-
- a10[2] and ag[0] (since gio4+11 = g20+1 = g21)-

Let w1, ws, w3 be the (11 X 4)-bit vectors generated by the above relationships with the corresponding
two positions are 1 but all the other positions are 0. Let W = span(w;, ws, ws) be the linear span whose
basis is w1, ws, ws. Therefore, the bias of u is estimated as €, = ZweW ZveV 2xept,(ar, DV D W) X
Gg*VB(aTZ D 'l)).

As a result, we searched exhaustively 232 ap_[0,---,7] and found r = 16777216 = 2** u whose
absolute value of bias is greater than e = 272952,

Remark 4. Since the counter bit ¢} is unknown in Fruit-v2, there is slight difference in constructing
parity-check equations. We redefine d as the least common multiple of the two cycle lengths of k; and c;.
The round key bits k; and the counter bits ¢} have cycles of length 128 and 16, respectively. Therefore,
we have d = 128 and k;o ap D cfo rdy = ki, @ c;?’o . The parity-check equations are constructed as

(L(O) X Fuj) “Gar © Zar © (Go @ ko), where ¢g = @P,cp ¢} and ko = @D,cr kp- Then we treat the whole
unknown bit ¢o & IE:O of Fruit-v2 same to the ];50 of the generic model in the remaining discuss.

5.2 The Degraded System

In the following, we will show that any internal state variable of the NFSR can be computed from the
value of the NFSR state variables at fixed time instant to and of some keystream bits, under the condition
that the LFSR initial state L(®) is known.
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Forwards: We first consider how to express ng,+37. According to Eq.(15), z¢,+1 is the first keystream
bit which depends on n;,437, thus we have

Ntg+37 = Zto+1 D (Meg11 D Ntgrs D Neg 414 D Ngr20 D Neg+25 D Ntg+30)

D (lig+28M10+36 D lig+43N10+2M10+34)

D (leg+39 B lig+7lt0+16 B leg+2lt9+23 B ligr12ltg+34),

i.e., nyy437 has been expressed as a quadratic function of N(to) — (ngy, -+, Nig+36) and of a keystream
bit z;,+1. Next we assume that for all i : to + 37 < i < ¢y + 37+ 7, all the bits n; have be expressed as a
nonlinear function of the NFSR state variables at time instant ¢ty and of some keystream bits. Note that
Zto+1+4; is the first keystream bit dependent on n,437+;, which indicates that

Nto+37+j = Zto+1+j D (Meo+1+j D Neg+8+j D Neo+1445 B Nto+20+5 D Neg+25+5 D Neg+30+5)

D (Ltg+28+5M0+36+) D lto+43-+5Mto+2+jMto+34+5)
D (lto+39+7 D lo+7+jlto+16+45 D ltgr2+5lto+23+5 D ltg+12+45lt0+3445)

and the variable n, 437+, is expressed as a function of the internal NFSR variables n; with i < tog+37+7
and of a keystream bit 2;,414;. By induction assumption n4 1374, can be expressed as a function of the
NFSR state variables at time instant to and of keystream bits {2¢,414;]7 > 0}, under the condition that
the LFSR initial state L(©) is known.

Remark 5. For Fruit-v2, the subroutine of state checking will exploit the periodic property of the secret
information bits during Algorithm 2, i.e., k{og,; ® ¢log,; = kl ® ¢}, Vi = 0,---,37 — 1. Therefore, the
output of Algorithm 2 will be the full initial state of the target stream cipher N L) and the secret
information bits k] & ¢} with 0 < < 127.

5.3 Analysis of Complexities for Attacking Fruit-v2

B+2 n . . . .
727 (4341)In2 parity-check equations to identify the correct

re2
B
LFSR initial state. Therefore, the data complexity is D = 4 x w keystream bits, the time

complexities of Algorithm 1 and Algorithm 2 are T} = 72777 (4341) In2 +7r283+1=8p, and Ty = 237 x (128 +

re?
37) ~ 24437 respectively, where p; = Q((nr~12°(43 + 1)In2)2), r = 224 and & = 272852, Then, we can
get the following time and data complexities for attacking Fruit-v2 with different choices of j, listed in
Table 5.

According to Theorem 3, we need {2 =

Table 5. Time, memory and data complexities of attacking Fruit-v2.

B | Time|Memory| Data
0 [287-00] 543 (54362
1 266400 242 244.62
2 264499 241 24562
398399 540 [546.62
4 |9FZI9[ 539 (94762
5 [gBT-08] 538 [548.62
6 [280-98[ 937 54962
7 [oF90T[ 936 55062
g [25896] 935 [9p162
Q [25795] 931 [55262
10[25695] o33 (95362
11[9560I[ 932 [95%62
12[95534] 53T [955:62
13[25528[ 930 [956.62

As the size of bypassed bits § increases, the time complexity decreases temporarily, but more data
complexity is required for a successful attack. When 8 = 12, a balance between time and data complexity
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is achieved, and the required time and data complexity are respectively 2°°34 and 25562, When we
bypass no bit of the LFSR initial state, an attack could be launched with the minimum data complexity
D = 2%3:62 and the time complexity of 267:0°0,

Remark 6. Once we know the initial state (L(®), N(©) and the secret information bits k! @ ¢} with
0 < ¢ < 127 through Algorithm 1 and 2, we can run the inverse process of the initialization phase
for 210 rounds and derive the secret key.

Less Data Complexity Next we try to use less data complexity to recover the secret key of Fruit-v2.
Let th, be the threshold of being chosen as candidates of the LFSR initial state, i.e., the value with
a poll greater than th, will be chosen as a candidate at Part 3 of Algorithm 1. If we use 2 = 236
parity-check equations, many values of the LFSR initial state will be chosen as the candidates and the
correct one might not appear. Let p,, and p. be the probability that a wrong value and the correct

zy
00 pite #1

one are chosen as a candidate of the LFSR initial state in Algorithm 1, i.e., p, = Zm:thp and

xq!
De = Z:Z:thp %, where pu; = rp1 = TQ(%)a fo = Tp2 = TQ(”L 06) and th is the threshold of
the statistic test at Part 2. Therefore, there are about 2*3*1p,, values Wlll be chosen candidates of the
LFSR initial state and the correct one appears with the probability p. in Algorithm 1. With exhaustively
searching (ng,--- ,ngs) in Algorithm 2, we can carry out the subroutine of state checking to find the
correct value of LFSR and NFSR initial state, along with the secret information bits. To get the correct
value of LFSR initial state, we need to repeat Algorithm 1 and 2 about p% times with the total time
complexity T = i X (02 4 r283+lp, 4 24341y % 236) where 2 = 236, r = 224 With appropriately
choosing the two thresholds as th = 204524 and th, = 3658579, we have p; = 0.2176, p. = 0.0216 and
P = 271365 and the time complexity and data complexity to recover the secret key are T' = 27263 and
D = 24238 respectively. More exactly, for each execution of Algorithm 1 with the parity-check equations
at time instant 128t' +tp, 0 < ¢’ < 2 —1 and 0 < t; < 127, it requires |T,|{2 keystream bits, where
T. = {0,10,20,37}, and thus the data complexity is about (p% +37) x 236 ~ 212:38 keystream bits.

6 Applications: Fruit-80 Case

In this section, we apply our divide-and-conquer fast correlation attacks to Fruit-80. Like Fruit-v2, we
first derive the linear approximate equations for Fruit-80. Then under the condition that the LFSR initial
state is known, the complexities of recovering the secret key are presented.

Before showing details of our attacks, we provide a brief description of Fruit-80 in the initialization
and keystream generation phases. Fruit-80 is a bit-oriented stream cipher and utilizes an 80-bit secret
key K = (ko,- - ,k79) and a 70-bit public initial value IV = (ivg,- - ,ivgg) to generate the keystream.
It is composed of a 43-bit LFSR whose state at time instant ¢ is denoted by L® = (I, liya2), a
linked 37-bit NFSR whose state at time instant ¢ is denoted by N® = (ng, -+ ,niy36), an 80-bit fixed
key register and a 7-bit counter registers C,. = (¢?,--- ,¢9) allocated for the round key function.

The LFSR is updated independently and recursively by a linear function as l; 143 = f(L®)) = I, @
liys @ lir18 D ligo3 @ lpyos ® liy37. The NFSR is updated as defined in the following:

sy =k, ® 1 © g(ND)
=k, Bl ®ny D ngr10 D Neyoo D Negp12Me43 (16)
D nep14ney25 DB Nep5Ne23Ne431

D n48Ne418 D Ny 28Me430ML+32M14-34,

where k; is the round key bit at time instant ¢. The round key bit for g function is generated by combining
3 bits of the key as ki = RKF(K,t) = k,kpy16kqsa8 © krkpyi16 © kpr16kgras © krkgyas © kpr16. Here, the
values of r, p and g are given as r = (c)cic?c}), p = (cicicicic}) and q = (cicictcpc?).

The filtering function is defined as

h (L%? L»Ng},mk;ﬁ) = ki (nt436 @ ley10) B leveliyas

D lir1liqo0 ® nyq35liqpor D ngp1niqog

D Ny 1n¢433l1442,
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where k; is the round key bit at time instant ¢, the two subsets are
LY = (i1, e, Livas, by o, by, liror, |
Ty, r ( t+1y bt+65 bt+155 bt+195 bt+225 LE4+27, t+42)

and ngh) N = (M41, Net24, Me433, Net35, Ne436). Lhe round key bit for i function is generated by combining
the same 3 bits of the key as kf = RKF*(K,t) = krkpi16 D kprickgras @ krkgras ® kr © kpy16 @ kgas,

where the values of r, p and ¢ are defined in the above. The entire output function is determined by

2= h (L) NE ) @ biss © @ e, (17)
beB
where B = {0,7,19,29,36}.
In the initialization phase, Fruit-80 works in the same way as Fruit-v2 expect for only clocking 80
times in the first step of the initialization.
It is obviously that the Assumed Property 1 holds for Fruit-80 and the RK F(-) is periodic with a
cycle of minimum length d = 128, i.e., ki 1,5 = k;. Regarding the Assumed Property 2, we give a more
accurate analysis in the following discuss.

6.1 Deriving Linear Approximate Equations

In this subsection, we expect to estimate the number and bias of different linear approximate equations
which are used to construct the desirable parity-check equations. First, we derive the linear approximate
representations for the sum of some keystream bits. Then, we could evaluate the number and bias of
different linear approximate equations by exhaustively searching all the possible representations.

Linear Approximate Representations Like Fruit-v2, we consider the best linear approximation of
the NFSR update function Eq.(16) with bias 27%¢ and choose the set of taps as T, = {0, 10,20, 37}.
Then, we have

@ Bt = @ lt+z+38 D @ lter @ @ h 1;:;), NTZ+1\Z,)’ k ©® @g t+b) 5>} @ kt+ba

€T, €T, beB €T, beB beB

where g*(N®) = ny @ ngy10 ® neyo0 © g(N®) and it has the same bias 2746 i.e., Pr[g*(N®)) = 0] =
3 +27%6. Note that for Fruit-80, B = {0,7,19,29, 36}.

Let a; € {0,1}!2 be the input linear mask for h function at time instant t +i, a; = (a;[0], - - - , a;[11]).
Then

Th,L " 'Th,N Th,~n

R(LUHD Ny ~ a0 6] - (Lgf,*;)) @ai[7;11}.(N(t+“)

with bias €, (a;) = 4276 4277 or 0. Like Fruit-v2, there are 4 active h functions which need to be
approximated. Let at, € {0,1}!2*4 be the concatenated linear mask, i.e., ar, = (ag, @19, @20, asr). The
total bias of all the approximated h functions is computed as e, 1_(ar.) = 247! x Hierz €n,i(a;) because
of the piling-up lemma.

Let

—_

€g-m(ar,) =Pr

NT
P ail7:11] - (Ngj;)) & @ g (V) = 0] -3
€T, beB
and the bias is independent on a;[0 : 6] for all ¢ € T,. If one of ao[7], ao[11], a10[7], a10[10], a10[11],
ag0[10], ago[11], as7[10] and ag7[11] is 1, the bias is always 0 because nii1, Nit36, Ntr11, Netds, Nitd6,
Nt455, Ni+56, Ne472 and ngp7s are not involved in @bEB g*(N(H'b)). Therefore, we only need to compute
eg*,B(aTZ) When 0,0[7]7 ao[ll], a10[7], alo[lO], a10[11]7 ago[lo], ago[ll], a37[10] and a37[11} are 0 Note that
there are totally 512 non-zero €4« g(ar,) and we only list 32 of them in Table 6 due to space limitations.
For any fixed ar_, we can derive the following linear approximate representation

@ 2y R @ lt, 138 @ @lt+b ® @ a;[0: 6] - ( tH)) @kt+b
€T, €T, beB i€T, beB

and its bias is evaluated as 2 X e, 1, (ar,) X €4+ g(ar, ).
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Table 6. Summary of bias when a;[7 : 11], ¢ € T, are fixed. Let * be the arbitrary bit.

ao[8]|ao[9]|ao[10]]a10[8]|a10[9]|az0[7]|az20[8]|az0[9]|as7[7]|as7[8]|as7[9]| €g+.B
0 0 0 0 0 0 0 0 0 0 0 [+27137
1 0 0 0 0 0 0 0 0 0 0 |4271780
0 1 0 0 0 0 0 0 0 0 0 |4271328
1 1 0 0 0 0 0 0 0 0 0 |4271780
0 0 0 1 0 0 0 0 0 0 0 |42 1486
1 0 0 1 0 0 0 0 0 0 0 |4271939
0 1 0 1 0 0 0 0 0 0 0 |42 1486
1 1 0 1 0 0 0 0 0 0 0 |4271939
0 0 0 0 1 0 0 0 0 0 0 |4271328
1 0 0 0 1 0 0 0 0 0 0 |4271780
0 1 0 0 1 0 0 0 0 0 0 |—271328
1 1 0 0 1 0 0 0 0 0 0 |—271780
0 0 0 1 1 0 0 0 0 0 0 |42 1486
1 0 0 1 1 0 0 0 0 0 0 |4271939
0 1 0 1 1 0 0 0 0 0 0 |—271'486
1 1 0 1 1 0 0 0 0 0 0 |—271939
0 0 0 0 0 1 0 0 0 0 0 |4271526
1 0 0 0 0 1 0 0 0 0 0 |4271806
0 1 0 0 0 1 0 0 0 0 0 |4271526
1 1 0 0 0 1 0 0 0 0 0 |4271806
0 0 0 1 0 1 0 0 0 0 0 |427159°
1 0 0 1 0 1 0 0 0 0 0 |4271880
0 1 0 1 0 1 0 0 0 0 0 |4271599
1 1 0 1 0 1 0 0 0 0 0 |4271880
0 0 0 0 1 1 0 0 0 0 0 |42715-26
1 0 0 0 1 1 0 0 0 0 0 |4271806
0 1 0 0 1 1 0 0 0 0 0 |—271526
1 1 0 0 1 1 0 0 0 0 0 |—271806
0 0 0 1 1 1 0 0 0 0 0 |427159°
1 0 0 1 1 1 0 0 0 0 0 |4271880
0 1 0 1 1 1 0 0 0 0 0 |—27159°
1 1 0 1 1 1 0 0 0 0 0 |—271880
* * 1 * * * * * * (0]
* * * * * 0

Linear Approximate Equations From the above linear approximate representations, we can derive
the linear approximate equation with some fixed linear mask u

P i 2 O (F xu) & Pk,

€T, beB

where u € {0,1}%3 is a column vector. If different ar.’s derive the same linear mask u, corresponding
bi}?ses should be added up to get the bias of u, i.e., €, = Z{GTZIU(GTZ):u} 2 x epr, (ar,) X €4+ glar,),
where

Ular.) = @ (@[0] - git1 @ ai[l] - give © ail2] - giv1s ® ail3] - gisro ® ail4] - givoo ® a;[5] - giyor & a;[6]

€T,
“Gira2) @ giyas) © P gv-
bEB
Since the function U(ar.) is independent on a;[7,-- -, 11], we need to sum up all biases with a non-
zero €4+ p summarized in Table 6, where a;[0, - - - , 6] is identical and only a;[7,- -, 11] varies for i € T,.

Let V be subset of {0,1}'2** whose elements are 512 corresponding vectors ar, with non-zero €y« g in
Table 6. Moreover, there are two special relationships similar to the case of Fruit-v2, as showed in the
following.

- ao[6] and ago[4] (since gota2 = g20+22 = Ga2)-
- a10[6] and as37[2] (since gio442 = g37415 = gs2)-

Let w; and ws be the (12 x4)-bit vectors generated by the above relationships with the corresponding two
positions are 1 but all the other positions are 0. Let W = span(w1, w2) be the linear span whose basis is w1
and wy. Therefore, the bias of w is estimated as €, = >, cyw Dver 2 X €n,T, (a1, DVOW) X €4« (ar, D).

As a result, we searched exhaustively 22® at_[0, - , 6] and found r = 1048576 = 220 u whose absolute
value of bias is greater than e = 2731:62,
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6.2 Analysis of Complexities for Attacking Fruit-80

In this subsection, we give the analysis of time and data complexity for recovering the secret key of
Fruit-80.

In Algorithm 1, we choose the value with the maximum poll as a candidate of the LFSR initial
state. According to Theorem 2, the probability that a wrong value is chosen as a candidate of the
LFSR initial state is less than 2-(™+1) and only the correct value of the LFSR initial state would
be chosen as a candidate. Therefore, the sum of round key bits ko can be recovered by setting it to
the order ag of the ag-th majority poll where the correct value of the LFSR initial state is identified.
Similarly, k; with 0 < i < d — 1 = 127 can be recovered by carrying out 128 times Algorithm 1 with
the corresponding parity-check equations. Then we can get the round key bits k] with 0 <4 < 127 by
solving the linear system of k;. When we guess the value of the NFSR initial state, k7 with 0 < ¢ <127
can be computed from k; and some keystream bits under the condition that the LFSR initial state
is known. With exhaustively searching all the possible values of the NFSR initial state, we can find
the correct one through the additional keystream bits. Once we know the initial state (L), N() and
the round key bits &k} and &k} with 0 < ¢ < 127, we can run the inverse process of the initialization

phase for 160 rounds and derive the secret key. In conclusion, according to Theorem 3 the total time
728 +9(4341) In 2
re?

D =128 x {2 = w,where p1 = Q((mr~128(43+1)In 2)%), r =220 and ¢ = 273062, Then, we
can get the following time and data complexities for attacking Fruit-80 with different choices of 3, listed
in Table 7.

complexity of our attack is T'= 128 x T} = +72%3+8=6p, and the total data complexity is

Table 7. Time, memory and data complexities of attacking Fruit-80.

Time|Memory| Data
58999 943 [556.82

268.99 242 257.82

26798 241 258.82

266.98 240 259.82

266.00 239 260.82

26509 238 261.82

264.47 237 262.82

~N|o|g | w N = O

264.42 236 263.82

As the size of bypassed bits 5 increases, the time complexity decreases temporarily, but more data
complexity is required for a successful attack. When § = 6, a balance between time and data complexity
is achieved, and the required time and data complexity are respectively 26447 and 26282, When we do not
bypass any bit of the LFSR initial state, an attack could be launched with the minimum data complexity
D = 2°6-82 and the time complexity of 26999,

7 Experimental Verification

We verify theoretical analysis of our attacks by applying the above Algorithm 1 and 2 to a toy Grain-like
small state stream cipher, a reduced version of Fruit-v2. This toy cipher consists of a 21-bit LFSR whose
state at time instant ¢ is denoted by L") = (I;,--- ,l;120), a linked 19-bit NFSR whose state at time
instant ¢ is denoted by N = (n,--- ,n4y1g), a 40-bit fixed key register denoted by K = (ko, - -- , k3g),
and a 6-bit counter register denoted by C, = (¢¥,--- ,¢c?). The 21-bit LFSR is updated independently by
a primitive polynomial as l;y21 = I @ lz42. The 19-bit NFSR is updated recursively as follows, n;y19 =
ki@l ® c} ®g(N™), where nonlinear function g(N*) = ny & n15 @ nyq10 © nyy12m0 43 S Nigyanii13nis,
¢} is the 2-th LSB of the counter C,., and k, is the round key bit generated by the round key function. The
round key function is defined as kj; = RKF(K, C,) = ksky o4 B kpkut32 B kgt12 P krj24, where the values
of s,y,p,u,q,r are defined from C,. as s = c)clcicict,y = cicict,u = cictel,p = dcicict, q = cleicic}
and 7 = c?c}ctc?. The keystream bit is generated as z; = h(L®W, N®) @ I, @ @,cp ne+b, where the
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filtering function is h(LM, N®Y) =1, 11,40 @l 171111 D1y 1neg 171420, and the set of the NFSR masking
bits is B = {0, 7, 18}.

7.1 Environment of experiments

Our attacks on the reduced version of Fruit-v2 have been fully implemented in C++ language on a single
PC with Intel Core i5-7600K CPU @ 3.80GHz and 32GB RAM, which is running with Linux 18.04.

7.2 Preparation of linear masks

First, we need to find all the highly biased linear masks and derive the corresponding inverse of matrices
{r., '}_1, which are inputs for Algorithm 1.

Just like the situation of Fruit-v2, considering the best linear approximation of the NFSR update
function with 27242 bias Nep1o ~ ki @ I @ c;?’ @ ng O nyrs D neg10, the set of taps T, is chosen as

{0,5,10,19}. Then, the sum of the keystream bits becomes

@ Ziyi = @ litit18 @ @ lyrp @ @ h(L(t'H)7 N(H_i)) &) @g*(N(t+b)) (S3) @ (kéer &) C?H,) )

€T, €T, beB €T, beB beB

where g*(N(t)) = Ny112M443 D Nypanir13ni+15 and B = {0,7,18}. Consider linear approximate represen-
tations of h(L(*9), NtH9) at time instant t + 4,

R(LUHD NOFDY 2 a;[0 0 4] - (Lpinns Leien, Livins brisins liviveo) © @if5,6] - (Negit1, Negivir)

with bias €, ;(ar.) = £2734% or £2750. If one of ag[5], ao[6], as[5], a10[5], a10[6], a19[6] is 1, the bias is
always 0 because ®b6{0,7,18} qg* (N(”b)) does not involve 1441, n4117, Nite, Near11, Neror and ngy36. There-
fore, we only evaluated biases of EBbe{o,?,ls} g* (N0, EBbe{OJ,ls} g (N Dny,, @be{o,MS} g (N
ngo and @be{o,zm} g*(N(H'b)) ® nag @ nao, and they are 27509 27742 97583 and 27742 regpectively,
i.e., €4« g only have the four above nonzero values.

For some fixed linear mask u € {0,1}?!, we can derive the following linear approximate equation

EB 2~ L0 (F' xuw) & @ (ki ® liy) s
ieT, beB

and it have the bias €, = Z{GT U (an ):u}Z X enr.(ar,) X €5+ plar.), where e, 1_(ar,) = 2471 x

[Lier, €ni(ar.) and

Uar.) = @ (@:[0)gir1 @ ai1]gir2 @ ai[2)gisr @ ai[3]git11 @ aif4]gir20) © giv1s) © €D go-
i€T, beB

Moreover, there are some special relationships similar to the case of Fruit-v2, and we have six relationships
as showed in the following.

ao[2] and as[1] (since go47 = gs42 = g7).

- ao[3] and a10[0] (since go411 = g10+1 = g11).
ao[4] and a19[0] (since got20 = g19+1 = g20).
as[2] and aio[1] (since gs47 = gio+2 = g12)-

1

_ [2
- a10[3] and a19[1] (since gio4+11 = Gr94+2 = g21)-
- a10[4] and a19[3] (since gro420 = 19411 = g30)-

To find the linear masks w with high biases, we exhaustively searched 220 a;[0 : 4] for all i € T, and
summed up those which derive the same u. As a result, we found r = 1024 linear masks u whose absolute
bias is greater than e = 2712:03,
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7.3 Practical Running Time of Algorithm 1

111/ — 2
According to Theorem 2, to recover the unique correct LFSR initial state, we used {2 = mCHNS At = AR=A)

s
parity-check equations and D = 4 x (2 keystream bits, where where A = M r = 210 and

e = 27103 The estimated time complexity of Algorithm 1 is Ty = 2 + r22'*1=8p, where p; =
Q((mr~12%(21 + 1) In2)2). Moreover, the value of the LFSR state whose poll is maximum will be chosen
as the correct one. With setting 3 = 0, we have the minimum data complexity D = 22165 and the time
complexity Ty =~ 23073, In our experiment, Part 1 and Part 3 of Algorithm 1 took 6 seconds and 2395
seconds (about 39.9 minutes), respectively. At last, Algorithm 1 outputted the correct LFSR initial state.
When 3 = 5, we have the minimum time complexity T} = 22547 and the data complexity D ~ 22713,
In our experiment, Part 1 and Part 3 of Algorithm 1 took 238 seconds (4 minutes) and 14 seconds,
respectively. At last, Algorithm 1 outputted the correct LFSR initial state. In general, the experimental
results match the theoretical analysis quite well.

7.4 Practical Running Time of Algorithm 2

We inputted the correct LFSR initial state which is obtained from Algorithm 1 into Algorithm 2. From
the output function, we can derive that

Nto+19+5 = Zto+14j D (Mg 4145 D Neg+845)
D Ntg+24jMg+18+5lt0+2145
D (ltg+19+5 D ligr2tjlto+3+5 D ligrs+ileo+1245) -

Like Fruit-v2, we can get the value for {ns 1044 = 0,---,(25 + 19) — 1} from the value of N(0) =
(Ntgs -+ sntg+1s) and of keystream bits {z¢g41447 = 0, , (26 4+ 19) — 1} using recursively the above
equation. Therefore, we just exhaustively search out all the possible value of the NFSR, 19-bit initial state
and carry out the subroutine of state checking to find the correct one. The estimation of theoretical time
complexity is 219 x (26 + 19) ~ 225-38,

In our experiment, Algorithm 2 took less 1 second to output the correct NFSR initial state and the
secret information bits. In general, the experimental result matches the theoretical analysis.

8 Future Work

In cryptanalysis of Plantlet, Fruit-v2 and Fruit-80, an extremely large amount of data is need to carry
out our attack methods. However, the maximum lengths of the produced keystream for Plantlet, Fruit-v2
and Fruit-80 are 239, 243 and 2*3 bits in each initialization [25,28, 15], respectively. In future work, we
expect to decrease the data complexity of our attacks. Besides, we are considering to propose a more
generic model of Grain-like small state stream ciphers which could cover Lizard.
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