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ABSTRACT
In cryptoeconomic protocols, financial deposits are fundamental to
their security. Protocol designers and their agents face a trade-off
when choosing the deposit size. While substantial deposits might increase the protocol security, for example by minimising the impact
of adversarial behaviour or risks of currency fluctuations, lockedup capital incurs opportunity costs for agents. Moreover, some
protocols require over-collateralization in anticipation of future
events and malicious intentions of agents. We present Balance,
an application-agnostic system that reduces over-collateralization
without compromising protocol security. In Balance, malicious
agents receive no additional utility for cheating once their deposits
are reduced. At the same time, honest and rational agents increase
their utilities for behaving honestly as their opportunity costs for
the locked-up deposits are reduced. Balance is a round-based
mechanism in which agents need to continuously perform desired
actions. Rather than treating agents’ incentives and behaviour as
ancillary, we explicitly model agents’ utility, proving the conditions
for incentive compatibility. Balance improves social welfare given
a distribution of honest, rational, and malicious agents. Further,
we integrate Balance with a cross-chain interoperability protocol,
XCLAIM, reducing deposits by 10% while maintaining the same
utility for behaving honestly. Our implementation allows any number of agents to be maintained for at most 55,287 gas (≈ USD 0.07)
to update the agents’ scores, and at a cost of 54,948 gas (≈ USD
0.07) to update the assignment of agents to layers.
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INTRODUCTION

Capital deposits provide security for cryptoeconomic protocols
implemented on decentralised ledgers. Interestingly, system uncertainties can lead to the need of over-collateralization, where more
capital than necessary is locked-up to provide a buffer against e.g.
currency fluctuations. Moreover, locked capital is expensive: being
unable to access funds, agents face an opportunity-cost in the form
of the forgone returns that they could have accrued in alternative
investments. This is where cryptoeconomic protocol design plays
an important role in reducing required costs.
Cryptoeconomic protocols (π ) combine cryptographic primitives
and economic theory. In such protocols, a utility maximising agent
chooses which action to perform based on self-interest, ignoring
the impact of their action on other agents. However, cheating or
other malicious behaviour by self-interested agents may harm the
protocol as a whole. Therefore, known protocols typically involve

two types of incentives, e.g. [5, 12, 20, 22, 23, 26, 37, 38, 42, 46, 47]:
(i) payouts motivate agents to act in the best interest of the protocol,
and (ii) deposits prevent malicious actions by punish misbehaving
agents. Choosing the appropriate deposit, however, is challenging
due to the following two sources of uncertainties:
Definition 1 (Private information). A valuation v A (σ ) encodes
the preference of an agent A for a specific outcome in a protocol
depending on an action σ 1 . We define this information as private,
i.e. only known to the agent2 .
Definition 2 (Event-dependency). Deposits paid in cryptocurrencies can be subject to external events. Event-dependency is caused
by events that occur outside of the underlying blockchain and affects the level of required deposits.
An agent A performing an action in a protocol can (i) be intrinsically motivated to harm the protocol or (ii) receive an external
payment to act maliciously due to e.g. bribing [29]. This preference is encoded in v A and is unknown to the designer of π . Since
such a valuation is private information, the required deposit for
secure operation becomes unclear. Further, a deposit can be used
as insurance for tasks performed outside the underlying ledger,
e.g. performing verifiable computations [16, 23, 42], cross-chain
assets exchanges [45], or exchanging digital goods [12]. For such
usage, the protocol is event-dependent, e.g. affected by exchange rate
fluctuations. Private information and event-dependency require
protocol designers to dynamically calculate the required deposit
levels. However, this leads to a dilemma: if the required deposit is
too high, the agent is likely to refuse to participate in the protocol.
A requesting agent fears that the providing agent has an incentive
to cheat if the deposit is too low. In both cases, whether the deposit
is set “too low” and “too high” is subjective.
Thus, our central research question arises: how can deposits in
over-collateralised protocols be dynamically adjusted when assuming
that agents have private information and there exists a dependency
on external events?
We present Balance which provides dynamic adjustment of deposits in over-collateralized protocols, improving agents’ financial
welfare, without compromising security.
Security intuition. Balance allows agents to reduce their capital deposits over a sequence of periodic rounds, while preventing
the addition of incentives to act maliciously. In fact, malicious
1 For
2 See

brevity, we write v A (σ ) as v A in the rest of the paper.
also Chapter 9.4.1 on games with incomplete information in [34].

