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Abstract. Machine learning techniques represent a powerful option in profiling sidechannel analysis. Still, there are many settings where their performance is far from
expected. In such occasions, it is very important to understand the difficulty of
the problem and the behavior of the machine learning algorithm. To that end, one
needs to investigate not only the performance of machine learning but also to provide
insights into its explainability. One tool enabling us to do this is the bias–variance
decomposition where we are able to decompose the predictive error into bias, variance,
and noise. With this technique, we can analyze various scenarios and recognize what
are the sources of problem difficulty and how additional measurements/features or
more complex machine learning models can alleviate the problem. While such results
are promising, there are still drawbacks since often it is not easy to connect the
performance of side-channel attack and performance of a machine learning classifier
as given by the bias-variance decomposition. In this paper, we propose a new tool
for analyzing the performance of machine learning-based side-channel attacks – the
Guessing Entropy Bias–Variance Decomposition. With it, we are able to better
understand the performance of various machine learning techniques and understand
how a change in a setting influences the performance of an attack. To validate our
claims, we give extensive experimental results for a number of different settings.
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Introduction

Profiling side-channel analysis (SCA) represents the most powerful side-channel attack as
we assume an attacker in possession of a clone device which he uses to obtain knowledge
about the device while running. Later, the attacker uses that knowledge to mount the
attack on the actual target device. In the last decade, machine learning in profiling
side-channel analysis transitioned from an exotic approach to a well-established technique
for powerful analysis. The first results with machine learning were promising but template
attack, as the most powerful one from the information theoretic point of view [CRR02],
was the first choice for most of the SCA community. As researchers started to explore more
diverse attack scenarios, they recognized settings were machine learning could perform as
good as template attack or even surpass its performance. Recently, deep learning started
attracting more attention in numerous research domains as well as in SCA. The results with
deep learning were very interesting: such techniques could outperform all other methods in
numerous scenarios where especially important (and relevant) cases are implementations
protected with countermeasures. Yet, despite all these positive results, there is still much
to be done and especially, understood. For instance, deep learning techniques have many
hyper-parameters one needs to tune, which is a computationally intensive process with no
guarantee that the best hyper-parameters are obtained. Comparing this with the simplicity
of a template attack that has no hyper-parameters to tune makes the situation even more

