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Abstract. Post-quantum cryptography has gathered significant attention in recent
times due to the NIST call for standardization of quantum resistant public key algorithms. In that context, supersingular isogeny based key exchange algorithm (SIKE)
has emerged as a potential candidate to replace traditional public key algorithms
√
√
like RSA and ECC. SIKE provides O( 4 p) classical security and O( 6 p) quantum
security where p is the characteristic of the underlying field. Additionally, SIKE
has the smallest key sizes among all the post-quantum public algorithm, making
it very suitable for bandwidth constrained environment. In this paper, we present
an efficient implementation of SIKE protocol for FPGA based applications. The
proposed architecture provides the same latency as that of the best existing implementation of SIKE protocol while consuming 48% less DSPs and 58% less block
RAM resources. Thus, our design is substantially more efficient compared to that of
existing implementations of SIKE.
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Introduction

In recent years, research in quantum computers has gone through a significant advancement
and the possibility of having commercial quantum computers in the near future is not
distant any more. IBM has recently launched a cloud based quantum computing service
IBM-Q which allows user to avail quantum computing services. Quantum computers can
solve many mathematical problems which can not be solved by the conventional computers.
Unfortunately, this includes many mathematical hard problems which form the basis of
several existing public key cryptographic algorithms. Therefore, all the existing public
key cryptographic algorithms (RSA and ECC) will cease to be secure in a post-quantum
world. Hence, there is a need for new public key algorithms which will be secure against
both traditional and quantum computing. Understanding this, NIST has announced
the standardization process for post-quantum secure public key algorithms in 2017 and
subsequently, there have been multiple submissions of post-quantum secure public key
schemes in the NIST’s portal. The submitted post-quantum algorithms can be broadly
classified into five different categories: lattice based algorithms, multivariate equation
based algorithms, code based algorithms, hash based algorithms and supersingular isogeny
based algorithm (SIKE). In this paper, we will concentrate on the efficient implementation
of SIKE protocol on FPGA platform.
Supersingular isogeny based Diffie-Hellman key exchange algorithm (SIKE) is based
on the isogeny property of supersingular elliptic curves. Elliptic curve is a well studied
topic and key exchange algorithm based on elliptic curve scalar multiplication is already
deployed in various security critical services. In that context, transition to supersingular
isogeny based cryptosystem will be easier compared to other post-quantum secure public
key algorithms. Additionally, among all the available post-quantum public key algorithms,
SIKE requires the smallest key. To provide 124 bit security, the public key size of SIKE
is 564 bytes only. Additionally with the recently proposed compression techniques[1],

