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Abstract. At PKC 2019, Clear and McGoldrick presented the first
identity-based encryption (IBE) scheme that supports homomorphic addition modulo a poly-sized prime e. Assuming that deciding solvability
of a special system of multivariate polynomial equations is hard, they
proved that their scheme for e > 2 is anonymous. In this paper, we review
the classical Galbraith’s test on the anonymity of the first pairing-free
IBE scheme due to Cocks. With the eye of the reciprocity law over Fq [x],
we can have a profound understanding of the test and naturally extend
it to give a practical attack on the anonymity of the Clear-McGoldrick
IBE scheme. Furthermore, we believe that our technique plays a crucial
role in anonymizing IBE schemes from higher residuosity.
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Introduction

Identity-based encryption (IBE), originally proposed by Shamir in 1984 [26], is an
extension of the public-key encryption. The motivation for IBE is solving some
of the inherently unavoidable problems associated with traditional public-key
encryption technologies. For example, it replaces the Public Key Infrastructure
with the Public Key Generator, thus removing the digital certificates’ overload
to manage public keys. So far, there are three main ways of constructing IBE;
through the pairing, lattice and quadratic residuosity (QR). In 2001, Boneh and
Franklin gave a pairing-based construction of IBE [6], which is a breakthrough
in the field of realizing practical IBE. This construction has been extended to
a wide range of cryptographic schemes that support different access controls.
In the same year, Cocks came up with a totally different approach to construct
IBE [16]. The security relies on the standard QR assumption in the random oracle. Its encryption solely includes several operations modulo an RSA modulus

and two evaluations of the Jacobi symbol. The main attractions of QR-based
IBE schemes are that they provide an efficient implementation. Besides, they
are inherently homomorphic [20] and support an unbounded number of homomorphic operations. However, Cocks’ scheme only encrypts one bit of message
into a ciphertext composed of a pair of two large integers, and hence it is used
to encrypt short session keys in practice. Intuitively, encrypting more than one
bit at a time can be achieved by considering higher residuosity. In 2013, Clear,
Hughes, and Tewari [13] considered Cocks’ scheme over the polynomial quotient
ring ZN [x]/(x2 −Rid ), where N is an RSA modulus and Rid is the IBE public key
of an identity id due to the fact that it is natural and convenient to view ciphertexts as elements in it. With the help of this sharp observation, they constructed
a strongly XOR-homomorphic IBE scheme. In the same year, Boneh, LaVigne
and Sabin [8] (BLS) generalized Cocks’ scheme to e-th residuosity so that it can
encrypt more than one bit in a message. The downside of this generalization is
that the ciphertext expansion is very large. Unfortunately, it is intractable to be
optimized as any intuitive attempt at the compression fails to be secure due to
the attack found by Boneh, LaVigne and Sabin [8].
The notion of anonymity, or key-privacy [3], is an essential requirement of
privacy: it is infeasible for any adversary with limited computation ability to
get the identity of the recipient from a ciphertext. Anonymous IBE schemes
can be used to public-key encryption with keyword search [5], or anonymously
broadcast messages [1]. Cocks’ scheme is known not to be anonymous due to
the test developed by Galbraith [5]. Ateniese and Gasti [2] proved that Galbraith’s test is the best test against the anonymity of Cocks’ scheme. Recently,
in [28], the authors developed exact formulas for the distributions of quadratic
residues and non-residues on special sets and rigorously made deep analyses on
Galbraith’s test. Despite the test, some researchers [2, 7, 15, 17, 20] managed
to propose anonymous variants of Cocks’ scheme. In 2007, Boneh, Gentry and
Hamburg [7] addressed the ciphertext expansion issue and anonymity issue of
Cocks’ scheme; they designed a space-efficient, anonymous IBE system which
merely expands an `-bit message to a ciphertext about the size of ` + log2 N .
However, the encryption in their scheme is not efficient. In 2016, in virtue of
rephrasing Galbraith’s test using the discovery of the hidden algebraic structure
behind Cocks’ encryption, Joye [20] gave a constructive method of anonymizing Cocks’ ciphertexts without increasing the ciphertext expansion or sacrificing
the security. In 2019, Clear and McGoldrick [14] extended the BLS scheme to
use a cryptographic hash function that can be securely instantiated. Their IBE
schemes support a modular additive homomorphism modulo a poly-sized prime
e (known as Group Homomorphic Encryption). Compared with lattice-based
IBE schemes, their schemes have significantly smaller public parameters. Furthermore, they showed that their scheme for e > 2 is anonymous by additionally
assuming the hardness of deciding solvability of a special system of multivariate polynomial equations. However, Galbraith’s test might still work if we realize
the hidden mathematical thought behind it. Specifically, we find that Galbraith’s
test can be deduced from the general reciprocity law over Fq [x]. Applying this
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technique, we essentially generalize Galbraith’s test and give a practical attack
on the anonymity of the Clear-McGoldrick IBE scheme.
The rest of the paper is organized as follows. In Section 2, we recall Cocks’
IBE scheme and the Galbraith’s test. We also introduce some definitions and
preliminaries about the reciprocity law over Fq [x]. In Section 3, we describe
Clear-McGoldrick IBE scheme. In Section 4, we extend Galbraith’s test and give
an efficient attack on the anonymity of the Clear-McGoldrick scheme. Concluding
remarks are given in Section 5.
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Preliminaries

In this section, we review the classical identity-based encryption scheme due to
Cocks and Galbraith’s test. We also formally present the reciprocity law over
Fq [x] that we need for our attack.
2.1

General Notation
R

We shall write x ← X for sampling at random an element x from the set X. If
A is an algorithm, then we write x ← A(y) to mean: “run A on input y and the
output is assigned to x”.


x
Let N be a product of two RSA primes p and q. Let JN = x ∈ Z∗N
N 2 =1 ,
i.e., the set of integers whose Jacobi
symbols are 1. The set of (all) quadratic

residues is denoted by QRN = x ∃ y ∈ Z∗N , x ≡ y 2 (mod N ) .
Let Fq denote a finite field of size q. Every element in Fq [x] has the form
f (x) = αn xn + αn−1 xn−1 + · · · + α0 . In this case we denote as deg(f ) = n to say
that f has degree n; we set sgn(f ) = αn and call it the sign of f .
2.2

Identity-Based Encryption

An identity-based encryption (IBE) scheme is defined as a tuple of probabilistic
polynomial time (PPT) algorithms (Setup, Extract, Enc, Dec):
Setup(1κ ) The setup algorithm Setup is an algorithm that takes a security parameter 1κ as input, and returns a tuple (PP, msk), where PP denotes the
public parameters and msk denotes the master secret key. PP include a description of the message space M, the ciphertext space C, the identity space
I and the master public key mpk.
Extract(PP, msk, id) The key derivation algorithm Extract is an algorithm that
takes the public parameters PP, the master secret key msk and an identity
id ∈ I as inputs, and returns a private key skid , using the msk. The identity
id is used as the public key and skid is the corresponding secret key.
Enc(PP, id, m) The encryption algorithm Enc is an algorithm that takes the public parameters PP, an identity id ∈ I and a message m ∈ M as inputs, and
returns a ciphertext C ∈ C.
3

Dec(PP, id, skid , C) The decryption algorithm Dec is an algorithm that takes the
public parameters PP, an identity id ∈ I, a corresponding secret key skid
and a ciphertext C ∈ C as inputs, and returns the message m if C can be
decrypted, and ⊥ otherwise.
For any identity id ∈ I and all messages m ∈ M, the correctness property
requires that Dec(PP, id, skid , C ← Enc(PP, id, m)) = m.
2.3

Cocks’ IBE Scheme and Galbraith’s Test

Cocks’ IBE scheme proceeds as follows.
Setup(1κ ) Given a security parameter 1κ , Setup generates two RSA primes p and
q and their product N = pq. Itn also samples uniformly an element ω ∈ JN \

QRN . Finally, it returns PP = M = {−1, 1}, C = ZN × ZN , I = {0, 1}∗ , N, ω, H̃

and msk = {p, q}, where H̃ is assumed to be a cryptographic hash: {0, 1}∗ 7→
JN .
Extract(PP, msk, id) Given the public parameters PP, the master secret key msk
and an identity id ∈ I, Extract computes a = H̃(id). If a ∈ QRN , it then computes r = a1/2 mod N ; otherwise, it computes r = (ωa)1/2 mod N . Finally,
it returns skid = {r}.
Enc(PP, id, m) Given the public parameters PP, an identity id ∈ I and a message
m ∈ M, Enc 
computes
a = H̃(id). Then, it chooses randomly t, t ∈ ZN such


that Nt 2 = Nt
= m. Finally, it computes
2

c=t+

a
mod N
t

and c = t +

ωa
mod N
t

and returns the ciphertext C = (c, c).
Dec(PP, id, skid , C) Given the public parameters PP, an identity id ∈ I, a corresponding secret key skid = {r} and a ciphertext C = (c, c) ∈ C, Dec returns
the message
(

c+2r
, if r2 ≡ a (mod N );
N
2

m=
c+2r
, otherwise.
N
2
where a = H̃(id).
Remark 1. The above description generalizes the original Cocks’ scheme [16]
which only considers Blum integers, i.e., N is an RSA moduli with p ≡ q ≡ 3
(mod 4). In this case, Cocks’ scheme corresponds to the choice ω = −1 in our
description.
Galbraith’s test for a Cocks’ ciphertext C = (c, c) is defined as the function
GTN,2 : ZN × ZN 7→ {−1, 0, 1} given by
 2
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c − 4a
c − 4ωa
GTN,2 (a, c) =
and GTN,2 (ωa, c) =
N
N
2
2
4

o

Whenever the ciphertext C = (c, c) is encrypted under an identity id, we always
have GTN,2 (a, c) = GTN,2 (a, c) = 1 or 0, but for encryptions under another
identity id0 this equation holds with probability negligibly close to 1/2 [2], hence
Cocks’ scheme is not anonymous.
2.4

Reciprocity Law over Fq [x]

We start by explaining notations to be used and briefly give crucial definitions
and results due to Carlitz [12]. We here refer to Chapter 3 in [24]. Let P ∈ Fq [x]
be an irreducible polynomial and e be a divisor of q − 1. Note that there is a
unique α ∈ F∗q such that a

qdeg(P ) −1
e

≡ α (mod P ).

Definition 1. If a ∈ Fq [x] and P does not divide a, let
element of F∗q such that
a
If P |a define

a
P e



qdeg(P ) −1
e

≡

= 0. The symbol

a
P

a
P e

a
P e



be the unique

(mod P ).
e

is called the e-th power residue symbol.

Proposition 1. The e-th power residue symbol has the following properties:


1. Pa e = Pb e if a ≡ b (mod P ).

 b
a
2. ab
P e = P e P e. 
q−1
3. Let α ∈ Fq . Then, Pα e = α e deg(P ) .
Just as for the Jacobi symbol, the definition of the e-th power residue symbol
can be extended to the case that P is an arbitrary non-zero element b ∈ Fq [x]
with the prime decomposition b = sgn(b)Qf11 · · · Qfss , and thus define
fj
s 
a
Y
a
.
=
b e j=1 Qj e
Proposition 2. The symbol

a
b e



has the following properties:

= ab2 e .
e

a1
1. If a1 ≡
 a2 (mod
 b),
then b
a1 a2
a1
a2
2.  b e =  b e b 
.
e
a
a
a
3. b1 b2 = b1
.
b2
e
e
 e
a
4. b e 6= 0 if and only if a is relatively prime
to b.

a
e
5. If x ≡ a (mod b) is solvable, then b e = 1.



The following fascinating theorem tells the general reciprocity law for Fq [x].
Proposition 3 (The general reciprocity law [12]). Let a, b ∈ Fq [x] be relatively prime, non-zero elements. Then,
 
a

 q−1
b
e
deg(a) deg(b)
deg(b)
− deg(a)
= (−1)
sgn(a)
sgn(b)
b e
a e
5

3

The Clear-McGoldrick IBE Scheme

Let ζe be an e-th primitive root of unity, i.e., ζe =exp(2πi/e). We consider e ≥ 2
and let N = pq be a product of two RSA primes p and q such that e|p − 1 and
e|q − 1 henceforce. Let µ ∈ Z∗N be a primitive root of unity modulo p and q. We
obtain
Y
pi , Norm(pi ) = p (i ∈ Z∗e ), and
pZ[ζe ] =
i∈Z∗
e

qZ[ζe ] =

Y

qj , Norm(qj ) = q (j ∈ Z∗e ),

j∈Z∗
e

where pi = pZ[ζe ] + (ζe − µi )Z[ζe ] and qj = qZ[ζe ] + (ζe − µj )Z[ζe ]. We use the
symbol ·· e to denote the e-th power residue symbol defined in [18, Definition
4.1].
 Recently, Zhao
 et
 al. [30] showed that computing e-th power residue symbols
x
p1

(and also

e

x
q1

e

) for x ∈ Z is equivalent to solving the discrete logarithm

problem in the cyclic subgroup hµi of order e in Z∗p (and Z∗q ). Let a = p1 q1 =
N Z[ζe ] + (ζe − µ)Z[ζe ]. We define a function JN : ZN 7→ {0, . . . , e − 1} as follows.
(
0, if gcd(x, N ) 6= 1;

JN (x) =
k, if gcd(x, N ) = 1 and xa e = ζek .
We assume that there exists a cryptographic hash function
H : {0, 1}∗ 7→ {x ∈ ZN | JN (x) = 0} .
The Clear-McGoldrick IBE scheme proceeds as follows. Note that the scheme is
parameterized by a prime e 4 .
Setup(1κ ) Given a security parameter 1κ . Setup generates two RSA primes p and
q such that e|p − 1 and e|q − 1 and their product N = pq. It then
 samples
uniformly an element ω ∈ Z∗N such that JN (ω) = 0 and

ω
p1

6= 1. For

e

each i ∈ {0, 1, . . . , e − 1}, it sets αi+1 = ω i mod N . It also chooses uniformly
a nontrivial, non-degenerate root of unity µ ∈ Z∗N . Finally, it returns the
public parameters
PP = {M = {0, 1, . . . , e − 1},
C = {(c1 (x), . . . , ce (x)) | ci (x) ∈ ZN [x], deg(ci (x)) < e, 1 ≤ i ≤ e} ,
I = {0, 1}∗ , N, µ, α1 , . . . , αe }
and the master secret key msk = {p, q}.
4

It is better to use a small prime e because of its small message-ciphertext expansion factor. In practice, we can use the Chinese Remainder Theorem to support
homomorphic addition modulo a “large” square-free modulus, see [14, Section 3.5].
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Extract(PP, msk, id) Given the public parameters PP, the master secret key msk
and an identity id ∈ I, Extract computes a = H(id) and checks which of
α1 a, . . . , αe a is an e-th residue, say i. It then computes the e-th root of αi a
using p and q, say r. Finally, it returns skid = {i, r}.
Enc(PP, id, m) Given the public parameters PP, an identity id ∈ I and a message
m ∈ M, Enc computes a = H(id) and defines the sub-algorithm E as follows.

Algorithm 1 E(v, m)
Input: an integer v and a message m ∈ M
Output: a polynomial in ZN [x]
1:
2:
3:
4:

R

Generate a polynomial f (x) ← ZN [x] of degree e − 1.
Compute g(x) = f (x)e mod xe − v.
R
Choose an integer t ← Z∗N such that JN (t) = m.
Output the polynomial c(x) = t · g(x).

Finally, it returns the ciphertext C = (c1 (x), . . . , ce (x)), where ci (x) ← E(αi ·
a, m) is obtained by running Algorithm 1 for each 1 ≤ i ≤ e.
Dec(PP, id, skid , C) Given the public parameters PP, an identity id ∈ I, a corresponding secret key skid = {i, r} and a ciphertext C = (c1 (x), . . . , ce (x)) ∈ C,
Dec returns the message m = JN (ci (r)).
Remark 2. The correctness and the additive homomorphism property of the
Clear-McGoldrick scheme can be obtained
from [14]. In particular, if we take

e = 2 and choose f (x) from the set t−1 x + 1 t ∈ Z∗N , JN (t) = m instead of
ZN [x], then the ciphertext polynomial becomes
ci (x) ≡ t +

αi a
+ 2x (mod x2 − αi a),
t

i = 1, 2.

This is exactly the same as Cocks’ IBE scheme described in Section 2.3, corresponding to α1 = 1 and α2 = ω, respectively.
Computing Jacobi symbols without factoring the modulus can be achieved by
combining the Euclidean algorithm with quadratic reciprocity as well as the
accompanying complementary laws. To some extent this method can be generalized for computing higher power residue symbols [4, 9–11, 21, 22, 25, 27,
29] (e.g., using Kummer’s reciprocity law [19, pp. 289–290]). For example, the
method is used to compute cubic and quintic power residue symbols in the
context of higher power generalizations of the Rabin–Williams scheme [25, 29];
Caranay and
 Scheidler [11] developed a fast and effective algorithm for computing

α
β

7

, gcd(α, β) ' 1, Trace(β) 6≡ 0 (mod 7) in Z[ζ7 ], with running time

linear in log(Norm(β)). Recently, the general case of computing higher power
residue symbols was tackled by Squirrel [27] and Boer [4], moreover, the resulting algorithms are probabilistic.
7

4

Extended Galbraith’s Test on the Anonymity of the
Clear-McGoldrick IBE Scheme

In this section, we extend Galbraith’s test and present an efficient attack on
the anonymity of the Clear-McGoldrick scheme. We keep the notations as in
the Clear-McGoldrick scheme described in Section 3. We first establish some
notations for our attack. Let R = Z[ζe ] be the ring of integers of the field Q(ζe ).
If A, B ∈ R and I is an ideal of R, the relation A − B ∈ I shall be
as

 written
to
A ≡ B (I). Let u(x) and v(x) be in ZN [x]. We use the symbol u(x)
v(x)
e,Fp


denote the e-th power residue symbol ι(u(x))
defined in Section 2.4, where
ι(v(x))
e

ι maps a polynomial h(x) = (βn /N Z)xn + (βn−1 /N Z)xn−1 + · · · + (β0 /N Z) in
n
n−1
ZN [x] to ι(h(x))
+ · · · + (β0 /pZ) in Fp [x]. The
 = (βn /pZ)x + (βn−1 /pZ)x

symbol

u(x)
v(x)

can be defined analogously.

e,Fq

Considering the Clear-McGoldrick scheme’s decryption. Given any polynomial ci (x) in the ciphertext C = (c1 (x), . . . , ce (x)), we can see that
ci (x) = t · g(x) ≡ t · f (x)e

(mod xe − αi a),

i = 1, 2, . . . , e,

where JN (t) is equal to the message m. It follows that, for each i = 1, 2, . . . , e,


ci (x)
xe − αi a


tf (x)e
xe − αi a e,Fp
pj
k 
Y
t
=
ηj e,Fp
j=1




=
e,Fp

=

k
Y

t(

p−1
e pj

deg(ηj ))

(1)
≡ 1 (p1 ).

j=1

Qk
p
by Proposition 1 and 2, where xe − αi a = j=1 ηj j is the prime decomposition
e
of x − αi a in Fp [x]. Similarly, we also have


ci (x)
xe − αi a


≡ 1 (q1 ),

i = 1, 2, . . . , e.

(2)

e,Fq

Next, we consider another means of computation by the general reciprocity law
stated in Proposition 3. Given a polynomial Φ(x) ∈ ZN [x], which is prime to
xe − αi a, we may assume without loss of generality that deg(Φ(x)) < e. From
each of the polynomials xe − αi a, i = 1, 2, . . . , e, we can recursively use the
Euclidean Algorithm for it and Φ(x) in Fp [x]: by successive congruences we can
8

write
xe − αi a ≡ Φi1 (x)

(mod Φ(x))

Φ(x) ≡ Φi2 (x)

(mod Φi1 (x))

Φi1 (x) ≡ Φi3 (x)

(mod Φi2 (x))

···

(3)

Φi(si −1) (x) ≡

γi

(mod Φisi (x))

where γi is the last nonzero remainder, and
e > deg(Φ(x)) > deg(Φi1 (x)) > . . . > deg(Φisi (x)) > 0
is a decreasing sequence. Let degj = deg(Φij (x)) and sgnj = sgn(Φij (x)) for
fixed i and each j = 1, 2, . . . , si . From Proposition 1, 2 and 3, we have



 p−1

e
Φ(x)
Φi1 (x)
deg(Φ(x))e
e
= (−1)
sgn(Φ(x))
xe − αi a e,Fp
Φ(x) e,Fp

 p−1




e
Φi1 (x)
Φi2 (x)
deg(Φ(x))
deg1 deg(Φ(x))
−deg1
= (−1)
sgn1
sgn(Φ(x))
Φ(x) e,Fp
Φi1 (x) e,Fp




···




Φisi (x)
deg(s −1)
−degs
= (−1)degsi deg(si −1) sgnsi i sgn(si −1)i
Φi(si −1) (x) e,F
p


γi
degs · p−1
= γi i e
Φisi (x) e,Fp


 p−1
e

(4)


γi
Φisi (x)

e,Fp

Let λij ∈ F∗p be elements boxed in the j-th equation of (4) for each j =
1, 2, . . . , si + 1. We conclude from equation (4) that, for each i = 1, 2, . . . , e,


Φ(x)
e
x − αi a




=

γidegsi

e,Fp

sY
i +1

 p−1
e
λij 

j=1


≡

degsi
γ
 i

Qsi +1
j=1

λij


(p1 ),



p1

e

and similarly that


Φ(x)
e
x − αi a




≡

degs0

δi

i

Qs0i +1
j=1

q1

e,Fq

θij




(q1 )

e

s0i

F∗q .

for some natural number and δi ∈ Fq , θij ∈
Now, we consider the game between a challenger and an adversary A about
anonymity. Suppose that A receives a challenge ciphertext C = (c1 (x), . . . , ce (x))
9

and tries to judge whether C is encrypted by some identity id. Although A
does not know the factorization of N , it can perform the steps as mentioned
above by the Euclidean Algorithm and Proposition 3 in ZN [x] with overwhelming
probability, that is, A is capable of obtaining an element ϑi in ZN such that
degsi

ϑi ≡ γ i

sY
i +1

λij

(mod p)

θij

(mod q)

j=1
degs0

ϑi ≡ δ i

s0i +1

i

Y
j=1

with overwhelming probability. This indicates that

e  
 p−1
Φ(x)
xe −αi a


GTN,e (αi a, Φ(x)) = 


e,Fp

p1

 
 
 

Φ(x)
xe −αi a

e 
 q−1

e,Fq

q1





e

e

  
ϑi
ϑi
=
p1
q1 e
 e
ϑi
=
a e


(5)

i = 1, 2, . . . , e.

Thus, if the ciphertext
C is generated by an identity id with H(id) = a, the

values of ϑai e , i = 1, 2, . . . , e will always be 1 (or 0) according to the equations
 (1), (2) and (5); otherwise, we naturally conjecture that the values of
ϑi
a e , i = 1, 2, . . . , e are statistically close to the uniform distribution on the
set {1, ζe , . . . , ζee−1 } (we see below that this conjecture is rational). Put another
way, we have given an efficient attack on the anonymity of the Clear-McGoldrick
scheme. The extended Galbraith’s test is in the form of the equation (5).
We now show that when e = 2, the extended Galbraith’s test corresponds
exactly to the original Galbraith’s test on the anonymity of Cocks’ IBE scheme
(see also Section 2.3). According to Remark 2, let
ci (x) ≡ ci + 2x (mod x2 − αi a),
where ci = t +

αi a
t

i = 1, 2,

is the ciphertext in Cocks’ scheme, then we have

x2 − αi a ≡ 2−1 ci

2

− αi a

(mod ci + 2x),



2

i = 1, 2.

From the above attack, we learn
2

ϑi = (−1)1·2 (sgn(ci + 2x)) ·

2−1 ci


− αi a = ci 2 − 4αi a,

Thus we derive the original Galbraith’s test
 
 2

ϑi
ci − 4αi a
=
,
a 2
N
2
10

i = 1, 2.

i = 1, 2.

for Cocks’ scheme according to Remark 1 and 2. Using Perron’s result [23],
Ateniese and Gasti [2, Lemma 1] proved that, given an RSA modulus and a ∈ JN ,
the distribution on
)
( 2
!
t +a
R
t ← Z∗N
N
2

is computationally indistinguishable from the uniform distribution on {−1, +1}
under the QR assumption5 . They also argued that there is no better test. A
natural question is whether Perron’s result can be extended to the case of higher
residuosity. If the answer is affirmative, we believe that these properties can also
be extended to the extended Galbraith’s test by applying [30, Theorem 1]]. To
make the test more convincing, we finally give a toy example to illustrate how
it works.

Example 1. Assume that the parameters of the Clear-McGoldrick scheme are
set as in Table 1, where the value of ω is omitted since it is immaterial to our
example. For simplicity, we only consider the first ciphertext polynomial c1 (x)
in the ciphertext C = (c1 (x), . . . , ce (x)).

Table 1. Parameters of the Clear-McGoldrick scheme in Example 1
Parameter Value Parameter

Value

N

{1, 67}

4331 skid
0

p

61

H(id )

467

q

71

skid0

{1, 51}

e

5

t

2475

µ

1900 f (x)

H(id)

822

x4 + 2x3 + 3x2 + 4x + 6

c1 (x) = t · f (x)5 mod x5 − H(id) 3184x4 +3485x3 +1183x2 +3757x+
1193

Here, the ciphertext polynomial c1 (x) is generated by the identity id. To distinguish the identity of c1 (x) between the identity id and id0 , an adversary A may
perform the following computations in ZN [x] using the Euclidean Algorithm.
5

In [28, Theorem 3.4], the authors proved that the two distributions above are statistically indistinguishable, without any complexity assumption.
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x5 − H(id) = x5 − 822

≡ 3855x3 + 649x2 + 1331x + 1525
(mod 3184x4 + 3485x3 + 1183x2 +
3757x + 1193)

3184x4 + 3485x3 + 1183x2 + 3757x + 1193 ≡ 29x2 +460x+1742 (mod 3855x3 +649x2 +
1331x + 1525)
3855x3 + 649x2 + 1331x + 1525
2

≡ 3938x + 951 (mod 29x2 + 460x + 1742)

29x + 460x + 1742

≡ 55 (mod 3938x + 951)

x5 − H(id0 ) = x5 − 467

≡ 3855x3 + 649x2 + 1331x + 1880
(mod 3184x4 + 3485x3 + 1183x2 +
3757x + 1193)

3184x4 + 3485x3 + 1183x2 + 3757x + 1193 ≡ 29x2 +105x+3020 (mod 3855x3 +649x2 +
1331x + 1880)
3855x3 + 649x2 + 1331x + 1880

≡ 3512x + 99 (mod 29x2 + 105x + 3020)

29x2 + 105x + 3020

≡ 4315 (mod 3512x + 99)

Next,A derives from the extended Galbraith’s test on x5 − H(id) that
ϑ1 ≡ (−1)4·5 · 31845 · (−1)3·4 · 38554 · 3184−3 · (−1)2·3 · 293 · 3855−2
2

· (−1)1·2 · 39382 · 29−1 · 55 ≡ (3184 · 3855 · 29 · 3938) · 55

(mod 4331),

and similarly from the extended Galbraith’s test on x5 − H(id0 ) that
2

ϑ01 ≡ (3184 · 3855 · 29 · 3512) · 4315

(mod 4331).

Finally, A computes the following quintic residue symbols by applying [25, Algorithm 6.2] (note that every rational integer not divisible by e = 5 is primary
[11, Definition 2.5]).
 
ϑ1
=1
a
 0 5
ϑ1
= ζ53 6= 1
a 5
and, in essence, captures the fact that the ciphertext C belongs to the identity
id.

5

Concluding Remarks

We have shown an efficient attack on the anonymity of Clear-McGoldrick IBE
scheme by extending the classical Galbraith’s test. At PKC 2016, Joye [20] gave
an anonymous variant of Cocks’ IBE scheme on Galbraith’s test. We believe that
12

the Clear-McGoldrick scheme can likewise be improved to achieve the anonymity
by Joye’s approach and the extended Galbraith’s
 test uwe have investigated. For
example, one can choose p and q such that −1
a e = ζe , gcd(u, e) = 1, and generate a middle ciphertext (c1 (x), . . . , ce (x)) by running Clear-McGoldrick’s enR
cryption and the final ciphertext is C = (c1 (x) · xt , . . . , ce (x) · xt ) where t ← Ze .
If we construct ciphertexts in this way, an adversary can not get the recipient’s identity from the ciphertext C only by means of the extended Galbraith’s
test. This is because the following relation holds according to the equation (5)
together with Proposition 1, 2 and 3 in Section 3.
GTN,e αi a, ci (x) · x

t




=

−αi a
a

t
· GTN,e (αi a, ci (x))
e

= ζeut · GTN,e (αi a, ci (x))
= ζeut

i = 1, 2, . . . , e.

For decryption, the recipient needs the extended Galbraith’s test to compute t
to recover the message. For an anonymous construction of the case e = 2, please
refer to [31].
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