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Abstract.
The era of PUFs has been characterized by the efforts put into research and the
development of PUFs that are robust against attacks, in particular, machine learning
(ML) attacks. In the lack of systematic and provable methods for this purpose, we have
witnessed the ever-continuing competition between PUF designers/ manufacturers,
cryptanalysts, and of course, adversaries that maliciously break the security of PUFs.
This is despite a series of acknowledged principles developed in cryptography and
complexity theory, under the umbrella term “hardness amplification”. The goal of
studies on the hardness amplification is to build a strongly secure construction out of
considerably weaker primitives. This paper aims at narrowing the gap between these
studies and hardware security, specifically for applications in the domain of PUFs.
To this end, we first review an example of practical efforts made to construct more
secure PUFs, namely the concept of rolling PUFs. Based on what can be learned
from this and central insights provided by the ML and complexity theory, we propose
a new PUF-based scheme built around the idea of using a new function, namely,
the Tribes function, which combines the outputs of a set of PUFs to generate the
final response. Our theoretical findings are discussed in an exhaustive manner and
supported by the results of experiments, conducted extensively on real-world PUFs.
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Introduction

After the introduction of the first strong physically unclonable function (PUF) (i.e., a PUF
with an exponential number of challenge-response pairs), it became soon evident that it is
vulnerable to machine learning (ML) attacks [LLG+ 04]. In this case, an adversary can
intercept the transmission of a subset of PUF challenge-response pairs (CRPs) between a
prover and a verifier, and run an ML algorithm on the gathered CRPs to create a model of
the PUF. Several countermeasures, from structural to protocol level, have been proposed
to increase the security of PUFs against ML attacks. Among all potential solutions, a class
of countermeasures relies on the rolling of the PUF during authentication. Similar to the
concept of key rolling, where the key of a cryptographic algorithm is regularly updated
during encryption/decryption to limit the leakage of side-channel information, a PUF
instance can be rolled and swapped with new PUFs to limit the amount of exposed CRPs
from each specific PUF instance. As a result, the attacker cannot obtain enough CRPs for
each individual rolled PUF to create accurate models for them, see, e.g., [SBP16, YGHL17].

