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Abstract—In this paper, we present a high-speed constanttime hardware implementation of NTRUEncrypt Short Vector
Encryption Scheme (SVES), fully compliant with the IEEE 1363.1
Standard Specification for Public Key Cryptographic Techniques
Based on Hard Problems over Lattices. Our implementation
follows an earlier proposed Post-Quantum Cryptography (PQC)
Hardware Application Programming Interface (API), which
facilitates its fair comparison with implementations of other
PQC schemes. The paper contains the detailed flow and block
diagrams, timing analysis, as well as results in terms of latency (in
clock cycles), maximum clock frequency, and resource utilization
in modern high-performance Field Programmable Gate Arrays
(FPGAs). Our design takes full advantage of the ability to parallelize the major operation of NTRU, polynomial multiplication, in
hardware. As a result, the execution time bottleneck shifts to the
hash function, SHA-256, which is sequential in nature and as a
result cannot be easily sped up in hardware. The obtained FPGA
results for NTRU Encrypt SVES are compared with the equivalent results for Classic McEliece, a competing, well-established
Post-Quantum Cryptography encryption scheme, with a long
history of unsuccessful attempts at breaking. Our code for
NTRUEncrypt SVES is being made open-source to speed-up
further design-space exploration and benchmarking on multiple
hardware platforms.
Index Terms—NTRU, lattice-based, hardware, API, P1363.1

I. I NTRODUCTION
NTRUEncrypt is a polynomial ring-based public-key encryption scheme that was first introduced at Crypto'96. The
first formal paper describing this scheme was published at
ANTS III [1]. In 2008, an extended version of this algorithm
was published as the IEEE 1363.1 Standard Specification
for Public Key Cryptographic Techniques Based on Hard
Problems over Lattices [2]. Within the standard, the described
algorithm is called Short Vector Encryption Scheme – SVES.
Since the core of this algorithm is known in the academic
literature as NTRUEncrypt, we will refer to the full cryptosystem as NTRUEncrypt SVES. The recent renewed interest in
NTRU is at least partially driven by its presumed resistance
to any efficient attacks using quantum computers. In December 2016, National Institute of Standards and Technology
(NIST) published an official Call for Proposals and Request
for Nominations for Public-Key Post-Quantum Cryptographic
Algorithms, followed by the submission and acceptance of
69 candidates to the first Round of the NIST standardization
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process a year later. Among the candidates, there are new,
substantially modified versions of NTRUEncrypt. However, in
an attempt to characterize an already standardized algorithm,
in this paper, we focus on the still unbroken version of the
algorithm published in 2008. We are not aware of any previous
high-speed hardware implementation of the entire NTRUEncrypt SVES scheme reported in the scientific literature or
available commercially. Our implementation is also unique in
that it is the first implementation of any PQC scheme following
our newly proposed PQC Hardware API [3]. As such, it
provides a valuable reference for any future implementers of
PQC schemes, which is very important in the context of the
ongoing NIST standard candidate evaluation process.
II. P REVIOUS W ORK
Software implementations of NTRUEncrypt are available
in eBACS [4]. The full open source implementation of the
IEEE P1363.1 standard, developed by Security Innovation,
Inc., is available in [5]. The majority of these implementations
support multiple parameter sets with security levels of 112,
128, 192 and 256 bits. Bailey et al. [6] implemented NTRU
on a wide variety of microcontrollers, as well as Xilinx
Virtex-E 1000 family of FPGAs. O’Rourke et al. [7] presented a scalable architecture to perform NTRU multiplication,
and proposed a unified architecture based on Montgomery
multiplication. Kaps proposed a scalable low-power design
for NTRU polynomial multiplication [8]. In [9], Atici et al.
presented a compact and low power NTRU design that was
suitable for pervasive security applications, such as RFIDs and
sensor nodes. Kamal et al. [10] investigated several hardware
implementation options for NTRUEncrypt, and analyzed its
performance on Virtex-E FPGA devices. The design was
configurable to perform modular reduction using Mersenne
Prime and the look-up table based architecture. The first
attempt at the hardware modeling of the entire functionality
of P1363.1 was reported in [11], [12]. A hybrid behavioral
and structural VHDL model was developed. Unfortunately, no
implementation results (maximum clock frequency, execution
time, resource utilization, etc.) were reported, which most
likely indicates that the developed model was not synthesizable. The most complete and efficient high-speed hardware
implementation of NTRUEncrypt itself (without the remaining
components of SVES), supporting all major parameter sets,
was reported in [13], [14]. Only encryption is fully supported.
No operations specific to decryption are explicitly supported.
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