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Abstract
We observe that any key agreement protocol satisfying perfect completeness, regardless of
its round complexity, can be used to construct a non-interactive commitment scheme.
This observation simplifies the cryptographic assumptions required for some protocols that
utilize non-interactive commitments and removes the need for ad-hoc constructions of noninteractive commitments from specific assumptions such as Learning with Errors.
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Introduction

Commitment schemes [Blu81] are a fundamental building block in cryptography. In this note, we
focus on the question of constructing non-interactive commitment schemes. If trusted setup (or
even a common random string) is allowed, then it is known that one-way functions suffice for this
goal [HILL99, Nao91].
In the case of non-interactive commitment without setup (which, for the rest of this note, we
assume is the goal), it is known that injective one-way functions suffice [Blu81, Yao82, GL89]. In
addition, a construction is known assuming one-way functions along with the existence of certain
hitting-set generators [BOV03], but there is no black-box construction of non-interactive commitments from one-way functions [MP12].
Finally, there are two constructions of non-interactive commitments known from concrete assumptions [GHKW17]: namely, either the Learning with Errors (LWE) assumption [Reg05] (with
superpolynomial modulus-to-noise ratio1 ) or the Learning Parity with Noise (LPN) asssumption
[Ale03] (with standard “public-key” parameters,2 i.e., noise rate √1n ).
Non-interactive commitment schemes are useful for minimizing the round complexity of protocols that require generic commitment as a subroutine. Two recent examples of this are [CGJ19],
which uses non-interactive commitments to build k-round malicious MPC from k-round malicioussecure (bidirectional) OT, and [BKP19], which uses non-interactive commitments (and the [GHKW17]
LWE-based instantiation thereof) within a construction of 2-message weak zero-knowledge arguments for NP.
The complicated status of which assumptions suffice for non-interactive commitment has caused
difficulty in minimizing the assumptions required for such low-round protocols; for example, the
[CGJ19] main theorem on 4-round MPC additionally requires the existence of injective OWFs to
implement their non-interactive commitment-based building blocks.
Our Contributions. We first note that the LWE-based construction of non-interactive commitments [GHKW17] can be replaced with a simple construction from any public-key encryption
scheme that may be folklore. Namely, given a public-key encryption scheme PKE = (Gen, Enc, Dec)
with perfect decryption correctness, it is possible to commit to a bit b by sampling a pair (pk, sk) ←
Gen(1n ) and outputting (pk, Enc(pk, b)). In particular, we note that the perfect correctness of PKE
implies that this scheme is perfectly binding even though the committer is allowed to choose pk
maliciously. This allows for a simple instantiation from LWE with (small) polynomial modulus-tonoise ratio using Regev encryption [Reg05].
More generally, we show that any secure key agreement protocol implies the existence of a noninteractive commitment scheme. This implication holds regardless of the round complexity of the
key agreement, but crucially requires that the protocol satisfy perfect completeness. Intuitively, this
follows from the fact that the transcript τ of a key agreement protocol is effectively a commitment
to the key k being agreed on. We formally write down this construction and prove its correctness
in Section 3.
As a consequence of our observation, we see that the main theorem of [CGJ19] can be improved
to state that (when considering protocols with perfect completeness) the minimal assumption of k1

Although their construction uses a superpolynomial modulus-to-noise ratio, it appears that a sufficiently large
polynomial ratio would suffice for their proof to go through.
2
A heuristic construction from LPN with higher noise rate is also proposed in [GHKW17], but it currently lacks
a secure instantiation.
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round (bidirectional) oblivious transfer suffices to construct k-round malicious-secure MPC, without
additionally assuming injective one-way functions. This follows from the fact that (even semihonest) oblivious transfer implies key agreement [GKM+ 00].
Conclusions. Our observation shows that non-interactive commitments come “for free” in any
protocol already making use of a perfectly correct “public-key primitive” (i.e., any primitive that
implies key agreement), removing the need for additional generic assumptions, such as injective
one-way functions, or concrete assumptions, such as LWE.
It remains an interesting open question whether non-interactive commitments can be constructed generically from key agreement with 1−negl(n) completeness (or even PKE with 1−negl(n)
correctness). Any such key agreement protocol can be derandomized to satisfy perfect completeness
using the techniques of [BV17], but this requires an additional assumption that already suffices to
derandomize the [Nao91] commitment scheme [BOV03].
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Preliminaries

We say that a function δ(n) = negl(n) is negligible if δ(n) = n−ω(1) . We say that two distribution ensembles {Xn } and {Yn } are computationally indistinguishable (denoted X ≈c Y ) if for all
polynomial-sized circuit ensembles {An }, there exists a negligible function δ(n) such that
Pr [An (Xn ) = 1] − Pr [An (Yn ) = 1] ≤ O(δ(n)).

2.1

Key Agreement

A key agreement protocol is an efficiently computable protocol Π executed by two parties (that
we call Alice and Bob). For a protocol execution in which Alice uses randomness ρ and Bob uses
randomness σ, let τ = τ (ρ, σ) denote the transcript of the execution, let kA := kA (τ, ρ) denote
Alice’s output, and let kB := kB (τ, σ) denote Bob’s output. We require that Π satisfies two
properties:
• Perfect Completeness: kA = kB with probability 1 over the randomness (ρ, σ) of the
protocol.
• Passive Security: the key k := kA = kB is computationally pseudorandom given the
transcript τ of the protocol. More formally, we require that
{(τ, k)} ≈c {(τ, k 0 )},
where (τ, k) is sampled according to an honest execution of Π, while k 0 is sampled uniformly
at random (independently of τ ).

2.2

Non-Interactive Commitments

A non-interactive commitment scheme Com consists of a single PPT algorithm Commit(b; r) satisfying two properties:
• Perfect Binding: for every pair (r0 , r1 ), we have that Commit(0; r0 ) 6= Commit(1; r1 ).
2

• Computational Hiding: the distribution {Commit(0, r0 )} (for uniformly random r0 ) is computationally indistinguishable from the distribution {Commit(1, r1 )} (for uniformly random
r1 ).
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Construction

Let Π denote a key agreement protocol with perfect completeness. We now define a non-interactive
commitment scheme Com using Π by describing the commitment algorithm Commit.
• Input: a bit b and randomness (ρ, σ) for an execution of Π.
• Compute the transcript τ = τ (ρ, σ) according to Π.
• Output (τ, b ⊕ kA (τ, ρ)).
We now prove our main result.
Theorem 3.1. If Π is a perfectly correct, passively secure key agreement protocol, then the scheme
Com is a perfectly binding, computationally hiding commitment scheme.
We prove Theorem 3.1 in two parts.
Lemma 3.2. If Π satisfies perfect completeness, then Com satisfies perfect binding.
Proof. Suppose that there exists randomness (ρ0 , σ0 ) and (ρ1 , σ1 ) such that Com(0; ρ0 , σ0 ) =
Com(1; ρ1 , σ1 ). In particular, this would imply that τ (ρ0 , σ0 ) = τ (ρ1 , σ1 ). We now further claim
that the mixed choice of randomness (ρ1 , σ0 ) also produces the same transcript.
Claim 3.2.1. τ (ρ0 , σ0 ) = τ (ρ1 , σ0 ).
Proof. We first reformulate the perfect completeness property of Π. By definition of Π, the ith
pair of messages (αi , βi ) can be computed in the following way: αi = fi (τi−1 , ρ) is a deterministic
function of the partial transcript τi−1 along with Alice’s randomness ρ, while βi = gi (τi−1 , αi , σ) is a
deterministic function of the partial transcript (τi−1 , αi ) along with Bob’s randomness σ. Thus, the
equation τ (ρ0 , σ0 ) = τ (ρ1 , σ1 ) is equivalently the following collection of equations for all 1 ≤ i ≤ r:
αi = fi (τi−1 , ρ0 ) = fi (τi−1 , ρ1 ) and
βi = gi (τi−1 , αi , σ0 ) = gi (τi−1 , αi , σ1 ).
Under this formulation, it follows by induction over the rounds that τ (ρ0 , σ0 ) = τ (ρ1 , σ0 ) as well.
Finally, by invoking the completeness of Π on (ρ0 , σ0 ) and (ρ1 , σ0 ), respectively, we conclude
that
kA (τ, ρ0 ) = kB (τ, σ0 ) = kA (τ, ρ1 )
This implies that kA (τ, ρ0 ) 6= 1 ⊕ kA (τ, ρ1 ), contradicting our assumption. Thus, we conclude that
Com is perfectly binding.
Lemma 3.3. If Π satisfies passive security, then Com satisfies computational hiding.
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Proof. By the passive security of Π, we know that (τ, kA (τ, ρ)) is computationally indistinguishable from (τ, k 0 ) for uniformly random k 0 . Thus, we conclude that for b ∈ {0, 1}, Com(b; ρ, σ) is
computationally indistinguishable from (τ (ρ, σ), b ⊕ k 0 ) ≡ (τ (ρ, σ), k 0 ). The latter distribution is
independent of b, so the lemma follows.
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