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Abstract
In this work, we revisit multi-authority attribute based signatures (MA-ABS), and elaborate
on the limitations of the current MA-ABS schemes to provide a hard to achieve (yet very useful)
combination of features, i.e., decentralization, periodic usage limitation, dynamic revocation of
users and attributes, reliable threshold traceability, and authority hiding. In contrast to previous
work, we disallow even the authorities to de-anonymize an ABS, and only allow joint tracing by
threshold-many tracing authorities. Moreover, in our solution, the authorities cannot sign on behalf
of users. In this context, first we define a useful and practical attribute based signature scheme
(versatile ABS or VABS) along with the necessary operations and security games to accomplish
our targeted functionalities. Second, we provide the first VABS scheme in a modular design such
that any application can utilize a subset of the features endowed by our VABS, while omitting
the computation and communication overhead of the features that are not needed. Third, we
prove the security of our VABS scheme based on standard assumptions, i.e., Strong RSA, DDH,
and SDDHI, in the random oracle model. Fourth, we implement our signature generation and
verification algorithms, and show that they are practical (for a VABS with 20 attributes, Sign and
Verify times are below 1.2 seconds, and the generated signature size is below 0.5 MB).
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Introduction

Attribute based signatures (ABS) [1, 2, 3, 4, 5, 6, 7, 8] are developed for non-interactively proving satisfiability
of a Boolean attribute policy as a signer of a message using the attribute tokens that the user has obtained
from an attribute authority. The goal is to disclose only suitability to the given policy while protecting the
privacy of the rest (e.g., identity of the signer, her other attributes, her other generated signatures). An ABS
should also protect against collusion of users to combine their attributes, and defend against forging attempts
of signatures without having the required attribute tokens in the policy. Although the initially considered
application of ABS was attribute based messaging [9, 10], it has emerged to be a useful primitive applicable to
trust negotiation [11], etc. To compare it with similar constructions (e.g., mesh signatures [12] and anonymous
credentials [13]), we refer to [1].
Due to the lack of support for multiple attribute authorities in the initially developed ABS schemes,
multi-authority ABS (MA-ABS) scheme of [2] was proposed. However, this scheme required a central master
authority, so the decentralized ABS scheme of [3], which does not require a master authority and is more
scalable, was developed. As a further contribution, [4] proposed the first decentralized traceable ABS scheme
that allows a tracing authority to detect and “prove” to a judge the signer of an ABS. Unfortunately, [4]
allows each attribute authority that a signer has interacted with to obtain her secret token, and thus forge a
signature traceable to her. [7] elaborates on this issue, and provides “non-frameability” and “tracing soundness”
notions (the latter has been previously defined in the context of group signatures by [14]), as well as a generic
construction satisfying these notions. However, the proposed constructions still allow any malicious tracing
authority to disclose an honest signer, whereas our solution requires threshold-many authorities to be corrupted
to launch such an attack.
In this paper, we confront the shortcomings of existing multi-authority and decentralized ABS schemes
(altogether we refer by MA-ABS schemes), and achieve the following properties:
• Periodic usage limitation. The ability to limit the number of verifying signatures of a user (per verifier)
in a given time period. Note this notion differs from controllable linkability of [5, 8, 15], as the former
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